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1. User-level CGI commands (user level privilege)
1.1. Video and Image commands

1.1.1. Stream MPEG-4 video and audio
Method: GET

URL: http://<ip>/img/video.asf
Return:  A “video.asf” file will be returned through the HTTP protocol.

	HTTP/1.0 200 OK\r\n

…
content-type: application/octet-stream\r\n

…

<MPEG-4 video data>


1.1.2. Stream M-JPEG video
HTML page for the end user

Method: GET

URL: http://<ip>/img/mjpeg.htm
Return: 
	HTTP/1.0 200 OK\r\n

…

content-type: text/html\r\n

…
http://<ip>/img/video.mjpeg
…


Server Push page for the programmer

Method: GET

URL: http://<ip>/img/video.mjpeg[?size=value][&framerate=<value>] (utility)

http://<ip>/img/mjpeg.cgi[?size=value][&framerate=<value>] (OCX)

(The “http://<ip>/img/mjpeg.cgi” command will be obsolete by in the future. Some Web Browsers will cache the first incoming JPEG image and do not refresh the following incoming JPEG images. Please use the 0 URL to stream JPEG video in these kinds of Web Browsers.)

This MJPEG CGI supports different types of client request. Not only for Server Push method, but also for the proprietary MJPEG streaming. If the client is requesting for the Server Push MJPEG format (with Multipart MIME format), the “User-Agent” field in the HTTP header is required. The “User-Agent” should avoid the “CameraActiveX”, “Viewer” and “AlertCfg” wordings

	Parameter
	Value and description

	size
	Image resolution

1:  160x120 (or, 160x128 depends by models)

2:  320x240

3:  640x480

	framerate
	Frame rate
1 ~ 30


The parameters “size” and “framerate” are optional.

The camera will return the MJPEG streaming within the current codec settings if there’s no parameter input.

The camera will check the request parameters (size or framerate) within the current codec settings. If the requested parameters matched the current setting, then the camera will return the MJPEG stream by Server Push method. If the requested parameters didn’t match the current setting, then the camera will return an error.

Return (OK situation):
	HTTP/1.0 200 OK\r\n

…

content-type: multipart/x-mixed-released;boundary=<xxx>\r\n
--<xxx>

content-type:image/jpeg\r\n

content-length: <image-size>\r\n\r\n

<jpeg image date>

--<xxx>

content-type:image/jpeg\r\n

content-length: <image-size>\r\n\r\n

<jpeg image date>

...

--<boundary>--


Return (ERROR situation):
	HTTP/1.0 400 Bad Request\r\n

…

content-type: text/plain\r\n
\r\n

current_ resolution=A\r\n

current_framerate=B\r\n


The A and B are in the following format.

	Parameter
	Value and description

	A
	Image resolution

1:  160x120 (or, 160x128 depends by models)

2:  320x240

3:  640x480

	B
	Frame rate
1 ~ 30fps


1.1.3. Mobile phone snapshot
Method: GET

URL: http://<ip>/img/mobile.cgi
Return:  A 160x120 JPEG image (with “very low” quality) will be returned to client.

	HTTP/1.0 200 OK\r\n

…

content-type: image/jpeg\r\n

…

<JPEG image data>


Here is an example of the HTML file

Method: GET

URL: http://<ip>/img/mobile.htm 

	<html>

<head>

<title>Network Camera - Live Video</title>

<META HTTP-EQUIV="Pragma" CONTENT="no-cache">

<META HTTP-EQUIV="Cache-Control" CONTENT="no-cache">

</head>

<body>

<IMG SRC="/img/mobile.cgi">

</body>

</html>


1.1.4. Snapshot
Method: GET

URL: http://<ip>/img/snapshot.cgi?[size=<value>][&quality=<value>] 

	Parameter
	Value and description

	size
	Image resolution

1:  160x120 (or, 160x128 depends by models)

2:  320x240

3:  640x480

4:  720x480 (reserved for future use)

5:  1024x768 (reserved for future use)

6:  1280x1024 (reserved for future use)

7:  64x48

8:  128x96

	quality
	Quality level

1:  Very high

2:  High

3:  Normal

4:  Low

5:  Very low


Example 1: To sanshot a 640x480 high qulity JPEG image from network camera 192.168.0.99.

http://192.168.0.99/img/snapshot.cgi?size=3&quality=1
Example 2: To sanshot a JPEG image from network camera 192.168.0.99 (with current resolution and quality)
http://192.168.0.99/img/snapshot.cgi 

Example 3: To sanshot a low qulity JPEG image with current resolution from the network camera 192.168.0.99.

http://192.168.0.99/img/snapshot.cgi?quality=4
Return:  A JPEG image will be returned to client with user specified resolution and quality.

	HTTP/1.0 200 OK\r\n

…

content-type: image/jpeg\r\n

…

<JPEG image data>


1.1.5. SDP (MPEG-4 video only, not for MJPEG video)
Method: GET

URL: http://<ip>/img/media.sdp

Return:  A SDP file will be returned.

	HTTP/1.0 200 OK\r\n

…
<SDP data>


1.1.6. Audio Upload (uploading audio streaming to the camera)
Method: POST

URL: http://<ip>/img/g726.cgi

G.726 audio stream (16Kbps)

URL: http://<ip>/img/g711a.cgi
G.711 a-law audio stream

URL: http://<ip>/img/g711u.cgi
G.711 u-law audio stream

URL: http://<ip>/img/g729ab.cgi
G.729ab audio stream, reserved for future use

Example (client side):

	  POST http://192.168.0.99/img726.cgi HTTP/1.0\r\n

  Authrization: Basic YWRtaW46YWRtaW4= \r\n

  \r\n


Return:
OK
	HTTP/1.0 200 OK\r\n



Client starts to upload the audio stream.

Unauthorized

(Bad username, password)

	HTTP/1.0 401 Unauthorized\r\n


1.1.7. RTP/RTSP (MPEG-4 video only, not for MJPEG video)
User can stream video and audio through the following URLs.

Video and audio:
rtsp://<ip>/img/media.sav

Video only:
rtsp://<ip>/img/video.sav

Audio only:
rtsp://<ip>/img/audio.sav

Note that camera is able to support the following four RTP protocols. But user needs to specify the desired RTP protocol in the player.

· Unicast RTP

· Multicast RTP

· RTP over RTSP (RTP over TCP)

· RTP over RTSP over HTTP (HTTP tunnel)


Return:  Video and/or audio will be returned.

1.2. Player commands

1.2.1. Query 

Method: GET

URL: http://<ip>/util/query.cgi 

This CGI indicates the H/W capability. Ex. The camera got I/O port (or not). The camera got Speaker (or not), etc.

Return: 
	HTTP/1.0 200 OK \r\n

…

content-type: text/plain\r\n
\r\n
hostname=sc123456\r\n

description=description string\r\n

defname=default name\r\n
mac=00C002123456\r\n
resolutions=640*480,320*240,160*120\r\n

mpeg4_resolution=[640|320|160]\r\n
mjpeg_resolution=[640|320|160]\r\n
mic_in=[on|off]r\n

speaker_out=[on|off]\r\n

ptctrl=[on|off]\r\n

ioctrl=[on|off]\r\n
serial=[off|pelco]\r\n


URL: http://<ip>/img/query.cgi 

This CGI indicates the accessed user’s privilege with some H/W features. Ex. The user could use Speaker Out, but couldn’t control the I/O ports, etc.

Return: 
	HTTP/1.0 200 OK \r\n

…

content-type: text/plain\r\n
\r\n
mic_in=[on|off]r\n

speaker_out=[on|off]\r\n

ptctrl=[on|off]\r\n

ioctrl=[on|off]\r\n


1.3. I/O port commands
1.3.1. Control I/O ports
Method: GET

URL: http://<ip>/io/ioctrl.cgi?<parameter>=<value>[&<parameter>=<value>]

	Parameter
	Value and description

	output_1
	Output port 1
   0:  Off

   1:  On

PS: The ON state and OFF state are defined in the configuration file. 

	output_2
	Output port 2
   0:  Off

   1:  On

PS: The ON state and OFF state are defined in the configuration file.


Return: Network Camera will return a Web page that contains the following messages.

	HTTP/1.0 204 No Content\r\n

…

content-type: text/plain\r\n
Return-Value: OK\r\n
\r\n


1.3.2. Query I/O port status
Method: GET

URL: http://<ip>/io/query_io.cgi
Return: Network Camera will return a Web page that contains the following messages.

	HTTP/1.0 200 OK \r\n

…

content-type: text/plain\r\n
\r\n

input_1=[0|1]\r\n                          <- 1= High; 0= Low
input_2=[0|1]\r\n

output_1=[0|1]\r\n                         <- 1= High; 0= Low
output_2=[0|1]\r\n
\r\n


1.4. Day/Night switch (IR filter) commands
1.4.1. Control day/night switch
Method: GET

URL: http://<ip>/io/filterctrl.cgi?<parameter>=<value>
	Parameter
	Value and description

	Filter
	Switch the filter to the following mode
   0:  Day Mode

   1:  Night Mode 


Return: Network Camera will return a Web page that contains the following messages.

	HTTP/1.0 204 No Content\r\n

…

content-type: text/plain\r\n
Return-Value: OK\r\n
\r\n


1.4.2. Query day/night switch status
Method: GET

URL: http://<ip>/io/query_filter.cgi
Return: Network Camera will return a Web page that contains the following messages.

	HTTP/1.0 200 OK \r\n

…

content-type: text/plain\r\n
\r\n

filter=[0|1]\r\n                                    <- 0= Night; 1= Day
\r\n





1.5. P/T commands (for supporting RS-485 devices models)
1.5.1. Move

Move toward user defined direction or move to preset positions
Method: GET

URL: http://<IP>/pt/ptctrl.cgi?cmd=<direction>,<speed>
	Parameter
	Value and description

	direction
	Move toward user defined drection

U
Move UP

D
Move Down

L
Move Left

R
Move Right

The P/T will Stop after 1sec of the move action

	speed
	Move Speed (Optional)

1~10 (10 is the fastest speed)


Return:  

	HTTP/1.0 204 No Content\r\n

…

content-type: text/plain\r\n
Return-Value: OK\r\n                        <- ERROR\r\n
\r\n


1.5.2. P/T speed
Set the Pan speed.

Set the Pan direction speed

Method: GET

URL: http://<IP>/pt/ptctrl.cgi?cmd=set_pan_speed,<speed>
	Parameter
	Value and description

	speed
	Move Speed

1~10 (10 is the fastest speed)


Set the Tilt speed.

Set the Tilt direction speed

Method: GET

URL: http://<IP>/pt/ptctrl.cgi?cmd=set_tilt_speed,<speed>
	Parameter
	Value and description

	speed
	Move Speed

1~10 (10 is the fastest speed)


Return:

	HTTP/1.0 204 No Content\r\n

…

content-type: text/plain\r\n
Return-Value: OK\r\n                        <- ERROR\r\n

\r\n


1.5.3. Preset positions
Set preset position

Set current position to be a preset position (within the preset name)

Method: GET

URL: http://<IP>/pt/ptctrl.cgi?cmd=set_preset,<name>
	Parameter
	Value and description

	name
	Preset name (16 characters)

Currently, it could save up to 9 preset positions


Clear preset position

Delete a specific preset position (by the preset name)

Method: GET

URL: http://<IP>/pt/ptctrl.cgi?cmd=clr_preset,<name>
	Parameter
	Value and description

	name
	Preset name (16 characters)


Move to the preset position

Move the P/T device to a specific preset position (by the preset name)

Method: GET

URL: http://<IP>/pt/ptctrl.cgi?cmd=goto_preset,<name>
	Parameter
	Value and description

	name
	Preset name (16 characters)


Return:

	HTTP/1.0 204 No Content\r\n

…

content-type: text/plain\r\n
Return-Value: OK\r\n                        <- ERROR\r\n

\r\n


Get the preset lists

Get the name list of all presets

Method: GET

URL: http://<IP>/pt/ptctrl.cgi?cmd=get_preset_list
Return:

	HTTP/1.0 200 OK\r\n

…

content-type: text/plain\r\n
\r\n
PT1=<name1>\r\n

PT2=<name2>\r\n

......

PT9=<name9>\r\n

\r\n


1.5.4. User-defined Home
Set home position

Set current position as the user-defined home position

Method: GET
URL: http://<IP>/pt/ptctrl.cgi?cmd=set_home
Move to home position

Move to the user-defined home position

Method: GET
URL: http://<IP>/pt/ptctrl.cgi?cmd=goto_home
Return:

	HTTP/1.0 204 No Content\r\n

…

content-type: text/plain\r\n
Return-Value: OK\r\n                        <- ERROR\r\n

\r\n


1.5.5. Patrol
Set patrol

Configure the patrol with a sequence of preset positions and a specific delay time (up to 9 preset positions)

Method: GET

URL: http://<IP>/pt/ptctrl.cgi?cmd=set_patrol,<parameter>
	Parameter
	Value and description

	parameter
	Position & Delay Time for Patrol Action

Preset_name,Delay_time;Preset_name,Delay_time;...;Preset_name,Delay_time;
Preset_name: 
The preset name in “set_preset” command

Delay_time: 
The delay time before goto next preset position (in sec)


Clear patrol

Clear the patrol configuration

Method: GET

URL: http://<IP>/pt/ptctrl.cgi?cmd=clr_patrol
Start patrol

Start the patrol action (if configured)

Method: GET

URL: http://<IP>/pt/ptctrl.cgi?cmd=goto_patrol
Return:

	HTTP/1.0 204 No Content\r\n

…

content-type: text/plain\r\n
Return-Value: OK\r\n                        <- ERROR\r\n

\r\n


2. Admin-level CGI commands (administrator level privilege)
2.1. Query FW version

Method: GET

URL: http://<ip>/adm/sysinfo.cgi
Return: Network Camera will return a Web page that contains the following messages.

	HTTP/1.0 200 OK \r\n

…

content-type: text/plain\r\n
\r\n

Firmware Version: V1.00R01\r\n 

Serial Number: SQJ00G100001\r\n

Pan and Tilt Control Firmware Version: V1.0.14\r\n


2.2. Reboot

Method: GET

URL: http://<ip>/adm/reboot.cgi
Return: 
	HTTP/1.0 200 OK \r\n

…

content-type: text/plain\r\n
\r\n

OK\r\n


2.3. Restore to factory defaults

Method: GET

URL: http://<ip>/adm/reset_to_default.cgi
Return: 
	HTTP/1.0 200 OK \r\n

…

content-type: text/plain\r\n
\r\n

OK\r\n


2.4. Get/Set group parameters
2.4.1. Get group parameters

Method: GET

URL: http://<IP>/adm/get_group.cgi?<parameter>=<value>

	Parameter
	Value and description

	group
	1. To get all group settings

     group_name (The group name is case insensitive.)

2. To get a specific setting from a group

     group_name.parameter_name

Note that all group_name and parameter_name are defined in the Network Camera Configuration Spec.


Return:
All group settings or one group setting will be returned as below.

	HTTP/1.0 200 OK\r\n

…

content-type: text/plain\r\n
...

\r\n

<parameter pair>\r\n
<parameter pair>\r\n

...\r\n


Where <parameter pair> is <parameter_name>=<parameter_value>.

2.4.2. Set group parameters
Method: GET

URL: http://<IP>/adm/set_group.cgi?<parameter>=<value>[&<parameter pair>…]

	Parameter
	Value and description

	group
	Group name is specified here. (The group name is case insensitive.)

Note that all group values are defined in the Network Camera Configuration Spec.


Return:
Successful request returns all group parameters or the specified parameters as below.

	HTTP/1.0 200 OK\r\n

…

content-type: text/plain\r\n
...

\r\n

OK\r\n

<parameter pair>\r\n
<parameter pair>\r\n

...\r\n


2.5. Upgrade firmware

Method: POST

URL: http://<ip>/adm/upgrade.cgi 

Message body: 

	…
…
<boundary=...>

…
<FW binary data encoded in base64 format>


The client must wait as least 5 minutes to make sure all flashes have been programmed.
Return: A FW Upgrade Progress window will be returned.

2.6. Upload/Download configuration file

2.6.1. Download configuration file 

Method: GET

URL: http://<ip>/adm/admcfg.cfg
Return:  

	HTTP/1.0 200 OK \r\n

…
content-type: application/configuration\r\n
\r\n

<configuration file encoded in Base64 format>


All data in the configuration file are encoded in a Base64 format. Please refer to “3.1”.

2.6.2. Upload configuration file 
Method: POST

URL: http://<ip>/adm/upload.cgi
Message body:

	…
<boundary=...>

<configuration file encoded in Base64 fvormat>


All data in the configuration file are encoded in a Base64 format. Please refer to “3.1”.

Network camera will be automatically rebooted after received the configuration file.
Return:

	HTTP/1.0 200 OK \r\n

…

content-type: text/plain\r\n
\r\n

OK\r\n



2.7. Download logs

Method: GET

URL: http://<ip>/adm/log.cgi 
Return:  

	HTTP/1.0 200 OK \r\n

…

content-type: text/plain\r\n\r\n

…
<log data>


2.8. Motion detection commands

The user could configure the motion detection in max up to 4 specific area. Each area could have its own name and its own threshold setting. Once the moving indicators exceed the user-configured threshold, then it should have a motion detection event.

Here’s the definition of the detected area coordinate.

For some reasons, the client S/W might need to backward support the motion detection CGI and padding data within the old models of camera. Please refer the appendix section to get the details..

The home (0, 0) position is located at the left-top corner. The whole scale is for 640x480 resolution. So the horizontal position, x, will be expressed as an integer value from 0 to 639 and ascend from left to right. The vertical position, y, will be expressed as an integer value from 0 to 479 and ascend from top to bottom.
       640

+-------------------+ 

|(0, 0)             |
|                   |

|                   |480

|                   |

|                   |

+-------------------+

                    (639, 479)
The configured area coordinate:

The left-top corner is the start position. The right-bottom corner is the stop position.

(X1, Y1)
  + - - - - - - - +

  |                 |

  |                 |

+ - -- - - - - +


     (X2, Y2)
Whatever the current streaming resolution is, the replied coordinate always maps to the 640x480 scale.

2.8.1. Get Motion Detection Settings

Method: GET
URL: http://<IP>/adm/get_group.cgi?group=MOTION
(Please refer to Get group parameters command.)

	Parameter
	Value and description

	group
	Motion

This is a required paramter & value to let the CGI know the request is for “motion detection” group.


Return:

All group settings or one group setting will be returned as below.

	HTTP/1.0 200 OK\r\n

…

content-type: text/plain \r\n
...

\r\n

md_mode=[0|1] \r\n



(  0=Off, 1=On

md_switch1=[0|1] \r\n


(  0=Off, 1=On

md_name1=Window_1 \r\n


(  12 ASCII characters

md_window1=X1, Y1, X2, Y2 \r\n

(  Relative to 640x480 resolution

md_threshold1=125 \r\n


(  Threshold: 0 ~ 255

md_switch2=[0|1] \r\n
md_name2=Window_2 \r\n
md_window2=X1, Y1, X2, Y2 \r\n

md_threshold2=125 \r\n

md_switch3=[0|1] \r\n
md_name3=Window_3 \r\n
md_window3=X1, Y1, X2, Y2 \r\n

md_threshold3=125 \r\n

md_switch4=[0|1] \r\n
md_name4=Window_4 \r\n
md_window4=X1, Y1, X2, Y2 \r\n

md_threshold4=125 \r\n

\r\n


2.8.2. Set Motion Detection Settings

Method: GET
URL: http://<IP>/adm/set_group.cgi?group=MOTION&<parameter>=<value>…
(Please refer to Set group parameters command.)

	Parameter
	Value and description

	md_mode
	Motion detection

0 = Off

1 = On

	md_switch1

...

md_switch4
	Motion detection window

0 = Off

1 = On

	md_name1

... 

md_name4
	Name of the motion detection area 1 ~ 4

(12 ASCII characters)

	md_window1

...

md_window4
	The coordinates of motion detection window N (relative to resolution 640x480)

X1, Y1, X2, Y2

	md_threshold1

...

md_threshold4
	The threshold of motion detection window N

(0 - 255)


Return:
	HTTP/1.0 200 OK\r\n

…

content-type: text/plain\r\n
\r\n

OK\r\n


Notes:

Linksys 2300 series used a different way to do the motion detection:

A. Full Screen:  Detect the whole screen (only 1 640x480 detect area)

B. Sub Windows: Detect up to 3 sub-windows area

The S/W (OCX) side needs to do it as the following way (without changing any configure item):

A. Use “md_switch1” as the switch of “full screen” or “sub-windows”.

B. The md_window1 always sets to 640x480 size.

If “md_switch1=1”, then the camera needs to detect in the whole screen video. The OCX can’t allow the user to configure the rest windows (sub-window 1~3).

If “md_switch1=0”, then the camera will detect in the “md_window2~4” area. (It’s the same as the sub-windows 1~3.)

2.8.3. Motion Vector Data 

To include the motion vector values in the streaming packets.

Whatever the streaming method is - ASF (through HTTP) or RTP (through UDP), the streaming data will include such information to let the client side S/W to judge whether the motion event is triggered or not.

The data locates in the padding bytes of the streaming data.

As to the data format in the streaming packet, please refer to the next section.

2.9. Padding Data Format

The purpose of the padding data field is to let the PC side software (ActiveX or Utility…) could parse the padding data to get the relative information.

The F/W (camera side) should always pad the data if it supports some features (even is disabled). 

The following padding data starts from the 1st byte of the padding area (after the normal streaming frames)

Padding format:
	4 Bytes
	1 Byte
	1 ~ 4 Byte
	XXX Byte
	1 Byte
	1 ~ 4 Byte
	XXX Byte
	….
	2 Bytes

	Total Length
	Command_1
	Length
	Data
	Command_2
	Length
	Data
	
	Padding End


Rules:
1. The 1st 4 bytes padding is to declaim the total padding length, including these 4 bytes and the “Padding End” (from 1st byte to the last byte, including length and end command).

2. The following padding data will divide into 3 parts:

A. Padding command (1 byte)

B. Padding length for the specific command (1~4 bytes)

C. Padding data for the specific command

3. The length of the “padding length” depends on the command range.

A. 0x00 ~ 0xBF:

the length field is in “1 byte”
B. 0xC0 ~ 0xDF:

the length field is in “2 bytes”
C. 0xE0 ~ 0xFF:

the length field is in “4 bytes”
4. The last 2 bytes are the “Padding End” (0xBF00) command. It equals to the “command=END” + “length=0”.

5. The padding command could be in any sequence.

	Command
	Description

	0x01
	Motion Detection Padding

The data length is 13.

Byte 1: 
Motion detection is enabled or not (main switch)


and whether it is in the effect schedule or not..



0x00 = 0 = Off



0x01 = 1 = On & not in effect schedule



0x11 = 17 = On & in effect schedule

Byte 2 ~ 5
Current motion indicator of the detected window 1 ~ 4



0 ~ 255

Byte 6 ~ 9
Current threshold of the detected window 1 ~ 4



0 ~ 255

Byte 10 ~ 13
Motion detect window 1 ~ 4 is enabled or not.



0 = Off



1 = On

	0x02
	Input I/O Ports Padding

The data length is 2.

Byte 1: 
The Input port 1 is triggered or not..


and whether it is in the effect schedule or not..



0x00 = 0 = Idle



0x01 = 1 = Triggered & not in effect schedule



0x11 = 17 = Triggered & in effect schedule

Byte 2: 
The Input port 2 is triggered or not..


and whether it is in the effect schedule or not..



0x00 = 0 = Idle



0x01 = 1 = Triggered & not in effect schedule



0x11 = 17 = Triggered & in effect schedule

	0xBF
	End-Of-Padding

The data length is 0. There’s no additional padding after this command (0xBF00).


Examples:

1. The padding contains motion detection data only.

	Length
	Command
	Length
	On/Off
	Indicator
	Threshold
	Window - On/Off
	End

	0x00
	0x00
	0x00
	0x15
	0x01
	0x0D 
	0 (OFF)
	20
	30
	129
	0
	128
	128
	128
	128
	1
	1
	1
	0
	0xBF
	0x00


0x15 = 21 (total length = 21 bytes)

2. The padding contains both motion detection and input ports data.

	Length
	Command
	Length
	On
	Indicator
	Threshold
	On/Off
	Command
	Length
	In-1
	In-2
	End

	0x00
	0x00
	0x00
	0x19
	0x01
	0x0D 
	1
	0
	3
	2
	0
	128
	128
	128
	128
	0
	1
	1
	0
	0x02
	0x02
	0
	0
	0xBF
	0x00


0x19 = 25 (total length = 25 bytes)

3. The padding contains some long commands. (Ex. Command 0xC1 needs length 500 data)

	Length
	Command
	Length
	Total = 500 bytes
	End

	0x00
	0x00
	0x01
	0xFD
	0xC1
	0x01
	0xF4
	Data…
	Data
	Data
	….
	….
	…
	…
	…
	0xBF
	0x00


0x1FD = 509 (total length = 509 bytes)

0x01F4 = 500 (length of command 0xC1 = 500 bytes)

3. Appendices

3.1. Appendix A - Base-64 Encoder/Decoder Sample Codes

	// Standard BASE64 table

// char keyStr[] = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/=";

// Digital Data Communications BASE64 table

char keyStr[] = "ACEGIKMOQSUWYBDFHJLNPRTVXZacegikmoqsuwybdfhjlnprtvxz0246813579=+/";

//--------------------------------------------------------------------

//  Description:   Encrypt the input data with the base64

//  Input:

//                 char i_buf[]
- input buffer

//  Output:

//                 char o_buf[]
- output buffer

//  Return:

//                 encrypted string length

//--------------------------------------------------------------------

int encode64(char i_buf[], char o_buf[]) 

{


char chr1 = (char)0;


char chr2 = (char)0;


char chr3 = (char)0;


//These are the 3 bytes to be encoded


int enc1 = 0;


int enc2 = 0;


int enc3 = 0;


int enc4 = 0; //These are the 4 encoded bytes


int i = 0, j = 0; //Position counter


do { //Set up the loop here



chr1 = i_buf[i++]; //Grab the first byte



if(i < strlen(i_buf))




chr2 = i_buf[i++]; //Grab the second byte



if(i < strlen(i_buf))






chr3 = i_buf[i++]; //Grab the third byte



//Here is the actual base64 encode part.



//There really is only one way to do it.



enc1 = chr1 >> 2;



enc2 = ((chr1 & 3) << 4) | (chr2 >> 4);



enc3 = ((chr2 & 15) << 2) | (chr3 >> 6);



enc4 = chr3 & 63;



if(chr2 == (char)0) {




enc3 = enc4 = 64;



}



else if(chr3 == (char)0) {




enc4 = 64;



}



o_buf[j++] = keyStr[enc1];



o_buf[j++] = keyStr[enc2];



o_buf[j++] = keyStr[enc3];



o_buf[j++] = keyStr[enc4];



// OK, now clean out the variables used.



chr1 = chr2 = chr3 = (char)0;



enc1 = enc2 = enc3 = enc4 = (char)0;


} while (i < strlen(i_buf)); //And finish off the loop


//Now return the encoded values.


return j;

}

//--------------------------------------------------------------------

//  Description:   decrypt the input data with the base64

//  Input:

//                 char i_buf[]
- input buffer

//  Output:

//                 char o_buf[]
- output buffer

//  Return:

//                 decrypted string length

//--------------------------------------------------------------------

int decode64(char i_buf[], char o_buf[]) {


//These are the 3 bytes to be encoded


char chr1 = (char)0;


char chr2 = (char)0;


char chr3 = (char)0;


//These are the 4 encoded bytes


int enc1 = 0;


int enc2 = 0;


int enc3 = 0;


int enc4 = 0; 


int i = 0, j = 0; //Position counter


do { //Here’s the decode loop.



//Grab 4 bytes of encoded content.



enc1 = (int)(strchr(keyStr, i_buf[i++]) - keyStr);



if(i < strlen(i_buf))




enc2 = (int)(strchr(keyStr, i_buf[i++]) - keyStr);



if(i < strlen(i_buf))




enc3 = (int)(strchr(keyStr, i_buf[i++]) - keyStr);



if(i < strlen(i_buf))




enc4 = (int)(strchr(keyStr, i_buf[i++]) - keyStr);



//Heres the decode part. There’s really only one way to do it.



chr1 = (enc1 << 2) | (enc2 >> 4);



chr2 = ((enc2 & 15) << 4) | (enc3 >> 2);



chr3 = ((enc3 & 3) << 6) | enc4;



o_buf[j++] = (char)chr1;



if (enc3 != 64) {




o_buf[j++] = (char)chr2;



}



if (enc4 != 64) {




o_buf[j++] = (char)chr3;



}



//now clean out the variables used



chr1 = (char)0;



chr2 = (char)0;



chr3 = (char)0;



enc1 = 0;



enc2 = 0;



enc3 = 0;



enc4 = 0;


} while (i < strlen(i_buf)); //finish off the loop


//Now return the decoded values.


return j;

}
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