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Chapter 1 Accessing the Switch

1.1 Accessing the Switch through HTTP

When the switch is initially used, you can use the Web access without any extra
settings:

1. Modify the IP address of the network adapter and subnet mask of your computer to
192.168.0.2 and 255.255.255.0 respectively.

2. Open the Web browser and enter 192.168.0.1 in the address bar. It is noted that
192.168.1.1 is the default management address of the switch with subnet mask of
255.255.255.0.

3. If the Google Chrome or Firefox Explorer browser is used, you can see the dialog
box in figure 1. Both the original username and the password are “admin”, which is
capital sensitive.

=
http://10.112.2.11
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fif

=
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Figure 1: ID checkup of WEB login

1.2 Introduction of Web Interface

The homepage consists of the top control bar, the navigation bar, the configuration area
and the bottom control bar.

1.2.1 Top Control Bar

Device Model: S5700-48ET4X2Q Save Config Hi, admin v

Figure 2: Top control bar

Device Model Show the current device model.

Save Config Write the current settings to the configuration file of the device. It is
equivalent to the execution of the write command.
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The configuration that is made through Web will not be promptly written to
the configuration file after validation. If you don’t click “Save All’, the
unsaved configuration will be lost after rebooting.

About (Hi, admin) Displays vendor information and sets automatic refresh.
Change Password Change current password.

(Hi, admin)

Logout (Hi, admin) Exit from the current login state.

After you click "logout", you have to enter the username and the password
again if you want to continue the Web function.

After you configure the device, the result of the previous step will appear on the left side
of the top control bar. If error occurs, please check your configuration and retry it later.

1.2.2 Navigation Bar
Main
Device Status
Basic Config
Port Config
L2 Config
L3 Cconfig

% Advance

) System

Figure 3 Navigation bar

The contents in the navigation bar are shown in a form of list and are classified
according to types. By default, the list is located at “Runtime Info”. If a certain item need
be configured, please click the group name and then the sub-item. For example, to
browse the flux of the current port, you have to click “Interface State" and then
“Interface Flow”.

Note:

The limited user can only browse the state of the device and cannot modify the
configuration of the device. If you log on to the Web with limited user’s permissions,
only “Interface State” will appear.
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1.2.3 Configuration Information Area

Device Status
N | survey
Basic Config
Name: Switch BIOS Version: 0.2.5
~, Serial Number: 0020082000303 Runtime: 0:00:35:00
Port Config
MAC: BC:60:6B:32:32:80 Soft Version: 511A -- 98714
Device Type: S5700-48ET4X2Q Current Time: 2021-3-31 05:33:11
L2 Config
L3 Cconfig | system resource usage
2 Advance ’ '

CPU:5% RAM:13%

System

Figure 4 Configuration Area

The configuration display area shows the state and configuration of the device. The
contents of this area can be modified by the clicking of the items in the navigation bar.

1.2.4 Configuration Area

The configuration area is to show the content that is selected in the navigation area.
The configuration area always contains one or more buttons, and their functions are
listed in the following table:

Refresh Refresh the content shown in the current configuration area.

Apply Apply the modified configuration to the device.

The application of the configuration does not mean that the configuration is
saved in the configuration file. To save the configuration, you have to click
“Save All” on the top control bar.

New Creates a list item. For example, you can create a VLAN item or a new user.
Delete Deletes an item in the list.
Back Go back to the previous-level configuration page.
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Chapter 2 Main

After logging in, the web page will enter the home page, where the basic information of the
switch and the system resource usage are displayed.

On the left is the functional navigation bar.

Main

Device Status

’  Basic Config

| Survey
Name: Switch £

Serial Number: 0020082000303

Port Config

MAC: BC:60:6B:32:32:80
Device Type: S5700-48ET4X2Q

2 Config

L3 Cconfig | system resource usage

& Advance

System

CPU:5%

BIOS Version: 0.2.5

Runtime: 0:00:35:00

Soft Version: 511A - 98714
Current Time: 2021-3-31 05:33:11

»

RAM:13%
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Chapter 3

3.1

Interface Status

If you click Device Status -> Interface Status

page appears.

Device Status

in the navigation bar, the Interface Status

»  Main Interface
Device Status
Interface Status
e — port portDesc Enable status MAC Address
Macc Address Table goion E L be:60:60:32:32:81
Log Query g0/02 E D bc:60:60:32:32:82
X go/or3 Disa bc:60:60:32:32:83
Basic Config
o/0/4 Enable Disable bc:60:60:32:32:84
Port Config 0/0/5 E I bc:60:60:32:32:85
90/0/6 D bc:60:60:32:32:86
L2 Config
go/or7 E D bc:60:60:32:32:87
L3 Cconfig 00/0/8 Enable Disable bc:60:6b:32:32:88
go/ore Disable be:60:60:32:32:89
% Advance
0/0/10 E I bc:60:60:32:32:8a
System Total 84 10inane 12

3.2 Interface Flow

If you click Device Status -> Interface Flow in
appears.

Click "Clear" to clear the selected port flow data

Labelltem v

speed duplex Input Rate Output Tate flowControl
auto auto Obits/sec Obits/sec I
auto auto Obits/sec Obits/sec D
auto auto Obits/sec Obits/sec Dis
auto auto Obits/sec Obits/sec Disable
auto auto Obits/sec Obits/sec I
auto auto Obits/sec Obits/sec D
auto auto Obits/sec Obits/sec D
auto auto Obits/sec Obits/sec Disable
auto auto Obits/sec Obits/sec Disable
auto auto Obits/sec Obits/sec I
k) 4 A [ > Gata 1 —_—

the navigation bar, the Interface flow page

R Main Interface Interface

Device Status

Interface Status

—— port portDesc Enable status Send Bytes Send Packets  Receive Bytes  Receive Packets  Discard Discard Rate
Macc Address Table goront = ez 0 0 0 0 0 0%
Log Query 0/072 E Disable 0 0 0 0 0 0%
X 003 E Disable 0 0 0 0 0 0%
Basic Config
go/0/4 E bl 0 0 0 0 0 0%
Port Config Q005 Enable Disable 0 0 0 0 0 0%
g0/0/6 Disabl 0 0 0 0 0 0%
[## L2 Config
go/0r7 Enable Disable 0 0 0 0 0 0%
17 L3 Cconfig Q0/0/8 E Disable 0 0 0 0 0 0%
) 90/0/9 E Disable 0 0 0 0 0 0%
& Advance
90/0/10 E Disable 0 0 0 0 0 0%
System Total54  10/page 12 3 4 5 6 > Goto 1 —

3.3 MAC Address Table

If you click Device Status -> MAC Address Table in the navigation bar, the MAC Address

Table page appears.
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@ Main

Device Status

Interface Status
Interface Flow
Macc Address Table

Log Query

Basic Config

Port Config

L2 Config

L3 Cconfig

Advance

System

Interface Interface

3.4 Log Query

Macc Ad

VLAN MAC Address Item Category

Total 0 10/page 1 Goto 1

If you click Device Status -> Log Query in the navigation bar, the Log Query page appears.

@ Main

Device Status

Interface Status
Interface Flow
Macc Address Table

Log Query

Basic Config

L2 Config

L3 Cconfig

Advance

System

Interface Interface Macc Ad Log Query m
Guide: Log Query
EE
Log Time Log in detail

Mar 31 05:21:13.37598

Mar 31 05:21:13.19368

Mar 31 05:02:35.04191

Mar 31 04:59:40.14714

Mar 31 04:59:32.80586

Mar 31 04:59:32.80536

Mar 31 04:59:31.98189

Mar 31 04:59:30.78639

Mar 31 04:59:29.70338

Mar 31 04:59:29.70124

Mar 31 04:59:27.26983

Switch systemd[1]: serial-getty@ttyAMAO.service: Co nsumed 6.375s CPU time.

Switch systemd[1]: serial-getty@ttyAMAO.service: C onsumed 6.375s CPU time.

Switch login[758]: ROOT LOGIN on '/devittyAMAO"

Switch init-single: global startup OK

Switch NASG: %LINEPROTO-5-UPDOWN: Line protocol on Interface g0/0/0, changed state to up
Switch NASG: %LINE-5-UPDOWN: Line on Interface g0/ 0/0, changed state to up

Switch NASG: %LINE-5-UPDOWN: Line on Interface VLA N1, changed state to up

Switch ] pam_t chauthtok): pa ssword changed for admin
Switch csmG: chassis 0 slot 0 insert
Switch csmG: chassis 0 insert

Switch powerM: power2 WRONG
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Chapter 4 Basic Configuration

4.1 Clock Management

If you click Basic Configuration -> Clock Mgr., the Time Setting page appears.
@ Main Clock Mgr. S

£ Device Status

| Time Setting

(& Basic Eoii System Time

Clock Mgr.
Model Select © Set Time Manua Network Time Synchronization

% Port Config

o 3

7 L3 Cconfig

£ Advance

e System

Device Model: S5700-48ET4X2Q Save Config Hi, admin v

@ Main Clock Mgr. X - =

£ Device Status

| Time Setting
-4 Basic Config System Time
Clock Mgr.
Model Select Set Time Manually © Network Time Synchronizatio

& Port Config
NTP Server One

7 12 Confi
e < NTP Server Two

|+ L3 Cconfig

NTP Server Three

o Aavance m

e System

When you select “Set Time Manually”, you can set the time of the device manually.
When you select “Network Time Synchronization”, you can designate 3 SNTP servers
for the device.
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Chapter 5 Configuration of the Physical Interface

5.1 Configuring the Attributes of the Port

If you click Port config -> Port Config in the navigation bar, the Port Attribute
Configuration page appears, as shown in following figure.

@ Main

Device Status

" Basic Config

Port Config

Port Config
Rate Limit

Port Mirror
Keepalive Detection
Loopback Detection
Port Security

Storm Control

Port Protect Group

|+ L2 Config

Clock Mgr.

Port Con.

portDesc

90/0/1

90/0/2

90/0/3

90/0/4

90/0/5

90/0/6

goror7

90/0/8

90/0/9

90/0/10

BAAAAAAAARA!

Total 54 10/nane

speed

auto

auto

auto

auto

auto

auto

auto

auto

auto

auto

2 3 4

dupl

auto

auto

auto

auto

auto

auto

auto

auto

auto

auto

5

lex

6 >

Goto

flowControl Operation

1

On this page you can modify the on/off status, rate, duplex mode, flow control status
and medium type of a port.

Note:

After the speed or duplex mode of a port is modified, the link state of the port may be
switched over and the network communication may be impaired.

5.2 Rate control

If you click Port Config -> Rate-limit in the navigation bar, the Port rate limit page
appears, as shown in figure.

& Main

Device Status

" Basic Config

Port Config

Port Config

Rate Limit

Port Mirror
Keepalive Detection
Loopback Detection
Port Security

Storm Control

Port Protect Group

[#” L2 Config

Clock Mgr.

Port Con. Rate Limit X

Interface Rx Status Rx Rate
goror
go/0r2
g0/03
q0/0/4
o/0/5
go/0/6
goror7
go/0r8
/09
0/0/10

Total54 | 10/page

Rx Unit

Tx Status

Disable

C

Tx Rate

Goto

Labelltem v

Tx Unit Operation

1

10
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On this page you can set the reception speed and transmission speed of a port. By
default, all ports have no speed limited. The receiving and sending rates can be
configured either by percentage or by specific units of the switch.

5.3 Port mirroring

If you click Port Config -> Port Mirror in the navigation bar, the Port Mirror Config
page appears, as shown in figure.

Main ClockMgr. X Port Con Rate Limit x Port Mirror X

Device Status

Guide: Port mirror include Rx, Tx and Rx&Tx

R £ a
Session Destination Rx Tx Both Operation
Port Config P
Port Config
Rate Limit
Total0  10/page 1 Goto 1

Port Mirror
Keepalive Detection
Loopback Detection
Port Security

Storm Control

Port Protect Group

~” L2 Config

Click "New" to add port mirroring, where Session is required.

Click "Edit" to modify the corresponding port mirroring.

5.4 Keepalive Detection

If you click Port Config -> Keepalive detection in the navigation bar, the Keepalive
detection page appears, as shown in figure.

@ Main Clock Mgr. Port Con Rate Limit Port Mirror Keepaliv Labelltem v

Device Status

=
’  Basic Config
Port Status Keepalive Period Operation

Port Config g0/0/1 D

Port Config e Disable
Rate Limit g0ior3 Disable
Port Mirror guor4 Disable
Keepalive Detection go/0/5 Disable
Loopback Detection 90/0/6 Disable
Port Security 0/0/7 Disable
Storm Control 0/0/8 Disable
Port Protect Group 00/0/9 Disable

»7 L2 Config Cal
Total 54 10/page 1 2 3 4 5 6 > Goto 1 —

You can set the keepalive detection cycle on the Keepalive detection page.

5.5 Loopback Detection

If you click Port Config -> Loopback Detection in the navigation bar, the Loopback
Detection page appears, as shown in figure

11
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@ Main Clock Mr. Port Con Rate Limit Port Mirror X Keepaliv. Loopbac... X

Device Status | Global Config

Status

’ Basic Config

Port Confi
9 | Port Information

Port Config (@ Batch Edit n

Rate Limit

Interface Loopback Detect Control Method Detect Vian Exist Loopback Frame Monitor Operation
Port Mirror

g0/0/1 Disab! D 5
Keepalive Detection

g0/012 Disabl Disable D
Loopback Detection

90/0/3
Port Security

g0/0/4 Disab! D D
Storm Control

g0/0/5 Disab! e C
Port Protect Group

90/0/6 Disable Disable Disable

A~ 12 Config
ao/or7 Disabl D D

On the "Loopback Detection" page, you can configure whether to enable loopback
detection; you can also click "edit" to modify whether the corresponding port is enabled
for loopback detection, control mode, Vlan detection, loopback, and frame detection.

5.6 Port security

5.6.1 IP Binding Configuration

If you click Port Config -> Port Security -> IP MAC bind in the navigation bar, the IP
MAC bind list page appears, as shown in figure.

@ Main Port Sec

Device Status P MAC Bind Static MAC Filtration Mode Static MAC Filtration Item Dynamic MAC Filtration Mode

" Basic Config
Guide: [P MAC Bind List

Port Config Interface IP Address MAC Address VLAN Port Operation
Rate Limit g0/0M1
Port Mirror 90/012
Keepalive Detection ]
Loopback Detection 0074
Port Security 01005
Storm Control
g0/0/6
Port Protect Group
go/0r7

Click "New" to add binding of IP address, MAC address and VLAN interface.
Click "Edit" to modify the existing IP-MAC binding information.

5.6.2 Static MAC Filtration Mode

If you click Port Config -> Port Security -> Static MAC filtration mode in the
navigation bar, the static MAC filtration mode page appears, as shown in figure.

12
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@ Main Port Sec

Device Status IP MAC Bind Static MA tration Mode Static MAC Filtration Item Dynamic MAC Filtration Mode

’ Basic Config Guide: Static MAC Filtration Information

Interface Port Mode Mode Operation
Port Config

g0/0/1 Access Disable
Rate Limit

g0/0/2 Access Disable
Port Mirror

0/0/3 Al Disabl:

Keepalive Detection 9 ceess sable
Loopback Detection g0/0/4 Access Disable
Port Security g0/0/5 Access Disable
Storm Control g0/0/6 Access Disable
Port Protect Group go/0i7 Access Disable

g0/0/8 Access Disable

|#” L2 Config

On this page you can set the static MAC filtration mode. By default, the static MAC filter
is disabled. Also, the static MAC filter mode cannot be set on ports in trunk mode.

5.6.3 Static MAC Filtration Item

If you click Port Config -> Port security -> Static MAC filtration Item in the
navigation bar, the static MAC filtration entries page appears.

Main Port Sec... X
Device Status IP MAC Bind Static MAC Filtration Mode Static MAC Filtration Iten Dynamic MAC Filtration Mode
’ Basic Config Guide: Static MAC Filtration Information
Delete

Interface MAC Address
Port Config

g0/0/1
Rate Limit

g0/072
Port Mirror

0/0/3

Keepalive Detection g
Loopback Detection goioia
Port Security glies
Storm Control 90/0/6
Port Protect Group g0/0/7

If you click “New”, you can conduct the binding of the source MAC address for each
physical port. According to the configured static MAC filtration mode, the MAC address
of a port can be limited, allowed or forbidden to visit.

5.6.4 Dynamic MAC Filtration Mode

If you click Port Config -> Port Security -> Dynamic MAC filtration mode in the
navigation bar, the dynamic MAC filtration mode page appears, as shown in figure.

13
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Main Port Sec

Device Status IP MAC Bind Static MAC Filtration Mode Static MAC Filtration Iltem

T

’ Basic Config Guide: Dynamic MAC Filtration Information
Port Config m
e — Interface Dynamic MAC Filtration Mode Max Address Num Operation
ort Config
g0/0/1 D 1
Rate Limit
Port Mirror g0/0/2 Disable 1
Keepalive Detection g0/0/3 Disable 1
Loopback Detection Q0/0/4 Disa 1
Port Security 0/0/5 N ,
Storm Control 90/0/6 Disable 1
Port Protect Group g0/0/17 Disable 1
g0/0/8 Disa 1

|#” L2 Config

You can set the dynamic MAC filtration mode and the allowable maximum number of
addresses on this page. By default, the dynamic MAC filtration mode is disabled and
the maximum number of addresses is 1.

5.7 Storm control

In the navigation bar, click Port Config -> Storm control. The system then enters the
page, on which the broadcast storm control can be set.

@ Main PortSec... X StormC

Device Status

Guide: Enable the broadcast-storm control on each port.

" Basic Config

Port Config

port BroadCastThreshold MultiCastThreshold UnkownUniCastThreshold Operation
Port Config

90/0/1
Rate Limit

g0/012
Port Mirror

q0/0/3
Keepalive Detection

q0/0/4 t Disable
Loopback Detection

g0/0/5 L al
Port Security
Storm Control s

g0/0/7

Port Protect Group

Click "Edit", you can modify the broadcast state, multicast state and unknown unicast
state of the corresponding port.

5.8 Port Protect Group Configuration

4.8.1 Port Protect Group List

Click "Port Config" -> “Port Protect Group” in the navigation bar, and enter the
configuration page of “Port Protect Group List”.

14
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B Port Prot... X

Device Status PortProtectGroupList PortProtectGroupConfig

Basic Config #New | xDelete

PortProtect
Port Config
No Data

Port Config

Rate Limit Total 0 10/page 1 Go to 1

Port Mirror

Port Protect Group

* PortProtect

Click “New” to create a new port protect group, as shown in the above figure.

Tick one port protect group and click “Delete” to delete it. The port protect group is 0 by
default, which cannot be deleted.

4.8.2 Port Protect Group Configuration
Click "Port Config" -> “Port Protect Group” -> “Port Protect Group Config” in the

navigation bar, and enter the configuration page of “Port Protect Group Interface
Config”.

15
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@ Main Port Prot
Device Status PortProtectGroupList PortProtectGroupConfig
" Basic Config Guide: The Port Protect Group must be a created group. If one port has been configured with the default protect group, the other ports must be configured with the s
(# Batch Edit
Port PortProtect Operation
Port Config
g0/0/1
Rate Limit
0/0/2
Port Mirror &
0/0/3
Keepalive Detection i
Loopback Detection nie
Port Security 90/0/5
Storm Control 90/0/6
Port Protect Group g0/0/7

The port protect group must be a created group. If one port has configured the default
protect group, other ports can only be configured with the default protect group.

Click "Edit" to modify the protection group of the corresponding port.

16



Web Configuration

Chapter 6 L2 Configuration

6.1 VLAN Configuration
6.1.1 VLAN Config

i Main

Device Status

4’ Basic Config

Port Config

L2 Config

VLAN Config
STP Config
IGMP Snooping
ARP

Port Channel

DHCP Snooping

If you click L2 Config -> VLAN Config in the navigation bar, the VLAN Config page
appears, as shown in figure.

VLAN Config Port VLAN Config

Guide: Default vian cant delete

o e

VLAN ID VLAN Name

1 Default

Total 1 10/page 1 Goto 1

The VLAN list will display VLAN items that exist in the current device according to the
ascending order. In case of lots of items, you can look for the to-be-configured VLAN
through the buttons like “Prev”, “Next” and “Search”.

You can click “New” to create a new VLAN.

You can also click “Edit” at the end of a VLAN item to modify the VLAN name and the
port’s attributes in the VLAN.

6.1.2 Port VLAN Config

® Main

Device Status

4 Basic Config

Port Config

L2 Config

VLAN Config

STP Config
IGMP Snooping
ARP

Port Channel

DHCP Snooping

If you click L2 Config -> VLAN Config in the navigation bar, the Port VLAN Config
page appears, as shown in figure.

VLAN C

VLAN Config

Guide: Vlan Range(1-4094), e.g.for (1,3,5,7) or (1,3-5,7) or (1-7) or (1 3,5 7-9)

Port PVID Mode Allowed Range Untagged Range Operation
g0/0/1 1 Access 1-4094 1
g0/0/2 1 Access 1-4094 1
g0/0/3 1 Access 1-4094 1
g0/0/4 1 Access 1-4094 1
g0/0/5 1 Access 1-4094 1
g0/0/6 1 Access 1-4094 1
g0/0/7 1 Access 1-4094 1
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If you click “Edit” in the VLAN list, the VLAN configuration page appears, on which new
VLANSs can be created or the attributes of an existent VLAN can be modified.

6.2 STP Configuration

6.2.1 STP Status Information

If you click L2 Config -> STP Config in the navigation bar, the STP Config page
appears, as shown in figure.

Main STP Co

£ Device Status STPState STPPortConfig STPPortGuardConfig

(¢ Basic Config

| RootSTPConfig
Port Config Spanning Tree Priority
[+ L2 Config MACAddress
VLAN Coniig Hello Time(1-10)s
STP Config
Max Age(6-40)s
IGMP Snooping
ARP Forward Delay(4-30)s

Port Channel

DHCP Snooping
| LocalSTPConfig

|#7 L3 Cconfig

ProtocolType RSTP

The root STP configuration information and the STP port’s status are only-read.

On the local STP configuration page, you can modify the running STP mode by clicking
the Protocol type dropdown box. The STP modes include RSTP and disable.

The priority and the time need be configured for different modes.

Note:
The change of the STP mode may lead to the interruption of the network.

6.2.2 STP Port Config

If you click L2 Config -> STP Config -> STP Port Config in the navigation bar, the
STP Port Config page appears, as shown in figure.
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B Main STP Co

Device Status STPState S ortConfig STPPortGuardConfig

# Basic Config

Port ProtocolStatus Priority(1~240) PathCost(1~200000000) Operation
Port Config

q0/0/1
L2 Config g0/0/2

q0/0/3
VLAN Config
[ p— q0/0/4
IGMP Snooping go/0/5
ARP 90/0/6
Port Channel 90/0/7
DHCP Snooping g0/0/8

0/0/9
A~ L3 Cconfig ¢
q0/0/10

The configuration of the attributes of the port is irrelative of the global STP mode. For
example, if the protocol status is set to “Disable” and the STP mode is also changed,
the port will not run the protocol in the new mode.

The default value of the path cost of the port is 0, meaning the path cost is automatically
calculated according to the speed of the port. If you want to change the path cost,
please enter another value.

6.2.3 STP Port Guard Config

If you click L2 Config -> STP Config -> STP Port Guard Config in the navigation bair,
the STP Port Guard Config page appears, as shown in figure.

B Main STP Co
Device Status STPState STPPortConfig STPPortGuardConfig
" Basic Config (# Batch Edit
Port BPDU Guard Guard Operation
Port Config
Q0/0/1
L2 Config g0/0/2
90/0/3
VLAN Config
STP Config g0/0/4
IGMP Snooping 90/0/s
ARP 0106
Port Channel g
DHCP Snooping g0/0/8

Click "Edit" to enter the corresponding port guard information modification interface.

6.3 IGMP-Snooping Configuration
6.3.1 IGMP-Snooping Configuration

If you click L2 Config -> IGMP snooping, the IGMP-Snooping configuration page
appears.
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P Main

Device Status

4 Basic Config

Port Config

L2 Config

VLAN Config
STP Config
IGMP Snooping
ARP

Port Channel

GMPSnoopingConfig IGMPSnoopingVlanList

StaticMulticastAddressList MulticastList

IGMPSnoopingStatisticsinfo

Guide: Before you set the multicast filtration mode to 'Discard Unknown', you must enable IGMP Snooping or the existing IGMP Snooping VLAN

| IGMPSnoopingConfig

DestinationLookingupFail
IGMP Snooping

EnableAutoQuery

DHCP Snooping

Transfer Unkown

Disable

Disable

On this page you can set whether to make a switch to forward unknown multicasts,
whether to enable IGMP snooping, and whether to configure the switch as the querier

of IGMP.

6.3.2 IGMP-Snooping VLAN List

R Main

Device Status

’ Basic Config

Port Config

L2 Config

VLAN Config

STP Config
IGMP Snooping
ARP

Port Channel

DHCP Snooping

If you click L2 Config -> IGMP snooping -> IGMP snooping vlan list, the
IGMP-Snooping VLAN list page appears.

IGMP S

Vian ID

IGMPSnoopingConfig GMPSnoopingVlanList

IGMP Snooping Vlan Status

Total 0

10/page

StaticMulticastAddressList MulticastList

Immediate-leave

IGMPSnoopingStatisticsinfo

Goto

MulticastRouterPort

1

Operation

If you click New, IGMP-snooping VLAN configuration can be created. If you click Delete,
a selected IGMP-Snooping VLAN can be deleted; if you click Edit, you can modify the
member port, running status and immediate-leave of IGMP-Snooping VLAN.
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Vian ID

IGMP Snooping Vlan Status O

Immediate-leave

MulticastRouterPort Available List 0/54 Configured List 0

qo/0/1 : No data
0/072
0/0/3
g0/0/4
0/0/5
0/0/6

g0/0/7

When an IGMP-Snooping VLAN is created, its VLAN ID can be modified; but when the
IGMP-Snooping VLAN is modified, its VLAN ID cannot be modified.

You can click “>” and “<” to delete and add a routing port.
6.3.3 Static Multicast Address

If you click L2 Config -> IGMP snooping -> Static multicast address list, the static
multicast address page appears.

d  Main IGMP S.
Device Status IGMPSnoopingConfig IGMPSnoopingVlanList StaticMulticastAddressList MulticastList IGMPSnoopingStatisticsinfo
Vian ID MulticastiPAddress AssignmentPort
Port Config
o Dat:
L2 Config
Total 0 10/page 1 Goto 1

VLAN Config

STP Config

IGMP Snooping

ARP

Port Channel

On this page, the currently existing static multicast groups and port groups in each
static multicast group are shown.

Click "New" to add a static multicast address.
Click "Delete" to delete the static multicast address.

Click “Refresh” to refresh the contents in the list.
6.3.4 Multicast List

If you click L2 Config -> IGMP snooping -> Multicast List option on the top of the
page, the Multicast List Info page appears.
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Main IGMP S
Device Status IGMPSnoopingConfig IGMPSnoopingVlanList StaticMulticastAddressList ulticastList IGMPSnoopingStatisticsinfo
" Basic Config
Vian ID Group Type Port

Port Config

L2 Config
Total 0 10/page 1 Go to 1
VLAN Config

STP Config

IGMP Snooping

On this page the multicat groups, which are existent in the current network and are in
the statistics of IGMP snooping, as well as port sets which members in each group
belong to are dislayed.

Click “Refresh” to refresh the contents in the list.

6.3.5 IGMP Snooping Statistic Info

If you click L2 Config -> IGMP snooping -> IGMP Snooping Statistics Info option on
the top of the page, the IGMP Snooping Statistics Info page appears.

Main fiP S - E

Device Status MPSnoopingConfig IGMPSnoopingVlanList StaticMulticastAddressList MulticastList GMPSnoopingStatisticsinfo

# Basic Config l

Version.1 Version.2 Version.3 GeneralQueryPac... SpecialQueryPacket  JoinPacket LeavePacket SendQueryPacket

Port Config
0 0 0 0 0 0 0 0

L2 Config Total 1 10/page 1 Goto 1

VLAN Config
STP Config
IGMP Snooping

ARP

Port Channel

6.4 ARP
6.4.1 Static ARP

If you click L2 Config -> ARP -> Static AR, the static ARP configuration page appears.

® Main ARP
) Device Status Static Ary ARP Information
’  Basic Config Guide: Static Arp Config
IP Address MAC Address VLAN
[+ L2 Config
VLAN Config
Total 0 10/page 1 Goto 1

STP Config

IGMP Snooping
ARP

Port Channel

If you click New, you can add an ARP entry. When configuring an ARP entry, you need to
specify a VLAN interface.
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If you click Delete, you can cancel the chosen ARP entry.

6.4.2 ARP Information

If you click L2 Config -> ARP -> ARP Information, the ARP Information page appears.

Main ARP

Device Status Static Arp ARP Inform

# Basic Config Guide: ARP Information

Port Config

IP Address MAC Address

L2 Config

VLAN Config
STP Config Total 0 10/page
IGMP Snooping

ARP

Port Channel

6.5 Port Channel

6.5.1 Port Aggregation Configuration

VLAN

Goto 1

If you click L2 Config -> Port Channel-> Port Channel cinfig, the Port Aggregation

Config page appears.

P Main

Device Status PortChannelConfig PortChannelGroupLoadingBalance

4 Basic Config

Group Mode ConfigurePortMembers
Port Config

L2 Config
Total 0 10/page

VLAN Config

STP Config
IGMP Snooping
ARP

Port Channel

DHCP Snooping

ValidPortMembers State

Goto 1

Click New to create an aggregation group. It can configure 8 aggregation groups in maximum
and each group is with 128 physical ports into aggregation. Click Delete to delete the
selected aggregation group. Click “Edit” to modify the setting.
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Group

Mode

ConfigurePortMembers Available List 0/54 Conﬁgured List 00

g0/0/1
g0/072
0/0/3
g0/0/4
g0/0/5
g0/0/6
g0/0/7

g0/0/8

If you create an aggregation group, it is optional; if you modify the aggregation group, it is not
optional.

When the aggregation port has a member port, the user can select the aggregation mode:
static, LACP Active and LACP Passive.

You can click “>” and “<” to delete and add an aggregation member port.

6.5.2 Port Channel Group Loading Balance Configuration

Some models support link aggregation load balancing configuration and others not, but they
can be configured in the global configuration mode.

Main Port Cha... X

Device Status PortChannelConfig PortChannelGroupLoadingBalance

Basic Config
| PortChannelGroupLoadingBalance

¥ Port Config LoadingBalanceMode src-mac

” L2 Config

VLAN Config

STP Config
IGMP Snooping
ARP

Port Channel

DHCP Snooping

6.6 DHCP Snooping
6.6.1 Global Configuration

If you click L2 Config -> DHCP Snooping in the navigation bar, the global DHCP Snooping
page appears.
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R Main DHCP S

Device Status GlobalConfig VianConfig InterfaceConfig InterfaceBindingList

# Basic Config

| DHCP SnoopingGlobalConfig

Port Config DHCP Snooping Global Config Disable
L2 Config Update Interval To Save the Port Binding Relationship 30
VLAN Config Filter packet port from upper interface Disable
STP Config

(== [==)
IGMP Snooping

ARP
Port Channel

DHCP Snooping

The global DHCP snooping protocol is enabled, and the switch monitors all DHCP packets to
form a corresponding binding relationship. If the client obtains the address through this switch
before this command is configured, the switch cannot add the corresponding binding
relationship.

When the switch configuration is saved and restarted, the previous interface binding
relationship will be lost. At this time, there is no binding relationship on the interface. After the
IP source address monitoring function is enabled, the switch refuses to forward all IP packets.
After configuring the backup TFTP server for interface binding relationship, the binding
relationship will be backed up to the server through the TFTP protocol. After the switch
restarts, it will automatically download the binding table to the TFTP server to ensure normal
network operation.

When configuring the backup interface binding relationship, the file name saved on the TFTP
server. Different switches can back up their own interface binding tables to the same TFTP
server.

The binding relationship table between the MAC address and IP address of an interface
changes dynamically. After a certain time interval, check whether the binding is updated. If
there is an update (add or delete binding entries), perform the backup again. The default time
interval is 30 minutes.

6.6.2 VLAN Config

If you click L2 Config -> DHCP Snooping -> VLAN Config, the VLAN Config page
appears.

D Main DHCP S

£ Device Status GlobalConfig VlanConfig InterfaceConfig InterfaceBindingList

# Basic Config
| DHCP SnoopingVlanConfig

Port Config EnableDHCPSnoopingVLAN

L2 Config EnableDynamicARPInspectionVLAN

VLAN Contig EnableVerifySourceVLAN

STP Config

=23 3
IGMP Snooping
ARP

Port Channel

DHCP Snooping

When the DHCP snooping function is enabled on the VLAN, the legality check is performed
on the DHCP packets received by all untrusted physical ports in the VLAN. The DHCP
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response packets received by the untrusted physical ports in the VLAN will be discarded to
prevent users from illegally forging or misconfigured DHCP servers to provide address
allocation; For the DHCP request packet of the untrusted port, if the MAC address sent in the
packet does not match the hardware address field in the packet, it is considered to be a
DHCP DOS (denial of service) attack packet, and the switch will also discard it.

Perform dynamic ARP monitoring on all physical ports belonging to a VLAN. If the source
MAC and source IP addresses of ARP packets received by the interface do not meet the
binding relationship between the MAC and IP addresses configured on the interface, the
packet will be rejected. The binding relationship configured on the interface can be
dynamically bound by DHCP or manually configured. If no MAC-IP address binding is
configured on the physical interface, the switch refuses to forward all ARP packets.

In the VLAN in which IP source address monitoring is enabled, if the source MAC and source
IP addresses of IP packets received by all physical ports belonging to the VLAN do not meet
the binding relationship between the MAC and IP addresses configured on the interface, the
packets will be rejected. The binding relationship configured on the interface can be
dynamically bound by DHCP or manually configured. If no MAC-IP address binding is
configured on this physical interface, the switch refuses to forward all IP packets received by
this interface.

6.6.3 Interface Configuration

If you click L2 Config -> DHCP Snooping -> Interface Config in the navigation bar, the
Interface Config page appears.

Main DHCP S

Device Status GlobalConfig VlanConfig erfaceConfig InterfaceBindingList

(£ Basic Config (# Batch Edit

Port DHCPTrustPort ARPInspectionTrustPort IPSourceTrusPort Operation
Port Config

90/0/1

+” L2 Config g0/0/2

01013

VLAN Config

STP Config gliod

IGMP Snooping 90/0/S,
ARP 90/0/6
Port Channel q0i0r7

DHCP Snooping g0/0/8

If an interface is configured as a DHCP trusted interface, the DHCP packets received by the
interface are not checked.

For ARP trusted interfaces, the ARP monitoring function is not enabled. The interface
defaults to an untrusted interface.

For the IP source address trusted interface, the source address check function is not
enabled.

Click "Edit" to modify the corresponding port configuration.
6.6.4 Interface Binding list

If you click L2 Config -> DHCP Snooping -> Interface Binding list in the navigation bar, the
Interface Binding list page appears.
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Main DHCPS... X
Device Status GlobalConfig VlanConfig InterfaceConfig InterfaceBindingList
Basic Config + New | = Delete
MACAddress IPAddress InterfaceName VlanID

Port Config
No Data

L2 Config

Total 0 10/page 1 Go to 1
VLAN Config

STP Config
IGMP Snooping
ARP

Port Channel

DHCP Snooping

For hosts that do not obtain addresses with DHCP, you can manually configure and add
binding entries on the switch interface so that the hosts can access the network normally.
Use the no form of this command to delete binding entries.

The manually configured binding entry has a higher priority than the dynamically configured
binding entry. If the MAC address of the configuration entry is the same as that of the
dynamic configuration entry, the manually configured dynamic configuration entry is updated.
Interface binding entries are uniquely indexed by MAC address.

Click "Add", the user can create DHCP Snooping configuration interface binding entry.

MACAddress
* IPAddress
InterfaceName

VianiD

m Cancel

Click "Delete" to delete the DHCP Snooping configuration interface binding entry.
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Chapter 7 L3 Configuration

7.1 Configuring the VLAN Interface

If you click L3 Config -> VLAN interface &IP, the Configuring the VLAN interface
page appears.

Main VLAN In X

Device Status
Guide: Interface Vian Config

Basic Config

+ New % Delete

Port Config VLAN Name IP Attr IP Addr Operation
1 Manual Config
L2 Config
Total 1 10/page 1 Goto 1

L3 Cconfig

VLAN Interface&Ip

Static Route

Advance

System

Click New to add a new VLAN interface. Click Delete to delete a VLAN interface. Click Edit
to modify the settings of a corresponding VLAN interface.

When you click New, the name of the corresponding VLAN interface can be modified; but if
you click Edit, the name of the corresponding VLAN interface cannot be modified.

VLAN Name

IP Attr Manual Config

VLAN Interface Mast Ip Config

IP Addr

Mask

m Cancel
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VLAN Name

IP Attr Manual Config

VLAN Interface Mast Ip Config

IP Addr

7.2 Static Routing Configuration

If you click L3 Config -> Static Route, the Configuring the static routing table page
appears.

Main StaticR.. X

Device Sta
Guide: Static Route Config

+ New ‘ % Delete

Sonfig

Port Config DstIP Seg Dst Mask Gateway IP MngDistance
0000 0.0.00 10.112.0.1 1
L2 Config
Total 1 10/page 1 Go to 1

L3 Cconfig

VLAN Interface&Ip

Static Route

Click New to add a new static routing table.

Click Delete to delete a static routing table.

Dst IP Seg
Dst Mask
Interface Type VLAN Interface

VLAN Interface

Gateway IP

MngDistance
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Chapter 8 Advanced Configuration

8.1 QoS Configuration
8.1.1 Configuring QoS Port

If you click Advance -> QoS Config -> QoS Interface Config, the QoS parameters Config
page appears.

QO0S Co... X
QoS Interface Config QoS Global Config IP DSCP Mapping

Basic Config (2 Batch Edit

Port CoS Value Operation
Port Config

g0/0/1 @ Edit
L2 Config g0/0/2 Z Edit

g0/0/3 # Edit
L3 Cconfig

g0/0/4 Z Edit
Advance 90/0/5 & Edit

01076 = Edit
QOS Config

goior? 2 Edit

g0/0/8 @ Edit

Click "Edit" to enter the interface for modifying the CoS value of the corresponding port, and set
the CoS value of the port through the drop-down box below the port name. The default CoS of
the port is 0, indicating the lowest priority. CoS7 is the highest priority.

Port

CoS Value

8.1.2 Global QoS Configuration

If you click Advance -> QoS -> Global QoS Config, the global QoS parameter
configuration page appears.
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B Main QOS Co

Device Status QoS Interface Config QoS

Config |P DSCP Mapping

" Basic Config

| QoS Global Config

Port Config

Schedule Policy sp
L2 Config Default CoS Value 0
L3 Cconfig Trust Priority cos
QOS Config
Queue Weight
Ip Aaccess List
1 1
MAC Aaccess List
2 1 1~15
System
QOS Co
| CoS To Queue Map
CoS Value Queue Operation
0 Queuet
1 Queue2
2 Queue3
3 Queued
4 Queueb
5 Queueb
6 Queue?
7 Queued
Total 8 10/page 1 Goto 1

In WRR schedule mode, you can set the weights of the QoS queues. There are 8
queues, among which queue 1 has the lowest priority and queue 8 has the highest
priority.

8.1.3 IP DSCP Mapping

If you click Advance -> QoS -> IP DSCP Mapping, the Global IP DSCP Mapping
page appears.
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Main QOS Co... X
Device Status QoS Interface Config QoS Global Config IP DSCP Mapping
Basic Config (# Batch Edit ‘ O Clear All

DSCP Mapping Priority Mapping Congestion Bits Operation
Port Config

0 0 o
L2 Config 1 0 .

2 0 ZE
L3 Cconfig

3 0 —o
Advance 4 0  Edit

5 0 —3
QOS Config

6 0 o E,

7 0 ZE

8 1

9 1 Z

Click "Edit" to enter the modification interface of the corresponding DSCP mapping. The
priority of the mapping is 0-7.

DsSCP

Mapping Priority

Mapping Congestion Bits

m Cancsl

Check the corresponding DSCP and click "Clear" to reset the mapping priority to 0 and the
mapping congestion bit to empty.

8.2 IP Access List

8.2.1 Setting IP Access List

If you click Advance -> IP access list -> IP access list Config, the IP ACL
configuration page appears.
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Main IpAacce... X

Device Status Ip Access List Config Ip Access List Application

| Ip Access List Config

+ New ‘ % Delete

Ip Access List Name Ip Access List Attribute Operation

No Data

onfig

Total 0 10/page 1 Goto 1
Ip Aaccess List

MAC

Click New to add a name of the IP access control list. Click Delete to delete an access
control list.

Ip Access List Name ‘ MyIPACL|

Ip Access List Attribute standard

Cancel

Click "Edit" to enter the corresponding IP access control list and set the corresponding rules.

The access control list attribute is "standard"

| Ip Standard ACL Name--MyIPACL
+ New ‘ % Delete

Authority Src Ip Type Srclp Src Ip Mask Src-range

No Data

Total 0 10/page 1 Goto 1

Click "Add" to add an IP access control list rule. Click "Delete" to delete the ACL rule.
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Authority

Src Ip Type

Src Ip

Src Ip Mask

Src Address

Range

8.2.2 Applying the IP Access Control List

If you click Advance -> IP access list -> IP access list application, the Applying the IP access
control list page appears.

Main IpAacce... X

Device Status Ip Access List Config Ip Access List Application

Basic Config Guide: Before you apply the IP ACL, you can create or modify the IP ACL
Port Config m
Port Egress ACL Ingress ACL
L2 Config
g0/0/1
L3 Cconfig g0/0/2
q0/03
Advance
q0/0/4
QOS Config
90/0/5
Ip Aaccess List
MAC Aaccess List glies
q0/0/7

System

8.3 MAC Access Control List

8.3.1 Setting the Name of the MAC Access Control List

If you click Advance -> MAC access list -> MAC access list Config, the MAC ACL
configuration page appears.
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MACAa... X

Mac Access List Config Mac Access List Application

| Mac Access List Config

+ New ‘ % Delete

Mac Access List Name Operation

L3 Cconfig

No Data

Total 0 10/page 1 Go to 1
Ip Aaccess List

MAC Aaccess List

Click New to add a name of the MAC access list. Click Delet to delete a MAC access control list.

Mac Access List Name

Cancel

Click "Edit" to enter the corresponding MAC access control list and set the corresponding rules.

| Mac Access List--123

+ New ‘ % Delete

Authority Src Mac Type Src Mac Src Mac Mask Dst Mac Type Dst Mac Dst Mac Mask

No Data

Total 0 10/page 1 Goto 1

Click "Add" to add a MAC access control list rule. Click "Delete" to delete the ACL rule.
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Authority permit

Src Mac Type

Src Mac

Src Mac Mask

Dst Mac Type

Dst Mac

Dst Mac Mask

8.3.2 Applying the MAC Access Control List

If you click Advance -> MAC access list -> MAC access list application, the
Applying the MAC access control list page appears.

MAC Aa X
Mac Access List Config Mac Access List Application

Basic Config Guide: Before you apply the MAC ACL, you can create or modify the MAC ACL

Port Config m

Port Egress ACL Ingress ACL

L2 Config
g0/0/1

0072

901073

0/0/4

0/0/5

0/0/6

go/0/7
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Chapter 9 System

9.1 Reboot

9.1.1 Refactory

R Main

Device Status

" Basic Config

Port Config

L2 Config

L3 Cconfig

f: Advance

System

Reboot
Upgrade

Tools

If you click System -> Refactory, the Refactory page appears.

Reboot X

Reboot

| Refactory

Refactory&Reboot

| Import

Refactory&Reboot

| Export

Click "Refactory™ to restart the device and restore it to its original state.
Click “Select File" first to select the correct configuration file, and then click "Import ™.

Click "Export " will backup the current device configuration file, the file name is
startup-config.

Caution:

The "Refactory" and "Import " operations need to restart the device to take effect. It is
recommended to click "Automatically restart the device after reset"

9.1.2 Reboot

If you click System -> Reboot, the Reboot page appears.
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B Main Reboot X

Device Status
Refactory

4 Basic Config

Guide: Reboot device need some time, please wait!

L2 Config
L3 Cconfig
i Advance

System

Reboot

If the device need be rebooted, please first make sure that the modified configuration of
the device has already been saved, and then click the “Reboot” button.

9.2 Upgrade

If you click System -> Upgrade, the System Upgrade page appears.

9.2.1 System Upgrade

Main Upgrade X

Device Status
| System Upgrade

# Basic Config
Current Version 511A-- 98714
Port Config
Auto Reboot
L2 Config

L3 Cconfig

& Advance

System

Reboot
Upgrade

Tools

Note:

1. Please make sure that your upgraded system matches the device type, because
the un-matchable system will not lead to the normal startup of the device.

2. The upgrade of system probably takes 3 to 5 minutes; when the “updating” button
is clicked, the system files will be uploaded to the device.

3. If errors occur during upgrade, please do not restart the device or cut off the power
of the device, or the device cannot be started. Please try the upgrade again.

4. After the upgrade please save the configuration and then restart the device to run
the new 10S.
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Upgrade

| System Upgrade

Current Version 511A-- 98714

Auto Reboot

The upgraded system is always used to solve the already known problems or to perfect
a specific function. If you device run normally, do not upgrade your system software
frequently.

9.3 Tools

9.3.1 General Diagnosis

If you click Tools -> General Diagnosis, the General Diagnosis page appears.

R Main Tools

£ Device Status . :
vie u | General Diagnosis

4 Basic Config ool O Ping

Dest Address

Port Config

L2 Config

L3 Cconfig | R it
esu

& Advance

System

Reboot
Upgrade

Tools

Ping is used to test whether the switch connects other devices.

If a Ping test need be conducted, please enter an IP address in the “Destination
address” textbox, such as the IP address of your PC, and then click the “submit” button.
If the switch connects your entered address, the device can promptly return a test result
to you; if not, the device will take a little more time to return the test result.
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