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The LevelOne Secure WLAN Controller  series is powered by 4ipnet. LevelOne is partnered with 4ipnet to deliver
most feature-rich product yet simple deployment in wireless networking infrastructure solution.

dipnet is a leading provider of wireless networking solution for manageable, reliable, and secure wireless access. In
an effort to meet changing market demands at the least possible cost, 4ipnet delivers a diverse array of turnkey,
high-performance products and mission-critical applications to bring reliability and manageability to increasingly
complex wireless networks.

dipnet’s complete WLAN infrastructure solution portfolio addresses the needs of different network operation
environments ranging from the ISP to the SOHO, with an emphasis on simplified network deployment, centralized
network management, and enhanced network performance.

Jipnet



1 Before You Start

1.2 Preface

This WHG-505 User Manual is for WLAN service providers or network administrators to set up a network
environment using the WHG-505 system. It contains step-by-step procedures and graphic examples to guide MIS

staff or individuals with basic network system knowledge to complete the installation.

Besides this document, there is a “Quick Installation Guide” (QIG), which is for starting up WHG-505 quickly. It is
recommended to start with the QIG, and then refer to this manual for further details. Some special topics are

addressed separately in the Appendixes.

1.3 Document Conventions

& Represents essential steps, actions, or messages that should not be ignored.
» Note: Contains related information that corresponds to a topic.
| Apply | Indicates that clicking this button will apply all of your settings.

| Cancel | Indicates that clicking this button will clear what you have set before the settings are applied.

* The red asterisk indicates that information in this field is compulsory.



1.4 Package Checklist

The standard package of WHG-505 includes:

*

WHG-505 x 1

CD-ROM (with User’s Manual and QIG) x 1
Quick Installation Guide (QIG) x 1

Console Cable x 1

Ethernet Cable x 1

Straight-through Ethernet Cable x 1

Power Cord x 1

Rack Mounting Bracket (with Screws) x 1

&

It is highly recommended to use all the supplies in the package instead of substituting any components by

other suppliers to guarantee best performance.




2 System Overview and Getting Start

2.2 Introduction of WHG-505

WHG-505 is an all-in-one product specially designed for wired and wireless data network environments in middle
scaled WLAN deployments. WHG-505 is a high-performance industrial grade network appliance with all Gigabit

network interfaces, capable of supporting the network access management for a larger user base.

WLAN Controller products feature integrated management, secured data transmission, and enhanced accounting
and billing. System administrators can effectively monitor wired or wireless users, including employees and guest
users via its user management interface. Moreover, administrators can discover, configure, monitor, and upgrade all

managed Access Points (APs) from a single, centralized AP management interface.

5.2.2 Key Features

Like other LevelOne WLAN Controller products, WHG-505 is designed to be a multi-service network access
controller for enterprise or campus environment; it is also deployed as a hotspot subscriber gateway often. It is a

pre-integrated multi-function network appliance, providing the following key features:

. Standard based user authentications, including Web-based login and 802.1x (RADIUS)
. Customizable login portal pages and walled gardens to simplify branding
. User groups (roles) and user management

. Supports for multiple authentication databases (Local, On-demand, RADIUS, POP3, LDAP, NTDS)

. Virtual service zones and policy management

. Simple visitor account provisioning and billing plans by time or traffic volume
. Payment gateway supports, including PayPal, Authorize.net, and SecurePay

. Account roaming across multiple sites (branches)

. AP management and wireless roaming across APs

. Virtual Private Network (VPN) tunnels. (*note: WHG-505's VPN only supports Windows client)
. Converged network for Data, Voice and Video traffics

. Dual uplinks (WAN) for better reliability and load balancing

. Firewall and Denial of Service (DoS) attack prevention

. Monitoring, notification and reporting

. Network gateway features, including NAT, DHCP, DMZ, firewall and port forwarding



5.2.2 Who Uses WHG-505

Because of its well integrated rich access management features and high performance, academic campuses
government agencies or enterprises’ IT departments  will find WHG-505 is a money and time saver, sparing them
from having to integrate multiple applications and multiple equipments on their own in order to manage and secure

the internet/network access for both wired and wireless clients.

With its billing plan and payment features, WISPs and hospitalities (such as hotels, conventions) will find WHG-505
is an instant revenue generator without requiring hefty equipment investment or long term outsourcing service

supports.

WLAN Controller products are most affordable, best price-performance appliances, comparing to the similar
equipments in the fields of Network Access Controllers , Wireless Controllers, Clientless VPN Gateway  or

Hotspot Subscriber Gateway



2.3 System Concept

If you have experienced other LevelOne WLAN Controller products before and are familiar with its system concept,

you may skip the concept description below. Please proceed to the next section on (Hardware Des  cription).

WHG-505 is capable of managing user authentication, authorization and accounting (AAA). The user account
information is stored in the local database or a specified external database server. Featured with user authentication
and integrated with external payment gateway, WHG-505 allows users to easily pay the fee and enjoy the Internet

service using credit cards through Authorize.net, PayPal, SecurePay or WorldPay.

With centralized AP management feature, the administrator does not need to worry about how to manage multiple

wireless access point devices.

Furthermore, WHG-505 introduces the concept of Service Zones - multiple virtual networks, each with its own
definable access control profiles. This is very useful for hotspot owners seeking to provide different customers or

staff with different levels of network services.

The following portion of this section explains the basic concepts of WHG-505; the same concepts also apply to the
other WLAN Controller products. With the understanding of these concepts, the administrator will be able to do more
advanced network planning and to manipulate the configurations of WHG-505 to suit his own specific application. It
is sufficient for most of administrators to use the default configuration with minor WAN/DNS address changes for

simple deployments.

Gateway is a network node where a small network attaches to a bigger network. WHG-505 is a kind of gateway in a
network environment; hence it has those features a typical gateway has, such as NAT, DHCP, DMZ, Firewall and etc.
Conventionally, the bigger network is referred as the gateway’s WAN side or upstream network, while the small
network is referred as the gateway’s LAN side. The Ethernet ports leading to the WAN side network is called WAN
ports . The Ethernet ports leading to the LAN side network is called LAN ports .

Local User is a type of user with its account credential stored in a database named “Local” within WHG-505. The
“Local” database of WHG-505 allows up to 6000 local user accounts. A local user account does not have an
expiration date once they are created. If administrator wishes to terminate the account, he must remove it. A local

database can be used as an external RADIUS database to another WLAN Controller product for account roaming.

On-demand User is a type of user with its account credential stored in a database named “On-demand” within
WHG-505. The “On-demand” database of WHG-505 allows up to 4000 on-demand account records. On-demand
User is used for short term usage purpose; it has an expiration period. An on-demand account record will be
recycled for creating new on-demand account if it has expired for over 15 days or has been deleted by the

Administrator/Manager manually.

External Authentication Database is a user account database that is not built inside WHG-505. Besides Local
database and On-demand database, WHG-505 allows up to three additional External Authentication databases

simultaneously. The types of external Authentication databases supported are RADIUS, POP3, LDAP (including



ActiveDirectory), and NTDomain (Win2K’s NTDS). The database of another WLAN Controller device can be used as
an external RADIUS database. External Authentication Database is useful for implementing account roaming; for
example, multiple WHG-505 devices in multiple campuses can share one common external database. A user needs

only one account in the common database to access the network from different campuses.

Service Zone is a logic partition of WHG-505’s LAN network. The concept of Service Zone is similar to the concept
of virtual LAN (VLAN), which can be used to group the network traffic or network services for clients on the same
VLAN segment, regardless of the clients’ physical locations. That is, several VLAN segments may be in service at
one physical network location while devices belonging to one VLAN segment may appear in multiple physical

locations.

Each Service Zone can also be viewed a virtual machine of WHG-505 because each Service Zone can define its
own customized login portal page, and its own gateway properties (such as LAN IP address, DHCP on/off and
address range). The feature of Multiple Service Zone is also useful to service multiple hotspot franchises in

shopping malls or airport terminals by a single WHG-505.

A Service Zone is uniquely defined by a VLAN tag id and an associated SSID attribute. When a managed access
point (MAP) is added to a Service Zone through WHG-505 by the administrator, the associated SSID will be
activated in the MAP along with the VLAN tag of the Service Zone.

For example, in the following Figure 2, the administrator plans three logical Service Zones for an academic campus:
. The first Service Zone (with SSID="Student”, and VLAN tag=1) is for students.
. The second (with SSID="Faculty” and VLAN tag=2) for faculties.
. The third (SSID="Guest” and VLAN tag=3) for guests.

A Service Zone may or may not require client authentication, depending on how the administrator sets it up. If a
Service Zone requires user authentication, the client will be prompted for the login in first before using the network

services, no matter the client is connecting to its SSID wirelessly or a switch port via wired line,.

Group is a group of user accounts sharing the same access privileges, QoS properties and network policies. Each
client account belongs to a Group. Each Group may or may not have the access privilege of a Service Zone,
depending on the how the administrator define its policy. If the administrator does not assign a new account to any

specific Group, the account belongs to a catch-all group named “None” by default.

Policy is for defining rules, privileges or properties for managing users. Each user group is bound by a Policy within
a given Service Zone. The same group may or may not be bound to the same policy in different Service zones.
There are two tiers of Policies. The first tier is a policy named ‘Global-Policy’. The Global-Policy is a base policy
which will be applied all users. The second tier is called ‘Group-Policy’ or simply ‘Policy’, which can be chosen to
bound the network behaviors of a Group. The administrator can define the Firewall Profile, Route Profile, Schedule

Profile and Max Sessions in a Policy.

The following Figure 1 depicts an example relationship of Service Zone, Group and Policy. In this example, Students

and faculties logging into Service Zone 1 will be governed by Policy-A. Guests only have the access of Service Zone



3, and will be bounded by Policy-C. Faculties have the access to both Service Zone 1 and Service Zone 2 under two
different policies.

Service Zone 1 Service Zone 2 Service Zone 3

[I olicy-A] E olicy-B olicy-C
Group Group Group
Student Faculty Guest

Figure-1: An example relationship of Service Zone, Group and Policy

The following Figure 2 depicts an example using WHG-505 in managing network/internet access in an academic
campus environment. Imagine the network administrator may wish to set different privileges and bandwidth limits for
staff, students, and guests; he could use several Service Zones of WHG-505 — one for staff, one for students, and

one for the guests. He also uses one zone for some shared servers in the diagram.

The access points at a physically location like the administration building may only allow the access of faculties;
hence the access points there are added only to the second Service Zone, enabling only the “Faculty” SSID. On the
other hand, the access points in the Cafeteria may allow the access of all groups; hence the APs at Cafeteria are
added to all Service Zones, enabling SSID="Student”, SSID="Faculty”, and SSID="Guest".

There traffic of students, faculties, and guests will be segregated by the three VLAN segments.

i o, ioadn —— WHG303
E j A A E = e Sl
J&_J:lltw:uca-— o Erggl:‘::s.e' 5 ﬁ_‘:{ﬂ}h T Load iz
tion Server | L kg“f-.’- I Ealancing .
Dptionall ™~ e LANT - WANE ;.“‘-nv"' i Ty
e ;} MNzi ireweal el
Switch™s e
1 ) L2 JVLAN ™,
| o> .
bEx tlg oty s s
e 8 | = 1 - Ly 4 = Faculty
el «_’E\f\\ﬂ & 4 Managed APs i SSID3:Guest ;

Mail Server i R o, S - —

Web Server '\-\_‘_\i"g' °"s__§~r‘ ‘I/.x\

App Server =] Tl & % ;) (’ !
TS ; r\-u,-”ll II'-. ;) Gu=sts B e
k E.Lhm : Admin Building

Cafeteria & Union Center

Figure-2: An example of managed network



2.4 Hardware Description

5.2.2 Front Panel

| 6 3 4

5 2
- Ll 1 [ 1
= I SO0 00

1. LED Indicators: There are three kinds of LED, Power, Status and Hard-disk , to indicate different status of
the system.
2. Mgmt: For management use only, it always will open WMI (Web Management Interface) homepage. If
connect to this port with PC directly, please use crossover Ethernet cable.
3. WANI1/ WAN2: Two WAN ports (10/100/1000 Base-T RJ-45) are connected to the external network, such as
the ADSL Router from your ISP (Internet Service Provider).
LAN1/ LAN2: Client machines connect to WHG-505 via these LAN ports (10/100/1000 Base-T RJ-45).
Reset:
. Press and hold the Reset button for about 5 seconds and status of LED on front panel will start to blink
before restarting the system.
. Press and hold the Reset button for more than 10 seconds and status of LED on the front panel will start
to speed up blinking before resetting the system to default configuration.
6. Console: The system can be configured via a serial console port. The administrator can use a terminal
emulation program such as Microsoft's Hyper Terminal to login to the configuration console interface to change

admin password or monitor system status, etc.

» Not By default, all LAN ports are set with Port-based Default Service Zone; for Service Zone
ote:
configuration, please refer to 3. 5 LAN Partition — Service Zone



5.2.2 Real Panel

1. Power Supply Socket: Connecting the power cord to the built-in open-frame power supply (Input: 100~240
VAC, 50/60 Hz).

2. Power Switch : Power-On (| ) & Power-Off (O).

3. Device Cooling Fan : Don't block the cooling fans. Leave enough open space for ventilation.



3 Getting Started

3.2 Preparation before the Installation

Before you start the installation by either following this User Manual or the Quick Installation Guide, below is a short

preparation list to do.

1.

2.

Unpack the WHG-505 and go thorough the package checklist.

Review the front panel and the back panel and identify each control and network interface that is described in

the previous Hardware Description section.

Prepare a couple of CAT5 Ethernet cables with using RJ-45 connectors. The cables are for connecting IP

devices, including this WHG-505, IP switches, and your PC.
Prepare a PC with Web browser for accessing the Web Management Interface.

Identify an upstream device to plug in WHG-505 in your network, such as ADSL, CABLE modem or other edge

devices. Collect the DNS server address provided by your ISP.

If you use WLAN Controller product for the first time, it is recommended that you follow the Quick Installation Guide

to start up the WHG-505 in a near default state with minimum configuration changes (such as WAN settings and

admin password), then refer to this manual later when you want to configure the system for specific application

needs.

The recommended general steps for the configuration are:

*

*

Set up system’s Time Zone, NTP server, DNS server and WANladdress

Configure LAN address range for at least one Service Zone, and enable its authentication. The Default Service
Zone is enabled by the factory default.

Create user accounts to test the login page via wire line in the enabled Service Zone.
Try to generate on-demand user and test the account.

Configure Wireless environment of Service Zone, then add in AP

Configure more Service Zones base on your application.

Set up Group and Policy (including Firewall rules and Session Limit).

Customize the portal login page and add walled garden Advertisement links if needed.
Set up Payment gateway if you want to use credit card for the on-demand accounts.
Load SSL certificate for the Web Server before operation.

Monitor the status pages and reports generated.

Perform other advanced setting for your specific application.



3.3 Hardware Installation

Please follow the steps below to install the hardware of WHG-505:

pi}

L Sl LI

1. Connect the power cord to the power socket on the rear panel.
2. Turnon (|) the power switch on the rear panel. The Power LED should be on to indicate a proper connection.

3. Connect an Ethernet cable to the WAN1 Port on the front panel. Connect the other end of the Ethernet cable to
an xDSL/cable modem, or a switch/hub of an internal network. The LED of this port should be on to indicate a

proper connection.

4. Connect a crossover Ethernet cable to the Mgmt Port on the front panel. Connect the other end of the Ethernet
cable to an administrator PC for configuring the WHG-505 system. Connect an Ethernet cable to the LAN1 or
LAN2 Port on the front panel. Connect the other end of the Ethernet cable to an AP for extending wireless
coverage; a switch for connecting more wired clients; or directly to a client PC. The LED of port should be on to

indicate a proper connection.

Figure 3 below is a simple network diagram for the initial installation and configuration. Start with this simple network
topology to set up WHG-505 for the first time; it helps to plan a more sophisticated network topology to suits your

specific application needs later.

‘The system's WANI port connecting to a device

upstreamn, such as a modetmn to the ISP

If the ISP issues dynamic address, the system's
PC connecting to the system's LAN will use the obtained [P as its WAN address.

port. By default, the system's will 1ssue
an IP address in the range of
192 168 1. to the PC at LAN port

Madem (to 1SP)

Figure 3: A simple network diagram for the initial setup
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3.4 Accessing Web Management Interface

WHG-505 supports web-based configuration. Upon the completion of hardware installation, WHG-505 can be

configured via web browsers with JavaScript enabled such as Internet Explorer version 6.0 and above or Firefox.

To access the web management interface, connect a PC to the Mgmt Port , and then launch a browse. Make sure
you have set DHCP in TCP/IP of your PC to get an IP address dynamically. On the other hand, you also can
access the web management interface from LAN1 or LAN2 port. However, the default gateway IP address will be

different to Mgmt port, the IP address will be the default gateway IP address of Default Service Zone.

Next, enter the gateway IP address of WHG-505 at the address field. The default gateway IP address from Mgmt
Port is“https://172.30.0.1" (“https” is used for a secured connection).

f' Windows Internet Explorer

o

9 = & npsit725001
File Edit Wiew Favortes Tools Help

The administrator login page will appear. Enter “admin” , the default username, and “admin” , the default password,

in the User Name and Password fields. Click LOGIN to log in.

English ¥/

i

Username:

Password:

If your PC is connecting to the Mgmt port, and you can’t get the Administrator’s login screen, the reasons

may be:

(1) The PC is set incorrectly so that the PC can't obtain the IP address automatically from the Mgmt port;
& (2) The IP address and the default gateway are not under the same network segment.

Please use default IP address such as 172.30.255.xx in your network and then try it again. For the

configuration on PC, please refer to Appendix A. Network Configuration on PC.

11



After a successful login, a “Home” page will appear on the screen.

Y lLogout 7 Help

For the first time, if WHG-505 is not using a trusted SSL certificate , there will be a “Certificate Error”
the browser treats WHG-505 as an illegal website. Please press “Continue to this website”

default user login page will then appear in the browser.

, because
to continue. The

(’_; Windows Internet Explorer
@ )% [ Mps#1723001

File Edit W¥iew Favorites Tools Help

iy i [
5.7 Favorites .'é

e There is a problem with this website's security certificate.

3.5 Home Page

Home page lists four buttons Setup Wizard, Quick Links, System Overview

and Main Menu respectively.
Each button will be described in detail in the following section.

12



Y logout 7 Help

O\
Quick Links™
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5.2.2 Setup Wizard

The administrator can configure the WHG305 via its web management interface as specified. In order to connect to

the Internet, System’s outbound TCP/IP related information such as IP address, subnet mask, and gateway address,

must first be obtained from your ISP. The Configuration Wizard uses four simple steps to provide easy setup of the

WHG305.

>

>
>
>

General
WANT1 Interface
Local User Account (Optional)

Confirm and Restart

The Setup Wizard is aimed to provide express setup procedures for WHG305. Follow the instructions given at each

step to change the system admin password, select time zone, configure WANL1 interface, and create local user

account. Upon completing the Setup Wizard procedures, the system needs to be restarted to have the setting take

effect. The system is ready for operation after restart with minimal configurations.

®  Running the Wizard

Click Setup Wizard button from the Home page and the Setup Wizard page will appear.

Please read the recommendation of each step.

#rHome ®lLogout THelp

Setup Wizard

General

MNew Password: (esess
Verify Password: (eeese

Time Zone: | (GMT+08:00)Taipei b

[ Next )

14



5.2.2 Quick Links

The Quick Links provide the shortcut to eight links for administrators to directly access frequently used functions of
the web management interface. The eight functional links are: System Status , Local User Management , Policy
Management, AP Management, Online User List , On-demand Account Management , Authentication

Configuration and Firmware Management .

# Home Dlogout 7Help

Quick Links

Link 1.  System Status

The System Status quick link provides at a glance, the System Setting Overview , a shortcut to 4.7.1 System
in Status section. It provides a summary of system information to the administrator in a single page. Please

refer to the section on System for details.

Link 2. Online User List

Online Users List provides information from the Users List , a shortcut to 4.7.5 Online Users in Status section.
This list provides to the administrator at a glance all the users online for easy termination of any user session.

Please refer to the section on Online Users for details.

Link 3. Local User Management

A shortcut to Local User List under 4.3.1 Authentication in Users. Local User Management allows inspection

and managing local account information.

Link 4.  On-demand Account Management



On-demand Account Management links to the On-demand User Configuration page under 4.3.1

Authentication in Users. Please refer to the section on On-demand Account Configuration for details.

Link 5. Policy Management

Policy provides information from the Policy Configuration , a shortcut to 4.3.4 Policy in Users sections. It lets
the administrator select one of the defined policies to apply to specific authentication option. Please refer to the

section on Policy Configuration for details.

Link 6.  Authentication Configuration

Authentication Configuration provides information from the Authentication Settings , a shortcut to 4.3.1
Authentication in Users sections. It lets the administrator configure a list of authentication options which can
be enabled or disabled within each service zone’s management. Please refer to the section on Authentication

for details.

Link 7. AP Management

AP Management provides information from the AP List, a shortcut to Access Points . It lets the administrator
add supported APs from Discovery or from the Adding menu tab, reboot, enable, disable, delete the managed

APs, apply template or apply service zone. Please refer to the section on AP List for details.

Link 8. Firmware Management

Firmware Management provides information from the System Firmware Upgrade , a shortcut to 4.6.3 System
Upgrade in Utilities . It lets the administrator download the latest firmware from the website and upgrade the

system. Please refer to the section on System Upgrade for details.



5.2.2 System Overview

This page displays important system related information that the administrator might need to be aware of at a glance,
which includes General System settings, Network Interface and Online Users etc. A drop-down menu is available for
selecting the information refresh rate for this page.

System Overview
4} i ints
System Time 2010/07/12 10:49:07+0300 Total Managed 2
Up Time 3 days, 18:55 Down Z
F/W Version 1.00.00 Associated Clients 0
. Interfaces . &ﬂ Users
1P Address Status Total Online 0
WAN1 +Up On-demand 0
WAN2 N/A ¥ Down
° VPN Sessit
IP Address SSID Status
Default 192.168.1.254 SSID0 Enabled Local VPN 2
s71 192.168.11.354 SSID1  Disabled Remote VPN 3
572 192.168.12.254 55ID2 Disabled
=2 SRS Enabled Refresh every lﬁ_l’J__:_, seconds
574 192.168.14.254 S5ID4 Disabled
575 192.168.15.254 S5I05 Disabled
576 192.168.16.254 S5IDG Disabled
577 192.168.17.254 S5ID7 Disabled
578 192.168.18.254 S5IDE Disabled
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5.2.2 Main Menu

This feature leads to all the detailed configuration pages on the Web Management Interface, allowing you to set
various networking parameters, enable and customize network services, manage user accounts and monitor user
status. Administration functions are separated into 6 categories: System, Users, Access Points , Network ,
Utilities and Status .

v L\ » @ o =

System Users Access Points Network Utilities Status

Welcome to System Main Menu

This Administrative Web Interface allows you to set various networking parameters, to customize network services, to manage
user accounts and to monitor user status.

Functions are separated into 6 main categories:
System , Users , Access Points , Network , Utilities and Status.

18



5.2.2 Online Help

The Help button is at the upper right corner of the WHG305 display screen.

Click Help for the Online Help window, and then click the hyperlink of the relevant information required.

# Home ©lLlogout |7 Help

Online Help Corner

{= Online Help - Windows Internet Explorer

N v |§, httpsifi192,165.1.254 help. shtml

e

Flle  Edit  ‘iew Favorites  Tools  Help

v % :‘@Online Help X I I

Online Help

QOverview

System

Setup Wizard
General

WAN1

WAN2

WAN Traffic

LAN Port Mapping
Service Zones

Port Location Mapping

19



4 Placing WHG-505 in a Network Environment

4.2 Network Requirement

Typically, in a network environment, WHG-505 plays the role of a gateway. On a gateway device, a network port
leading upstream to the Internet or the backbone network is called a “‘WAN port’ or an uplink port, while a network

port used for branching out to the service the clients downstream is referred as ‘LAN port'.

WHG-505 consists of two gigabit WAN ports, which are normally linking up to another routers or modems leading to
ISP. A gateway needs one WAN port only, but if you want dual-homing or dual -uplink to add reliability and

throughput, the second WAN port let you achieve the goal.

WHG-505 has two gigabit LAN ports. There could be other network bridge devices, such as Layer-2 switches or
VLAN switches, between WHG-505's LAN ports and the client devices.

4.3 Setting up WAN1 Ports

WHG-505’s two WAN ports are marked as WAN1 and WANZ2 on the front panel. Each WAN port supports four

connection types: Static , Dynamic , PPPoE and PPTP. These connection types are enough to support most ISP.
Depending on ISP or the upstream device the WAN port connects, you only need to select one connection type for
the port. For example, if your ISP is Cable modem issuing Dynamic address, then you would select Dynamic

connection when setting up the WAN ports.

Now, let us begin to configure WANL1 port:

Go to: |System >> WANL .

On the WAN1 Configuration Web page, you can decide which of the four connection options (Static, Dynamic,
PPPoE and PPTP) to choose from.

20



5.2.2 Static IP

When the ISP assigns you static IP address, or for other reason, your network requires you to use a fixed IP address,
then you (as the administrator of WHG-505) will manually enter the fixed IP address as WHG-505’s WAN address.

Static: Manually specifying the IP address of the WAN Port. The fields with red asterisks are required to be filled in.
IP Address: The IP address of the WANL1 port.

Subnet Mask: The subnet mask of the WANL1 port.

Default Gateway: The gateway of the WAN1 port.

Preferred DNS Server: The primary DNS server used by the system.

Alternate DNS Server: The substitute DNS server used by the system. This is an optional field.

vV V V V V

WAN1 Interface Setting
(® Static (Use the following IP settings)
IP Address: |*

Subnet Mask: |

Default Gateway; &

WAN1 : ;
Preferred DNS Server: | |

Alternate DNS Server;

O Dynamic (IP settings assigned automatically)
{0 PPPoE
QO ppTP

21



5.2.2 DHCP (Dynamic IP)

When the ISP issues dynamic IP addresses or there is a DHCP server upstream for issuing dynamic IP addresses,
then you (as the administrator of WHG-505) can configure WHG-505 to receive an IP address dynamically as
WHG-505's WAN1 address.

Dynamic: It is only applicable for the network environment where the DHCP server is available on the upstream

network. Click the Renew button to get an IP address automatically.

WAN1 Interface Setting

O static (Use the following IP settings)

& Dynamic (IP settings assigned automatically)
© PPPoE

O PPTP

WAN1

22



5.2.2 PPPoE

If the ISP requires you use PPPoE Dialup connection, then the ISP will issue you an account with a password. You
would need to enter the account credential in the WAN configuration page for dialing up to the ISP. If you are using

ADSL/DSL Internet service, most likely, your ISP will require PPPoE connection.

PPPoE: When selecting PPPOE to connect to the network, please set the “User Name” , “Password”

»  MTU: Short for Maximum Transmission Unit of a PPPoE frame. The PPPoE protocol allows an Ethernet
frame’s size to be up to 1492 bytes, but some ISP’s network equipments may support a smaller frame
size of than 1492 bytes. In that case, you have to enter a smaller number MTU number to meet the ISP’s

networking requirement.

»  MSS: Short for Maximum Segment Size for a TCP connection. An end-to-end TCP connection over
PPPoE will consume additional overhead out of each packet. At least 40 bytes are used for the address.

Hence, MSS must be smaller than MTU by at least 40.

> Dial on demand function under PPPoE. If this function is enabled, a Maximum Idle Time will be

available for input a value. When the idle time is reached, the system will automatically disconnect itself.

WARN1 Interface Setting

(2 Static (Use the following IP settings)
J Dynamic (IP settings assigned automatically)

& PPPOE
Username: [ *
Password: | IS

WAN1 -

MTU: [1492 |bytes *(Rangei1000~1432)
Clamp MSS: 1350 | bytes #(Range:s80~1400)
Dial on Demand: 2 Enable & Disable

& PPTP
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5.2.2 PPTP

Although not a popular method, PPTP protocol for dialup connections is adapted by some ISPs (in European
Countries). WHG-505 offers the PPTP dialup feature for the rare cases. Your PPTP ISP will issue you an account

with a password as well as the PPTP server address.

¢+ PPTP: When selecting PPTP to connect to the network, please specify the given PPTP Server IP Address and
enter the “User Name” , “Password” .

»  Static or DHCP: Select Static to specify the IP address of the PPTP Client manually or select DHCP to get
the IP address automatically.

> Dial on demand function under PPTP: If this function is enabled, a Maximum Idle Time will be available for

input a value. When the idle time is reached, the system will automatically disconnect itself.

WAN1 Interface Setting

() Static (Use the following IP settings)

O Dynamic (IP settings assigned automatically)

O PPPoE

@® PPTP
Type (O static ® DHCP
PPTP Server IP Address:

VAN

Username:
Password:

PPTP Caonnection IDMame:

Dial on Demand: {2 Enable (® Disable
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4.4 Configuring WAN2 Ports (optional)

WHG-505 also supports a second WAN port, called WAN2. The second port is for connecting to a second feeding
pipe upstream. When WAN1 is connected to an ISP and WAN?2 is connected to another ISP, the network is referred
as ‘dual ISP homing’, or ‘having dual homed Internet feed’. That is when the first ISP via WAN1 is down, the second
ISP via WANZ2 still be able to service the client devices downstream of WHG-505.

When WAN?2 is enabled, the system can be set up to support more features, such as WAN Failover and Load

Balance (but not a necessity). These two features will discuss in the next section (Other WAN traffic Settings).

By default, all Policies of WHG-505 use WANL1 as the outgoing gateway; that is, all user groups’

traffic will use WANL1 as the Internet feed. Administrator can change the Routing Profile of a Policy to
b Note: use WANZ2 as default gateway; that way, for the groups bounded by the Policy will use WAN2 as

their Internet feed.

If dynamic “WAN Load Balancing” feature is not turned on, using the Policy’s Routing Profile to route

some users’ traffics to WAN2 is considered a way of doing static “Load Balancing”.

The configuration of WAN2 is similar to WAN1'’s, except that WAN2 connection can be disabled and WAN2's

connection type does not have the PPTP choice.
If you only have one Internet feed from one ISP, please leave the WAN2 at its default option - None, so the WAN2
interface remains disable. If you want to use a second Internet feed (from an ISP or from your corporate

headquarter), select one of the three connection types for your WAN2 port: Static, Dynamic, and PPPoE.

Now, let us enable and configure WAN2 port (optional):

Go to: |System >> WAN?2 .

+ None: The WAN2 Port is disabled.

WAN2 Interface Setting

& Mone

) Static (Use the following IP settings)

) Dynamic (IP settings assigned automatically)
O PPPOE

WAN2

+ Static: Manually specifying the IP address of the WAN port. The red asterisks indicate required fields to be filled

in.
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WAN?2 Interface Setting

& None
(® Static (Use the following IP settings)
IP Address: i

Subnet Mask:
WAN2 Default Gateway: Ir
Preferred DNS Server: I

Alternate DNS Server:

() Dynamic (IP settings assigned automatically)
O PPPOE

IP Address: the IP address of the WAN2 port.

Subnet Mask: the subnet mask of the network WAN2 port connects to.
Default Gateway: a gateway of the network WAN2 port connects to.
Preferred DNS Server: The primary DNS server used by the system.

Alternate DNS Server: The substitute DNS server used by the system. This is an optional field.

e Dynamic: Itis only applicable for the network environment where a DHCP server is available. Click the Renew

button to get an IP address.

WAN2 Interface Setting

O None

WAN2 {2 Static (Use the following IP settings)
& Dynamic (IP settings assigned automatically)
) PPPOE

¢+ PPPoE: When selecting PPPOE to connect to the network, please set the “User Name” , “Password” .

>

MTU: Short for Maximum Transmission Unit of a PPPoE frame. The PPPoE protocol allows an Ethernet
frame’s size to be up to 1492 bytes, but some ISP’s network equipments may support a smaller frame size
of than 1492 bytes. In that case, you have to enter a smaller number MTU number to meet the ISP’s

networking requirement.

MSS: Short for Maximum Segment Size for a TCP connection. An end-to-end TCP connection over
PPPoE will consume additional overhead out of each packet. At least 40 bytes are used for the address.

Hence, MSS must be smaller than MTU by at least 40.

Dial on demand function under PPPoE. If this function is enabled, a Maximum Idle Time will be available

for input a value. When the idle time is reached, the system will automatically disconnect itself.
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‘WAN2

O None

© static (Use the following IP settings)
O Dynamic (1P 5ett'mgs assigned autmaﬁcaﬂf{_)

(& PPPOE
Username:
Password:
MTU:
Clamp MSS:

Dial on Demand

:h‘z"tes *(range:1000~1482)
.h\ftEE *{range:980~1400)

'O Enabled & Disabled
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4.5 Other WAN Traffic Settings

It is a good idea to have two Internet feeds to the system, especial from two different ISP; it adds the service
reliability to your clients by turning on WAN-Failover feature. When one feed is out-of-service, the other feed

automatically picks up the responsibly of serving the clients under the feed that goes outage.

By default, the system assumes there is only one feed to WAN1. All the Policies by default route all clients’ internet
traffic via WANL, using the Internet pipe at WAN1. When you have two pipes, you certainly want to set some Policies

to utilize the bandwidth of the second pipe at WAN2, rather then just when the WANL pipe fails.

Beside the static load balancing by setting “Policy” route, alternatively, you can use the system’s dynamic
Load-Balancing feature. When the feature is turned on, the system can distribute the load of the up-going traffics to

the two WAN pipes, according to the weight percentage assigned by the administrator.

5.2.2 WAN Failover

Configure WAN Failover:

Go to: [System >> WAN Traffic .|

WAN Traffic Settings

Available Bandwidth Uplink: |1000000 Kbps *(Rangs: 10-1000000)

on WAN Interface Downlink: (1000000 | Kbps *(Range: 10-1000000)

Target for detecting Internet connection:

IP/Domain Name: |

IP/Domain Name: |
WAN Failover & . &
Connection Detection IP/Domain Name: |

[] Enable Load Balancing
[ Enable wAN Failover
[] warning of Internet Disconnection

e Enable WAN Failover: Normally WHG-505 uses WANL1 as it primary WAN interface. When WAN Failover is
enabled and WAN2 is available, WAN1's traffic will be routed to WAN2 when WAN1 connection is down. On the
other hand, a Service Zone’s policy could also use WAN2 as its interface; in that case, if WAN2 is down, the
WANZ2's traffic under its policy will also be routed to WAN1.

» Fall back to WAN1 when WANL is available again:  If WAN Failover is enabled, the traffic will be routed to
WAN2 automatically when WANZ1 connection fails. When fall back to WAN1 is enabled, the routed traffic will

be connected back to WAN1 when WAN1 connection is recovered.

5.2.2 Load Balance

Configure Load Balance:

Go to: [System >> WAN Traffic .|
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Target for detecting Internet connection:
IP/Domain Name:

IP/Domain Name:
WAN Failover &

Connection Detection IP/Domain Name:
Enable Load Balancing
WAN1 Weight: |50 |#(Rznge: 1-33) Base: | Sessions ¥
[ warning of Internet Disconnection
Packets
Bytes

Enable Load Balancing: Outbound load balancing is supported by the system. When enabled, the system will

allocate traffic between WAN1 and WAN2 dynamically according to designed algorithms based on the weight

ratio.

» WAN1 Weight: The percentage of traffic through WAN1. (Range: 1~99; by default, it is 50)

» Base: The weight ratio between WAN1 and WAN2 can be based on Sessions, Packets or Bytes. Packets
and Bytes are based on historic data. New connection sessions will be distributed between WAN1 and WAN2

by a weight ratio using random number.
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5.2.2 Internet Connection Detection

The system will periodically check to see if the Internet (uplink) connection is down by seeing if it can get responses

from three target sites.

The administrator can specify the three target sites:

Go to: [System >> WAN Traffic .|

Administrator can further specification a warning text, which will be displayed to the client “Login Success Page”.

* Warning of Internet Disconnection: ~ When enabled, there is a text box available for the administrator to enter
a reminding message. This reminding message will appear on clients' screens when Internet connection is

down.

Target for detecting Internet connection:
IP/Domain Name:

IP/Domain Mame:

. IP/Domain Mame:
WAN Failover &

Connection Detection [] Enable Load Balancing
[ Enable WAN Failover
wWarning of Internet Disconnection
When Internet connection is down, the system will display the message as:
Sorry! The service is temporarily unavailable.
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5.2.2 WAN Bandwidth Control

The section is for administrators to configure the control over the entire system’s traffic though the WAN interface
(WAN1 and WAN2 ports).

To configure WAN Bandwidth Limit:

Go to: [System >> WAN Traffic .|

These parameters in the raw of Available Bandwidth on WAN Interface  are used for matching to the real
bandwidth come from your ISP.
e Uplink: It specifies the maximum uplink bandwidth that can be shared by clients of the system.

e Downlink: It specifies the maximum downlink bandwidth that can be shared by clients of the system.

Available Bandwidth Uplink: 1000000 Kbps =(Rznge: 10-1000000)
on WAN Interface Downlink: | 1000000 Kbps *(Renge: 10-1000000 .
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4.6 LAN Partition - Service Zone

Configure Service Zone, go to: |System >> Service Zones |

A Service Zone is a logical network area to cover certain wired and wireless networks in an organization such as
SMB or branch offices. By associating a unique VLAN Tag and SSID with a Service Zone, administrators can
separate wired network and wireless network into different logical zones. Users attempting to access the resources
within the Service Zone will be controlled based on the access control profile of the Service Zone, such as

authentication, security feature, wireless encryption method, traffic control, and etc.

There are up to nine Service Zones to be utilized; by default, they are named as: Default, SZ1~SZ8, as shown in the

table below.
Service Zone Settings
SlEZME | LOCKE |oom| BUWL | MRS | DSSMOGE | o) e
Drefault 55100 None Palicy 1 Server 1 Enabled
571 ssID1 None Palicy 1 Server 1 Disabled
522 SsID2 None Palicy 1 Server 1 Disabled [ Configure ||
SZ3 S5ID3 None Palicy 1 Server 1 Disabled
574 S5ID4 None Palicy 1 Server 1 Disabled
§8Z5 SSID5 None Policy 1 Server 1 Disabled
576 SSID6 None Palicy 1 Server 1 Disabled
577 SSID7 None Palicy 1 Server 1 Disabled
5Z8 S5ID8 None Palicy 1 Server 1 Disabled
Port-Base
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Service Zone Name VLAN Tag SSID WLAN Encryption Applied Policy Default Authen Option

Default

521

522

523

524

520

5Z6

SZ7

528

N/A S5ID0
1 55101
2 S5ID2
3 55ID3
4 S5ID4
5 S5ID5
5] 55ID6
7 S5ID7
8 S5ID8

Service Zone Settings

None

None

None

None

None

None

None

None

None

Policy 1

Policy 1

Policy 1

Policy 1

Policy 1

Policy 1

Policy 1

Policy 1

Policy 1

Tag-Base

Service Zone Name: Mnemonic name of the Service Zone.

LAN Port Mapping (Port Base only):

VLAN Tag (Tag Base only):

Server 1

Server 1

Server 1

Server 1

Server 1

Server 1

Server 1

Server 1

Server 1

Status

Enabled

Disabled
Disabled
Disabled

Disabled

Disabled

Disabled Configure
Disabled

Disabled

Details

Configure

Configure

Configure

Choose which port is mapped to which Service Zone.

SSID: The SSID that is associated with the Service Zone.

The VLAN tag number that is mapped to the Service Zone.

WLAN Encryption: Data encryption method for wireless networks within the Service Zone.

Applied Policy: The policy that is applied to the Service Zone.

Default Authen Option:

Status: Each Service Zone can be enabled or disabled.

Details: Configurable, detailed settings for each Service Zone.

Click Configure button to configure each Service Zone: Basic Settings , SIP Interface Configuration

Authentication Settings

Default authentication method/server that is used within the Service Zone.

, Wireless Settings , and Managed AP(s) in this Service Zone
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5.2.2 Planning your internal network

4.6..1 Simple network environment
For most simple internal network, such as there are just only two subnets. Using Port-Based model is an easy
and better way. In Port-Based mode, each LAN port can only serve traffic from one Service Zone. An example

of network application diagram is shown as below: one Service Zone for Employees and one for Guests .

xDSL/Cable
Hg‘t_!em
NP

L2 Switch

for Guests

| The switches deployed under WHG-505 in Port-Based mode must be Layer 2 switches only.
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4.6..2  Multi subnet network environment
On the other hand, if the internal network is a multi subnets network environment. Tag-Based model will satisfy to
your conditions. In Tag-Based mode, each LAN port will only serve traffic from Default Service Zone. So you need a
VLAN switch or VLAN AP to take care the VLAN tags carried within the message frames. An example of network
application diagram is shown as below: more than two Service Zones for different departments.

xDSL/Cable

Modem
. Intarnst
ISP

for Guests

| & The switch deployed under WHG-505 in Tag-Based mode must be a VLAN switch only.
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5.2.2 Configure Service Zone network

To configure Service Zone, go to: [System >> Service Zones |

Basic Settings

Service Zone Status (O Enable @ Disable
Service Zone Name SZ1
VLAN Tag 1 * (Range: 1 ~ 4034)
Operation Mode ® NAT O Router
Network Interface IP Address 192.168.11.254
Subnet Mask 255.255.254.0

Network Alias List

Enable DHCP Server %

DHCP Server DHCP Server Configuration
Reserved IP Address List

»  Service Zone Status: Each service zone can be enabled or disabled except for the default service zone.
»  Service Zone Name: The name of service zone could be input here.
»  Network Interface:
0 VLAN Tag: The VLAN tag number that is mapped to the Service Zone.
0 Operation Mode: Contains NAT mode and Router mode. When NAT mode is chosen,
the service zone runs in NAT mode. When Router mode is chosen this service zone runs in Router
mode.
IP Address: The IP Address of this service zone.
Subnet Mask: The subnet Mask of this service zone.

IPv6 Settings: The IPv6 Address and configuration of this service zone (When IPv6 enabled).

o © o o

Network Alias List: Administrator may optionally set many alias network segments for a service
zone. This feature can allow a single service zone to be seen as many service zones, also hide the
IP address of a Service Zone's network interface and to some degree, provide protection from
possible attacks from LAN clients.

. Click the Configure button to enter the Network Alias List page.

Network Alias List for Service Zone SZ1

No IP Address Subnet Mask Operation Mode Enable
i 255255 255 265 ({32) » g:jzter O

2 255255 255 265 ({32) » g:jzter O

3 255255 255 265 ({32) » g:jzter O

4 255255 255 265 ({32) g:ther O

5 255255 255 265 ({32) g:ther O

. Fill in the desired alias IP address and select the preferred Subnet Mask, Operation mode,
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check the Enable box and click Apply button to activate the settings.

»  DHCP Server: From the drop down menu, DHCP server for this particular service zone may be Disabled,
Enabled or Relayed.
Please note that when “Enable DHCP Relay” is enabled, fill in the IP address of the external DHCP Server,

and the IP address of clients will be assigned by an external DHCP server. The system will only relay

DHCP information from the external DHCP server to downstream clients of this service zone.

DHCP Server

Enable DHCP Relay

DHCP Server IP Address

When Enable DHCP Server option is selected, click Configure button to enter settings page.

DHCP Server

DHCP Server 1

DHCP Server 2

Item

Enable DHCP Server

DHCP Server Configuration l
Reserved IP Address List

DHCP Server Configuration for Service Zone S71

Start IP Address 172.21.0.1
End IP Address 172.21.0.100
Preferred DNS Server 172.21.0.254
Alternate DNS Server
Domain Name
WINS Server
Lease Time 60 = 2 minutes ~ 10080 minutes (7 days)
Ignore Client Name @ Enable Disable

Enable @ Disable

Description

DHCP Server 1

Start IP Address / End IP
Address

Preferred DNS Server

Alternate DNS Server

Domain Name

WINS Server

A range of IP addresses that built-in DHCP server will assign to clients. Note: please
change the Management IP Address List accordingly (at System Configuration >>
System Information >> Management IP Address List) to permit the administrator to
access the WHG-505 admin page after the default IP address of the network interface

is changed.

The primary DNS server that is used by this Service Zone.
The substitute DNS server that is used by this Service Zone.
Enter the domain name for this service zone.

The IP address of the WINS (Windows Internet Naming Service) server that if WINS

server is applicable to this service zone.
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Lease Time This is the time period that the IP addresses issued from the DHCP server are valid

and available.

Ignore Client Name When enabled the system will not record the name of the device requesting for an IP
address. On the other hand, when disabled is selected, the system will record the
device’s name when issuing IP addresses. The devices name (Host Name) can be

seen under DHCP Lease tab.

DHCP Server 2

Enable/Disable When Enabled, a second DHCP server can be configured to assign IP address to

clients associated to the alias IP of this Service Zone. The configurable fields are the

same as DHCP Server 1.

Reserved IP Address List: Each service zone can reserve up to 40 IP addresses from predefined DHCP
range to prevent the system from issuing these IP addresses to downstream clients. Click the Configure

button to edit the Reserved IP List.

Enable DHCP Server +

DHCP Server DHCP Server Configuration
Reserved IP Address List l

The administrator can reserve a list of up to 40 specific IP addresses for special device with certain MAC
address. Fill a set of IP address and MAC address as reserve, additional information can be entered in the

Description field. Click Apply to activate your settings.

Reserved IP Address List - Service Zone S71

No. Reserved IP Address MAC Address Description

10

(Total:40) First Prev Next Last
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5.2.2 Tag Base and Port Base

Configure Tag Base or Port Base, go to: ISystem >> L AN Port Mapping |

WHG-505 supports multiple Service Zones in either of the two VLAN modes, Port-Based or Tag-Based , but not
concurrently. In Port-Base mode, each LAN port can only serve traffic from one Service Zone as each Service Zone
is identified by physical LAN ports. In Tag-Based mode, each LAN port can serve traffic from any Service Zone as
each Service Zone is identified by VLAN tags carried within message frames. By default, the system is in
Port-Based mode with Default Service Zone enabled a  nd all LAN ports are mapped to Default Service Zone

Compare the two figures below to see the differences.

LAN Ports and Service Zone Mapping

Select the mode for Service Zone (¥ Port-Based
() Tag-Based

Specify a desired Service Zone for each LAN Port:

[fis]k:eijj

LANT LANZ
*DSLICabIE oy ISP1
xD3L/Cable —— ISP1 Modem i
Modem  -F
WANI WANI
o Q. >
iy - 4 .
loyer2 Switch SN S LoyerZ Swilch
S Vi swich

§ ;e o

Service Ione (VLAN) Service Zone (VLAN)
for Staft for Guests Service Zone (VLAN) Service Zone (VLAN)
for Staff for Guests
[PortBased] [ Tag-Based]

It is recommended that the administrator decides which mode is better for a multiple-service-zone deployment

before proceeding further with the system configuration. Settings for the two VLAN modes are slightly different, for
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example, the VLAN Tag setting is required for Tag-Based mode.

e Select Service Zone Mode : Select a VLAN mode, either Port-Based or Tag-Based .

LAN Ports and Service Zone Mapping

Select the mode for Service Zone (¥ Port-Based
() Tag-Based

Specify a desired Service Zone for each LAN Port:

I:EQE;]LE;;J

LANT LANZ

2 The switches deployed under WHG-505 in Port-Based mode must be Layer2 Switches only. The switch
deployed under WHG-505 in Tag-Based mode must be a VLAN switch only.

> Port-Based: When Port-Based mode is selected; traffic from different virtual Service Zones will be
distinguished by physical LAN ports. Each LAN port can be mapped to one Service Zone in the form of a

many-to-one mapping between ports and Service Zones.

o Specify a desired Service Zone for each LAN Port: For each LAN port, select a Service Zone to
which the LAN port is to be mapped from the drop-down list box.
By factory default, all LAN ports are mapped to Default Service Zone; therefore, the administrator can
enter the web management interface via any LAN port upon the first power up of the system. From the
drop-down list box, all disabled Service Zones are gray-out; to activate any desired Service Zone,
please configure the desired Service Zone under the Service Zone tab and enable its Service Zone

Status.

LAN Ports and Service Zone Mapping

Select the mode for Service Zone (% Port-Based
{3 Tag-Based

Specify a desired Service Zone for each LAN Port:

| Defaul v

SZone_3 LANZ

ServicZs

|5Z8-test |

» Tag-Based: When the Tag-Based mode is selected, traffic from different virtual Service Zones will be
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distinguished by VLAN tagging, instead of by physical LAN ports.
Select Tag-Based and then click Apply to activate the Tag-Based VLAN function. When a restart
message screen appears, do NOT restart the system until you have completed the configuration under

the Service Zones tab first.

LAN Ports and Service Zone Mapping

Select the mode for Service Zone () Port-Based
) Tag-Based

Motice: Under "Tag-Based™ mode, Service Zones will be
distinguished by VLAN tagging, instead of physical LAN ports.

LANL LANZ
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4.7 IPv6

To configure Service Zone, go to: [System >> IPv6 |

System implements IPv6 feature and supports operating in IPv6 networking environment. When IPv6 is enabled,
administrator may assign IPv4 IP address as well as IPv6 address to each interface such as WAN1, WAN2, Default

Service Zone, Service Zonel, etc.

IPv6 Setting
Status ® Enable O Disable
External Interface ® waN1 O WAN2

& static (Use the following IPv6 settings)
IPvE Address:
Prefix Length:
Default Gateway:
Type
Preferred DNS Server:

Alternate DNS Server:

O &toa
O gob

e Status: Enable or Disable the use of IPv6 addressing standard.
e External Interface: Select the external interface of the device that will be configured with an IPv6 address.
e Type: Choose the desired way of your IPv6 connection.

» Static: Manually enter all the related IPv6 information. Red asterisk are mandatory fields.

IPv6 Setting
Status ® Enable O Disable
External Interface ® wWanN1 O WAN2

& Static (Use the following IPvS settings)
IPv Address:
Prefix Length:
Default Gateway:
Type
Preferred DNS Server:

Alternate DNS Server:

O 6tod
O gos

= |Pv6 Address: Enter the desired IPv6 IP address.

= Prefix Length: Set the desired length of your IPv6 mask.

= Default Gateway: The IPv6 default gateway of the selected interface.

= Preferred DNS Server: The primary DNS server used for this connection.

= Alternate DNS Server: The substitute DNS server used for this connection.
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» 6tod: 6to4 is an Internet transition mechanism for migrating from IPv4 to IPv6, a system that allows IPv6
packets to be transmitted over an IPv4 network (generally the IPv4 internet) without the need to configure
explicit tunnels. 6to4 option can only be chosen when the selected WAN interface was set with a static IPv4

address.

O Static (Use the following IPv6 settings)
® &toa

Made: ® automatic O Configured
IPvE Address:
Type Prefix Length:
Preferred DNS Server:
Alternate DNS Server:
O gos
= Mode: Select Automatic if you do not have a specified default router, or choose Configured to
assign a default router to forward packet from IPv6 network to IPv4 network.
= |Pv6 Address: Enter the desired IPv6 IP address.
= Prefix Length: Set the desired length of your IPv6 mask.
= Default Router: The default router that routes packets from IPv6 to IPv4 network.
= Preferred DNS Server: The primary DNS server used for this connection.

= Alternate DNS Server: The substitute DNS server used for this connection.

» go6: gob is a platform that connects the world to the new Internet with IPv6 products, community and

services. You may choose this connection option if you have a registered account.

{0 Static (Use the following IPv6 settings)
QO 6tod
® gos

User Name:

Password:

Type
Server Address:

Preferred DNS Server:
Alternate DNS Server:

Assign Broker Address: ) Enable & Disable

= Username: Username of your go 6 account.

= Password: Password of your go6 account.

®  Server Address: The servicing go6 server address.

= Preferred DNS Server: The primary DNS server used for this connection.

= Alternate DNS Server: The substitute DNS server used for this connection.

= Assign Broker Address:  Select Enable if you wish to use tunnel broker service.

®  Broker Address: The address of your broker.
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5 User Authentication and Grouping

5.2 Type of Users

To configure Authentication, go to: [Users >>Authentication .|

This section is for administrators to pre-configure authentication servers for the entire system. Concurrently up to
four servers can be selected in the meantime and pre-configured here by administrators from the five types of
authentication databases (LOCAL, POP3, RADIUS, LDAP, and NTDOMAIN). In addition, there are two optional

servers, On-demand User and SIP, which also can be selected by the system.

Authentication Settings

Auth Option Auth Database Postfix Group
Server 1 LOCAL local Group 1
Server 2 POP3 pop3 Group 1
Server 3 RADIUS radius Group 1
Server 4 LDAP Idap Group 1

On-demand User ONDEMAND ondemand Group 1
SIP SIP NfA Group 1

e Auth Option: There are several authentication options supported by WHG-505: Server 1 to Server 4,
On-demand User, and SIP. Click the hyperlink of the respective Server Name to configure the authentication
server.

* Auth Database: There are different authentication databases in WHG-505: LOCAL , POP3, RADIUS, LDAP
and NTDOMAIN. ONDEMAND and SIP are not depend on Server 1 to Server4, so these two authentication
options always can be enabled in each service zone.

* Postfix: A postfix represents the authentication server in a complete username. For example, userl@local
means that this user (userl) will be authenticated against the LOCAL authentication database.

e Group: An authentication option, such as POP3 or NT Domain, can be set as a Group with the same QoS or

Privilege Profile setting.

» N Concurrently only one server is allowed to be set as Local or NTDOMAIN authentication method
ote:

simultaneously. For example, you can set two RADIUS authentication servers simultaneously.
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Authentication Option Configuration

Click on the server name to set the configuration for that particular server. After completing and clicking Apply to
save the settings, go back to the previous page to select a server to be the default server and enable or disable
any server in each service zone. Users can log into the default server without the postfix to allow faster login
process.

Server 1~4: There are 5 authentication methods, Local User, POP3, RADIUS, LDAP and NT Domain, to

select from.

Authentication Option - Server 1

Name |Server 1
Postfix '._Ioca.l-
Black List E:!‘-\Iorwe _\.'.-
Authentication Database | Local | V_':

Group |POP3
|RADIUS
LDAP
INT Domain

Name: Set a name for the authentication option by using numbers (0~9), alphabets (a~z or A ~Z), dash (-),

underline (), space and dot (.) only. The length of this field is up to 40 characters. This hame is used for the
administrator to identify the authentication options easily such as HQ-RADIUS.

Postfix: A postfix is used to inform the system which authentication option to be used for authenticating an
account (e.g. bob@BostonLdap or tim@TaipeiRadius) when multiple options are concurrently in use. One of
authentication option can be assigned as default. For authentication assigned as default, the postfix can be
omitted. For example, if "BostonLdap" is the postfix of the default option, Bob can login as "bob" without
having to type in "bob@BostonLdap”. Set a postfix that is easy to distinguish (e.g. Local) and the server
numbers (0~9), alphabets (a~z or A~Z), dash (-), underline () and dot (.) within a maximum of 40

characters. All other characters are not allowed.

Black List: There are 8 sets of black lists provided by the system. A user account listed in the black list is
not allowed to log into the system, the client's access will be denied. The administrator may select one (or
None) black list from the drop-down menu and this black list will be applied to this specific authentication
option.

Authentication Database: Click Configure button to enter the configuration page. For example, select
Local from the drop-down list box and then click Configure button to enter the Local User Database
Settings . Then, click the hyperlink of Local User List .

Group: Select one Group from the drop-down list box for this specific authentication option.
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5.2.2 Local

Choose “Local”

from the Authentication Database field.

Authentication Option - Server 1

Name [Server 1.
Postfix f.!ocai _l
Black List :_None ] V
Authentication Database V
Group |Group 1 ¥
Click the button Configure for further configuration.
Local User Database Settings
Local User List
| * Di
Account Roaming Out ,D Enable © Disable - . ] i

(Local user database will be used as authentication database for roaming out users.)

802.1X Authentication

¢ Local User List:

) Enable & Disable

devices, such as AP and switch.)

(Local user database will be used as internal RADIUS database for 802.1¥-enabled LAN

It let the administrator to view, add or delete local user account. The Upload User button

is for importing a list of user account from a text file. The Download User button is for exporting all local

user accounts into a text file. Clicking on each user account leads to a page for configuring the individual

local account. Local user account can be assigned a Group and applied Local VPN individually.

Username

[ Add user ][ Upload User ||

Download User

Local User List

Applied Group

Password

MAC Address Local VPN Enabled
Remark
None
test 1234 Delete

(Total:1) First Prev Mext Last
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0 Add User : Click this button to enter into the Adding User(s) to the List interface. Fill in the necessary
information such as “Username” , “Password” , “MAC Address” , and “Remark” . Select a desired
Group to classify local users. Check to enable Local VPN in the Enable Local VPN column. Click
Apply to complete adding the user(s). MAC address of a networking device can be bound with a local
user as well. It means this user must login to system with a networking device (PC) that has this MAC

address, so this user can not login with other networking device.

Adding User(s) to the List
MAC Address

MNo. Username* Password* (XXX R KK XK KK Group Remark Enable Local VPN
1 éfest . e I None <] [ : [
2| ] f None ¥ | O
3 | | ) . . None  v| | | o

User "test’ has been added!

Adding User(s) to the List
MAC Address

Mo, Username* Password* (KR XKHK) Group Remark Enable Local VPN
1] ] ] . : ] [None ] [ ] O
2| ] [ | [None ] _ O
4 = E P v E 0

Search: Enter a keyword of a username to be searched in the text filed and click this button to perform the

search. All usernames matching the keyword will be listed.

[ Adduser ][ Upload User ][ Download User

|

Local User List

Applied Group

Username Password MAC Address Local VPN Enabled
Remark
MNorie
test 1234 Yes Delete

(Total:1) First Prev Mext Last

Del All : Click on this button to delete all the users at once or click on Delete to delete the user individually.
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Local User List

Applied Group

Username Password MAC Address Local VPN Enabled
Remark
Group 1
test 1234 Yes
Moneg

Edit User: If editing the content of individual user account is needed, click the username of the desired user
account to enter the User Profile Interface for that particular user, and then modify or add any desired
information such as Username, Password, MAC Address (optional), Applied Group (optional), Enable Local

VPN (optional) and Remark (optional). Click Apply to complete the modification.

Local User List

Applied Group

Username Password MAC Address Local VPN Enabled
Remark
Group 1
test 1234 Yes Delete
Maone

Editing Existing User Data
Username test '
Password 1234 | *

MAC Address

Applied Group f:None v:i
Enable Local VPN
Remark
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5.2.2 POP3

Choose “POP3” from the Authentication Database field. Except Local authentication, the Local VPN option in

other authentication option only can be enabled or disabled for the entire Authentication Database

Authentication Option - Server 1

Name Server 1
Postfix pop3
Black List MNone N
Authentication Database POP3 v
Group Group 1 | »
Enable Local VPN O

Click the button of Configure for further configuration. Enter the information for the primary server and/or the
secondary server (the secondary server is not required). The fields with red asterisk are necessary information.

These settings will become effective immediately after clicking the Apply button.

External POP3 Server Related Settings

Username Format OCOIﬂ[ﬂEtE =.g. userl @companyname.com) '@Onl'_« ID (e.g. useri)

i

Primary POP3 Server
Server “[Domain Hame/1F Address)
Port *(Defzult: 110}
SSL Connection [ Enable
Secondary POP3 Server
Server

Port

SSL Connection [ Enable

e Username Format: When Complete option is checked, both the username and postfix will be transferred to

the server for authentication. When Only ID option is checked, only the username will be transferred to the
external server for authentication.

e Server: The IP address of the external POP3 Server.
e Port: The authentication port of the external POP3 Server.

e SSL Connection : The system supports POP3S. Check the check box beside to Enable SSL Connection
to POP3.

49



5.2.2 RADIUS

Choose “RADIUS” from the Authentication Database field.

Authentication Option - Server 1

Name Server 1
Postfix radius
Black List None v
Authentication Database RADIUS v
Group Group 1 ¥

Click the button of Configure for further configuration. The RADIUS server sets the external authentication for user
accounts. Enter the information for the primary server and/or the secondary server (the secondary server is not

required). The fields with red asterisk are necessary information. These settings will become effective immediately
after clicking the Apply button.
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External RADIUS Server Related Settings

802.1X Authentication

' Enable @ Disable

Username Format

@ Leave Unmodified © Camplete (e.q. useri@postfix) O Only ID (e.q. useri)

NAS Identifier

NAS Port Type

19 *(Default 19, Range: 0~35)

Accounting Delay Time

0 *(Deafult: 0)

Class-Group Mapping

Attributes Priority

Follow Server's Setting -

Standard RADIUS Attributes

Session Timeout 0 | Minutes *(Range: 5-1440 mins)

Idle Timeout l_ | Minutes *(Range: 1-120 mins)

= | -
Acct Interim Interval | Minutes *(Range: 1~120 mins, 0 is disable)

WISPr Vendor Specific Attributes

Redirection URL

Billing Class Of Service | |

Session Terminate on Billing o G
Time Enable @ Disable
Session Terminate Time Never
Bandwidth Setting Group 1

Primary RADIUS Server

Authentication Server

10.2.3.217 *(Domain Name/IP Address)

Authentication Port

1812 *(Default; 1812)

LA LT LT L1 I

Authentication Secret Key
Authentication Protocol CHAP ~
Accounting Service © Enable © Disable
Accounting Server 10.2.3.217 =(Domain Name/IP Address)
Accounting Port 1813 =(Default: 1813)

Accounting Secret Key

LA LT LT L1 I

Secondary RADIUS Server

Authentication Server

(Domain Name/IP Address)

Authentication Port

Authentication Secret Key
Authentication Protocol CHAP ~
Accounting Service @ Enable © Disable

Accounting Server

(Domain Name/IP Address)

Accounting Port

Accounting Secret Key
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Iltem

Description

External RADIUS Server Related Settings

802.1X Authentication

Username Format

NAS Identifier

NAS Port Type

Accounting Delay Time

Class-Group Mapping

Attributes Priority

Enable /Disable 802.1X authentications for users authenticating through this
Server. To support EAP-SIM authentication, please enable this feature and enter
802.1X Settings to configure the AP’s that support associated clients to
authenticate by EAP-SIM.

Select the format which the user login information is sent to the external
RADIUS Server. You may choose to send username in Complete (userlD +
Postfix), Only ID or Leave Unmodified . Please note that if Leave Unmodified
option is selected, the system will send the username to Default Auth Server
set in 802.1X configuration page for authentication.

This attribute is the string identifying the NAS originating the access request.
System will send this value to the external RADIUS server, if the external
RADIUS server needs this.

Indicates the type of physical port the network access server is using to
authenticate the user. System will send this value to the external RADIUS
server, if the external RADIUS server needs this.

This attribute indicates how many seconds the client has been trying to send this
record for, and can be subtracted from the time of arrival on the server to find
the approximate time of the event generating this Accounting-Request.
(Network transit time is ignored.)

This function is to assign a Group to a RADIUS class attribute sent from the
RADIUS server. When the clients classified by RADIUS class attributes logs into

the system via the RADIUS server, each client will be mapped to an assigned

Group.
RADIUS Group Mapping - Server 3
O Enable & Disable
Mo, Class Attribute Yalue Group Remark
1 1 Group 1 |%
2 2 Group 1 |
3 3 Groug 1 |

The drop down selection list allows 3 options: Follow Server 's Setting ,

Overwrite Server’s Setting and Set if not presented .

Follow Server's Setting hd
Follow Server's Setting

Owverwrite Server's Setting 0
Set if not presented

If Follow Server’s Setting is selected, system will use the RADIUS attributes
set in the remote RADIUS server. If Overwrite Server’s Setting  is selected,
system will use the RADIUS attributes set below.

If Set if not presented is selected, system will use the RADIUS attribute

settings below if the configured remote RADIUS server presents no attributes.
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RADIUS Standard Attribu tes

. Session Time Out: Forced logout once timeout period reached.

. Idle Time Out: Implicitly logout when inactivity timeout period
reached.

. Acct Interim Interval:  The time interval to send accounting updates.

WISPr Vendor Specific Attributes  Default from the drop-down menu is to
follow external Server settings. If you select to overwrite or set if not present, the
following attributes will be required.
. Redirection URL: URL of Start page.
. Billing Class Of Service: Text string used to indicate service used for
the visitor access.
. Session Terminate on Billing Time:  When enabled, the session will
terminate in the Billing Time set.
. Bandwidth Setting: It will follow the Bandwidth settings of the Group

profile set for this authentication server.

Primary / Secondary RADIUS Server

Authentication Server Enter the domain name or IP address of your RADIUS Server.
Authentication Port Enter the Port number used for authentication
Authentication Secret Key Secret Key used for authentication

Select Challenge-Handshake Authentication Protocol (CHAP) or Password
Authentication Protocol (PAP).

Authentication Protocol

Accounting Service Enable / Disable RADIUS accounting

Accounting Server Enter the Accounting Server domain name or IP address.
Accounting Port Enter the Port number used for accounting

Accounting Secret Key Secret Key used for accounting.

Note: The Authentication Server and Accounting Service operates in sets, which means if the Authentication Server
set under Primary RADIUS Server is unavailable then the system will refer to Secondary RADIUS Server setting
without referencing the Accounting service settings under Primary.
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5.2.2 LDAP

Choose “LDAP” from the Authentication Database field. Except Local authentication, the Local VPN option in

other authentication option only can be enabled or disabled for the entire Authentication Database

Authentication Option - Server 1

Name Server 1
Postfix ldap
Black List MNone b
Authentication Database LDAP b
Group Group 1 %
Enable Local VPN O

Click the button Configure for further configuration. Enter the information for the primary server and/or the
secondary server (the secondary server is not required). The blanks with red asterisk are necessary information

which should be filled in. These settings will become effective immediately after clicking the Apply button.

Primary LDAP Server
Server *(Damzin Nzme/IE Address)
Port *(2.g. 285 for LDAP, 636 for LDAPS)
Service Protocol @LDAP OLDAPS O LDAP+StartTLS
Base DN “le.g. cn=users,de=domain,de=com)
User Account | %

Binding Type

Account Attribute ®uip OcN

* Server: The IP address of the external LDAP server.

e Port: The authentication port of the external LDAP server.

* Base DN: The Base DN (Distinguished Name) is the LDAP search base, telling which part of the external
directory tree to search from. Think of the Base DN as the “top” of the directory for your LDAP users
although it may not always be the top of the directory itself. The search base may be something equivalent
to the organization, group, or domain name (AD) of external directory.

e Binding Type: This specifies the binding type and search scope for LDAP authentication with 4 binding
types available: User Account, Anonymous, Specified DN and Windows AD.

e Account Attribute : The attribute of LDAP accounts.
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5.2.2 NT Domain

Choose “NT Domain” from the Authentication Database

in other authentication option only can be enabled or disabled for the entire Authentication Database

Authentication Option - Server 1

Name Server 1
Postfix ntdomain
Black List None v
Authentication Database NT Domain v
Group Group 1 %
Enable Local VPN O

field. Except Local authentication, the Local VPN option

Click the button Configuration for further configuration. Enter the server IP address and enable/disable the

transparent login function. These settings will become effective immediately after clicking the Apply button.

Domain Controller
Server *( 1P Address)

® Enable O Disable (windevs 2000, 2003 ar zbove)
[ Enable Local vPN

Note: When enzabled, Local VBN connectio
th

ill be =utom=zticzally crested

.
ocal VPN to work, ho

Transparent Login

under Transparent Login mode. For

ed to instzll additionzl logon script

=
e User's Mznuzl for mare infarmation.)

* Server: The IP address of the external NT Domain Server.

e Transparent Login: This function refers to Windows NT Domain single sign-on. When Transparent Login is
enabled, clients will log into the system automatically after they have logged into the NT domain, which
means that clients only need to log in once.

o Enable Local VPN: Check the checkbox to enable local VPN under transparent login mode. When
enabled, local VPN connection will be automatically created under transparent login mode. For the
local VPN to work under transparent login mode, however, it requires support from Windows

Server — need to install additional logon script on Windows Server.
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5.2.2 On-Demand Users

On-demand User Server Configuration:  The administrator can enable and configure this authentication method to
create on-demand user accounts. This function is designed for hotspot owners to provide temporary users with free
or paid wireless Internet access in the hotspot environment. Major functions include accounts creation, users

monitoring list, billing plan and external payment gateway support.

Authentication Server - On-demand User

General Settings

Ticket Customization

Billing Plans

External Payment Gateway
On-demand Account Creation
On-demand Account Batch Creation
On-demand Account List

1) General Settings
This is the common setting for the On-demand User authentication option. The generated on-demand users and

all accounts related information such as postfix and unit will be shown in this list.

General Settings

Postfix ondemand
@ Mone © $usp O £Gep O £EUR
Currency
O Input other desired monetary unit, e.g. AUD)
Group Name Group 1+
WLAN ESSID SSID0
Wireless Key

Remaining Volume

Sync Interval @ 10min(s) O 15min(s) O 20min(s)

Terminal Server Configuration
Expired Account Keep Days 15 |#{1~30 days)

Delete All Expired Accounts

e Postfix: Postfix is used to inform the system which type of authentication database to be used for
authentication when multiple databases are concurrently in use. Enter the postfix used for on-demand
users.

e Currency: Select the desired monetary unit or specified the unit by users.

e Group Name: Select the desired group for on-demand user.

¢ WLAN ESSID: The administrator can enter the defined wireless ESSID in this field and it will be printed on
the receipt for on-demand users’ reference when accessing the Internet via wireless LAN service. The
ESSID given here should be those of the Service Zones enabled for On-demand Users.

*  Wireless Key: The administrator can enter the defined wireless key such as WEP or WPA in the field. The
Wireless Key will be printed on the receipt for the on-demand users’ reference when accessing the Internet
via wireless LAN service.

* Remaining Volume Sync Interval:  While the on-demand user is still logged in, the system will update the

billing notice of the login successful page by the time interval defined here.
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e Terminal Server: Terminal Configuration is a list of serial-to-Ethernet devices that communicate with the

system only; never get online and no need to go through authentication.

Terminal Server Configuration
Item Seryer IP Port Location Remark
1 102311 1100 1st_fl_info_desk Tom ext 359 |
2 102312 | 2nd A | Jerry |

s
=
=

|
JUBOOooaE

|

|

10 L]

2) Ticket Customization

On-demand account ticket can be customized here and previewed on the screen.

Receipt Header 1 |Welc0 me! |
Receipt Header 2 | |
Receipt Header 3 | |
Receipt Footer 1 |Thar|k Youl |
Receipt Footer 2 | |
Receipt Footer 3 | |
Remark | |
O None
Background Image @ Default Image
) Uploaded Image
Twin Ticket (ClEnable & Disable
Q
Welcome!
Username xxxx@ondemand
Password 0000000
Plan: Type 1:Time
Quota o0 hir(s) e mings)
Total Price 1.99
Reference Customer oo
ESSID : SSIDO
Shared Wireless Key: Mone (Open System)
1 Eérﬁrsttimg Iogin mgs? be done hefore 2009/01/20 _14:12 |
account is valid within xx day(s) after your first login. =_
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Receipt Header: There are 3 receipt headers supported by the system. The entered content will be printed
on the receipt. These headers are optional.

Receipt Footer: The entered content will be printed on the receipt. This footer is optional.

Background Image: You can choose to customize the ticket by uploading your own background image for
the ticket, or choose the default image or none. Click Browse to select the image file and then click upload.
The background image file size limit is 100 Kbytes. No limit for the dimensions of the image is set, but a
460x480 image is recommended.

Twin Ticket: Enable this function to print duplicate receipts.

Remark: Enter any additional information that will appear at the bottom of the receipt.

Preview: Click Preview button, the ticket will be shown including the information of username and

password with the selected background. Print the ticket here.
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3)

Billing Plans

Administrators can configure several billing plans. Click Edit button to enter the page of Editing Billing Plan.

Click Apply to save the plan. Go back to the screen of Billing Plans , check the Enable checkbox or click

Select all button, and then click Apply , the plan(s) will be activated.

Plan

1

2

Billing Plans
Al_:l_l;[;lgnt Quota Price EnanIe Q;:;:ti)crll:o&‘nt Group Function
Usage-time 2 hr(s) of conr;i;irir;igi?e quota with 50 0 0 Gr?up
N/A Gr?up

e Plan: The number of the specific plan.

e Type: This is the type of the plan, based on which it defines how the account can be used.

e Quota: The limit on how On-demand users are allowed to access the network.

e Price: The unit price of the respective billing plan.

e Enable: Check the checkbox to activate the plan.

* Quick Account Creation: Check the checkbox to enable Quick Account Creation.

e Group: Group assignment of on-demand users associated with the respective billing plan.

* Function: Click the button Edit to add one billing plan.

0 Usage-time with Expiration Time:  Can access internet as long as account valid with remaining

quota (usable time). Need to activate the purchased account within a given time period by logging in

for the first time. Ideal for short term usage. For example in coffee shops, airport terminals etc. Only

deducts quota while using, however the count down to Expiration Time is continuous regardless of

logging in or out. Account expires when Valid Period has been used up or quota depleted.

Quota is the total period of time (xx days yy hrs zz mins), during which On-demand users are
allowed to access the network. The total maximum quota is “364Days 23hrs 59mins 59secs”
even after redeeming.

Account Activation is the time period for which the user must execute a first login. Failure to
do so in the time period set in Account Activation, the account will expire.

Valid Period is the valid time period for using. After this time period, even with remaining quota
the account will still expire.

Price is the unit price of this plan.

Group will be the applied Group to users created from this plan.

Reference field allows administrator to input additional information.
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Editing Billing Plan

Plan 2
Account Type | Usage-time v|
Expiration Time (& 'With Expirstion Time () Wao Expiration Time
1 dayts) [2 |hriz) 3 | mints)
Quota #[ Range of day(s) : O ~ 384; Range of hour(s) : 0 = 23 Rangs

of min(z)] + O ~ 59 they cannot all be zerc |

First time login must be done within |4 dav(s) |5_

Account Activation hour(s)
*{ Range of hour(2) : 0 ~ 23; they cannot bath be zera )

After activation, account will be expired in |6 daw(s)

valid Period
¥ Must be larger than 0 )
: 7 s
Price *#{ Range : 0 «~ 100000, including two digits after decimal point;
&g, 1,99 )
Group Group 1 »
Reference |

TIF:

If the Accourt Type is "Usage Tima", Customar can access intamat as long as the account
is walid with remaining quots (connecktion time) and within the valid period.
Custorner alse neads to achivate the issued account within a given time period by logaing
in for tha first tirma.

[ apply W Cancel |

Usage-time Expiration Time) account lifespan

o )

Quota up (QU)
Activation Time Elapsed Time
(AT)
Creation Time Deletion Time

(€T

0 - Invalid

- Valid
Usage-time Expiration Time) account lifespan

O E—

«&-—-——-—-——————-—-——-—}T

Quota Up (QU)
Activation Time Elapsed Time
(AT}
Creation Time Deletion Time
(€T)
0 - Invalid
-Valid
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0 Usage-time with No Expiration Time: Can access internet as long as account has remaining quota
(usable time). Need to activate the purchased account within a given time period by logging in for the
first time. Ideal for short term usage. For example in coffee shops, airport terminals etc. Only deducts
quota while using. Account expires only when quota depleted.

= Quota is the total period of time (xx days yy hrs zz mins), during which On-demand users are
allowed to access the network. The total maximum quota is “364Days 23hrs 59mins 59secs”
even after redeem.

= Account Activation is the time period for which the user must execute a first login. Failure to
do so in the time period set in Account Activation, the account will expire.

=  Price is the unit price of this plan.

=  Group will be the applied Group to users created from this plan.

= Reference field allows administrator to input additional information.

Editing Billing Plan

Plan 3
Account Type |Usage—time |
Expiration Time 3 wWith Expiration Time (*) No Expiration Time
(2 |dayts) [3 |hris) (4 | minis)
Quota #( Range of day(s) : 0 ~ 364; Range of hour(s) 1 0 ~ 23; Range

of min(z) @ 0 = 59; they cannot all be zero ]

First time login must be done within |5 day(s) |ﬁ_‘
Account Activation o r(s)

* Range of hour(g) 1 0 «~ 23; thay cannot both be zero )
7 [($)
Price #( Range ! 0 ~ 100000, induding two digits after decinnal point:
e.g. 1.9% ]
Group Growp 1+
Reference |
TIF:

If the Account Type is "Usage Time", Custormer can access internet as long as the account
iz valid with rernaining quota [connedion t-'nej and within the valid perad.
SZustorner alse needs to activate the issued account within a given tirme period by logaing
im for the first tirme,

Usage-time (No Expiration) account lifespan

Activation Time Quota up (QU)
(AT)

. " Deletion Time
Creation Time (DT

(CT)

- Invalid
- Valid
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Hotel Cut-off-time: Hotel Cut-off-time is the clock time (normally check-out time) at which the
on-demand account is cut off (made expired) by the system on the following day or many days
later. On the account creation Ul of this plan, operator can enter a Unit value which is the
number of days to Cut-off-time according to customer stay time. For example: Unit = 2 days,
Cut-off Time = 13:00 then account will expire on 13:00 two days later. Grace Period is an
additional, short period of time after the account is cut off that allows user to continue to use the
on-demand account to access the Internet without paying additional fee. Unit Price is a daily
price of this billing plan. Mainly used in hostel venues to provide internet service according to

guests’ stay time. Group will be the applied Group to users created from this plan. Reference

field allows administrator to input additional information.

Editing Billing Plan

Plan 5

Account Type Hotel Cut-off-time
Hotel Cut-off Time : #[ HHiMM; range ; 00:00 ~ 23:59 )
Grace Period Account remains usable for hour(s) after cut-off.

60 perday($)

Unit Price #( Ranmge ! 0~ 100000, including twa digits after decimal paint:
e.g. 1.99 ]

TIF:

The "Hotel Cut-off-time" Account Type is designed for hotel applications and conforms to
check-infout scenario, For cut-off applications within one day (for example, the account
expires upon bookstore's closing hour -11FM) pleasze select "Duration Time".
One-day-stay in Hotel terms is counted from a custormer s check-in time to the check-out
tire on the following day, When 2 tenant checks in for one or multiple days, the operator
can generate an account ticket based on the nurmber of the cver-night stay, The account
will be cut-off on the specified cut-off-time (normally the hotel’ s check-out-time) after the
number of nights specified, Since guests may hang around in the lobby for a shark while
after checking out, the hotel may want to specify 2 “Grace pericd” for their tenants,

Hotel Cut-off-time account lifespan (3 night stay example

A A
24:00 PM 24:00 PM 24:00 PM
Cut-off Time
(Check out time)
Creation Time Deletion Time (DT)

(Check in time)

- Invalid
- Valid

62



Hotel Cut-off-time account lifespan (3 night stay example with Grace Period)

24:00 PM 24:00 PM

24:00 PM

<+

Grace Period

<

Creation Time
(Check in time)

-Invalid
- Valid

>

Cut-off Time
(Check out time)

Deletion Time (DT)

Volume: Can access internet as long as account valid with remaining quota (traffic volume). Account

expires when Valid Period has been used up or quota depleted. Ideal for small quantity applications

such as sending/receiving mail, transferring a file etc. Count down of Valid Period is continuous

regardless of logging in or out.

= Quota is the total Mbytes (1~1000000), during which On-demand users are allowed to access

the network.

= Account Activation is the time period for which the user must execute a first login. Failure to

do so in the time period set in Account Activation, the account will expire.

= Valid Period is the valid time period for using. After this time period, even with remaining quota

the account will still expire.
= Price is the unit price of this plan.
= Group will be the applied Group to users created from this plan.

= Reference field allows administrator to input additional information.

Editing Billing Plan
Plan 4
Account Type wolume v

500 Mbyi| Mbyte(s)

Quota
* Range : 1 ~ 2000

L First time login must be done within |4 day(s) |5
Account Activation o (c)

*[ Range of hour(s) : 0 ~ 23; they cannot both be zero )

valid Period after activation, account will be expired in |6 day(s)
#*[ Must be larger than 0 )
. 7 LF)

Price *[ Range : 0 ~ 100000, including two digits after decimal point;
2.9, 1,99

Group Group 1+

Reference
TIF:

If the Account Type is “Wolurmne™ , Custorner can access internet as long as the account is
valid (within the valid period) with rermaining quota (traffic volume).
Custorner also needs to activate the issued account within a given time period by logging
in for the first time,
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Volume account lifespan

Quota up (QU)

< >

Activation Time Expitation Tima
(AT)
Creation Time Delet(IS_rl'l_’Tlme
(CT)
- Invalid
- Valid

Volume account lifespan

Quota Up (QU)

<

Activation Time Expiration Time

(AT) (ET)

. " Deletion Time
Creation Time DT

(CT)

- Invalid
- Valid

Duration-time with Elapsed Time:  Account activated upon the account creation time. Count down
begins immediately after account created and is continuous regardless of logging in or out. Account
expires once the Elapsed Time has been reached. Ideal for providing internet service immediately
after account creation throughout a specific period of time.
= Begin Time is the time that the account will be activated for use. It is set to account creation
time.
= Elapsed Time is the time interval for which the account is valid for internet access (xx hrs yy
mins).
=  Price is the unit price of this plan.
=  Group will be the applied Group to users created from this plan.

= Reference field allows administrator to input additional information.
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Editing Billing Plan
Plan 7

Account Type Duration-time v

Counting Method & Elapsed Time O Begin-and-end Time O Cut-off Time
Begin Time Upon Account Creation
8  dayis) |9 hris) |0 minis)

Elapsed Time *[ Range of day(s) : 0 ~ 364; Range of hour(z) : 0 ~ 23; Range
of min(s) ¢ 0~ 59; they cannot all be zero )

) 47 (%)
Price *[ Range : 0~ 100000, including twa digits after decimal paint;
e.g, 1,99 ]
Group Group 1 %

Reference

TIP:
when the Account Type is Duration-time, three Counting Methods ray be used to decide
when the account expires,
1. “Elapsed Time” specifies the time duration from account creation for which the account

iz walid,

2. “Cut-off Time” specdfies the next cut-off time point for which the account becomes
inwalid,

3. “Begin and End Date Time™ specifies that the account iz valid betwsen the two tirme
points,

Duration-time (Elapsed Time) account lifespan

-4 >

Elapsed Time (ET)

Creation Time (CT) Deletion Time (DT)

- Invalid
- Valid

Duration-time with Cut-off Time: Cut-off Time s the clock time at which the on-demand account is
cut off (made expired) by the system on that day. For example a shopping mall closing hour is 23:00;
operators selling on-demand tickets can create use this plan to create ticket set to be Cut-off on 23:00.
If an account of this kind is created after the Cut-off Time, the account will automatically expire.

= Begin Time is the time that the account will be activated for use. It is set to account creation

time.

= Cut-off Time is the clock time when the account will expire.

=  Price is the unit price of this plan.

= Group will be the applied Group to users created from this plan.

= Reference field allows administrator to input additional information.
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Editing Billing Plan
Plan 1

Account Type Curation-time v

Counting Method O Elapsed Time O Beain-and-end Time & Cut-off Time

Begin Time Upon Account Creation
Cut-off Time 0] |00
*F[OHHIMM; range @ 00000 ~ 23159 )
. 4 ($)
Price *( Range : 0~ 100000, including two digits after decimal point;
e.g. 1,99
Group Group 1 #
Reference 5

TIP:
Wwhen the Account Type is Duration-time, three Counting Methods may be used to decide
when the account expires,
1. “Elapsed Time” specifies the time duration frorm account creation for which the account

iz walid,

2, “Cut-off Time” specifies the next cut-off time point for which the account becormes
inwalid,

3 “Begin and End Date Time” specifies that the account is valid between the two time
points,

Duration-time (Cut-off Time) account lifespan (exapmle showing Cut-off on 23:00)

< >

Cut-off Time

Creation Time (CT) Deletion Time (DT)

-Invalid
- Valid

Duration-time with Begin-and End Time:  Define explicitly the Begin Time and End Time of the
account. Count down begins immediately after account activation and expires when the End Time has
been reached. Ideal for providing internet service throughout a specific period of time. For example
during exhibition events or large conventions such as Computex where each registered participant will
get an internet account valid from 8:00 AM Jun 1 to 5:00 PM Jun 5 created in batch like coupons.
= Begin Time is the time that the account will be activated for use, defined explicitly by the
operator.
= End Time is the time that the account will become expired and not able to use any more,
defined explicitly by the operator.
= Price is the unit price of this plan.
= Group will be the applied Group to users created from this plan.

= Reference field allows administrator to input additional information.
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Editing Billing Plan
Plan &
hecount Type Duratsantirme -
Counting Methad C Elapsed Teme & Begn-and-end Time O Cut-off Tima

pegin Time (™, I % (e # ‘i ® Doe

End Time O3 (03  Jun & 10 (2014 =
7000 (%)
Price b Mangs | B = il - gits aba dhe i
Group Group 1
Relorence
el g2 |.\I I'l' : L L hach
id
E #tw T wi¥ias that £ alid Lef=awn

Durstion fime iBegin-snd-snd Timel sctount ifespan
S a— —
< 3
Begin Time End Tima
n-n;ﬂm e .Y
B - vakd

= Wl

4) External Payment Gateway
This section is for merchants to set up an external payment gateway to accept payments in order to provide

wireless access service to end customers who wish to pay for the service on-line.
The three options are Authorize.Net , PayPal, SecurePay and Disable .

‘External Payment Gateway

O Authorize.Net I PayPal () SecurePay ¥ Disable
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5)

On-demand Account Creation

On-demand accounts are listed and related. After at least one plan is enabled, the administrator can generate

on-demand user accounts here. Click this to enter the On-demand Account Creation screen. Click on the Create

button of the desired plan and an on-demand user account will be created.

After the account is created, you can click Print in the ticket to print a receipt which will contain the on-demand

user’s information, including the username and password.

If no Billing plan is enabled, accounts cannot be created by clicking Create button. Please goes back

to Billing Plans to active at least one Billing plan by clicking Edit button and Apply the setting to

» Note:

activate the plan. The printer used by Print is a pre-configured printer connected to the

administrator’'s computer.

Plan Type
1 N/A
2 Time
3 Volume
4 Cut-off
5 M/A
&5 /A
7 M/A
3 NS
9 N/
0 MfA

e Plan: The number of a specific plan.

e Type: Show one type of the plan in Time, Volume or Cut-off.

Quota

1 hr(s)
100 Mbyte(s)

Ungl 12 : 30

Price

11%

1.09

0.99

Billing Plans

Enable []

B @ E

Privilege []

a

Group
MNone
Group 2
Group 3
Group 4
None
MNone
MNone
MNone
MNone

MNone

Function

Edit

=

Edit

Edit

Edit

Edit

m m m m m
(=9 oL = (=5 o
s s = s ad

¢ Quota: The total amount on how On-demand users are allowed to access the network. For Time users, it is

the total time; for Volume users, it is the total amount of traffic, etc.

e Price: The unit price of each plan.

* Enable: To change the status in Enabled or Disabled of the plan.

* Privilege: To change the status in Enabled or Disabled of the Create On-demand Privilege function in

this plan.

e Group: Allthe users created from this plan will be belonging to this user group.

* Function: Press Create button for the desired plan; an On-demand user account will be created, and then

click Printout to print a receipt which will contain this on-demand user’s information.
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Billing Plans

Plan Type Quota Price Enable [] Privilege [] Group Function
1 N/A Nore
2 Time 1 hr(s) 5 5 O Group 2
3 volume 100 Mbyte(s) 1.09 O Group 3
4 Cut-off Until 12 : 20 0.99 O Group 4
5 N/A None
6 N/A None
7 N/A Nore
g N/A None
g N/A None
0 N/A None '{ y

Editin_g Bill'm_g Plan

Plan 2
Type
1 oo
Quota 11 |hr(s) @_| min(s)
*{ Range of min{s} | 0 ~ 53; they csnnot bath be zerc )
= s : e T | B
First time login must be done within |1 | day(s) |0_]
Account Activation hour(s) . :
*{ Range of hour(s) + 0 ~ 23; they cannot both be zera )
valid Period After activation, account will be expired in |2 | day(s)

{ Must be |srger than 0 )

4

Price 0 =~ 100000, including two digits sfter decimz| point;
Growp  [Group2 ¥
Reference  [time 1 hour | 4 b
Welcome!
Username l Ja27@ondemand
Passwaord . 2ovetu
Flan: Type | 1:Time
Quota . 2 hr(s}
Total Price . 20
Remark
;ESSID 1 S5100

|Shared Wireless Key: None (Open Systern)
.‘f‘ urﬁrsfﬁme-l'ogin must be done befare 20080417 11:04
The account is valid within 5 day(s) after your first login.

| a
Thank You! | ‘.

6) On-demand Account Batch Creation

After at least one plan is enabled, the administrator can generate more than one on-demand user accounts
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here.

On-demand Account Batch Creation

Plan Type Quota Price Number of Accounts
1 N/A [ |
2 Time 1 hr(s) 1.11 | |
3 Volume 100 Mbyte(s) 1.08 | ]
4 Cut-off Until 12:30 0.99 [ |
5 N/A [ .
6 N/A |
7 N/A |
g MN/A I
5 WA ]
0 N/A ]

Enter the number of accounts in the desired plan, and press Create button for the desired plan; the On-demand

user accounts will be created.

Success

Users have been successfully created.

Download to File | [ Send to POS

After create success, you can download the created accounts as a text file or click Send to POS and select a

POS printer to print the receipts which will contain these on-demand users’ information in the POS printer.

Printer Selection

Printer Interface MNetwork

Printer ID

D00 =] Oh N s L G

7) On-demand Account List

All created On-demand accounts are listed and related information on is also provided.
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On-demand Account List

Username  Password Remaining Quota Status Group Reference [@
egk3 7252895 1 hr(s) Normal Group 2 time 1 hour Delete
Sbfd 82734w26 100 M byte(s) Normal Group 3 Delets
4udp 4627pva7 100 M byte(s) MNormal Group 3 Delete
44g4 amykr7 se 100 M byte(s) Normal Group 3 Delete

Search: Enter a keyword of a username, or reference, to be searched in the text filed and click this button to
perform the search. All usernames, or reference, matching the keyword will be listed.
Username: The login name of the account.
Password: The login password of the account.
Remaining Quota: The remaining time or volume, or the cut-off time that the account can continue to use to
access the network.
Status: The status of the account.
o Normal: the account is not currently in use and also does not exceed the quota limit.
0 Online: the account is currently in use.
o Expired: the account is not valid any more, even there is remaining quota to be used.
o Out of Quota: the account has exceeded the quota limit.
o Redeemed: the account has been applied for account renewal.
Group : The user group of this account.
Reference : The reference of this account.
Delete All: This will delete all the users at once.

Delete: This will delete the users individually.
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Redeem On-demand Accounts: For Time and Volume accounts, if they are almost out of quota, they can use
redeem function to extend their quota. After the user has get, or buy, a new account, they just need to click the
Redeem button in the login success page, input the new account Name and Password and then click Enter. This

new account’s quota will be extended to the original account.

Hello, you are logged in via
3pb6z@ondemand

“To log cut, please click the "Logout” button.

Legin time: 2009-06-02 11:11

Remaining Time:

LEL

I 1 T 1
4 luew(5s  |winl51  |see

But Redeem function must redeem to same type account, Time account must redeem with Time account; Volume

account must redeem with Volume account only.
When the remaining quota is insufficient, the user can add up the quota by purchasing an additional account. Please

enter the new username and password in the Redeem Page and click Enter button to merge the two accounts so

that there will be more quota for the original account.

Redeem

Username: | |

Password: | |

The maximum session time/data transfer is 24305 days/9,999,999 Mbytes. If the redeem amount

»» Note:
exceeds this number, the system will automatically reject the redeem process.

» Note: Cut-off account do not support redeem function.
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5.3 Users Group

Configure Users Group, go to: [Users >> Group .|

There are 16 groups for divide users. A Group which can be allowed to access a Service Zone or not; and it also can
be applied with a Policy within a Service Zone. The same Group within different Service Zones can be applied with

different Policies as well as different Authentication Options.

Group Configuration - Group 1

Select Group fGEoup 1 V
QoS Profile
Privilege Profile
Remark

Zone Permission Configuration & Policy Assignment - Group 1
To Group Permission

Zone Name Enabled Policy Conficura fion
Service Zone : Default :-Po_l_i_c_y i V Default

Service Zone : S71 ._"PO“C'y' 1~ 571
Service Zone : S72 jiPoIicv 1 s 572
Service Zone : S73 =) _._.Polic'f i~ 523
Service Zone : S74 '_F-"oli'cy 1 574
Service Zone : 575 ::Pol.i"c.':' 1 \;-, 575
Service Zone : SZ6 fk—‘c_nfi!c_y 1 i SZ6
Service Zone : 527 _PO|IC'f' i V 527
Service Zone : S78 :_Po_l_i_c_\_a 1 578

Remote VPN '"Policv 1~ Remote VPN
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5.2.2 Assign users to a Group

Configure users to a Group, go to: |Users >> Authentication |

This section shows how to group users, how to rule each grouped user with different policy as he moves to different

service zone. The following examples will help you better understand this section.

Group Configuration - Group 1

Select Group Group 1 %
QoS Profile
Remark

Zone Permission Configuration & Policy Assignment - Group 1

To Group Permission

Zone Name Enabled Policy Errm T
(Service Zone : Z0 Policy 1+ zo
(Service Zone : 71 Palicy 3 %) Z1
Service Zone : SZ2 O Palicy 1 522
Service Zone : SZ3 O Palicy 1 523

{Service Zone : S74 Policy 8 % 574
Service Zone : SZ5 O Palicy 1 575
(Service Zone : 576 Policy 1+ 576
Service Zone : SZ7 O Policy 1 & 527
(Service Zone : 578 Policy 1 % 578
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User Gruup User Group 3
User Gmﬁ 1 ﬁ
% ﬁ ﬂ Policy 1
Policy 1

x" \I

Policy 8 % f|

| ,_—- ___H\\ ) /r

\_‘Senrioe Zone 1 /,/j’ % DEmedt:]o B P f \\\wloe Zone6
m_,/( s ) / @O@

internet
Service Zone

| \2 Disabled /

\Sennoe Zone 4 ;
\_h%_,,/

In this example, Group 1 users are allowed to access the internet in 5 places; Service Zone 0,1,4,6, and 8. They
must follow policy 1 at Service Zone 1, 6 and 8. They are ruled by Policy 3 at Service Zone 1 and by Policy 8 at

Service Zone 4.

In each authentication option, you can assign a Group with each authentication option. All users login with same

authentication server will belong to same Group.

Authentication Option - Server 1
Name ;:ﬁe_ﬁﬁr. 1
Postfix f:I_q__c_gl__

Black List :._.rf‘".:'_r.'.‘.?..

] Iz

Authentication Database E.i_ocal

Group Group 1 V!

|Group 2

|\Group 10
|Group 11
|Group 12
{Group 13
|Group 14
\Group 15
{Group 16

But there are some exceptions:
° In Local Authentication, each user can assign to different Group one by one.
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In RADIUS Authentication, the users can assign to different Group by Class-Group Mapping.
In LDAP Authentication, the users can assign to different Group by Attribute-Group Mapping.
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5.2.2 Permission in Service Zone

Configure Permission in Service Zone, go to: |Users >> Group |

A Group can be allowed to access one Service Zone or multiple Service Zones. Moreover, a Group can be applied
different Policies within different Service Zones. Remote VPN is considered as a zone, where clients log into the

system via remote VPN.

Group Configuration - Group 1

Select Group :Gfau_p g 'V_'
QoS Profile
Privilege Profile @
Remark .

Zone Permission Configuration & Policy Assignment - Group 1

To Group Permission

Zone Name Enabled Policy Configueation
Service Zone : Default _-Po_l_i_c_y 1 Default

Service Zone : S71 "Policv 1~ 571
Service Zone : 572 ::Policv 1 522
Service Zone : SZ3 |Palicy 1 % 573
Service Zone : 574 ._Ii’oli.c'g i & 574
Service Zone : S¥5 '_'Pol'i"c_'g 1 'v, 575
Service Zone : SZ6 f:[—’c_n!-i_.c.y 1 i 575
Service Zone : S¥7 :__Po!ig‘_y 1 v 5Z7
Service Zone : SZ8 &3] .-quli.c_\f i i 5Z8

Remote VPN '.Polic',-’ 1 = Remote VPN

»  Zone Name: The name of Service Zones and Remote VPN.

» Enabled: Select Enabled to allow clients of this Group to log into the selected Service Zones. For
example, the above figure shows that users in Group 1 can access network services via every Service
Zone as well as Remote VPN under constraints of Policy 1.

»  Policy: Select a Policy that the Group will be applied with when accessing respective Service Zones.

»  To Group Permission Configuration:  The relation between Group and Service Zone is many to many;
every Group can access network services via more than one Service Zone, and meanwhile, each Service

Zone can serve more than one Group.
Click the hyperlink in the To Group Permission Configuration  column to enter the Group Configuration

interface, which is based on the role of Service Zone, to configure the relation between Group and Service

Zone.
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Group Permission Configuration & Policy Assignment - Service Zone : Z1

To Zone Permission

Group Option Enabled Policy T e aTi
{Group 1 Policy 3 %) Group 1
{Group 2 [w] Policy 3 %% Group 2
iGroup 3 Falicy 11 %) Group 2
Group 4 O Palicy 4 |» Group 4
Group 5 O Policy 5 | Group S
Group 6 O Palicy 6 | Group 6
Group 7 O Palicy 7 |+ Groupn 7
Group 8 O Palicy 8 % Group 8

User Group 1 User Gmup User Group 3

Service Zone 1{_;"'
N

At Service Zone 1, Group 1 user is ruled by Policy 3. Group 2 is by Policy 9 and Group 3 is by Policy 11. Other

Groups are not enabled to access Service Zone 1.
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Group Permission Configuration & Policy Assignment - Service Zone : SZ1

Group Option Enabled
Group 1
Group 2
Group 3
Group 4
Group 5
Group 6
Group 7
Group 8
Group 9

Group 10
Group 11
Group 12
Group 13
Group 14
Group 15
Group 16

Group Option: The name of Group options available for selection.

Policy

::Pclicy £ V

_F’olics«r 2
._l.'—‘ol.icy 3

"_P.ollli'c;y 4

[Policy 5

| Policy 6

[Policy 7

[policy 2
::Policy [2]

__F’olics-r 10

[Policy 11
'-_P-o.li.c;y i3

[ Policy 13

| Policy 14

[Policy 15

Policy 16

b o

¥l

To Zone Permission
Configuration

Group 1
Group 2
Group 3
Group 4
Group 5
Group &
Group 7
Group 8
Group 9
Group 10
Group 11
Group 12
Group 13
Group 14
Group 15

Group 16

Enabled: Select Enabled to allow clients of the enabled Groups to log in to this Service Zone under

constraints of the selected Policies.

Check Enabled of each individual Group to assign it to the Service Zone listed. For example, the

above figure shows, clients in Group 1~16 can access Service Zone 1, where they are governed by

Policy 1~16 respectively.

Policy: Select a Policy that the Group will be applied with when accessing this Service Zone.

To Zone Permission Configuration:

column to enter Zone Permission Configuration & Policy Assignment

the role of Group, to configure the relation between Group and Zone.

Click the hyperlink in the To Zone Permission Configuration
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5.4 User Login

5.2.2 An Example of User Login

Normally, users will be authenticated before they get network access through WHG-505. This section presents the
basic authentication flow for end users. Please make sure that the WHG-505 is configured properly and network

related settings are done.

1. Open an Internet browser and try to connect to any website (in this example, we try to connect to
www.google.com).
a) For the first time, if the WHG-505 is not using a trusted SSL certificate (for more information, please see
4.2.5 Additional Configuration), there will be a “Certificate Error”, because the browser treats WHG-505

as an illegal website.

ﬂ; Certificate Error: Navigation Blocked - Windows Internet Explorer

(S A A | httpe v, google, comf

File Edit Wew Favortes Tools  Help

w & ICamﬂcate Ervor: Navigation Blocked I I

‘@) There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.
¥ Continue to this website (not recommended).

® More information

b) Please press “Continue to this website” to continue.

c) The default user login page will appear in the browser.

User Login

Username: |_ |

Password: { |

[JRemember Me

2. Enter the username and password (for example, we use a local user account: test@local here) and then click
Submit button. If the Remember Me check box is checked, the browser will remember this user’'s name and
password so that he/she can just click Submit next time he/she wants to login.

Check the Remember Me box to store the username and password on the current computer in order to
automatically login to the system at next login. Then, click the Submit button.
The Remaining button on the User Login Page is for on-demand users only, where they can check their

Remaining quota.
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User Login

Username: !test@local |

Password: !uu |

Remember Me

3. Successfull The Login Successful page appearing means you are connected to the network and Internet now!

T

& i Hello, vou are logged in via
amsssas test@local

et

To log out, please cdlick the "Logout” button.

il

Login time: 2005-06-02 11:26

» Note:  When On-demand accounts are used, the system will display more information, as shown below.

Hello, you are logged in via
2pb6z@ondemand

“To log cut, pleass click the "Legout” button.

Legin time: 2009-06-02 11:11

LLL

Remaining Time:

[4 ! Hourlijg'

5.2.2 Default Authentication

In each Service Zone, there are different types of authentication database (LOCAL, POP3, RADIUS, LDAP,
NTDOMAIN, ONDEMAND, and SIP) that are supported by the entire system. There are up to six
authentication options can be enabled, and one of them can be set as the Default Authentication - so that

users do not have to type in the postfix string while entering username during login.
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A postfix is used to inform the system which authentication option to be used for authenticating an account
(e.g. bob@BostonLdap or tim@TaipeiRadius) when multiple options are concurrently in use. One of
authentication option can be assigned as default. For authentication assigned as default, the postfix can be
omitted. For example, if "BostonLdap" is the postfix of the default option, Bob can login as "bob" without
having to type in "bob@BostonLdap”.

5.2.2 Login with postfix

Set a postfix that is easy to distinguish (e.g. Local) user login with which authentication server. The
acceptable characters are numbers (0~9), alphabets (a~z or A~Z), dash (-), underline (_) and dot (.) within a
maximum of 40 characters. All other characters are not allowed.

Beside the Default Authentication, all other authentication server users login to system, the username must
contain the postfix to identify the user is belong to which authentication server.
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5.2.2 Disable Authentication in Service Zone

To configure Authentication in Service Zone, go to: [System >> Service Zones

Authentication Settings

Authentication Required For

the Zone @ Enable © Disable
WISPr Configuration Configure
Auth Option Auth Database Postfix Default Enable

Server 1 LOCAL local °

Server 2 POP3 pop3

Authentication Options Server 3 RADIUS
Server 4 LDAP Idap

On-demand User ONDEMAND ondemand

P SIP N/A

»  Authentication Required For the Zone:  When it is disabled, users will not need to authenticate before
they get access to the network within this Service Zone.
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5.2.2 WISPr attributes in Service Zone

To configure WISPr attributes in Service Zone, go to: [System >> Service Zones >> WISPr Configuration |

If a RADIUS server has been configured, the WISPr attributes used during RADIUS authentication can be defined
here in this Service Zone.

WISPr Configuration

WISPr Smart Client @ Enabled Disabled

Enabled @ Disabled

Smart Client Black List

(Separate by comma)

WISPr Location ID

WISPr Location Name

IS0 Country Code {e.g. US)
E.164 Country Code (e.g. 1)
E.164 Area Code (e.g. 408)
Network (SSID/ZONE) (e.g. MYWIFI)
Hostpot Operator (e.g. MYISP)
Location (e.g. Lobby_of_Airport)

WISPr Billing Time 0 ~: 0 = [(HH:MM)

>

WISPr Smart Client: Select Enable if you wish to allow customers with a roaming account from a WISPr
agent (iPass, WiFi Skype, Boingo, and etc.) to access your internet. Make sure to Enable the HTTPS
Protected Login field under System >> General in order for roaming software on the client’s device to
work properly.

Smart Client Black List:  Fill in the WISPr agent names and enable to block users from that particular
WISPr roaming agent to access your internet. For example, if you fill in “ipassconnect” the iPass clients
will be denied roaming access in your network.

WISPr Location ID: These attributes, which enable wireless hotspot providers to customize their web
portals, are based on the client device location and are RADIUS vendor-specific attributes (VSAS).
WISPr Location Name: These attributes, which enable wireless hotspot providers to customize their web
portals, are based on the client device location and are RADIUS vendor-specific attributes (VSAS).
WISPr Billing Time: Set RADIUS account billing time.
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6 Local Area AP Management

ey

System

Main Menu = Access Points

33

Users

Network Utilities

Welcome to AP Management System

The AP Management System is a Web-interface
management system.lt is able to manage the
both local area and wide area APs:

Enter Local Area AP Management

Enter Wide Area AP Management

/

Status
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6.2 The Controller with Multiple Types of APs

Besides letting users being connected to the Controller via wired Ethernet cable, you can connect AP to the
Controller to extent the network access by wireless. The Controller can manager multiple type of AP, such as,
EAP100, EAP200, EAP300, EAP700, OWL400, OWL410, OWL500 and OWL510. Almost all the settings of these

Local Area APs can be configured from the Controller's WMI.

This is because apart from personal or home usage, most other environment typically needs more than one AP to
service a lot of clients; places like franchised hotspots, multiple offices, school campuses etc. where in many of
these environments it is required to cover both indoor and outdoor areas. Therefore, it is necessary to be able to

manage multiple types of APs (Indoor and Outdoor) at the same time.

View AP Overview, go to: |Access Points >>Enter Local Area AP Management >> O  verview .

In the Overview page, all of the supported AP type will be listed here.

Because the Controller can manage many different models of access points, the easiest way to configure a lot of
APs is by AP Template. You can configure one template for each AP model, and then apply this template to many

managed APs at once.

AP Type List

AP Type No. of AP OnlLine OffLine No. of Client
EAP100 0 0
EAPZ200 0 0 0 0
EAP300 0 0 0 0
EAP700 0 0 0 0
OwWL400 0 0 0 0
OwlL410 0 0 0 0
OWL500 0 0 0 0
OWL510 0 0 0 0
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6.3 Configure AP Template

Configure AP Template, go to: IAccess Points >> Enter Local Area AP Management >>  Templates |

Template are configuration profiles for AP models that can be copied to managed AP thereby avoiding the task of
having to configure each managed AP individually. There are three templates provided for each AP model. Select an

AP Type, and click Edit to proceed with its template configuration.

Template Selection
AP Type EAP100 =]

Template Name

Input the template Name and Remark for easy reference and memaorization. An easy way to configure a template is
to copy the configuration of an already configured AP to the template. Select the desired AP from Copy Setting’s
From list and click apply to copy the selected AP’s configuration to the template.

If copy is not desired, please select NONE then click the button of Configure to proceed with manual template

configuration.

Template Editing - EAP100
Name TEMPLATE1 " Configure |
Copy Settings From INone: =
Remark Template 1

»  Template Editing : This page allows the administrator to configure template name, template source, and
template remark.
& Name: The name shown for this particular template.
&  Copy Settings From : Select a pre-configured existing AP and click Apply to save its settings as
the template settings.

& Remark: The remark or additional information for this template profile.

¢ Template Configuration

To configure a template manually please click the Configure button.
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Subnet Mask

Default Gateway

NTP

SNMP

SYSLOG

Reset

General - EAP100: TEMPLATE1
255.255.0.0

192.168.1.254

Time Zone
(GMT+08:00)Taipei, Taiwan -

NTP Server 1: tick.stdtime.gov.tw

NTP Server 2; tock.stdtime.gow.tw
Disabled -

Disabled -

General: In this section, revise the Subnet Mask and Default Gateway here if desired. Configure the NTP

Servers and Time Zone . In addition, administrator can enable SYSLOG server to receive the log from AP

and enable SNMP read/write ability.

SSID Broadcast
Band
Data Rate
Preamble
IAPP
Wireless Client Isolation
Transmit Power
Wireless QoS WMM
Fragment Threshold
RTS Threshold

Beacon Interval (ms)

Wireless:

Wireless - EAP100: TEMPLATE1

Enabled -

802.11b+802.11g ~

Auto -

Long Only -

Disabled ~

Disabled ~

Auto -

Enabled -

2346 (Default: 2346; Range: 256 ~ 2348)
2346 (Defsult: 2246 ; Range: 1 ~ 2346)

100 (Defzult: 100: Range: 100 ~ 500)

B SSID Broadcast: Select this option to enable the AP’s SSID to broadcast in your network. It is

suggested to disable SSID broadcast feature when you have an authentication disabled network

intended for private use.

B Band: Depending on the AP model template you are editing there are different modes to select,
802.114a, 802.11b, 802.11g, 802.11a+802.11n, 802.11b+802.11g and 802.11g+802.11n.
B Data Rate: The default is set to Auto . Available range is from 1 to 54Mbps. The rate of data

transmission should be set depending on the speed of the wireless network. Select from a range

of transmission speed or keep the default setting, Auto , to allow the Access Point to

automatically use the fastest rate possible.

B Preamble: The length of the CRC (Cyclic Redundancy Check) block for communication between

the Access Point and roaming wireless adapters. Select either Short Preamble or Long

Preamble.

B |APP: Inter Access-Point Protocol is designed for the enforcement of unique association
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throughout a ESS (Extended Service Set) and for secure exchange of station’s security context
between current access point (AP) and new AP during handoff period.

Wireless Client Isolation:  The default value is Disabled . When “Enabled” is selected, all the
wireless clients will be isolated each other.

Transmit Power: The default is Auto . Select from the range or keep the default setting, Auto, to
allow the Access Point to automatically adjust transmit power based on AP’s loading.

Wireless QoS WMM: Select Enabled will allow the packets with QoS WMM processed with
higher priority.

Fragment Threshold: Breaking a packet into smaller units when transmitting over a network
medium that cannot support the original size of the packet. Set the maximum packet size here,
packets larger than the configured threshold will be fragmented before transmission.

RTS Threshold: Request To Send. When a packet size has reached or exceeded the configured
threshold, the computer will need to send a request to send message to the AP. The computer
will wait for a CTS (Clear To Send) message before sending data.

Beacon Interval (ms): Enter a value between 20 and 1000 msec. The default value is 100
milliseconds. The entered time means how often the beacon signal is transmitted between the
access point and the wireless network.
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6.4 AP Discovery

Configure Discovery AP, go to: |Access Points >> Enter Local Area AP Management >>  Discovery |

After AP template configuration is complete, use this function to detect and scan for all of the APs connected under
the managed network. Note that in Local Area AP Management the Controller can only manage APs that are
connected to its LAN ports. Therefore, the AP discovery function is for adding locally connected APs to its
management list. The administrator must know the local IP addresses of the APs he/she wishes to discover. Or the
alternative is to reset the AP to default setting for discovery.

Discovery Settings

AP Type EAP100 ~
Interface Default -

@ Factory Default
IP Address: 192.168.1.1

Admin Settings Used to Login ID: admin

Discover )
Password: admin

Manual

Scan Mow

Background AP Discovery

Status Disabled Configure

Discovery Results

IP Address AP Name Template

AP Type Service Zone Add
MAC Address Password Channel

(Total: 0) First Prev Mext Last

e To discover AP:
» AP Type: Choose the type of AP you wish to discover.
» Interface: Select which interface to scan. For example if “Default” is selected, all of the APs connected
under default service zone matching the selected AP type will be scanned and listed.
»  Admin Settings Used to Discover:  Select “Factory Default” when the connected AP is under default
settings. Select “Manual” and fill in the IP address range if the connected APs’ IP address has been

modified.

Click the Scan Now button and the APs matching the configured criteria will de displayed in the Discovery Results

list below.
* Discovery Results: The newly discovered APs will be listed here. When the system’s Service Zone is set to

Tag-based mode, service zones also can be assigned here. After clicking Add, the current management page is

directed to AP List, where the newly added APs will show up in the AP List with a status of “configuring”. It may
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take a couple of minutes to see that the status of the newly added AP change from “configuring” to “online” or

“offline”.

YV V.V V V V VYV V V

Discovery Results
IP Address AP Name Template o
AP Type Service Zone Add
MAC Address Password Channel
192.168.1.1 NEWDEW-00001 TEMPLATEL ~
EAPTOO Default
00:A7:03:14:CA:02 admin Auto -
AP Type: The model type of the discovered APs.
IP Address: IP address of the specified AP.
MAC Address: MAC address of the specific AP.
AP Name: Mnemonic name of the specific AP, configurable.
Admin Password: Password required for this AP, configurable.
Template: Administrator can select a template profile which will be applied to the added AP.
Channel: The selected channel will be applied to the added AP.
Service Zone: The item is only available for selecting service zone when Tag-Based mode is selected.
Add: The administrator can click Add button to register the APs to the List for management.

Input the desired name and password for the AP. Select one template, preferred channel, check the Add

checkbox and then click Add button to add it under the managed list.

When the AP is added, it will show up in the list below and be given a new IP address (depending on which

Service Zone it belongs to e.g.: 172.30.10.1).

AP List
IP Address Status
AP Name MNo. of Client Service Zone
MAC Address Channel
192.168.10.1 Configuring
NEWDEV-00001 0 Default
00:A7:03:14:CA:02 MA
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5.2.2 AP Background Discovery

Configure AP Background Discovery, go to: |AP Management >> Enter Local Area AP Management >>

Discovery .

Background AP Discovery: Click Configure to enter Background AP Discovery interface and proceed with

related configuration.

Background AP Discovery

AP Type EAP100 ~

Interface Default ~

@ Factory Default
IP Address: 192.168.1.1

Admin Settings Used to Login ID: admin

Discover
Password: admin
2 Manual
©® Enable © Disable
Interval: 10 minutes ~
Auto Adding AP to The List: @ Enable ©' Disable
Status

Service Zone: [] Default
Template Applied: TEMPLATEL ~
Channel: 1 -

The configuration is the same as AP Discovery . When Background AP Discovery function is enabled, the

system will scan once every 10 minutes or according to the time set by the administrator. If any AP is discovered
and Auto Adding AP to The List is enabled, it will be assigned an available IP from the starting IP address set
in checked Service Zone profile and applied with the selected template. You can also set the channel of the AP

would use.

| The scanning process may take a long time if the IP range assigned to scan is too wide.
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6.5 Manually add AP

To add an AP Manually, go to: IAccess Points >> Enter Local Area AP Management >>  Adding |

The AP can also be added manually without being online. Input the related data of the AP and select a Template.
After clicking Add, the AP will be added to the managed list.

Adding An AP to the List

AP Type [EAP100 ¥
AP Name
Admin Password admin
IP Address
MAC Address
Remark
Service Zone [ Defaule
Csz7
Template Applied TEMPLATEL
Channel [1 v

» AP Type: The model type of the AP for adding to the List.

» AP Name: Mnemonic name of the specific AP.

»  Admin Password: Password required for this AP.

» IP Address: IP address of the specified AP.

»  MAC Address: MAC address of the specific AP.

» Remark: Some extra information to be filled in for this AP if desired.

»  Service Zone (Tag-Based only): This item is only shown when Tag-Based mode is selected in System
Configuration >> LAN Port Mapping. Select the name of Service Zone such as Default, SZ7, etc.. And it is
only for Multi-VAP AP only.

»  Template Applied: The template which will be applied to the added AP.

»  Channel: The selected channel will be applied to the added AP.
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6.6 AP with Service Zone

Configure AP with Service Zone, go to: |System >> Service Zones |

° Service Zone Settings — Assigned IP Address range f  or AP Management

Assigned IP Address for AP Management
Start IP Address : |192.168.0.1

IP Range :
End IP Address : |192.168.0.190

Under port-based service zone, each service zone can designate an IP segment for IP address assignment to the
managed AP when the newly discovered AP is added into the service zone. Under tag-based service zone, only
default service zone will designate an IP segment for IP address assignment to the managed AP when the newly

discovered AP is added into the selected service zones.

° Service Zone Settings — Managed AP in this Service  Zone

All managed APs that belong to this service zone are listed here for reference.

Managed AP(s) in this Service Zone

IP Address
AP Type AP Name Status
MAC Address

192.168.10.1 X
Online

{Enable)

iendble)

EAP7O0 EAP700
00:A7:03:14:CA:02

° Service Zone Settings — SSID for Service Zone

All managed APs that belong to this service zone will be set with the Service Zone’s SSID.

Wireless Settings

SSID SSIDO
Open System -
Authentication o
Security Enable 802.1X Authentication
Encryption None -
Status Disable ~
User Limit 32 *(Range: from 1 to 32)
1 Disable = 2 Disable =
Access Control 3 Disable = 4 Disable =
MAC Address |5 Disable = g Disable =
7 Disable = g Disable -
o] Disable = 10 Disable -

° Service Zone Settings — Access Control for Service Zone
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All managed APs (VAP) that belong to this service zone have same ACL table. When the status is Allowed ,
only these clients whose MAC addresses are listed in this list can be allowed to connect to the AP; on the other
hand, when the status is Denied, the clients whose MAC addresses are listed in the list will be denied to

connect to the AP. When Disabled is selected, any clients can connect to the AP. The default is Disabled .

Wireless Settings

SSID SSIDO
Open System A
Authentication
Security Enable 802.1X Authentication
Encryption None
Status Disable
User Limit 32 *(Range: from 1 to 32)
1 Disable + 2 Disable -
Access Control 3 Disable » 4 Disable -
MAC Address |5 Disable ~ g Disable -
7 Disable = g Disable -
9 Disable ~ 10 Disable -

o User Limit: Limit the number of users connected to an AP managed under this Service Zone. Not all

AP types support this option.
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6.7 AP Security

Configure AP Security, go to: |System >> Service Zones .

Wireless Setiings

S5ID 5z0
[open system v|
Authentication E T g
Security [[Enable 802.1% Authentication
Encryption [None ]

»  Security: For each service zone, administrators can set up the wireless security profile, including

Authentication and Encryption .
»  Authentication: Including Open System , Share Key , WPA, WPA2 or WPA/WPA2 Mixed .
»  Encryption:

WEP: When Authentication is Open System or Share Key , WEP will be enabled.

WPA: When Authentication is WPA, WPA-PSK or WPA-RADIUS will be the options of WPA. For
WPA-PSK, it also can select Passphrase or HEX.

WPA2: When Authentication is WPA, WPA-PSK or WPA-RADIUS will be the options of WPA. For
WPA-PSK, it also can select Passphrase or HEX.

WPA/WPA2 Mixed: When Authentication is WPA, WPA-PSK or WPA-RADIUS will be the options
of WPA. For WPA-PSK, it also can select Passphrase or HEX.
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6.8 Change managed AP settings

Configure AP settings in AP List, go to: IAccess Points >> Enter Local Area AP Management >>  List |

All of the APs under the management of the Controller will be shown in the list. The AP can be edited by clicking the

hyperlink of AP Name and the AP status can be reviewed by clicking the hyperlink of Status .

APType EAP700 ~ | List | AP Name v | search |
AP List
IP Address Status
AP Name No. of Client Service Zone
MAC Address Channel
192.168.10.1 Configuring
EAP700-Tony 0 Default
00:A7:03:14:CA:02 4
192.1568.1.232 Offline
EAP700-1 0 Default
12:34:56:78:32:12 MA
192.168.10.32 Offline
EAPY00-2 0 Default
12:34:56:72:32:41 MA
Reboot || Enable | | Disable | | Delete || Apply Template (Total: 3)
* AP Name

Click AP Name and enter the interface about related settings. There are four kinds of settings, General
Settings , LAN Interface Setting and Wireless Interface Setting . Click the hyperlink to proceed with the
configuration of that category.

General Settings

AP Name EAP700-0
General
Firmware 1.10.01
LAN Interface Settings
IP Address 192.168.10.1
LAN
Gateway 192.168.1.254

Wireless Interface Settings

Channel Auto
Wireless LAN
Data Rate Auto
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» General Setting: Click the link to enter the General Setting interface. Firmware information also can be

observed here.

General Settings

Name EAP700-0
Admin Password [IITT]
Time Zone
(GMT+08:00)Taipei, Taiwan -
NTP NTP Server 1: tick.stdtime.gov.tw
NTP Server 2: tock.stdtime.gov.tw
SNMP Disabled ~
SYSLOG Disabled ~
Remark
Firmware 1.10.01

» LAN Setting: Click the link to enter the LAN Setting interface. Administrator can revise the AP’s LAN IP
settings including IP address , Subnet Mask and Default Gateway of AP.

LAN
IP Address 192.168.10.1
Subnet Mask 255.255.0.0
Default Gateway 192.168.1.254
Primary DNS 192.168.1.254

Secondary DNS

> Wireless LAN: Click the link to enter the Wireless interface.

Wireless
SSID Broadcast | Enabled v-_j
Channel | Auto V
Band [802.11b+802.110 ¥|
Data Rate jAuto V:E
Fragment Threshold 2546 I
(Defzult: 2346; Rangs: from 256 to 2346)
RTS Threshold 2546 =
[Default: 253465 Range: from 1 to 2346)
Beacon Interval (ms) 80 ]
(Default:100 ; Range: from 100 to 300)
Preamble :Long only N
Transmit Power :Highest v
Wireless QoS WMM |Enabled ¥
Wireless Client Isolation Disabled V
IAPP [Disabled V

Status
After clicking the hyperlink in the Status column, there are two areas of information shown: AP Status

Summary and AP Status Details .
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AP Status Summary includes AP Name, AP Type, LAN Interface MAC address , Wireless Interface MAC
address , Report Time , SSID, and Number of Associated Clients . AP Status Details include System Status ,
LAN Status , Wireless LAN Status , Associated Client Status and Local Log Status.

AP Status Summary
AP Name EAP700-0

AP Type EAP700

LAN Interface

MAC Address 00:A7:03:14:CA:D2

Wireless Interface

MAC Address 00:A7:03:14:CA:03

Report Time 2010-09-13 11:14:08

SsSID SSID0 (Service Zone: Default)

Number of

Associated Clients 0

AP Status Details
System

LAN Interface
Wireless Interface

Associated Clients

Local Log Status
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6.9 AP Operations from AP List

Configure AP List, go to: IAccess Points >> Enter Local Area AP Management >>  List.

5.2.2 Reboot, Enable, Disable and Delete the AP

Select any AP by checking the checkbox and then click the button below to Reboot, Enable, Disable, Delete,
Apply Template and Apply Service Zone (Tag-Based) the selected AP if desired.

APType EAP700 ~ | List | AP Name v | search |
AP List
IP Address Status
0 AP Name No. of Client Service Zone
MAC Address Channel
Online &
192.168.10.1 —
Enabled
E EAP700-0 0 Default (Enabled)
00:A7:03:14:CA:02 4
192.168.1.232 Offline
£ EAP700-1 0 Default
12:34:56:78:32:12 MNA
192.168.10.32 Offline
= EAP700-2 0 Default
12:34:56:72:32:41 MNA
Reboot H Enable H Disable ‘ I Delete H Apply Template (Total: 3)
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5.2.2 Apply Template

Select any AP by check the checkbox and then click Apply Template ; select one template to apply to the AP.

TEMPLATEL v |

Template: TEMPLATEL
Band g02.11b+802.11g
Subnet Mask 5255.255,254.0

Gateway 192.168.1.254

Mote: If the Band of the template cannot match current Channel,
the Channel will be changed to "auto.”
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5.2.2 Apply Service Zone (Tag-Based Only)

Select any AP by the check the checkbox and then click Apply Service Zone to select which Service Zones this AP
associates to. For example, if SZ3 and SZ5 are selected for this AP, then these two Service Zones will be available
under this AP. This AP will have two VAPs with two SSIDs according to two Service Zones for clients to associate. If
a user connected to one SSID (for example, SSID3) of this AP and wishing to access the Internet, then this user

must log into Service Zones (SZ3) first.

Service Zone
| [l r[}” Hame - S5ID | WLAN Encryption -
| [l | 0 | Default SSI00 Maone
| i SZ3 S8I03 Mone
| [l | 5 SZ5 S8I05 Mone

Check the checkbox to select the available Service Zones from the list. Click Apply to finish the settings.

f 1.  This function only support in Tag-Base mode.
2. Not all AP types support this feature, only Multi-VAP-AP can Apply Service Zone in Tag-Based mode.
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6.10 Firmware management and upgrade

Configure Firmware management, go to: IAccess Points >> Enter Local Area AP Management >>  Firmware |

Firmware Upload displays the current version of the AP’s firmware. New firmware can be uploaded here to update

the current firmware. To upload, click Browse to select the file and then click Upload .

Firmware Upload

File Name
List
File Name
AP Type Version Size Actions
Checksum
4ipnet_EAP700_1.10.02-EN-A_1.31- Download
1.3579.rom EAP700 1.10 3370503 -
07ad698ac6fect45dabacB6922ef7fle Delete

Configure Firmware upgrade, go to: |Access Points >> Enter Local Area AP Management >>  Upgrade |

AP Upgrade Select the APs which need to be upgraded and select the upgrade version of firmware, and click Apply

to upgrade firmware.

AP Type EAP700 ~

List
Name Type Version Last Upgraded Next Version
Time
EAPY00-0 EAP700 1.10.01 N/ A 1.10 -
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7 Wide Area AP Management

The Controller supports the planning and monitoring of Access Points deployed over complicated network structures
such as the internet. Integrated with Google Map API, Wide Area AP Management provides intuitive graphical tools

for mapping APs at various physical locations and keeping track of these devices.
Under Wide Area AP management, you can choose to simply monitor AP’s (OWL800 and EAP200) status via SNMP

or logically incorporate the APs (EAP200) into the Controllers managed network via tunnels. AP models supported

for Wide Area AP management include OWL800 and EAP200.

o %3 P € v 7

System Users Network Utilities Status

Main Menu = Access Points

Welcome to AP Management System

The AP Management System is a Web-interface
management system.lt is able to manage the
both local area and wide area APs:

Enter Local Area AP Management
Enter Wide Area AP Management
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7.2 AP Discovery

To discover connected APs, go to: IAccess Points >> Enter Wide Area AP Management >>D iscovery |

With the Discovery feature, administrator can scan for APs regardless of their physical location as long as their IP
address can be reached. After the discovery process, newly found AP’s will be listed under Device Results allowing

administrators to add it to the managed AP List .

Discovery AP
Device Type OWLB00 -
Start IP Address 10.0.2.233 *
. . End IP Address 10.0.2.250
Admin Settings Used to
Discover . -
Login ID admin *
Password admin *

Discover

»  Start/ End IP address: Administrator need to specify the IP address range for AP discovery, and the
specified IP address can be external or internal network IP addresses. This is useful when scanning for
multiple devices connected to the managed network. APs with an IP address that is not within the
specified range will not be listed after discovery.

»  Login ID/ Password: Fill in the Login ID and Password of the target AP’s management interface, this will

allow the administrator to remotely configure the AP’s SNMP community.
When the discovery process is complete, the APs found will be listed under Device Results table below. Here the

administrator can specify the individual APs Device Name and SNMP Community string. Click the Add button and
the discovered APs will be added into List .
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7.3 Manually add AP

To add an individual Access Points to the managed list, go to: IAccess Points >> Enter Wide Area AP

[Management >> Adding .|

Besides Discovery feature that can search and list multiple APs for adding to the management list, Adding page
allows administrator to directly add a single Access Point to the management list. Simply configure the devices IP

address, name and login credentials, set a SNMP community string and click the Add button.

Add an AP
Device Type owLsoo -
Device IP 10.0.5.123
Device Name OWLB00_Branchl
Login ID admin
Password admin
SNMP Community public
(Add |

Device Type: Currently, Wide Area AP management only supports OWL800 APs.

Device IP: The IP address of the OWL800 AP to add to the management list.

Device Name: The mnemonic name given to this AP decvice.

Login ID: The Device's management interface login name.

Password: The Device’'s management interface login password.

SNMP Communtiy: The SNMP community string for this AP device can be configured here.

YV V. V V V V
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7.4 EAP200 with Tunnel Management

When an EAP200 is discovered or added to the AP list, it can be logically deployed into the Controller's managed
network regardless of its physical location by tunnels.

Initially when an AP has been successfully added to the List, it's “Tunnel Status ” will show a red light indicating that
no tunnel is established and that this AP is only being monitored via SNMP.

If you wish to create a tunnel between this AP and the controller, click the “Edit” button to proceed with necessary

configurations.

AP List
Bl T N P Status T | Stat AP Admin Web AP Attribut
1= ame unne datus ripute
ve MAC # of Users Event Log -
192.168.2.134 Un-Sync = =
[] | EAP200 | Fake2 @ |Edit Edit

0

In the AP’s tunnel configuration page, check “Enable”, set a numerical authentications key (0 ~ 4294967295)

between controller and AP. Click Apply to create tunnel.

Pochih_EAP200: Tunnel Configuration

Status @ Enable ) Disable

Key 12345

Pochih_EAP200: VAP Status
Profile Name ESSID VLAN ID Mapped Service Zone
VAP-1 EAPZ00-1 MNone None -

A new window will automatically open and display the tunnel settings on the AP side which is passed from the
Controller. Click the “Reboot ” link to apply and activate the settings.
General ' Network Interface Y Management

Home = System = Management Services

*Some modifications have been saved and will take effect after REBOOT.

Management Services

GRE Tunnel : ") Disable @ Enable

Remote IP : 10.0.5.199

Key: 12345

e ) enlEAR

Once the AP has completed the reboot process, the tunnel will be in effect as shown in the APs “Status >>

Overview " page.
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@ LAN Interface » AP Status

Profile Security Online
MAC Address 00:1F:D4:00:75:EF Name BSSID ESSID Type Y Clients
IP Address 10.0.4.72 VAP-1  00:1F:D4:00:75:F1 EAP200-1 None 0

Subnet Mask 255.255.0.0

Gateway 10.0.1.1

° GRE Tunnel

Status Active (Last RTT: 0.001194 5.
Remote IP  10.0.5.199

Key 12345

AP’s tunnel settings can be checked at “System >> Management " page.

Trap : @ Disable (@ Enable
Server IP :
SystemLog | & pisable © Enable
SYSLOG Server IP @
Server Port :
SYSLOG Level : |Error
GRE Tunnel :

@) Disable @ Enable
Remote IP : 10.0.5.199

Key : 12345

On the Controller side, the AP’s Tunnel status will show green light indicating an active tunnel has been set up
between controller and AP.

AP List
[ Type Name s Status Tunnel Status AP Admin Web AP Attribute
P MAC # of Users Event Log -
10.0.4.72 Online - -
EAP200 | Pochih_EAP200 Edit Goto Edit
B - 00:1F:D4:00:75:EF o g

Now the administrator can click “Edit” and re-enter the Tunnel Status page to assign a Service Zone to this tunnel
managed AP. VAP status will display all the enabled VAP on the remote EAP200 with their respective ESSID and
VLAN ID. An enabled Service Zone has been applied to each VAP entry and users associated to ESSID of this VAP

will be governed by the applied service zone as if under the Controller’'s managed internal network.
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o demormumelcosfigwraton

Status @ Enable ©) Disable

Key 12345

Profile Name [ Essp VLAN ID Mapped Service Zone
VAP-1 AZ210-changel MNone Default -
VAP-2 AZ210-change2 1001 Default -
VAP-3 AZ210-change3 1002 Default -
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7.5 Map

To configure maps, go to: |Access Points >> Enter Wide Area AP Management >> M ap.l

The Map tab page is implemented with Google Map API version2 which allows administrators to view at a glance the

whereabouts of all of the AP’s under Wide Area AP Management. This feature is helpful when it comes to network

planning and management.
Once the administrator has added APs to the managed list, then these APs can be tagged or marked on the Google

Map API to show its’ geographical location, as shown below:

Goto Map  Taipei_Office = Goto AP OWLSB00 ~ | Show Coverage
g P e TN
A . 3 I = &
B¢y EiRITIE 3 o R4 4708 HrFz
4 2 i | u @ b
v /7 5T B nzmoeie .
sl o Ll b % B I
+ LEE ; LA R E h M #370% 3 -
+ %5 g % N
(@] - B ‘\-e\
— 4 L .
| § S
= 2 A1 JE Ny
5 1 = HEAW g Ty
e G BREEM meizgs B %
BT 3455 Y 6 9124308 H LT BT
: g 8 ot f a4
£ -\g ki
~ b= 0 i It v
EILHE531 REE=RI5EoF bk =
2 i Bl it 2 Emmn=g0iuss il &,
@., B,
= * o
o [ ¥ 1o £ |
2 88 = mmam=g RERR=A - O ‘ =
[ & B 48 - o F Bl 0o |
Al raie RREE=H H
BEIPE208% | - ZLL Ha = :
- g R R EcE4028 - 4t | . R o CiREs =
_ i RRe g 1 - Hf|| L e | )
aesies T [ﬁ | i) é ERRIH=E10683% B =R
oogle I 100 2R 1 i Haall- e s @200 gwaysieBs: | | o0
I Show Longitude and Latitude I I Save Modification | { List AP in this Map ‘ I List WDS in this Map I I Delete This Map ‘

The necessary steps required to configure your map with AP information are described in the subsequent sections.
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5.2.2 Register key from Google

Before configuring your maps, you will need to register the Controller’s IP address at Google Maps and get a key

from Google. Go to http://code.google.com/intl/en/apis/maps/documentation/javascript/v2/ or search for “Google

Map API", to enter the Google code page.

tony.chen@cipherium.com.tw | My favorites

Google code
Google Maps JavaScript API V2 (Deprecated) Home Docs FAQ  Aticles Blog Foum  Terms
What is the Google Maps Javascript API? How Do | Start?

Mote: The Google Maps Javascript AP| Version 2 has been officially deprecated as of May 19, 2010. The V2 AP will continue to work - Sign up for a Google Maps APl key.

as per our deprecation policy, but we encourage you to migrate your code to version 3 of the Maps Javascript API.

P

. Read the Maps AP| Developer's Guide.
The _Guog!e Maps API Iet_s you embed Qoag\e Maps in your own web pages wn_h JavaScript. The API provides a number of utilities for " Read the Maps AP| Reference.
manipulating maps (just like on the http-//maps google.com web page) and adding content to the map through a variety of senvices, aps AT Relerence.

allowing you to create robust maps applications on your website. Join the announcements group to receive
important updates._

= W

oy,

enter emnall

Qi sim i Bl Mo ADI Lo 20

Click on “Sign up for a Google Maps API key

1. Your relationship with Google.

1.1 Use of the Senice is Subject to these Terms. Your use of any of the Google Maps/Google Earth APls (referred to in this document as the
"Maps API(s)" or the "Service") is subject to the terms of a legal agreement between you and Google Inc., whose principal place of business is
at 1600 Amphitheatre Parkway, Mountain View, California 94043, United States ("Google”). This legal agreement is referred to as the "Terms".

| have read and agree with the terms and conditions (printable version)

| My web site URL: htp10.04.72 I— Controller's WAN IP address

Tip: Signing up a key for hito:/ourdomain. com is usually the best practice, as it will work for all subdomains and directories. See this FAQ for
more information.

Generate APT Eey

Click the terms and condition check box and fill in your controller’s WAN IP address.

Google will generate an API key for your controller.

Thank You for Signing Up for a Google Maps API Key!

Your key is:

HBOTAAMRE oMpRETPZUNaD e SpalITETONSKWOw i £7VE{W- (s [2Ri Vel TRTENE Vi i Sz o0y ] AcFkBewéi

[Mote: for more information on the APl key system. consult http://code.google.com/apis/maps/fag. html#keysystem.

How you use your key depends on what Maps APl product or service you use. Your key is valid for use within the entire family of Google Maps AP solutions. The
following examples show how to use your key within the Maps API product family.

JavaScript Maps APl Example

Within the JavaScript Maps AP, place the key within the script tag when you load the API:

A Hote: you will need to replace the sensor parameter helow with either an explicit true or false valus.
<soript sro="hitp:/fwaps google comfmaps?Eile=apidanp ;v=28anp ;sensor=¢rue or fzlsetanp;key=AB0TAAAAKE _nbpRETPZIaTly 5pa TTBTONSHwDwi 1 7VE W -OmsT=R1 VeN7ETEWF Yo

< [ m G

See Loading the Maps APl in the JavaScript Maps AP| documentation for mare information.
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5.2.2 Create a Map

Now, return to the Map tab page in Controller’'s WMI and Scroll down to the bottom of the page, click on the Add a

New Map button.

Distance Calculation

From : - To: -
Address : Address :
Result :
MAP Configuration
Map Name Taipei bridge *
Latitude 25.062554 *
Longitude 121.54477 *

Google Maps Registration Key.

ABQIAAAAKT_MMpRETPZUXaDr5paUTBTQNSXwowit7VEIW-QmsIzRIVCNT *

Zoom Level

14 - =

Map Type

Mormal  » =

An editing page will open for configuration, please fill in a Map Name for this map and its geographical location as

defined by Longitude and Latitude , remember to also fill in the Key issued by Google. Finally choose the Zoom

Level and Map Type and click the Save button.

Main Menu > Qutdoor Access Points > Map

Goto Map Ta\pei'briﬂge -
VAL [ e B =
"‘ TE‘G

(

Bl

Goto AP

L] ?\28 F'

~ | Show Coverage

2 * REAR=R —uchm g R
éi,a & ﬂ‘ﬁiﬁ E e o el %o mBE
] b g B g g ‘i in
m = T
=i e 2 REWm=a | EAREZS e mpaA - mamins
- . LS L= s
é& P Eﬁgﬁﬁ‘ﬁ & g magm & wilE iR JES
i B ¢ pEEs b
B eEE g EE;&'“% s i*%?& g gy TR
4 5 § B ]
is REmy g mom= 5 & o kW
wEi=E ' ; # |
w:i:n‘sv mo%ﬁgge% g‘?ﬁmm i = & L Ap———
BEENE _r\sm,«_ E )
E’iﬁ'b-.._ TSR — i M’!.ﬁﬂ ngway - ,F.E

| Show Longitude and Latitude l [ Save Modification ] [ List AP in this Map | | List WDS in this Map ] [ Delete This Map ]

The above screenshot is an example showing Taipei City with Map Name as Taipei Bridge, Zoom Level of 14 and

Normal Map Type.

5.2.2 Marking APs on your Map

If you have several APs deployed and listed in List under Wide Area AP Management, their geographical location
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can be marked on a particular map.

Firstly, go to the List tab page and click on the Edit button of the AP’s that you wish to mark in the map. In the AP

configuration page, set the coordinates (Latitude and Longitude ) of this AP and the radius of signal coverage.

Device : EAP200_Ext

Device Name EAP200_Ext *
SNMP Community public *modify snmp setting will reboot the AP
Latitude 25.062636 *-85 ~ 85
Longitude 121.544688 *#-180 ~ 180
Remark
Radius of Coverage 0 x3 meters

Name: IP Camera

Link 1 Description:  The security camaera connected to this AP
URL: http://10.3.24.234

Fill in the coordinates where you wish to mark this particular AP. Link 1 ~ Link 3 is for configuring a http link that will
show up in the dialogue box on the map for referencing additional information related to this AP, for instance the IP
address of a IP surveillance camera connected to this AP or the URL of the Venue Website where this AP is
deployed.

Thumbnail Image

e

Thumbnail

[EEE. | | Preview
Capacity: 100K

Administrator can upload customized thumbnail image shown in the map. After configuring all the necessary settings
and uploading your images, click Save button and return to AP List page.

Check the AP’s that you wish to mark in the map and click the “Add to Map " button, choose the name of the map on
which you wish to mark these APs and click OK button.

AP List

P Status AP Admin Web .

[ Type Name Tunnel Status AP Attribute
MAC # of Users Event Log M
10.0.4.72 Online
EAP200 | EAP200_Ext . Edit Goto Edit
- 00:1F:D4:00:75:EF o
’ Delete ’ Add to Map ” Backup Config H Restore Config ” Upgrade ]

4
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Ad-d to Mag Mcmlla _

Add AP{OWLBGG ) |nto a Map

Please Select a Map : !

The selected APs will show up as marker images on the map at the physical coordinates configured, as shown

below.

2 ..'

Goto Map  Taipei_Bridge - Goto AP EAP200_Ext ~ | Show Coverage

g '

B
W Emimaos
ol -3

| ) o] 9]
AT e o
BN | EERBom5EIE |

ﬁflﬁj(EI"‘jl:
P ashss

=L m mgmmmm

e T I

[ Show Longitude and Latitude ] [ Save Modification ] [ List AP in this Map ] [ List WDS in this Map ] [ Delete This Map ]

You can click on the AP icon to see the dialogue box for additional information or links that you have configured.
Click the more info link for information on AP status , Client List , WDS List and Links related to this AP.
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. " 1 w L _IPOR

Goto Map Taipei_Bridge « Goto AP EAP200_Ext - | Show Coverage

AP Name: EAP200_Ext

AP Status : Online
e #of Clients : 0
more info..

[ Edit H Goto H Delete from Map ]

ﬁﬂi:’t.’ﬁ‘“jt o [l
P ESREE | om0 okhdigasE ity

[. Show Longitude and Latitude ] [ Save Modification ] [ List AP in this Map ] [ List WDS in this Map ] [ Delete This Map ]

4

Goto Map  Taipei_Bridge « Goto AP EAP200_Ext + | Show Coverage
%_ﬁ [ | AP Detail Status =F
i AP Name: EAP200_Ext
,, ! AP Status :  Online
T/ #of Clients : 0
less info..
T S— o — it | Link |
2ean mes AP Statistic AP Status ClientList WDS List | Link |
—t -;' IP Camera - The security camaera connected fo this AP
Ew I:. 2 !i =
hatl2 ], :
I b
A, g =
oA
i
|
|
e
{ | a2 1
Lk }: .
Me_ ‘?:: HeERERE &2010 Kingw =0
[ Show Longitude and Latitude ] [ Save Modification ] ’ List AP in this Map ] [ List WDS in this Map ] ’ Delete This Map ]

AP status , Client List and WDS List information listed are collected from the remote AP via SNMP.
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5.2.2 Operations from Map page

Goto Map | Taipei bridge [*] Goto AP |OWL800_1[~]| [ Show Coverage |

»  Goto Map: When you have configured multiple map profiles, this function allows switching between
different maps.

»  Goto AP: This function is for administrator to select an AP on the list, and the map will shift to show the
selected AP in the center of the map.

»  Show Coverage: This button once pressed will display the signal coverage of all the APs on the map

according the coverage radius set in each AP’s profile under List tab page.

Show Longitude and Latitude || save Modification || ListAPinthisMap ||  List WDS in this Map

| Add a New Map | | Edit This Map | | Customize Image |

»  Show Longitude and Latitude:  This function when pressed will display in a pop up window the
longitude and latitude of the map’s current center point.

»  Save Modification: This function is for saving the changes made to the map and overwriting the maps
profile attributes. For instance if you have altered or panned the original map, clicking this button will save
the changes made.

»  List AP in this Map: Clicking this button will open a new page on your browser redirecting to the List tab
page for displaying a list of APs in the Map.

»  List WDS in this Map: Clicking this button will open a new page on your browser redirecting to the WDS

List tab page for displaying a list of WDS links in the Map.

Delete this Map: Delete the current map profile.

Add a New Map: Click to add a new map profile.

Edit this Map: Click to modify the current map’s attribute settings.

Customize Image: Administrator can upload desired images for each AP model that will be used as AP

markers on the MAP.
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7.6 AP Operations from AP List

To perform operations on managed OWL800 APs, go to: IAccess Points >> Enter Wide Area AP Management >>

After adding OWL800 APs to the managed List, the List page provides some operations for managing the listed

AP’s.
AP List
P Status AP Admin Web .
Type Name Tunnel Status AP Attribute
MAC # of Users Event Log v
10.0.4.72 Online —— —— ——
EAPZ00 EAPZ00_Ext . Edit Goto Edit
- 00:1F:D4:00:75:EF 1] ‘—/ ‘—/
10.3.2.123 Un-Sync ==
OWLB00 | OWLB00_annex 5 M/A Edit
| Delete | | Add to Map | | Backup Config | | Restore Config | | Upgrade |

Goto: The Controller cannot directly configure Wide Area AP’s settings remotely. However, the Goto
button is a convenient link for accessing the remote AP’s WMI.

Please note that the Goto button will only become active when the listed AP’s status is Online.

AP List
P Status AP Admin Web .
Type Name Tunnel Status AP Attribute
MAC # of Users Event Log v
10.0.4.72 online — 5 T OUERTE —
EAP200 EAP200_Ext @ |Edit VAP Overview Edit
00:1F:D4:00:75:EF o] WDS Link Overview
10.3.2.123 Un-Sync System Upgrade ——
OWL800 | OWLB00_annex N/A Reboot Edit
g WDS Link Status
Associated Clients
| Delete || Add to Map || Backup Config || Restore Config || Upgrade | Event Log

The drop down list on the column header is for specifying which WMI page to go to.

Edit (AP Attribute): Click this button to enter the AP’s attribute editing page where administrator can
specify the Device Name and SNMP community. If the AP is to be marked on a map, this page also
allows administrator to configure the geographical location, coverage, related links and customize marker
or icon images that will be displayed on the map.

Edit (Tunnel Status): Only applicable to EAP200 APs. Click this button to setup a secure tunnel between
the Controller and the listed EAP200. Once the tunnel has been established, the AP can be seen as
logically connected under the Controllers managed network and can be applied a Service Zone.

Delete: Remove the checked AP from the List.

Add to Map: Clicking this button will open a popup window. Administrator can Mark the selected APs on
the Map chosen from the drop down list. If no map profile has been configured, there will be no available
map to choose in the drop down list.

Backup Config: Clicking this button will open a popup window where administrator can backup the
chosen AP’s configuration settings into a .db file store in the Controller’'s memory. The Backup up files are
listed under Backup Config tab page for download or deletion.

Restore Config: Clicking this button will open a popup window where administrator can restore the
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chosen AP’s configuration settings using a .db file store locally in administrator PC or in the Controller’s
memory.

Upgrade: Clicking this button will open a popup window where administrator can upgrade the chosen
AP’s firmware using a firmware file store locally in administrator PC or in the Controller's memory (under

Firmware tab page).
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7.7 WDS List

To view the WDS link information established between APs in Wide Area AP Management, go to IAccess Points >>

[Enter Wide Area AP Management >> WDS List .|

WDS List

Peer AP | Band | Channel | Security TX Power Link Speed | SNR | TX Bytes TX Packets | STP | STATUS

The WDS link if established between APs listed in List will be listed here with related information such as the Band

and Channel of the link, Security settings if any and the Transmit Power, Byte, Packets etc.
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7.8 Backup Config

To view previously saved backup files for Wide Area APs, go to: IAccess Points >> Enter Wide Area AP

[Management >> Backup Config |

Backed up Config files can be used to restore an AP’s settings in List . When administrator backups an AP’s
configuration settings, all the backup files are listed at the Backup Config tab page and can be downloaded to a

local storage device or deleted from controller’s memory.

Backup Config

Device Type Version Size Backup Time File Name Action
Download
EAP200 1.50.00 35367 2010/12/15 11:32:44 EAP200_ext_20101211 Delet
elete
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7.9 Firmware management and upgrade

To upload or view the details of previously uploaded firmware for upgrading OWL800 APs, go to: IAccess Points

[>> Enter Wide Area AP Management >> Firmware |

The Controller can store OWL800'’s firmware in its’ built-in memory. Under the Firmware tab page administrator can
upload new OWL8O00 firmware to the Controller’s memory allowing for easy remote OWL800 upgrade and restore
operations from the AP List page. The OWLB800 firmware listed under this page can be downloaded or deleted from

controller memory if desired.

Firmware Upload
File Name il Upload
List
File Name
AP Type Version Size Actions
Checksum
dipnet_ OWL800_1.21.00- D load
EN-A_1.31-1.2271.2.6.rom OWLE00 11 3580237 ownload
d1866b0109122a6acb90c9203ebclal? Delete
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8 Policies and Access Control

8.2 Black List

Configure Black List, go to: [Users >> Black List .}

The administrator can add, delete, or edit the black list for user access control. Each black list can include up to 40
users. Users’ accounts that appear in the black list will be denied of network access. The administrator can use the

pull-down menu to select the desired black list.

Black List Settings

Select Black List 1:_E_I_I_ackl-i_s‘g1 v
Name [BlacklistL .-
User Remark
(Total:0) First Prev Next Last

e Select Black List: There are lists to select from for the desired black list.
* Name: Set the black list name and it will show on the pull-down menu above.

e Add User(s): Click the hyperlink to add users to the selected black list.

Adding User(s) to Blacklist2

No. Username Remark

1 eric hacker

After entering the usernames in the Username blanks and the related information in the Remark blank (not

required), click Apply to add the users.

If removing a user from the black list is desired, click the user’s Delete link or click the Del All button to remove

all users from the black list.

Black List Settings

Select Black List 2:Blacklist2 +
Name Blacklist2
User Remark
eric hacker Delete

After the Black List is setup completed. You can select the Black List in each Authentication Server to let it to

become effective.
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Name [server 1 =
Postfix |Ioca| |*
Black List
Authentication Database | LOCAL i [ configure |

Group Group 1 v
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8.3 MAC Address Control

Configure MAC Address Control, go to: [Users >> Additional Control >> MAC ACL |

MAC ACL: With this function, only the users with their MAC addresses in this list can login to WHG-505. There are
200 users maximum allowed in this MAC address list. User authentication is still required for these users. Click Edit
to enter the MAC Address Control list. Fill in these MAC addresses, select Enable, and then click Apply .

Access Control List
) Enable @ Disable
No. MAC Address No. MAC Address
1 I 2 1
— , —
5]
10

i | | |
[ ] [ ]
7 | 8 [
[ ] |
l | | |

It 12

13 ] 14 1]

15 I 1 16 [ ]
17 18
19 [ ] 20 [ ]

| & The format of the MAC address is: XX: XX XX XX:XX:XX 0F XX-XX-XX-XX-XX-XX.
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8.4 Policy

Configure Policy, go to: |[Users >> Policy |

WHG-505 supports multiple Policies, including one Global Policy and multiple individual Policy . Each Policy
consists of access control profiles that can be configured respectively and applied to a certain Group of users.
Global Policy is the system’s universal policy and applied to all clients, while other individual Policy can be selected
and defined to be applied to any Service Zone.

The clients belonging to a Service Zone will be bound by an applied Policy. In addition, a Policy can be applied at a
Group basis; a Group of users can be bound by a Policy. The same Group can be applied with different Policies
within different Service Zones.

When the type of authentication database is RADIUS, the Class-Group Mapping function will be available to allow
the administrator to assign a Group for a RADIUS class attribute; therefore, a Policy applied to this Group will be
mapped to a user Group of a RADIUS class attribute.

When the type of authentication database is LDAP, the Attribute-Group Mapping function will be available to allow
the administrator to assign a Group for LDAP attribute; therefore, a Policy applied to this Group will be mapped to a
user Group of a LDAP attribute.

When the type of database is Local , the Group selection function will be available to allow the administrator to
assign a Group to each user one by one.

When the type of database is On-demand , the Group selection function will be available in each Billing Plan to
allow the administrator to assign a Group to each Billing Plan; also it can assign a Group to each user one by one

when the On-demand user is creating.

Global Policy

Global is the system’s universal policy including Firewall Rules , Specific Routes Profile and Maximum
Concurrent Session which will be applied to all users unless the user has been regulated and applied with another

Policy.

Policy Configuration - Global Policy
Select Policy '_G-Io-bai -V.'

Firewall Profile
Specific Route Profile Setting

Maximum Concurrent Sessions ;.300 = (sessions per user)

* Select Policy: Select Global to set the Firewall Profile , Specific Route Profile and Maximum Concurrent
Session .

* Firewall Profile: Global policy and each policy have a firewall service list and a set of firewall profile which is
composed of firewall rules.

e Specific Route Profile: The default gateway of WAN1, WAN2, or a desired IP address can be defined in a
policy. When Specific Default Route is enabled, all clients applied this policy will access the Internet through this

gateway settings, including default gateway.
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¢ Maximum Concurrent Sessions:  Set the maximum concurrent sessions for each client.

Policy

Beside Global Policy , there have Policy , each Policy consists of access control profiles that can be configured
respectively and applied to a certain Group of users. The clients belonging to a Service Zone will also be bound by
an applied Policy. In addition, a Policy can be applied at a Group basis; a Group of users can be bound by a Policy.

The same Group can be applied with different Policies within different Service Zones.

Policy Configuration - Policy 1
Select Policy :P;::'Iiu:\_\_{ .1 v

Firewall Profile
Specific Route Profile
Schedule Profile Setting

Maximum Concurrent Sessions '_300 v (sessions per user)

* Select Policy: Select Policy to set the Firewall Profile , Specific Route Profile, Schedule Profile  and
Maximum Concurrent Sessions

* Firewall Profile: Each Policy has a firewall service list and a set of firewall profile consisting of firewall rules.

* Specific Route Profile: The default gateway of WAN1, WAN2, or a desired IP address can be defined in a
policy. When Specific Default Route is enabled, all clients applied this policy will access the Internet through this
gateway settings, include default gateway.

* Schedule Profile: The Schedule table in a 7X24 format is used to control the clients’ login time. When Schedule
is enabled, clients applied policies are only allowed to login the system at the time which is checked in the
applied policy.

* Maximum Concurrent Sessions:  Set the maximum concurrent sessions for each client.
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5.2.2 Firewall

Firewall Profile: Click Setting for Firewall Profile . The Firewall Configuration will appear. Click Predefined and

Custom Service Protocols to edit the protocol list. Click Firewall Rules to edit the rules.

Global Policy - Firewall Configuration

Predefined and Custom Service Protocols

Firewall Rules

8.4..1 Predefined Protocols

Predefined and Custom Service Protocols:  There are predefined service protocols available for firewall rules

editing.
Global Policy - Service Protocols List
No. Name Description
1 ALL ALL
2 ALL TCP TCP; Source Port: 0~65535, Destination Port: 0~65535
3 ALL UDP UDP; Source Port: 0~65535, Destination Port! 0~65535
4 ALL ICMP ICMP; Type: Any, Code: Any
i FTP TCP/UDP; Destination Port: 20,21
=] HTTP TCP/UDP; Destination Port: 80
7 HTTPS TCP/UDP; Destination Port: 443
8 POP3 TCP; Destination Port: 110
o] SMTP TCP; Destination Port: 25
10 DHCP UDP; Destination Port: 67;68

(Total: 27) FEirst Prev Mext Last

The administrator is able to add new custom service protocols by clicking Add, and delete the added protocols with

Select All and Delete operations.

| The Predefined Service Protocols can not be deleted.

Click Add to add a custom service protocol. The Protocol Type can be defined from a list of service by protocols
(TCP/UDP/ICMP/IP); and then define the Source Port (range) and Destination Port (range); click Apply to save

this protocol .

Add Service Protocol

Name L
Protocol Type [Tcp ]
Source Port 1| | 655355
Destination Port 1| ~ | 65538

If the Protocol Type is ICMP, it will need to define Type and Code.
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Add Service Protocol

Name
Protocol Type

Type

If the Protocol Type is IP, it will need to define Protocol Number .

[1cMP 1]

Code

Add Service Protocol

MName
Protocol Type

Protocol Number

8.4..2 Rules

After the custom protocol is defined or just use the Predefined Service Protocols , you will need to enable the

Firewall Rule to apply these protocols.

o Firewall Rules: Click the number of Filter Rule No. to edit individual rules and click Apply to save the

settings. The rule status will show on the list. Check “Active” checkbox and click Apply to enable that

rule.

This link leads to the Firewall Rules page. Rule No.1 has the highest priority; Rule No.2 has the second

priority and so on. Each firewall rule is defined by Source, Destination and Pass/Block action. Optionally,

a Firewall Rule Schedule can be set to specify when the firewall rule is enforced. It can be set to Always ,

Recurring or One Time.

Global Policy - Firewall Rules

MNo. Active Action Rule Name
L O Pass
& Bl Pass

Selecting the Filter Rule Number 1 as an example:
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Service Schedule
Destination
ANY
ALL Always
ANY
ANY
ALL Always
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Global Policy - Edit Filter Rule

Rule Number £
Rule Name
Source Destination
Interface/Zone AL V-_j Interface/Zone ALL ! v-_j
[Paddess ¥  [0.0.00 [Paddress ¥ [0.0.0.0 |
Subnet Mask 0.0.0.0 (/0) ™ Subnet Mask 0.0.0.0 (/0) v

MAC Address
Service Protocol ALL bl
Schedule @ Always O Recurring 0 One Time

Action for Matched Packets (O Block & Pass

Rule Number: This is the rule selected “1”. Rule No. 1 has the highest priority; rule No. 2 has the
second priority, and so on.

Rule Name: The rule name can be changed here.

Source/Destination — Interface/Zone:  There are choices of ALL, WAN1, WAN2, Default, and
the named Service Zones to be applied for the traffic interface.

Source/Destination — IP Address/Domain Name:  Enter the source and destination IP addresses.
Domain Host filtering is supported but Domain name filtering is not.

Source/Destination — Subnet Mask:  Select the source and destination subnet masks.

Source- MAC Address: The MAC Address of the source IP address. This is for specific MAC
address filter.

Service Protocol: There are defined protocols in the service protocols list  to be selected.
Schedule: When schedule is selected, clients assigned with this policy are applied the firewall rule
only within the time checked. There are three options, Always , Recurring and One Time.
Recurring is set with the hours within a week.

Action for Matched Packets: There are two options, Block and Pass. Block is to prevent

packets from passing and Pass is to permit packets passing.
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5.2.2 Routing

» Specific Route Profile: Click the button of Setting for Specific Route Profile , the Specific Route Profile

list will appear.

8.4..1 Specific Route

» Specific Route Profile: The Specific Route is use to control clients to access some specific IP segment by

the specified gateway.

Global Policy - Specific Routes

Destination Gateway
Route No.
IP Address Subnet Netmask IP Address
1 [255.255.255.255 (/32) *|
5 [255.255.255.255 (/32) ™.
3 [255.255.255.255 (/32) |
4 |255.255.255.255 (/32) ¥
5 _ |255.255.255.255 (/22) ¥|
6 255.255.255.255 (/32) ¥
7 | |255.255.255.255 (/32) ¥
8 [255.255.255.255 (/32) ]
) |255.255.255.255 (/32) |
10 |255.255.255.255 (/32) %

0o Destination / IP Address: The destination network address or IP address of the destination host.
Please note that, if applicable, the system will calculate and display the appropriate value based on the
combination of Network/IP Address and Subnet Mask that are just entered and applied.

o Destination / Subnet Netmask: The subnet mask of the destination network. Select
255.255.255.255(/32) if the destination is a single host.

o Gateway/IP Address: The IP address of the gateway or next router to the destination.

8.4..2 Default Gateway
» Default Gateway: The default gateway of WAN1, WAN2, or a desired IP address can be defined in each
Policy except Global Policy . When Specific Default Route is enabled, all clients applied with this Policy will

access the Internet through this default gateway.
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Policy 1 - Specific Default Route

Enable [] Default Gateway: |IP Address ~| |

Policy 1 - Specific Routes

Destination Gateway
Route No.
IP Address Subnet Netmask IP Address
. ] [255.255.255.255 (j32) ¥ 1
" i— [255.255.255.255 (/32) | [ ]
3 [ ] [255.255.255.255 (/32) v | |
4 [ ] [255.255.255.255 (/32) ¥ '
5 [ ] |255.255.255.255 (/32) %] [ ]
6 [ ] [255.255.255.255 (/32) | I 1
7 [ ] | 255.255.255.255 (/32) ¥ | |
g [ ] [255.255.255.255 (/32) | | |
g [ ] [255.255.255.255 (/32) | | |
10 ] |255.255.255.255 (/32) ¥ [ 1

o Enable: Check Enable box to activate this function or uncheck to inactivate it.
o Default Gateway: It may be WAN1 Default Gateway , WAN2 Default Gateway or to specific an IP

Address , if you select IP Address , you may need to fill the IP address of the gateway.
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5.2.2 Schedule

» Schedule Profile: Click Setting of Schedule Profile to enter the configuration page. Select Enable to show
the Permitted Login Hours list. This function is used to limit the time when clients can log in. Check the
desired time slots checkbox and click Apply to save the settings. These settings will become effective

immediately after clicking Apply .

(# Enable O Disable

Policy 1 - Permitted Login Hours

HOUR SUN MON TUE WED THU FRI SAT
00:00~00:59
01:00~01:59
02:00~02:59
03:00~03:59
04:00~04:59
05:00~05:59
06:00~06:59
07:00~07:59
08:00~08:59
Na MN-~Na:549 [ A [l [l [ A [l
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5.2.2 Sessions Limit

To prevent ill-behaved clients or malicious software from using up the system’s connection resources, the

administrator can restrict the number of concurrent sessions that a user can establish.

»  The maximum number of concurrent sessions (TCP and UDP) for each user can be specified in the Global
policy, which applies to authenticated users, users on a non-authenticated port, privileged users, and
clients in DMZ zones. Also this can be specified in the other policies to apply to the authenticated users.

»  When the number of a user’s sessions reaches the session limit (a choice of Unlimited, 10, 25, 50, 100,
200 and 300), the user will be implicitly suspended upon receipt of any new connection request. In this
case, a record will be logged to a Syslog server.

»  Since this basic protection mechanism may not be able to protect the system from all malicious DoS
attacks, it is strongly recommended to build some immune capabilities (such as IDS or IPS solutions) in

network deployment to maintain network operation.
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8.5 QoS Traffic Class and Bandwidth Control

Configure QoS, go to: |[Users >> Group |

» QoS Profile: Set parameters for traffic classification.

Group 1 - Traffic Configuration

Traffic Class Best Effort V
Group Total Downlink ;.Unlimited \f'
Individual Maximum Downlink Unllmlted V
Individual Request Downlink i_None V

Group Total Uplink [unlimite V

=l

Individual Maximum Uplink EUn!_imii_:f_;_d_

Individual Request Uplink None Y-g

o Traffic Class: A Traffic Class can be chosen for a Group of users. There are four traffic classes:
Voice, Video, Best-Effort and Background . Voice and Video traffic will be placed in the high priority
gueue. When Best-Effort or Background is selected, more bandwidth management options such as
Downlink and Uplink Bandwidth will appear.

0 Group Total Downlink: Defines the maximum bandwidth allowed to be shared by clients within this
Group.

o Individual Maximum Downlink:  Defines the maximum downlink bandwidth allowed for an individual
client belonging to this Group. The Individual Maximum Downlink cannot exceed the value of Group
Total Downlink.

o Individual Request Downlink:  Defines the guaranteed minimum downlink bandwidth allowed for an
individual client belonging to this Group. The Individual Request Downlink cannot exceed the value of
Group Total Downlink and Individual Maximum Downlink.

o0 Group Total Uplink: Defines the maximum uplink bandwidth allowed to be shared by clients within
this Group.

o Individual Maximum Uplink:  Defines the maximum uplink bandwidth allowed for an individual client
belonging to this Group. The Individual Maximum Uplink cannot exceed the value of Group Total
Uplink.

o Individual Request Uplink:  Defines the guaranteed minimum bandwidth allowed for an individual
client belonging to this Group. The Individual Request Uplink cannot exceed the value of Group Total

Uplink and Individual Maximum Uplink.
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9 Users’ Login and Logout

9.2 Before User Login

5.2.2 Login with SSL

Configure HTTPS, go to: |System >> General |

HTTPS (HTTP over SSL or HTTP Secure) is the use of Secure Socket Layer (SSL) or Transport Layer Security (TLS)
as a sublayer under regular HTTP application layering. HTTPS encrypts and decrypts user page requests as well as

the pages that are returned by the Web server.
This function will let the client’s login with https for more security. Enable to activate https (encryption) or disable to

activate http (non encryption) login page.

General Settings for the Entire System

System Name

Administrator Contact
Information

Internal Domain Name [J Use the name on the security certificate

{FQDN of this device for internal use, e.g. controller.office-name.com)
@ Enable O Disable
Portal URL e = ; 1
{http://www.google.com |*ea. httpif e example.com)
User Log Access IP Address | | (e.g. 182.168.2.1)

Management IP Address List Setup Management IP Address List

® Enable O Disable

SNMP o
Setup Snmp Management IP and Community List

[H'ITPS Protected Login # Enable O Disable ]
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5.2.2 Internal Domain Name with Certificate

Configure Internal Domain Name, go to: |System >> General |

Internal Domain Name is the domain name of the WHG-505 as seen on client machines connected under service
zone. It must conform to FQDN (Fully-Qualified Domain Name) standard. A user on client machine can use this
domain name to access WHG-505 instead of its IP address.

In addition, when “Use the name on the security certificate " option is checked, the system will use the CN

(Common Name) value of the uploaded SSL certificate as the domain name.

General Settings for the Entire System
System Name .

Administrator Contact
Information

| [ Use the name on the security certificate }

Internal Domain Name
{FQDM of this device for internal use, e.q. controller.office-name.com)

Configure Certificate, go to: IUsers >> Additional Configuration >> Certificate |

Certificate: A data record used for authenticating network entities such as a server or a client. A certificate contains
X.509 information pieces about its owner (called the subject) and the signing Certificate Authority (called the issuer),
plus the owner's public key and the signature made by the CA. Network entities verify these signatures using CA

certificates. You can apply for a SSL certificate at CAs such as VeriSign.

If you already have an SSL Certificate, please Click Browse to select the file and upload it. Click Apply to complete

the upload process.

Upload Certificate

Private Key

Customer Certificate

Certification Path Verification ) Enable @ Disable

[ Use Default Certificate |

Without a valid certificate, users may encounter the following problem in IE7 when they try to open the login page.
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> Certificate Error: Mavigation Blocked - Windows Internet Explorer

i) = [[Clhttpijjmmn. googl. com

N Yo

File Edit W%ew Favorites Tools  Help

ﬁ f{% ICertiﬁcate Error: MNavigation Blocked I I

‘@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.

&) Continue to this website (not recommended).

@ More information

Click “Continue to this website” to access the user login page.

To Use Default Certificate: Click Use Default Certificate to use the default certificate and key. Click restart to
validate the changes.

You just overwrote the setting with default KEY & default CA file.
You should restart the system to activate this, Click to restart.
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5.2.2 Administrator Contact Information

Configure Administrator Contact Information, go to: |System >> General |

Administrator Contact Information will appear in the user Login Fail window. When the user login fail with duplicate

IP address or MAC address, system will show this contact information to the user by the Login Fail window.

General Settings for the Entire System

System Name

Administrator Contact 1
Information |
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5.2.2 Walled Garden

Configure Walled Garden, go to: [Network >> Walled Garden |

This function provides certain free services for users to access the websites listed here before login and
authentication. Up to 40 addresses or domain names of the websites can be defined in this list. Users without the
network access right can still have a chance to experience the actual network service free of charge. Enter the
website IP Address or Domain Name in the list and click Apply to save the settings.

Walled Garden List

No. Domain Name/IP Address No. Domain Name/IP Address
1 2
3 4
. = = )
) 8
11 12
13 14
15 16
17 18
19 20
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5.2.2 Walled Garden AD List

Configure Walled Garden AD List, go to: [Network >> Walled Garden AD List .|

This function provides advertisement web pages for users to access free advertisement websites listed before login
and authentication. Advertisement hyperlinks are displayed on the user’s login page. Clients who click on it will be

redirected to the listed advertisement websites.

Walled Garden Ad List

URL Topic " .
Item e Edit Display
Description
' O
z o
: O
: O
5 O

e Edit: Click Edit to add a new item or make changes. Click Apply , the items will be added and shown in the list.

e Display: Choose Display to display advertisement hyperlinks on the login pages

Walled Garden Ad List Item 1

URL hitp:ihanww ykcafe.com
Topic Yk Cafe
Description Welcome to YK Cafe!

Walled Garden Ad List Item 2

URL hitp:/fwww.google.com
Topic Google
Description Mao. 1 Search Engine

Walled Garden Ad List ltem 3

URL hittp:/fwww.yahaoo.com
Topic Yahoo!
Description

4
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Walled Garden Ad List

URL Topic _ |
Item Edit Display |
Description

hitpiilykcafe.com Y Cafe 2
[

Welcome to YK Cafe!

hitp:/fwww.google.com Google
3 p g El. g

Mo.1 Search Engine

http:ifwww.yahoo.com Yahoo! -

User Login

Username: userD1 |

Password: |esssas |

[JRemember Me

@YK Cafe welcome vk Cafe!

@I Google wo. 1 Search Engine
il Yahoo!
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5.2.2 Mail Message

Configure Mail Message, go to: |System >> Service Zones

Group Permission for this Service Zone
Default Policy in this Service Zone Policy 1 % Edit System Policies
@ Enabled —
Email Message for Login Reminding S Edit Mail Message
) Disabled

When enabled, the system will automatically send an email to users if they attempt to send/receive their emails

using POP3 email program (for example, Microsoft Outlook) before they are authenticated. Click Edit Mail Message

to edit the message in HTML format.

POP3 Email Message Editing - Service Zone: S71

| <|DOCTYPE HTML PUBLIC "-//W2C//DTD HTML 4.0 Transitional//EN" > #|
[«HTML><HEAD>
| <META HTTP-EQUIV="Content-Type" CONTENT="text/html; charset=us-ascii"=
| </HEAD>
| «<BODY>
|«<DIV>

. | <DIV>

Em?r': E?:'Tms | «FONT face="Times New Roman” size=6>

| <STRONG=>Welcome! </STRONG >
| </FONT=
1= /DIV
1 =DIV=
| <FONT size=4><STRONG></STRONG>
| < /FOMNT >
|</DIV= &
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9.3 After User Login

5.2.2 Browse which Home Page after login success

To configure Portal URL, go to: |System >> General |

If enable this function, enter the URL of a Web server as the homepage. Once logged in successfully, users will be
directed to this homepage, such as http://www.google.com, regardless of the original homepage set in their

computers.

General Settings for the Enfire System

System Name

Administrator Contact
Information

| O Use the name on the security certificate

(FQDHM of this device for internal use, e.g. controller.office-name.com)

Internal Domain Mame

@ Enable O Disable

Portal URL 3 = % 7
http://www.google.com (&3 hitps/{wwa.axsmpls.com)

If disable this function, after users logged in successfully, users will be directed to the original homepage.
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5.2.2 Idle Timer

To configure Idle Timer, go to: |Users >> Additional Configuration |

If a user has idled with no network activities, the system will automatically kick out the user. The logout timer can be

set between 1~1440 minutes, and the default idle time is 10 minutes.

Additional Control

Idle Timeout (minutes) 10 £ 1-1440)

Idle Timeout Check Direction Cruplink @ Uplink & Downlink

User Session CDI’ItI’Dl DEnabIe futhentication eptions using On-demand and

RADIUS datzbases vill not support this functian

Multiple Login

Charge Traffic to/from Hosts in .
Walled Garden List Oenable @ pisable
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5.2.2 Multiple Login

To configure Multiple Login, go to: |Users >> Additional Configuration |

When enabled, a user can log in from different computers with the same account. (This function doesn’t support

On-demand users and RADIUS authentication.)

Additional Control

Idle Timeout (minutes) 10 *(1-1440)

Idle Timeout Check Direction O uplink @ uplink & Downlink

User Session Control

Multiple LDgin Enable Authentication options using On-demand and
RADIUS datzbzses vill not suppert this function.}
Charge Traffic to/from Hosts in )
Walled Garden List OEnable @nDisable

5.2.2 Local Users Change Password Privilege

Configure Local Users Change Password Privilege, go to: |Users >> Group |

»  Privilege Profile: Change Password

Group 1 - Privilege Configuration
Ondemand Account Privilege (& Enable ) Disable

Change Password Privilege @ Enable O Disable

o0 Change Password Privilege: When Change Password Privilege is enabled, the authenticated

local users within this Group are allowed to change their password via the Login Success Page.

| This function is only for Local User.
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5.2.2 Proxy Server

Configure Proxy Server, go to: |Netw0rk >> Proxy Server |

Basically, a proxy server can help clients access the network resources more quickly. This section presents basic

examples for configuring the proxy server settings of WHG-505.

® Using Internet Proxy Server

The first scenario is that a proxy server is placed outside the LAN environment or in the Internet. For example, the

following diagram shows that a proxy server of an ISP will be used.

G

Catoway

ADSL/ Cable Modem

Wt

Access Point

ISP Proxy Server

Notehnok

Follow the following steps to complete the proxy configuration:

Step 1.  Log into the system by using the admin account.
Step 2. Network >> Proxy Server >> External Proxy Servers page. Add the IP address (leaving it blank means
any IP address) and port number of the proxy servers into External Proxy Servers setting. Enable the

Built-in Proxy Server . Click Apply to save the settings.
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External Proxy Servers

No. IP Address

10 | | [ |

{Total: 40) First Prev Next Last

Redirect Outgoing Proxy Traffic to Built-in Proxy Server
Built-in Proxy Server () Disable

Step 3. Make sure that the proxy server settings match with at least one of the proxy server setting of the
system — for example, in this case, 203.125.142.1:3128 matches with blank:3128.

Local Area Network (LAN) Settings X

Aukomatic configuration

Aukomatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[] Automatically detect settings

|:| Use autamatic configuration script

Proxy server

Use a progy server for wour LAM (These settings will not apply to
dial-up or YPH connections).

Address: I:I Port: Advanced I

Bypass proxy server for local addresses

[ Ok l[ Cancel ]
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Proxy Settings gl

SErYers
B Type Prozxy address to use Part
NH
HTTP: |3:3_125_142.1 | g |3123 |
Secure: | | : | |
ETR: :
E | L |
Sioiks: | | 3 | |
[ Use the same proxy server For all protocols
Exceptions
& Donotuse proxy server for addresses beginning with:
N
|Jse semicalons ( ; ) ko separate entries,
oK, i [ Cancel

Caution:

1 ltis required that the proxy server setting of the clients match with the proxy server setting of the system.
Otherwise, users will not be able to get the Login page for authentication via browsers and it will show an error
page in the browser.

2 What the Built-in Proxy Server is enabled, all the outgoing proxy traffic will be automatically redirected to the

built-in proxy server.
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® Using Extranet Proxy Server
The second scenario is that a proxy server is placed in the Extranet (such as DMZ), which all users from the Intranet
or the Internet are able to access. For example, the following diagram shows that a proxy server of an organization

in the DMZ will be used.

% Desktop

R

X

¥ /7 /4

ore Switch <~ Firewall

(@) ()
é é L2 Switch
Access Point WAcc/ess Point
: §\§
\ )
NS
Notebook Notebook . NS .
Proxy Server Web Server Mail Server
DMZ

Caution: A special scenario is that a proxy server is placed in a zone like Intranet — where users can reach each
other without going through the system. In this case, whenever any one of users in the Intranet has been
authenticated and connects to the network via the proxy server, other users using the same proxy setting in their
browsers will be able to access the network without any authentication. Therefore, to stop the risk, it is strongly

recommended to put all proxy servers outside the Intranet.

Follow the following steps to complete the proxy configuration:

Step 1. Log in the system by using the admin account.

Step 2. Network >> Proxy Server >> External Proxy Servers page. Add the IP address and port number
of the Proxy server into External Proxy Servers setting. Click Apply to save the settings.

Step 3. Make sure that clients use the same proxy server settings. Please also configure appropriate
exceptions if there is any traffic which is not needed to go through proxy server — for example, there

is no need to use proxy server for the Default Gateway (172.30.1.254).
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Local Area Network (LAN) Settings X

Autormatic configuration

Autornatic configuration may override manual settings. Tao ensure the
use of manual settings, disable automatic configuration,

[ automatically detect settings

|:| |Jse automatic configuration script

Proxy server

IJse a proxy server for waur LAMN (These settings will not apply to
dial-up or ¥PN connections),

Address: I:l Part: aidvanced I

Bypass proxy server For local addresses

[ k. ] [ Cancel ]
Proxy Sethngs El
SErvers
&R Tvpe Proxy address to use Part
WE
(HTTP: |10.2.3.Zﬂ3 | g |6583 ”
Secure: | | : | |
S ]
L]

Soicks: |

[Juse the same proxy server For all prokocals

Exceptions

B (Donobuse proxy server for addresses beginning with:

(SH|

192.168.1.254; 1.1.1.1

Use semicolons ( ;) to separate entries,

oK i [ Cancel

Caution: It is required that the proxy server setting of the clients match with the proxy server setting of the system.

Otherwise, users will not be able to get the Login page for authentication via browsers and it will show an error
page in the browser.
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10Networking Features of a Gateway

10.2 DMZ

Configure DMZ, go to: [Network >> NAT>> DMZ (Demilitarized Zone) |

The system supports up to 80 sets of Internal IP address (LAN) to External IP address (WAN) mapping in the
Static Assignments. The External IP Address of the Automatic WAN IP Assignment is the IP address of External
Interface (WANL1) that will change dynamically if WAN1 Interface is Dynamic. When Automatic WAN IP
Assignments is enabled, the entered Internal IP Address of Automatic WAN IP Assignment will be bound with
WANL1 interface. Each Static Assignment could be bound with the chosen External Interface, WAN1 or WAN2.
There are 80 sets of static Internal IP Address and External IP Address available. Enter Internal and
External IP Addresses as a set. After the setup, accessing the WAN will be mapped to access the Internal IP

Address. These settings will become effective immediately after clicking the Apply button.

Automatic WAN IP Assignment

Enable External IP Address External Interface Internal IP Address Remark

il 10.2.3.65 WANT

Static Assignmenis

Mo. External IP Address External Interface Internal IP Address Remark
i : : ‘WAN1 |
> § ; [WaN ¥
3 | f [WaN v
4 | | [wan1 v
& ' : WANT ¥
& [wani ]
- _ | WANL %
4 : : [WaN1 ¥
> | | WaNT v
10 | | WaANL ¥
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10.3 Virtual Server

Configure Virtual Server, go to: [Network >> NAT >> Public Accessible Server |

This function allows the administrator to set 80 virtual servers at most, so that client devices outside the
managed network can access these servers within the managed network. Different virtual servers can be
configured for different sets of physical services, such as TCP and UDP services in general. Enter the “External
Service Port” , “Local Server IP Address” and “Local Server Port” . Select “TCP” or “UDP” for the service’s
type. In the Enable column, check the desired server to enable. These settings will become effective

immediately after clicking the Apply button.

Public Accessible Server

External Local Server
No. Service Port Local Server IP Address Port Type Enable Remark
i O Tep 0o
- : O UpP
2 | : f | —— O wep 0 [ i
- : : O upp '
3 g 0 - |
O upp - =
i O TCP O
O uDp
]
5 O TCP O
O upP
5 O Top O r T
O upp -
5 O TCP O . |
© upP - -
]
4 QO TCp 0O
& uDP
i}
g O Tep 0o
O upp
T | T i T 5 O TCP [ =
10 | [ _ [ |
: : : : : O upp N :
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10.4 Privilege List

Configure Privilege List, go to: [Network >> Privilege .|

Setup the Privilege IP Address List and Privilege MAC Address List . The clients in the list can access the

network without any login.

Privilege List
IP Address List

MAC Address List
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5.2.2 Privilege IP

Privilege IP Address List
If there are workstations inside the managed network that need to access the network without authentication,
enter the IP addresses of these workstations in the “Granted Access by IP Address” . The “Remark” field is

not necessary but is useful to keep track. WHG-505 allows 200 privilege IP addresses at most. These settings

will become effective immediately after clicking Apply .

Granted Access by IP Address

No. 1P Address Remark

10 —— ———

2 Permitting specific IP addresses to have network access rights without going through standard

authentication process under service zone may cause security problems.
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5.2.2 Privilege MAC

Privilege MAC Address List
In addition to the IP address, the MAC address of the workstations that need to access the network without
authentication can also be set in the “Granted Access by MAC Address” . WHG-505 allows 200 privilege MAC

addresses at most. When manually creating the list, enter the MAC address (the format is XX:XX:XX:XX:XX:XX) as

well as the remark (not necessary). These settings will become effective immediately after clicking Apply .

Granted Access by MAC Address

No. MAC Address Remark

1 [ ] ' !
2 ] |
3 [ | |
4 [ ] [
5 1 | |
6 [ | [ |
7 [ | | |
. [ | ] |
o [ ] A
10 ] ]

2 Permitting specific MAC addresses to have network access rights without going through standard

authentication process under service zone may cause security problems
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10.5 IP Plug and Play

Configure IP Plug and Play, go to: [Network >> Client Mobility |

WHG-505 supports IP PNP function. User can login and access network with any IP address setting.

Client Mobility

1P PNP ) Enable @& Disable

At the user end, a static IP address can be used to connect to the system. Regardless of what the IP address at the

user end is using, authentication can still be performed through WHG-505.
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10.6 Dynamic Domain Name Service

Configure Dynamic Domain Name Service, go to: |Network >> DDNS |

Before activating this function, you must have your Dynamic DNS hostname registered with a Dynamic DNS
provider. WHG-505 supports DNS function to alias the dynamic IP address for the WAN port to a static domain name,
allowing the administrator to easily access WHG-505's WAN. If the dynamic DHCP is activated at the WAN port, it
will update the IP address of the DNS server periodically. These settings will become effective immediately after

clicking Apply .

Dynamic DNS
DDNS (O Enable & bDisable
Provider  DynDNS.org(Dynamic) |
Host Name
Username/E-mail

Password/Key

* DDNS: Enable or disable this function.

* Provider: Selectthe DNS provider.

e Host name: The IP address/domain name of the WAN port.

¢ Username/E-mail: The register ID (username or e-mail) for the DNS provider.

e Password/Key: The register password for the DNS provider.

» Not To apply for free Dynamic DNS service, you may go to
ote:
http://www.dyndns.com/services/dns/dyndns/howto.html.
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10.7 Port and IP Redirect

Configure Port and IP Redirect, go to: INetwork >> NAT >> Port and IP Forwarding |

This function allows the administrator to set 80 sets of the IP addresses at most for redirection purpose. When
the user attempts to connect to a destination IP address listed here, the connection packet will be converted and
redirected to the corresponding destination. Please enter the “IP Address” and “Port” of Destination , and the
“IP Address” and “Port” of Translated to Destination . Select “TCP” or “UDP” for the service’s type. These

settings will become effective immediately after clicking Apply .

Port and IP Forwarding

Destination Translated to Destination
No. Type Remark
IP Address Port IP Address Port

O TCP
) UDP
O Top
O UDP
O 1P
) upp
O TCP
£ uDp
O TP
O UDP
O Tee
O upp

O TCP
) upp

Q TP
O upp
O TCP
O Upp
O TeP

10
O UDP
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11 System Management and Utilities

11.2 System Time

Configure System Time, go to: [System >> General .|

5.2.2 NTP

NTP (Network Time Protocol) communication protocol can be used to synchronize the system time with remote time
server. Please specify the local time zone and the IP address of at least one NTP server for adjusting the time

automatically (Universal Time is Greenwich Mean Time, GMT).

System Time : 2009/07/30 10:18:51

Time Zone !
| (GMT+08:00)Taipei v
& NTP

MTP Server 1t .'tock.usno.na'u'y.mil .. *fa.g. tock.uzno.navy.mil)
Time :

NTP Server 2: |ntpi.fau.de

MNTP Server 3: :clock.cuhk.edu.hk

NTP Server s :ntpsl.pads.ufrj.br

NTP Server 5. ntpl.cs.mu.0Z.AU |

) Manually set up
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5.2.2 Manual Settings

The time can also be manually configured by selecting Manually set up and then select the date and time in these
fields.

System Time : 2009/07/30 10:18:51
Time Zone |
[ (GMT+08:00)Taipei v

Time i N

Manually set up
V-?‘r'earg_-- v Month | -- V_EDay

[-- % |Hour — ¥ Minute - ¥|Second
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11.3 Management IP

Configure Management IP, go to: [System >> General .|

Only PCs within this IP range on the list are allowed to access the system's web management interface. For
example, 10.2.3.0/24 means that as long as an administrator is using a computer with the IP address range of
10.2.3.0/24, he or she can access the web management page. Another example is 10.0.0.3: if an administrator is
using a computer with the IP address of 10.0.0.3, he or she can access the web management page.

General Settings for the Entire System
System Name

Administrator Contact
Information

Intarnsl Doniain Name | [ Use the name on the security certificate

(FQDM of thizs device for internal use, e.3. controller.office-name.com)
@ Enable ) Disable
Portal URL 3 - -
:P_'!Lj:_p:_,_’;_y\f'_w_m_;_._gqqg_lg.;qm_ |*(e.a. hitpi//weam.example.com)

User Log Access IP Address | (2.g. 192.188.2.1)

[Management IP Address List Setup Management IP Address List ]

The default value is “0.0.0.0/0.0.0.0". It means that the WMI can be accessed by any IP address, for security

consideration; please change this value before the system provides service.

Management IP Address List

No. 1P Address/Segment No. IP Address/Segment

1 0.0.0.0/0.0.0.0 ] 2 '
3 4

5 6

7 8

9 10 j
11 i 12 ]
13 14 |
15 : 16 ]
17 ' ] 18 i
19 ' 20 I
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11.4 Access History IP

Configure Access History IP, go to: [System >> General .|

General Settings for the Entire System

System Name | |

Administrator Contact r |
Information

Internal Domain Name | 3 . | [] use the name on the security certificate

(FQDHN of thiz device for internzl use, e.g. controller.office-name.com)
® Enable (O Disable

I 1
thttp: //www.google.com [*{e.g. httpid/vem.exsmple.com)

[User Log Access IP Address (e-g. 192.168.2.1 ;.]

Portal URL

Specify an IP address of the administrator’s computer or a billing system to get billing history information of
WHG-505 with the predefined URLs. The file name format is “yyyy-mm-dd”. An example is provided as follows:

Traffic History : https://10.2.3.213/status/history/ 2005-02-17

-ahltps::-",.-’l 0.2.3.213/status /history/2005-02-17 - Microsoft Internet Explorer

Fle Edt Wew Favortes Todls Help B | r

) Back & ]

| )7 search Favorkes o Media £0 | - . [

hgdresslij :’G"' |'L“G»
#ate TYPE JUETTES 1P M Packets In Bytes In Packets Out Bytes Out -
2005-02-17 18:09:03 +0500 LOGIN aaabwl 300, tw 192,166 .30, 129 00:0C:F1:28:BF:D% 0 0 1] 0

On-demand History : https://10.2.3.213/status/ondemand_history/ 2005-02-17

-'ahltps:.-"_.r'iL‘:.Z..},;-_'J:3_.-'sldlus_.-"onu]e«l‘n-‘:l‘n.l_l'ﬂsmrr_.r.?_lmb-uz-l T - Microsoft Internet Explorer

Fie Edr WieW Favortes Took  Help ‘i
(D Back » )~ (€] [Z] al| lsesrch iFavorkes W Medis & | [ v i [Of

Address | hitps:f10.2.3 213 statusfondsmand _history(2005-02-17 Qe ks »|
#hate Swsten Name Type Name 1F WA Fackets In Bytes In Packets Out Bytes OutExplretime Vvalid
2005-02-17 16:44:19 +D800  Q4-WIA00-Casper-213 Create_0D_User N7ES 0.0,0.0 00:00:00:00:00-00 0 0 0 0
2005-02-17 16:44:57 +0800 Q4a-Wi3D0-Casper-213 0D_TUser_Login NTED 192, 168,30, 139 00:0C:F1:28:BF:D8 O LI} 0
2005-02-17 16:45:23 40800 QA-WER00-Casper-213 OD_User_Logont NTED 192,168 .30, 189 00:0C:F1:28:BF:D8 32 14489 30
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11.5 SNMP

Configure SNMP, go to: [System >> General .|

If this function is enabled, the SNMP Management IP and the Community can be assigned to access the SNMP

Configuration List  of the system.

General Settings for the Entire System

System Name | |

Administrator Contact | |
Information

| | [] Use the name on the security certificate

(FQDN of thiz device for internal use, e.g. controller.office-name.com)

® Enable O Disable

T 1
ihttp://www.google.com [*(=.a. http://vawa.exsmple.com)

User Log Access IP Address I:l (e.g. 192.168.2.1)

Management IP Address List Setup Management IP Address List

Internal Domain Name

Portal URL

[SNMP ®Enable O Disable o ]
Setup Snmp Management IP and Community List
‘snmp Configuration List ‘
Item Manager IP Address Community |
1 [192.168.1.54 | [public |
2 [192.168.1.214 | [public |
3 | | | |
4 | | | |
; | | | |
6 | | | |
7 | | | |
8 | | | |
: | | | ||
10 | | | |
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11.6 Three-Level Administration

WHG-505 supports three kinds of account interface. You can log in as admin, manager or operator . The default
usernames and passwords show as follows:
Admin: The administrator can access all configuration pages of WHG-505.
User Name: admin

Password: admin

English VJ

T ol
Username: | |

Passwaord: i i

ik P

D Logout 7?Help

Manager: The manager can only access the configuration pages under User Authentication to manage the
user accounts, but without the permission to change the settings of the profiles of Firewall, Specific Route and
Schedule.

User Name: manager

Password: manager

Username: |I'I'IEII'IEI§|EF |

Password: |uuu.| |
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) A~ =

Access Points Network Utilities Status

Authenitication ‘l Black Libt\ﬂraup\l Policy ‘JAdﬁ\Eiéﬂé\.Cc}rﬁtml \

Main Menu > Users

o

Sysiem

Users |

The internal or external account databases include Local, POP3, RADIUS, LDAP, NT Domain, |
On-demand and SIP. The administrator needs to activate and configure at least one of these|
authentication databases. Postfix is used for the system to identify which authentication
option will be used for the specific user account when multiple options are concurrently in|
use. One of the authentication options can be set as default, so that end users can chocsei
MOT to type the complete account name (id@postfix) when logaging in.

Authentication

8 sets of black list profiles can be defined. Each active authentication option may be!

Black List :
S configured with one of these 8 black list profiles.

16 sets of group profiles including QoS Configurations, Instant Account Privilege, Change|
Group Password Privilege, and Zone Permission Configuration & Policy Assignment can be defined |
for each group option to enforce the access management for different groups of users.
A policy can be selected to apply to a group of users within a zone. 24 sets of policy Druﬁ\esi
Policy including Firewall Profile, Specific Route Profile, Schedule Profile, and Session Limit|
Management can be defined.

Additional configurations are in this section. They are User Session Control, Built-in RADIUS |
Server Settings, Customization, Remaining Time Reminder, and MAC ACL. The administrator|
can control user session such as idle timeout in User Session Control. Three fuctions are |
Additional Control provided in Built-in RADIUS Server Settings such 35 session timeout. In Customization, the
administrator can wupload certificate to the system. Remaining Time Reminder provides
remaining time information to clients on the screen. The administrator can manage the|
access control to the system via clients' MAC address in the MAC ACL(Access Control List).

Operator: The operator can only access the configuration page of Create On-demand User to create new
on-demand user accounts and print out the on-demand user account receipts.
User Name: operator

Password: operator

Username: ||:||:|erat|:|r |

Password: |--o---.-| |

o &8 » @ P

=\ T
Authentication I Black List | Group j\ policy | Additional Certrol \
\ \ : \

Access Points MNetwork Utilities Status

Main Menu > Users > Authentication > On-demand User Server Configuration > Crests On-demand User
E On-demand Account Creaﬁ_:'_’mj
Plan Type Quota Price Status Function
i N/A NA NAA Disabled
2 Time 5 hr(s) 1 Enabled
3 N/A /A NAA Disabled
4 N/A N/A NiA Disabled
1 N/A /A MNfA Disabled
6 N/A NfA NAA Disabled
7 N/A N/A N/A Disabled
g8 MNfA N/ N/ Disabled
Q Time 6 hr(s) 28 min{s) £85.93 Enabled
i} N/A N/A NAA Disabled

» N To logout, simply click the Logout icon on the upper right corner of the interface to return to the login
ote:
screen.
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11.7 Change Password

Configure Change Password, go to: IUtiIities >> Password Change |

There are three levels of authorities: admin, manager or operator . The default usernames and passwords are as
follows:
Admin: The administrator can access all configuration pages of WHG-505.
User Name: admin
Password: admin
Manager: The manager can only access the configuration pages under User Authentication to manage the user
accounts, but without permission to change the settings of the profiles of Firewall, Specific Route and Schedule.
User Name: manager
Password: manager
Operator: The operator can only access the configuration page of Create On-demand User to create new
on-demand user accounts and print out the on-demand user account receipts.
User Name: operator
Password: operator
The administrator can change the passwords here. Please enter the current password and then enter the new

password twice to verify. Click Apply to activate this new password.

» Note:  Only login with admin can change password.

Admin Password

Original | |

New | .-I-=

Verify | |“

New |

Verify |

Verify | |

f If the administrator’s password is lost, the administrator’s password still can be changed through the text

mode management interface at the serial console port.
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11.8 Backup / Restore and Reset to Factory Default

Configure Backup / Restore and Reset to Factory Default, go to: IUtiIities >> Back & Restore |

This function is used to backup/restore the WHG-505 settings. Also, WHG-505 can be restored to the factory default

settings here.

Backup System Settings

—_—

Restore System Settings

File Name
—_—

Reset to the Factory Default

—_—

¢ Backup System Settings: Click Backup to create a .db database backup file and save it on disk.

File Download __ i x|

Do you want to oper or save this file?

%‘ Mame; 20050303, db
2 I Type: Daka Base File
From: 10.2.3.70

Opan Save | Cancel |

_!7 Always azk before opening this type of file

wihile files from the Intermet can be uzeful, some files can potentially
harm your computer. 1 pou do not trust the zource, do not open o
zave thiz file. What's the sk

* Restore System Settings: Click Browse to search for a .db database backup file created by WHG-505 and
click Restore to restore to the same settings at the time when the backup file was saved.
* Reset to Factory Default: Click Reset to load the factory default settings of WHG-505.
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11.9 Firmware Upgrade

Configure Firmware Upgrade, go to: IUtiIities >> System Upgrade |

The administrator can download the latest firmware from website and upgrade the system here. Click Browse to
search for the firmware file and click Apply for the firmware upgrade. It might take a few minutes before the upgrade

process completes and the system needs to be restarted afterwards to activate the new firmware.

System Firmware Upgrade

Current Version 1.10.00

File Name |—

1. Firmware upgrade may cause the loss of some data. Please refer to the release notes for the limitation

f before upgrading.
2. Please restart the system after upgrading the firmware. Do not power on/off the system during the

upgrade or restart process. It may damage the system and cause malfunction.
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11.10 Restart

Configure Restart, go to: [Utilites >> Restart .|

This function allows the administrator to safely restart WHG-505, and the process might take approximately three
minutes. Click YES to restart WHG-505; click NO to go back to the previous screen. If the power needs to be turned
off, it is highly recommended to restart WHG-505 first and then turn off the power after completing the restart

process.

Do you want to RESTART the system?

YES I ‘NO

f The connection of all online users of the system will be disconnected when system is in the process of

restarting.
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11.11 Network Utility

To configure Network Utility, go to: [Utilities >> Network Utilities ]

The system provides some network utilities to help administrators manage the network easily.

Wake-on-LAN
Ping

Trace Route

IPv4
ARPing
ARP Table
Ping6
Trace Route 6
IPv6

Meighbor Discovery

Meighbor Cache

Sniff

Status

Result

MNetwork Utilities

| ltzp/Domain Name)

| l(1P/Domain Name)

| [itp/Domain Name) Interface | WAN1 | [(aRPing

| lzP/Domain Name

| lt1P/Domain Name)

| 1p/Domain Name) Interface | WANI | [ Discovery
Interface Packet (1-10003  [JLink Layer [ Hex
Expression |port 138 |

Click here to download the sniff data Download

Done

reading from file -, link-type EN10MB (Ethernet)

11:458:29.075322 IP 10.0.5.121.35231 = 255.255.255.255.138: NBT UDP PACKET(128)
11:49:12,929901 IP 10.0.5.56.138 = 10.0.255.255.138: NBT UDP PACKET(138)
11:49:49,053997 IP 10.0.5.105.138 = 10.0.255.255.138: NBT UDP PACKET(138)
11:50:32.091032 IP 10.0.5.65.138 = 10.0.255.255.138: NBT UDP PACKET(138)
11:50:39.091074 IP 10.0.5.65.138 > 10.0.255.255.138: NBT UDP PACKET(138)
tepdump: pcap_loop: error reading dump file: Interrupted system call

tcpdump: listening on wanl, link-type EN10MB (Ethernet), capture size 65535 bytes
5 packets captured

10 packets received by filter

0 packets dropped by kernel
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Item Description

Wake-on-LAN It allows the system to remotely boot up a power-down computer with Wake-On-LAN feature
enabled in its BIOS and it is connect to any service zone. Enter the MAC Address of the
desired device and click Wake Up button to execute this function.

IPv4 Ping: It allows administrator to detect a device using IP address or Host domain name

to see if it is alive or not.

Trace Route: It allows administrator to find out the real path of packets from the
gateway to a destination using IP address or Host domain name.

ARPing: Allows the administrator to send ARP request for a specific IP address or
domain name.

ARP Table: It allows administrator to view the IP-to-Physical address translation tables
used by address resolution protocol (ARP).

IPv6 Ping: It allows administrator to detect a device using IPv6 address or Host domain

name to see if it is alive or not.

Trace Route 6: It allows administrator to find out the real path of packets from the
gateway to a destination using IPv6 address or Host domain name.

Neighbor Discovery: The administrator can use this feature to learn about IPv6
Neighbor nodes that are on the same IP segment or domain name.

Neighbor Cache: a node manages the information about its neighbors in the Neighbor
Cache. This feature allows the administrator to view the information stored on system’s
neighbor cache.

Sniff With this feature the administrator can listen for packets from selected Interfaces. The
administrator can further filter the types of packets to capture by using tcpdump commands
under the Expression field.

Status When the administrator is executing any Network Utilities features, the status of the operation
is displayed here.

Result The operation result is displayed here.

172




11.12 Monitor IP Link

Configure Monitor IP Link, go to: [Network >> Monitor P |

WHG-505 will send out a packet periodically to monitor the connection status of the IP addresses on the list. On
each monitored item with a WEB server running, administrators may add a link for the easy access by entering the
IP, select the Protocol to http or https and then click Create . After clicking Create button, the IP address will become
a hyperlink, and administrators can easily access the host by clicking the hyperlink remotely. Click the Delete button

to remove the setting.

Monitor IP List ‘

16 [htp ¥ L 1 Create

|

7 [hip v L ] Create |
18 [hoo ¥ [ ] Create |
|

10 [ —

No. Protocol IP Address Hyperlink Remark
L E— | |
2 [ — | |
> [ M — | |
s — | |
s [ H — | |
o [ — | |
;) E— | |
o [h — | |
o [mm ] E— | |
0 [ — | |
n o W — | |
2 [ — | |
5 (W — | |
14 [ — | |
5 [ 9] — | |
|
|
|
|
|
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11.13 Console Interface

o propertes 2

Via this port to enter the console interface for the

- . Poit Setti
administrator to handle the problems and situations R l
occurred during operation.
1. In order to connect to the console port of WHG-505, a it |E|EIZIIZI _:j
console, modem cable and a terminal simulation
program, such as the Hyper Terminal are needed. Lrata bits: iE _vj
2. If a Hyper Terminal is used, please set the parameters
as 9600, 8, None, 1, None. Bariy: [None =
Stop bits -
Flows cantral: INu:une _:!
Restore Dietaults |

[k I Cancel | Apply |

f The main console is a menu-driven text interface with dialog boxes. Please use arrow keys on the

keyboard to browse the menu and press the Enter key to make selection or confirm what you enter.

3. Once the console port of WHG-505 is connected properly, the console main screen will appear automatically. If
the screen does not appear in the terminal simulation program automatically, please try to press the arrow keys,
so that the terminal simulation program will send some messages to the system, where the welcome screen or
main menu should appear. If the welcome screen or main menu of the console still does not pop up, please
check the connection of the cables and the settings of the terminal simulation program.

Please select functions:
1 OOy Qo oy G o o Qoo g i
SAERYIUtilities for network debu-vln-

assword Change admin password
eset Reload factory default
estart Restart
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. Utilities for network debugging

The console interface provides several utilities to assist the Administrator to check the system conditions

and to debug any problems. The utilities are described as follows:

YV V VYV V

Please select utility:
qojgaaaaaaaaoaaaadoaaaaaaaaaaaaaaok

x

Trace routing path

Display interface settings

Display routing table

Display ARP table

Displav svstem up time

Check service status ¥

Set device into 'safe mode’ K

Sunchronize clock with NTP server X

Print the kernel ring buffer X
¥
X

X KX
X X X X X X

"
"
A
H

Main menu

X X X X

Mo Qoo Qoo Qoo QO Qo QO O Qo o Qo Qg O QO Qo Qa o Qg o qao Qo Qo oo Qoo g o J

Ping host (IP): By sending ICMP echo request to a specified host and wait for the response to test
the network status.

Trace routing path: Trace and inquire the routing path to a specific target.

Display interface settings: It displays the information of each network interface setting including the
MAC address, IP address, and Netmask.

Display the routing table: The internal routing table of the system is displayed, which may help to
confirm the Static Route settings.

Display ARP table: The internal ARP table of the system is displayed.

Display system up time: The system live time (time for system being turn on) is displayed.
Check service status: Check and display the status of the system.

Set device into “safe mode”: If the administrator is unable to use Web Management Interface via
browser for the system failed inexplicitly. The administrator can choose this utility and set it into safe
mode, which enables him to manage this device with browser again.

Synchronize clock with NTP server: Immediately synchronize the clock through the NTP protocol
and the specified network time server. Since this interface does not support manual setup for its
internal clock, therefore we must reset the internal clock through the NTP.

Print the kernel ring buffer: It is used to examine or control the kernel ring buffer. The program helps
users to print out their boot-up messages instead of copying the messages by hand.

Main menu: Go back to the main menu.

. Change admin password

Besides supporting the use of console management interface through the connection of null modem, the

system also supports the SSH online connection for the setup. When using a null modem to connect to

the system console, we do not need to enter administrator’s password to enter the console management

interface. But connecting the system by SSH, we have to enter the username and password.

The username is “admin” and the default password is also “admin”, which is the same as for the web

management interface. Password can also be changed here. If administrators forget the password and
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are unable to log in the management interface from the web or the remote end of the SSH, they can still
use the null modem to connect the console management interface and set the administrator’s password

again.

Although it does not require a username and password for the connection via the serial port, the same
& management interface can be accessed via SSH. Therefore, we recommend you to immediately change

the WHG-505 Admin username and password after logging in the system for the first time.

. Reload factory default

Choosing this option will reset the system configuration to the factory defaults.
d Restart WHG-505

Choosing this option will restart WHG-505.
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12System Status and Reports

12.2 View the status

This section includes System Status , Interface Status , Hardware , Routing Table , Online Users , Session List ,
User Logs , Logs, DHCP Lease, and Report & Notification to provide system status information and online user
status.

Status
System Display current settings of the system.
Interface Display the current settings of all network interfaces.
Hardware Display current CPU amd memaory usage.

List all Policy Route rules and Global Policy Route rules. The System Route rules are shown
Routing Table here as well. The Policy Route rule has higher priority than the Global Policy route rule. The
System Route rule has the lowest priority.

Display the information of the online users. Content of the information includes Username, IP
Online Users Address, MAC Address, Packet Count (In/Out), Byte Count (In/Out) and idle time.
Administratar can remove the online user via clicking the Logout button in each record.

Display the information of the current sessions of all clients; include login clients and

Session List o )
privilege clients.

Display detailed user access records on daily basis. History record of up to 3 days is keptin

u L
serLogs the system.
Logs Display system syslog messages.
DHCP Lease Display the information of DHCP Lease status.

The system can send various reports via up to 2 email accounts such as Monitor IP report,

Report & Notification A .
p Users log, and Session Log. The external SYSLOG server and FTP server are configured here.
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5.2.2 System Status

To view System Status, go to: [Status >> System ||

This section provides an overview of the system for the administrator.

System Setting Overview

Firmware Version
Build
System Name
Portal URL
SYSLOG server 1
SYSLOG server 2
Proxy Server
Warning of Internet Disconnection
WAN Failover
Load Balancing
SNMP

Retained Days

User Logs
Receiver E-mail Address(es)

NTP Server
System Time
Time

Idle Time Out
User Session Control
Multiple Login

Preferred DNS Server
DNS
Alternate DNS Server
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Disabled
Disabled
Disabled
Disabled
Enabled

3 days

N/A
M/A
N/A

tock.usno.navy.mil
2010/11/18 16:57:20 +0800
10 Min(s)
Disabled
1568.95.1.1

N/A



The description of the above-mentioned table is as follows:

Iltem

Description

Firmware Version

The present firmware version of WHG-505

Build

The current build number.

System Name

The system name. The default is WHG-505

Portal URL

The page the users are directed to after initial login success.

Syslog server- System Log

The IP address and port number of the external Syslog Server. N/A means
that it is not configured.

Syslog server- On-demand Users Log

The IP address and port number of the external Syslog Server. N/A means
that it is not configured.

Proxy Server

Enabled/disabled stands for that the system is currently using the proxy
server or not.

Warning of Internet Disconnection

Enabled/Disabled stands for the connection at WAN is normal or abnormal
(Internet  Connection Detection ) and all online wusers are
allowed/disallowed to log in the network.

WAN Failover

Enabled/Disabled stands for the function currently being used or not.

Load Balancing

Enabled/Disabled stands for the function currently being used or not.

SNMP

Enabled/disabled stands for the current status of the SNMP management
function.

User Logs

Retained Days

The maximum number of days for the system to retain the users’ information.

Receiver Email
Address (es)

The email address to which the traffic history or user’s traffic history
information will be sent.

NTP Server The network time server that the system is set to align.
System Time
Time The system time is shown as the local time.
Idle Time Out The min_utes allowed for the users to be inactive before their account expires
User Session Control automatlcqlly. - - -
Multiple Login Enabled/disabled stands for the current setting to allow/disallow multiple

logins form the same account.

DNS

Preferred DNS
Server

IP address of the preferred DNS Server.

Alternate DNS
Server

IP address of the alternate DNS Server.
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5.2.2 Interface Status

To view Interface Status, go to: [Status >> Interface |

This section provides an overview of the interface for the administrator including WAN1, WAN2, SZ Default, SZ1 ~
SZ8.

Network Interface
Select Interface VWAN1 -
Mode STATIC
MAC Address 00:90:0B:18:58:41
IP Address 10.0.4.72
WAN1
Subnet Mask 255.255.0.0
IPv6 Address
IPv6 Prefix
today 08/27/10
rx 2.09 NiB rx 967,01 MiB .
tx 3.53 NiB tx  148.91 MiB all time
= 5.62 MiB = 1.09 GiE .
1.34 kbit/s 105.81 kbit/s D e
, = 1.10 GiB
Aug " 10

' 7/10
rx 869.11 MiB since 08/27/1

tx  152.43 MiB
= 1.10 GiB
3.62 kbit/s

Brx @tx

Traffic summary

kbit s

10 11 12 13 14 15 16 17 18 19 20 21 22 23 00 01 02 03 04 05 @6 07 05 09

day rx tx total avg. rate Orx @tx
08/27/10 967.01 MiB | 148.91 MiB |  1.09 GiB | 105.81 kbit/s IEE=E
Traffic of the day 08/30/10 2.09 NiB 3.53 MiB 5.62 MiB 1.34 kbit/s
estimated 5 MiB | 7 MiB | 12 NiB |
manth ry | tx _ to_tael |avg. rate Brx @tx
Traffic of the Month Aug “10 969.11 MiB | 152.43 MiB 1.10 GiB | 3.62 kbit/s IIIInnuuE

estimated  1.00 GiB | 160 MiB  1.15 GiB

# day rx tx total avg. rate
Traffic of the top 10 1 08/27/10 967.01 MiB  148.91 MiB 1.09 GiB & 105.81 kbit/s TN
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The description of the above-mentioned table is as follows:

Iltem

Description

Select Interface

From the drop-down menu, administrators can select which interface status to

display.

Mode

Operating mode of this interface.

MAC Address

The MAC address of the WAN2 port.

IP Address

The IPv4 address of the WAN2 port.

WAN1 Subnet Mask

The Subnet Mask of the WAN2 port.

IPv6 Address The IPv6 address of the chosen interface
IPv6 Prefix The prefix of IPv6 address
] Displays daily, monthly and all time graphical summary of the TX and Rx rate
Traffic Summary o
for this interface.

Traffic of the day Displays traffic information of the day in a table.
Traffic of the month Displays traffic information of the in a table.
Traffic of the top 10 Shows the top 10 traffic of the day records.

Mode The operation mode of the default SZ.

Service Zone - |[MAC Address

The MAC address of the default SZ.

Default, SZ1~SZ8 |IP Address

The IP address of the default SZ.

Subnet Mask

The Subnet Mask of the default SZ.

Status

Enable/disable stands for status of the DHCP server in Default Service Zone

Service Zone WINS IP Address

The WINS server IP on DHCP server. N/A means that it is not configured.

The start IP address of the DHCP IP range.

DHCP Server

Start IP Address
(Default,
SZ1~SZ8) End IP address

The end IP address of the DHCP IP range.

Lease Time

Minutes of the lease time of the IP address.
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5.2.2 HW
To view Hardware Status, go to:

This tab page displays the system’s hardware usage information.

Hardware Information

CPU 0.00%

Memory 11.71%

Disk Usage 5.98%
| Refresh
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5.2.2 Routing Table

To view Routing Table, go to: [Status >> Routing Table >> IPv4/IPv6 Table |

All the Policy Route rules and Global Policy Route rules will be listed here. Also it will show the System Route
rules specified by each interface.

Policy 1
Destination Subnet Mask Gateway Interface
Policy 2
Destination Subnet Mask Gateway Interface
Policy 3
Destination Subnet Mask Gateway Interface
L[]
[ J
L[]
Global Policy
Destination Subnet Mask Gateway Interface
Interface
Destination Subnet Mask Gateway Interface
192.158.1.0 255.255.255.0 0.0.0.0 Default
192.168.11.0 255.255.255.0 0.0.0.0 571
10.0.0.0 255.255.0.0 0.0.0.0 WAN1
System
Destination Subnet Mask Gateway Interface
0.0.0.0 0.0.0.0 10.0.1.1 WAN1
IPv4 Routing Table
System
Destination Prefix Gateway Interface

IPv6 Routing Table

. Policy 1~40: Shows the information of the individual Policy from 1 to 24.
. Global Policy: Shows the information of the Global Policy.
. System: Shows the information of the system administration.
» Destination: The destination IP address of the device.
» Subnet Mask: The Subnet Mask IP address of the port.
» Gateway: The Gateway IP address of the port.
» Interface: The choice of interface network, including WAN1, WAN2, Default, or the named Service

Zones to be applied for the traffic interface.
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5.2.2 Online Users

To view Online Users, go to: |Status >> Online Users |

In this page, all online users’ information is displayed. Administrators can force out a specific online user by clicking

the hyperlink of Kick Out and check the user access AP status by clicking the hyperlink of the AP name for Access

From. Click Refresh is to update the current users list or you can select the time interval for automatic refresh from

the drop-down box in the lower right corner of this page.

Online Users List
Auth. Online

Username MAC Address Pkts In/Out SZ / VLAN Method (Sec.) .
Mo. Kick Out
IP Address IPv6 Address Bytes In/Out Group / Policy D:;:E;se (g;s_)
(Total:0) First Prev Mext Last

Item Description

Username The user account name.

IP Address The IP address of this user.

MAC Address The MAC address of this user.

Pkts In / Out Number of packets received / sent by this user.

Bytes In / Out Number of Bytes received / sent by this user.

SZ | VLAN Service Zone and VLAN which this user is associated to.

Group / Policy

The Group and Policy this user is applied to.

Auth. Method

The authentication method used by this user.

Auth. Database

The database used to authenticate this user.

Online (Sec.) The number of seconds since user successfully login.

Idle (Sec.) The time period of which the user showed no network activity.
Access From The name of the managed AP which the user is connected to.
Kick Out Administrators can forcefully logout a user here.
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5.2.2 Non-Login Users

To view Non-Login Users, go to: [Status >> Non-Login Users

This page shows users that have acquired an IP address from the system’s DHCP server but have not yet been
authenticated. This feature is designed for administrators to keep track of systems resources from being exhausted.
The list shows the client's MAC Address, IP Address and associated VLAN ID, Service Zone as well as

Associated AP if the client uses wireless connection.

Non-Login Users List

MAC Address IP Address VLAN ID Service Zone
00:11:22:33:55:FF fPva 1oz 108-1.1 0 Default
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5.2.2 Session List

To view Session List, go to: [Status >> Session List

This page allows the administrator to inspect sessions currently established between a client and the system. Each
result displays the IP and Port values of the Source and Destination. You may define the filter conditions and display

only the results you desire.

Filter
Protocol Source IP Port Destination IP Port
Al w
e by
Display Mode: | ALL e
(Total 21) First Prev Next Last Goto Page|l ¥ Row per Page: |20 ¥
Session List
No Protocol Source IP Port Destination IP Port State Timeout
1 tep 10.29.3.137 2657 10.0.5.233 80 TIME_WAIT 67
2 tcp 10.29.3.137 2658 10.0.5.232 g0 TIME_WAIT 68
3 tcp 10.29.3.137 2653 10.0.5.233 80 TIME_WAIT 36
4 tcp 10.29.3.137 2647 10.0.5.233 80 SYN_RECWY 21
5 tcp 10.29.3.137 2652 10.0.5.233 80 TIME_WAIT 36
5] tcp 10.29.3.137 2659 10.0.5.233 80 TIME_WAIT 68
7 tcp 10.29.3.137 2661 10.0.5.233 g0 TIME_WAIT 68
g tcp 10.29.3.137 2663 10.0.5.233 80 TIME_WAIT 68
9 tep 10.29.3.137 2654 10.0.5.233 80 TIME_WAIT 36
10 udp 10.0.5.196 137 10.0.255.255 137 UMREPLIED 10
11 tcp 10.29.3.137 2651 10.0.5.233 80 TIME_WAIT 36
12 tep 10.29.3.137 2648 10.0.5.233 80 TIME_WAIT 36
13 tcp 10.29.3.137 2656 10.0.5.232 g0 SYN_RECVY 50
14 udp 10.0.5.233 32773 168.95.1.1 53 ASSURED 127
15 tcp 10.29.3.137 2662 10.0.5.233 g0 TIME_WAIT 68
16 tcp 10.29.3.137 26560 10.0.5.233 80 TIME_WAIT 68
17 tep 10.29.3.137 2664 10.0.5.233 80 ESTABLISHED 7199
18 tcp 10.29.3.137 2655 10.0.5.232 g0 TIME_WAIT 64
19 tcp 10.29.3.137 2650 10.0.5.233 80 TIME_WAIT 36
20 tcp 10.29.3.137 2646 10.0.5.233 80 TIME_WAIT 36
(Total 21) First Prev Next Last Go to Page |1 ¥ Row per Page: |20 %

5.2.2 User Logs

To view traffic history, go to: [Status >> Users Log
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This page is used to check the traffic history of WHG-505. The history of each day will be saved separately in the
DRAM for at least 3 days (72 full hours). The system also keeps a cumulated record of the traffic data generated by
each user in the latest 2 calendar months.

Users Log
Date Size (Byte)
2010-06-07 70
2010-05-08 70
2010-05-035 70

On-demand Users Log

Date Size (Byte)
2010-05-07 125
2010-05-08 125
2010-05-03 125

Roaming Out User Log

Date Size (Byte)
2010-05-07 10a6
2010-05-08 106
2010-05-035 106

Roaming In User Log

Date Size (Byte)
2010-05-07 112
2010-05-05 112
2010-05-05 112

SIP Call Usage Log

Date Call Count
2010-05-07 0
2010-05-05 0
2010-05-05 a

Monthly Network Usage of Local User
Month No. of Entries Usage Data
2010-06 0 Download

Since the history is saved in the system for limited time frame, please manually copy and save the traffic
history information for backup purpose.

If the Receiver E-mail Address(es) has been entered under the Notification Configuration  page, the system will
automatically send out the history information to that specified email address.

¢ Users Log
All activities occur on the system within the nearest 72 hours are recorded; in date and time order. As shown in
the following figure, each line is a traffic history record consisting of 9 fields, Date, Type, Name, IP, MAC, Pkts

In, Bytes In, Pkts Out and Bytes Out of the user activities.
Users Log 2010-06-07
Date Type Name IP IPvE MAC Pkts In Bytes In Pkts Out Bytes Qut

* On-demand User Log
As shown in the following figure, each line is a on-demand user log record consisting of 13 fields, Date, System
Name, Type, Name, IP, MAC, Pkts In, Bytes In, Pkts Out, Bytes Out, 1st Login Expiration Time , Account

Valid Through and Remark, of user activities.
On-demand Users Log 2010-06-07
Date | System Name Type MName IP | IPvE MAC  Pkisin Bytesin Pkis Out | Bytes Out | activationtime 1st Login Expiration Time Account Valid Through

187




* Roaming Out User Log
As shown in the following figure, each line is a roaming out traffic history record consisting of 14 fields, Date,

Type, Name, NSID, NASIP, NASPort , UserMAC, SessionID , SessionTime , Bytes in , Bytes Out , Pkts In,

Pkts Out and Message, of user activities.
Roaming Out User Log 2010-06-07

Date Type MName NASID @ MNASIP | MNASPort UserMAC SessionlD SessionTime Bytesin | BytesQut | Pkisin | Pkis Out | Message

. Roaming In User Log
As shown in the following figure, each line is a roaming in traffic history record consisting of 15 fields, Date,
Type, Name, NSID, NASIP, NASPort, UserMAC, UserlP, SessionID , SessionTime , Bytes in , Bytes Out ,

Pkts In, Pkts Out and Message, of user activities.
Roaming In User Log 2010-06-07

Date Type | Name | NASID | NASIP | NASPort | UserMAC | UserlP = SessionlD SessionTime | BytesIn = Bytes Out  PkisIn Pkis Out | Message

. SIP Call Usage Log
The log provides the login and logout activities of SIP clients (device and soft clients) such as Start Time, Caller,

Callee and Duration (seconds)
SIP Call Usage Log
Start Time Caller Callee Duration (seconds)

188



5.2.2 Local User Monthly Network Usage

To view Local User Monthly Network Usage, go to: |Status >> User Logs>>Month |.

¢ Monthly Network Usage of Local User
The system keeps a cumulated record of the traffic data generated by each Local user in the latest 2 calendar
months. As shown in the following figure, each line in a monthly network usage of local user record consists of 6
fields, System Name , Connection Time Usage , Packets In, Bytes In, Packets Out and Bytes Out of user

activities.
Monthly Report 2007-11
Username Connection Time Usage PacketsIn  ByiesIn Packets Out Bytes Out
userl 8 mins 42 =ecs 195 26 9K 202 23K
user?s 1 min 43 =ecs 27K 23.1H 21 3K 12 1K
(Total: 2)
First Previous Next Last

o Username: Username of the local user account.
o Connection Time Usage: The total time used by the user.
o Pkts In/ Pkts Out: The total number of packets received and sent by the user.
0 Bytes In/ Bytes Out: The total number of bytes received and sent by the user.

»  Download Monthly Network Usage of Local User: Click on the Download button for outputting the
report manually to a local database.

Monthly Network Usage of Local User

Month No. of Entries Usage Data
2010-06 1

A warning message will then appear. Click Save to download the record into .txt format.
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5.2.2 Logs

To view Logs, please go to: Status >> Logs ||

This page displays the system’s local log information since system boot up. Administrators can examine the log
entries of various events. However, since all these information are stored on volatile memory, they will be lost during
a restart/reboot operation. Therefore if the log information needs to be documented, the administrator will need to

make back up manually.

Logs

Feb 1 14:07:53 -- MARK -- »
Feb 1 05:48:06 dnsmasg[3613]: using nameserver 168.95.1.1#53

Feb 1 05:48:06 dnsmasqg[3613]: overflow: 7 log entries lost

Feb 1 09:07:51 dnsmasg[3613]: started, version 2.40 cachesize 150

Feb 1 13:47:53 -- MARK --

Feb 10:27:53 -- MARK --

Feb 10:07:53 -- MARK --

Feb 109:47:53 -- MARK --

Feb 109:27:53 -- MARK --

Feb 1 01:07:56 init: Starting pid 5094, console /dev/console: 'framfs/bin/ser’
Feb 1 09:07:52 vnstatd[4830]: Monitoring: eth0 eth10 ethi11l

Feb 1 09:07:52 vnstatd[4830]: vnStat dasmon 1.9 started.

Feb 1 09:07:51 pptpd[3933]: MGR: Maximum of 10 connections available
Feb 109:07:51 pptpd[3933]: MGR: Manager process started

Feb 1 09:07:51 squid[389&]: Sguid Parent: child process 3898 started

Feb 1 09:07:51 sysloagd started: BusyBox v1.2.1

Jan 29 17:10:15 -- MARK --

Jan 29 16:50:15 -- MARK --

Jan 29 16:30:15 -- MARK -- b

Feb 1 13:27:53 - MARK -
Feb 1 13:07:53 -- MARK --
Feb 1 12:47:53 - MARK -
Feb 112:27:53 -- MARK --
Feb 1 12:07:53 -- MARK -
Feb 111:47:53 -- MARK --
Feb 111:27:33 -- MARK --
Feb 111:07:53 - MARK -
Feb 1 10:47:33 -- MARK --

1

1
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5.2.2 DHCP Lease

To view DHCP Lease, go to: [Status >> DHCP Lease |

System Y Interface Y HW Y Routing Table Y Online Users Y Non-Login Users Y Session List Y User Logs | Logs YDCHP Lease -mail & SYSLOG

The DHCP IP lease statistics can be viewed after clicking on [Show] Statistics List in this page.

e Statistics of offered list
Valid lease counts of the Last 10 Minutes, Hours and Days are shown here. The header 1 ~ 10 are unit
multiplier, for instance the number under column 2 indicates the lease count in the last 20 minutes/hours/days,

the number under column 3 indicated the lease count in the last 30 minutes/hours/days and so on.

e Statistics of expired list
IP leased to clients that have expired in the Last 10 Minutes, Hours and Days are shown here. The header 1 ~
10 are unit multiplier, for instance the number under column 2 indicates the expired count in the last 20
minutes/hours/days, the number under column 3 indicated the expired count in the last 30 minutes/hours/days

and so on.

Statistics of offered list

1 2 3 4 5 [+ 7 3 9 10

Last 10 Minutes 1 a 0 0 0 a 0 o] 0 a
Last 10 Hours 0 2 22 3 1 a 0 1 2 2

Last 10 Days 51 a 0] 0 0 a 0 o] 0 a

Statistics of expired list

1 2 3 4 5 [+ 7 ] 9 10

Last 10 Minutes 0 a 0 0 0 a 0 o] 0 a
Last 10 Hours 0 a 1 0 0 a 0 o] 2 1
Last 10 Days 10 a 0] 0 0 a 0 o] 0 a

| Refresh | Refresh | Disable »

e DHCP Lease List
Valid IP addresses issued from the DHCP Server and related information of the client using this IP address is

displayed here.
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Mzin Menu > Status > DHCP Leass

Statistics List

DHCP Lease Log

IP Address l MAC Address

Lease Expires

10.26.1.20 00:15:afi27:67:ac

iozesan | e
s  ooos: o G

| 10.29.3.220 00:22:15:22:88:18
| 10.29.3.245 00:90:0b:08:d7:38

10.29.3.248 00:0b:6b:4e:95:a2

2010/09/03 09:02:36
2010/09/03 10:58:12

2010/09/03 09:08:03

2010/09/03 10:34:57

2010/09/03 09:42:51

2010/09/03 06:24:40

(Total:41) First Previous Mext Last
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12.3 Notification

To configure Notification, go to: [Status >> Report & Notification |.

System Interface { HW Routing Table | Online Users Non-Login Users Y Session List % User Logs + Logs DHCP Lease | Report & Notification

WHG-505 can automatically send various kinds of user and/or system related reports to configured E-mail
addresses, SYSLOG Servers, or FTP Server.

Report and Notification

SMTP Settings  Configure |
SYSLOG Settings  Configure |
FTP Settings thure
Notification Settings thure

System Report Show

SMTP Settings: Allows the configuration of 5 recipient E-mail addresses and necessary mail server settings
where various user related logs will be sent to.

SYSLOG Settings: Allows the configuration of two external SYSLOG servers where selected users logs as well
as system logs will be sent to.

FTP Settings: Allows the configuration of an external FTP Server where selected users logs as well as system
logs will be sent to.

Notification Settings: Provides an overview of all the available user and system logs for selection. Selected
logs can be sent to the chosen location (E-mail, SYSLOG, FTP) on customizable time intervals.

System Report: Provides a graphical display of system status and resources usage based on selected time

intervals.
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5.2.2 SMTP Settings

SMTP Settings

Receiver E-mail Address 1
Receiver E-mail Address 2
Receiver E-mail Address 3
Receiver E-mail Address 4

Receiver E-mail Address 5

Sender E-mail Address
SMTP Server

SMTP Auth Method None -

» Receiver E-mail Address (1 ~5): Up to 5 E-mail addresses can be set up here to receive notifications.

» Sender E-mail Address: The e-mail address of the administrator in charge of the monitoring. This will show
up as the sender’s e-mail.

» SMTP Server: Enter the IP address of the sender's SMTP server.

» SMTP Auth Method: The system provides four authentication methods, Plain, Login , CRAM-MD5 and
NTLMv1, or “None” to use none of the above. Depending on which authentication method selected, enter
the Account Name , Password and Domain .

o NTLMv1 is not currently available for general use.

o Plain and CRAM-MD5 are standardized authentication mechanisms while Login and NTLMv1 are
Microsoft proprietary mechanisms. Only Plain and Login can use the UNIX login password.
Netscape uses Plain. Outlook and Outlook express use Login as default, although they can be set
to use NTLMv1.

0 Pegasus uses CRAM-MDS5 or Login but which method to be used can not be configured.
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5.2.2 SYSLOG Settings

SYSLOG Settings

SYSLOG Server 1 IP Address: Port:
SYSLOG Destinations
SYSLOG Server 2 IP Address: Port:
System Log @ Enabled Disabled

>» SYSLOG Destinations: Up to two external SYSLOG servers may be configured, please enter the IP
address and port number of the external SYSLOG server.

>» System Log: This controls the enabling/disabling of the SYSLOG logging feature. When enabled, the
selected logs from “Notification Settings” will be sent to the SYSLOG server configured above. However,

when disabled, no logs will be sent to the SYSLOG server configured above.
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5.2.2 FTP Settings

FTP Settings

IP Address:

Port:
Anonymous Yes @ No
FTP Destination Usermame

Password

FTP Setting Test |

Send Test Log |

» FTP Destination: Specify the IP address and port number of your FTP server. If your FTP needs

authentication, enter the Username and Password. The “Send Test Log” radio button can be used to send a
test log for testing your current FTP destination settings.
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5.2.2 Notification Settings

This configuration page allows the selection of log types to send, either to preconfigured E-mail, SYSLOG Servers

or FTP Server based on the chosen time Interval.

Notification Settings

Receiver E-mail Address(es)
L|Z|3|49 |5 Detail / Test SYsLoG Fp Interval
Monitor IP Report ] ] A O / ‘ m [l 1 Hour ~
Users Log i i I Detail ] / I Send ] [F I Detail ] [ [ Detail ] -1 Hour -
On-demand Users Log O O I O I Detail ] / I Send ] H I Detail ‘ ] [ Detail ] 1 Hour -
Session Log o|m || 0| 0| [Detail,[send] | & [Deil] | = [Deail] | tHour -~
Local Area AP Status Change | [0 | [0 | [0 | [ | [ / O O N/A
Wide Area AP Status Change | [ | [ | O | [ | [ / [ N/A
Wide Area AP Report
[l cPU Loading
[ Memory Usage
[ Network Delay B’ Bk Bepion
I T — N/A i [ [T Weekly Report
[ Associate Client Bl Monthly Report
[ VAP Traffic
O wDs Traffic
Hardware Log N/A = [ N/A
HTTP Web Log N/A ) [ Detail | | © [ Detail | 1Hour ~
DHCP Server Log N/A B N/A
DHCP Lease Log N/A O B 1 Hour
System Report
[l CPU Loading
[l CPU Temperature
[l Memory Usage
O Network Traffic B A iy
B s N/A O ] [ weekly Report
[Tl Successful Login B, MpaiE Rt
[ Session
[Tl DHCP Lease
[Tl DNS Query
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Sending Logs to E-mail

The following log types can be sent to E-mail addresses configured in “SMTP Settings”: Monitor IP Report,
Users Log, On-demand Users Log, Session Log. The numbers 1 to 5 represents the corresponding E-mail
address configured in “SMTP Settings”, click the desired E-mail address profile (1 ~ 5) and select the time

interval for sending report or log.

Notification Settings

Receiver E-mail Address(es)

213 als Detall / Test SYSLOG FTP Interval
Monitor IP Report I / 1 Hour =
Users Log B | B | B | B | 0| |Defail|;|send | | & |Detail| = | Detail ] 1 Hour =
On-demand Users Log O A [ Detail ] / [ Send ] E [ Detail ] B [ Detail ] 1 Hour -
Session Log O A Y I Detail ] / [ Send ] 0 [ Detail ] B [ Detail ] 1 Hour -
Local Area AP Status Change | [ | [ | [ | [ | [0 / N/A
Wide Area AP Status Change O A / N/A

Wide Area AP Report
[l CPU Loading

» Detail: Clicking this radio button allows the configuration of the E-mail subject for the corresponding log.

» Send: Clicking this radio button sends a test log to the selected E-mail address.
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= Sending Logs to SYSLOG
The following log types can be sent to external SYSLOG servers configured in “SYSLOG Settings”: Users Log,
On-demand Users Log, Session Log, Hardware Log, HTTP Web Log, and DHCP Server Log. Click the desired

log type and select the time interval for sending log.

Notification Settings

Receiver E—mai.l Addfess(es)

12)3]4]|5] Detail/Test SYsLoG e Interval
Monitor IP Report N O O A I i Im| / |m| i Hour =
Users Log s O O O | Detail |/ [ Send | . & | Detail l [ | Detail | 1 Hour -
On-demandUserslog | [ | 0 |0 | 5| O | [Detail] ;[send]| © [Detail] | & [Detail] |  tHour -
Session Log A s O | DEia'ti-| / |.Send-| [ |-Detail.| ] |-DetaH | 1 Hour =
. Local Area AP Status Change | [ . 1 I . EH | B . |@ / |@| 3 N/A
Wide Area AP Status Change | [ | [1 1| [0 | 7] | [Detail |/ [Send] N/A
Wide Area AP Report . . .
[ CPU Loading
] Memory Usage _
[T Network Delay - _ . ey Repost
[ Network Traffic e = |@ ﬁ ke
[ Associate Client = Mopty: Repost
O VAP Traffic
O WDS Traffic
Hardware Log N/A | El @{ N/A
HTTP Web Log N/A 7 | Detail ]- 0 | Detail | 1 Hour
DHCP Server Log | N/A | [Detail N/A
DHCP Lease Log N/A ' [ | Detail | 1 Hour =

» Detail: Clicking this radio button allows the configuration SYSLOG attributes such as Tag, Severity and
Facility which will be assigned to the corresponding log to meet the filtering requirements on the SYSLOG

Server.

Note: The “System Log” option needs to be enabled under SYSLOG Settings in order to send the selected logs to
the configured SYSLOG Servers.

SYSLOG Settings

SYSLOG Server 1 IP Address: 10.23.1.101 Port: 514
SYSLOG Destinations
SYSLOG Server 2 IP Address: Port:
System Log ® Enabled |©' Disabled

= Sending Logs to FTP
The following log types can be sent to external FTP servers configured in “FTP Settings”: Users Log,
On-demand Users Log, Session Log, HTTP Web Log, DHCP Lease Log, and System Report. Click the desired

log type and select the time interval for sending log.
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Notification Settings

Receiver E-mail Address(es)
L|iZ | 3|4 |5 Detail / Test SYSLoG Fre Interval
Monitor IP Report 5 ] O I / il 1Hour =~
Users Log B | O |5 | @ | 5| [Detaill/[send] | © [Detail]| © [Detail] | 1Hour -~
On-demand Users Log O O I O I Detail ] / I Send ] B I Detail A [ Detail ] 1 Hour -
Session Log ] 0 A i _[ Detail ] / [ Send ] il [ Detail [l [ Detail ] _1 Hour -
Local Area AP Status Change | [ | [T | [ | O] | [ / O O N/A
Wide Area AP Status Change | [ | [ | [ | [ | [T / O N/A
Wide Area AP Report
[ CPU Loading
1 Memory Usage
[ Network Delay ' Bty Begion
O Network Traffic N/A O O [Tl weekly Report
O Associate Client B Moptiy Report
1 VAP Traffic
[ WDS Traffic
Hardware Log N/A [ | Detail N/A
HTTP Web Log N/A Fl [ Detail || = [Detail | 1Hour ~
DHCP Server Log N/A 7] | Detail N/A
DHCP Lease Log N/A | ] 1 Hour -
System Report
O cPU Loading
O cPU Temperature
[l Memory Usage
[ Network Traffic I et
R— N/A O O [ Weekly Report
[Tl Successful Login B, Mol et
[ session
] DHCP Lease
1 DNS Query

Detail : Clicking this radio button allows the specification of the FTP server folder where the logs sent will be stored

on the FTP server.

Note: The outputted log files to the FTP server will be named according to the format
$Topic_$ExtraDesc_$SystemName_$Date_Time.txt . For example: HTTPWebLog_ GW1_2010-10-15_0800.txt
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5.2.2 System Report

This page displays system statuses and resource usages in a plotted graph.

System Report
Item CPU Loading i
Time 1Hour -

20% M —

19

18

17

16

15

1.4

13

12

1.1

2 1.0 - — L o .

0@

08

07

06

05

04

03

02

0.1

00 »

1000 1005 10:10 10:15 10:20 10:25 10:30 10:35 10:40 10:45 10:50 10:55
MAXIMUM MINIMUM AVERAGE LAST
| CPU 2.00 0.00 040 0.00

» Item: Select the type of report you wish to see. Available report types are: CPU Loading, CPU Temperature,
Memory Usage, Network Traffic, Online User, Successful Login, Session, DHCP Lease, and DNS Query.
» Time: For selecting the time scale of the displayed graph. The reports can be displayed on hourly, daily,

weekly, monthly or yearly basis.
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13Virtual Private Network (VPN)

13.2 Local VPN

Configure Local VPN, go to: [Users >> Authentication .|

The system is equipped with IPSec VPN feature. To utilize IPSec VPN supported by Microsoft Windows XP SP2
(with patch) and Windows 2000 operating systems, the system implements IPSec VPN tunneling technology

between client's windows devices and the system itself regardless of wired or wireless network.

By pushing down ActiveX to the client’'s Windows device from the system, no extra client software is required to be
installed except ActiveX, in which a so-called “clientless” IPSec VPN setting is then configured automatically. At the
end of this setup, a build-in IPSec VPN feature will be enabled and ready to serve once it is launched for setup. The
goal of this design is to eliminate the configuration difficulty from IPSec VPN users. At the client side, the IPSec VPN

implementation of the system is based on ActiveX and the built-in IPSec VPN client of Windows OS.

e ActiveX Component

The ActiveX is a software component running inside Internet Explorer. The ActiveX component can be checked

by the following windows.

Manage Add-ons

iew and manage add-ons that are inztalled on your computer. Dizabling or deleting add-onz might
prevent zome webpages from working comectly.

Show: | Add-ons that have been used by Internet Explorer b I

Mame - Publisher Status Tyvpe Fila %
L{sj Google Script Object Google Inc Enabled Activex Control googlel
.'_’éﬂGoogIe Toolbar Helper Google Inc Enabled Browser Helper Object  googlel
.j] IExpress Enabled Browser Helper Object  iexpres
i’] Java Plug-in 1.3.1_02 Sun Microsystems, Inc, Enabled  Activel Control szl
,_3:] Java Plug-in 1.5.0_10 Sun Microsystems, Inc, Enabled  Activel Control ssv.dl
ﬂ SearchissistantOC Microsoft Corporation Enabled  ActiveX Control shdocy
_‘}J Shockwave Flash Object  Adobe Systems Incorpora..,  Enabled Activer Control Flashat
,jﬁ] SSWHelper Class Sun Microsystems, Inc, Enabled Browser Helper Object  ssv.dll
\3’] Sun Java Console Sun Microsystems, Inc, Enabled Browser Extension sav.dll

Enabled  Activel Control TESeat
ser D-Link Corporation Enabled Activer Control WPMClie -

:E;}Windows Messenger Enabled  Browser Extension
[#42mL Document Microsoft Corporation Enmabled  Activex Contral msxn;IE-Y'
Seftings Drelete Activers

Click an add-on hame sbove and

Click the name of an
atd then click Enable or Disable. ® Enable Activer; control above and

) Disable then click Delete.

Download new add-ons for Intermet Explarer
Leam more sbout add-ons

Windows Internet Explorer:  From the Tools menu, click on Internet Options . Select the Programs tab and
click Manage add-ons button to enter the Manage add-ons dialogue box, where you can see VPNClient.ipsec

is enabled.

During the first-time login to WHG-505 with Local VPN, Internet Explorer will ask clients to download an ActiveX

component of IPSec VPN. Once this ActiveX component is downloaded, it will run in parallel with the “Login
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Success Page” after the page being brought up successfully. The ActiveX component helps set up individual
IPSec VPN tunnels between clients and WHG-505 and check the validity of IPSec VPN tunnels between them.
If the connection is down, the ActiveX component will detect the broken link and decompose the IPSec tunnel.
Once the IPSec VPN tunnel was built, all sent packets will be encrypted. Without connecting to the original
IPSec VPN tunnel, a client has no alternative way to gain network connection beyond this. IPSec VPN feature
supported by WHG-505 directly solves possible data security leak problem between clients and the system via

either wireless or wired connections without extra hardware or client software installed.

Limitations
The limitation on the client side due to ActiveX and Windows OS includes:
» Internet Connection Firewall of Windows XP or Windows XP SP1 is not compatible with IPSec protocol. It
shall be turned off to allow IPSec packets to pass through.
» Without patch, ICMP (Ping) and PORT command of FTP can not work in Windows XP SP2.
» The forced termination (through CTRL+ALT+DEL, Task Manager) of the Internet Explorer will stop the
running of ActiveX. It causes that IPSec tunnel cannot be cleared properly at client device. A reboot of
client device is needed to clear the IPSec tunnel.

» The crash of Windows Internet Explorer may cause the same result.

Internet Connection Firewall
In Windows XP and Windows XP SP1, the Internet Connection Firewall is not compatible with IPSec. Internet
Connection Firewall will drop packets from tunneling of IPSec VPN. Please TURN OFF Internet Connection

Firewall feature or upgrade the Windows OS into Windows XP SP2.

Ethernet Properties

General | Suppart | General | Aut-henti;:atiorﬁ Advanced
EifiEeten Internet Connection Firevsll
Status; Connected [] Pratect my computer and network by liniting or preventing
Duration: 5 daps 04:55:39 access to this computer from the Intermet
Speed: 100.0 Mbps Learn more about Internet Connection Firewall.
Intermet Connection Sharing
v [ Allows other nebwork users to connect through this
Activity ; ;
1 computer's Intermet connection
Sent -§—| Received
I
Packets: a5 176578
Learn more about [ntemet Connection Sharing,
Froperties | I Dizable
Close r
[_ ak. ] ’ Cancel

ICMP and Active Mode FTP
In Windows XP SP2 without patching by KB889527, it will drop ICMP packets from IPSec tunnel. This problem
can be fixed by upgrading patch KB889527. Before enabling IPSec VPN function on client devices, please
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access the patch from Microsoft's web at http://support.microsoft.com/default.aspx?scid=kb;en-us;889527.

This patch also fixes the problem of supporting active mode FTP inside IPSec VPN tunnel of Windows XP SP2.
Please UPDATE clients’ Windows XP SP2 with this patch.

e The Termination of ActiveX
The ActiveX component for IPSec VPN is running in parallel with the web page of “Login Success”. To ensure
that the built-in IPSec VPN tunnel is always alive, unless clients decide to close the session and to disconnect
from WHG-505, the following conditions or behaviors, which may ca use the Internet Explorer to stop the

ActiveX, should be avoided

(1) The crash of Internet Explorer on running ActiveX.
If it happens, please reboot the client computer. Once Windows service is resumed, go through the login
process again.

(2) Termination of the Internet Explorer Task from Wind ~ ows Task Manager.

Do NOT terminate this VPN task of Internet Explorer.

EH Windows Task Manager
Fia Options View ‘Windows Hslp

applcations | processes | Pesformance | Mebworking

| Tazk Shatus
| % untitled - Paink Ranning
| ks  f fgew  peiv ateflogEnpages wpn_main.sh, .. Rasnimirg

B v ThD WS Sy st emi3@ omd  moce Furnining

Procasseas; 47 Ll Ulsage: 0% Bommet Charge: 2954465K f 6415

(3) Execution of instructions given by the following Wi ndows messages:
» Close the Windows Internet Explorer.

Click Logout on Login Success page.

Click Back or Refresh of the same Internet Explorer browser page.

Enter a new URL in the same Internet Explorer browser page.

vV VvV VvV VY

Open a URL from the other application (e.g. email of Outlook) that occupies this existing Internet
Explorer.

Click Cancel if you do not intend to stop the IPSec VPN connection.
¢ Non-supported OS and Browser

Currently, Windows Internet Explorer is the only browser supported by the system. Windows XP and Windows

2000 are the only two supported OS along with this release.
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FAQ

(1) How to clean IPSec client?

ANS:
Open a command prompt window and type the commands as follows.
C:\> cd %windir%\system32
C:\> Clean_IPSEC.bat
Or
C:\> cd %windir%\system32

C:\> ipsec2k.exe stop

(2) How to remove ActiveX component in client's computer?
ANS:
(1 Uninstall and delete ActiveX component
@ Close all Internet Explorer windows
(® Open a command prompt window and type the commands as follows
C:\> cd %windir%\system32
C:\> regsvr32 /u VPNClient_1 5.ocx
C:\> del VPNClient_1 5.ocx

(3) What can | do if unable establish IPSec connection for Windows XP SP1?

ANS:
Disable Windows XP firewall
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13.3 Remote VPN

Configure Remote VPN, go to: INetwork >> VPN >>Remote VPN .

WHG-505 support Remote VPN for user login to system from remote area. After the user is login to system from the
outside network of WAN, the user will feel that it is look like login to WHG-505 under the service zone locally. They

also can be applied Policy and are controlled by system to access the network.

Remote VPN for the Entire System
Remote VPN Status (D Enable & Disable

IP Address Range

Assignment Start IP Address: 5192-168-5-1 i"l\Support up to 20 connections.)
SIP Configuration Enable [ WAN Interface: WAN1
Auth Option Auth Database Postfix Befault Enabled
Server 1 LOCAL local @
Authentication Options Sarver 2 POP3 pop3 &
Server 3 RADIUS radius ()
Server 4 LDAP ldap (@]

Group Permission
Configuration Configure
Applied Policy to Remote
Client

Remote VPN Login Page

[Policy 1]

All settings are look like the settings in Service Zone. It also can setup the SIP WAN Interface , Authentication

Options , Group Permission , Applied Policy and customizable Login Page.

After Remote VPN is enabled, when you browse the home page with the WAN IP, you will get the Remote VPN login

page, input the enabled authentication options username and password, then you will login success to system.

After Remote VPN is enabled, the default home page will be the Remove VPN login page. If you want to
& access the WMI of WHG-505, please input “login.shtml” after the WAN IP. For example, it may be:
“http://10.2.3.4/login.shtnl”
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13.4 Site-to-Site VPN

Configure Site-to-Site VPN, go to: [Network >> VPN >> Site-to-Site VPN |

WHG-505 support Site-to-Site VPN for more than 2 WHG-505 create VPN tunnel to each other over the WAN
network. For example, if there are 2 WHG-505, you can create a VPN tunnel to let a subnet of one WHG-505 to
access the subnet of another WHG-505.

Remote Site Configuration
Name IP Address Pre-shared Key Edit Delete
[ Add ARemote Site |

Local Site Configuration
Local Subnet Local Interface Remote VPN Gateway Remote Subnet Edit Delete

Add A Local Sikte

First, you need to add a Remote Site with remote subnet.

| Remote VPN Gateway
Name |
1P Address |

Authentication Method | Pre-shared _Keyl

Pre-shared Key R
Encryption [AES256 =
Authentication |_S-QA—1 bl

Phasel Proposal

Diffie-Hellman Group Group 1 [Group 2 []Group 5

IKE Life Time :8—|@ (The time is & 5-digit number; e.g. 36h stands for 1 day and 12 hours)
s s DPD Delay: |_10—| (second)
DPD Timeout: |_15 |[secc-nc|}
‘ Remote Subnet
| No. Network | Mask
| 1 [ | | 255.265.255 255 (132) v | |
| 2 [ | | 255 255 255 255 (/32) | |
B [ | | 255.265.256 255 (132) v | |
| a [ | | 255.265.256 255 (132) v | |
| s [ | | 255.265.256 255 (132) v | |
f { =i
L]

| The IPSec settings in both sites must be same.

And then create a Local Site with subnet for mapping to the remote site.
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Local Site Information
Local Interface | WANI ¥

Remote VPN Gateway | Remote Site A V_![ Edit Host || Add a New Host |

Local Subnet |

Remote Subnet 192.168.111.111/32 |

Phase2 Proposal === =Z20 0z

Key's Life Time |24 |lh ]| (The time is a 5-digit number; e.9. 36h stands for 1 day and 12 hours)
[JEnable Rekey
Rekey Rekey Margin: |9 g H m [¥| (The time is a 5-digit number; e.g. 36h stands for 1 day and 12
hours)

[¥]Enable PFS
Perfect Forward Secrecy S ———
PFS Group |_Group 2 V|

Such as “172.30.11.0/24” of WHG-505_A >> “172.30.111.0/24" of WHG-505_B, after the tunnel is created, the users
within these two subnets can reach each other.

2 You can create more than one VPN tunnel, but the IP segment mapping can not be overlap that same IP
segment has more than one routing rule.
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14Customization of Portal Pages

14.2 Customizable Pages

To configure Customizable Pages, go to: [System >> Service Zones ||

There are several users’ login and logout pages for each service zone that can be customized by administrators.
Go to System Configuration >> Service Zone >> Configure > > Authentication Settings / Custom Pages

Click the button of Configure , the setup page will appear.

Click the radio button of page selections to have further configuration.

Disclaimer Page Tigure
Login Page W
Port Location Mapping Free Login Page W
Port Location Mapping Charge Login Page Tigure
Logout Page Tigure
Custom Pages

Login Success Page Configure
Login Failed Page W
Login Success Page for On-demand User Tigure
Logout Success Page Tigure
Logout Failed Page W

Now, let us discus two examples: Login Page and Logout Page
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14.3 Loading a Customized Login Page

1 Custom Pages >> Login Page
The administrator can use the default login page or get the customized login page by setting the template page,
uploading the page or downloading from a designated website. After finishing the setting, click Preview to see

the login page.

e Custom Pages >> Login Page >> Default Page

Choose Default Page to use the default login page.

Login Page Selection for Users - Service Zone: Default

& Default Page ) Template Page

O Uploaded Page () External Page

Default Page Setting - Service Zone: Default

This is the default login page for users.
You could click Preview to preview the default login page.

Preview

e Custom Pages >> Login Page >> Template Page
Choose Template Page to make a customized login page. Click Select to pick up a color and then fill in all of
the blanks. You can also upload a background image file for your template. Click Preview to see the result

first.
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Login Page Selection for Users - Service Zone: Default

O Default Page (& Template Page

(O Uploaded Page () External Page

Template Page Setting

Color for Title Background CC0000| Select (RGB values in hex mode)
Color for Title Text FFFFFF | Select (RGE values in hex mode)
Color for Page Background FFFFFF | Select (RGB values in hex mode)
Color for Page Text 000000| Select (RGB values in hex mode)
Title User Login Page
Welcome Welcome To User Login Page
Information Please Enter Your Name and Password to Sign In
Username Username
Password Password
Submit Submit
Cancel Clear
Remaining Remaining
Copyright Copyright (c)
Remember Me Remember Me
Logo Image File [ Preview and Edit the Image File ]
Background Image File [ Preview and Edit the Image File ]

Custom Pages >> Login Page >> Uploaded Page
Choose Uploaded Page and upload a login page to the built-in HTTP server.
Login Page Selection for Users - Service Zone: Default
(O Default Page O Template Page

® Uploaded Page (O External Page

Uploaded Page Setting
File Name

Existing Image Files:

Total Capacity: 512 K
Now Used:0 K

Upload Image Files
Upload Images

Preview
The user-defined login page must include the following HTML codes to provide the necessary fields for user
name and password.
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=form action="us erlogin.s htmI” method="post” name="Enter”=
<input ty pe="text” name="myus ername">

<input type="password” name="mypassword">

<input type="submit” name="submit™” value="Enter-

zinput type="reset” name="clear” value="Clear”>

</form=

And if the user-defined login page includes an image file, the image file path in the HTML code must be the

image file to be uploaded.
Default Service Zone: <img src=images0/xx.jpg”>
Service Zone 1  : <img src=imagesl/xx.jpg">
Service Zone 2 : <img src=images2/xx.jpg">
Service Zone 3  : <img src=images3/xx.jpg">
Service Zone 4  : <img src=images4/xx.jpg">

Click the Browse button to select the file to upload. Then click Submit to complete the upload process.

Next, enter or browse the filename of the images to upload in the Upload Images field on the Upload Images
Files page and then click Submit . The system will show the used space and the maximum size of the image
file of 512K. If the administrator wishes to restore the factory default of the login page, click the Use Default
Page button to restore it to default.

After the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file and
click Delete to delete the file.

After the upload process is completed and applied, the new login page can be previewed by clicking Preview
button at the button.
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14.4 Using an External Login Page

e Custom Pages >> Login Pages >> External Page

Login Page Selection for Users - Service Zone: Default
O Default Page (O Template Page

O Uploaded Page ®) External Page

External Page Setting
External URL http://

Choose the External Page selection and get the login page from a designated website. In the External Page
Setting, enter the URL of the external login page and then click Apply .
After applying the setting, the new login page can be previewed by clicking Preview button at the bottom of this
page.
The user-defined logout page must include the following HTML codes to provide the necessary fields for
username and password.

=form action="us erlogin.s htmI” method="post” name="Enter”=

<input ty pe="text” name="myus ername">

<input type="password” name="mypassword">

<input type="submit” name="submit™” value="Enter-

zinput type="reset” name="clear” value="Clear”>
</form=
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14.5 Load a Customized Logout Page

. Custom Pages >> Logout Page

The administrator can apply their own logout page in the menu. As the process is similar to that of the Login
Page, please refer to the “Login Page >> Uploaded Page” instructions for more details.

Logout Page Selection for Users - Service Zone: Default
O pefault Page O Template Page

# Uploaded Page () External Page

Uploaded Page Setting
File Name

Existing Image Files:

Total Capacity: 512 K
Now Used:0 K

Upload Image Files
Upload Images

Preview

The different part is the HTML code of the user-defined logout interface must include the following

» Note: HTML code that the user can enter the username and password. After the upload is completed, the
customized logout page can be previewed by clicking Preview at the bottom of this page. If restore to
factory default setting is needed for the logout interface, click the “Use Default Page” button.

<form action="usedogout.shtmi” method="post” name="E nter">
<inputtype="text” name="nyusemanme"">

<input type=""pa ssword™ name="mypassword">

<input type="submit” name="submit™” value="Logout™>

<input type="resa” name="clear” value="Clear™=

< Formy
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14.6 How External Page Operates

Choose External Page if you desire to use an external web page for your custom pages. Simply enter the URL of
your external webpage, click Preview button to check if it is reachable, take a look at how your external webpage
will be displayed, then click Apply button.

Login Page Selection for Users - Service Zone: Default

Default Page Template Page

Uploaded Page @ External Page

External Page Setting

External URL http://10.2.3.230/ExternalPage/login.html

Preview

G L B
Main Menu>System>Service Zone>Service Zone Configur  ation>Login Page

When a user connects to this Service Zone, opens a web browser and attempts to access the internet, the system
will redirect the user to the external login page configured. Gateway while redirecting users to the external web page
will also send URL parameters required for the operation, for instance user authentication. Therefore, each
self-defined external pages (Login, Logout, Login Success, Logout Success, etc.) requires codes to handle URL
parameters to and from the Gateway. A simple example is illustrated below for Login Page, please refer to External
Login Page Parameters for URL parameter relating to other pages such as Login Success Page ... and etc.
Therefore it is important that your external pages are designed by someone with good knowledge of URL parameter

utilization.

Diagram below explains how External Page operates using user login flow as illustration:
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The URL parameters sent by the Gateway to the external login page are as follows:

Field Value Description
loginurl String (URL encoded) The URL which shall be submitted when user login.
remainingurl String (URL encoded) The URL which shall be submitted when user want to

get remaining quota.

vlanid Integer (1 ~ 4094) VLAN ID

gwip IP format Gateway activated WAN IP address

client_ip IP format Client IP address

umac MAC format (separated by ":") | Client MAC address

session String Encrypted session information, include: client IP

address, MAC address, date, and return URL.

You will need to parse the required parameters in your html code. The following HTML code segment is an example

of parsing loginurl parameter with a self define javascrip function:
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<FORM action="" method="post" name="form">

<script language="Javascript">

form.action = getVarFromURL(window.location.href, 'loginurl’);
</script>

<INPUT type="text" name="myusername" size="25">
<INPUT type="password" name="mypassword" size="25">
<INPUT name="button_submit" type="submit" value="Enter">
<INPUT name="button_clear" type="button" value="Clear">

</[FORM>

The following shows the corresponding self-defined javascript function used to parse the loginurl parameter:

function getVarFromURL(url, name) {
if(name == ) { return "; }
name = name.replace(/[\[J/|"\\[").replace(/[\]J/|"\\]");
var regObj = new RegExp("[\?&]"+name+"=(["&#]*)");

var result = regObj.exec(url);

[| url ==

if(result == null) { return "; }
else { return decodeURIComponent(result[1]); }

An external page example that the user will see upon launching a browser, highlighted in red you can see the URL

parameters sent from the system:

& Exteranl Login Pa Interne

Ko = | &] hitp//10.2.3.230/ExtemalPage/login himlfloginurl=https//whg30L dipnet com/loginpages/userlagin.shtml fremainingurl=httes://whg30L dipnet com/l: ~

x'coglei ‘£|E§~+@-¥v‘9:‘5-51--.7!i.ﬂﬁfit‘ﬂv‘?Wﬁﬁv;ﬁ&%vﬂaﬂﬁ)\v& - @A
E
ik BHEE |y ) Acer p| EHERES -
| @ Bxteranl Login Page |_| M~ 8 - &~ ZBAE) - 22609 IRO~ @~
Login
Username:
Password:
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= URL Variables from Gateway

This section displays all the URL parameters that are sent from the Gateway to the various external pages.

. External Login Page:

Variables :

Field Value Description

loginurl String (URL encoded) The URL which shall be submitted when
user login.

remainingurl String (URL encoded) The URL which shall be submitted when
user want to get remaining quota.

vlanid Integer (1 ~ 4094) VLAN ID

gwip IP format Gateway activated WAN IP address

client_ip IP format Client IP address

umac MAC format (separated by ") | Client MAC address

session String Encrypted session information, include:
client IP address, MAC address, date, and
return URL.

. External Login Successful Page:

Variables:

Field Value Description

uid String User ID (postfix is included)

Utype String (LOCAL, RADIUS, Authentication server name

ONDEMAND, POP3, LDAP, SIP,
NT Domain)
Umac MAC format (separated by ") Client MAC address

sessionlength

Integer (Sec.)

RADIUS user session length (Only
available for RADIUS user)

byteamount Integer (Bytes) RADIUS user volume limit (Only
available for RADIUS user)
idletimeout Integer (Sec.) Idle timeout

acct-interim-interval

Integer (Sec.)

RADIUS accounting interim update
interval (Only available for RADIUS
user)

logouturl

String (URL encoded)

The URL which shall be submitted
when user want to logout.

Change_passwd_url

String (URL encoded)

The URL which shall be submitted
when user want to change
password. (Only available for
LOCAL user)

ondemand_creation_url

String (URL encoded)

The URL which shall be submitted
when user want to create
on-demand user. (Only available
for LOCAL user)

Vlanid Integer (1~4094) VLAN ID

Gwip IP format Gateway activated WAN IP
address

client_ip IP format Client IP address
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Sz Integer Service Zone ID

Group Integer Group index

Policy Integer Policy index

max_uplink Integer (b/s) Maximum up-link rate
max_downlink Integer (b/s) Maximum down-link rate

req_uplink

Integer (b/s)

Minimum up-link rate

req_downlink

Integer (b/s)

Minimum down-link rate

next_page

String

Client redirection URL

CLASS

String

RADUIS CLASS attribute (Only
available for RADIUS user)

WISPR-SESSION-TERMINATE-TI
ME

String, format:
YYYY-MM-DDThh:mm:ssTZD

WISPr Session-Terminate-Time
attribute (Only available for
RADIUS user)

WISPR-SESSION-TERMINATE-E
ND-OF-DAY

Integer (0/1)

WISPr
Session-Terminate-End-Of-Day
attribute, O or 1 to indicate
termination rule. (Only available for
RADIUS user)

WISPR-BILLING-CLASS-OF-SER | String WISPr Billing-Class-Of-Service
VICE attribute (Only available for
RADIUS user)
WISPR-LOCATION-ID String WISPr Location-ID attribute (Only
available for RADIUS user)
WISPR-LOCATION-NAME String WISPr Location-Name attribute

(Only available for RADIUS user)

WISPR-BILLING-TIME

String, format:

WISPr Billing-Time attribute (Only

HH:MM available for RADIUS user)
session String Encrypted session information
. External Error Page:

Variables:
Field Value Description
msg String, includes: Error message

The system is busy. Please try
again later.

Cannot find session related
information. <BR>Please enable
the Cookie in the browser setting
or open a website to get a Cookie.

Invalid IP address. Please check
the IP address and try again.

Invalid MAC address. Please
check the MAC address and try
again.

Sorry, your account is not usable,
because the authentication option
is currently disabled.<BR> Please
contact your network administrator.
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Sorry, your account is not usable,
because the authentication option
(associated with the postfix) is not
found.<BR>Please contact your
network administrator.

Sorry, you are not allowed to log in,
because your account is currently
on the Black List.

Sorry, you are not allowed to log in,
because it is currently not the
service hour for your account.

You have already logged in.

Sorry, there is a system problem
checking the information of your
account (XXX).<BR>Please
contact your network administrator.

Invalid username or
password.<BR>Please check your
username and password and try
again.

Cannot identify the policy for your
account.<BR>Please contact your
network administrator.

User of this device (the MAC
address) is not allowed to use this
account.<BR>Please contact your
network administrator.

Sorry, the external authentication
server is currently unreachable.
<BR>Please contact your network
administrator.

Sorry, you are not allowed to
create a remote VPN connection.

Vlanid

Integer (1~4094)

VLAN ID

Gwip

IP format

Gateway activated IP address
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. External Logout Successful Page:

Variables:
Field Value Description
uid String User ID (postfix is included)
Vlanid Integer (1~4094) VLAN ID
Gwip IP format Gateway activated IP address
. External On-demand login successful page:
Variables:
Field Value Description
uid String User ID (postfix is included)
Utype String (LOCAL, RADIUS, Authentication server name
ONDEMAND, POPS3, LDAP, SIP,
NT Domain)
Umac MAC format (separated by ") Client MAC address

sessionlength

Integer (Sec.)

On-demand user's quota of time
type

byteamount Integer (byte) On-demand user's quota of volume
type

idletimeout Integer (Sec.) Idle timeout

logouturl String (URL encoded) Logout URL

redeemurl String (URL encoded) Redeem URL

Vlanid Integer (1~4094) VLAN ID

Gwip IP format Gateway activated WAN IP
address

client_ip IP format Client IP address

Sz Integer Service Zone ID

Group Integer Group index

Policy Integer Policy index

next_page String Client redirection URL

max_uplink Integer (b/s) Maximum up-link rate

max_downlink

Integer (b/s)

Maximum down-link rate

req_uplink

Integer (b/s)

Minimum up-link rate

req_downlink

Integer (b/s)

Minimum down-link rate

session

String

Encrypted session information
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. External Logout Fail Page:

Variables:

Field Value Description

uid String User ID

Gwip IP format Gateway activated WAN IP
address

Vlanid Integer (1~4094) VLAN ID

¢ External Port Location Mapping Free Login Page:
¢ External Port Location Mapping Charge Login Page: The URL and variables are the same as Login page.
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1. URL Variables to Gateway
This section presents the parameters that need to be sent back to the Gateway for the various external pages. Path:

is the URL destination; Input : the parameters required to send back; Output : the feedback from system.

. User Login:

Path:

(LAN IP address or Internal Domain Name) /loginpages/userlogin.shtml

Input:

Field Required Value Description

myusername Required String User ID

mypassword Required String User password

session Optional String Encoded string which
contains some
information of this
session, default is taken
from cookie.

Output:

No output, redirect user to login successful page.

. User Logout:

Path:

(LAN IP address or Internal Domain Name) /loginpages/logoff.shtml

Input:

Field Required Value Description

uid Optional String User ID, default is taken
from cookie

session Optional String Encoded string which
contains some
information of this
session, default is taken
from cookie

Output:

No output, redirect user to logout successful page.

. Remaining quota (Credit balance):

Path:

(LAN IP address or Internal Domain Name) /loginpages/reminder.shtml

Input:

Field Required Value Description

myusername Required String User name

mypassword Required String Password

ret_url Optional String (URL encoded) Returned URL, default is
pop_reminder.shtml

command Optional String getValue: If command is
set to “getValue”, the
return URL would be
ignored, and the page
would only print out the
available quota.

Output:

If command is set to “getValue”, the output is simply “value”.(secs. or bytes according to user type)
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If command is not set and there is no ret_url is presented, client would be redirected to pop_reminder.shtml page,
which shows remaining quota in our Ul style. If ret_url is presented, client would be redirected to ret_url, and

gateway would add these four variables in URL.

Field Value Description

msg String, including: Error messages

Sorry, this feature is available for
on-demand user only.

Sorry, this username: XXX is not
found.

Sorry, this username: XXX is out of
quota.

Sorry, this username: XXX is
expired.

Sorry, this username: XXX is

redeemed.
Value Integer (Sec. Or Byte) Remaining quota, if user is time
type, the value is remaining
or error no. seconds, if user is volume type, the

value remaining bytes.
-1: Account not found.
-2: Out of quota.

-3: Expired.
-4: Redeemed.
Uname String User name
Type String, includes: On-demand user billing type

TIME: Time type
DATA: Volume type
CUTOFF: Cut-off type

. Change password (Local User):

Path:

(LAN IP address or Internal Domain Name) /loginpages/user_change_password.shtml
Input:

Field Required Value Description

Save Required 1 (have to be 1)

Opw Required String Old password

Npw Required String New password

Npwc Required String Confirmed new password
ret_url Required String (URL encoded) Return URL

Output:

Client would be redirected to ret_url and gateway would add result in ret_url which indicates the result of changing
password.

Field Value Description

Result String, including: Result and error messages
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Change password successfully

User password is incorrect

Invalid password format

. Redeem (On-demand user):

Path:

(LAN IP address or Internal Domain Name) /loginpages/redeemuserlogin.shtml

Input:

Field Required Value Description

uid Optional String Current user 1D (If not
presented, user name
stored in cookie is the
default value)

upassword Optional String Current user password (If
not presented, password
stored in cookie is the
default value)

myusername Required String Redeem user ID

mypassword Required String Redeem user password

ret_url Optional String (URL encoded) Return URL, login
successful page is the
default value

Output:

If no ret_url is presented, client would be redirected to login successful page, and in addition, a JavaScript window
would pop-up and show the result. If ret_url is presented, client would be redirected to ret_url and gateway would

add an additional variable rmsg to indicate redeem procedure result.

Field Value Description

rmsg String, including: Result and error messages
Redeem process completed.

Original user name can not be
found from the database.

Redeem user name can not be
found from the database.

Original user password is incorrect.

Redeem user password is
incorrect.

Original user type and ondemand
user type do not match.

Original user has not login.
Redeem user login already.

Had been redeemed before.
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User run out of quota.

Maximum allowable time is
exceeded.

Maximum allowable memory
space is exceeded.

Wrong postfix please check it.

This account is expired.

. On-demand account creation (Local User)

Path:

(LAN IP address or Internal Domain Name) /loginpages/UserAuthentication/OnDemandRecept.shtml

Input:

Field Required Value Description

buttonNo Required Integer (1~10) Billing Plan No.

random Optional Integer A random number, this
number is to prevent
quick-click issue in IE 6.0.

ret_url Optional String (URL encoded) Return URL.

Output:

If no ret_url is presented, the client would be redirected to a ticket page in our Ul style. If ret_url is presented, client

would be redirected to ret_url and receive the result containing created on-demand account information.

Field

Value

Description

Result

String, the format is: (separated by

")

username,
password,
expiretime,
usage,

price,
duration,
serial number

If ret_url is presented, the client
would be redirected to ret_url page
and carry the result valuable.
expiretime is account expiration
time which is a Linux time stamp,
and duration is account duration
time and the unit is 'day’, serial
number is account s/n.
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15Payment Gateways

15.2 Payments via Authorize.Net

To configure Payments via Authorize.Net, go to: [User >> Authentication >> On-demand User >> Externa ||

[Payment Gateway >> Authorize.Net |

Before setting up “Authorize.Net”, it is required that the merchant owners have a valid Authorize.Net account.

» Authorize.Net Payment Page Configuration

External Payment Gateway

@& Authorize.Net O Paypal () SecurePay O worldPay (O Disable

Authorize.Net Payment Page Configuration
Merchant Login ID
Merchant Transaction Key
Payment Gateway URL https:/fsecure.authaorize.net/gateway/transact.dll =

®Enable O Disable

Verify SSL Certificat
erify ertificate [ Trusted CA Management ]
Test Mode (O Enable & Disable -
MD5 Hash (O Enable @ Disable

Merchant ID: This is the “Login ID” that comes with the Authorize.Net account

Merchant Transaction Key: The merchant transaction key is similar to a password and is used by
Authorize.Net to authenticate transactions.

Payment Gateway URL: This is the default website address to post all transaction data.

Verify SSL Certificate : This is to help protect the system from accessing a website other than
Authorize.Net..

Test Mode : In this mode, merchants can post test transactions for free to check if the payment function
works properly.

MDS5 Hash: If transaction responses need to be encrypted by the Payment Gateway, enter and confirm a
MD5 Hash Value and select a reactive mode. The MD5 Hash security feature enables merchants to verify
that the results of a transaction, or transaction response, received by their server were actually sent from the
Authorize.Net.
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» Service Disclaimer Content/ Choose Billing Plan for Authorize.Net Payment Page/Client’s
Purchasing Record

Service Disclaimer Content

We may collect and store the followin A

information:
email address, physical cont
numbrers and transac

W
Choose Billing Plan for Authorize.Net Payment Page
Plan Enable/Disable Quota Price
1 () Enable (® Disable 1.1 Mbyte(s) of traffic volume quota 20
2 O Enable (® Disable 9 hr(s) 59 minis) of connection time quota with expiration 57
3 Enable Disable
4 Enable Disable
5 Enable Disable
5 Enable Disable
7 Enable Disable
8 Enable Disable
9 Enable Disable
10 Enable Disable
Client's Purchasing Record
Starting Invoice Number - + [Jchange the Number
Description (Item Name) Internet Access
E-mail Header Enjoy Online!

Service Disclaimer Content

0 View service agreements and fees for the standard payment gateway services here as well
as adding new or editing services disclaimer.
Choose Billing Plan for Authorize.Net Payment Page
These 10 plans are the plans configured in Billing Plans page, and all previously enabled
plans can be further enabled or disabled here, as needed.

0 Client’s Purchasing Record
Starting Invoice Number:  An invoice number may be provided as additional information with
a transaction. The number will be incremented automatically for each following transaction.
Click the “Change the Number” checkbox to change it.

0 Description (Item Name): This is the item information to describe the product (for example,
Internet Access).

0 Email Header: Enter the information that should appear in the header of the invoice.
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» Authorize.Net Payment Page Fields Configuration/ Au

thorize.Net Payment Page Remark Content

Authorize.Net Payment Page Fields Configuration

No. Displayed Text Required
Credit Card Number Credit Card Number
Credit Card Expiration Date Credit Card Expiration Date
First Name First MName
Last Name Last Mame
Card Type
[ Card Type [ visa [¥] American Express
Master Card [] Discover
M Card Code Card Code
E-mail E-mail O
[Jcustomer 1D Room Mumber O
Company Company O
[ Address Address 0
City City O
State State O
Zip Zip O
Country Country 0
Phone Phone 0
Fax Fax O

“Displayed text fileds must be filled.

Authorize.Net Payment Page Remark Content

credit card number and s

y code located on the back of your credit card. If w

» Authorize.Net Payment Page Fields Configuration

o

(0]
(0]
(0]

Item: Check the box to show this item on the customer’s payment interface.

Displayed Text: Enter what needs to be shown for this field.

Required: Check the box to indicate this item as a required field.

Credit Card Number: Credit card number of the customer. The Payment Gateway will only accept card
numbers that correspond to the listed card types.

Credit Card Expiration Date: Month and year expiration date of the credit card. This should be
entered in the format of MMYY. For example, an expiration date of July September 2009 should be
entered as 0709.

Card Type: This value indicates the level of match between the Card Code entered on a transaction
and the value that is on file with a customer’s credit card company. A code and narrative description
are provided indicating the results returned by the processor.

Card Code: The three- or four-digit code assigned to a customer’s credit card number (found either on
the front of the card at the end of the credit card number or on the back of the card).

E-mail: An email address may be provided along with the billing information of a transaction. This is the
customer’s email address and should contain an @ symbol.

Customer ID: This is an internal identifier for a customer that may be associated with the billing
information of a transaction. This field may contain any format of information.

First Name: The first name of a customer associated with the billing or shipping address of a
transaction. In the case when John Doe places an order, enter John in the First Name field indicating
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this customer’s name.

o Last Name: The last name of a customer associated with the billing or shipping address of a
transaction. In the case when John Doe places an order, enter Doe in the Last Name field indicating
this customer’s name.

o Company: The name of the company associated with the billing or shipping information entered on a
given transaction.

0 Address: The address entered either in the billing or shipping information of a given transaction.

o City: The city is associated with either the billing address or shipping address of a transaction.

0 State: A state is associated with both the billing and shipping address of a transaction. This may be
entered as either a two-character abbreviation or the full text name of the state.

0 Zip: The ZIP code represents the five or nine digit postal code associated with the billing or shipping
address of a transaction. This may be entered as five digits, nine digits, or five digits and four digits.

o Country: The country is associated with both the billing and shipping address of a transaction. This
may be entered as either an abbreviation or full value.

o Phone: Aphone number is associated with both a billing and shipping address of a transaction. Phone
number information may be entered as all number or it may include parentheses or dashes to separate
the area code and number.

o Fax: Afax number may be associated with the billing information of a transaction. This number may be
entered as all number or contain parentheses and dashes to separate the area code and number.

Authorizie.Net Payment Page Remark Content

Enter additional details for the transaction such as Tax, Freight and Duty Amounts, Tax Exempt status, and a
Purchase Order Number, if applicable.
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15.3 Payments via PayPal

To configure Payments via PayPal, go to:

lUser >> Authentication >> On-demand User >> Externa | Payment Gateway >> PayPal ]

Before setting up “PayPal”, it is required that the hotspot owners have a valid PayPal “Business Account”.
After opening a PayPal Business Account, the hotspot owners should find the “Identity Token” of this PayPal
account to continue “PayPal Payment Page Configuration”.

» External Payment Gateway / PayPal Payment Page Conf iguration

External Payment Gateway

O Authorize.Net ® paypPal (O SecurePay O worldPay ) Disable

PayPal Payment Page Configuration
Business Account
Payment Gateway URL https://www.paypal.com/cgi-bin/webscr
Identity Token

. . @ Enable O Disable
Verify SSL Certificate [ Trusted CA Management ]

Currency USD (U.S. Dollar) L

Business Account: The “Login ID” (an email address) that is associated with the PayPal Business
Account.

Payment Gateway URL: The default website address to post all transaction data.

Identity Token: This is the key used by PayPal to validate all the transactions.

Verify SSL Certificate: This is to help protect the system from accessing a website other than PayPal
Currency: The currency to be used for the payment transactions.
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» Service Disclaimer Content / Billing Configuration

for Payment Page

Service Disclaimer Content

We may collect and store the following personal ~
information:
email address, physical ot information, credi
nunkbers and transact mation based or
i zervice provided by us.
vou provide cannot be werified, we may ke

Choose Billing Plan for PayPal Payment Page

Plan Enable/Disable
1 O Enable (® Disable
2 O Enable (® Disable
3 Enable Disable
4 Enable Disable
5 Enable Disable
6 Enable Disable
7 Enable Disable
8 Enable Disable
9 Enable Disable
10 Enable Disable

Service Disclaimer Content:

Quota Price
1.1 Mbyte(s) of traffic volume quota 20
9 hr{s) 59 min{s) of connection time gquota with expiration 57

View the service agreement and fees for the standard payment gateway

services as well as add or edit the service disclaimer content here.

Choose Billing Plan for PayPal Payment Page:

and the desired plan(s) can be enabled.

» Client's Purchasing Record / PayPal Payment Page Re

These 10 plans are the plans in Billing Configuration

mark Content

Client's Purchasing Record

Starting Invoice Number
Description (Item Name)

Title for Message to Seller Special Note t

Internet Access

o Seller

+ [Jchange the Number

PayPal Payment Page Remark Content

Client’s Purchasing Record:

Invoice Number: An invoice number may be provided as additional information against a transaction.

This is a reference field that may contain any kind of information.

Description:
Title for Message to Seller:
page.

PayPal Payment Page Remark Content:

The message content will be displayed as a special notice to

Enter the product/service description (e.g. wireless access service).
Enter the information that will appear in the header of the PayPal payment

end customers in the page of “Rate Plan”. For example, it can describe the cautions for making a

payment via PayPal.

15.4 Payments via SecurePay

To configure Payments via SecurePay, go to: |User >> Authentication >> On-demand Users >> Extern

al|

[Payment Gateway >> SecurePay ]
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Before setting up “SecurePay”, it is required that the hotspot owners have a valid SecurePay “Merchant
Account” from its official website.

External Payment Gateway

O authorize.Net O PayPal & SecurePay O worldPay O Disable

SecurePay Payment Page Configuration
Merchant ID

Merchant Password

Payment Gateway URL https://www.securepay.com.au/xmlapi/payment
& Enable O Disable
Verify SSL Certificate
fv [ Trusted CA Management ]

Currency AUD (Australian Dollar) s

Service Disclaimer Content

We may collect and store the following personal ~

tact information, credit card numbers and

on r actiwvities on the
A
Choose Billing Plan for SecurePay Payment Page
Plan Enable/Disable Quota Price
1 () Enable (® Disable 1.1 Mbyte(s) of traffic volume quota 20
2 () Enable (%) Disable 9 hris) 59 min(s) of connection time quota with expiration 57
3 Enable Disable
4 Enable Disable
5 Enable Disable
6 Enable Disable
7 Enable Disable
8 Enable Disable
9 Enable Disable
10 Enable Disable
SecurePay Payment Page Remark Content
You muast fill in the correct credit card number and ke
expiration date. Card de is the last 3 digits of the
security code located on the kack e
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» Payment Page Configuration
Merchant ID: The ID that is associated with the Business Account.
Password: This is the key used by Secure Pay to validate all the transactions.
Payment Gateway URL: The default website address to post all transaction data.
Verify SSL Certificate: This is to help protect the system from accessing a website other than Secure
Pay.
Currency: The currency to be used for the payment transactions.
» Service Disclaimer Content
View the service agreement and fees for the standard payment gateway services as well as add or edit
the service disclaimer content here.
» SecurePay Payment Page Billing Configuration
These 10 plans are the plans in Billing Configuration , and the desired plan(s) can be enabled.
» SecurePay Payment Page Remark Content
The message content will be displayed as a special notice to end customers.
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15.5 Payments via WorldPay

To configure Payments via WorldPay, go to: [User >> Authentication >> On-demand Users >> Extern

IGateway >> WorldPay |

O Authorize.Net O paypPal

al Payment]

External Payment Gateway

O Secur=Pay & worldp

WorldPay Payment Page Configuration

Installation ID

Payment Gateway URL

hl:tp 5 select. wp3.rbsworldpay.com/w e /p urcha Se;

Currency | GBP (Pound Stering) v

Service Disclaimer Content

Choose Billing Plan for WorldPay Payment Page

Plan

1 Enable
Enable
Enable
Enable
Enable
Enable
Enable

Enable

o MmN G s WM

Enable

[ury
=

Enable

Enable/Disable
Disable

Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable

Disable

WorldPay Payment Page Remark Content

T

er and

» WorldPay Payment Page Configuration

Installation ID: The ID of the associated Merchant Account.

Payment Gateway URL: The default website of posting all transaction data.

Currency: The currency to be used for the payment transactions.

> Service Disclaimer Content

ay

Quota

O Disable

Price

View the service agreement and fees for the standard payment gateway services as well as add or edit

the service disclaimer content here.

» WorldPay Payment Page Billing Configuration

These 10 plans are the plans in Billing Configuration

» WorldPay Payment Page Remark Content

The message content will be displayed as a special notice to end customers.
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Before setting up “WorldPay”, it is required that the hotspot owners have a valid WorldPay “Merchant Account” from
its official website: RBS WorldPay: Merchant Services & Payment Processing, going to rbsworldpay.com >>

support center >> account login

STEP({). Log in to the Merchant Interface.

>»  Login url: www.rbsworldpay.com/support/index.php?page=login&c=WW

»  Select Business Gateway - Formerly WorldPay

> Click Merchant Interface

»  Username: user2009
>  Password: user2009

STEP®). Select Installations from the left hand navigation

STEP®). Choose an installation and select the Integration Setup button for the specific environment.
> Installation ID: 239xxx

———— e e SETErErTEe . | -]

223643 (Select Junior - D1server)

6l el
el el

237449 (Select Junior - Raja Dasgupta )

237397 (Select Junior) Iﬁ: ﬁ-.
237398 (Select Junior - Ivis Group) ) |ﬂ:
oen: s
212370 ( Select Junior - SAI GLOBAL) |G- [ |
oA . A}

$132096 { Select Junior)

]

214432 (Select Junior)

215568 (Select Junior - Stel)

215910 (Select Junfor )

@] @]
oeeeiel

219440 (Select Junlor - Unearthed) ﬂ|

219341 (Select Junior - futurepay) <) S

239805 ( Select Junior - Neton) |_! |_°_:
T s — sy O o

210071 tsu:ﬂ Juniar - KNOG) a IE |ﬁ

210158 (Select Junior - Chris) IE )

727940 (Select Junlor - innepacific) [<) @

STEP®. Check the Enable Payment Response checkbox.
STEP®). Enter the Payment Response URL.

»  URL: <wpdisplay item=MC_callback>
STEP(®). Check the Enable the Shopper Response.
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Data cwrment up to
LDt DE 10
Marchat]
MERCHANTIHTAM]

Swiftch b Prisuction

sopyngtn @ BRE gl 200%

-0 e-2Mmo-|

ovbarwed o v

o P e — 8
romemmeme sttt (]

STEP(®. Selectthe Save Changes button
STEP®. Input Installation ID and Payment Gateway URL in gateway Ul.

1o other ackions
| ) ) (I
Installation 10 239TEST
Administration Code: TEST

TEST
Company Name: wwinvest.com
Environment

>» Installation ID: 2009test
»  URL: https://select.wp3.rbsworldpay.com/wcc/purchase
External Payment Gateway
O Authorize.Net O PayPal 0 SecurePay & worldPay ( Disable
WorldPay Payment Page Configuration

Installation ID *
Payment Gateway URL |https:,f;’select.wp3.rbsworldpay.comfwcc;’purchassl =
Currency | GBP (Pound Sterling) s |x

Note: The WAN IP of gateway must be real IP.
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16 Additional Applications

16.2 Upload / Download Local Users Accounts

Configure Upload / Download Local Users Accounts, go to: IUsers >> Authentication |

. Upload User: Click Upload User to enter the Upload User from File interface. Click the Browse button to

select the text file for uploading user accounts, then click Upload to complete the upload process.

Note 1: The format of each line in the file is "Username, Password, MAC Address, Applied Group, Remark, Lecal VPN
Enabled” without quotes. There must be no space between the fields and commas. The MAC Address field could be
omitted but the trailing comma must be retained. When adding user accounts by uploading a file, existing accounts in the
embedded database that are also defined in the data file will not be replaced by the new ones.

Note 2: If users need to use Local VPN, please set Local VPN Enabled field to 1.

Note 3: Only "0~9", "A~Z", "a~z", ".", "-", and "_" are acceptable for password field.

Upload User from File

File Name

When uploading a file, any format error or duplicated username will terminate the uploading process and no account
will be uploaded. Please correct the format in the uploading file or delete the duplicated user account in the
database, and then, try again.

Local VPN Enabled
Username Password MAC Address (1: enable, 0: disabled)

| | |
@se@,@ser@,@:00:00:00:00:@/,@@5}9@,

Applied Group Remark

¢ Download User: Use this function to create a .txt file with all built-in user account information and then save it

on disk.

Download User to File

Applied Group

MAC
Username Password Address Local VPN Enabled
Remark
4]
1 i 8]
4]
2 2 o
Download
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16.3 Backup / Restore and Upload New On-demand User

Accounts

Configure Backup / Restore On-demand Users Accounts, go to: |Users >> Authentication

. Backup Current Accounts:  Use this function to create a .txt file with all current user account information and

then save it on disk.

d Restore Accounts: After the current user accounts have backup, you can restore all these accounts to

another system. Click Restore Accounts to enter the Restore On-demand User Account interface. Click the

Browse button to select the text file for restore the user accounts, and then click Submit to complete the

restore process.

[ Upload Mew Account

Restore Accounts ] [ Backup Current Accounts ]
(=]
On-demand Account List
Username Password Remaining Quota Status Reference l@
f7x fk35momy 1M 102 K byte(s) Mormal klag Delete
9555 7fq8m623 Until 2009/05/13-16:27 online Delete

(Total:2) First Prev Next Last

. Upload New Account: Create new accounts by upload a text file. When uploading a file, any format error or

duplicated username will terminate the uploading process and no account will be uploaded. Please correct the

format in the uploading file or delete the duplicated user account in the database and then try again.

Motel:The format of each line is "ID (Username), Password, Type(TIME,VOLUME,CUTOFF), Quota(TIME:[hr:m];
VOLUME:MB; CUTOFF:[hr:m]), Account Activation{[day:hour]}, Valid Period{[day]), Grace Period{[hour]), Quantity
([day]), Reference, Price” without the quotes. The separator between two columns in a line is a comma. When uploading
a file, any format error or duplcated username will terminate the uploading process. No account will be uploaded. Please
correct the format in the uploading file or delete the duplicated user account in the database, then try again.

Note2:The unit of data transfer is byte. ID (Username) and Password must be given in lower case.

Upload On-demand User Account

File Name

. Example Format: Time

Account Activation
{day:hour)

Username Typa: TINE Grace Period  Reference

|
ou01,oupawd01,TIME,1 0|:30,3:0,5,,ireference01 ,1.99

Password
Valid Period

. Example Format: Volume
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Account Activation

Username Type: VOLUME {day:hour) Girace Period Reference

|
ouOZ,oupadeZ,VOLUME,100,2:’190,4efercm/ce02,2./99

Password Quota(VOLUME:[MB]} Valid Period Quantity Price

. Example Format: Cut-Off

Account Activation

HaEHRIie gprece SUTQER (dayzhour) Grace Period Reference
ou03,oupade3,CUTOFIﬂ:30,,,0.5,3,reference03,3.99
Password Guota{CUTOFF:[hr:m]) Uﬂli(llPeriod Quantity Price

The upload result will be as follow:

On-demand Account List

Username Password Remaining Quota Status Reference
oudl oupawd0l 10 hr(s) 30 min(s) MNormal reference0l Delete
oul2 oupawd02 100 M byte(s) Normal referencedz Delete
oud3 oupawd03 Until 2009/08/08-12:00 Normal referenced Delete

The mail different between Upload New Account and Backup/ Restore Accounts is Upload New

Account is for new accounts creations. So the format of the upload file does not need to add any
» Note: hidden columns, just need to input the required information in each column. But the Restore

Accounts file contain many hidden columns that administrator do not know, such as, “First Login

Time”, “Logout Time” ...
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16.4 POP3 login with complete name format

Configure POP3 login with complete name format, go to: IUsers >> Authentication |

For POP3 authentication, there have a option to send the complete username with postfix or username only.
Username Format: When Complete option is checked, both the username and postfix will be transferred to the
POP3 server for authentication. When Only ID option is checked, only the username will be transferred to the

external server for authentication.

External POP3 Server Related Settings

Username Format ) Complete i=.g. ussrl @compsnynams comp & ONly 10 ie.g, ussrd)
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16.5 RADIUS Advance settings

To configure RADIUS Advance settings, go to: [Users >> Authentication >> Option >> RADIUS >> RADI US|

5.2.2 Complete Name vs. Only ID

For RADIUS authentication, there have a option to send the complete username with postfix or username only.
Username Format: When Complete option is checked, both the username and postfix will be transferred to the
RADIUS server for authentication. On the other hand, when Only ID option is checked, only the username will be

transferred to the external RADIUS server for authentication.

5.2.2 NAS ldentifier

The system will send this value to the external RADIUS server, if the external RADIUS server needs this.

5.2.2 NAS Port Type

The system will send this value to the external RADIUS server, if the external RADIUS server needs this.

5.2.2 Class-Group Mapping
This function is to assign a Group to a RADIUS class attribute sent from the RADIUS server. When the clients
classified by RADIUS class attributes log into the system via the RADIUS server, each client will be mapped to its

assigned Group.

RADIUS Group Mapping - Server 3

O Enakle ® Disable

Ho. Class Attribute Value Group Remark
1 1 Group 1 | %
2 z Group 1 (%
3 3 Group 1 (%
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5.2.2 External RADIUS Server Related Settings

802.1X Authentication
Username Format
NAS Identifier
NAS Port Type
Accounting Delay Time

Class-Group Mapping

Iltem

802.1X Authentication

Username Format

NAS Identifier

NAS Port Type

Accounting Delay Time

Class-Group Mapping

External RADIUS Server Related Settings

Enable @ Disable

©® Leave Unmodified Complete (e.g. useri@postfix) Only ID (e.g. user1)
19 =(Default 19, Range: 0~35)
0 =(Deafult: 0)

Configure

Description

Enable /Disable 802.1X authentications for users authenticating through this
Server. To support EAP-SIM authentication, please enable this feature and
enter 802.1X Settings to configure the AP’s that support associated clients
to authenticate by EAP-SIM.

Select the format which the user login information is sent to the external
RADIUS Server. You may choose to send username in Complete (userID +
Postfix), Only ID or Leave Unmodified . Please note that if Leave
Unmodified option is selected, the system will send the username to Default
Auth Server setin 802.1X configuration page for authentication.

This attribute is the string identifying the NAS originating the access request.
System will send this value to the external RADIUS server, if the external
RADIUS server needs this.

Indicates the type of physical port the network access server is using to
authenticate the user. System will send this value to the external RADIUS
server, if the external RADIUS server needs this.

This attribute indicates how many seconds the client has been trying to send
this record for, and can be subtracted from the time of arrival on the server
to find the approximate time of the event generating this
Accounting-Request. (Network transit time is ignored.)

This function is to assign a Group to a RADIUS class attribute sent from the
RADIUS server. When the clients classified by RADIUS class attributes logs
into the system via the RADIUS server, each client will be mapped to an

assigned Group.

RADIUS Group Mapping - Server 3

Enable & Disable

Mo, Class Attribute Yalue Group Remark
1 1 Group 1 |%
2 2 Group 1 |%
3 3 Group 1 |%
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5.2.2 RADIUS Server Attributes

Follow Server's Setting -

Standard RADIUS Attributes

Session Timeout Minutes =(Range: 5-1440 mins)
Idle Timeout Minutes *(Range: 1-120 mins)
Acct Interim Interval Minutes *(Range: 1~120 mins, 0 is disable)
Attributes Priority WISPr Vendor Specific Attributes

Redirection URL

Billing Class Of Service

Session Terminate on Billing Enable Disable

Time
Session Terminate Time Never
Bandwidth Setting Group 1

ltem Description
The drop down selection list allows 3 options: Follow Server 's Setting ,

Overwrite Server’s Setting and Set if not presented

Follow Server's Sething e
Follow Server's Setting

Overwrite Server's Setting 0
Set if not presented

If Follow Server’s Setting is selected, system will use the RADIUS
attributes set in the remote RADIUS server. If Overwrite Server’s Setting is
selected, system will use the RADIUS attributes set below.

If Set if not presented is selected, system will use the RADIUS attribute

settings below if the configured remote RADIUS server presents no

attributes.
Attributes Priority RADIUS Standard Attributes
. Session Time Out: Forced logout once timeout period reached.
. Idle Time Out: Implicitly logout when inactivity timeout period
reached.
. Acct Interim Interval: The time interval to send accounting
updates.

WISPr Vendor Specific Attributes  Default from the drop-down menu is to
follow external Server settings. If you select to overwrite or set if not present,
the following attributes will be required.

. Redirection URL: URL of Start page.

. Billing Class Of Service: Text string used to indicate service

used for the visitor access.
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Session Terminate on Billing Time:  When enabled, the session
will terminate in the Billing Time set.
Bandwidth Setting: It will follow the Bandwidth settings of the

Group profile set for this authentication server.
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5.2.2 RADIUS Authentication Servers and Accounting Servers

Primary RADIUS Server

Authentication Server 10.2.3.217 *{Domain Name/IP Address)
Authentication Port 1812 *(Default: 1512)
Authentication Secret Key sssssene
Authentication Protocol CHAP -
Accounting Service @ Enable Disable
Accounting Server 10.2.3.217 *(Domain Name/IP Address)
Accounting Port 1813 *(Default: 1813)
Accounting Secret Key sssssees

Secondary RADIUS Server

Authentication Server (Domain Name/IF Address)
Authentication Port

Authentication Secret Key

Authentication Protocol CHapP -
Accounting Service @ Enable Disable
Accounting Server (Domain Mame/IP Address)

Accounting Port

Accounting Secret Key

Primary / Secondary RADIUS Server

ltem Description

Authentication Server Enter the domain name or IP address of your RADIUS Server.
Authenticati on Port Enter the Port number used for authentication

Authentication Secret Key Secret Key used for authentication

Select Challenge-Handshake Authentication Protocol (CHAP) or Password

Authentication Protocol o
Authentication Protocol (PAP).

Accounting Se rvice Enable / Disable RADIUS accounting

Accounting Server Enter the Accounting Server domain name or IP address.
Accounting Port Enter the Port number used for accounting

Accounting Secret Key Secret Key used for accounting.

Note: The Authentication Server and Accounting Service operates in sets, which means if the Authentication Server
set under Primary RADIUS Server is unavailable then the system will refer to Secondary RADIUS Server setting
without referencing the Accounting service settings under Primary.
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16.6 LDAP Advance settings - Attribute-Group Mappin g

Configure LDAP - Attribute-Group Mapping, go to: IUsers >> Authentication |

This function is to assign a Group to a LDAP attribute sent from the LDAP server. When the clients classified by

LDAP attributes log into the system via the LDAP server, each client will be mapped to its assigned Group. To get

and show the attribute name and value from the configured LDAP server, enter Username and Password and click

Show Attribute . Then, the table of attribute will be displayed. Enter the Attribute Name and Attribute Value chosen

from the attribute table, and select a Group from the drop-down list box.

Mo,

A

Attribute Name Attriubute Value
C IUSEROL
C T

LOAP Group Mapping - Server 4

JEnable ¥ Disable

LDAP Attribute Name LoaP attribute Value Group
[y} LISERD] Group 1 ¥
c T Group 2 ¥
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16.7 NT Transparent Login

Configure NT Transparent Login, go to: |Users >> Authentication |

This function refers to Windows NT Domain single sign-on. In Windows NT or AD environment, users must need to

login to Domain first, and then they will be assigned the access right in this domain.

On the other hand, user also need to login to WHG-505 to get the network access right. So user must login twice for
network access right and domain resource access right.

So, this function is use to combine these by a single user login. Users only need to login once, and then they will be
assigned the access right in this domain and network access right from WHG-505.

When Transparent Login is enabled, clients will log into the system automatically after they have logged into the NT

domain.

Enable Local VPN: Check the checkbox to enable local VPN under transparent login mode. When enabled, local
VPN connection will be automatically created under transparent login mode. For the local VPN to work under
transparent login mode, however, it requires support from Windows Server — need to install additional logon script on

Windows Server.

249



16.8 Roaming Out

Configure Roaming Out, go to: [Users >> Authentication .|

In sometime, WHG-505 can act as a RADIUS server for Roaming Out from other system. The Local User database

will act as the RADIUS user database.

e Account Roaming Out & 802.1X Authentication: When Account Roaming Out is enabled; the link of this

function will be available to define the authorized device with IP address, Subnet Mask, and Secret Key.

Local User Database Settings

Local User List

& Enable O Disable

Account Roaming Out 5 : ) — . . .
(Local user database will be used as guthentication database for roaming out users.)

{2 Enable & Disable
802.1X Authentication {Local user database will be used as internal RADIUS database for 802.1xX-enabled LAN

devices, such as AP and switch.)

Roaming Qut & 802.1X Client Device Settings

Roaming Out & 802.1x Client Device Settings

No. Type 1P Address Subnet Mask Secret Key
1 [Roaming out ¥  [10.0.0.0 | 255.0.0.0 (/8) [
2 |[pisable v | [255.255.255.255 (/22) ¥| i
3 [pDisable ¥ | [255.255.255.255 (/32) ¥
4 [Disable | 255.255.255.255 (/321 |

Click the hyperlink Roaming Out & 802.1x Client Device Settings  to enter the Roaming Out & 802.1x Client
Device Settings interface. Choose Roaming Out and key in the Roaming Out client’s IP address and network

mask and then click Apply to complete the settings.

In the other system, such as another WHG-505, setup it's RADIUS server to this WHG-505 with same postfix,
then the local user in this WHG-505 can login success from another WHG-505 by RADIUS authentication.
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16.9 SIP Proxy

SIP (Session Initiation Protocol) is a protocol for making real-time calls over IP network. Currently, most of the SIP

extensions address audio communication. WHG-505 can act like a SIP Proxy Server, it forwards end point’ requests

and responses. In other words, SIP Proxy server needs to log in the trusted registrar to verify identities of 2 clients.

After enabling SIP proxy server, all SIP traffic pass through NAT with a selective but fixed WAN interface.

In this example, client extension #301 is trying to call #303. WHG-505 asks an external trusted SIP registrar to verify

both identities. After SIP registrar responds with a YES, call is established through WHG-505.

SIP Proxy Authentication Server

Trusted
5IP Fh?giﬁ‘lfﬂl Eﬁua as
oooo a SIP Proxy
@ Server
WAN_'_ ‘-EI‘II!! -—-I
LAN LAN
\) A~ ; Wired Network
8' f&)
WiFi Phone (#301) ' '
(2) Get Authenticated >

P
(3) Call Established SIP Softphone §#303)

The system provides SIP proxy for SIP clients (devices or soft clients) pass through NAT. After enable SIP proxy

server, all SIP traffic can pass through NAT with a selective but fixed WAN interface. If the SIP Registrar settings in

SIP client is same as the system setting, when the client try to access the SIP Registrar, system will let this client

login automatically and all SIP traffic can pass through.

Configure SIP Trusted Registrar, go to: IUsers >> Authentication

Authentication Server - SIP

IP Address Remark
| [ .‘
Trusted Registrar
Group | Group 1 VI Group selection =pplied to clisnts login with SIP suthenticstion

e SIP: SIP authentication supports 4 Trusted SIP Registrar.
e |P Address: The IP address of the Trusted SIP Registrar.
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* Remark: The administrator can enter extra information in this field for remark.
e Group: A Group option can be applied to the clients who login with SIP Authentication. Be noted that the
specific route of the applied Policy for the selected Group cannot conflict with the assigned WAN interface

for SIP authentication.

SIP Interface Configuration

Configure SIP WAN Interface, go to: |System Configuration >> Service Zones.

SIP Interface Configuration
Enabled [] WAN Interface WANT

The system provides SIP proxy functionality, which allows SIP clients to pass through NAT. When enabled, all SIP
traffic can pass through NAT via a fixed WAN interface. The policy route setting of SIP Authentication must be

configured carefully because it must cooperate with the fixed WAN interface for SIP authentication.

SIP Transparent Proxy can be activated in both NAT and Router mode. SIP Authentication must support in either
mode. For users logging in through SIP authentication, a group can be chosen to govern SIP traffic. The policy’s
login schedule profile will be ignored for SIP authentication. Specific route and firewall rules of the chosen group will

be applied to SIP traffic.
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Appendix A.  Proxy Configuration

Basically, a proxy server can help clients access the network resources more quickly. This section presents basic

examples for configuring the proxy server settings of the WHG-505.

= Using Internet Proxy Server

The first scenario is that a proxy server is placed outside the LAN environment or in the Internet.

Follow the following steps to complete the proxy configuration:

Step 1.  Log into the WHG-505 by using the admin account.

Step 2.  Network >> Proxy Server >> External Proxy Servers page. Add the IP address (leaving it blank means
any IP address) and port number of the proxy servers into External Proxy Servers setting. Enable the Built-in

Proxy Server . Click Apply to save the settings.

External Proxy Servers

No. IP Address Port
1 G588
2 5080
3 8023
4 3128

10

Redirect Outgoing Proxy Traffic to Built-in Proxy Server

Built-in Proxy Server ®Enable O Disable
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Step 3.  Make sure that the proxy server settings match with at least one of the proxy server setting of the

WHG-505 — for example, in this case, 203.125.142.1:3128 matches with blank:3128.

Local Axea Network (LAN) Setlings [‘5_<| Proxy Settings f'5_<|
Automatic configuration Servers
Automnatic configuration may override manual settings, To ensure the Type Proxy address ta use Pork
use of manual settings, disable automatic configuration. =
[ automatically detect settings - HTTP: |g:e_125_142_1 | | 3120 |
|:| Use automatic configuration script
| SeCUre: | | g | |
ETP:
2 | |+ |
Prowy server
. sedst | L]
Use a progey server for vour LAN (These settings will not apply ko
dial-up or YPM connections),
 m——
Address: | | Port: | m TRy ]I [[Use the same proxy server For all protocols
Bypass proxy server for local addresses
Exceptions
[ oK ] [ Cancel ] .!d;' Do niot use pracey server For addresses beginning with:
W=

Use semicalons § ; ) bo separate entries,

oK 1 [ Cancel

Note:

1. Itis required that the proxy server setting of the clients match with at least one of the proxy server setting of the
WHG-505. Otherwise, users will not be able to get the Login page for authentication via browsers and it will show an
error page in the browser.

2. When the Built-in Proxy Server is enabled, all the outgoing proxy requests will be processed by the built-in proxy
server. This will be useful when the specific proxy servers of clients are not listed in the External Proxy Servers

setting.
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= Using Extranet Proxy Server

The second scenario is that a proxy server is placed in the Extranet (such as DMZ), which all users from the Intranet

or the Internet are able to access.

Note: A special scenario is that a proxy server is placed in a zone like Intranet — where users can reach each other

without going through the WHG-505. In this case, whenever any one of users in the Intranet has been authenticated

and connects to the network via the proxy server, other users using the same proxy setting in their browsers will be

able to access the network without any authentication. Therefore, to stop the risk, it is strongly recommended to put

all proxy servers outside the Intranet.

Follow the following steps to complete the proxy configuration:

Step 1.
Step 2.

Step 3.

Log in the WHG-505 by using the admin account.
Network >> Proxy Server >> External Proxy Servers  page. Add the IP address and port number of the
proxy server into External Proxy Servers setting. Click Apply to save the settings.

External Proxy Servers

No. IP Address Port

1 ( 192.168.1.100 6588 ]

10

Redirect Outgoing Proxy Traffic to Built-in Proxy Server

Built-in Proxy Server (O Enable ® Disable

Make sure that clients use the same proxy server settings. Please also configure appropriate exceptions
if there is any traffic which is not needed to go through proxy server — for example, there is no need to
use proxy server for the Default Gateway (172.30.1.254).

Local Avea Network (LAN) Settings g| Proxy Settings g|

Aukomatic configuration Servers

Autornakic configuration may override manual settings, To ensure the Type Proxy address to use Port
use of manual settings, disable automatic configuration.
[] automatically detect settings (ﬂTTP: 102325 | |eses ]
|:| Use automatic configuration script Secure!
ETP:
Procy server Socks:

Use a proxy server For your LAM (These settings will not apply to

it @y P e e [ Use the same proxy server for all protocols

address: Part: |
Bypass proxy server for local addresses e
Do ot use proxy server for addresses beginning with:
Ok ] [ Canicel ]

12 ies 12541111

25 o Use semicolons { ; ) to separate entries,
J

a4 | [ Cancel




Note: It is required that the proxy server setting of the clients match with the proxy server setting of the WHG-505.
Otherwise, users will not be able to get the Login page for authentication via browsers and it will show an error page

in the browser.
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Appendix B.  Certificate Settings for IE6 and IE7

= Certificate setting for the company with Certificat e Authority

> Background information

Any website or high-value Web Applications will require a client to access their websites via Secure Sockets
Layer (SSL). The browser will automatically ask for a public SSL certificate from the website and check if it is
valid. The public SSL Certificate consists of the public key and identity information which can be signed by any
established certificate authority (e.g. VeriSign). The certificate authority guarantees that the public key belongs
to the named entity. Usually, website’s security certificate may encounter problem only if the security certificate
presented to the browser has not been signed by any certificate authority which can be trusted.

As long as the SSL function is enabled in the WHG-505, there must be a public SSL certificate signed by an
established certificate authority. To avoid the error message in the browser, a company should have its own
Certificate Authority (CA). The IT department must therefore install the SSL certificate for each normal user
when deploying the WHG-505.

> Secure Certificate setting for both IE6 and IE7

For the company with its own Certificate Authority (CA), the certificate of the company should be trusted by all
his employees’ computers, and the certificate should be delivered through a trusted media. For example, the
MIS staff should install the CA certificate in each computer. The company CA will issue a certificate for the
WHG-505 and export it to the WHG-505.

Note: If the WHG-505 is installed in a company, the administrator can create a certificate using software

instead of purchasing a public trusted certificate.

= Certificate setting for the company without Certifi cate Authority

For a company that does not have it own Certificate Authority (CA), the administrators should first apply for a
trusted certificate, or create one by using certificate software. Second, the administrators should use some
trusted media to install this certificate (as trusted CA) in each employee’s computer, and in the meantime

export this certificate to the WHG-505.
In some circumstance, the company without Certificate Authority may follow the steps stated below to avoid

error message. When in the LAN environment of the office instead of a wireless environment, administrators

may already have recognized certificates in the system which the CA must be verified as secured.
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Certificate setting for Internet Explorer 7

For IE7, regarding certificate issues caused by certificate publisher not being trusted by IE7, the following steps
may be taken to provide a workaround or to bypass the issue.
(1) Open the IE7 browser, and you will be redirected to the default login page. If the certificate is not trusted, the
following page will appear.
Click “Continue to this website”

@ Certificate Error: Navigation Blocked - Windows Internet Explorer

wa v (8] google.com, sl [ [ %
s

File Edit Yiew Favorites Tools  Help

5 Favorites 88|~ _éLDgin @Certificata Error: Mavigati,.. % @

s
|ﬂ@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.

& Continue to this website (not recommended).

@ More information

(2) The default User Login Page will appear and the users can then login normally.
E Logm —W.i.n'duws.internet:fxpl.ﬁrer

eie Bl |w| % Certificate Error
File Edit View Favorites Tooks Help
5.7 Favorites éé: ELD‘II - x 17

User Login
Username: | |
Password: | |

[1Remember Me
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For installing a trusted certificate to solve the IE7 certificate issue, please follow the instructions stated below.

(1) When the User Login page appears, click “Certificate Error”

& Login - Windows Internet Explorer

at the

top.

o
o)~ [E] [¥] % corticate Ervar
File Edit View Favorkes Tools Help
7.7 Favarites %: Elogn x- Wl
User Login
Username: | |
Password: ' |
[1Remember Me
(2) Click “View Certificate”
é iogm - Windows Internet -I-fxpl-hrer
_File Edt ‘iew Favortes Toolks Help 'g‘ - % |
= = ! Untrusted Certificate

57 Favorites 22 - Blogn Tusted Lertnca

(3) Click “Certification path”

. the ssrver.
Username: i
We recommend that you close this
Password: | webpage.
= About certificate errors

The security certificate presented by this
website was not Issued by a trusted
certificate authority,

This probdern might indicate an attempt to
fool you or intercept any data you send to

View certificates

["1Remember Me

General | Detais [ Certification Path

% Certificate Information

This CA Root certificate is mot brusted. To enable trust,

install this certificate in the Trusted Root Certification
Authorities store.

Issued to:

Issued by:

valid from 2009(2/27 to 2019/2j25

(4) Select root certification, and then click “View Certificate”

259



General Dgt_ﬂs‘J Certification Path |

Cartification path

Certificate gtatus:

[This CA Reot certificate is not trusted because It is not in the Trusted Root
Certification Authorities stare,

(5) Click “Install Certificate”

(6) Click “Next” .

e > |

General | Details | Certification Path

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:

Issued by:

Yalid from 2003/2/27 to 2019/2{25
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Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lists, and certificate revocation lists From your disk ko a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or ko establish secure netwark.
connections. & certificate store is the system area where
certificates are kept.

To continue, click Mexk,

l Mext = J[ Cancel

(7) Select “Automatically select the certificate store based o n the type of certificate” , and then click

“Next” .

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

‘Windows can automatically select a certificate store, or you can specify a location for

(&) ftomatically select the certificate store based on the type of certificate:

() Place all certificates in the Follawing store

[ < Back ][ Iext = ][ Cancel

(8) Click “Finish”

Certificate Import Wizard

Completing the Certificate Import
Wizard

‘fou hawve successfully completed the Certificate Import
wizard,
‘fou have specified the Following settings:

Certificate Store Selecked  Automatically determined by t
Content Certificate

< Back ][ Finish ][ Cancel
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(9) Click “Yes” .

Security Warning il
'2 You are about to install a certificate from a certification authority (CA) claiming to represent;
L cam.sg
‘Windows cannot validate that the certificate is actually from * «com.sg” You should canfirm s origin by cantacting
= com.sg"
Thumbprint (shat): €1

Warning:
I wou install this rook certificate, Windows wil automatically trust any certificste issued by this CA, Tnstaling a certificate with an unconfirmed
thumbprint is & security risk. IF you click "Yes" you acknowledge this risk.

Do you want to install this certificate?

(10) Click “OK” .

r -

Certificate

eneral | Detals | Certification Path

@x‘ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:

Issued by:

valid from 2009/2/27 to 2019/2/25

(11) Launch a new IE7 browser. The certificate is now trusted via IE7 according to the key symbol shown at
top next to the address field.

e Login - Windows Internet fxpl'nrer

Go- ke {a]

Flle Edt ‘iew Favortes Tools Help
L Favorites B g;m x

Username: |

Password: | |

["1Remember Me
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= Certificate setting for Internet Explorer 6

For issues relating to IE6 certificate error, the following information provides the step to take when the certificate
publisher is not trusted by IE6.
(1) Open an IE6 browser, the Security Alert message will be appeared if the certificate is not trusted. Click “Yes”

to proceed.

Security Alert

Information wou exchange with thig zite cannot be viewed or
= changed by others, Howewver, there iz a problem with the site's
zecurity certificate.

& The sacurity certificate wag izzued by a company pou have
not chozen to tust Visw the certificate to determine whether
you want to trust the certifying authority.

g The security certificate date iz walid.

The name onh the secunty certificate iz invalid or dogz not
match the name of the zite

['o pou want to proceed?

l Yes J 1 Mo i [Eiew Certificate

(2) The User Login Page will appear.

User Login

Username: | |

Password: f |

[JRemember Me

(3) The user can now login normally.
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Appendix C.  Service Zones — Deployment

Examples

= Typical Application Scenario: Employee vs. Guest

Typical service zone settings will separate users groups into Employee and Guest for the purpose of different

authentication level.

Service Zone Settings

Service Zone Name VLAN Tag SSID WLAN Encryption Applied Policy Default Authen Option Status Details
Default N/A  SSIDO None Policy 1 Server 1 Enabled
5Z1 1 SSID1 None Palicy 1 Server 1 Disabled @
573 Zz  s5ID2 None Policy 1 Server 1 Disabled @
573 3 sSID3 None Palicy 1 Server 1 Disabled [ Configure |

»  Application Network:
As shown in the diagram, assign service zone 1 to Employee and service zone 2 to Guest.
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> Requirements for the Application Scenario :
1. Regardless of the location in the office, all users should be divided into two groups (Employee and

Guest) for the purpose of authentication differences.

2. Each service zone must setup its own SSID to let users to access the wireless network using the
specific ID. The system will give a unique Session ID to authenticated users when they start new
sessions.

3. Both groups, Employee and Guest, will be redirected to different login portal pages and will be
authenticated against different authentication database.

4. Apply different access control policies to separated groups Employee and Guest.

= Solution and Configuration in WHG-505
» Configure two service zones to map to the two groups

Step 1: Select “Tag-Based mode*“ for all “service zones *“

LAN Ports and Service Zone Mapping

Select the mode for Service Zone () Port-Based
(¥ Tag-Based

Motice: Under "Tag-Based” mode, Service Zones will be
distinguished by VLAN tagaging, instead of physical LAN ports.

s A b A A

Select the mode for Isolation (5 Enabled
O Disabled

Step 2: Choose and configure the desired “service zone “ for the specific group (e.g. Choose and configure

“ SZ1" for Employee )

Service Zone Settings

Service Zone Name VLAN Tag SSID WLAN Encryption Applied Policy Default Authen Option Status Details
Default N/A SSIDO None Palicy 1 Server 1 Enabled W
sz1 % SSID1 None Palicy 1 Server 1 Disabled |[_ Configure |
573 2 55102 None Policy 1 Server 1 Disabled [ Configure |
573 3 S51D3 None Policy 1 Server 1 Disabled [ Configure |
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Step 3: Configure the “service zone “ accordingly

Basic Settings

I Service Zone Status

@ Enable I ) Disable

I Service Zone Name

Employee I

Network Interface

| VLAN Tag

lllll *|[Range: 1 ~ 4054)
Operation Mode @ NAT ) Router
IP Address 192.168.2.1 *

Subnet Mask

‘ 255.255.255.0

*

Metwork Alias List
» Configure the SSID
Wireless Settings
SSID SZ1-Employee *
Open System -
. Authentication o
Security [CEnable 802.1X Authentication

Encryption

None -

» Choose the authentication option and configure the login page

Authentication Settings

Authentic?::ll)ri:::uired For |'® Enable | © Disable
Auth Option Auth Database Postfix Default Enable
I Server 1 LOCAL local @
Server 2 POP3 pop3 ) [
Authentication Options Server 3 RADIUS radius @) ]
Server 4 LDAP Idap ) =
On-demand User ONDEMAMND ondemand (5] (]
sIp SIP NfA O
Login Page
Port Location Mapping Free Login Page
Port Location Mapping Charge Login Page
Logout Page
Custom Pages Login Success Page
» Choose the appropriate policy for this “service zone *“
Default Policy in this Service Zone | W I [m

Email Message for Login Reminding

21 Enable
@ Disable

| Edit Mail Message |
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Finished Configuration — Service Zone Settings:
Once the settings of two service zones are completed, the configured result will be displayed on screen in the

Service Zone Settings . The name of the service zone and the enabled status should appear in the display.

Service Zone Settings

Default N/A SSIDO None Policy 1 Disabled Enablad .
Employee 1111 SZ1-Employee Naone Palicy 1 Server 1 Enabled | Configure ||
Ondemand 2222 Dnr':lsezlizand Nane Palicy 2 On-demand User Enabled

SZ3 3 SSID3 None Policy 1 Server 1 Disabled [_Configure ]|
SZ4 4 SSID4 None Policy 1 Server 1 Disabled [ Configure ||
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Appendix D. DHCP Relay

The WHG-505 supports DHCP Relay defined according to RFC 3046. For scaling reasons, it is advantageous to
set up an external DHCP server apart from using the internal DHCP server implemented in the WHG-505 for
assigning IP. When client-originated DHCP packets are forwarded to a DHCP server, a new option called the
“Relay Agent Information option” is inserted by the DHCP relay agent. External DHCP servers that recognize the
Relay Agent Information option may use this information to implement IP address or other parameter assignment
policies. The external DHCP server will echo the option back to the relay agent in server-to-client replies, and

strip-off the option before forwarding the reply to the client..

A graphic example of connecting 2 gateways with an external DHCP server:

10.X.X.200 10.X.X.254
10.X.X.100
r_l Router . Gateway |
192.168.1.254 192.168.2.254
172.X.X.254
DHCP Server
172.X.X.100
’ Cateway 2
10.X.X.254 123.X.X.254

Please note that the Router and Gateway 1 connected to the DHCP Server have to be under the same network

segment as the DHCP Server.

When a client requests IP address from Gateway 1 Public LAN through the build-in DHCP relay agent of the
WHG-505, the DHCP server will receive a DHCP REQUEST packet with Option 82 (a code defined in RFC 3046).
A Circuit ID will be sent by the WHG-505 when the DHCP relay is enabled to define where the packet is sent from,
and this Circuit ID will have a format of MAC_IP, such as 00:E0:22:DF:AC:DF_172.30.1.254. When the external

DHCP server gets the request packet, it will therefore know where to reply to and which IP to assign.

Here is an example of configuration file of the DHCP server:
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match if option nt.ocircuit-id H 91 192.168.1.254";

gl priwvate lan®™ {
match if option nt.ocircuit-id

nt.circuit-id o0

nt.ocircuit-id oo

T i
option domain-nsme-servers

pool f

pool f

Based on the above example, the client that connects to the WHG-505 sends out a DHCP request. The DHCP
relay function being enabled in the WHG-505 sends a Circuit ID 00:90:0B:07:60:91_172.30.1.254 to the external
DHCP server. When the DHCP server gets the Circuit ID, it recognizes that the request is sent from g1_public_lan
and thus assigns the client a DNS server of 169.95.1.1, an IP that is in the range of 172.30.1.30 and 172.30.1.50, a
default gateway of 172.30.1.254, and a subnet-mask of 255.255.255.0
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Appendix E.  Session Limit and Session Log

Session Limit

To prevent ill-behaved clients or malicious software from using up system’s connection resources,

administrators will have to restrict the number of concurrent sessions that a user can establish.

»  The maximum number of concurrent sessions (TCP and UDP) for each user can be specified in the Global
policy, which applies to authenticated users, users on a non-authenticated port, privileged users, and
clients in DMZ zones.

»  When the number of a user’s sessions reaches the session limit (a choice of Unlimited, 10, 25, 50, 100,
200, 350, and 500), the user will be implicitly suspended upon receipt of any new connection request. In
this case, a record will be logged to the SYSLOG server specified in the Email & SYSLOG.

»  Since this basic protection mechanism may not be able to protect the system from all malicious DoS
attacks, it is strongly recommended to build some immune capabilities (such as IDS or IPS solutions) in the

network deployment to protect the network in daily operation.

Session Log
The system can record connection details of each user accessing the Internet. In addition, the log data can be

sent out to a specified SYSLOG Server, Email Box or FTP Server based on pre-defined interval time.

»  The following table shows the fields of a session log record.

Field Description
Date and Time The date and time that the session is established
Session Type [New]: This is the newly established session.

[Blocked]: This session is blocked by a Firewall rule.

Username The account name (with postfix) of the user; It shows “N.A.” if the user
or device does not need to log in with a username. For example, the
user or device is on a non-authenticated port or on the privileged
MACI/IP list. Note: Only 31 characters are available for the
combination of Session Type plus Username. Please change the

account name accordingly, if the name is not identifiable in the record.

Protocol The communication protocol of session: TCP or UDP

MAC The MAC address of the user’s computer or device

SIP The source IP address of the user’'s computer or device
SPort The source port number of the user’s computer or device
DIP The destination IP address of the user’s computer or device
DPort The destination port number of the user’s computer or device

270



>

The following table shows an example of the session log data.

Jul 20 12:35:05 2009

Jul 20 12:35:05 2009

Jul 20 12:35:06 2009

Jul 20 12:35:06 2009

Jul 20 12:35:07 2009

Jul 20 12:35:09 2009

Jul 20 12:35:10 2009

[New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1626 DIP=203.125.164.132 DPort=80
[New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1627 DIP=203.125.164.132 DPort=80
[New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1628 DIP=203.125.164.142 DPort=80
[New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1629 DIP=203.125.164.142 DPort=80
[New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1630 DIP=67.18.163.154 DPort=80
[New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1631 DIP=202.43.195.52 DPort=80

[New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1632 DIP=203.84.196.242 DPort=80
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Appendix F.
Login

» Network Configuration on PC

Network Configuration on PC & User

After WHG-505 is installed, the following configurations must be set up on the PC: Internet Connection Setup and

TCP/IP Network Setup .

* Internet Connection Setup
= Windows 9x/2000
1) Choose Start >> Control Panel >> Internet
Options .

2) Choose the Connections tab, and then click
Setup.
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£ Control Panel =] =]
J Flle Edt Wiew Favortes Tools Help ‘
| ek - = - G| @search Chpolders sy | B8 0 X o | B
| tiddress [5 Control Panel | e
= 1 — = pq -]
= . =
b Accessihilty  AddfRemove  AddfRemove  Administrative  DatefTime
Control Panel Options ~ Hardware  Frograms Tools
Internet Options @ Lsﬁf | x4 %
Configures your Internst display
and connections settings Display Falder Options Fants Game
Controllers
‘windows Update ©
—
‘windows 2000 Support e ?7> | _@
\ - 2
Keyboard Maouse Metwork and  Phone and  Power Options
Dial-up Co... Modem ..
@ ® a @ ¢
Prinkers Regional ~ Scannersand  Scheduled  Sounds and
©Options Cameras Tasks Multimedia
Swskem Users and  WMware Toals e
Pacsunrds =

|Configures your Internet display and connections settings [ T my Computer

Internet Properties

General I Security I Content  Conneckions IPngrams I Advanced I

add...

Remoyve |
Sethings. .. |

€ Dial whenever anebwork connection is not present

Sek Defaulk |

Use the Internet Connection YWizard to
connect your computer to the Internet.

—Dial-up settings

% ever disl & conmeckion

€ always dial my defaulk conmection

CUrreEnt [Mone

—Local Area Metwork (LAN) settings

LAM Settings. .. |

cd

(]4 Cancel I Lpply




3) Choose “l want to set up my Internet
Welcome to the Internet

connection manually, or | want to connect Connection Wizard

The Intemet Connection wizard helps you connect pour computer
tothe Internet. You can use this wizard to set up a new ar
existing Internet account

through a local Area network (LAN)” , and then
click Next.

7 | want to sign up for a new Intemet account. [My telephone line
iz connected to my moden.

7 | want to transfer my existing Intermet account to this computer,
[My telephane line iz connected o my madem. |

@ | want to set up my Intemnet connection marually, or | wark to
connect through a local area network, [LAN].

To leave your Intermet settings unchanged, click Cancel

Talearn more about the Intermet, click Tutarial Tutarial |

<Back‘i MNext > I’ Cancel

S ——

4) Choose “I connect through a local area X

network (LAN),, and then CIiCk NeXt ' Selting up your Internet connection

If you have an Intemnet service provider account, you can use your phone line and a modem
to connect ko it IF wour computer is connected to a local area netwark (LAN), pou can gain
access to the Internet over the LAN.

How da you connect ta the Intermet?

| connect thiough a phone ling and a modem

@t thiough a local area netwark [LAM]

<Back‘| Mext » I} Cancel |

TS
H H H Internet Connection ﬂ
5) DO NOT choose any option in the following LAN
Local area k1
window for Internet configuration, and just click
NeXt . Select the method pou would like to use to configure your proxy settings. |f you are not

sure which option to select, select automatic discovery or contact your netwark.
administrator, Automatic configuration may overide manual settings. To ensure the use
of manual settings, disable automatic configuration,

Automatic Configuration
™ Automatic discovery of prowy server [recommended]

™ Use automatic configuration soript

Address:

I Manual Prosy Server

< Back (INext ﬁl Cancel

S ——
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6) Choose “No” and then click Next.

7) Finally, click Finish to exit the Internet
Connection Wizard . Now, the set up is

completed.

Windows XP

1) Choose Start >> Control Panel
Option .

>> |nternet
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Internet Connection Wizard

Set Up Your Intemnet Mail Account

An Intemet mail program iz installed on your computer. Intemet mail allows you to

receive and send e-mail messages.

To successhully zet up your Intermet mail account, you must have alieady signed up for
an e-mail account with an Internet service provider and obtained impartant connection
information. If wou are missing any information the wizard asks you to provide, contact

your Intemet service provider,

Do you want to set up an Intemet mail account now?

e

<Back< I Mext > I >Cancel |

TS

Wizard

account.

click Finish.

Internet Connection Wizard

Completing the Internet Connection

“'ou have successfully completed the Internet Connection wizard.
“rour computer iz now configured to connect to your Internet

After you cloge this wizard, you can connect ta the
Internet at any time by double-clicking the Internet
Explorer icon on your desktop.

r To connect to the Intemet immediately, select this box and then

To close the wizard, click Finish

x|

e

< B al:l(IFimsﬁl Cancel

S ——

B Control Panel

File Edit Wiew Favorites Tools  Help

< L __J ‘? /"Search '| -

Folders

Address |3 Cantrol Panel

& =

Control Panel

Accessibiity  AddHardware  Addor  Administrative Date and Time
B Switch to Category Wiew Options Remov, .
i - i ’«L/ 4 @
See Also g L e
Display Folder Options Fonts Game
& ‘windows Update Controllers
@) Help and Support 3
= a’, EL’
Keyboard Mouse Network Phone and  Powsr Options
Connections Modem ...
Y 2 2 @
® = 2
Printersand  Regional and  Scanmersand  Scheduled  Sounds and
Faxes Language ... Cameras Tasks  Audio Devices
Speech System  Taskbar and  User Accounts YMware Tools v

vIB e
B & |




2) Choose the Connections tab, and then click
Setup.

3) When the Welcome to the New Connection
Wizard window appears, click Next.

4) Choose “Connect to the Internet”
click Next.

and then
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Internet Properties

__Genetal Security | Privacy | Content | Connections _F'loglams .-’-‘«dvanc:ed.__

To set up an Inkernet connection, click
Setup.

Dial-up and Yirtual Private Metwork, settings

Choose Settings if vou need to configure a proxy
server for a conneckion.

Local srea Metwaork: [LAM] settings

LaM Settings do not apply to dial-up connections.
Choose Settings above For dial-up settings.

Cancel

New Connection Wizard

)

Welcome to the New Connection
Wizard

Thiz wizard helps you:
* Connect to the Intemet.

* Connect to a private network, such ag pour workplace
nietwork.

* Setup a home or small office network,

To continue, click Nest.

[ Mest> | D Cancel

New Connection Wizard

Metwork Connection Type
‘what do pou want to do?

Tou can browse the Web and read email.

(") Connect to the network at my workplace
Connect to a buzsiness network, [uzing dialup or YPN] so you can work from home,
a field office, or another location.

() Set up a home or small office network
Connect to an existing home or zmall office network, or g8t up a new one.

() Set up an advanced connection

Connect directly to another computer using vour zenial, parallel. or infrared port, or
zet up thiz computer so that other computers can connect o it.

T —
[ <ﬁac( H Mext » ID Cancel
e e




5) Choose “Set up my connection manually”
then click Next.

6) Choose “Connect using a broadband
connection that is always on”  and then click

Next.

7) Finally, click Finish to exit the Connection
Wizard . Now, the setup is completed.

and
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New Connection Wizard

Getting Ready
The wizard iz preparing to get up vour Intermet connection,

How do you want to connect to the Intermet?

pternet service providers [15Ps)

Wil need your account name, password, and a
phone number for your ISP, For a broadband account, you won't need a phone
riurnber.

() Use the CD | got from an ISP

P ———
[ <Eac:|( ” Mext > ]D Cancel
—

New Connection Wizard

Internet Connection
How do you want to connect ta the Intemet?

() Connect using a dial-up modem
Thiz type of conhection uzes a modem and a regular or ISDM phane line.

dhand b

() Connect uging a b that

password
Thiz iz a high-speed connection uzing either a DSL or cable madem. Your ISP may
refer ta this type of connection as PPPoE.

a uger name and

15 T Tt ;
connection. |t is always active, and doesn't require you to sign in.

P —
[ < Back (” Mest » l) Cancel
\_/

New Connection Wizard

)

Completing the New
Connection Wizard

Your broadband connection should already be configured
and ready ta uze. If vour connection i nat warking
properly. click the following link.

Learn more about

To close this wizard, click Finish.

[ < Back H Finish l} Cancel
~——————




TCP/IP Network Setup

If the operating system of the PC in use is Windows 95/98/ME/2000/XP, keep the default settings without any
changes to directly start/restart the system. With the factory default settings, during the process of starting the
system, WHG-505 with DHCP function will automatically assign an appropriate IP address and related
information for each PC. If the Windows operating system is not a server version, the default settings of the
TCP/IP will regard the PC as a DHCP client, and this function is called “Obtain an IP address automatically”

If checking the TCP/IP setup or using the static IP in the LAN1/LAN2 or LAN3/LAN4 section is desired, please

follow these steps:

= Check the TCP/IP Setup of Window 9x/ME
1) Choose Start >> Control Panel >> Network .

2) Click on the Configuration tab and select
“TCP/IP >> AMD PCNET Family Ethernet
Adapter (PCI-ISA)” , and then click Properties .
Now, you can choose to use DHCP or a specific
IP address.
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T he following network components are installed:

Client for Microzoft Metworks

Prirnany Metwork Logon:
ICIient for Microzoft Metworks LI

File and Print Sharing... I

Description
TCFPAPR iz the protocol you uze to connect to the Internet and
wide-area networks.

ak. I Cancel I




3) Using DHCP: If you want to use DHCP, click on IR = <

“ ; Bindings | Achvanced | NetBI0S |
the IP Address tab and choose “Obtain an IP DMS Configuration I G ateway I WIMS Configuration  |P Address

address automatically” , and then click OK. This

An IP address can be automatically assigned to this computer.

iS alSO the default Setting Of WindOWS Then If pour metwork. does ot autamatically aszign IP addreszes. aszk

your nebwork, adminiztrator for an addresz. and then type it in
the space below.

reboot the PC to make sure an IP address is
obtained from WHG-505. @n s aum@

= Specify an P addresz:

B Eddress: | 1 i . |

Susriet kasks | i i B |

4) Using Specific IP Address: If you want to use a specific IP address, acquire the following information
from the network administrator: the IP Address, Subnet Mask and DNS Server address provided by your
ISP and the Gateway address of WHG-505.

& If your PC has been set up completely, please inform the network administrator before proceeding to the
following steps.

41) Click on the IP Address tab and choose I

. Enter the IP Bindings |  Advanced | NewiDs |

Specify an IP address DNS Configuration | Gateway | WINS Configuration  IP Address

Address, Subnet Mask and then click OK.

An 1P address can be automatically assigned to this computer.
IF pour network. does not automatically assign IP addresses, ask
your network administrator for an address, and then type it in
the space below.

Cox D coen |
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TCP/IP Properties ]|

Bcvanced | MetBI0S ]
G ateway I WS Configuration I IFP Addresz

4.2) Click on the Gateway tab. Enter the gateway
address of WHG-505 in the “New gateway”
field and click Add . Then, click OK.

Eindingsz |
DMS Configuration

The first gateway in the Installed Gateway list will be the default.
The address order in the list will be the order in which these
machines are used.

Mew gateway:

. . - ¢

Inzstalled gatewayps:

Cancel

TCP/IP Properties ]|

4.3) Click on DNS Configuration tab. If the DNS

0 “ ” Bindings | Achvanced | MetBI0S ]
Server field is empty, select “Enable DNS DMS Configuration I G ateway I WS Canfiguration I IP Address
and enter DNS Server address. Click Add, and  Dis

then click OK to complete the configuration.

Hozt: I Diomain: I
DMS Server Search Order

- Pl = D
HEemowe I

Domain Suffix Search Order

| Add

| Hemove I

C Ok I> Cancel I
Check the TCP/IP Setup of Window 2000 (ol |

J File Edit “ew Favortes Tools Help |

1) Select Start >> Control Panel >> Network and
J 4=EBack ~ = - | @Search [, Folders @History | e O &y | [E5-

Dial-up Connections | Adéress [ Contrcl Panel = @eo
| e | Date/Time Display Folder Options Fants ;I
|
=
Control Panel % %r @ r@
Game Internet kevboard Mouse
MNetwork and Dial-up Controllers Cptions
Connections
Connects to other computers, [
networks, and the Internet @
Windows Update Fhone and  Power Options  Printers
Windows 2000 Support Modsr ...
-
— -
2 §
-
Regional Scanners and  Scheduled Sounds and
Options Cameras Tasks Multimedia
System Users and  YMware Tools
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‘Connects to other computers, networks, and the Internet |

|@ My Computer

| KT




2) Right click on the Local Area Connection icon
and select “Properties”
3) Select “Internet Protocol (TCP/IP)” and then

click Properties . Now, you can choose to use
DHCP or a specific IP address.

4) Using DHCP: If you want to use DHCP, choose

, and then
click OK. This is also the default setting of

“Obtain an IP address automatically”

Windows. Then, reboot the PC to make sure an
IP address is obtained from WHG-505.
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_isix
J File  Edit Wiew Favorites Tools  Advanced  Help ‘

J FBack - = - | @search [ Folders & BHistory ‘ e Bz x ‘ EH-

J Address I Metwark and Dial-up Connections j e

N —
1 i
L o
- Make New
Network and Dial- Connection

up Connections Disable

Status

Local Area Connection Create Sharkout

Delete
R

Type: LAN Connection

Status: Enabled

AMD PCNET Family PCT Ethernet
Adapter

{3 pisplays the properties of the selected connection.

Local Area Connection Properties

General I

Caonnect using:

I BR AMD PCHET Family PCl Ethernet Adapter

Component: checked are uzed by thiz connection:

Client far Microzaft Metwarks
= Ei = Microzoft Metworks

Install.. I

Urinztall

_Propeties ]

— Dezscription

Transmizzion Control Protocal/Internet Pratocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[ Show icon in taskbar when connected

Cancel

Internet Protocol (TCP/IP) Properties

General I

You can get [P zettings aszigned automatically if pour netwwork: supports
this capability. Otherwize, you need to ask pour network adminigtrator for
the appropriate [P zettings.

@n an |IP address autor@

x|

—i Uge the following [P address:

1P address: |
Subnet mask: I
Default gatewsay: I

% Dbtain DN5 server address automatically

—i Use the following DMS server addresses:

Ereferred DS servern I

Altermate DS semver: |

Advanced... |

( Ok I ) Cancel I

~———————




5) Using Specific IP Address:

If you want to use a specific IP address, acquire the following information

from the network administrator: the IP Address, Subnet Mask and DNS Server address provided by your
ISP and the Gateway address of WHG-505.

&

If your PC has been set up completely, please inform the network administrator before proceeding to the

following steps.

5.1) Choose “Use the following IP address” and

5.2)

enter the IP address, Subnet mask. If the DNS
Server field is empty, select “Using the
following DNS server addresses”  and enter
the DNS Server address. Then, click OK.
Click Advanced to enter the Advanced
TCP/IP Settings window.

5.3) Click on the IP Settings tab and click Add

below the “Default gateways” column and the
TCP/IP Gateway Address window will appear.
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Internet Protocol [TEPAIP] Properties ] ﬂﬂ

General

*ow canget [P setings assigned automatically if pour nebwork: supports:
thiz capahility. Othensize. you need to sk your network. administrater for
the apprapriate [P settings.

oy
% |ze the following 1P address;
IF address:

utomatically

Subhet mask: I

Default gatewaw: I

i+ Uze the following DHS server ad

Freferred ! .
Alternate DNS server I
Ok I Cancel I
2]
IP Settings | DNS | wiNS | Options |
—IP addieszes
IF addrezs | Subnet mazk
DHCF Enabled
sdd.. || Ed. Remove |
— Default gateways:
G atevway | kA etric |
Add... Edit... Femove
——
Interface metric: |1




5.4) Enter the gateway address of WHG-505 in the  [ULBEE S EE 1 TUETIRE T [ (22 i i,[ﬁl

“Gateway” field, and then click Add . After
back to the IP Settings tab, click OK to
complete the configuration.

Gateway:

v Automatic metric

B etric: |

Caricel I

= Check the TCP/IP Setup of Window XP ¥ Control Panel CTEx

Fle Edt View Favortes Took  Help o
1) Select Start >> Control Panel >> Network " N & | P
] Qe - @ - (| PO searh [ Foiders | [~
Connection s [ Contelpanel v B
e ! % - = 9 - |
- m =g
Accessibiity  Add Hardware Add or Administrative Date and Time
Options Remav... Toals
g (= &3
v 4 e P
See Also @ IJ
Display Folder Options Forks Game Inkernet
“ Windaws Update Controllers Options
@) Help and Support ;5 i L
= & O b % -
Keyhoard Mouse Phone and  Power Options
Modem ...
s © 5 @
= =z = 2/
Printers and  Regional and  Scanners and  Scheduled Sounds and
Faxes Language ... Cameras Tasks Audio Devices
Spesch Syskem Taskbar and  User Accounts Wiware Tools v

2) Right click on the Local Area Connection icon " Network Connecions EIEIX
. Fle Edt View Favortes Tools Advanced  Help i
and select “Properties”

Qe - () (T D mach [ orddes [

Address eﬁ Netwaork Connections

V‘GD

Network Tasks

| Create anew
connection

" Disable

% Setup a home or smal |

office network Status
& Disable this netuork

device Repai

‘% Repair this connection | EBridge Connections

@ Renarne this connection |
Craate Shorkout
& View status of this
connzckion
Change settings of this =
conneckion

Other Places

[ Contral Panel
& My Network Places
My Docurments.

- Local Area Connection Properties

General | Authentication | Advanced |

Connect using:

| =8 AMD PCMET Family PCI Ethernet Adapter |

This connection uses the following items:

g Client for Microzoft Hebwarks
g Filz and Printer Sharing for Microsoft Nebworks
T P = = =

cal [TCRAR) I

3) Click on the General tab and choose “Internet B ( Properties D
~—

Protocol (TCP/IP)” , and then click Properties . e

Trangmizzion Control Protocold nternet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[] Show icon in notification area when connected
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[ Ok ] [ Cancel ]




4)

5)

Now, you can choose to use DHCP or a specific IP address.

Using DHCP: If you want to use DHCP, choose
“Obtain an IP address automatically”  and click
OK. This is also the default setting of Windows.

Then, reboot the PC to make sure an IP address

is obtained from WHG-505.

Using Specific IP Address: If you want to use a
specific IP address, acquire the following
information from the network administrator: the IP
Address, Subnet Mask and DNS Server address
provided by your ISP and the Gateway address of

WHG-505.

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

ZIX]

You can get [P settings aszigned automatically if pour network, supports
thiz capability. Otherwize, wou need to ask vour network, administrator for
the appropriate [P zettings.

%) Obtain an IP address automaticall
() Use theTamg address:

%) Obtain DMS server address automatically

() Uze the following DNS server addiesses:

J [

[ Ok Cancel

r

&

If your PC has been set up completely, please inform the network administrator before proceeding to the

following steps.

5.1) Choose “Use the following IP address”

and
enter the IP address, Subnet mask. If the DNS
Server field is empty, select “Using the
following DNS server addresses”  and enter
the DNS Server address. Then, click OK.

5.2) Click Advanced to enter the Advanced TCP/IP

Settings window.
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Internet Protocol [TCP/IP) Properties

General

You can get [P settings aszigned automatically if pour network supports
thiz capability. Othenwize, pou need to ask vour netwoark. administrator for
the appropriate [P zettings.

[
@éUse the follovang [P address:

1P address:

matically

Subnet maszk: . . P |

Diefault gateway: 2 2 E |

I s Dl o)

DbEais aarE At

() Uze the following DNS server a@
Preferred SEIVEl | . . . |

T . . = |

Altermnate DMS server:

Cancel

J 1

[ ok

]




5.3) Click on the IP Settings tab and click Add below
column and the TCP/IP
Gateway Address window will appear.

the “Default gateways”

5.4) Enter the gateway address of WHG-505 in the
“Gateway” field, and then click Add . After back
to the IP Settings tab, click OK to finish the
configuration.
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Advanced TCP/IP Settings

IP Settings | DMS || wINS || Options |

IF addiezzes

IF address Subrnet maszk
DHCF Enabled
Add... Edit... Fiemove
Default gatewsays:
Gateway ketric
Add... Edit... Femowve
Automatic metric
Interface metric: I:I

( Ok jp Cancel ]

TCPSIP Gateway Address

Gateway:

Automatic metric

fietiic | |




Appendix G. Policy Priority

Global Policy, Service Zone Policy, Authentication Policy and User
Policy

WHG-505 supports multiple Policies, including one Global Policy and 40 individual Policy can be assigned to
different Group . Global Policy is the system’s universal policy and applied to all clients, while other individual Policy
can be selected and defined to be applied to any Service Zone. On the other hand, Service Zone also has a Default
Policy . For some authentication, such as Local, RADIUS and LDP, user can assign to different Group individually.
The clients belonging to a Service Zone will be bound by an applied Policy. In addition, a Policy can be applied at a
Group basis; a Group of users can be bound by a Policy. So one user may be applied different policy at the same
time. Which policy is actually applied to this user?

The Policy Priority must be:
User Policy >> Authentication Policy >> Service Zon e Policy >> Global Policy

Now, let us discus different user policy type:

16.9..1  For Local, RADIUS and LDAP, if these users are assigned to different Group individually, these users can
be assigned to their Group. For example, a Local user, user01, is assigned to Groupl and the Local
Authentication is assigned to Group2. If Groupl in Service Zonel can be applied Policyl. Then user01 login to
Service Zonel will get Policyl. This is a common case for users that can assign Group individually.

16.9..2  For Local, RADIUS and LDAP, if these users do not assigned any Group individually, so they are same as
other authentication server users that they can not assign to Group individually. For example, a POP3 user,
pop01, the POP3 Authentication is assigned to Groupl. If Groupl in Service Zonel can be applied Policyl.
Then pop01 login to Service Zonel will get Policyl. This is another common case for users that can assign
Group by authentication server.

16.9..3 If Authentication server also do not assign to a Group, then the user will applied the Service Zone Default
Policy. For example, a Local user, user01, is assigned to Group None and the Local Authentication is also
assigned to Group None. If the Default Policy of Service Zonel is applied Policyl. Then user01 login to
Service Zonel will get Policyl.

16.9..4  If the Default Service Zone Policy is None. Authentication server does not assign to a Group and user
Group is None too. For example, a Local user, user01, is assigned to Group None and the Local Authentication
is also assigned to Group None. If the Default Policy of Service Zonel is None. Then user01 login to Service
Zonel will apply the Global Policy.

So, the Global Policy has the lowest policy priority; on the other hand, the User Policy will be the highest one.
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Appendix H. RADIUS Accounting

This section is trying to organize the basic configuration with RADIUS server to work with VSA. The aim is
trying to control the maximum usage (upload; download or upload + download traffic) of clients in each
session.

This VSA will send from RADIUS server to gateway along with an Access-Accept packet. In other words,
when the external RADIUS server accepts the request, it will not only reply with an Access-Accept and it will
also carry a maximum value in bytes that each user is allowed to transfer. This value may be the maximum
upload traffic; download traffic or the summation of each user’'s download plus upload traffic in bytes.
Gateway will check this value every minute, if the user is reached this value, gateway will stop the session of
this user and send a “Stop” to RADIUS server.

1. Description

This Attribute is available to allow vendors to support their own extended Attributes not suitable for general
usage. It MUST not affect the operation of the RADIUS protocol.

The standard Attribute Type of VSAis “26”. Also we need to know the “Vendor ID ", in this example; the
Vendor ID of LevelOne is “31932". There must have other attribute to define the amount of traffic with
“Attribute Number " and “Attribute Value ”:

Attribute Name Attribute Numbe r Attribute Value

LevelOne-Byte-Amount 10 To be defined by administrator for
different user group

LevelOne-MaxByteln 11 To be defined by administrator for
different user group

LevelOne-MaxByteOut 12 To be defined by administrator for
different user group

LevelOne-Byte-Amount-4GB 20 To be defined by administrator for
different user group

LevelOne-MaxByteln-4GB 21 To be defined by administrator for
different user group

LevelOne-MaxByteOut-4GB 22 To be defined by administrator for
different user group

If the amount of traffic is larger than 4 GB, then the attribute of “XXXX-4GB" is for the carry. For example, if
the amount is 5 GB, you must set “LevelOne-Byte-Amount = 1048576” and “LevelOne-Byte-Amount-4GB =
1",

On the other hand, if administrator fills in all attributes, it means that if any condition is reached, the user will
be kicked out from system. For example, if administrator set “LevelOne-Byte-Amount = 1048576"; “LevelOne-
MaxByteln = 1048576” and “LevelOne- MaxByteOut = 1048576". It means that whatever the downlink or
uplink or total traffic exceeded the limit, the user will be kicked out from system.
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2. VSA configuration in RADIUS server (IAS Server)
This section will guide you through a VSA configuration in your external RADIUS server. Before getting start,
please access your external RADIUS server’s desktop directly or remotely from other PC.
2.1. step1
Assume there are already have users in RADIUS Server
Assume there are already have Groups and assigned users to belong these Groups in RADIUS Server

Assume there are already have Policies and assigned Groups to belong these Policies in RADIUS
Server

2.2. Step 2
Run “Internet Authentication Server”
Open “Remote Access Policies”
Select a Policy
Right click and scroll down to its properties page

RADIUS Server Desktop

Internet Authe
File Action  View Help
=A@ XEE 2]+ v

i@ Internet Authentication Service {Local) Marme
{2 RADIUS Clisrts | EFRADILS-MAC

&[] Remate Access Logaing ¥ stressuses i1 sl
E’% Remoke Access Policies 2) ES Employes_ish_s1zh
-1 Connection Requeskt Processing

EF Groupl_Idie3m_Sessionsm
GroupZ_SessionlZm
oup3_Unlimited -
=y Groupd_IdleSm (NAS-ID match cipher) Movg_LTp”
gGroups (MAS-ID match other) L

Informatio, ..

S Connections to Microsoft Routing and b Delete
gcgnnections ko other access servers Rename

Y Proporties |

!Op.ehs.pmper.twsheetfo'r_.the current selection.
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2.3. Step 3
Edit Profile
Select the Advanced Tag
Add a new attribute
Add a new Vendor-specific attribute

Group3_Unlimited Properties 7| x|

Seltings |

Specify the conditions that connection requests must match. |

Policy conditions: (el b SRS 2 x|

ERE Dial-in Constraints I IP hedualtilies |
Authentication | Encryption &  Advanced |

Specify addition. PERI AT o
ACCESS SEIVEr

Altributes: To add an attribute to the Profile, select the attibute, and then click Add.
Add... M ame . . " " .
" f—————  To add an attribute that is not listed, select the Yendor-5pecific attribute.
Generate-Class
Class

If connection requ )
azzociated profile Attribute:

Framed-Protoce -
Service-Type l“Lme | vendor | Desciiption -]
5 Edit Profile... TunnelType 8 BADIIS Standard ifies the tupreling protocols used

Vend: R d

Unless individual Ciemmav-Far (i) S pEiie the Sl A Fair Y S,
policy contrals act Allowed-Certificate-01D Microzoft Specifies the certificate purpose or usage object identifiers
. Generate-Class-Attibute Microsoft Specifies whether 185 automatically generates the class al
I a connection re: Generate-Session-Timeout Microzoft Specifies whether 145 automatically generates the session
" Deny remate & |gnore-User-Dialin-Properties Microsoft Specifies that the uzer's diakin properties are ighored.
' Grant remate : M5 -Quarantine-PFilter Microsoft Specifies the |P traffic filker that iz used by the Routing anc
= i M5 -Quarantine-5 ession-Timeout Microsoft Specifiez the time [in seconds] that the connection can rer
Tunnel-Tag Microsoft Drescription not yet defined
USR-ACCH-Type U.S. Robotics, Inc. Description not yet defined
USR-AT-Call-Input-Filter U.5. Robatics, Inc. Drescription not yet defined
USR-aT-Call-Output-Filker U.5. Robotics, Inc. Description not yet defined
USR-AT-Input-Filter U.5. Robatics, Inc. Drescription not yet defined
USR-4T-Output-Filter LS. Robotics, Inc. Description not yet defined
USR-AT-RTMP-Input-Filker U.5. Robatics, Inc. Drescription not yet defined
USR-AT-RTMP-Output-Filter U.5. Robatics, Inc. Drescription not yet defined
UISH-AT-ZiD-InDut-FiIter LI.5. Robatics, I|nc:. Diescription nat vet defined _ILI
A »

2.4. Step 4
Add a new attribute under Vendor-specific
Set “Vendor Code = 31932"
Set it conforms to the RADIUS RFC
Configure Attribute

Set “Vendor-assigned attribute number = 10"
Set “Attribute format = Hexadecimal”
Set “Attribute Value = 1000000”
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2.5. steps
Confirm the Vendor-specific Attribute  has been added success

rultivalued Artribute Information Edit Dial-in Profile
Adlrbedte nae: Digkn Congtiants | 1P I Il
endor Specie: Autherniication | Encuption Acvarced
i Specily addlnﬂoﬁmmgﬂrbm ko he:eh,lnedto thie Remote.

#:;h;le reanber: ; S
E Nhhﬂnq.
Adfriute fomat: | Mame | Mendor [ valug:

yET Gererate-Class-Athibute Miczozoft Falze
| OictetSting Class RADIUS Standard  Clags03

L FramedProtocol RaDIUS Standard  PPP
ﬂhﬁa‘vduas:- i §

i [ waue | BADIUS Standard ‘IIJMDOJ

100000 |

Max download + upload ' M
traffic is 1 M Bytes o

- i

21| 20
[

2.6. step6
Follow the same steps to create other Vendor-specific Attribute  as you need.
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3. VSA configuration in RADIUS server (FreeRADIUS)

This section will guide you through a VSA configuration using the operating system “Fedora” FreeRADIUS
version 1.0.5. Before getting start, open the shell of RADIUS server, for example, use Putty to access the
Linux Host:

£ PuTTY Configuration

Categary:
= Seszion Bazic options for pour PuT T session
I L.Dglglng Specify the destination you want ko connect ta
Simins Hoszt Mame [or [P addressz) Fort
F.ewboard
= 10.23.217 22
Featuresz Connection type:
= window () Raw (O Telnet (O Rlogin &3 55H O Senal
A
Eppea_ranu:e Load, save or delste a stored zession
ehaviaur
Translation Saved Sessions
Selection
Colours :
Default Setings
= Connection
Data Bee
Prosy ;J
Rlogin
+- 55H
Ferial Cloze window on exit:
(O Alway: O Mever () Only on clean exit
(= I om

3.1. step1
Assume there are already have users in RADIUS Server
Assume there are already have Groups and assigned users to belong these Groups in RADIUS Server

3.2. Step 2
Login the Linux Host of the RADIUS server.

jm ] ] .
£ vivian@ linux: ~

Z005 fromw 10.

3.3. Step3
Create a file “dictionary.4ipnet” under the “freeradius” folder.

[wiwianflinux ~]% wi fusr/share/freeradinz/dictionary.4ipnet

3.4. step4
Edit and save the content of the file “dictionary.4ipnet” as the following:
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dipnet

Standard attribute

ATTRIEUTE dipnet-Byte—Lmount interger 4ipnet

dipnet

Standard attribute

ATTEIEUTE dipnet— 0 interger
ATTRIBEUTE dipnet vteIn interger
ATTEIEUTE dipnet =By z interger
ATTRIBEUTE Yipnet-By imount—4GE interoger
ATTRIBEUTE dipnet n—4GE interger
ATTRIBEUTE 4iant—In“-yt:In 1) interger

[ S S e Y o e

ITI ITI ITI ITI ITI ITI

it

3.5. Step 5
Edit the file “dictionary” under the folder “freeradius”.

ONary

3.6. Step 6
Include “dictionary.4ipnet” in the dictionary of RADIUS server. Insert it in an incremental position that easy

to find it again.

SINCLUDE dictic
dictionary.
dictionary.

dictionary.

ﬁ m i
C it

dictionary.

dictionary.cisc
dictionar 7.

NCLUDE dictionary.cisc
dictions
dictionary.
dictionary.
dictio

3.7. Step7

Open the “radius” database.

[wivianflinux ~]3% {1l —u root -p radius

Enter p O

Feading table information for completion of table and column hames
¥ou can turn off this feature to get a gquicker startup with -4
Welcome to the My30L monitor. Comwands end with ;@ or

Tour My30L connection id is 958 to server version: 5.0.

Type 'help:' or '“h' for help. Type '“o' Lo clear the buffer.

mys e I

3.8. Step 8

291



Insert VSA into RADIUS respond. In this example, the maximum download and upload in bytes for
group03 users is 1MBytes.

sopValue)

1 row affected (0.00

3.9. stepo
Restart RADIUS to get your settings activated.

*/init.d/radiusd res

1

Thu Oct 30 14: HE 2003 = nfo: ing - reading conf

]
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Appendix I. VLAN Port Location Mapping and PMS
Middleware

This section introduces the Port Location Mapping feature. This feature is designed for creating multiple VLAN
divisions (as if they were separate LAN ports) under a Service Zone and mapping these VLANS to different locations
individually. This feature can be utilized to provide separate VLAN to separate clients in MTU/MDU deployments

where a VLAN switch is deployed under the gateway to provide VLAN connection to individual rooms.

The Port Location Mapping feature is also commonly used in hospitality venues to manage the internet service for
their guest rooms and public areas. In addition it can operate in conjunction with third party hospitality applications
and has been tested with the Net Retriever middleware which provides seamless integration between the gateway

and the popular High Speed Internet Access (HSIA) hardware and Front Office System (FOS) software.

Each Port Location Mapping entry can be configured to provide charged (single or multiple user), free or blocked
internet service at the location corresponding to the entry’s VLAN Tag. Please note that for charged service to work,
it is required that least one or more On-demand Billing Plans are created, allowing the user to choose a desired plan
to pay for their internet access.

b Not For more detail of On-demand Billing Plan configuration, please refer to the section of On-demand
ote:
Users.

1. Enabling Port Location Mapping

The Port Location Mapping feature allows each Service Zone to own multiple VLANSs (as if each VLAN is a port) in

order to identify where the clients are coming from.

Before the configuration of the PMS Middleware or adding VLANS to a Service Zone, the Port Mapping feature must

be enabled first; go to: |System >>Port Location Mapping |
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GeneraI\LWANl\LWANZ WAN Traffic J IPv6E J LAN Port Mapping\LServioe Zones\ Port Location Mapping \-\

Main Menu » System = Port Location Mapping

Port Location Mapping Configuration

Port Location Mapping Status

® EnabIeIO Disable

Port Location Mapping Setup

| search |

Port Location Mapping List

Room Num/ ‘

‘ VLAN ID ‘ Location ID

Room Description/

Location Name ‘ State

Service
Zone

‘ Delete All

(Total:0) First Prev Mext Last

2. Port Location Mapping

To configure Port Location Mapping, go to: ISystem >>Port Location Mapping>> Configure |

Create Batch
From m
Port Type -Free =
Service Zone / Prefer DHCP Pool Default + ; Mone -

User Limitation

(Blank is for unlimited.)

VLAN ID Start

+

Number of VLAN

Start Room NUM / Location ID

Room NUM / Location ID Prefix

Room NUM / Location ID Postfix

o ——CNY LTaE Ty we—

Change All Port Type

Port Type

Free

Service Zone

Default -

LR S e

Create One
From -LAN1 -
Port Type Free -

Service Zone / Prefer DHCP Pool

-

Default ~ ; Mone

User Limitation

(Blank is for unlimited.)

VLAN ID

* (1 ~ 4094)

Room Number / Location ID

*

Room Description / Location Name
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Administrator could use Port Location Mapping feature to map a location (such as a hotel room) to a VLAN port of
VLAN switch or a DSLAM device. Each Room is mapped to a VLAN Tag. And each Room can be assign to different
Service Zone to get different policy. Furthermore, according to your application, you can configure the different
rooms to different Port Type: Single User , Multiple User , Free or Block .

Free, this port type means the user can access internet in this room without any charge.

® |f you do not want to provide any internet access right in the rooms, you may change the Port type of the rooms
to Block . If the user opens a browser and tries to access internet, it will pop up a Blocking message to notify
the user.

® Single User port type is used mainly for hospitality application to charge a single user. If the user opens a
browser and tries to access internet, a page with disclaimer and billing plan options will be displayed. User can
select the desired plan and click confirm button to purchase an account. The account cost will be sent to the
PMS and added to the hotel bill via the configured middleware. The room with this port type only allows one
user at most to access the network within the room.

®  Multiple User is the port type used for rooms with many users for example dormitory applications. If the user
opens a browser and tries to access internet, a user login page without billing plan options will be displayed.
The user needs to buy accounts from the front dorm office in order to login. The room with this port type allows
more than one user to access the network within the room.

Now, let us begin to configure the Port Mapping. There are three main groups of operations that can be performed in
this configuration page: Create Batch, Change All Port Type and Create One.

You can create the Room Mapping by batch processing if you wish to create a contiguous VLAN Tag and Room
number.

» Port Location Mapping Setup — Create Batch

Create Batch

From LANT -
Port Type Free -
Service Zone / Prefer DHCP Pool Default ~ ; MNone -
User Limitation (Blank is for unlimited.)

VLAN 1D Start
Number of VLAN
Start Room NUM / Location ID
Room NUM / Location ID Prefix
Room NUM / Location ID Postfix
From: Set the Physical LAN port on the gateway to provide Port Location Mapping Service.
Port Type: The default state of the rooms, it may be: Free, Block, Single User, Multiple User.
Service Zone / Prefer DHCP Pool: The service zone profile used to provide internet service to the
corresponding room or location. Select the desired DHCP pool to assign IP address to clients in these
locations.
User Limitation: The maximum number of clients that can access the internet in the corresponding room or

location.
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VLAN ID Start: The starting VLAN ID.

Number of VLAN: The total number of VLAN.

Start Room Number / Location ID:  The start room number.
Room NUM / Location ID Prefix: The prefix of room number.

Room NUM / Location ID Postfix;:  The postfix of room number.

After you have created the VLAN Tag and Room number mapping, you can change the Port Type for all entries in a
particular Service Zone.

» Port Location Mapping Setup — Change All Port Type

Change All Port Type

Port Type Frea -

Service Zone Default -

Port Type: The Port Type that will be applied to all of the mapping entries, it may be: Free, Block, Single
User, Multiple User.

Service Zone: Select to change the Port Type of which Service Zone.

If you want to create the Room Mapping with noncontiguous VLAN Tag and Room number, then you can create
them individually.

» Port Location Mapping Setup — Create One

Create One

From LANT -
Port Type Free -
Service Zone / Prefer DHCP Pool Default = ; MNone =
User Limitation (Blank is for unlimited.)
VLAN ID # (1~ 4094)

Room Number / Location ID

Room Description / Location Name

From: Set the Physical LAN port on the gateway to provide Port Location Mapping Service.

Port Type: The default state of the rooms, it may be: Free, Block, Single User, Multiple User.

Service Zone / Prefer DHCP Pool: The service zone profile used to provide internet service to the
corresponding room or location. Select the desired DHCP pool to assign IP address to clients in these
locations.

User Limitation: The maximum number of clients that can access the internet in the corresponding room or
location.

VLAN ID: The VLAN ID to be designated to this room.

Room Number / Location ID:  The room number mapping to this VLAN ID.

Room Description / Location Name:  Additional reference or remark information of this room.
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f The VLAN Tags configured in Port Location Mapping must not conflict with any of the VLAN Tags
that has been assigned to each Service Zone.

When you have finished creating Port Location Mapping profiles, go back to the Port Location Mapping page, the
Port Location Mapping List  displays all the profile entries with information such as its’ VLAN ID, Room

Num/Location ID, Port Type and Service Zone.

3. PMS Middleware (For hospitality application)

Now, let us begin to configure the PMS Middleware (Net Retriever) connection:

To configure Net Retriever, go to: |Users >>Middleware >>Connection Setup |

» Middleware Connection Setup
Authentication Y Black List Y Group Y Policy Y Additional Control | Middleware

Main Menu > Users = Middleware Configuraticn = Middleware Connection Setup

Connection Setup

Secret

Interface Port 8324
Middleware ID (MI ID) (1~ 35330
Access Controller ID (AC ID) 1 o 33330
Link Test Interval 60 |=*(60~600 seconds)

Secret: The secret key between Guest Service Device and PMS Middleware for challenge and response
(MD5 Hash) to test the authenticity of the link. It should contain one or more lowercase letters, uppercase
letters, numbers and symbols. It also should be between 8 ~ 16 characters.

Interface Port: The port used by Net Retriever, the default is “8324".

MI ID: The ID of the Middleware .

AC ID: The ID of the Access Controller (the gateway).

Link Test Interval: The time interval for the gateway to perform Link Test, the default is “300” seconds.

Now, the PMS Middleware connection is finished in the Access Controller side. In the PMS Middleware (Net
Retriever) side, it has to know the IP address of Access Controller , Secret Key, AC ID and MD ID configured in

Middleware Connection Setup in order for the two interfaces to communicate to each other.

4. Check or modify the Port Location Mapping profil e

If you want to check the room mapping information or you want to change any setting of the room mapping.
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To configure Port Location Mapping List, go to: |System >> Port Location Mapping |

The Port Location Mapping List

displays all the profile entries with information such as its’ VLAN ID, Room

Num/Location ID, Port Type and Service Zone. Clicking the Delete link can erase an individual Port Location

Mapping profile. Clicking Delete All button will erase all of the Port Location Mapping profiles.

Port Location Mapping List
vianm | oD " Location Name PortType | SGOCe
[~ ] 100 ROO1 Single User Default Delete
[~ ] 101 ROO2 Single User Default Delete
[~ ] 102 ROO3 Single User Default Delete
[~ ] 103 ROO4 Single User Default Delete
[~ ] 104 ROOS Single User Default Delete
[~ ] 105 ROOG Single User Default Delete
[~ ] 106 ROO7 Single User Default Delete
[~ ] 107 ROOS Single User Default Delete
[~ ] 108 ROOY Single User Default Delete
[~ ] 109 RO10 Single User Default Delete

The Search field allows administrator to search for mapping entries according to VLAN ID, Room Num/Location ID

or Service Zone. Click the VLAN ID link to enter the Port Mapping Profile page for that entry. You can change the

Port Type or Service Zone of this room. You also can check the present user account information.

VLAN ID
Room Number
Port Type
Room Description
Service Zone
Room Available
User Name / Password
Plan Type
Plan Quota
Remaining Quota
User Account Status

Reference

Port Mapping Profile

5. Accessing Internet from a room

101

Free -

SET (&

feh9 f 8sk7g282

TIME
5 hr(s)
5 hr(s)
Online

roomid-101

After planning your VLAN network and completing all the Port Location Mapping settings, you should verify whether

the configurations are working properly. According to the Port Type set, when a user tries to access the internet from

a VLAN mapped room, the pages or messages displayed are as follows:
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»  When a user tries to access internet from a “Single User ” room, the browser will show the Login page with a
list of available plans and service agreement. The Service Agreement body can be configured at the applied
Service Zone's Custom Pages settings. User may chose a billing plan, click the Confirm button and the system
will display the generated account name and password. If you already have a user account, you can click the

“here” link to login with the user account that you possess.

Welcome to Broadband Internet Service

Please choose from the following service selection

Plan Price
2 hr(s) of connection

@ time guota with 20
expiration
3 min(s) of connection
time quota with a9
expiration
Valid until 7:08 the
following day
7 hr(s) of connection
time quota with 21
expiration
Valid until 00:00 the

following day 350

Service Agreement

Please kindly note that there will be no refund once connectivity is
confirmed.

Please click COMNFIRM to accept the usage charge or CANCEL to exit.

The selected service charge will be posted directly into your guest folio.

If you already have an user account, please click here to login.

Hello, you are logged in
via 8Bm7m@ondemand
password:a3259zed

To log out, please click the "Logout” button.

ase
o
H-
asnu
L

Login time: 2010-05-09 16:13

bl

Remaining Time:

1 Hour 59 Min 53 Sec

»  When a user tries to access internet from a “Multiple User ” room, the browser will show the Login page

without billing plans options to select. The User will need to buy accounts from the front desk or reception to

login.
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User Login

Username: |

Password:

[l Remember Me

»  When a user tries to access internet from a “Free” room, the browser will show service agreement page, simply
by clicking CONFIRM and the user can access the internet. The Service Agreement body can be configured at

the applied Service Zone's Custom Pages settings.

Welcome To Broadband Internet Service

Service Agreement

Please click the CONFIRM button to accept the terms
and conditions above or click CANCEL to exit.

»  When a user tries to access internet from a “Block " room, the browser will show service unavailable page.

Service Not RAvailable

Notice
Service for network access is currently not available.
Please contact administrator for further assistance.

6. View the Event Login

After the user select a billing plan and buy it to access Internet. You can check the Middleware Event Log for

information relating to users that have purchased accounts from VLAN mapped rooms.

To View Net Retriever Event Log, go to: IUsers >>Middleware >>Event Log |
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Authentication \'l\ Black List \'l\ Group \'l\ Policy \'l\ Additional Cuntrul:‘ Middleware

Main Menu > Users > Middleware Configuration = Middleware Event Log

Middleware Event Log

Date Size (Byte)
2010-09-09 116

d

< b

\

Net Retriever Billing Log 2010-09-09

Room (Cost| Date | Time | Duration Description Name| Bytes Used
W0 20 20100909 |161353 000000 Room number: 10, plan: 1. usernane: fnin@ondemand, password: a32%%ed, price; 40 ]
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Appendix J. AP WDS Management

Configure AP WDS, go to: |Access Points >> WDS Management |

WDS Management (Wireless Distribution System) is a function used to connect APs (Access Points) wirelessly.

The WDS management function of the system can help administrators to setup a “Tree” structure of WDS network.

Default Settings for Newly Added WDS Tree

Security None Channel 1 Edit
WDS Status
WDS Tree Security Channel Edit
Refresh Interval EDisabIe Auto Refresh v

Mo WDS operation has been done.

WDS Update

The Parent AP of this new connection.
The Child AP of this new connection.
The Parent AP of this updated connection.
The Child AP of this updated cennection, and the connection to the previous Parent AP will be deleted.

The AP selected including all the Child APs of it will be deleted.

e WDS Status: Status shows the added APs in the WDS Tree with the Security and Channel settings. The WDS
could be set up more than one tree. Click the Edit is to change the WDS connection settings for the
associated WDS Tree.

¢ WDS Update: Update the WDS connection with the following operations.

» Add: Add a new WDS connection with a Child AP not in the WDS and a Parent AP from the AP List. A new
WDS Tree will be added if the selected Parent AP is not in any of the current WDS Trees. Click Edit is to
change the WDS connection settings for the new added WDS Tree.

» Move: Update a WDS connection with a Child AP from WDS and a Parent AP which could be anymore from
WDS, and the previous WDS connection of the Child AP to the previous Parent AP will be deleted.

» Delete: All the WDS connections of the selected AP will be deleted including the WDS connections to its

Child APs, and the Child APs without wired connection will become unreachable.
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Appendix K. Rogue AP Detection

Configure Rogue AP Detection, go to: |Access Points >>Rogue AP Detection

General Configuration

Interval Disabled Edit
Sensor List Configuration
Sensors 0/151 Edit
Trusted AP Configuration
Status 0/40 Edit
Essio ] | | (Seareh )
Rogue AP List
O Mo Rogue AP BSSID ESSID Type Channel Encryption Report Time

[ AddtoTrustedAPList | [ Delete |

This function is designed to detect the non-managed or possibly malicious AP in the deployed environment. It
takes the managed AP as sensors to find out the non-managed AP even if the AP uses the same SSID with
the managed AP's. You can setup the Detection Interval, e.g. 5 minutes; system will detect the rogue AP for
every 5 minutes. All of the detected rogue AP will list in the Rogue AP List , it contain the AP's BSSID, ESSID,

Type, Channel, Encryption, and the detection time.
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1. Setup the Detection Interval

Configure Detection Interval, go to: |Access Points >>Rogue AP Detection >>General Config  uration .

General Configuration

Detection Interval 5 | #f0 ~ 933, 0:Disable)

Input a Detection Interval , if you input “0”, it will “Disable” this function, and system will not enable the Rogue

AP Detection function.

2. Let the managed AP be the sensor

Configure Rogue AP Sensor, go to: IAccess Points >>Rogue AP Detection >>Sensor List Co  nfiguration .

Before setup the AP sensor, you must discovery the APs and apply template first.

» Note: For more detail of AP Management, please refer to the section of Managing Wireless Network

Basically, all of the managed AP can become a Rogue AP sensor, but some earlier version AP will not support
this function, they will list in the Sensor List , but they are not available for selection, so the Sensor List will

list all of the managed AP. Select the APs and click Apply .

AP Type CPElUU v

Sensor List
| Mame MAC Address 1P Address Log
yes-00151 00:1F:D4:00:0D: 13 192.168.0.151 View

3. Add the non-managed AP to the Trust List

Configure Trust AP List, go to: IAccess Points >>Rogue AP Detection >>Trusted AP Con  figuration .

After the AP detection is finished. All of the non-managed AP will show in the List.
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Rogue AP List

[] Wo RogueAP BSSID ESSID Type Channel Encryption  Report Time
. 2009/06/18

T P ; -
[] 1 00.037F.0CEZF4 AB00-1 AP B NONE Pt
[ 2 001F:D400:0D:14 CPE100-APTEST AP 6 WEP 2339&3%18
= _ ﬁ 2009/06418
[0 3 0A11:A2:08:00:56 Cip-AP AP B R 11:09:21
) r _ 2009/06/18

A EE A 5 ; A i
[ 4 0B11A3080956  Cip-Chery AP B WPA o
) _ . 2009/06/18

A 1A TR O0-FE _ f
[] 5 OE11A30809:56 Cip-psk AP B WEL 11:08:21
_ 2009/06/13

F PR B e NA A T
[] 6 O00:11:A3:08:09:56 Cip-wep AP B er 11:00:21
[] 7 00.0619.00ABD3  EAP100-1 AP B NONE 20iEae
11:09:21
[] 8 06:0519:00:AB:D3 EAP10043gi AP 6 NONE i

Addto Trusted AP List | | Delete |

If there are some APs that are trusted by administrator, or these APs are just temporary usage. So you can
add these APs to the Trust List, and then system will ignore these APs and will not show in the Rogue AP List

again. Also you can check which AP had added to trust list by the Trusted AP List .

Trusted AP List

HO BSSID Remark
1 (0A11A308:09:56 | [Cip-AP |
2 (0E11:A3.08:0056 | |Cip-psk |
3 [ow1razosogse | [Cip-wep ]
4 fosAtA30e0056 |Cip-Cherry 1
5| [ _ [
6 [
% | [ |
: '.
g | | , |
10 ] |

44

Appendix L. AP Load Balancing

Configure AP Load Balancing, go to: IAccess Points >> AP Load Balancing |
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General Configuration

Interval Disabled Edit
Group Configuration
Status 1/3 Edit
AP Type |CPE100 v|
Device List
O Group Device Name MAC Address IP Address F;_Be‘:;r Loading Log
@ none autol0l 00:02:00;00:00;65 192.168.0.101 Highest Dffline View e
@ non= autol102 00:02:00:00:00:66 192.168.0.102 Highest Offline View
@ rone autol03 00:02:00:00:00:67 192.168.0.103 Highest Offline View
@ none autol04d 00:02:00;00:00;68 192.168.0.104 Highest Dffline View
@ non= autol05 00:02:00;00:00:69 192.168.0.105 Highest Offline View
@ rone autol06 00:02:00:00:00:64 192.168.0.106 Highest Offline View
@ nione autol07 00:02:00;00:00;6B 192.168.0.107 Highest Offline View
@ non= autol108 00:02:00;00:00:6C 192.168.0.108 Highest Offline View
@ rone autol09 00:02:00:00:00:6D 192.158.0.109 Highest Offline View
@ nione autoli10 00:02:00:00:00;6E 192.165.0.110 Highest Offline View |

Add to | None |

This function is trying to prevent the managed APs occur overloading. When the system detects the
occurrence of APs' associated-client numbers is exceeding the predefined threshold. At circumstances other
APs in the same group are still below the threshold, the balancing function will be activated to decrease the
transmit power of the overloading APs and increase other available APs' transmit power. This will let other

available APs have more chance to be associated.

The system can divide the managed APs into groups; define the group threshold, and a time interval which

will trigger the AP load balancing.
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1. Setup the Interval

Configure Interval, go to: |Access Points >>AP Load Balancing >>General Configu  ration .

General Configuration

Interval 10 _: *(0 ~ 993, 0iDizable)

Input an Interval , if you input “0”, it means “Disabled”, and system will not enable the AP Load Balancing function.

2. Configure the Loading of Threshold of each Group

Configure Group Configuration, go to: |Access Points >>AP Load Balancing >>Group Configura  tion.

Group Configuration

Group Status Loading Threshold
: |Enabled ] 59
2 | Disabled | B
g |Enabled v [0 ¥

You can choose the Loading Threshold of each group. Also you can disable the AP group, if the group is disabled;

this group of AP will not enable the Load Balancing function.

3. Add the AP to the Group

Configure AP to the Group, go to: IAccess Points >>AP Load Balancing >>Device List
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Device List
O Group Device Name MAC Address 1P Address I:_';‘:;r Loading Log
@ : NEWDEV-00154  00:1F:D4:00:0C:CD 192.168.0.2 Highest Offline View o
@ rnore autol01 00:02:00:00:00:65 192.168.0.101 Highest Offline View
@ rione autol02 00:02:00:00:00:66 192.168.0.102 Highest Offline View
@ rone autol03 00:02:00:00:00:67 192.168.0.103 Highest Offline View
@ rnore autoi04 00:02:00:00:00:68 192.168.0.104 Highest Offline View
@ nore autol05 00:02:00:00:00:69 192.168.0.105 Highest Offline View
@ rione autollo 00:02:00:00;00:6A 192.168.0.106 Highest Offline View
@ rnore autol07 00:02:00:00:00:6B 192.168.0.107 Highest Offline View
@ rnore autol108 00:02:00:00:00:6C 192.168.0.108 Highest Offline View | —
@ rione autol09 00:02:00:00:00;6D 192.168.0.109 Highest Offline View |g

Before setup the AP Load Balancing, you must discovery the APs and apply template first.

»» Note: For more detail of AP Management, please refer to the section of Managing Wireless Network

All of the managed AP can join to any of the Load Balancing Group, so the Device List will list all of the managed AP.

Select the APs, chose a Group and click Apply . The APs will join into this group.

If the overloading is happened, you can check the Power Level from this List. It will record the changing process,

such as, “Highest to High”; “Low to Medium”.

»» Note: Itis strongly recommended that don’t choose different type of AP to create the Load Balance Group.

» Note: Itis strongly recommended that don’t choose the Multi-SSID AP to create the Load Balance Group.
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