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1 Introduction

Congratulations on becoming the owner of the WGR-8031. You
will now be able to access the Internet using your high-speed
xDSL/Cable modem connection.

This User Guide will show you how to connect your WGR-8031,
and how to customize its configuration to get the most out of
your new product.

Features

The list below contains the main features of the device and may
be useful to users with knowledge of networking protocols. If
you are not an experienced user, the chapters throughout this
guide will provide you with enough information to get the most
out of your device.

Features include:
. 10/100/1000Base-T Ethernet router to provide Internet
connectivity to all computers on your LAN

. Network address translation (NAT) functions to provide
security for your LAN

o Network configuration through DHCP Server and DHCP

Client

. Services including IP route and DNS configuration, RIP,
and IP

. Supports remote software upgrades

. User-friendly configuration program accessed via a web
browser

. User-friendly configuration program accessed via

EasySetup program

The WGR-8031 has the internal Ethernet switch

allows for a direct connection to a 10/100/1000Base-T Ethernet
network via an RJ-45 interface, with LAN connectivity for

both the WGR-8031 and a co-located PC or other
Ethernet-based device.

Device Requirements

In order to use the WGR-8031, you must have the following:
e One RJ-45 Broadband Internet connection via cable
modem or xXDSL modem

e Instructions from your ISP on what type of Internet access
you will be using, and the addresses needed to set up access

¢ One or more computers each containing an Ethernet card
(10/100/1000Base-T network interface card (NIC))

e TCP/IP protocol for each PC

e For system configuration using the supplied
a. web-based program: a web browser such as Internet



Definition

A

WARNING

Explorer v4 or later, or Netscape v4 or later. Note that
version 4 of each browser is the minimum version
requirement — for optimum display quality, use Internet
Explorer v5, or Netscape v6.1

b. EasySetup program: Graphical User Interface

You do not need to use a hub or switch in order to connect more
than one Ethernet PC to your device. Instead, you can connect
up to four Ethernet PCs directly to your device using the ports
labeled Ethernet on the rear panel.

Using this Document

Notational conventions

e Acronyms are defined the first time they appear in the text
and also in the glossary.

e For brevity, the WGR-8031 is referred to as “the device”.

e The term LAN refers to a group of Ethernet-connected
computers at one site.

Typographical conventions
e ltalic text is used for items you select from menus and drop-
down lists and the names of displayed web pages.

e Bold textis used for text strings that you type when prompted
by the program, and to emphasize important points.

Special messages

This document uses the following icons to draw your attention to
specific instructions or explanations.

Provides clarifying or non-essential information on the current
topic.

Explains terms or acronyms that may be unfamiliar to many
readers. These terms are also included in the Glossary.

Provides messages of high importance, including messages
relating to personal safety or system integrity.

Getting Support

Supplied by:
Helpdesk Number:
Website:

10



2 Getting to know the device

Computer / System requirements

¢ Windows 98SE, Windows Me, Windows 2000, Windows
XP, Windows Vista, Windows 7, Windows 8, Windows 8.1
and Windows 10

Package Contents

1. WGR-8031

2. Quick Installation Guide
4. Ethernet Cable (RJ-45)
5. Power Adapter

11



LED meanings & activations

Front Panel

The front panel contains lights called Light Emitting Diodes
(LEDs) that indicate the status of the unit.

LT 11 L1 11 [ 1
@ ((‘)) ((a)) @ i_T_i i:li i_:_i ﬁ

POWER 24G/5G wps WAN

* Actual Front Panel and ANTENNA may vary depending on model.
Figure 1: Front Panel and LEDs

Label Color

Function

POWER green

On: device is powered on
Off: device is powered off

WAN green

On: WAN link established and active
Off: No LAN link

Blink: Valid Ethernet packet being transferred

2.4G/5G green

On: WLAN link established and active

(2.4G) Blink: Valid Wireless packet being transferred
green
(56)
WPS green Off: WPS link isn’t established and active
Blink: Valid WPS packet being transferred
LAN green On: LAN link established and active

1/2/3/4

Off: No LAN link
Blink: Valid Ethernet packet being transferred

Rear and Right Panel and bottom Side

The rear and right panel and bottom side contains a Restore
Defaults button, the ports for the unit's data and power

connections.

LAN 1

LAN4 WAN

LAN 2 LAN 3

12Vdc===1A ON/OFF
o—@—@® SWITCH

* Actual Rear Panel and ANTENNA may vary depending on model.

Figure 2: Rear Panel Connections

12
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* Actual button may vary depending on model.

Figure 3:

Right Panel Connections

Label

Function

ANTENNA
(Optional)

Option 1: 4 fixed ANTENNA
Option 2: 4 detachable ANTENNA

ON/OFF SWITCH

Power on/off the device

POWER

Connects to the supplied power adaptor

LAN 4/3/2/1

Connects the device via LAN Ethernet to up to 4 PCs

WAN

Connects the device via WAN Ethernet to xDSL / Cable
Modem

WPS

Press this button for at least 3 full seconds and
the WPS LED will flash to start WPS.

Now go to the wireless adapter or device and
press its WPS button. Make sure to press the
button within 120 seconds (2 minutes) after
pressing the router's WPS button.

WLAN

Press this button for at least 3 full second to
turn off/on wireless signals

RESET

Reset button. RESET the 802.11ac WLAN Router to its
default settings.

Press this button for at least 6 full seconds to RESET
device to its default settings.

13



3 Computer configurations under different OS,
to obtain IP address automatically

Before starting the WGR-8031 configuration, please kindly
configure the PC computer as below, to have automatic IP
address / DNS Server.

For Windows 98SE / ME / 2000 / XP

1. Click on "Start" ->"Control Panel" (in Classic View). In
the Control Panel, double click on "Network Connections"
to continue.

¥ Control Panel

File Edit ‘iew Favorites Tools  Help ﬂ"'

B Back ~ % search | Folders -
€ (> R AP = i

Address |3+ contral Panel v| 2

rl -lh..-l o
E“ Control Panel 3 G i @ % % j @
Accessibility  Add Hardware Add or Administrative  Aoktomatic  Dake and Time Display
E} Switch bo Category Wiew Opkions Remoy, .. Tools Updates

— . ‘ (t‘-i

W e & 0O
Folder Options Fonts Game InteliR) GMa Intermet Kevboard Mouse
‘ Windows Update Controllers Dirivver Opkions

@) Help and Support f_’-h & q;h ‘“;;é. i]] @

ridtwork Setup Phone and  Power Options  Prinkers and  Realtek HD Regional and

See Also

wizard Modem ... Faxes Sound EFf...  Language ...
Y 9 9 & ¥ &
Scanners and  Scheduled Security Sounds and Speech Syskem Taskbar and
Cameras Tasks Cenker Audio Devices Skart Menu
® @ <
User Accounts  Windows Wireless
Firewall MNebwork Set, ..

14



‘.‘5 Metwork Connections

File Edit ‘Wiew

@Back = -\-.)

Favorites  Tools

2. Single RIGHT click on "Local Area connection", then click
"Properties”.

Advanced  Help

'LE pﬁearch H:_L' Folders v

Address

Metwork Tasks

Create a new
conneckion

office network,
Zhange Windows
Firewall settings

device

conneckion

E oLS & € ©

conneckion

Set up a home or small

Disable this netwaork,

Repair this connection
Fename this connection

Wigww skatus of this

Zhange settings aof this

ﬂ;, Metwork Connections

LAN or High-Speed Internet

e
Status
Repair

Bridge Connections

Zreate Shortcut
Delete

B —

Properties

15



3. Double click on "Internet Protocol (TCP/IP)".

-+ Local Area Connection Properties

General | Advanced

Connect uzing:

E® FRealek RTLAESCP)AE111CP) PCI-

Thiz connection uzes the following items:

g Clierit for Microsoft Mebwaorks
.@ File and Printer Sharing for Microsoft Metworks

[ Imztall... ] [rirztall Fropertiesz

Drezcription

Trangmizzion Contral Protocal/[ntermet Protocaol. The default
wide area network, protocal that provides communication
acrosz diverse interconnected netwaork.s.

[ ] Show icon in notification area when connected
Matify me when thiz connection has limited or no connectivity

(] ] [ Cancel

16



4. Check "Obtain an IP address automatically” and "Obtain
DNS server address automatically" then click on "OK" to
continue.

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

You can get [P zetting: assigned automatically if waur nebwork, supports
thiz capability. Othenwize, you need to azk your network, adminiztrator for
the appropriate [P settings.

V2 e

(%) Obtain an IP address automatically

[|lowwing [P

L —

Q OF. ﬁ) Cancel ]
—

5. Click "Show icon in notification area when connected"
(see screen image in 3. above) then Click on "OK" to
complete the setup procedures.

17



For Windows Vista-32/64

1. Click on “Start” -> “Control Panel” -> “View network
status and tasks”.

=N R %
» Control Panel » - | ‘?| | 2 |
# Control Panel Home 3 ;
Clacsic v System and Maintenance User Accounts and Family
Classic View . .
SassIC IS Get started with Windows Safety
Back up your computer @ Set up parental centrols for any user
# Add or remove user accounts
Security

Check for updates

: _ - Appearance and
Check this computer's security status %

@ Allew a program through Windows Personalization
Firewall Change desktop background

Change the color scheme
Adjust screen resclution

Network and Internet

View network status and tasks .,

Set up file sharing [9 Clock, Language, and Region
L

! Change keyboards or other input
e methods
Hardware and Sound Change display language
Play CDs or other media automatically
Printer

M Ease of Access
ouse

Let Windows suggest settings

Optimize visual display
Programs

Uninstall a program

Change startup programs Additional Options

Recent Tasks

View network status and tasks

18



2. In the Manage network connections, click on “Manage
network connections” to continue.

%'L‘ﬁ <« Metwork and Sharing Center - | +3 | | Search L |
L

fasis Network and Sharing Center

View computers and devices

_ View full map
Connect to a net

o - - - -_'I' ey
Zcw up @ connection or network &/ EJH' 0

Manar
GA-G31M-ES2L-PC Metwork Internet
Diagnose anu rcpan {This computer)

51" Metwork (Public networlk) Customize
Access Local only
Connection View

Local Area Connection

|23 Sharing and Discovery

Metwork discovery @ Off @
File sharing < Off @
Public folder sharing @ Off @
Printer sharing @ Off (no printers installed) @
Password protected sharing @ On @
Seealso Media sharing o Off @

Internet Options

Show me all the files and felders I am sharing

LT HLETTE Show me all the shared network folders on this computer

19



3. Single RIGHT click on "Local Area connection", then click
"Properties”.

(D_O‘ﬂ@ « MNetwork C... - | +4 | | Search

T~ ~—

‘ Organize v -

Mame Status

! Local Area Connection
_ Metwork

WEJ Realtek RTL8168C(P)/8111C(..,

Device Mame Connectivity 3

Disable
Status

Diagnose
Eridge Connections

Create Shortcut
Delete

Rename

Q Properties

20



4. The screen will display the information "User Account
Control" and click "Continue" to continue.

5. Double click on "Internet Protocol Version 4 (TCP/IPv4)".

i

4 Local Area Connection Properties @
MNetworlding

Connect using:

L¥ Realtek RTLE168C(P)/8111C(P) Family PCI-E Gigabit Ethe

This connection uses the following tems:

[v| 9% Client for Microsoft Networks

vl Quns Packet Scheduler

E_,l File and Printer Shanng far Microsoft Nawud{s

v | inke La:.fer Topology Discoveny Hespunder

Imstall...

[ninstall

Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area networlk protocal that provides communication
across diverse interconnected networls.

oK || Ccancel
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6. Check "Obtain an IP address automatically” and "Obtain
DNS server address automatically" then click on "OK" to
continue.

Internet Protocol Version 4 (TCP/IPv4) Properties

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.

—

@ Obtain an IP address automatically
~ e following IP addre

IF address:

Subnet mask:

Default gateway:

(@ Obtain DM5 server address automatically

Preferred DMS server;

Alkernate DMNS server;

22



For Windows 7-32/64

1. Click on “Start” -> “Control Panel” (in Category View) ->
“View network status and tasks”.

{ :!;Ev@ v Control Panel »
¥

|Search Control Panel

Adjust your computer's settings

iy  System and Security
Review your computer's status
Back up your computer

Find and fix problems

_ Network and Internet
View network status and tasks
Choose hoemegroup and sharing option

f Hardware and Sound
View devices and printers
Add a device

Programs

Uninstall a program

View by: Category «

User Accounts and Family Safety
'@Add or remove user accounts
'@Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods
Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display

23




2. Inthe Control Panel Home, click on “Change adapter

settings” to continue.
ESREERT)

%'F&: « MNetwork and Internet » Metwork and Sharing Center

- | +4 | Search Control F'Gr!fz'_ L |

Control Panel Home

—/
Change adapter settings

dvanced shari

@ -

View your basic network information and set up connections

&!l E x Q See full map

GA-GILM-ES2L-PC Metwork Internet

settings !
9 (This computer)
Wiew your active networks Connect or disconnect
=
Metwork Access type: Mo Internet access
Public network Connections: [ Local Area Connection
"
I
Change your networking settings I
& Setup a new connection or network
See also Set up a wireless, broadband, dial-up, ad hoc, or VPM connection; or set up a router ]
or access point,
HomeGroup P
Internet Opticns 4 Connectto a network
Windows Firewall Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
T
\ R u I L] o

24



3. Single RIGHT click on “Local Area Connection”, then click
“Properties”.

— = | B e |

@@v|@ « MNet.. » Netw.. » - | 4 | | Search Network Connections 2 |

\

7 A

Organize - Disable this network device — » -~ [ @I
—— L —
‘hl Local Area Connection TN
kﬁ_ Metwork >
@7 Realtek RTLB168C(P)/8111C(P) Fa,~ _
e— — .
'@ Disable
Status
Diagnose

'@' Bridge Connections

Create Shortcut
Delete

'@' Rename

@ Properties >

25



4. Double click on "Internet Protocol Version 4 (TCP/IPv4)".

S

-
@ Local Area Connection Properties

Metwarking

Connect using:

L¥ Realtek RTLB16BC(P)/B111C(P) Family PCI-E Gigabit Ethe

This connection uses the following tems:

1% Cliert for Microsoft Networkcs
Bl 005 Packet Scheduler

g File and Printer Sharing for Microsoft Networks
BT Frotocol Version B 1 TLrrirrs

B8 Imtemet Protocal Version 4 (TCP/1Pwvd)

La pic-Layer Topology Discovery Mappeskéertinver
<& |ink-Layer Topology Discovery Responder

[ Install... ] Uninstall Froperties ] l
Description
Transmission Control Protocol/irtemet Protocol. The default !

wide area network protocal that provides communication
across diverse interconnected netwarlcs.

OK || Cancel
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5. Check "Obtain an IP address automatically” and "Obtain
DNS server address automatically" then click on "OK" to
continue.

-

-
Internet Protocel Version 4 (TCP/IPv4) Properties m

General | Alterna

te Configuration |

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

—

1 IF address:

Subnet mask:

@ Obtain an IP address automatically

Defaulk gakeway:

lowing IP

(@) Obtain DNS server address automatically

Preferred DRSS server:

Alkernate DRS server:

Validate settings upon exit l
N

27



For Windows 8/8.1-32/64

1. Move the mouse or tap to the upper right corner and click
on “Settings”.

Jo

Search
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2. Click on “Control Panel”.

Settings

Control Panel
Personalisation

PC info

li’j_)l( I‘n)

Unavailable 100 Unavailable

2 O

Motifications Power Keyboard

(Change PC settings
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3. Click on “View network status and tasks”.

1 » Control Panel vl Search Control Panel

Adjust your computer's settings View by:  Category ~

System and Security ' User Accounts and Family Safety
Review your computer's status @ Change account type

Save backup copies of your files with File @ Set up Family Safety for any user
History

/m : Appearance and Personalisation
Change the theme

Network and Internet N
Cennect to the Internet

View network status and tasks

Choose hemegroup and sharing options ClDCk, Language and RE‘giDn
Add a language

Change input methods

View devices and printers Change date, time or number formats
Add a device

Change desktop backgreund
Adjust screen resolution

Ease of Access
Programs Let Windows suggest settings

Uninstall a program Optimise visual display

4. In the Control Panel Home, click on “Change adapter
settings” to continue.

- 4 iﬁ <« Metwork and Internet » Network and Sharing Center v Search Control Panel

View your basic network information and set up connections
Control Panel Home

gur active networks

Change adapter setting
ENge 20apier sEngs You are not currently connected to any networks,

Change advanced sharing
Change your networking settings

Set up a new cennection or network

Set up a breadband, dial-up or VPM connection, or set up a router er access point.

Troubleshoot problems

Diagnese and repair network preblems er get troubleshooting information.

See also

HomeGroup

Internet Options

Windows Firewall
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5. Single RIGHT click on “Ethernet", then click "Properties".

1 & « Net.. » Netw.. »

Organise = Disable this network device

.

v Search Metwo... 0O

==
5= -

Ethernet
Metwork
Qualcomm Atheros ARS131 Fﬁ_—

D

[ @

T

1 itemn

® Disable
Status

Diagnose
Eridge Connections

Create Shortcut
Delete

1 itemn selected
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6. Double click on "Internet Protocol Version 4 (TCP/IPv4)".

Metworking

Connect using:
E Qualcomm Atheros ARB131 PCI-E Gigabit Ethemet Contro

This connection uses the following items:

Q File and Printer Sharing for Microsoft Networks
[ & Microsoft Networ Adapter Muttiplexor Protocol
& Microsoft LLOP Protocol Driver
& Link-Layer Topology Discoveny Mapper /0 Driver
T . der
wd [mtemet Protocol Version 6 (TCP/1PwE)
8 Intemet Protocol Version 4 (TCP/1Pvd)

Install.. Uninstall

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks .

OK || Cancel
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7. Check "Obtain an IP address automatically" and “Obtain
DNS server address automatically” then click on "OK" to

continue.

General | Alternative Configuration |

You can get IP settings assigned automatically if your network supparts
this capability, Otherwise, you need to ask your network administrator
for the appropr etinas.

IP address:

Subnet mask:

Default gateway:

Preferred DMS server:

Alkernative DNS server:

[ validate settings upon exit
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For Windows 10-32/64

1. Right click on Network icon , then click "Open Network
and Sharing Center".

2. Inthe Control Panel Home, click on “Change adapter
settings” to continue.

:.E Network and Sharing Center

See also

HomeGroup
Internet Options

Windows Firewall

- O
1 5 « Network and Internet > Network and Sharing Center v O Search Control Panel
Wiew your basic network information and set up connections
ur active networks
Access type: Mo Internet access

Network

. HomeGroup: Ready to create
Private network i

Connections: [ Ethernet

Change your networking settings

“‘E. Set up a new connection or network
-

Set up a breadband, dial-up, or VPN cennection; or set up a router or access point.

Troubleshoot problems

Diagnose and repair network preblems, or get troubleshooting information,
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3. Single RIGHT click on “Ethernet", then click "Properties".

&) Network Connections — O >

uN @ « Met.. » MNetwork... w 0 Search Metwork Conn... @

- [ @

Organize = Disable this network device  »

T
| Ethernet
%g _ Metwork

@ Realtek PCle GBE Family Controller

0 Disable

Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Qee <

Properties

2iterns  1item selected Bz =
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4. Double click on "Internet Protocol Version 4 (TCP/IPv4)".

[E] Ethernet Properties

Metworking  Sharing

Connect using:
ﬂ Realtek: PCle GBE Family Controller

This connection uses the following tems:

X

7 8l ()05 Packet Scheduler
) Itemet Protocol Version 4 (TCP/IPv4) |

a igle-| sver Topology Discovery apeer 0 Driver

[ & Microsoft Network Adapter Muttiplexor Protocol

& Cliert for Microsoft Networks A

wie Microsoft LLOP Protocol Driver v
£ >

Install.. Lninstall Properties
Description

Transmission Control Protocal/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected netwoarks.

QK Cancel
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5. Check "Obtain an IP address automatically" and “Obtain
DNS server address automatically” then click on "OK" to

continue.

Internet Protocol Version 4 (TCP/IPvd) Properties

General  Alternate Configuration

You can get IP settings assigned automatically it yvour network supports
this capability. Dmermse you need to ask your network administrataor

IF address; | . . . |

Subnet mask: | . . . |

Default gakteway: | . . . |

Preferred DMS server: | . . . |

Alkernake DMNS server: | . . . |

Validate settings upon exit

P
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4 Connecting your device

A\

WARNING

This chapter provides basic instructions for connecting the
WGR-8031 to a computer or LAN and to the Internet.

In addition to configuring the device, you need to configure the
Internet properties of your computer(s). For more details, see
the following sections:

e Configuring Ethernet PCs

This chapter assumes that you have already established a
DSL/Cable service with your Internet service provider (ISP).
These instructions provide a basic configuration that should be
compatible with your home or small office network setup. Refer
to the subsequent chapters for additional configuration
instructions.

Connecting the Hardware

This section describes how to connect the device to the wall
phone port, the power outlet and your computer(s) or network.

Before you begin, turn the power off for all devices. These
include your computer(s), your LAN hub/switch (if applicable),
and the WGR-8031.

The diagram below illustrates the hardware connections. The
layout of the ports on your device may vary from the layout
shown. Refer to the steps that follow for specific instructions.
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| E—

12Vde==1A ON1 OFF
-6 SWICH

AN WAN

LAN 1 N2 LANS

~

RJ45 Cable

xDSL / Cable Modem

Figure 4: Overview of Hardware Connections

Step 1. Connect the Ethernet cable to WAN Port

Connect the RJ45 Ethernet cable from your xDSL/Cable
Modem's Ethernet port to Router's WAN Port.

Step 2. Connect the Ethernet cable to LAN Port

Connect the supplied RJ45 Ethernet cable from your PC's
Ethernet port to any of the 4 Router's LAN Ports.

Step 3. Attach the power connector

Connect the power adapter to the power inlet “POWER” of
the Router and turn the power switch “ON/OFF SWITCH” of
your Router on.

* Actual ANTENNA may vary depending on model
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5 Utiity CD execution

Connecting the Hardware

1. From any of the LAN computers, launch your web browser,
type the following URL in the web address (or location) box,
and press [Enter] on your keyboard:

http://192.168.1.1

2. Please enter the User Name: admin and Password: admin
and then click on OK button.

Microsoft Edge

Microsoft Edge

The server 192.168.1.1 is asking for your user name and password. The server reports that it is
from .

Warning: Your user name and password will be sent using basic authentication on a
connection that isn't secure.

3. From the head menu, click on SETUP.

WLANZ2 TCP/IP “ FIREWALL MANAGEMENT

4. Check on Gateway ratio and then click on Next.
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Y s

- p different modes to LAN and WLAN interface for NAT and bridging
function.

n this mode, the device is supposed to connect to internet via
ADSL/Cable Modem. The NAT is enabled and PCs in four LAN
ports share the same IP to ISP through WAN port. The
connection type can be setup in WAN page by using PPPOE,
DHCP cliznt, PPTP client, L2TP client or static IP.

® Gateway:

() Bridge: In this mode, all ethernet ports and wireless interface are
bridged together and MAT function is disabled. All the WAN
related function and firewall are not supported.

) Wireless In this mode, all ethernet ports are bridged together and the

ISP: wireless client will connect to ISP access point. The NAT is
enabled and PCs in ethernet ports share the same IP to ISP
through wireless LAN. You must set the wireless to client mode
first and connect to the ISP AF in Site-Survey page. The
connection type can be setup in WAN page by using PPPOE,
DHCP client, PPTP client, L2TP client or static IP.

WAN Interface : wlanl -

Cancel | <

WAN Interface Setup

Examples
8-1. DHCP client

From the WAN Access Type drop-down list, select DHCP Client
If you are happy with your settings, click on Next

This page is used to configure the parameters for Internet network which connects to
the WAN port of your Access Point. Here you may change the access method to static
IP, DHCP,_ P! by click the item value of WAN Access type.

WAN Access Type: | DHCP D

8-2. Static IP
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From the WAN Access Type drop-down list, select Static IP
setting.

Enter IP Address, Subnet Mask, Default Gateway and DNS
which was given by Telecom or by your Internet Service
Provider (ISP).

If you are happy with your settings, click on Next

This page is used to configure the parameters for Internet network which connects to
the WAM port of your Access Point. Here you may change the access method to static

IP, DHCP, P! : TP by click the item value of WAN Access type.

WAN Access Type: IStatiu: P o \

IP Address: |
Subnet Mask: |
Default Gateway: |

|

DHNS =

Cancel <\gack | Mexts=
8-3. PPPOE
From the WAN Access Type drop-down list, select PPPoE
setting.

Enter User Name/Password provided by your ISP. Type them in
the relevant boxes.

If you are happy with your settings, click Next

This page is used to configure the parameters for Internet network which connects to
the WAN port of your Access Point. Here you may change the access method to static

IF, DHCF, FFFoE, PFTF or LITF by click the item value of WAN Access type.
/ \

Cancel <-\gack Mext== I

8-4. PPTP
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From the WAN Access Type drop-down list, select PPTP
setting provided by your Network Administrator or ISP.
Click on the ratio of Dynamic IP (DHCP) or Static IP.
Enter IP Address for example 172.1.1.1 provided by your
Network Administrator or ISP. (for Static IP only)

Enter Subnet Mask for example 255.255.0.0 provided by your
Network Administrator or ISP. (for Static IP only)

Enter Default Gateway for example 172.1.1.254 provided by
your Network Administrator or ISP. (for Static IP only)

Enter Server Domain Address for example 222.222.222.222 or
www.example.com provided by your Network Administrator or
ISP.

Enter User Name for example 1234 provided by your Network
Administrator or ISP.

Enter Password for example 1234 provided by your Network
Administrator or ISP.

If you are happy with your settings, click Next

This page is used to configure the parameters for Internet network which connects to
the WAMN port o tcess Point. Here you ma g the access method to static
IP, DHC oE, PPTP or L2TP by click the item value of ccess type.

WAN Access Type: PPTP w

PPTP Mode: C Dynamic 1P (DHCP) ® Static IP
1P Address: [172.1.1.2

Subnet Mask: |255.255.255.0

Default Gateway: [172.1.1.254

PPTP Server Mode: () Attain Server By Domain Name

(® Attain Server By Ip Address

Domain Name: |

Server IP Address: [172.1.1.1

Cancel < <Back I Mext==

8-4.L2TP
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From the WAN Access Type drop-down list, select L2TP
setting provided by your Network Administrator or ISP.

Click on the ratio of Dynamic IP (DHCP) or Static IP.

Enter IP Address for example 172.1.1.1 provided by your
Network Administrator or ISP. (for Static IP only)

Enter Subnet Mask for example 255.255.0.0 provided by your
Network Administrator or ISP. (for Static IP only)

Enter Default Gateway for example 172.1.1.254 provided by
your Network Administrator or ISP. (for Static IP only)

Enter Server Domain Address for example 222.222.222.222 or
www.example.com provided by your Network Administrator or
ISP.

Enter User Name for example 1234 provided by your Network
Administrator or ISP.

Enter Password for example 1234 provided by your Network
Administrator or ISP.

If you are happy with your settings, click Next

This page is used to configure the parameters for Internet network which connects to
the WAN port tcess Foint. Here yo ange the access method to static
FoE, FFTF or L2TF by click the item value M Access type.

WARN Access Type: LZTP w

L2TP Mode: C Dynamic IP (DHCP) ® Static

1P Address: [172.1.1.2

Subnet Mask: |255.255.255.0

Default Gateway: [172.1.1.254

L2TP Server Mode: ) Attain Server By Domain Name

(® Attain Server By Ip Address

Domain Name: |

Server IP Address: [172.1.1.1

r Hame:

Cancel «<Bck Mext s

5. Click on Next.
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You can select Wireless Band.

Wireless Band: |2.4G+5G Concurrent |«

Cancel | <<Ba Next:=:

Wireless Configuration - 5GHz

6. Enter SSID.
7. Click on Next.

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point.

Band: | 5 GHz (A+N+AC) |+
Mode: AP -

ILEH’ElﬂneEG/
IBDI"«"IHZ oy
Channel Number: |44 “

Enable Mac Clone (Single Ethernet Client)
Add to Wireless Profile

Cancel < <Ba Mextz==
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8. From the Encryption list, choose the Encryption type and
enter related parameters if necessary, as None / WEP /
WPA2(AES) and WPA Mixed Mode (the default settings
Security Mode = None). For example, the Encryption you
choose is None.

9. Click on Next.

This page allows you setup the wireless security. Turn on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network.

Encryption: |None v >
Cancel <<Ba | Mext= >

Wireless Configuration - 2.4GHz

10. Enter SSID.
11. Click on Next.

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point.

Band: | 2.4 GHz (B+G+N) |+
Mode: AP »

Tk Type: | InfﬁrﬁﬁE\

| LevelOne 2.4G

ControlSideband: |Llpper o
Channel Number: 11 |w

Enable Mac Clone (Single Ethernet Client)
Add to Wireless Profile

Cancel | <<Ba | Mext> > |

12. From the Encryption list, choose the Encryption type and
enter related parameters if necessary, as None / WEP /
WPA2(AES) and WPA Mixed Mode (the default settings
Security Mode = None). For example, the Encryption you
choose is None.

13. Click on Finished.
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This page allows you setup the wireless security. Turn on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network.

Encryption: | Mone )

Cancel I < -<Bfck I Finishedl

14. Change setting successfully! Do not turn off or reboot the
Device during this time. Please wait 20 seconds ...

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...

15. Now, the WGR-8031 has been configured completely, and
suitable for Wireless and Internet Connections.

Wireless Connection

For easy installation it is saved to keep the settings. You can
later change the wireless settings via the wireless configuration
menu.

16. Double click on the wireless icon on your computer and
search for the wireless network that you enter SSID name.

17. Click on the wireless network that you enter SSID name
(the default settings, Wireless Network = Enable, Default
Channel = Auto, SSID = LevelOne 5G for 5GHz and
LevelOne 2.4G for 2.4GHz which could be found on the
bottom side of the device) to connect.

LevelOne 5G
Open

LevelOne 2.4G

Opeéen

3:54 PM
AT B 4/29/2016

18. If the wireless network isn’t encrypted, click on "Connect " to
connect.
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Other people might be able to see info you
send over this network

W4 Connect automatically

LevelOne 2.4G

Open

Other people might be able to see info you
send over this network

W4 Connect automatically

19. If the wireless network is encrypted, enter the network key
that belongs to your authentication type and key. (the
default settings Security Mode = WPA Mixed mode
which could be found on the bottom side of the device).
You can later change this network key via the wireless
configuration menu.

20. Click on "Next".

@ LevelOne 5G

Secured

Enter the network security key
N

¥4 Shaic netwark with my rontacts

MNext Cancel
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ﬁ FeveIOne 2.4G

Secured

Enter the network security key

| 1

W4 Share network with m,’ contacts

Next Cancel

21. Now you are ready to use the Wireless Network to Internet
or intranet.

6 What the Internet/VWAN access of your own
Network now is

Now you could check what the Internet/WAN access of your
network is to know how to configure the WAN port of Wireless
Gateway.

Please follow steps below to check what the Internet/WAN
access if your own Network is DHCP Client, Static IP or PPPoE

Client.
1. Click Start -> Control Panel
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;gj | GA-8S66

! Internet __} My Documenks
Inkernet Explarer
: B My Recent Documents #
f vl E-mail

Catlook E 3
utlook Express —f} My Pictures

n Carnrnand Prarpk =) My Music

Sl
ﬁ Hypersnap-Di ¢

E—-‘ Control Panel
Mokepad
Set Program Sccess and

Defaults

iy
‘g MSN Explorer “Qd;@ Printers and Faxes

Windows Media Player @‘ Help and Support
I(
.13 windows Messenger ):) Search

Eﬁun...

All Programs D

@| Log Off |ﬁ| Turn 2fF Computer

14 start

2. Double click Network Connections
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B Control Panel |-_||E” |
File Edit “iew Fawvaoribes Tools  Help .-?

0 Back O @ p Search EE? Faolders v

Address | [ Cantral Panel -v.| Go

_ﬂ.- Control Panel x 6 ﬁ :;@ % b % 9

Accessibility  Add Hardware Add or Adminiskrative  Aukomatic CMI Audio Dake and Time
& Switch to Category Wiew Opkions Remoy, .. Tools Updates Caonfig
7 o - . &
TR W 4 e P = T
See Also -

Display Folder Options Fonts Game Internet keyboard Maouse
& windows Update Controllers Options

€)) Help and Support @ b q\h '—Lé'é Q l%

Metwork Setup Phone and  Power Options  Printers and  Regional and  Scanners and

Wizard Maderm ... Faxes Language ... Cameras
2 © 9@ & ¥ 4 R
Scheduled Securiby Sounds and Speech System Taskbar and  User Accounts
Tasks Center Audio Devices Skart Meru
e <
Windows \iireless
Firewall  Metwork Set..,

Internet/WAN access is the DHCP client

If you cannot see any Broadband Adapter in the Network
Connections, your Internet/WAN access is DHCP Client or
Static IP.

3. Click Local Area Connection in LAN or High-Speed
Internet and you could see string Assigned by DHCP in
Details.
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*s Network Connections

File Edt View Favorites Tools  Advanced  Help E.
@Back - -\_:) IE pﬁearch [1 ' Folders v

Address t_:; Metwark Connections v| a0

#| LAN or High-Speed Internet

Details

| ocal Area Conneckion

Local Area Connection
LAMN or High-3peed Internet
Connected

5i5 900 PCI Fast Ethernet
Adapker

IP Address: 192,168, 10,32
Subnet Mask: 255,255,255.0
Assigned by DHCP

Internet/WAN access is the Static IP

If you cannot see any Broadband Adapter in the Network
Connections, your Internet/WAN access is DHCP Client or
Static IP.

4. Click Local Area Connection in LAN or High-Speed
Internet and you could see string Manually Configured in
Details.

L] 5
* Network Connections

File Edit ‘“iew Favorites Tools Advanced Help

@Back - \-._.JI LE pSEarEh H_ Folders v

‘;}, Network Connections

Y|G|:|

#| LAN or High-Speed Internet

Details

Local Area Connection  ocal Area Conneckion
LAM or High-Speed Internet

Connected

5i5 900 PCI Fask Ethernet

IP Address: 192,168,10.110
Subret Mask: 255,255, 255.0
Manually Configured
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5. Right click Local Area Connection and click Properties
and then you could get the IP settings in detail and write

down the IP settings as follow:

IP Address: 192.168.10.110

Subnet mask: 255.255.255.0

Default gateway: 192.168.10.100
Preferred DNS server: 192.168.10.100

Alternate DNS Server: If you have it, please also write it

down.

Internet Protocol (TCP/IP) Properties

eneral |

the appropriate [P zettings.

{7y Obtain an P address automatically
(%) Use the follawing IP address:

Y'ou can get P zettings assigned automatically if vour network, supports
thiz capability. Othensize, you need ta azk pour nebwark, administrator far

IP address: | 192.168. 10 . 110 |
Subnet mask: | 255 . 265 . 255. O |
Default gateway: | 192.168. 10 . 100 |
(%) Use the follawing DNS server addresses:

Preferred DNS server: | 132.168. 10 . 100 |

Alternate DNS semver: |

Ok, |[ Cancel ]
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Internet/\WAN access is the PPPoE client

If you can see any Broadband Adapter in the Network
Connections, your Internet/WAN access is PPPoE Client.

6. Click Broadband Adapter in Broadband and you could
see string Assigned by Service Provider in Details.

For PPPOE configuration on Wireless Gateway, you'll need
following information that you could get from your Telecom, or
by your Internet Service Provider.

Username of PPPoE: 1234 for example

Password of PPPoE: 1234 for example

‘,'_\ Metwork Connections

(=13

File Edit ‘“iew Favorites Tools Advanced Help

eBack - \‘_.)l l.ﬁ ;j Search - Folders v

i}:; Network Connections hd | Go
#| Broadband

Address

Details

1234 ﬁ 1234
EBroadband —

Connected

LANM or High-Speed Internet

WaN Minipart (PPPOE)

IP Address: 192, 168,10,209

Subnet Mask:

255,255,255, 255 Local Area Conneckion
Assigned by Service Provider |_I;J'_ID
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7 Getting Started with the \WWeb pages

The WGR-8031 includes a series of Web pages that provide an
interface to the software installed on the device. It enables you
to configure the device settings to meet the needs of your
network. You can access it through your web browser from any
PC connected to the device via the LAN ports.

Accessing the Web pages

To access the Web pages, you need the following:

e A PC or laptop connected to the LAN port on the device.

¢ A web browser installed on the PC. The minimum browser
version requirement is Internet Explorer v4 or Netscape v4.
For the best display quality, use latest version of Internet
Explorer, Netscape or Mozilla Fire fox. From any of the LAN
computers, launch your web browser, type the following
URL in the web address (or location) box, and press [Enter]
on your keyboard:

http://192.168.1.1

The Status homepage for the web pages is displayed:
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Access Point Status

This page shows the current status and some basic settings of the
device.

Uptime Oday:0h:18m:52s

Firmware Version RE4GCH_A_v3411 2T2R_STD 02 160622
Build Time Wed Jun 22 17:39:08 CST 2016

Mode AP

Band 5 GHz (A+N+AC)

LevelOne 5G

Channel Humber 44

Encryption Disabled

94:46:96:829:12:62

Associated Clients 0

Mode AP

Band 2.4 GHz (B+G+N)

LevelOne 2.4G

Channel Number 11

Encryption Disabled

94:46:96:89:12:67

Associated Clients ]

Attain IP Protocol Fixed IP

IP Address 192.168.1.1

Subnet Mask 235.255.255.0

Default Gateway 192.168.1.1

DHCP Server Enabled

MAC Address 094:46:96:a9:12:60

Attain IP Protocol Getting IP from DHCP server...

IP Address 0.0.0.0

Subnet Mask 0.0.0.0

Default Gateway 0.0.0.0

MAC Address 04:46:96:a9:12:61

Global Address

LL Address fe80000000000000964696fffead1260/64
Default Gateway fe80000000000000964696fffead1260/64
MAC Address 94:46:96:a9:12:60

Link Type IF link

Connection Type DHCPvE

Global Address

LL Address fe80000000000000964696fffead1261/64
Default Gateway

DHS server 00000000000000000000000000000000
MAC Address 94:46:96:a9:12:61
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Figure 5: Homepage

The first time that you click on an entry from the left-
hand menu, alogin box is displayed. You must enter
your username and password to access the pages.

A login screen is displayed:

Microsoft Edge

Microsoft Edge

The server 192.168.1.1 is asking for your user name and password. The server reports that it is
from .

Warning: Your user name and password will be sent using basic authentication on a
connection that isn't secure.

R

-

Figure 6: Login screen

1. Enter your user name and password. The first time you log
into the program, use these defaults:

User Name: admin

Password: admin

You can change the password at any time or you can configure your
device so that you do not need to enter a password. See Password.

2. Click on OK. You are now ready to configure your device.

This is the first page displayed each time you log in to the Web
pages.

! If you receive an error message or the Welcome page is not
Note displayed, see Troubleshooting Suggestions.
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Testing your Setup

Once you have connected your hardware and configured your
PCs, any computer on your LAN should be able to use the DSL
/Cable connection to access the Internet.

To test the connection, turn on the device, wait for 30 seconds
and then verify that the LEDs are illuminated as follows:

Table 1. LED Indicators

Label Color Function

POWER green On: device is powered on
Off: device is powered off

5G/2.4G green On: WLAN link established and active
(2.4G) Blink: Valid Wireless packet being transferred

green
(5G)
WPS green Off: WPS link isn’t established and active
Blink: Valid WPS packet being transferred
WAN green On: WAN link established and active
Off: No LAN link
Blink: Valid Ethernet packet being transferred
LAN green On: LAN link established and active
1/2/3/4 Off: No LAN link

Blink: Valid Ethernet packet being transferred

If the LEDs illuminate as expected, test your Internet connection
from a LAN computer. To do this, open your web browser, and
type the URL of any external website (such as
http://www.yahoo.com). The LED labeled WAN should blink
rapidly and then appear solid as the device connects to the site.

If the LEDs do not illuminate as expected, you may need to
configure your Internet access settings using the information
provided by your ISP. For details, see Internet Access. If the
LEDs still do not illuminate as expected or the web page is not
displayed, see Troubleshooting Suggestions or contact your
ISP for assistance.

Default device settings

In addition to handling the xDSL / Cable modem connection to
your ISP, the Wireless Gateway can provide a variety of
services to your network. The device is preconfigured with
default settings for use with a typical home or small office
network.

The table below lists some of the most important default settings;
these and other features are described fully in the subsequent
chapters. If you are familiar with network configuration, review
these settings to verify that they meet the needs of your network.
Follow the instructions to change them if necessary. If you are
unfamiliar with these settings, try using the device without
maodification, or contact your ISP for assistance.

& We strongly recommend that you contact your ISP prior to
changing the default configuration.
WARNING
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Option

Default Setting

Explanation/Instructions

WAN Port IP DHCP Client This is the temporary public IP address of the WAN
Address port on the device. It is an unnumbered interface that
is replaced as soon as your ISP assigns a ‘real’ IP
address. See Network Settings -> WAN Interface.
LAN Port Assigned static IP address: This is the IP address of the LAN port on the device.
IP Address 192.168.1.1 The LAN port connects the device to your Ethernet
network. Typically, you will not need to change this
Subnet mask: address. See Network Settings -> LAN Interface.
255.255.255.0
DHCP (Dynamic DHCP server enabled with the The Wireless Gateway maintains a pool of private IP

Host Configuration
Protocol)

following pool of addresses:

192.168.1.100
through
192.168.1.200

addresses for dynamic assignment to your LAN
computers. To use this service, you must have set up
your computers to accept IP information dynamically,
as described in Configuring Ethernet PCs.
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8 Quick Setup

The Quick Setup page displays useful information about the
setup of your device, including:

e details of the device’s Internet access settings
e details of the device’s VolIP settings

e details of the device’s Wireless settings

To display this page:

1. From the head menu, click on SETUP.

SETUP

WLANZ TCP/IP IPVE FIREWALL MANAGEMENT

Figure 7: Quick Setup page
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Operation Mode Setup

You can setup different modes to LAN and WLAN interface for

NAT function.

Gateway

In this mode, the device is supposed to connect to internet via

ADSL/Cable Modem. The NAT is enabled and PCs in four LAN

ports share the same IP to ISP through WAN port. The

connection type can be setup in WAN page by using PPPOE,

DHCP client, PPTP client, L2TP client or static IP.
To change the Operation Mode:

1. From the left-hand menu, click on Wizard. The following

page is displayed:
2. Click on the ratio of Gateway and then click on Next>>.

You can setup different modes to LAN and WLAN interface for NAT and bridging

function.
® Gateway: In this mode, the device is supposed to connect to internet via
ADSL/Cable Modem. The MAT is enabled and PCs in four LAN
ports share the same IP to ISP through WAN port. The connection
type can be setup in WAN page by using PPPOE, DHCP client,
PPTP client, L2TP client or static IP.
O Bridge: In this mode, all ethernet ports and wireless interface are bridged

) Wireless 15P:

together and MAT function is disabled. All the WAN related
function and firewall are not supported.

In this mode, all ethernet ports are bridged together and the
wireless client will connect to ISP access point. The NAT is
enabled and PCs in ethernet ports share the same IP to ISP
through wireless LAN. You must set the wireless to client mode
first and connect to the ISP AP in Site-Survey page. The
connection type can be setup in WAN page by using PPPOE, DHCP
client, PPTP client, L2TP client or static IP.

WAN Interface : I'.'.lal‘ll
Mexts:z= |
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Bridge

In this mode, all ethernet ports and wireless interface are
bridged together and NAT function is disabled. All the WAN
related function and firewall are not supported.

To change the Operation Mode:

1. From the left-hand menu, click on Wizard. The following
page is displayed:
2. Click on the ratio of Bridge and then click on Next>>.

You can setup different modes to LAN and WLAN interface for MAT and bridging

function.

) Gateway: In this mode, the device is supposed to connect to internet via
ADSL/Cable Modem. The NAT is enabled and PCs in four LAN
ports share the same IF to ISP through WAN port. The connection
type can be setup in WAN page by using FFPOE, DHCF client,
PPTF client, L2TP client or static IP.

® Bridge: In this mode, all ethernet ports and wireless interface are bridged

) Wireless 15P:

together and MAT function is disabled. All the WAN related
function and firewall are not supported.

In this mode, all ethernet ports are bridged together and the
wireless client will connect to ISP access point. The NAT is
enabled and PCs in ethernet ports share the same IF to ISP
through wireless LAN. You must set the wireless to client mode
first and connect to the ISP AF in Site-Survey page. The
connection type can be setup in WAN page by using FFPOE, DHCF
client, PFTP client, L2TF client or static IP.

WAN Interface : I'.'.|E||‘|1
Mext== |
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Wireless ISP

In this mode, all ethernet ports are bridged together and the
wireless client will connect to ISP access point. The NAT is
enabled and PCs in ethernet ports share the same IP to ISP
through wireless LAN. You must set the wireless to client mode
first and connect to the ISP AP in Site-Survey page. The
connection type can be setup in WAN page by using PPPOE,
DHCP client or static IP.

To change the Operation Mode:

3.

From the left-hand menu, click on Wizard. The following
page is displayed:
Click on the ratio of Wireless ISP.

Select wlanl for 5GHz or wlan2 for 2.4GHz from the WAN
Interface drop-down list.

Click on Next>>.

You can setup different modes to LAN and WLAN interface for NAT and bridging

function.

) Gateway: In this mode, the device is supposed to connect to internet via
ADSL/Cable Modem. The MAT is enabled and PCs in four LAN
ports share the same IP to ISP through WAN port. The connection
type can be setup in WAN page by using PPPOE, DHCP client,
PPTP client, L2TP client or static IP.

) Bridge: In this mode, all ethernet ports and wireless interface are bridged

® Wireless 15P:

together and MAT function is disabled. All the WAN related
function and firewall are not supported.

In this mode, all ethernet ports are bridged together and the
wireless client will connect to ISP access point. The NAT is
enabled and PCs in ethernet ports share the same IP to ISP
through wireless LAN. You must set the wireless to client mode
first and connect to the ISP AP in Site-Survey page. The
connection type can be setup in WAN page by using PPPOE, DHCP
client, PPTP client, L2TP client or static IP.

WAN Interface : |wlan1 w

MNext=> |
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WAN Interface Setup

This page is used to configure the parameters for Internet
network which connects to the WAN port of your Access Point.
Here you may change the access method to static IP, DHCP,
PPPoE, PPTP or L2TP by click the item value of WAN Access

type.

To change the WAN Access Type:

7. From the WAN Access Type drop-down list, select Static IP,
DHCP Client, PPPoE, PPTP, or L2TP setting determined
by your Network Administrator or ISP.

8. Click Next>>.

This page is used to configure the parameters for Internet network which connects
to the WAN port of your Access Point. Here you may change the access method to
static IP, DHCP, PPFoE, PPTP or L2TP by click the item value of WAN Access type.

WAN Access Type:

Static IP

Cancel | <-<Back | Next:b:=-|

Static IP

In this mode, the device is supposed to connect to internet via
ADSL/Cable Modem. The NAT is enabled and PCs in four LAN
ports share the same IP to ISP through WAN port. The
connection type can be setup in WAN page by using static IP.

1. From the WAN Access Type drop-down list, select Static IP
setting determined by your Network Administrator or ISP.
Enter IP Address for example 172.1.1.1.

Enter Subnet Mask for example 255.255.255.0.

Enter Default Gateway for example 172.1.1.254.

Enter DNS for example 172.1.1.254.

Click Next>>.

o g~ wN

This page is used to configure the parameters for Internet network which connects
to the WAN port of your Access Point. Here you may change the access method to
static IF, DHCP, PPPoE, PFTP or L2TF by click the item value of WAN Access type.

WAN Access Type:

IP Address:
Subnet Mask:
Default Gateway:
DNS :

Static IP

Cancel <<Back Mext= =
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DHCP Client

In this mode, the device is supposed to connect to internet via
ADSL/Cable Modem. The NAT is enabled and PCs in four LAN
ports share the same IP to ISP through WAN port. The
connection type can be setup in WAN page by using DHCP
Client.

1. From the WAN Access Type drop-down list, select DHCP
Client setting determined by your Network Administrator or
ISP.

2. Click Next>>,

This page is used to configure the parameters for Internet network which connects
to the WAN port of your Access Point. Here you may change the access method to
static IP, DHCP, PPPoE, PPTP or L2TP by dlick the item value of WAN Access type.

WAN Access Type:

Cancel | <<Back | Nart:=-:=-|

PPPOE

In this mode, the device is supposed to connect to internet via
ADSL/Cable Modem. The NAT is enabled and PCs in four LAN
ports share the same IP to ISP through WAN port. The
connection type can be setup in WAN page by using PPPoOE.

1. From the WAN Access Type drop-down list, select PPPoE
setting determined by your Network Administrator or ISP.

2. Enter User Name for example 1234.

3. Enter Password for example 1234.

4. Click Next>>,

This page is used to configure the parameters for Internet network which connects
to the WAN port of your Access Point. Here you may change the access method to
static IP, DHCP, PPPoE, PPTP or L2TP by click the item value of WAN Access type.

WAN Access Type:

User Name: |

Password: |

Cancel << Back Mextz=
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PPTP

In this mode, the device is supposed to connect to internet via
ADSL/Cable Modem. The NAT is enabled and PCs in four LAN
ports share the same IP to ISP through WAN port. The
connection type can be setup in WAN page by using PPTP.

1

From the WAN Access Type drop-down list, select PPTP
setting provided by your Network Administrator or ISP.

Click on the ratio of Dynamic IP (DHCP) or Static IP.

Enter IP Address for example 172.1.1.1 provided by your
Network Administrator or ISP. (for Static IP only)

Enter Subnet Mask for example 255.255.0.0 provided by
your Network Administrator or ISP. (for Static IP only)

Enter Default Gateway for example 172.1.1.254 provided
by your Network Administrator or ISP. (for Static IP only)

Select PPTP Server Mode by Attain Server By Domain
Name or Attain Server By Ip Address

Enter Server Domain Address for example
222.222.222.222 or www.example.com provided by your
Network Administrator or ISP.

Enter User Name for example 1234 provided by your
Network Administrator or ISP.

Enter Password for example 1234 provided by your
Network Administrator or ISP.

10. Click Next>>.

This page is used to configure the parameters for Internet network which connects to
the WAN port of your Access Point. Here you may change the access method to static
IF, DHCF, FFPoE, PFTF or L2TF by click the item value of WAN Access type.

WAN Access Type:

PPTP Mode:

IP Address:
Subnet Mask:
Default Gateway:

PPTP Server Mode:

Domain Name:
Server IP Address:
User Name:

Password:

e

) Dynamic IP (DHCP) (@ Static IP

[172.1.1.2

|255.255.255.0

[172.1.1.254

(O Attain Server By Domain Name
(® Attain Server By Ip Address

[172.1.1.1

Cancel I < <Back Mexts==
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L2TP

In this mode, the device is supposed to connect to internet via

ADSL/Cable Modem. The NAT is enabled and PCs in four LAN

ports share the same IP to ISP through WAN port. The
connection type can be setup in WAN page by using L2TP.

1. From the WAN Access Type drop-down list, select L2TP
setting provided by your Network Administrator or ISP.
2. Click on the ratio of Dynamic IP (DHCP) or Static IP.

3. Enter IP Address for example 172.1.1.1 provided by your
Network Administrator or ISP. (for Static IP only)

4. Enter Subnet Mask for example 255.255.0.0 provided by
your Network Administrator or ISP. (for Static IP only)

5. Enter Default Gateway for example 172.1.1.254 provided
by your Network Administrator or ISP. (for Static IP only)

6. Select L2TP Server Mode by Attain Server By Domain
Name or Attain Server By Ip Address

7. Enter Server Domain Address for example
222.222.222.222 or www.example.com provided by your
Network Administrator or ISP.

8. Enter User Name for example 1234 provided by your
Network Administrator or ISP.

9. Enter Password for example 1234 provided by your
Network Administrator or ISP.

10. Click Next>>.

This page is used to configure the parameters for Internet network which connects to
the WAN port of your Access Point. Here you may change the access method fo static
IF, DHCF, FPFoE, PFTF or L2TF by click the item value of WAN Access type.

WAN Access Type:
L2TP Mode:

IP Address:
Subnet Mask:
Default Gateway:

L2TP Server Mode:

Domain Name:
Server IP Address:
User Name:

Password:

LITP W

() pynamic IP (DHCP) ® Static IP
[172.1.1.2
|255.255.255.0

[172.1.1.254

(C Attain Server By Domain Name
(® Attain Server By Ip Address

[172.1.1.1

Cancel < <Back | Next:b:bl
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11. Click Next>>.

You can select Wireless Band.

Wireless Band: [ 2.4G4+5G Concurrent -~

Cancel | <<Back | Mext==

Wireless 5GHz Basic Settings

This page is used to configure the parameters for wireless LAN
clients which may connect to your Access Point.

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Foint.

Band: | 5 GHz (A+N+AC) |
Mode: AP w
Hetwork Type: | Infrastructure
SSID: | LevelOne 56

Channel Width: IBEII"-"IHZ e
Channel Number: |44 ~

Enable Mac Clone (Single Ethernet Chient)
Add to Wireless Profile

Cancel | < <Back MNext=>=

AP (Access Point)

Access Point is used to configure the parameters for wireless
LAN clients who may connect to your Access Point.

1. From the Band drop-down list, select a Band.

2. From the Mode drop-down list, select AP setting.

3. Enter SSID for example LevelOne 5G

4. From the Channel Width drop-down list, select a Channel

Width.

5. From the ControlSideband drop-down list, select a
ControlSideband.

6. From the Channel Number drop-down list, select a Channel
Number.

7. Click Next>>.
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This page is used to configure the parameters for wireless LAN clients which may

connect to your Access Point.

Band: | 5 GHz (A-+N+AC) |+
Mode: AP e
Hetwork Type: | Infrastructure
SSID: | LevelOne 5G

Channel Width: IBDMH: w
Channel Number: |44 e

Enable Mac Clone (Single Ethernet Client)

Add to Wireless Profile

Cancel «<Back Mexts =

Client

This page is used to configure the parameters for wireless LAN
clients which may connect to your Access Point.

1

a bk wnN

From the Band drop-down list, select a Band.

From the Mode drop-down list, select Client setting.
From the Network Type drop-down list, select a Type.
Enter SSID for example LevelOne 5G.

Click Next>>.

This page is used to configure the parameters for wireless LAN clients which may

connect to your Access Point.

Band: | 5 GHz (A+N+AC) |»
Mode: AP e
Hetwork Type: I Infrastructure
SSID: | LevelOne 5G

Channel Width: IBDMH: w
Channel Number: |44 e

Enable Mac Clone (Single Ethernet Client)

Add to Wireless Profile

Canicel I <<Back I Mext:
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WDS (Wireless Distribution System)

WDS stands for Wireless Distribution System. It enables the
access points (APs) to be connected wirelessly. WGR-8031 can
also provide you services of WDS.

WGR-8031 that supports WDS does not support security
systems like WEP, WPA or WPA-Enterprise on a WDS network.

Sometimes you want to establish a multi-access point wireless
network in your home or office, but you don’t have Ethernet
cabling running to the locations where you want to add the extra
AP. After all, you may be using wireless because you don’t have
wires in place already.

One way to overcome this problem is to use a system built into
Wireless Gateway that is known as Wireless Distribution
System (WDS).

WDS basically creates a mesh network by providing a
mechanism for access points to “talk” to each other as well as
sending data to devices associated with them.

WDS is based on some standardized 802.11 protocols, but there
is no standardized way of implementing it that works across
different AP and router vendors. So if you have a Wireless
Gateway in one location and you want to create a WDS link to a
other brand of router in another location (just to pick two brands at
random), you probably won't be able to get it to work. You have
your best luck when you use equipment from the same
manufacturer.

When you use WDS as a repeater system, as described below, it
effectively halves the data rate for clients connected to Integrated
Wireless Gateway. That’s because every bit of data needs to be
sent twice (data is received by the AP and then retransmitted).

To configure WDS, you need to modify some settings on each
AP within the network. Your exact steps (and the verbiage used)
will vary from vendor to vendor. Generally, you'll see some
settings like the following:
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Main WDS station:

One of your WDS stations is the main base station for the WDS
network. This AP is connected directly to your Internet
connection, or connected to your router via a wired connection.
The main station is the bridge to your Internet connection that all
wireless traffic eventually flows through.

Repeater WDS stations:

In a simple, two-AP WDS network, the other “unwired” AP is a
repeater. The repeater receives data from the main base station
and relays the data to the wireless clients associated to the
repeater station (and vice versa for data coming from the
clients). If you have more than two APs, remote APs may be
repeaters, or they may be relays that provide an intermediate
stopping point for data if the repeater is too far away from the
main station to communicate.

When you configure your main or base WDS station, take note
of the channel you're set to and the SSID or network name of
your network. If your AP has any kind of channel auto
configuration function that changes channels based on network
conditions, be sure to disable this feature. If your main WDS
station is also your network’s router, make sure it's set up to
distribute IP addresses in the network.

Write down or otherwise take note of the MAC addresses of all of
your WDS stations — many configuration software systems
require you to know these addresses to make the configuration
settings work. Write down the wireless MAC address (it's often on
a sticker) and not the Ethernet MAC address.

Turn on the WDS functionality in your main station (it's often
labeled WDS, or may say something like Enable This Base
Station As a WDS Main Base Station — that’s the wording
Apple uses for their AirPort Extreme products). When you turn
on this functionality, the configuration software may ask you to
identify the remote repeater(s). Have the MAC addresses of
those repeaters handy in case you need them.

Depending upon how your software works, you may have to
separately access the configuration software on the remote
repeater APs to turn on WDS. Here are a few things to
remember:

e You need to assign any other WDS stations to the same
channel that your main base station is using. This is
counterintuitive to many folks who have had the 802.11b/g
“use channels 1, 6, and 11 and keep your APs on different
channels” mantra driven into their heads for a long time!
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e You set the SSID of the remote location(s) using either a
unique name or by using the same SSID as you use for
your main base station. (Whoa, our heads just exploded!)
Using the same SSID (a “roaming” network) is pretty cool.
You associate with one AP one time and then your PC or
Mac can associate with any AP on your WDS network
without you having to do anything — it's more seamless this
way. But remember, you don'’t have to do this — you can
give each AP a unique SSID and just configure your
computer to associate with them according to your
preference.

e Make sure you turn off any routing or DHCP functionality in
the remote repeater stations. All of this functionality should
be performed in the main base station or the network’s
main router.

WDS (Wireless Distribution System) only

1. From the Band drop-down list, select a Band.
2. From the Mode drop-down list, select WDS setting.

3. From the Channel Width drop-down list, select a Channel
Width.

4. From the ControlSideband drop-down list, select a
ControlSideband.

5. From the Channel Number drop-down list, select a Channel
Number.

6. Click Next>>,

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point.

Band: | 5 GHz (A+HN+AC) |»

Mode: Im
Network Type:
SSID: | Levelone 5G
Channel Width: W
ControlSideband: IF
Channel Number: I-H—

[] Enable Mac Clone (Single Ethernet Client)
[] Add to Wireless Profile

Cancel I <<Back I Next>>|

AP (Access Point) + WDS (Wireless Distribution System)

Access Point is used to configure the parameters for wireless
LAN clients which may connect to your Access Point.

1. From the Band drop-down list, select a Band.
2. From the Mode drop-down list, select AP+WDS setting.
3. Enter SSID for example LevelOne 5G.
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4. From the Channel Width drop-down list, select a Channel

Width.

5. From the ControlSideband drop-down list, select a
ControlSideband.

6. From the Channel Number drop-down list, select a Channel
Number.

7. Click Next>>.

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Foint.

Band: | 5 GHz (A+N+AC) |
Mode: Im
Network Type: | Infrastructure
SSID: | Levelone 5G

Channel Width: ISDMH: »
ControlSideband: | Lower
Channel Number: | e

(] Enable Mac Clone (Single Ethernet Client)
[] Add to wireless Profile

Cancel I < <Back I Mextz==

Wireless 5GHz Security Setup

This page allows you setup the wireless security. Turn on WEP
or WPA by using Encryption Keys could prevent any
unauthorized access to your wireless network.

This page allows you setup the wireless security. Turn on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network.

Encryption:
WEP
WPAZ2(AES Cancel | <<Back | Next>> |

You can protect your wireless data from potential
eavesdroppers by encrypting wireless data transmissions. An
eavesdropper might set up a compatible wireless adapter within
range of your device and attempt to access your network. Data
encryption is the translation of data into a form that cannot be
easily understood by unauthorized users.

There are two methods of wireless security to choose from:

e Wired Equivalent Privacy (WEP); data is encrypted into
blocks of either 64 bits length or 128 bits length. The
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encrypted data can only be sent and received by users with
access to a private network key. Each PC on your wireless
network must be manually configured with the same key as
your device in order to allow wireless encrypted data
transmissions. Eavesdroppers cannot access your network
if they do not know your private key. WEP is considered to
be a low security option.

Wi-Fi Protected Access (WPA); provides a stronger data
encryption method (called Temporal Key Integrity Protocol
(TKIP)). It runs in a special, easy-to-set-up home mode
called Pre-Shared Key (PSK) that allows you to manually
enter a pass phrase on all the devices in your wireless
network. WPA data encryption is based on a WPA master
key. The master key is derived from the pass phrase and
the network name (SSID) of the device.

To configure security, choose one of the following options:

If you do not want to use Wireless Network security, From
the Encryption drop-down list, select None setting and then
click Finished. None is the default setting, but you are
strongly recommended to use wireless network security
on your device.

If you want to use WEP 64bit ASCII (5 characters) data
encryption, follow the instructions in Configuring 64bit ASCII
(5 characters) encryption.

If you want to use WEP 64bit Hex (10 characters) data
encryption, follow the instructions in Configuring WEP 64bit
Hex (10 characters) security.

If you want to use WEP 128bit ASCII (5 characters) data
encryption, follow the instructions in Configuring WEP
128bit ASCII (5 characters) security.

If you want to use WEP 128bit Hex (10 characters) data
encryption, follow the instructions in Configuring WEP
128bit Hex (10 characters) security.

If you want to use WPA2 (AES) - Wi-Fi Protected Access 2
(AES) Passphrase encryption, follow the instructions in
Configuring WPA2 (AES) Passphrase security.

If you want to use WPA2 (AES) - Wi-Fi Protected Access 2
(AES) HEX (64 characters) encryption, follow the
instructions in Configuring WPA2 (AES) HEX (64
characters) security.

If you want to use WPA Mixed- Wi-Fi Protected Access 2
(Mixed) Passphrase encryption, follow the instructions in
Configuring WPA2 (Mixed) Passphrase security.

If you want to use WPA Mixed- Wi-Fi Protected Access 2
(Mixed) HEX (64 characters) encryption, follow the
instructions in Configuring WPA2 (Mixed) HEX (64
characters) security.
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Configuring WEP 64bit ASCII (5 characters) security
The example set in this section is for 64bit encryption.
1. From the Encryption drop-down list, select WEP setting.

2. From the Key Length drop-down list, select 64-bit setting.

3. From the Key Format drop-down list, select ASCII (5
characters) setting.

4. Type the Key Setting.
5. Click Next>>.

This page allows you setup the wireless security. Turn on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network.

Encryption: |WEP e

Key Length:

Key Format: |ASCII (5 characters) |
Key Setting:  [*=***

Cancel | <<Back | Next:b:=-|

Configuring WEP 64bit Hex (10 characters) security
The example set in this section is for 64bit encryption.
6. From the Encryption drop-down list, select WEP setting.

7. From the Key Length drop-down list, select 64-bit setting.

8. From the Key Format drop-down list, select Hex (10
characters) setting.

9. Type the Key Setting.
10. Click Next>>.

This page allows you setup the wireless security. Turn on WEF or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network.

Encryption: |WEP e

Key Length:

Key Format: | Hex (10 characters) |

Key Setting: |***¢*¢¢¢**

Cancel <<Back Mext= =
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Configuring WEP 128bit ASCII (13 characters) security
The example set in this section is for 128bit encryption.
1. From the Encryption drop-down list, select WEP setting.

2. From the Key Length drop-down list, select 128-bit setting.

3. From the Key Format drop-down list, select ASCII (13
characters) setting.

4. Type the Key Setting.
5. Click Next>>.

This page allows you setup the wireless security. Turn on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network.

Encryption: |WEP e

Key Length:

Key Format: | ASCII (13 characters) |

KE? SEttl-"g: |¢$¢¢¢$¢¢¢$¢¢¢

Cancel | <<Back | Next:b:=-|

Configuring WEP 128bit Hex (26 characters) security
The example set in this section is for 128bit encryption.

6. From the Encryption drop-down list, select WEP setting.
7. From the Key Length drop-down list, select 128-bit setting.

8. From the Key Format drop-down list, select Hex (26
characters) setting.

9. Type the Key Setting.
10. Click Next>>.

This page allows you setup the wireless security. Turn on WEF or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network.

Encryption: |WEP e

Key Length:

Key Format:  |Hex (26 characters) |

Key Setting: |

Cancel <<Back Mextz =
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Configuring WPA2 (AES) Passphrase security
The example set in this section is for WPA2 (AES) Passphrase

encryption.
1. From the Encryption drop-down list, select WPA2 (AES)
setting.

2. From the Pre-Shared Key Format drop-down list, select
Passphrase setting.

3. Type the Pre-Shared Key.
4. Click Next>>.

This page allows you setup the wireless security. Turn on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network.

Encryption:

Pre-Shared Key Format: |Passphrase v |

Pre-Shared Key: |

Cancel | <<Back | Ne:ct:=:=~|

Configuring WPA2 (AES) HEX (64 characters) security

The example set in this section is for WPA2 (AES) HEX (64
characters) encryption.

5. From the Encryption drop-down list, select WPA2 (AES)
setting.

6. From the Pre-Shared Key Format drop-down list, select
HEX (64 characters) setting.

7. Type the Pre-Shared Key.
8. Click Finished.

This page allows you setup the wireless security. Turn on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network.

Encryption:

Pre-Shared Key Format: |Hex {64 characters) v|

Pre-Shared Key: |

Cancel <<Back Mext==
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Wireless 2.4GHz Basic Settings

This page is used to configure the parameters for wireless LAN
clients which may connect to your Access Point.

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point.

Band:

Mode:

Hetwork Type:
SS51D:

Channel Width:
ControlSideband:
Channel Number:

| 2.4 GHz (B+GHN) |+

AP

St

| Infrastructure

| LevelOne 2.4G

|4EII'~"IH2 w
ILIpper "
|11 v

Enable Mac Clone (Single Ethernet Client)

Add to Wireless Profile

Cancel < <Rack Mextsz=

AP (Access Point)

Access Point is used to configure the parameters for wireless
LAN clients who may connect to your Access Point.

1

2.
3.
4

From the Band drop-down list, select a Band.
From the Mode drop-down list, select AP setting.
Enter SSID for example LevelOne 2.4G.

From the Channel Width drop-down list, select a Channel
Width.

From the ControlSideband drop-down list, select a
ControlSideband.

From the Channel Number drop-down list, select a Channel
Number.

Click Next>>.
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This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point.

Band: | 2.4 GHz (B+G+H) |+
Mode: AP v
Hetwork Type: I Infrastructure
SSID: | LevelOne 2.4G

Channel Width: |4|:|MHz “
ControlSideband: |Llpper “
Channel Number: 11 s

Enable Mac Clone (Single Ethernet Client)
Add to Wireless Profile

Cancel < <Back Mextz==

Client

This page is used to configure the parameters for wireless LAN
clients which may connect to your Access Point.

1. From the Band drop-down list, select a Band.

2. From the Mode drop-down list, select Client setting.
3. From the Network Type drop-down list, select a Type.
4. Enter SSID for example AP_2.4G.

5. Click Next>>.

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point.

Band: | 2.4 GHz (B+G+N) |+
Mode: Im
Network Type: | Infrastructure
SSID: | LevelOne 2.4G

Channel Width: | 40MHz |

ControlSideband: | Upper |~

Channel Number: | 11

(] Enable Mac Clone (Single Ethernet Client)
[] Add to Wireless Profile

Cancel < <Back Mext== I
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WDS (Wireless Distribution System)

WDS stands for Wireless Distribution System. It enables the
access points (APs) to be connected wirelessly. 802.11ac
WLAN AP Router can also provide you services of WDS.

802.11ac WLAN AP Router that supports WDS does not support
security systems like WEP, WPA or WPA-Enterprise on a WDS
network.

Sometimes you want to establish a multi-access point wireless
network in your home or office, but you don’t have Ethernet
cabling running to the locations where you want to add the extra
AP. After all, you may be using wireless because you don’t have
wires in place already.

One way to overcome this problem is to use a system built into
Wireless Gateway that is known as Wireless Distribution
System (WDS).

WDS basically creates a mesh network by providing a
mechanism for access points to “talk” to each other as well as
sending data to devices associated with them.

WDS is based on some standardized 802.11 protocols, but there
is no standardized way of implementing it that works across
different AP and router vendors. So if you have a Wireless
Gateway in one location and you want to create a WDS link to a
other brand of router in another location (just to pick two brands at
random), you probably won't be able to get it to work. You have
your best luck when you use equipment from the same
manufacturer.

When you use WDS as a repeater system, as described below, it
effectively halves the data rate for clients connected to Integrated
Wireless Gateway. That’s because every bit of data needs to be
sent twice (data is received by the AP and then retransmitted).

To configure WDS, you need to modify some settings on each
AP within the network. Your exact steps (and the verbiage used)
will vary from vendor to vendor. Generally, you'll see some
settings like the following:
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Main WDS station:

One of your WDS stations is the main base station for the WDS
network. This AP is connected directly to your Internet
connection, or connected to your router via a wired connection.
The main station is the bridge to your Internet connection that all
wireless traffic eventually flows through.

Repeater WDS stations:

In a simple, two-AP WDS network, the other “unwired” AP is a
repeater. The repeater receives data from the main base station
and relays the data to the wireless clients associated to the
repeater station (and vice versa for data coming from the
clients). If you have more than two APs, remote APs may be
repeaters, or they may be relays that provide an intermediate
stopping point for data if the repeater is too far away from the
main station to communicate.

When you configure your main or base WDS station, take note
of the channel you're set to and the SSID or network name of
your network. If your AP has any kind of channel auto
configuration function that changes channels based on network
conditions, be sure to disable this feature. If your main WDS
station is also your network’s router, make sure it's set up to
distribute IP addresses in the network.

Write down or otherwise take note of the MAC addresses of all of
your WDS stations — many configuration software systems
require you to know these addresses to make the configuration
settings work. Write down the wireless MAC address (it's often on
a sticker) and not the Ethernet MAC address.

Turn on the WDS functionality in your main station (it's often
labeled WDS, or may say something like Enable This Base
Station As a WDS Main Base Station — that’s the wording
Apple uses for their AirPort Extreme products). When you turn
on this functionality, the configuration software may ask you to
identify the remote repeater(s). Have the MAC addresses of
those repeaters handy in case you need them.

Depending upon how your software works, you may have to
separately access the configuration software on the remote
repeater APs to turn on WDS. Here are a few things to
remember:

e You need to assign any other WDS stations to the same
channel that your main base station is using. This is
counterintuitive to many folks who have had the 802.11b/g
“use channels 1, 6, and 11 and keep your APs on different
channels” mantra driven into their heads for a long time!
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e You set the SSID of the remote location(s) using either a
unique name or by using the same SSID as you use for
your main base station. (Whoa, our heads just exploded!)
Using the same SSID (a “roaming” network) is pretty cool.
You associate with one AP one time and then your PC or
Mac can associate with any AP on your WDS network
without you having to do anything — it's more seamless this
way. But remember, you don'’t have to do this — you can
give each AP a unique SSID and just configure your
computer to associate with them according to your
preference.

e Make sure you turn off any routing or DHCP functionality in
the remote repeater stations. All of this functionality should
be performed in the main base station or the network’s
main router.

WDS (Wireless Distribution System) only

1. From the Band drop-down list, select a Band.
2. From the Mode drop-down list, select WDS setting.
3. From the Channel Width drop-down list, select a Channel

Width.

4. From the ControlSideband drop-down list, select a
ControlSideband.

5. From the Channel Number drop-down list, select a Channel
Number.

6. Click Next>>,

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point.

Band: | 2.4 GHz (B+G+N) |+
Mode: Im
Network Type: | Infrastructure
SSID: | LevelOne 2.4G

Channel Width: | 40MHz |

ControlSideband: |L|pper e

Channel Number: | 11

(] Enable Mac Clone (Single Ethernet Client)
[] Add to wireless Profile

Cancel I «<Back I Next:=:=-|

AP (Access Point) + WDS (Wireless Distribution System)

Access Point is used to configure the parameters for wireless
LAN clients which may connect to your Access Point.

1. From the Band drop-down list, select a Band.
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2. From the Mode drop-down list, select AP+WDS setting.

3. Enter SSID for example AP_2.4G.

4. From the Channel Width drop-down list, select a Channel
Width.

5. From the ControlSideband drop-down list, select a
ControlSideband.

6. From the Channel Number drop-down list, select a Channel
Number.

7. Click Next>>,

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point.

Band: | 2.4 GHz (B+G+N) |+

Mode: |AP+WDS e
Network Type: I Infrastructure |« |

SSID: |LevelOne 2.4G

Channel Width: | A0MHz | e

ControlSideband: | Upper |«

Channel Number: | 11

[] Enable Mac Clone (Single Ethernet Client)
[ Add to wireless Profile

Cancel < <Back Mextz==

Wireless 2.4GHz Security Setup

This page allows you setup the wireless security. Turn on WEP
or WPA by using Encryption Keys could prevent any
unauthorized access to your wireless network.

This page allows you setup the wireless security. Turn on WEF or WPA by using
Encryption Keys could prevent any unautherized access to your wireless network.

Encryption:
WEP
WPAZ{AES Cancel <<Back Finished

You can protect your wireless data from potential
eavesdroppers by encrypting wireless data transmissions. An
eavesdropper might set up a compatible wireless adapter within
range of your device and attempt to access your network. Data
encryption is the translation of data into a form that cannot be
easily understood by unauthorized users.
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There are two methods of wireless security to choose from:

e Wired Equivalent Privacy (WEP); data is encrypted into
blocks of either 64 bits length or 128 bits length. The
encrypted data can only be sent and received by users with
access to a private network key. Each PC on your wireless
network must be manually configured with the same key as
your device in order to allow wireless encrypted data
transmissions. Eavesdroppers cannot access your network
if they do not know your private key. WEP is considered to
be a low security option.

e  Wi-Fi Protected Access (WPA); provides a stronger data
encryption method (called Temporal Key Integrity Protocol
(TKIP)). It runs in a special, easy-to-set-up home mode
called Pre-Shared Key (PSK) that allows you to manually
enter a pass phrase on all the devices in your wireless
network. WPA data encryption is based on a WPA master
key. The master key is derived from the pass phrase and
the network name (SSID) of the device.

To configure security, choose one of the following options:

¢ If you do not want to use Wireless Network security, From
the Encryption drop-down list, select None setting and then
click Finished. None is the default setting, but you are
strongly recommended to use wireless network security
on your device.

o If you want to use WEP 64bit ASCII (5 characters) data
encryption, follow the instructions in Configuring 64bit ASCII
(5 characters) encryption.

o If you want to use WEP 64bit Hex (10 characters) data
encryption, follow the instructions in Configuring WEP 64bit
Hex (10 characters) security.

e If you want to use WEP 128bit ASCII (5 characters) data
encryption, follow the instructions in Configuring WEP
128bit ASCII (5 characters) security.

e If you want to use WEP 128bit Hex (10 characters) data
encryption, follow the instructions in Configuring WEP
128bit Hex (10 characters) security.

e If you want to use WPA2 (AES) - Wi-Fi Protected Access 2

(AES) Passphrase encryption, follow the instructions in
Configuring WPA2 (AES) Passphrase security.
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e If you want to use WPA (AES) - Wi-Fi Protected Access 2
(AES) HEX (64 characters) encryption, follow the
instructions in Configuring WPA2 (AES) HEX (64
characters) security.

Configuring WEP 64bit ASCII (5 characters) security
The example set in this section is for 64bit encryption.
1. From the Encryption drop-down list, select WEP setting.

2. From the Key Length drop-down list, select 64-bit setting.

3. From the Key Format drop-down list, select ASCII (5
characters) setting.

4. Type the Key Setting.
5. Click Finished.

This page allows you setup the wireless security. Turn on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network.

Encryption: |WEP e

Key Length:

Key Format: |.|5.5CII (5 characters)
Key Setting: |+

Cancel <<Back Finished

6. Change setting successfully! Do not turn off or reboot the
Device during this time. Please wait 20 seconds ...

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...

Configuring WEP 64bit Hex (10 characters) security
The example set in this section is for 64bit encryption.

1. From the Encryption drop-down list, select WEP setting.
2. From the Key Length drop-down list, select 64-bit setting.

3. From the Key Format drop-down list, select Hex (10
characters) setting.

4. Type the Key Setting.
5. Click Finished.
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This page allows you setup the wireless security. Turn on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network.

Encryption: |WEP e

Key Length:

Key Format: |Hex (10 characters) |

Key Setting: |*=*¢¢¢*¢¢*

Cancel | «<<Back Finished|

6. Change setting successfully! Do not turn off or reboot the
Device during this time. Please wait 20 seconds ...

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...

Configuring WEP 128bit ASCII (13 characters) security
The example set in this section is for 128bit encryption.

1. From the Encryption drop-down list, select WEP setting.
2. From the Key Length drop-down list, select 128-bit setting.

3. From the Key Format drop-down list, select ASCII (13
characters) setting.

4. Type the Key Setting.
5. Click Finished.
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This page allows you setup the wireless security. Turn on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network.

Encryption: |WEP e

Key Length:
Key Format: |.f-'-.SCII (13 characters)

KE? SEtting. |¢$$$$$$$$t$$$

Cancel | < <Back | Finished|

6. Change setting successfully! Do not turn off or reboot the
Device during this time. Please wait 20 seconds ...

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...

Configuring WEP 128bit Hex (26 characters) security
The example set in this section is for 128bit encryption.

1. From the Encryption drop-down list, select WEP setting.
2. From the Key Length drop-down list, select 128-bit setting.

3. From the Key Format drop-down list, select Hex (26
characters) setting.

4. Type the Key Setting.
5. Click Finished.

This page allows you setup the wireless security. Turn on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network.

Encryption: |WEP h

Key Length:

Key Format: |Hex (26 characters) |

Key Setting: |

Cancel | < <Back | Finishad|

6. Change setting successfully! Do not turn off or reboot the
Device during this time. Please wait 20 seconds ...

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...
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Configuring WPA2 (AES) Passphrase security
The example set in this section is for WPA2 (AES) Passphrase

encryption.
1. From the Encryption drop-down list, select WPA2 (AES)
setting.

2. From the Pre-Shared Key Format drop-down list, select
Passphrase setting.

3. Type the Pre-Shared Key.
4. Click Finished.

This page allows you setup the wireless security. Turn on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network.

Encryption: |WPAZ[AES)

Pre-Shared Key Format: |Passphrase e |

Pre-Shared Key: |

Cancel << Back Fimished

5. Change setting successfully! Do not turn off or reboot the
Device during this time. Please wait 20 seconds ...

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...
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Configuring WPA2 (AES) HEX (64 characters) security

The example set in this section is for WPA2 (AES) HEX (64
characters) encryption.

1. From the Encryption drop-down list, select WPA2 (AES)
setting.

2. From the Pre-Shared Key Format drop-down list, select
HEX (64 characters) setting.

3. Type the Pre-Shared Key.
4. Click Finished.

This page allows you setup the wireless security. Turn on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network.

Encryption: |WPA2[AES) -

Pre-Shared Key Format: |HE:-(-[Er4 characters) v|

Pre-Shared Key: |

Cancel | < <Back | Finishad|

5. Change setting successfully! Do not turn off or reboot the
Device during this time. Please wait 20 seconds ...

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...
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9 Operation Mode

This chapter describes how to configure the way that your
device connects to the Internet. There are Three options of
Operation Mode: Gateway, Bridge and Wireless ISP.

Setting Operation Mode

To change the Operation Mode:
1. From the head menu, click on SETUP.

SETUP ‘ WLAN1 WLANZ TCP/IP “ FIREWALL MANAGEMENT

2. From the left-hand Operation Mode menu. The following
page is displayed:

3. Click on the ratio of Gateway, Bridge or Wireless ISP and
then click on Save & Apply to active it.

You can setup different modes to LAN and WLAN interface for NAT and bridging function.

® Gateway: In this mode, the device is supposed to connect to internet via
ADSL/Cable Modem. The MAT is enabled and PCs in LAM ports
share the same IF to ISP through VWAN port. The connection type
can be setup in WAN page by using PFPOE, DHCP client, PFTP
client , L2TF client or static IP.

O Bridge: In this mode, all ethernet ports and wireless interface are bridged
together and MAT function is disabled. All the WAMN related
function and firewall are not supported.

) Wireless 15p= In this mode, all ethernet ports are bridged together and the
wireless client will connect to ISP access point. The NAT is
enabled and PCs in ethernet ports share the same IF to ISP
through wireless LAN. You can connect to the ISP AF in
Site-Survey page. The connection type can be setup in WAN page
by using PFPOE, DHCF client, PFTP client , L2TP client or static IP.

WAN Interface : | wiani

Save Save & Apply | Reset |
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10 Wireless Network - wlan1(5GHz)

This chapter assumes that you have already set up your
Wireless PCs and installed a compatible Wireless card on your
device. See Configuring Wireless PCs.

Basic Settings

The Wireless Network page allows you to configure the
Wireless features of your device. To access the Wireless
Network Basic Settings page:

1. From the head menu, click on Wlan1.

SETUP ‘ WLAN1 ‘ WLANZ TCP/IP “ FIREWALL MANAGEMENT

2. From the left-hand Wireless menu, click on Basic Settings.
The following page is displayed:

Wireless Basic Settings -wlanl

This page Is used to configure the parameters for wireless LAN dients which may connect to your Access Point. Here you may
change wireless encryption settings as well as wireless network parameters.

] pisable Wireless LAN Interface

Band: & GHZ [AHNHAL) |
Mode: Mulbpsap
Network Type: || schure
SSID: ILevelOne 5G
Channel Width: |see: o
Sideband: L

Channel l__
Number: “
Broadcast

SSID: Erdbled v
WHMM: Enabled

Data Rate: Aut e

TXrestrict: o Mbgps (0:no restrict)
R restrict: E Mbps (0:no restrict)

m“jbe'd Shaw Active Chents: |

Enablz Mac Clone (Single Ethernet Clent)

] Enable Universal Repeater Mode (Acting as AP and
ciient simultaneouly)

SSID of Extended Interface: |27¢ 110 49 RFT

Save Save &Apply | Reset
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Figure 8: Wireless Network page
Field Description
Disable Enable/Disable the Wireless LAN Interface.
Yr\]/ti;?;giz LAN Default: Disable
Band Specify the WLAN Mode
Mode Configure the Wireless LAN Interface to AP, Client, WDS or AP + WDS
mode
Network Type Configure the Network Type to Infrastructure or Ad hoc.
SSID Specify the network name.

Each Wireless LAN network uses a unique Network Name to identify the
network. This name is called the Service Set Identifier (SSID). When you
set up your wireless adapter, you specify the SSID. If you want to
connect to an existing network, you must use the name for that
network. If you are setting up your own network you can make up your
own name and use it on each computer. The name can be up to 20
characters long and contain letters and numbers.

Channel Width

Choose a Channel Width from the pull-down menu.

Control Choose a Control Sideband from the pull-down menu.
Sideband

Channel Choose a Channel Number from the pull-down menu.
Number

Broadcast SSID

Broadcast or Hide SSID to your Network.
Default: Enabled

WMM Enable/disable the Wi-Fi Multimedia (WMM) support.

Data Rate Select the Data Rate from the drop-down list

Associated Show Active Wireless Client Table

Clients This table shows the MAC address, transmission, receiption packet
counters and encrypted status for each associated wireless client.

Enable Mac Enable Mac Clone (Single Ethernet Client)

Clone (Single

Ethernet Client)

Enable Acting as AP and client simultaneously

Universal

Repeater Mode

SSID of
Extended
Interface

When mode is set to “AP” and URM (Universal Repeater Mode ) is
enabled, user should input SSID of another AP in the field of “SSID of
Extended Interface”. Please note, the channel number should be set to
the one, used by another AP because 8186 will share the same channel
between AP and URM interface (called as extended interface hereafter).
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Advanced Settings

These settings are only for more technically advanced users
who have a sufficient knowledge about wireless LAN. These
settings should not be changed unless you know what effect the
changes will have on your Access Point. To access the
Wireless Network Advanced Settings page:

1. From the head menu, click on Wlan1.

m‘ WLAN1 ‘ WLANZ TCP/IP “ FIREWALL MANAGEMENT

2. From the left-hand menu, click on Advanced Settings. The
following page is displayed:

These settings are only for more technically advanced users who have a sufficient knowledge about wireless LAN. These settings
should not be changed unless you know what effect the changes will have on your Access Point.

Fragment Threshold: |2346 (256-2344)

RTS Threshold: |234? (0-2347)

Beacon Interval: 100 (20-1024 ms)

IAPP: ® Enabled O Disabled

Protection: OEnabled @ Disabled

Aggregation: ® Enabled ) Disabled

Short GI: ® Enabled O Disabled

WLAN Partition: O Enabled @) Disabled

STBC: ® Enabled O Disabled

LDPC: ® Enabled O Disabled

TX Beamforming: ® Enabled O Disabled

MU MIMO: O Enabled @ Disabled

Mutilcast to Unicast: @ Enabled O Disabled

TDLS Prohibited: OEnabled ® Disabled

TDLS Ch 1 Switch

Prohib'rt::;:ne € OEnabled ® Disabled

RF Output Power: ®100% O70% Os0% O35% O15%

Save | Save & Apply | Reset |

Field Description

Fragment When transmitting a packet over a network medium, sometimes the
Threshold packet is broken into several segments, if the size of packet exceeds

that allowed by the network medium.

The Fragmentation Threshold defines the number of bytes used for the
fragmentation boundary for directed messages.

RTS Threshold RTS stands for “Request to Send”. This parameter controls what size
data packet the low level RF protocol issues to an RTS packet. The
default is 2347.

Beacon Interval | Choosing beacon period for improved response time for wireless http

clients.
IAPP Disable or Enable IAPP
Protection A protection mechanism prevents collisions among 802.11g nodes.
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Aggregation Disable or Enable Aggregation

Short Gl Disable or Enable Short Gl

WLAN Partition Disable or Enable WLAN Partition

STBC Disable or Enable STBC
LDPC Disable or Enable LDPC
TX Disable or Enable TX Beamforming
Beamforming
RF Output TX Power measurement.
Power
Security

This page allows you setup the wireless security. Turn on WEP
or WPA by using Encryption Keys could prevent any
unauthorized access to your wireless network. To access the
Wireless Network Security page:

1. From the head menu, click on Wlan1.

m‘ WLAN1 ‘ WLANZ TCP/IP “ FIREWALL MANAGEMENT

2. From the left-hand menu, click on Security. The following
page is displayed:

This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption Keys could prevent any
unauthorized access to your wireless network.

Select SSID: |Root AP - LevelOne SGﬂ Save | Save & Apply | Reset |

Encryption: |WPA-Mixed v

Authentication ) Enterprise (RADIUS) ® Personal (Pre-Shared
Mode: Key)
WPA Cipher Suite: TKIP [ AES

WPAZ2 Cipher Suite: M TKIP [ AES

e IPassphrase hd
Shared Key Format:

Pre-Shared Key: |.l..l.ll.ll.
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Field

Description

Select SSID Select the SSID
Encryption Configure the Encryption to Disable, WEP, WPA , WPA2 or WPA-Mixed
Use 802.1x Use 802.1x Authentication by WEP 64bits or WEP 128bits

Authentication

Authentication

Configure the Authentication Mode to Open System, Shared Key or
Auto

Key Length

Select the Key Length 64-bit or 128-bit

Key Format

Select the Key Format ASCII (5 characters), Hex (10 characters), ASCII
(13 characters) or Hex (26 characters)

Encryption Key

Enter the Encryption Key

WPA
Authentication
Mode

Configure the WPA Authentication Mode to Enterprise (RADIUS) or
Personal (Pre-Shared Key)

WPA Cipher Configure the WPA Cipher Suite to AES
Suite

Field Description
WPAZ2 Cipher Configure the WPAZ2 Cipher Suite to AES
Suite

Pre-Shared Key
Format

Configure the Pre-Shared Key Format to Passphrase or HEX (64
characters)

Pre-Shared Key

Type the Pre-Shared Key

Enable Pre-
Authentication

According to some of the preferred embodiments, a method for
proactively establishing a security association between a mobile node
in avisiting network and an authentication agent in another network to
which the mobile node can move includes: negotiating pre-
authentication using aflag in a message header that indicates whether
the communication is for establishing a pre-authentication security
association; and one of the mobile node and the authentication agent
initiating pre-authentication by transmitting a message with the flag set
in its message header, and the other of the mobile node and the
authentication agent responding with the flag set in its message header
only if it supports the pre-authentication. Enable/disable pre-
authentication support. Default: disable.

Authentication
RADIUS Server

Port: Type the port number of RADIUS Server
IP address: Type the IP address of RADIUS Server
Password: Type the Password of RADIUS Server
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WEP + Encryption Key

WEP aims to provide security by encrypting data over radio
waves so that it is protected as it is transmitted from one end
point to another. However, it has been found that WEP is not as
secure as once believed.

3. From the Encryption drop-down list, select WEP setting.

4. From the Key Length drop-down list, select 64-bit or 128-bit
setting.

5. From the Key Format drop-down list, select ASCII (5
characters), Hex (10 characters), ASCII (13 characters) or
Hex (26 characters) setting.

6. Enter the Encryption Key value depending on selected
ASCII or Hexadecimal.

7. Click Save & Apply button.

This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption Keys could prevent any
unauthorized access to your wireless network.

Select SSID: IRoot AP - LevelOne EGﬂ Save | Save & Apply | Reset |
Encryption: |WEP W
802.1x
O

Authentication:

Authentication:

Key Length:

Key Format:

Encryption Key:

) open System () Shared Key ® Auto

|64-bi‘t W
Hex (10 characters) | v

|=t==t==t==

8. Click OK button.

Microsoft Internet Explorer E|

H_;';/ if MWEP i turn on,WPSZ, 0 will be disabled

[ 04 l [ Cancel
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9. Change setting successfully! Do not turn off or reboot the
Device during this time. Please wait 20 seconds ...

Change setting successfully?
Do not turn off or reboot the Device during this time.

Please wait 17 seconds ...

WEP + Use 802.1x Authentication

WEP aims to provide security by encrypting data over radio
waves so that it is protected as it is transmitted from one end
point to another. However, it has been found that WEP is not as
secure as once believed.

1. From the Encryption drop-down list, select WEP setting.

2. Check the option of Use 802.1x Authentication.

3. Click on the ratio of WEP 64bits or WEP 128bits.
4

Enter the Port, IP Address and Password of RADIUS
Server:

5. Click Save & Apply button.

This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption Keys could prevent any
unauthorized access to your wireless network.

Select SSID: IRoot AP - LevelOne SGﬂ Save | Save & Apply | Reset |
Encryption: WEP v
802.1x W
Authentication:
Authentication: O open System ) Shared Key ® auto
Key Length: @64 Bits (128 Bits
RADIUS Server IP Address:
RADIUS Server Port: 1812

RADIUS Server Password: |

6. Click OK button.

Microsoft Internet Explorer E|

?l") if WEP is turm on,WPS2,0 will be disabled
o

[ Ok l [ Cancel

7. Change setting successfully! Do not turn off or reboot the
Device during this time. Please wait 20 seconds ...
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Change setting successfully?

Do not turn off or reboot the Device during this time.

Please wait 17 seconds ...

WPA Authentication Mode:

WPA2/WPA Mixed + Personal (Pre-Shared Key)

Wi-Fi Protected Access (WPA and WPAZ2) is a class of systems
to secure wireless (Wi-Fi)

computer networks. WPA is designed to work with all wireless
network interface cards, but not necessarily with first generation
wireless access points. WPA2 implements the full standard, but
will not work with some older network cards. Both provide good
security, with two significant issues:

e Either WPA or WPA2 must be enabled and chosen in
preference to WEP. WEP is usually presented as the first
security choice in most installation instructions.

¢ Inthe "Personal" mode, the most likely choice for homes
and small offices, a pass phrase is required that, for full
security, must be longer than the typical 6 to 8 character
passwords users are taught to employ.

1. From the Encryption drop-down list, select WPA2 or WPA
Mixed setting.

Encryption: WP AZ »

Encryption: WPA-Mixed W

2. Click on the ratio of Personal (Pre-Shared Key).
O Enterprise (RADIUSY @ Personal (Pre-Shared Key)

3. Check the option of TKIP and/or AES in WPA2 Cipher Suite
if your Encryption is WPA2:

WPA2 Cipher Suite: TKIP ¥ aES

4. Check the option of TKIP and/or AES in WPA2 Cipher Suite
if your Encryption is WPA Mixed:

WPA Cipher Suite: TKIP AES
WPAZ2 Cipher Suite: TKIP AES

5. From the Pre-Shared Key Format drop-down list, select
Passphrase or Hex (64 characters) setting.

Pre-Shared Key Format: Fassphrase e

Pre-Shared Key Format: Hex {64 characters)

6. Enter the Pre-Shared Key depending on selected
Passphrase or Hex (64 characters).
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Pre-Shared Key: 0123456789

7. Click on Save & Apply button to confirm and return.

Save & Apply |

8. Change setting successfully! Do not turn off or reboot the
Device during this time. Please wait 20 seconds ...

Change setting successfully?
Do not turn off or reboot the Device during this time.

Please wait 17 seconds ...

WPA2/WPA Mixed + Enterprise (RADIUS)

Wi-Fi Protected Access (WPA and WPA?2) is a class of systems
to secure wireless (Wi-Fi) computer networks. WPA is designed
to work with all wireless network interface cards, but not
necessarily with first generation wireless access points. WPA2
implements the full standard, but will not work with some older
network cards. Both provide good security, with two significant
issues:

e Either WPA or WPA2 must be enabled and chosen in
preference to WEP. WEP is usually presented as the first
security choice in most installation instructions.

¢ Inthe "Personal” mode, the most likely choice for homes
and small offices, a pass phrase is required that, for full
security, must be longer than the typical 6 to 8 character
passwords users are taught to employ.

1. From the Encryption drop-down list, select WPA2 or WPA

Mixed setting.
Encryption: WRAZ w
Encryption: WPA-Mived

2. Click on the ratio of Enterprise (RADIUS).
WPA Authentication Mode: ®Enterprise (R&DIUS) O Personal (Pre-Shared Key)

3. Check the option of TKIP and/or AES in WPA2 Cipher Suite
if your Encryption is WPA2:

WPAZ Cipher Suite: TKIP [ aES

4. Check the option of TKIP and/or AES in WPA/WPA2
Cipher Suite if your Encryption is WPA Mixed:

WPA Cipher Suite: TKIP AES
WPAZ2 Cipher Suite: TKIP AES
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5. Enter the Port, IP Address and Password of RADIUS
Server:

802.1x% Authentication: [+

RADIUS Server IP Address: |
RADIUS Server Port: 1512
RADIUS Server Password: |

6. Change setting successfully! Do not turn off or reboot the
Device during this time. Please wait 20 seconds ...

Change setting successfully?

Do not turn off or reboot the Device during this time.

Please wait 17 seconds ...
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Access Control

For security reason, using MAC ACL's (MAC Address Access
List) creates another level of difficulty to hacking a network. A
MAC ACL is created and distributed to AP so that only
authorized NIC's can connect to the network. While MAC
address spoofing is a proven means to hacking a network this
can be used in conjunction with additional security measures to
increase the level of complexity of the network security
decreasing the chance of a breach.

MAC addresses can be add/delete/edit from the ACL list
depending on the MAC Access Paolicy.

If you choose 'Allowed Listed', only those clients whose wireless
MAC addresses are in the access control list will be able to
connect to your Access Point. When 'Deny Listed' is selected,
these wireless clients on the list will not be able to connect the
Access Point. To access the Wireless Network Access Control
page:

1. From the head menu, click on Wlan1.

m‘ WLAN1 ‘ WLANZ TCP/IP “ FIREWALL MANAGEMENT

2. From the left-hand menu, click on Access Control. The
following page is displayed:

If you choose 'Allowed Listed', only those clients whose wireless MAC
addresses are in the access control list will be able to connect to your
Access Foint. When 'Deny Listed' is selected, these wireless clients on
the list will not be able to connect the Access Point.

Wireless Access Control Mode: | Disable “

MAC Address: | Comment: |

Save | Save & Apply | Reset |

Current Access Control List:
MAC Address Comment Select

Delete Selected I Delete Al I Reset
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Allow Listed

If you choose 'Allowed Listed', only those clients whose wireless
MAC addresses are in the access control list will be able to
connect to your Access Point.

1. From the Wireless Access Control Mode drop-down list,
select Allowed Listed setting.

2. Enter the MAC Address.

3. Enter the Comment.

4. Click Save & Apply button.

Wireless Access Control Mode: Allowy Listed

MAC Address: 001122334455 Comment: |Test1

Apply Changes | Reset|

5. Click OK button.

Microsoft Internet Explorer E|

.{/ if &CL allow lisk turn on ; WPSZ,0 will be disabled
e

[ 0] 4 ] [ Zancel

6. Change setting successfully! Do not turn off or reboot the
Device during this time. Please wait 20 seconds ...

Change setting successfully?
Do not turn off or reboot the Device during this time.

Please wait 17 seconds ...

7. The MAC Address that you created has been added in the
Current Access Control List.

Current Access Control List:

MALC Address Comment Select
00:11:22:33:44.55 Testl [
Delete Selecked Delete All | Feset |
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Deny Listed

When 'Deny Listed' is selected, these wireless clients on the list
will not be able to connect the Access Point.

1. From the Wireless Access Control Mode drop-down list,
select Deny Listed setting.

2. Enter the MAC Address.

3. Enter the Comment.

4. Click Save & Apply button.

Wireless Access Control Mode: Dery Listed
MALC Address: 001122334455 Comment: [Testl
| apply Changes I Reset |

5. Change setting successfully! Do not turn off or reboot the
Device during this time. Please wait 20 seconds ...

Change setting successfully?

Do not turn off or reboot the Device during this time.
Please wait 17 seconds ...

6. The MAC Address that you created has been added in the
Current Access Control List.

Current Access Control List:

MALC Address Comment
00:11:22:33:44:55 Testl
Delete Selected Delete all | Reset |
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WDS settings

Wireless Distribution System uses wireless media to
communicate with other APs, like the Ethernet does. To do this,
you must set these APs in the same channel and set MAC
address of other APs which you want to communicate with in
the table and then enable the WDS. To access the Wireless
Network WDS settings page:

1. From the head menu, click on Wlan1.

SETUP ‘ WLAN1 ‘ WLANZ TCPR/IP “ FIREWALL MANAGEMENT

2. From the left-hand menu, click on WDS settings. The
following page is displayed:

Wireless Distribution System uses wireless media to communicate with
other APs, like the Ethernet does. To do this, you must set these APs in
the same channel and set MAC address of other APs which you want to
communicate with in the table and then enable the WDS.

Enable WDS
MAC I
Address:

il I Auto
Rate:

Comment:|

Save | Save & Apply | Reset | Set Security |
Show Statistics |

Current WDS AP List:
MAC Address Tx Rate (Mbps) Comment Select

Delete Selected | Delete Al | Feset |
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Configure WDS (Wireless Distribution System) only

1. From the head menu, click on Wlan1.

SETUP ‘ WLAN1 ‘ WLANZ TCP/IP “ FIREWALL MANAGEMENT

From the left-hand menu, click on Basic Settings.
3. From the Mode drop-down list, select WDS.
4. From the Channel Number drop-down list, select a Channel.
5. Click Save & Apply button.

Wireless Basic Settings -wlanl

This page s used to configure the parameters for wireless LAN dients which may connect to your Access Point. Here you may
change wireless encryption settings as well as wireless network parameters.

[ Disable Wireless LAN Interface

Band: [Sou@mag v
H iultiple AP

5S51ID: ILeveIDne 5G
Channel Width: w

" - Auto
Channel l__
Humber:
Broadcast
F Enabled
WMM: d
Data Rate: Buite w
TX restrict: 0 Mbges (0:n0 restrict)
R¥ restrict: 0 Mbps (0:n0 restrict)
Associated
Chents:

Enable Mac Clone (Single Ethernet Chent)

Enable Universal Repeater Mode (Acting as AP and
chent simultancouly)

SSID of Extended Interface: |27 110 40 2570 Add to Profie

save | SoveSdooly |  Reset |

6. Change setting successfully! Do not turn off or reboot the
Device during this time. Please wait 20 seconds ...

Change setting successfully?
Do not turn off or reboot the Device during this time.
Please wait 17 seconds ...

7. From the head menu, click on Wlanl.

SETUP ‘ WLAN1 ‘ WLANZ TCPR/IP “ FIREWALL MANAGEMENT
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8. From the left-hand menu, click on WDS settings.
9. Check on the option Enable WDS.
10. Click the Set Security.

Wireless Distribution System uses wireless media to communicate with
other APs, like the Ethernet does. To do this, you must set these APs in
the same channel and set MAC address of other APs which you want to
communicate with in the table and then enable the WDS.

Enable WDS

MAC

001122334455
Address: I
Data

Auto o
Rate: .

Comment:|001122334455

Save | Save & Apply | Reset Set Security |
Show Statistics |

Current WDS AP List:
MAC Address Tx Rate (Mbps) Comment Select

Delete Selected | Delete Al | Reset |

11. This page allows you setup the wireless security for WDS.
When enabled, you must make sure each WDS device has
adopted the same encryption algorithm and Key.

12. Configure each field with the Encryption that you selected.
13. Click Save & Apply button.

This page allows you setup the wireless security for WDS. When
enabled, you must make sure each WDS device has adopted the same
encryption algorithm and Key.

Encryption: Mone
WEP Key: |
:Drﬁ;:r;arﬂj Key IF‘assphrase

Pre-Shared Key: |

Save | Save & Apply | Reset
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14. Change setting successfully! Do not turn off or reboot the
Device during this time. Please wait 20 seconds ...

Change setting successfully?
Do not turn off or reboot the Device during this time.

Please wait 17 seconds ...
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15. From the head menu, click on Wlan1.

SETUP ‘ WLAN1 ‘ WLANZ TCP/IP “ FIREWALL MANAGEMENT

16. From the left-hand menu, click on WDS settings.
17. Check on the option Enable WDS.

18. Enter the MAC Address.

19. Enter the Comment.

20. Click the Save & Apply.

WDS Settiﬁgs -wlanl

Wireless Distribution System uses wireless media to communicate with
other APs, like the Ethernet does. To do this, you must set these APs in
the same channel and set MAC address of other APs which you want to
communicate with in the table and then enable the WDS.

Enable WDS
MAC

001122334455
Address: I
Data

Auto w
Rate: -

Comment:|001122334455

Save | Save & Apply | Reset Set Security |
Show Statistics |

Current WDS AP List:
MAC Address Tx Rate (Mbps) Comment Select

Delete Selected | Delete Al | Feset |

21. Change setting successfully! Do not turn off or reboot the
Device during this time. Please wait 20 seconds ...

Change setting successfully?
Do not turn off or reboot the Device during this time.

Please wait 17 seconds ...

22. From the head menu, click on Wlanl.

SETUP ‘ WLAN1 ‘ WLANZ TCPR/IP “ FIREWALL MANAGEMENT
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23. From the left-hand menu, click on WDS settings.

24. The MAC Address that you created has been added in the
Current Access Control List.

Current WDS AP List:

MALC Address Tx Rate (bps) Comment Select
00:11:22:33:44.55 Auto 001122334455 n
Delete Selected | Delete all | Feset |

Configure AP (Access Point) + WDS (Wireless Distribution
System)

1. From the head menu, click on Wlan1.

SETUP ‘ WLAN1 ‘ WLANZ TCR/IP “ FIREWALL MANAGEMENT

From the left-hand menu, click on Basic Settings.

3. From the Mode drop-down list, select AP+WDS.

4. Enter SSID for example AP_5G_A81261.

5. From the Channel Number drop-down list, select a Channel.
6. Click Save & Apply button.

Wireless Basic Settings -wlanl

This page is used to configure the parameters for wirelass LAN dients which may connect to your Access Point. Here you may
change wireless encryption settings as well as wirgless network parameters.

[] pisable Wireless LAN Interface

Band: 5 Gz (A+HN+AC)

Maode: AP HWDS | Mulbpleds |
Hetwork Type: | Infastuctoe

SSID: [Cevelone 56

Channel Width: | aov .

Control [ 0

Sideband: i

Channel [ v

Humber: "

Broadcast [Encbled 1w

SSID: =

WHMM: Enabied

Data Rate: Bt w

TX restrict: 0 Mbps (0:no restrict)
RX restrct: o] Mbps (0:no restrict)
Associated

Chants: Show Active Clents

Enable Mac Clone (Single Ethernet Chent)
[ Enable Universal Repeater Mode (Acting as AP and

chent simultaneouly)
SSID of Extended Interface: [27¢ 110 40 RET0 Add to Profle
Save Save happly | Reset
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7. Change setting successfully! Click on Reboot Now button to
confirm.

Change setting successfully!

Your changes have been saved, The router must be rebooted for the changes to take effect.
You can reboot now, ar you can continue to make other changes and reboot ater,

Reboot Mow | Reboot Laker |

8. From the head menu, click on Wlan1.

SETUP ‘ WLAN1 ‘ WLANZ TCPR/IP “ FIREWALL MANAGEMENT

9. From the left-hand menu, click on WDS settings.
10. Check on the option Enable WDS.
11. Click the Set Security.

Wireless Distribution System uses wireless media to communicate with
other APs, like the Ethernet does. To do this, you must set these APs in
the same channel and set MAC address of other APs which you want to
communicate with in the table and then enable the WDS.

Enable WDS
MAC

001122334455
Address: I
Data

Auto w
Rate: -

Comment:|001122334455

Save | Save & Apply | Reset Set Security |
Show Statistics |
Current WDS AP Lisk:
MAC Address Tx Rate (Mbps) Comment Select

Delete Selected I Delete Al I Reset I

110



12. This page allows you setup the wireless security for WDS.
When enabled, you must make sure each WDS device has
adopted the same encryption algorithm and Key.

13. Configure each field with the Encryption that you selected.
14. Click Save & Apply button.

This page allows you setup the wireless security for WDS. When
enabled, you must make sure each WDS device has adopted the same
encryption algorithm and Key.

Encryption: Mone
WEP Key Format: WPAZ (AES rs)
WEP Key: |

Pre-Shared Key -

Format: | Passphrase

Pre-Shared Key: |

Save | Save & Apply | Reset |

15. Change setting successfully! Do not turn off or reboot the
Device during this time. Please wait 20 seconds ...

Change setting successfully?
Do not turn off or reboot the Device during this time.

Please wait 17 seconds ...
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16. From the head menu, click on Wlan1.

SETUP ‘ WLAN1 ‘ WLANZ TCP/IP “ FIREWALL MANAGEMENT

17. From the left-hand menu, click on WDS settings.
18. Check on the option Enable WDS.

19. Enter the MAC Address.

20. Enter the Comment.

21. Click the Save & Apply.

Wireless Distribution System uses wireless media to communicate with
other APs, like the Ethernet does. To do this, you must set these APs in
the same channel and set MAC address of other APs which you want to
communicate with in the table and then enable the WDS.

Enable WDS

MAC

001122334455
Address: I
Data

Auto w
Rate: -

Comment:|001122334455

Save | Save & Apply | Reset Set Security |
Show Statistics |

Current WDS AP List:
MAC Address Tx Rate (Mbps) Comment Select

Delete Selected | Delete Al | Feset |

22. Change setting successfully! Do not turn off or reboot the
Device during this time. Please wait 20 seconds ...

Change setting successfully?
Do not turn off or reboot the Device during this time.

Please wait 17 seconds ...
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23. From the head menu, click on Wlanl.

SETUP ‘ WLAN1 ‘ WLANZ TCP/IP “ FIREWALL MANAGEMENT

24. From the left-hand menu, click on WDS settings.

25. The MAC Address that you created has been added in the
Current Access Control List.

Current WDS AP List:

MAC Address Tz Rate (Mbps) Comment Select
00:11:22:33:44:55 Auta 001122334435 [
Delete Selected Delete All | Feset |
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Site Survey

This page provides tool to scan the wireless network. If any
Access Point or IBSS is found, you could choose to connect it
manually when client mode is enabled. To access the Wireless
Network WDS settings page:

1. From the head menu, click on Wlan1.

SETUP ‘ WLAN1 ‘ WLANZ TCR/IP “ FIREWALL MANAGEMENT

From the left-hand menu, click on Site Survey. The following
page is displayed:

This page provides tool to scan the wireless network, If any Access Point or IBSS is found, you could choose
to connect it manually when client mode is enabled.

Sike Survey

SSID BSSID Channel Type Encrypt |Signal

MHone
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Configure Wireless ISP + Wireless client + Site Survey
2. From the head menu, click on SETUP.

SETUP ‘ WLAN1 WLANZ TCP/IP “ FIREWALL m

3. From the left-hand Operation Mode menu, click on Wireless
ISP Settings.

4. Config WAN Interface.
5. Click Save & Apply button.

You can setup different modes to LAN and WLAN interface for NAT and bridging function,

" Gateway: In this mode, the device is supposed to connect o internet via ADSL/Cable
Wadem. The NAT is enabled and PCs in LAN ports share the same IP to ISP
through WAk port, The connection type can be setup in Wal page by using
PFPCE, DHCF client, PPTF client , L2TP client or static IP.

" Bridge: In this mode, all ethernet ports and wireless interface are bridged together and
MaT function is disabled. all the WaN related function and firewall are not
supported.

* wWireless ISP: In this mode, all ethernet ports are bridged together and the wireless client will

connect to ISP access point. The NAT is enabled and PCs in ethernet ports
share the same IP 1o ISP through wireless LAN. You can connect to the ISP AR
in Site-Survey page. The connection type can be setup in WaN page by using
PPPOE, DHCF client, PPTF client, LZTF client or static IP,

WAN Interface :

Apply Change Reset

6. Change setting successfully! Do not turn off or reboot the
Device during this time. Please wait 20 seconds ...

Change setting successfully?
Do not turn off or reboot the Device during this time.
Please wait 17 seconds ...

7. From the head menu, click on WANL1.

SETUP ‘ WLAN1 ‘ WLANZ TCP/IP “ FIREWALL MANAGEMENT
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8. From the left-hand menu, click on Basic Settings.
9. From the Mode drop-down list, select Client.

10. Enter SSID of the AP that you want to connect to for
example AP_5G_A81261. If you don’t know what the SSID
of the AP that you want to connect to, please skip this step.

11. Click Save & Apply button.
Wireless Basic Settings -wlanl

This page is used to configure the parameters for wireless LAN clients which may connect to your Access Point. Here you may
change wireless encryption settings as well as wireless network parameters.

[} pisable Wireless LAN Interface

Band: [Sorz asn+ag) <]

Mode: Gent v

Network Type: | Infrastructure -

SSID: |LevelOne 5G Add to Profie |
Channel Width: |20

Control

Sideband:

Channel

Number:

Broadcast

SSID:

WMM:

Data Rate: Auto v

TXrestrict: [0 Mbps (0:no restrict)
RXrestrict: [0 Mbps (0:no restrict)
Associated

Chents:

Enable Mac Clone (Single Ethernet Client)

Enable Universal Repeater Mode (Acting as AP and
client simultaneouly)

SSID of Extended Interface: |27 117 49 RF70

[ Enable Wireless Profile
Wireless Profile List:

SSID Encrypt Select

Delete Selected |  Deleteas |

save | savesapply | Reset |
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12. Please wait 20 seconds ...

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...

13. From the head menu, click on WANL1.

SETUP ‘ WLAN1 ‘ WLANZ TCP/IP “ FIREWALL MANAGEMENT

14. From the left-hand menu, click on Site Survey.
15. Click Site Survey button.

This page provides ool 1o scan the wireless network. If any Access Point or IBSS is found, you could choose
to connect it manually when client mode is enabled.

Sike Survey

SSID BSSID Channel Type Encrypt Signal Select
MNone
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16. Now you could see the APs that scanned by the Wireless
Gateway were listed below.

17. Click on the ratio of AP’s SSID under the item Select that
you want the Wireless Gateway to connect to.

18. Click Next button.

This page provides tool to scan the wireless network. If any Access Point or IBSS is found, you could choose
to connect it manually when client mode is enabled,

Site Survey

SSID BSSID Channel | Type | Encrypt Signal Select
44
Rt n =L i
Front_AP_SG  |00:13:33:30:03:00 (AHNAC) AP no 23

Mext>>=

19. Click Connect button.

This page provides ool to scan the wireless network, If any Access Point or IBSS is found, you could choose
to conmect it manually when client mode is enabled.

Encryption: Mone W

= =RBack Conneck

20. Please wait...

This page provides tool fo scan the wireless networlk:, If any Access Point or IBSS is found, you could choose
to connect it manually when client made is enabled.

Flease wait. .,

21. Check on Add to Wireless Profile.
22. Click Reboot Now button.

Connect successfully?
[l Add to Wireless Profile

Reboot Mow | Reboot Later |
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23. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...
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WPS

This page allows you to change the setting for WPS (Wi-Fi
Protected Setup). Using this feature could let your wireless
client automatically synchronize its setting and connect to the
Access Point in a minute without any hassle. To access the
Wireless Network WPS page:

1. From the head menu, click on WANL1.
m‘ WLANL ‘ WLAN2 TCP/IP “ FIREWALL MAMAGEMENT

2. From the left-hand menu, click on WPS. The following page
is displayed:

This page allows you to change the setting for WPS (Wi-Fi Protected Setup). Using this
feature could let your wireless client automically syncronize its setting and connect to the
Access Point in @ minute without any hassle.

[0 Disable WPS

Apply Changes | Reset |
WPSs Status: Configured UnConfigured
Reset to UnConfigured I
Auto-lock-down state:
unlocked Unlodk |
Self-PIN Number: 63538205

Push Button Configuration: Start PEC |
STOP WSC Stop WSC_|
Client PIN Number: | Start PIM |

Field Description

Disable WPS Checking this box and clicking “Save & Apply” will disable Wi-Fi
Protected Setup. WPS is turned on by default.

WPS Status When AP’s settings are factory default (out of box), it is set to open
security and un-configured state. It will be displayed by “WP$S
Status”. If it already shows “Configured”, some registrars such as
Vista WCN will not configure AP. Users will need to go to the
“Save/Reload Settings” page and click “Reset” to reload factory
default settings.

Self-PIN Number “Self-PIN Number” is AP’s PIN. Whenever users want to change
AP’s PIN, they could click “Regenerate PIN” and then click “ Save &
Apply”. Moreover, if users want to make their own PIN, they could
enter four digit PIN without checksum and then click “ Save &
Apply”. However, this would not be recommended since the
registrar side needs to be supported with four digit PIN.
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Field

Description

Push Button
Configuration

Clicking this button will invoke the PBC method of WPS. It is only
used when AP acts as a registrar.

Save & Apply Whenever users want to enable/disable WPS or change AP’s PIN,
they need to apply this button to commit changes.
Reset It restores the original values of “Self-PIN Number” and “Client PIN

Number”.

Client PIN Number

It is only used when users want their station to join AP’s network.
The length of PIN is limited to four or eight numeric digits. If users
enter eight digit PIN with checksum error, there will be a warning
message popping up.

If users insist on this PIN, AP will take it.

Introduction of WPS

Although home Wi-Fi networks have become more and more
popular, users still have trouble with the initial set up of network.
This obstacle forces users to use the open security and
increases the risk of eavesdropping. Therefore, WPS is
designed to ease set up of security-enabled Wi-Fi networks and
subsequently network management (Wi-Fi Protected Setup
Specification 1.0h.pdf, p. 8).

The largest difference between WPS-enabled devices and
legacy devices is that users do not need the knowledge about
SSID, channel and security settings, but they could still surfin a
security-enabled Wi-Fi network. For examples, in the initial
network set up, if users want to use the PIN configuration, the
only thing they need to do is entering the device PIN into
registrar, starting the PIN method on that device and simply wait
until the device joins the network. After the PIN method is
started on both sides, a registration protocol will be initiated
between the registrar and the enrollee. Typically, a registrar
could be an access point or other device that is capable of
managing the network. An enrollee could be an access point or
a station that will join the network. After the registration protocol
has been done, the enrollee will receive SSID and security
settings from the registrar and then join the network. In other
words; if a station attempts to join a network managed by an
access point with built-in internal registrar, users will need to
enter station’s PIN into the web page of that access point. If the
device PIN is correct and valid and users start PIN on station,
the access point and the station will automatically exchange the
encrypted information of the network settings under the
management of AP’s internal registrar. The station then uses
this information to perform authentication algorithm, join the
secure network, and transmit data with the encryption algorithm.
More details will be demonstrated in the following sections.

Supported WPS features

Currently, Wireless Gateway supports WPS features for AP
mode, AP+WDS mode, Infrastructure-Client mode, and the
wireless root interface of Universal Repeater mode.
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Other modes such as WDS mode, Infrastructure-Adhoc
mode, and the wireless virtual interface of Universal
Repeater mode are not implemented with WPS features.

If those unsupported modes are enforced by users, WPS
will be disabled. Under the configuration of every WPS-
supported mode, Wireless Gateway has Push Button method
and PIN method. For each method, Wireless Gateway offers
different security levels included in network credential, such as
open security, WEP 64 bits, WEP 128 bits, WPA-Personal TKIP,
WPA-Personal AES, WPA2-Personal TKIP, and WPA2-
Personal AES. Users could choose either one of the methods at
their convenience.

AP mode

For AP mode, Wireless Gateway supports three roles, registrar,
proxy, and enrollee in registration protocol. At different
scenarios, Wireless Gateway will automatically switch to an
appropriate role depending on the other device’s role or a
specific configuration.

AP as Enrollee

If users know AP’s PIN and enter it into external registrar, the
external registrar will configure AP with a new wireless profile
such as new SSID and new security settings. The external
registrar does this job either utilizing the in-band EAP (wireless)
or out-of-band UPnP (Ethernet). During the WPS handshake, a
wireless profile is encrypted and transmitted to AP. If the
handshake is successfully done, AP will be re-initialized with the
new wireless profile and wait for legacy stations or WPS
stations to join its network.

AP as Registrar

Wireless Gateway also has a built-in internal registrar.
Whenever users enter station’s PIN into AP’s webpage, click
“Start PBC”, or push the physical button, AP will switch to
registrar automatically. If users apply the same method on
station side and the WPS handshake is successfully done,
SSID and security settings will be transmitted to that station
without the risk of eavesdropping. And then the station will
associate with AP in a security-enabled network.

AP as Proxy

At this state, AP is transparent to users. If users want to
configure a station or any device that is capable of being an
enrollee, they have to enter device’s PIN into an external
registrar and choose an appropriate wireless profile. After the
PIN is entered, the external registrar will inform AP this event.
AP then conveys the encrypted wireless profile between the
device and the external registrar. Finally, the device will use the
wireless profile and associate with AP. However, the device
may connect to other APs if the wireless profile does not belong
to the proxy AP. Users must carefully choose the wireless
profile or create a wireless profile on an external registrar.
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Infrastructure-Client mode

In Infrastructure-Client mode, Wireless Gateway only supports
enrollee’s role. If users click “Start PIN”, click “Start PBC”, or
press the physical button on Wireless Gateway, it will start to
seek WPS AP. Once users apply the same method on registrar
side, Wireless Gateway will receive the wireless profile upon
successfully doing the registration protocol. Then Wireless
Gateway will associate with an AP.

Instructions of AP’s and Client’s operations

At this state, AP is transparent to users. If users want to
configure a station or any device that is capable of being an
enrollee, they have to enter device’s PIN into an external
registrar and choose an appropriate wireless profile. After the
PIN is entered, the external registrar will inform AP this event.
AP then conveys the encrypted wireless profile between the
device and the external registrar. Finally, the device will use the
wireless profile and associate with AP. However, the device
may connect to other APs if the wireless profile does not belong
to the proxy AP. Users must carefully choose the wireless
profile or create a wireless profile on an external registrar.
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Wireless Basic Settings - wlan1 page

Users need to make sure the “Broadcast SSID” file is set to
“Enabled”. Otherwise, it might prevent WPS from working

properly.

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. Here you may change wireless encryption settings as well
as wireless network parameters.

[] Disable Wireless LAN Interface
Band: | 5 GHz (A+N+AC) |

Mode: I.ﬂ.F' o Multiple AP |
Network Type: I Infrastructure

SSID: |LevelOne 5G Add to Profile_|
Channel Width: IBDMH: w

Control ;
sideband: [auto
Channel I—
NHumber: #
Bm?mﬂ I Enabled |-
WMM: I Enabled

Data Rate: Auto w

TX restrict: II:I— Mbps (0:no restrict)
RX restrict: II:I— Mbps (0:no restrict)
Associated

Show Active Clients |

Clients:
Enable Mac Clone (Single Ethernet Client)

[] Enable Universal Repeater Mode (Acting as AP and
client simultaneouly)

SSID of Extended Interface: |RTx 1in AP RPTO Add to Profile_|

Save Save & Apply Reset
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Operations of AP - AP being an enrollee

In this case, AP will be configured by any registrar either
through in-band EAP or UPnP. Here, users do not need to do
any action on AP side. They just need AP’s device PIN and
enter it into registrar. An example from Vista WCN will be given.

1. From the head menu, click on WANL1.

SETUP ‘ WLAN1 ‘ WLANZ TCR/IP “ FIREWALL MANAGEMENT

2. From the left-hand menu, click on WPS. The following page
is displayed:
3. Make sure AP is in un-configured state.

This page allows you to change the setting for WPS (Wi-Fi Protected Setup). Using this
feature could let your wireless client automically syncronize its setting and connect to the
Access Point in @ minute without any hassle.

[] Disable WPS

Apply Changes | Reset |
WPS Status: Configured UnConfigured
Reset to UnConfigured I
Auto-lock-down state:
unlocked Unlodk |
Self-PIN Number: 63538205

Push Button Configuration: Start PEC |
STOP WSC Stop WSC |
Client PIN Number: | Start PIM |
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Plug the Ethernet cable into AP’s LAN port and make sure
the IP connection is valid with Vista.

Make sure WCN is enabled. Users may need to enable it at
the first time. They could open the “Control Panel”, click
“Classic View", open “Administrative Tools”, double click
“Services”, ”, a User Account Control pop up and click
“Continue®, edit properties of “Windows Connect Now”,

choose the “Startup type” with “Automatic” and click “Start”.

Windows Connect Mow - Config Registrar Properties (Local Compu...

General | Log On I Recovery Dependencies|

B

Service name: WCNCEVC

Diisplay name: Windows Connect Mow - Config Reqistrar

Descriction: Aot as a Reaqistrar, issues network credential to -
Pt Errcllee. If this service is disabled, the Windows

Path to executable:
CWindows'\System 32 svchost exe & LocalService

Startup type: Automatic N

Help me configure service startup options.

Service status: Started

fou can specify the start parameters that apply when you start the service
from here.

(%)
[41]

OK || Cancel || Apply

-
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6. If the previous steps are done, open Windows Explorer. Go
to the Network section.

7. Click on “Network discovery and file sharing are turned off.

Network computers and devices are not visible. Click to
Change...”

[F=N ECR(ExS

vl‘f”Sean:h Pl

kcand Sharing Center st Add a printer

=

MNetwork discovery and file sharing are turned off. Metwork computers and devices are not visible, Click to change...

Favorite Links Name Category
[El Documents

E Pictures
@ Music

More »

orkgroup Metwork location

Folders hd

Bl Desktop
B kmisG Pre

. Public
L=l Computer
=5 Floppy Disk Drive
&, Local Disk (C)
—w Local Disk (3

22 DVD/CDJAV Drive
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8. Click on “Turn on network discovery and file sharing®

%v‘f » Metwork

Metwork discovery and file sharing are turned off. Network computers and devices are not visible, Click to change... X

Favorite Links
E. Documents
E; Pictures
[;h Music

IMore »

Folders hd

B Desktop
Bl kmi15G Pro
.. Public
1% Computer
=u Floppy Disk Drive (A
&, Local Disk (C3)
w Local Disk (D2}
) DVD/CD-RW Drive (
L Network

Control Panel

2] Recycle Bin

By Organize ~ o= Views

=
Mame

'ﬁ' Turn on network discovery and file sharing

Help about network discovery

Open Metwork and Sharing Center
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9. Click on “No, make the network that | am connected to a
private network*

72 Metwork discovery and file sharing

-23 Do you want to turn on network discovery and file sharing for all
7 public networks?

What is network discoveny?

2 No, make the network that I am connected to a private network
Metwork discovery and file sharing will be turned on for private networks, such as
these in homes and workplaces.

< Yes, turn on network discovery and file sharing for all public
networks
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10. AP’s icon will show up. Double click on it.

SloEs
@@v@ b Network »

Organize

sharing Center 3 dd'a printer

Erantcllinks Name Category Workgroup Metwork location

[E Documents *{ DELLINSPIRON-PC w CODENAME-DELL
E| Pictures o =
& Music -

1 ] Realtek Wireless AP

More =

Folders hd

B Desktop
DELL inspiron 530
1. Public
iLS Computer
£, Local Disk (C3)
<2 DVD Drive (D:) AD
E Network
=] Control Panel

e

Recycle Bin

ERWXBO01-00

nu
1. Autorun_std_RES4LK
¥
| HyperSnap-DX6.21,

Realtek Wireless AP

Categories: Metwork Infrastructure
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11. Users could also Click “Add a wireless device” if the icon is
not there. Click “next”.

- | ‘f| | Search

cand Sharing Center oy Add 3 printer

W Addawi

Favorite Links

EI Documents @ Add a wireless device to the network
B Pictures

B’ Music

Choose the device you want ig#dd

More »
Eolders v This list contains devices thajere detected on your network but are not configured.
= Desktop T
m DELL inspiron 530 Realtek Wireless AP Access Point
™ -
1. Public

il Computer
&, Local Disk (C)
2 DVD Drive (D:) AD)
E Metwork
Control Panel
Recycle Bin
| Autorun_std_RES4LI

|| ERWXB01-00
|7 1 1 H I 1
| HyperSnap-DX.6.21 o I want to add a wireless device or computer that is not on the list, using 2
M USE flash drive
[ Net || cancel
—— Realtek Wire

Categories: Network Infrastructure
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12. Enter AP’s Self-PIN Number and click “next”.

N Configure a WCN device

Type the FIN for the selected device

To configure this device for use on your network, type the PIN. You can find the PIM in the
infarmation that came with the device or on a sticker on the device,

PIM:
12345670

Display characters

[ Mext JI Cancel
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13. Choose a name that people who connect to your network
will recognize.

[=] & ]
@ Configure a WCN device
Give your network a name

Choose a name that people who connect to your network will recognize

Metwork name (5510):
KM1B8GPRO-PC_Metwork

You can type up to 32 letters or numbers,

Mext ]I Cancel
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14. Enter the Passphrase and then click Next.

@ Configure a WCN device

Help make your network more secure with a passphrase

Windows will use the passphrase provided below to generate a WPA security key for you. The first

time that people connect to this network, they will need the passphrase.

Passphrase:

81234567

The passphrase must be at least 8 characters and cannot begin or end with a space,
Display characters

Create a different passphraze for me

Show advanced network security options

[ I Next ][ Cancel
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15. A User Account Control screen pops up, click Continue.
16. AP is successfully configured by WCN.

i\-;_./‘ Configure a WCN device

Configured the selected device for the network
If this can be used wirelessly, you can disconnect the cable,

Teo use this with other network computers, you might need to install the appropriate drivers first.,

A =

Close
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17. Finally, AP will become configured (see WPS Status). The
authentication algorithm, encryption algorithm, and key
assigned by WCN will be displayed below “Current Key
Info”.

This page allows you to change the setting for WPS (Wi-Fi Protected Setup). Using this
feature could let your wireless client automically syncronize its setting and connect to the
Access Point in a minute without any hassle.

[0 Disable WPS

Apply Changes | Reset |
WPS Status: Configured UnConfigured
Reset to UnConfigured |
Auto-lock-down state:
unlocked Unlodk |
Self-PIN Number: 63538205

Push Button Configuraftion: Start PBC |
STOP WSC Stop WSC |
Client PIN Number: | Start PIN |

Current Key Info:
|Authenﬁcaﬁon |Encr',r|:rﬁun |I{e',r
[WPAZ-Mixed PSK [TKIP+AES 01234567
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18. The SSID field of Wireless Basic Settings page will also be
modified with the value assigned by WCN.

This page is used to configure the parameters for wireless LAM clients which may
connect to your Access Point. Here you may change wireless encryption settings as well
as wireless network parameters.

[] Disable Wireless LAN Interface
Band: | 5 GHz (A+N+AC) v

Mode: AP w MultipleAP |

Network Type: |Infrastructure

S51D: II{I"«"I 18GPRO-PC_MNetwark Add to Profile I

Channel Width: | 50MHz |
g’:::t:‘::ld: I fute
o T
st ey

WHMM: I Enabled
Data Rate: | Auto V

TX restrict: ||:| Mbps (0:no restrict)
RX restrict: ||:| Mbps (0:no restrict)
Associated

Show Active Clients |

Clients:
Enable Mac Clone (Single Ethernet Client)

] Enable Universal Repeater Mode (Acting as AP and
client simultaneouly)

SSID of Extended Interface: |RTx 110 4P RPTD Add to Profile |

Save Save & Apply I Reset
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19. The security settings on the Wireless Security Page will be
modified by WCN, too. The warning message will show up
if users try to modify the security settings. The reason is the
same as we explained in the previous section.

This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption Keys could prevent any
unauthorized access to your wireless network.

Select SSID: |Root AP - LevelOne 5G Save I Save & Apply Reset
Encryption: WPA-Mixed
Authentication ) Enterprise (RADIUS) ® Personal (Pre-Shared
Mode: Key)

WPA Cipher Suite: TKIP MAES
WPA?2 Cipher Suite: ITkiP [ZAES

Pre-
Shared Key Format:

Pre-Shared Key: I.l..'.l'.ll.

Passphrase

Operations of AP - AP being a registrar

AP mode

Whenever users enter station’s PIN into AP’s Wi-Fi Protected
Setup page and click “Start PIN”, AP will become a registrar.
Users must start the PIN method on the station side within two
minutes.

1. From the head menu, click on WANL1.

SETUP ‘ WLAN1 ‘ WLANZ TCP/IP “ FIREWALL MANAGEMENT

2. From the left-hand menu, click on WPS. The following page
is displayed:

3. Make sure AP is in un-configured state.

Enter the Client PIN Number.

5. Click Start PIN.

P
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This page allows you to change the setting for WPS (Wi-Fi Protected Setup). Using this
feature could let your wireless client automically syncronize its setting and connect to the
Access Foint in a minute without any hassle.

[] Disable WPS

Apply Changes | Reset |
WPS Status: Configured UnConfigured
Reset to UnConfigured |
Auto-lock-down state:
unlocked Unlodk |
Self-PIN Number: 63538205

Push Button Configuration: Start FEC |
STOP WSC Stop WSC |
Client PIN Number: | Start PIM |

6. Users must start the PIN method on the station side within
two minutes.

Applied WPS PIN successfully!

¥You have to run Wi-F Protected Setup within 2 minutes.
Ok

7. Users must start the PIN method on the station side within
two minutes.
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- # P @ %

MNeatwork Advanced Statistics Wi, WPS Radia On/Off About
WPS AP List

Rescan
Information
Pin Code

19953533  Renew

WPS Profile List Config Mode

Enrollee -

00-ED-4C-81-86

F3
PBC

@ WPS Prabe IE WPS status is disconnected
[] Automatically select the AP

a
Status »» Dizconnected Link Quality == 0%
Extra Info == Signal Strength 1 == 0%
Channel == Moise Strength == 0%

Authentication »=

Encryption =

Metwork Type »» Transmit
IP dddress == Link Speed ==
Sub Mask ==

Throughput =>
Default Gateway »»

Receive

Link Speed =»

Throughput ==

8. Ifthe device PIN is correct and the WPS handshake is
successfully done on the station side, User’'s Wi-Fi
Protected status will be shown as below.

- & DY @ ®

MNetwork Advanced Statistics WA WPS Radio On/Off About

WPS AP List
Rescan
Information
Pin Code

19953533 Renew

WPS Profile List Config Mode

) WPS693e0786d1 L] Enrollee -

Detail

< 5 Connect
. Rotate
PIN [@ ‘WPS Associate — _ Disconnect
PBC @ WPS Probe IE WPS status is connected successfully - WPS693e0786d1 Export Profile
[] Automatically select the AP Delete

1D : 0x0000 YolP_Wireless 00-E0-4C-81-86-D1 1

Status »»  WPSE93807ESd1 =--= 00-E0-4C-51-66-01
Extra Info ==  Link iz Up [TxPower: 1002]
Channel == 11 <= 2462 MHz
Authentication == WPAZ-PSK
Encryption > AES
Metwark Type == Infrastructure Transmit
IP dddress == 10,0.0,102 Link Speed == 54,0 Mbps
Sub Mask == 286.0.0.0
Default Gateway == 10.0,0.2

Throughput =» 3.456 Kbps

Receive
Link Speed == 6,0 Mbps

Throughput =»>Z1.960 Kbps
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9. If the device PIN is correct and the WPS handshake is
successfully done, AP’s Wi-Fi Protected Setup page will be
shown as below.

This page allows you to change the setting for WFS (Wi-Fi Protected Setup). Using this
feature could let your wireless client automically syncronize its setting and connect to the
Access Point in a minute without any hassle.

[0 Disable WPS

Apply Changes | Reset |
WPs Status: Configured UnConfigured
Reset to UnConfigured |
Auto-lock-down state:
Unlock
unlocked _Unlock |
Self-PIN Number: 63338205

Push Button Configuration: Start PEC |

STOP WSC Stop WSC |
Client PIN Humber: | Start PIN |

Current Key Info:
|Authent'|caﬁun |Encr',rpﬁon |I{e',r
\WPAZ-Mixed PSK [TKIP+AES 01234567

Other pages such as Wireless Basic Settings page and

Wireless Security Setup page will also be updated appropriately
as described in previous sections. In this case, AP is in un-
configured state before the station initiates the WPS handshake.
According to the WPS spec, AP will create a wireless profile

with WPA2-mixed mode and a random-generated key upon
successfully doing the WPS handshake. However, AP will use
the original wireless profile and give it to the station if AP is
already in configured state. That means all settings of AP will

not change. Hence, all WPS related pages keep the same.
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Push Button method

Wireless Gateway supports a virtual button “Start PBC” on the
Wi-Fi Protected Setup page for Push Button method. If users
push a virtual button “Start PBC”, AP will initiate a WPS session
and wait for any station to join. At this moment, AP will detect
whether there is more than one station that starts the PBC
method. When multiple PBC sessions occur, users should try
PIN method.

After users push AP’s virtual button “Start PBC”, they must go to
station side to push its button within two minutes. If the WPS is
successfully done, AP will give its wireless profile to that station.
The station could use this profile to associate with AP,

1. From the head menu, click on WANL1.

m‘ WLAN1 ‘ WLANZ TCP/IP “ FIREWALL MANAGEMENT

2. From the left-hand menu, click on WPS. The following page
is displayed:

3. Make sure AP is in un-configured state.

4. Click Start PBC.

This page allows you to change the setting for WPS (Wi-Fi Protected Setup). Using this
feature could let your wireless client automically syncronize its setting and connect to the
Access Point in @ minute without any hassle.

[0 Disable WPS

Apply Changes I Reset I
WPS Status: Configured UnConfigured
Reset to UnConfigured |
Auto-lock-down state:
unlocked Unlock I
Self-PIN Number: 63538205

Push Button Configuration: Start PEC |
STOP WSC Stop WSC_|
Client PIN Number: | Start PIN |
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5. Users must start the PBC method on the station side within
two minutes.

Start PBC successfully!

¥You have to run Wi-Fi Protected Setup in dient within 2 minutes.

o |

6. Users must start the PBC method on the station side within
two minutes.

- @ &

Profile Metwork Advanced Statistics

WPS Radiao On/Off About
WPS AP List
Rescan
Information
Pin Code

19953533 Renew

WPS Profile List Config Mode

Enrollee -

YolP_Wireless 00-E0-4C-81-86-D1

< >

PIN [@ WPS Associate Progress = 0% Qi
@] WPS Probe IE WPS status is disconnected

[] Automatically select the AP
A
Status »»  Disconnected Link. Quality »= 0%
Extra Info =» Signal Strength 1 »= 0%
Channel >> Moise Strength == 0%

Authentication »»
Encryption ==
Metwork Type == Transmit,
IP dddress =» Link Speed ==
Sub hask =>

Throughput =»
Default Gateway =»

Receive

Link Speed ==

Throughput »»
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7. If the device PCB and the WPS handshake is successfully
done on the station side, User’s Wi-Fi Protected status will

be shown as below.

Planex wireless Utility

i

E]

B= £oh By
= - # S o 2
Profile MNetwark Advanced Statistics WA WPS Radio On/Off About
WPS AP List
Rescan
1D : Dx0000 VolP_Wireless 00-ED-4C-81-86-D1 11 Information
Pin Code
19953533 Renew
WPS Profile List Config Mode
) WPS5693e0786d1 e Enrollee hd
Detail
P 5 Connect
§ Rotate
PIN @ WPS Associate E— B oo
PBC @ WPS Probe IE WPS status is connected successfully - WPS693e0786d1 Export Profile
[ Automatically select the AP Delete
A
Status == WPSER3e07E6d1 <--= 00-EQ-4C-51-86-01
Extra Info == Link is Up [TxPower:100%]
Chanmel > 1 <> 2462 itz T
Asuthentication == WPAZ-PSK
Encryption ==  AES
Metwork Type =>  Infrastrocture Transmit
IP Address == 10.0.0.102 Link Speed == B4.0 Mbps
Sub Mask »>  256,0,0.0 Thraughput => 3,456 Kops
Default Gateway == 10.0.0.2

Receive
Link Speed == 54.0 Mbps

Throughput ==21,940 Kbps
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8. If the device PIN is correct and the WPS handshake is
successfully done, AP’s Wi-Fi Protected Setup page will be
shown as below.

This page allows you to change the setting for WPS (Wi-Fi Protected Setup). Using this
feature could let your wireless client automically syncronize its setting and connect to the
Access Point in @ minute without any hassle.

[0 Disable WPS

Apply Changes I Reset I
WPS Status: Configured UnConfigured
Reset to UnConfigured |
Auto-lock-down state:
Unlock
unlocked nock |
Self-PIN Number: 63538205

Push Button Configuration: Start PEC |

STOP WSC Stop WSC |
Client PIN Number: | Start PIN |

Other pages such as Wireless Basic Settings page and

Wireless Security Setup page will also be updated appropriately
as described in previous sections. In this case, AP is in un-
configured state before the station initiates the WPS handshake.
According to the WPS spec, AP will create a wireless profile

with WPA2-mixed mode and a random-generated key upon
successfully doing the WPS handshake. However, AP will use
the original wireless profile and give it to the station if AP is
already in configured state. That means all settings of AP will

not change. Hence, all WPS related pages keep the same.
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Wireless Schedule

This page allows you setup the wireless schedule rule. Please
do not forget to configure system time before enable this feature.
To access the Wireless Schedule page:

1. From the head menu, click on WANL1.

SETUP ‘ WLAN1 ‘ WLANZ TCP/IP “ FIREWALL MANAGEMENT

2. From the left-hand menu, click on Wireless Schedule. The
following page is displayed:

Wireless Schedule

This page allows you setup the wireless schedule rule. Please do not forget to configure system time before
enable this feature.

] Enable Wireless Schedule

Enable Day From To
Sun w Joo [ (hour) Joo [&] (min) Joo [&] (hour) Joo [ (min)
Sun w Joo [ (hour) Joo [ (min) Joo [&] (hour) Joo [ (min)
Sun w Joo &1 (hour) | oo [ (min) Joo [ (hour) Joo [ (min)
Sun w | oo [ (hour) | oo &) (min) Joo |5 (hour) | oo [ (min)
Sun v | oo [&] (hour) | oo =] (min) Joo [ (hour) | oo || (min)
Sun w Joo [ (hour) Joo [&] (min) Joo [&] (hour) Joo [ (min)
Sun w Joo [ (hour) Joo [ (min) Joo [&] (hour) Joo [ (min)
Sun w Joo &1 (hour) | oo [ (min) Joo [ (hour) Joo [ (min)
Sun w | oo [ (hour) | oo &) (min) Joo |5 (hour) | oo [ (min)
Sun v | oo [&] (hour) | oo =] (min) Joo [ (hour) | oo || (min)

Save | Save & Apply | Reset |
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1 1 Wireless Network — wlan2(2.4GHz)

This chapter assumes that you have already set up your
Wireless PCs and installed a compatible Wireless card on your
device. See Configuring Wireless PCs.

Basic Settings

The Wireless Network page allows you to configure the
Wireless features of your device. To access the Wireless
Network Basic Settings page:

1. From the head menu, click on Wlan2.

SETUP WLAN1 ‘ WLANZ ‘ TCP/IP “ FIREWALL MANAGEMENT

2. From the left-hand menu, click on Basic Settings. The
following page is displayed:
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This page is used to configure the parameters for wireless LAM clients which may
connect to your Access Point. Here you may change wireless encryption settings as

well as wireless network parameters.

[ | Disable Wireless LAN Interface

Band:
Mode:

| 2.4 GHz (B4GHY) |+

AP w

Network Type: |Infrastructure

SS81D:

Multiple AP |

ILevEIDne 2.4

Channel Width: | 40MHz |

Control
Sideband:

Channel
Number:

Broadcast
SSID:

WMM:

Data Rate:

TX restrict:
RX restrict:

Associated
Clients:

e o]
™
[Enabled &1

I Auto o
ID
I—

0

Show Active Clients |

Mbps (0:no restrict)
Mbps (0:no restrict)

Enable Mac Clone (Single Ethernet Client)

Add to Profile |

[] Enable Universal Repeater Mode (Acting as AP and
client simultaneouly)

SSID of Extended Interface: |RTH 110 AP RPT1

Save | Save & Apply

Reset |

Figure 9:

Wireless Network page

Add to Profile |
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Field

Description

Disable Enable/Disable the Wireless LAN Interface.

m;?]lcgiz LAN Default: Disable

Band Specify the WLAN Mode

Mode Configure the Wireless LAN Interface to AP, Client, WDS or AP + WDS
mode

Network Type Configure the Network Type to Infrastructure or Ad hoc.

SSID Specify the network name.

Each Wireless LAN network uses a unique Network Name to identify the
network. This name is called the Service Set Identifier (SSID). When you
set up your wireless adapter, you specify the SSID. If you want to
connect to an existing network, you must use the name for that
network. If you are setting up your own network you can make up your
own name and use it on each computer. The name can be up to 20
characters long and contain letters and numbers.

Channel Width

Choose a Channel Width from the pull-down menu.

Control Choose a Control Sideband from the pull-down menu.
Sideband

Channel Choose a Channel Number from the pull-down menu.
Number

Broadcast SSID

Broadcast or Hide SSID to your Network.
Default: Enabled

WMM Enable/disable the Wi-Fi Multimedia (WMM) support.

Data Rate Select the Data Rate from the drop-down list

Associated Show Active Wireless Client Table

Clients This table shows the MAC address, transmission, receiption packet
counters and encrypted status for each associated wireless client.

Enable Mac Enable Mac Clone (Single Ethernet Client)

Clone (Single

Ethernet Client)

Enable Acting as AP and client simultaneously

Universal

Repeater Mode

SSID of
Extended
Interface

When mode is set to “AP” and URM (Universal Repeater Mode ) is
enabled, user should input SSID of another AP in the field of “SSID of
Extended Interface”. Please note, the channel number should be set to
the one, used by another AP because 8186 will share the same channel
between AP and URM interface (called as extended interface hereafter).
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Advanced Settings

These settings are only for more technically advanced users
who have a sufficient knowledge about wireless LAN. These
settings should not be changed unless you know what effect the
changes will have on your Access Point. To access the
Wireless Network Advanced Settings page:

1. From the head menu, click on Wlan2.

m WLAN1 ‘ WLANZ2 ‘ TCP/IP “ FIREWALL MANAGEMENT

2. From the left-hand menu, click on Advanced Settings. The
following page is displayed:

These settings are only for more technically advanced users who have a sufficient
knowledge about wireless LAN. These settings should not be changed unless you
know what effect the changes will have on your Access Point.

Fragment Threshold: |2345 (236-2346)

RTS Threshold: |234? (0-2347)
Beacon Interval: |1|:||:| (20-1024 ms)

Preamble Type: ® Long Preamble O Short Preamble

IAPP: ® Enabled O Disabled

Protection: (O Enabled @ Disabled

Aggregation: ® Enabled O Disabled

Short GI: ® Enabled O Disabled

WLAN Partition: (O Enabled @ Disabled

STBC: ® Enabled O Disabled

LDPC: ® Enabled O Disabled

20/40MHz Coexist: (OEnabled @ pisabled

TX Beamforming: ® Enabled O Disabled

MU MIMO: Enabled Disabled

Mutilcast to Unicast: ~ ® Enabled (O Disabled

TDLS Prohibited: (O Enabled @ Disabled

Eﬂfé&:ﬂ?d Switch (O Enabled @ pisabled

RF Output Power: ®100% O70% Os0% O35% O15%

Save | Save & Apply | Feset |
Field Description
Fragment When transmitting a packet over a network medium, sometimes the
Threshold packet is broken into several segments, if the size of packet exceeds

that allowed by the network medium.
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The Fragmentation Threshold defines the number of bytes used for the
fragmentation boundary for directed messages.

RTS Threshold

RTS stands for “Request to Send”. This parameter controls what size
data packet the low level RF protocol issues to an RTS packet. The
default is 2347.

Beacon Interval

Choosing beacon period for improved response time for wireless http
clients.

IAPP

Disable or Enable IAPP

Protection

A protection mechanism prevents collisions among 802.11g nodes.

Aggregation

Disable or Enable Aggregation

Short Gl

Disable or Enable Short Gl

WLAN Partition

Disable or Enable WLAN Partition

STBC Disable or Enable STBC

LDPC Disable or Enable LDPC

TX Disable or Enable TX Beamforming
Beamforming

RF Output TX Power measurement.

Power

Security

This page allows you setup the wireless security. Turn on WEP
or WPA by using Encryption Keys could prevent any
unauthorized access to your wireless network. To access the
Wireless Network Security page:

1. From the head menu, click on Wlan2.

WLANZ
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2. From the left-hand menu, click on Security. The following
page is displayed:

This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption Keys could prevent any
unauthorized access to your wireless network.

Select SSID: IRout AP - LevelOne 2.4G ﬂ Save | Save & Apply Reset
Encryption: |WPA-Mixedﬂ

Authentication (O Enterprise (RADIUS) ® Personal (Pre-Shared
Mode: Key)

WPA Cipher Suite: [ VITKIP ] AES
WPA?2 Cipher Suite: VITkiP [V AES

Pre- V]

Shared Key Format:

Passphrase

Pre-Shared Key:

Field Description
Select SSID Select the SSID
Encryption Configure the Encryption to Disable, WEP, WPA , WPA2 or WPA-Mixed
Use 802.1x Use 802.1x Authentication by WEP 64bits or WEP 128bits

Authentication

Authentication

Configure the Authentication Mode to Open System, Shared Key or
Auto

Key Length

Select the Key Length 64-bit or 128-bit

Key Format

Select the Key Format ASCII (5 characters), Hex (10 characters), ASCII
(13 characters) or Hex (26 characters)

Encryption Key

Enter the Encryption Key

WPA
Authentication
Mode

Configure the WPA Authentication Mode to Enterprise (RADIUS) or
Personal (Pre-Shared Key)

WPA Cipher Configure the WPA Cipher Suite to AES
Suite

Field Description
WPAZ2 Cipher Configure the WPAZ2 Cipher Suite to AES
Suite

Pre-Shared Key
Format

Configure the Pre-Shared Key Format to Passphrase or HEX (64
characters)

Pre-Shared Key

Type the Pre-Shared Key
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Enable Pre-
Authentication

According to some of the preferred embodiments, a method for
proactively establishing a security association between a mobile node
in avisiting network and an authentication agent in another network to
which the mobile node can move includes: negotiating pre-
authentication using a flag in a message header that indicates whether
the communication is for establishing a pre-authentication security
association; and one of the mobile node and the authentication agent
initiating pre-authentication by transmitting a message with the flag set
in its message header, and the other of the mobile node and the
authentication agent responding with the flag set in its message header
only if it supports the pre-authentication. Enable/disable pre-
authentication support. Default: disable.

Authentication
RADIUS Server

Port: Type the port number of RADIUS Server
IP address: Type the IP address of RADIUS Server
Password: Type the Password of RADIUS Server

WEP + Encryption Key

WEP aims to provide security by encrypting data over radio
waves so that it is protected as it is transmitted from one end
point to another. However, it has been found that WEP is not as
secure as once believed.

1. From the Encryption drop-down list, select WEP setting.
2. From the Key Length drop-down list, select 64-bit or 128-bit
setting.

3. From the Key Format drop-down list, select ASCII (5
characters), Hex (10 characters), ASCII (13 characters) or
Hex (26 characters) setting.

4. Enter the Encryption Key value depending on selected
ASCII or Hexadecimal.

5. Click Save & Apply button.

This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption Keys could prevent any
unauthorized access to your wireless network.

Select SSID: |Rout AP - LevelOne 2.4G ﬂ Save | Save & Apply | Reset |
Encryption: WEP v
802.1x
O

Authentication:

Authentication: U 0Open System ) Shared Key ® Auto

Key Length: |64-bit v
Key Format: |He>< (10 characters) | v |

Encry ptit]ﬂ Key: |*$***$****

6. Click OK button.
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OK

it WEP is turn an WP32.0 will be disabled

Cancel

7. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...

WEP + Use 802.1x Authentication

WEP aims to provide security by encrypting data over radio
waves so that it is protected as it is transmitted from one end

point to another. However, it has been found that WEP is not as
secure as once believed.

1.
2.
3.
4
5.

This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption Keys could prevent any

unauthorized access to your wireless network.

From the Encryption drop-down list, select WEP setting.
Check the option of Use 802.1x Authentication.
Click on the ratio of WEP 64bits or WEP 128bits.

Enter the Port, IP Address and Password of RADIUS
Server:

Click Save & Apply button.

Save & Apply

Reset

Select SSID: |Root AP - LevelOne 2.4G| v | Save |
Encryption: WEP v
802.1x ]
Authentication:
Authentication: O open System O Shared Key ® Auto

Key Length: ®) 64 Bits () 128 Bits

RADIUS Server IP Address:

RADIUS Server Port: 1812

RADIUS Server Password: |

6. Click OK button.
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it WEP is turn an WP32.0 will be disabled

Ok Cancel

7. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...
WPA2/WPA Mixed + Personal (Pre-Shared Key)

Wi-Fi Protected Access (WPA and WPA?2) is a class of systems
to secure wireless (Wi-Fi)

computer networks. WPA is designed to work with all wireless
network interface cards, but not necessarily with first generation
wireless access points. WPA2 implements the full standard, but
will not work with some older network cards. Both provide good
security, with two significant issues:

e Either WPA or WPA2 must be enabled and chosen in
preference to WEP. WEP is usually presented as the first
security choice in most installation instructions.

¢ Inthe "Personal" mode, the most likely choice for homes
and small offices, a pass phrase is required that, for full
security, must be longer than the typical 6 to 8 character
passwords users are taught to employ.

1. From the Encryption drop-down list, select WPA2 or WPA

Mixed setting.
Encryption: WPAZ »
Encryption: WRA-Mixed W

2. Click on the ratio of Personal (Pre-Shared Key).
WPA Authentication Mode: O Enterprise (RADIUSY @ Personal (Pre-Shared Key)

3. Check the option of TKIP and/or AES in WPA2 Cipher Suite
if your Encryption is WPA2:

WPA2 Cipher Suite: TKIP ¥ aES

4. Check the option of TKIP and/or AES in WPA2 Cipher Suite
if your Encryption is WPA Mixed:

WPA Cipher Suite: TKIP AES
WPAZ2 Cipher Suite: TKIF AES
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5. From the Pre-Shared Key Format drop-down list, select
Passphrase or Hex (64 characters) setting.

Pre-Shared Key Format: FPassphrase e
Pre-Shared Key Format: Hex {64 characters)
6. Enter the Pre-Shared Key depending on selected

Passphrase or Hex (64 characters).

Pre-Shared Key: 0123456789

7. Click on Save & Apply button to confirm and return.

apply Changes

8. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...

WPA2/WPA Mixed + Enterprise (RADIUS)

Wi-Fi Protected Access (WPA and WPA2) is a class of systems
to secure wireless (Wi-Fi) computer networks. WPA is designed
to work with all wireless network interface cards, but not
necessarily with first generation wireless access points. WPA2
implements the full standard, but will not work with some older
network cards. Both provide good security, with two significant
issues:

e Either WPA or WPA2 must be enabled and chosen in
preference to WEP. WEP is usually presented as the first
security choice in most installation instructions.

¢ Inthe "Personal" mode, the most likely choice for homes
and small offices, a pass phrase is required that, for full
security, must be longer than the typical 6 to 8 character
passwords users are taught to employ.

1. From the Encryption drop-down list, select WPA2 or WPA

Mixed setting.
Encryption: WRAZ w
Encryption: WRA-Mixed W

2. Click on the ratio of Enterprise (RADIUS).
WPA Authentication Mode: @ Enterprise (RaDIUSY O Personal (Pre-Shared Key)

3. Check the option of TKIP and/or AES in WPA2 Cipher Suite
if your Encryption is WPA2:
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WPAZ Cipher Suite: TKIP [ aES

4. Check the option of TKIP and/or AES in WPA/WPA2
Cipher Suite if your Encryption is WPA Mixed:

WPA Cipher Suite: TKIF AES
WPAZ2 Cipher Suite: TKIP AES

5. Enter the Port, IP Address and Password of RADIUS
Server:

RADIUS Server IP Address: |
RADIUS Server Port: 1812
RADIUS Server Password: |

6. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...

Access Control

For security reason, using MAC ACL's (MAC Address Access
List) creates another level of difficulty to hacking a network. A
MAC ACL is created and distributed to AP so that only
authorized NIC's can connect to the network. While MAC
address spoofing is a proven means to hacking a network this
can be used in conjunction with additional security measures to
increase the level of complexity of the network security
decreasing the chance of a breach.

MAC addresses can be add/delete/edit from the ACL list
depending on the MAC Access Palicy.

If you choose 'Allowed Listed', only those clients whose wireless
MAC addresses are in the access control list will be able to
connect to your Access Point. When 'Deny Listed' is selected,
these wireless clients on the list will not be able to connect the
Access Point. To access the Wireless Network Access Control
page:

7. From the head menu, click on Wlan2.

m WLAN1 ‘ WLANZ ‘ TCP/IP “ FIREWALL MANAGEMENT
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8. From the left-hand menu, click on Access Control. The

following page is displayed:

If you choose 'Allowed Listed', only those clients whose wireless MAC
addresses are in the access control list will be able to connect to your
Access Point. When 'Deny Listed' is selected, these wireless clients on
the list will not be able to connect the Access Point.

Wireless Access Control Mode: | Disable e

MAC Address: |

Save | Save & Apply

Comment: |

| Reset

Current Access Control List:

MAC Address

Comment Select

Delete Selected | Delete Al | Reset |

Allow Listed

If you choose 'Allowed Listed', only those clients whose wireless
MAC addresses are in the access control list will be able to
connect to your Access Point.

1. From the Wireless Access Control Mode drop-down list,
select Allowed Listed setting.

2. Enter the MAC Address.

3. Enter the Comment.

4. Click Save & Apply button.

Wireless Access Control Mode: | Allow Listed |«

5

MAC Address: |001122334455 Comment: |001122334455

Save | Save & Apply | Reset

. Click OK button.
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Microsoft Internet Explorer E|

::?r/ if &CL allow lisk turn on ; MPSZ.0 will be disabled
e

[ 0] 4 ] [ Cancel

6. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...

7. The MAC Address that you created has been added in the
Current Access Control List.

Current Access Control List:

MALC Address Comment Select
00:11:22:33:44:55 Testl B
Delete Selected Delete all | Reset |
Deny Listed

When 'Deny Listed' is selected, these wireless clients on the list
will not be able to connect the Access Point.

1. From the Wireless Access Control Mode drop-down list,
select Deny Listed setting.

2. Enter the MAC Address.

3. Enter the Comment.

4. Click Save & Apply button.

Wireless Access Control Mode: | Allow Listed |«

MAC Address: |001122334455 Comment: |001122334455

Save I Save & Apply I Reset I

5. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...
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6. The MAC Address that you created has been added in the
Current Access Control List.

Current Access Control List:

MAL Address Comment Select
00:11:22:33:44:55 Testl B
Delete Selected Delete all | Reset |
WDS settings

Wireless Distribution System uses wireless media to
communicate with other APs, like the Ethernet does. To do this,
you must set these APs in the same channel and set MAC
address of other APs which you want to communicate with in
the table and then enable the WDS. To access the Wireless
Network WDS settings page:

7. From the head menu, click on Wlan2.

SETUP WLAN1 ‘ WLAMZ ‘ TCP/IP FIREWALL MANAGEMEMNT

8. From the left-hand menu, click on WDS settings. The
following page is displayed:

Wireless Distribution System uses wireless media to communicate with other APs, like
the Ethernet does. To do this, you must set these APs in the same channel and set
MAC address of other APs which you want to communicate with in the table and then
enable the WDS.

Enable WDS
MAC I
Address:

E:Z: I Auto

Comment:|

Save | Save & Apply | Reset | Set Security | Show Statistics |

Current WDS AP List:
MAC Address Tx Rate (Mbps) Comment Select

Delete Selected I Delete Al I Reset I
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Configure WDS (Wireless Distribution System) only

1. From the head menu, click on Wlan2.

SETUP WLAN1 ‘ WLANZ ‘ TCP/IP “ FIREWALL MANAGEMENT

2. From the left-hand menu, click on Basic Settings.

3. From the Mode drop-down list, select WDS.

4. From the Channel Number drop-down list, select a Channel.
5. Click Save & Apply button.
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This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Foint. Here you may change wireless encryption setfings as
well as wireless network parameters.

[ pisable Wireless LAN Interface
Band: | 2.4 GHz (B+G+HY) |+

Mode: | WDS » MultipleAP |

Network Type: I Infrastructure

SSID: ILEI.rEIDne 2.4G add to Profile |

Channel Width: |40MHz |-
Control

sidehand: [Upper [
Channel

J I 11 o
Number:

Bm?mﬂ IEnaI:uIeu:I o
WMM: I Enabled
Data Rate: |Aut:u e

!

TX restrict: ||:| Mbps (0:no restrict)
RX restrict: ||:| Mbps (0:no restrict)
Associated

Show Active Clients |

Clients:
Enable Mac Clone (Single Ethernet Client)

Enable Universal Repeater Mode (Acting as AP and
client simultaneouly)

SSID of Extended Interface: |RTx 110 AP RPT1 Add to Profile |

Save Save & Apply Reset

6. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turnh off or reboot the Device during this time.

Please wait 19 seconds ...
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7. From the head menu, click on Wlan2.

SETUP WLAN1 ‘ WLANZ ‘ TCP/IP “ FIREWALL MANAGEMENT

8. From the left-hand menu, click on WDS settings.
9. Check on the option Enable WDS.
10. Click the Set Security.

WDS Settingé -wlan2

Wireless Distribution System uses wireless media to communicate with other APs, like
the Ethernet does. To do this, you must set these APs in the same channel and set
MAC address of other APs which you want to communicate with in the table and then
enable the WDS.

Enable WDS
MAC
Address

Data I—
Rate: Auto hd

Comment:|001122334455

_ |oD1122334455

Save | Save & Apply | Feset | Set Security | Show Statistics |

Current WDS AP List:
MAC Address Tx Rate (Mbps) Comment Select

Delete Selected | Delete Al | Reset |
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11. This page allows you setup the wireless security for WDS.
When enabled, you must make sure each WDS device has

adopted the same encryption algorithm and Key.

12. Configure each field with the Encryption that you selected.

13. Click Save & Apply button.

This page allows you setup the wireless security for WDS. When enabled, you must

make sure each WDS device has adopted the same encryption algorithm and Key.

Encryption: | Mone e

WEP Key Format: | ASCII (5 characters)
WEP Key: |

Pre-Shared Key —
Format: | Passphrase

Pre-Shared Key: |

Save | Sawve & Apply | Feset |

14. Change setting successfully! Please wait 20 seconds...

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...
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15. From the head menu, click on Wlan2.

SETUP WLAN1 ‘ WLANZ ‘ TCP/IP “ FIREWALL MANAGEMENT

16. From the left-hand menu, click on WDS settings.
17. Check on the option Enable WDS.

18. Enter the MAC Address.

19. Enter the Comment.

20. Click the Save & Apply.

Wireless Distribution System uses wireless media to communicate with
other APs, like the Ethernet does. To do this, you must set these APs in
the same channel and set MAC address of other APs which you want to
communicate with in the table and then enable the WDS.

Enable WDS
MAC
Address

Data I—
Rate: Auto W

Comment:|001122334455

Save | Save & Apply | Reset | Set Security |
Show Statistics |

Current WDS AP List:
MAC Address Tx Rate (Mbps) Comment Select

_ |on1122334455

Delete Selected | Delete Al | Reset |

21. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...

165



22. From the head menu, click on Wlan2.

SETUP WLAN1 ‘ WLANZ ‘ TCP/IP “ FIREWALL MANAGEMENT

23. From the left-hand menu, click on WDS settings.

24. The MAC Address that you created has been added in the
Current Access Control List.

Current WDS AP List:

MAC Address Tz Rate (Mbps) Comment Select
00:11:22:33:44:55 Auta 001122334435 [
Delete Selected Delete All | Feset |
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Configure AP (Access Point) + WDS (Wireless Distribution
System)

1. From the head menu, click on Wlan2.

SETUP WLAN1 ‘ WLANZ ‘ TCP/IP “ FIREWALL MANAGEMENT

2. From the left-hand menu, click on Basic Settings.

3. From the Mode drop-down list, select AP+WDS.

4. Enter SSID for example AP_2.4G.

5. From the Channel Number drop-down list, select a Channel.
6. Click Save & Apply button.

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. Here you may change wireless encryption settings as
well as wireless network parameters.

[ Disable Wireless LAN Interface

Band: | 2.4 GHz (B4GHY) |+

Mode: [ap+wos [ MultipleAP |

Network Type: |Infrastructure

SSID: |LevelOne 2.4G Add to Profile_|
Channel Width: [4omHz |«

Control

sideband: [Upper T
Channel T
Number: —

Bmfcast I Enabled |«

WHMM: I Enabled
Data Rate: |.ﬁ.um w

TX restrict: |D Mbps (0:no restrict)
RX restrict: |D Mbps (0:no restrict)
Associated

Show Active Clients |

Clients:
Enable Mac Clone (Single Ethernet Client)

[] Enable Universal Repeater Mode (Acting as AP and
client simultaneouly)

of Extended Interface: |RTH 110 AP RPT1 Add to Profile_|
Save Save & Apply Reset I
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7. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...

8. From the head menu, click on Wlan2.

SETUP WLAN1 ‘ WLANZ ‘ TCP/IP “ FIREWALL MANAGEMENT

9. From the left-hand menu, click on WDS settings.
10. Check on the option Enable WDS.
11. Click the Set Security.

Wireless Distribution System uses wireless media to communicate with
other APs, like the Ethernet does. To do this, you must set these APs in
the same channel and set MAC address of other APs which you want to
communicate with in the table and then enable the WDS.

Enable WDS

MAC I
Address:

Data I—
Rate: Auto d
Comment:|

Save | Save & Apply | Reset | Set Security |
Show Statistics |

Current WDS AP List:
MAC Address Tx Rate (Mbps) Comment Select

Delete Selected I Delete Al I Reset I
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12. This page allows you setup the wireless security for WDS.
When enabled, you must make sure each WDS device has
adopted the same encryption algorithm and Key.

13. Configure each field with the Encryption that you selected.
14. Click Save & Apply button.

This page allows you setup the wireless security for WDS. When
enabled, you must make sure each WDS device has adopted the same
encryption algorithm and Key.

Encryption: Mone
WEP Key Format: VWPAZ (AES rs)
WEP Key: |

Eﬂrﬁ;zllarm Key |F'assphrase

Pre-Shared Key: |

Save | Save & Apply | Feset |

15. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...
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16. From the head menu, click on Wlan2.

SETUP WLAN1 ‘ WLANZ ‘ TCP/IP “ FIREWALL MANAGEMENT

17. From the left-hand menu, click on WDS settings.
18. Check on the option Enable WDS.

19. Enter the MAC Address.

20. Enter the Comment.

21. Click the Save & Apply.

Wireless Distribution System uses wireless media to communicate with
other APs, like the Ethernet does. To do this, you must set these APs in
the same channel and set MAC address of other APs which you want to
communicate with in the table and then enable the WDS.

Enable WDS
MAC
Address

Data I—
Rate: Auto W

Comment:|001122334455

Save | Save & Apply | Reset | Set Security |
Show Statistics |

Current WDS AP List:
MAC Address Tx Rate (Mbps) Comment Select

_ |on1122334455

Delete Selected | Delete Al | Reset |

22. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turnh off or reboot the Device during this time.

Please wait 19 seconds ...
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23. From the head menu, click on Wlan2.

SETUP WLAN1 ‘ WLANZ ‘ TCP/IP “ FIREWALL MANAGEMENT

24. From the left-hand menu, click on WDS settings.

25. The MAC Address that you created has been added in the
Current Access Control List.

Current WDS AP List:

MAC Address Tz Rate (Mbps) Comment Select
00:11:22:33:44:55 Auta 001122334435 [
Delete Selected Delete All | Feset |
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Site Survey

This page provides tool to scan the wireless network. If any
Access Point or IBSS is found, you could choose to connect it
manually when client mode is enabled. To access the Wireless
Network WDS settings page:

1. From the head menu, click on Wlan2.

SETUP WLAN1 ‘ WLANZ ‘ TCR/IP “ FIREWALL MANAGEMENT

2. From the left-hand menu, click on Site Survey. The
following page is displayed:

Wireless Site Survey -wlan2

This page provides tool to scan the wireless network. If any Access Point or IBSS is
found, you could choose to connect it manually when client mode is enabled.

Site Survey |

| SSID | |Ch.a nnel | Type |Encrv,rpt | Signal
| None | | | | |
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Configure Wireless ISP + Wireless client + Site Survey
1. From the head menu, click on SETUP.

SETUP WLAN1 ‘ WLANZ ‘ TCP/IP “ FIREWALL MANAGEMENT

2. From the left-hand Operation Mode menu, click on Wireless
ISP Settings.

3. Config WAN Interface.
4. Click Save & Apply button.

You can setup different modes to LAN and WLAN interface for MAT and bridging function

® Gateway: In this mode, the device is supposed to connect to internet via
ADSLfCable Modem. The MAT is enabled and PCs in LAN ports
share the same IP to ISF through VWAN port. The connection type
can be setup in WAN page by using PFPOE, DHCF client, PFTP
client , L2ZTF client or static IP.

O Bridge: In this mode, all ethernet ports and wireless interface are bridged
together and MAT function is disabled. All the WAN related
function and firewall are not supported.

) Wireless 15p- In this mode, all ethernet ports are bridged together and the
wireless client will connect to ISP access point. The NAT is
enabled and PCs in ethernet ports share the same IF to ISP
through wireless LAN. You can connect to the ISP AP in
Site-Survey page. The connection type can be setup in WAN page
by using PPPOE, DHCF client, PFTF client , L2TP client or static IP.

WAHN Interface : leanl

Save Save & Apply | Reset |

5. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...

6. From the head menu, click on WANZ2.

SETUP WLAN1 ‘ WLANZ ‘ TCP/IP “ FIREWALL MANAGEMENT

7. From the left-hand menu, click on Basic Settings.
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This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Foint. Here you may change wireless encryption settings as
well as wireless network parameters.

10.

From the Mode drop-down list, select Client.
Enter SSID of the AP that you want to connect to for

example AP_2.4G. If you don’t know what the SSID of the

AP that you want to connect to, please skip this step.
Click Save & Apply button.

[ pisable Wireless LAN Interface
| 2.4 GHz (B+G+N) |+

Band:

Mode:

Network Type:
S51ID:

Channel Width:

Control
Sideband:

Channel
Number:

Broadcast
S51D:

WMM:

Data Rate:
TX restrict:
RX restrict:

Associated
Clients:

[] Enable Mac Clone (Single Ethernet Client)
Enable Universal Repeater Mode (Acting as AP and

I Client e

| Infrastructure

Multiple &P |

| LevelOne 2.4G

I 40MHz
I Upper
I 11

I Enabled |«

I Enabled
I Auto L

||:| Mbps (0:no restrict)
||:| Mbps (0:no restrict)

Show Active Clients |

client simultaneouly)

SSID of Extended Interface: |RTx 1in AP RPT1

Add to Profile I

[] Enable Wireless Profile
Wireless Profile List:

Delete Selected I Deleteal I
Save Save & Apply I Reset I

Encrypt

Select

Add to Profile I
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11. Please wait 20 seconds ...
Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...

12. From the head menu, click on WAN2.

SETUP WLAN1 ‘ WLANZ ‘ TCP/IP “ FIREWALL MANAGEMENT

13. From the left-hand menu, click on Site Survey.
14. Click Site Survey button.

Wireless Site Survey -wlan2

This page provides tool to scan the wireless network. If any Access Point or IBSS is
found, you could choose to connect it manually when client mode is enabled.

Site Survey |

| SS10 | |Cha nnel | Type |Encrv,|r|:|t | Signal
| None | | | | |
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15. Now you could see the APs that scanned by the Wireless
Gateway were listed below.

16. Click on the ratio of AP’s SSID under the item Select that
you want the Wireless Gateway to connect to.

17. Click Next button.

This page provides tool to scan the wireless network. If any Access Point or IBSS is found, you
could choose to connect it manually when client mode is enabled.

Site Survey |

| SSID | [Channel [Type | Encrypt |signal [Select
Front AP b4:75:0e:27:82:eq [B+é+N]‘ AP ‘ no ‘ 56 ‘ (O]

Mext=>> |

18. Click Connect button.

This page provides tool to scan the wireless network. If any Access Point or IBSS is found, you
could choose to connect it manually when client mode is enabled.

Encryption: | Mone w

<<Back | Cu:unneu:tl

19. Please wait...

This page provides tool to scan the wireless network, If any Access Point or IBSS is found, you could choose
to connect it manually when client mode is enabled.

Fleaze wait...

20. Check on Add to Wireless Profile.
21. Click Reboot Now button.

Connect successfully!?
[] Add to wireless Profile

Reboot Mow I Reboot Later I
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22. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...

177



WPS

This page allows you to change the setting for WPS (Wi-Fi
Protected Setup). Using this feature could let your wireless
client automatically synchronize its setting and connect to the
Access Point in a minute without any hassle. To access the
Wireless Network WPS page:

1. From the head menu, click on WAN2.
m WLANL ‘ WLAN2 ‘ TCP/IP “ FIREWALL MAMAGEMENT

2. From the left-hand menu, click on WPS. The following page
is displayed:

This page allows you to change the setting for WPS (Wi-Fi Protected Setup). Using this feature
could let your wireless client automically syncronize its setting and connect to the Access Point in a
minute without any hassle.

[0 Disable WPS

Apply Changes | Reset |
Auto-lock-down state:
unlocked Unlodk I
Self-PIN Number: 63538205
Assign Mac of Registrar: |
PIN Configuration: Assign SSID of Registrar: |

Start PIN I

Push Button Configuration: Start PBC |

STOP WSC Stop W5C |

Field Description

Disable WPS Checking this box and clicking “Save & Apply” will disable Wi-Fi
Protected Setup. WPS is turned on by default.

WPS Status When AP’s settings are factory default (out of box), it is set to open
security and un-configured state. It will be displayed by “WPS
Status”. If it already shows “Configured”, some registrars such as
Vista WCN will not configure AP. Users will need to go to the
“Save/Reload Settings” page and click “Reset” to reload factory
default settings.

Self-PIN Number “Self-PIN Number” is AP’s PIN. Whenever users want to change
AP’s PIN, they could click “Regenerate PIN” and then click “ Save &
Apply”. Moreover, if users want to make their own PIN, they could
enter four digit PIN without checksum and then click “ Save &
Apply”. However, this would not be recommended since the
registrar side needs to be supported with four digit PIN.

178



Field

Description

Push Button
Configuration

Clicking this button will invoke the PBC method of WPS. It is only
used when AP acts as a registrar.

Save & Apply Whenever users want to enable/disable WPS or change AP’s PIN,
they need to apply this button to commit changes.
Reset It restores the original values of “Self-PIN Number” and “Client PIN

Number”.

Client PIN Number

It is only used when users want their station to join AP’s network.
The length of PIN is limited to four or eight numeric digits. If users
enter eight digit PIN with checksum error, there will be a warning
message popping up.

If users insist on this PIN, AP will take it.

Introduction of WPS

Although home Wi-Fi networks have become more and more
popular, users still have trouble with the initial set up of network.
This obstacle forces users to use the open security and
increases the risk of eavesdropping. Therefore, WPS is
designed to ease set up of security-enabled Wi-Fi networks and
subsequently network management (Wi-Fi Protected Setup
Specification 1.0h.pdf, p. 8).

The largest difference between WPS-enabled devices and
legacy devices is that users do not need the knowledge about
SSID, channel and security settings, but they could still surfin a
security-enabled Wi-Fi network. For examples, in the initial
network set up, if users want to use the PIN configuration, the
only thing they need to do is entering the device PIN into
registrar, starting the PIN method on that device and simply wait
until the device joins the network. After the PIN method is
started on both sides, a registration protocol will be initiated
between the registrar and the enrollee. Typically, a registrar
could be an access point or other device that is capable of
managing the network. An enrollee could be an access point or
a station that will join the network. After the registration protocol
has been done, the enrollee will receive SSID and security
settings from the registrar and then join the network. In other
words; if a station attempts to join a network managed by an
access point with built-in internal registrar, users will need to
enter station’s PIN into the web page of that access point. If the
device PIN is correct and valid and users start PIN on station,
the access point and the station will automatically exchange the
encrypted information of the network settings under the
management of AP’s internal registrar. The station then uses
this information to perform authentication algorithm, join the
secure network, and transmit data with the encryption algorithm.
More details will be demonstrated in the following sections.

Supported WPS features

Currently, Wireless Gateway supports WPS features for AP
mode, AP+WDS mode, Infrastructure-Client mode, and the
wireless root interface of Universal Repeater mode.
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Other modes such as WDS mode, Infrastructure-Adhoc
mode, and the wireless virtual interface of Universal
Repeater mode are not implemented with WPS features.

If those unsupported modes are enforced by users, WPS
will be disabled. Under the configuration of every WPS-
supported mode, Wireless Gateway has Push Button method
and PIN method. For each method, Wireless Gateway offers
different security levels included in network credential, such as
open security, WEP 64 bits, WEP 128 bits, WPA-Personal TKIP,
WPA-Personal AES, WPA2-Personal TKIP, and WPA2-
Personal AES. Users could choose either one of the methods at
their convenience.

AP mode

For AP mode, Wireless Gateway supports three roles, registrar,
proxy, and enrollee in registration protocol. At different
scenarios, Wireless Gateway will automatically switch to an
appropriate role depending on the other device’s role or a
specific configuration.

AP as Enrollee

If users know AP’s PIN and enter it into external registrar, the
external registrar will configure AP with a new wireless profile
such as new SSID and new security settings. The external
registrar does this job either utilizing the in-band EAP (wireless)
or out-of-band UPnP (Ethernet). During the WPS handshake, a
wireless profile is encrypted and transmitted to AP. If the
handshake is successfully done, AP will be re-initialized with the
new wireless profile and wait for legacy stations or WPS
stations to join its network.

AP as Registrar

Wireless Gateway also has a built-in internal registrar.
Whenever users enter station’s PIN into AP’s webpage, click
“Start PBC”, or push the physical button, AP will switch to
registrar automatically. If users apply the same method on
station side and the WPS handshake is successfully done,
SSID and security settings will be transmitted to that station
without the risk of eavesdropping. And then the station will
associate with AP in a security-enabled network.

AP as Proxy

At this state, AP is transparent to users. If users want to
configure a station or any device that is capable of being an
enrollee, they have to enter device’s PIN into an external
registrar and choose an appropriate wireless profile. After the
PIN is entered, the external registrar will inform AP this event.
AP then conveys the encrypted wireless profile between the
device and the external registrar. Finally, the device will use the
wireless profile and associate with AP. However, the device
may connect to other APs if the wireless profile does not belong
to the proxy AP. Users must carefully choose the wireless
profile or create a wireless profile on an external registrar.
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Infrastructure-Client mode

In Infrastructure-Client mode, Wireless Gateway only supports
enrollee’s role. If users click “Start PIN”, click “Start PBC”, or
press the physical button on Wireless Gateway, it will start to
seek WPS AP. Once users apply the same method on registrar
side, Wireless Gateway will receive the wireless profile upon
successfully doing the registration protocol. Then Wireless
Gateway will associate with an AP.

Instructions of AP’s and Client’s operations

At this state, AP is transparent to users. If users want to
configure a station or any device that is capable of being an
enrollee, they have to enter device’s PIN into an external
registrar and choose an appropriate wireless profile. After the
PIN is entered, the external registrar will inform AP this event.
AP then conveys the encrypted wireless profile between the
device and the external registrar. Finally, the device will use the
wireless profile and associate with AP. However, the device
may connect to other APs if the wireless profile does not belong
to the proxy AP. Users must carefully choose the wireless
profile or create a wireless profile on an external registrar.
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Wireless Basic Settings -wlan2

This page is used to configure the parameters for wireless LAN clients which may connect to
your Access Point. Here you may change wireless encryption settings as well as wireless

Wireless Basic Settings - wlan1 page

Users need to make sure the “Broadcast SSID” file is set to
“Enabled”. Otherwise, it might prevent WPS from working

properly.

network parameters.

[J pisable Wireless LAN Interface

Band:

Mode:
Network Type:
SSID:

Channel Width:

Control
Sideband:
Channel
Number:

Broadcast
SSID:

WMM:

Data Rate:

TX restrict:
RX restrict:

Associated
Clients:

| 2.4 GHz (B+G+N) v

MultipleAP I

|0 Mbps (0:no restrict)
lo Mbps (0:no restrict)

Show Active Clients I

Enable Mac Clone (Single Ethernet Client)

[J Enable Universal Repeater Mode (Acting as AP and

client simultaneouly)
SSID of Extended Interface: |[R7K 11n AP RFTI

Save ] Save & Apply ] Reset ]

Add to Profile I

Add to Profile |
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Operations of AP - AP being an enrollee

In this case, AP will be configured by any registrar either
through in-band EAP or UPnP. Here, users do not need to do
any action on AP side. They just need AP’s device PIN and
enter it into registrar. An example from Vista WCN will be given.

1. From the head menu, click on WAN2.

SETUP WLAN1 ‘ WLANZ ‘ TCR/IP “ FIREWALL MANAGEMENT

2. From the left-hand menu, click on WPS. The following page
is displayed:

3. Make sure AP is in un-configured state.

This page allows you to change the setting for WPS (Wi-Fi Protected Setup). Using this feature
could let your wireless client automically syncronize its setting and connect to the Access Point in a
minute without any hassle.

[0 Disable WPS

Apply Changes | Reset |
Auto-lock-down state:
unlocked Unlodk |
Self-PIN Number: 63538205
Assign Mac of Registrar: |
PIN Configuration: Assign of Registrar: |

Start PIM I

Push Button Configuration: Start PBC |

STOP WSC Stop W5C I
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Plug the Ethernet cable into AP’s LAN port and make sure
the IP connection is valid with Vista.

Make sure WCN is enabled. Users may need to enable it at
the first time. They could open the “Control Panel”, click
“Classic View", open “Administrative Tools”, double click
“Services”, ”, a User Account Control pop up and click
“Continue®, edit properties of “Windows Connect Now”,

choose the “Startup type” with “Automatic” and click “Start”.

r-

Windows Connect Now - Config Registrar Properties (Local Compu... [#£3]

General | Log On I Recovery Dependencies|

Service name: WCNCEVC

Diisplay name: Windows Connect Mow - Config Reqistrar

Descriction: Aot as a Reaqistrar, issues network credential to -
Pt Errcllee. If this service is disabled, the Windows

Path to executable:
CWindows'\System 32 svchost exe & LocalService

Startup type: Automatic N

Help me configure service startup options.

Service status: Started

fou can specify the start parameters that apply when you start the service
from here.

(%)
[41]

oK || Cancel || Apply |

-
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6. If the previous steps are done, open Windows Explorer. Go
to the Network section.

7. Click on “Network discovery and file sharing are turned off.

Network computers and devices are not visible. Click to
Change...”

[F=N ECR(ExS

vl‘f”Sean:h Pl

kcand Sharing Center st Add a printer

=

MNetwork discovery and file sharing are turned off. Metwork computers and devices are not visible, Click to change...

Favorite Links Name Category
[El Documents

E Pictures
@ Music

More »

orkgroup Metwork location

Folders hd

Bl Desktop
B kmisG Pre

. Public
L=l Computer
=5 Floppy Disk Drive
&, Local Disk (C)
—w Local Disk (3

22 DVD/CDJAV Drive
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8. Click on “Turn on network discovery and file sharing®

%v‘f » Metwork

Metwork discovery and file sharing are turned off. Network computers and devices are not visible, Click to change... X

Favorite Links
E. Documents
E; Pictures
[;h Music

IMore »

Folders hd

B Desktop
Bl kmi15G Pro
.. Public
1% Computer
=u Floppy Disk Drive (A
&, Local Disk (C3)
w Local Disk (D2}
) DVD/CD-RW Drive (
L Network

Control Panel

2] Recycle Bin

By Organize ~ o= Views

=
Mame

'ﬁ' Turn on network discovery and file sharing

Help about network discovery

Open Metwork and Sharing Center
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9. Click on “No, make the network that | am connected to a
private network*

72 Metwork discovery and file sharing

-23 Do you want to turn on network discovery and file sharing for all
7 public networks?

What is network discoveny?

2 No, make the network that I am connected to a private network
Metwork discovery and file sharing will be turned on for private networks, such as
these in homes and workplaces.

< Yes, turn on network discovery and file sharing for all public
networks
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10. AP’s icon will show up. Double click on it.

SloEs
@@v@ b Network »

Organize

sharing Center 3 dd'a printer

Erantcllinks Name Category Workgroup Metwork location

[E Documents *{ DELLINSPIRON-PC w CODENAME-DELL
E| Pictures o =
& Music -

1 ] Realtek Wireless AP

More =

Folders hd

B Desktop
DELL inspiron 530
1. Public
iLS Computer
£, Local Disk (C3)
<2 DVD Drive (D:) AD
E Network
=] Control Panel

e

Recycle Bin

ERWXBO01-00

nu
1. Autorun_std_RES4LK
¥
| HyperSnap-DX6.21,

Realtek Wireless AP

Categories: Metwork Infrastructure
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11. Users could also Click “Add a wireless device” if the icon is
not there. Click “next”.

- | ‘f| | Search

cand Sharing Center oy Add 3 printer

W Addawi

Favorite Links

EI Documents @ Add a wireless device to the network
B Pictures

B’ Music

Choose the device you want ig#dd

More »
Eolders v This list contains devices thajere detected on your network but are not configured.
= Desktop T
m DELL inspiron 530 Realtek Wireless AP Access Point
™ -
1. Public

il Computer
&, Local Disk (C)
2 DVD Drive (D:) AD)
E Metwork
Control Panel
Recycle Bin
| Autorun_std_RES4LI

|| ERWXB01-00
|7 1 1 H I 1
| HyperSnap-DX.6.21 o I want to add a wireless device or computer that is not on the list, using 2
M USE flash drive
[ Net || cancel
—— Realtek Wire

Categories: Network Infrastructure
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12. Enter AP’s Self-PIN Number and click “next”.

N Configure a WCN device

Type the FIN for the selected device

To configure this device for use on your network, type the PIN. You can find the PIM in the
infarmation that came with the device or on a sticker on the device,

PIM:
12345670

Display characters

[ Mext JI Cancel
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13. Choose a name that people who connect to your network
will recognize.

[=] & ]
@ Configure a WCN device
Give your network a name

Choose a name that people who connect to your network will recognize

Metwork name (5510):
KM1B8GPRO-PC_Metwork

You can type up to 32 letters or numbers,

Mext ]I Cancel
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14. Enter the Passphrase and then click Next.

@ Configure a WCN device

Help make your network more secure with a passphrase

Windows will use the passphrase provided below to generate a WPA security key for you. The first

time that people connect to this network, they will need the passphrase.

Passphrase:

81234567

The passphrase must be at least 8 characters and cannot begin or end with a space,
Display characters

Create a different passphraze for me

Show advanced network security options

[ I Next ][ Cancel

192




15. A User Account Control screen pops up, click Continue.
16. AP is successfully configured by WCN.

i\-;_./‘ Configure a WCN device

Configured the selected device for the network
If this can be used wirelessly, you can disconnect the cable,

Teo use this with other network computers, you might need to install the appropriate drivers first.,

A =

Close
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17. Finally, AP will become configured (see WPS Status). The
authentication algorithm, encryption algorithm, and key
assigned by WCN will be displayed below “Current Key
Info”.

This page allows you to change the setting for WPS (Wi-Fi Protected Setup). Using this
feature could let your wireless client automically syncronize its setting and connect to
the Access Point in a minute without any hassle.

[0 Disable WPS

Apply Changes | Reset |
WPS Status: Configured UnConfigured
Feset to UnConfigured |
Auto-lock-down state:
unlocked Unlodk |
Self-PIN NHumber: 63538205

Push Button Configuration: Start FBC |
STOP WSC Stop WSC |
Client PIN Number: | Start PIN |

Current Key Info:
|Authenﬁcaﬁun |Encr',|r|:|ﬁun |I(e',|r
[WPA2-Mixed PSK [TKIP+AES 01234567
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18. The SSID field of Wireless Basic Settings page will also be
modified with the value assigned by WCN.

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. Here you may change wireless encryption settings as
well as wireless network parameters.

[ pisable Wireless LAN Interface
Band: | 2.4 GHz (B+G+) |+

Mode: AP e Multiple AP I

Network Type: | Infrastructure

S51ID: |KZI'~'118GPRG-PC_Netwnrk] Add to Profile |
Channel Width: |4|:|MHz v

Control
sideband: [Veper v
Channel

I 11 ~
Number:
Bm?mﬂ IEnaI:uIEd e

WMM: I Enabled
Data Rate: | Auto s

TX restrict: ||:| Mbps (0:no restrict)
RX restrict: ||:| Mbps (0:no restrict)
Associated -

Clients: Show Active Clients |

Enable Mac Clone (Single Ethernet Client)

[] Enable Universal Repeater Mode (Acting as AP and
client simultaneouly)

SSID of Extended Interface: |RTx 1in AP RPT1 Add to Profie_|

Save Save & Apply Reset
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19. The security settings on the Wireless Security Page will be
modified by WCN, too. The warning message will show up
if users try to modify the security settings. The reason is the
same as we explained in the previous section.

This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption Keys could prevent any
unauthorized access to your wireless network.

Select SSID: |Root AP - LevelOne 2.4G| v |

Encryption:
Authentication
Mode:

WPA Cipher Suite:
WPAZ2 Cipher Suite:

Pre-
Shared Key Format:

Pre-Shared Key:

Save | Save & Apply | Reset

IWF‘A-Mixed v

) Enterprise (RADIUS) (® Personal (Pre-Shared

Key)
TkIP M AES

TKIP MAES

Passphrase v

|.'..i.l'.l'.l..l

Operations of AP - AP being a registrar

AP mode

Whenever users enter station’s PIN into AP’s Wi-Fi Protected
Setup page and click “Start PIN”, AP will become a registrar.
Users must start the PIN method on the station side within two
minutes.
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1. From the head menu, click on WAN2.

m WLAN1 ‘ WLANZ TCP/IP “ FIREWALL MANAGEMENT

2. From the left-hand menu, click on WPS. The following page
is displayed:

3. Make sure AP is in un-configured state.

Enter the Client PIN Number.

5. Click Start PIN.

>

This page allows you to change the setting for WPS (Wi-Fi Protected Setup). Using this feature could let
your wireless client automically syncronize its setting and connect to the Access Point in a minute without
any hassle,

[ Disable WPS

| Apply Changes I Resetl

WPS Status: " Configured & UnConfigured

Auto-lock-down state: unlocked |
Self-PIN Number: 846715875

Push Button Configuration: Start PEC |

STOP WSLC Stop WSC
Client PIN Mumber: Stark PIM

197



6. Users must start the PIN method on the station side within
two minutes.

aApplied WPS PIN successfully!

¥You have to run Wi-Fi Protected Setup within 2 minutes.

ok |

7. Users must start the PIN method on the station side within
two minutes.

— ' Q 9]

Metwark Advanced Statistics WM, Whs Radio On/Off Abaut
WPS AP List

Rescan
Information
Pin Code

19953533  Renew

WPS Profile List Config Mode

Enrollee -

VolP_Wireless 00-ED-AC-81-86-D1

<
PBC

@ WPS Prabe IE WPS status is disconnected
[] Automatically select the AP

F |
Status == Disconnected Link Quality == 0%
Extra Info =» Signal strength 1 == 0%
Channel == Moise Strength == 0%

Authentication »»

Encryption ==

Metwork Type == Transmit
IP Address »» Link Speed ==
Sub Mask =>

Throughput =»
Default Gatemay ==

Receive

Link Speed =»

Throughput ==
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8. If the device PIN is correct and the WPS handshake is
successfully done on the station side, User's Wi-Fi
Protected status will be shown as below.

2 E—
-~ @ & @ @ 9

Praofile MNetwork Advanced Statistics WA WPS Radio On/Off About
WPS AP List

Rescan
Information
Pin Code

19953533  Henew

WPS Profile List Config Mode

) WPS693e0786d1 a Enrollee -

Detail

. s Connect
i Rotate
PIN [@ WPS Associate _ _ Disconnect
PBC [@ WPS Probe IE WPS status is connected successfully - WPS693e0786d1 Export Profile
[ Automatically select the AP Delete

ID : 00000 YolP_Wireless 00-ED-4C-81-86-D1 LA

Status »»  WPSA9320786d1 =--= 00-E0-4C-81-86-01
Extra Info == Link is Up [TxPower: 100%]
Channel == 11 «--= 2462 MHz
Authentication =»  WPAZ-PSK
Encryption ==  AES
Metwork Tyvpe ==  Infrastructure Transmit
IP &ddress == 10.0.0.102 Link Speed == 5.0 Mbps
Sub Mask == 2BE.0.0.0
Default Gateway == 10,0.0.2

Throughput == 3,456 Kbps

Receive
Link Speed »> 54,0 Mbps

Throughput ==21.960 Kbps
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9. If the device PIN is correct and the WPS handshake is
successfully done, AP’s Wi-Fi Protected Setup page will be
shown as below.

This page allows you to change the setting for WPS (Wi-Fi Protected Setup). Using this
feature could let your wireless client automically syncronize its setting and connect to
the Access Point in a minute without any hassle.

[0 Disable WPS

Apply Changes | Reset |
WPS Status: Configured UnConfigured
Feset to UnConfigured |
Auto-lock-down state:
Unlock
unlocked _Unlock |
Self-PIN Number: 63538205

Push Button Configuration: Start PBC |

STOP WSC Stop WSC |
Client PIN Humber: | Start PIM |

Current Key Info:
|Auther|.t'|caﬁun. |Encr',|rpﬁor|. |I{E',|r
[WPA2-Mixed PSK [TKIP+AES 01234567

Other pages such as Wireless Basic Settings page and

Wireless Security Setup page will also be updated appropriately
as described in previous sections. In this case, AP is in un-
configured state before the station initiates the WPS handshake.
According to the WPS spec, AP will create a wireless profile

with WPA2-mixed mode and a random-generated key upon
successfully doing the WPS handshake. However, AP will use
the original wireless profile and give it to the station if AP is
already in configured state. That means all settings of AP will

not change. Hence, all WPS related pages keep the same.
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Push Button method

Wireless Gateway supports a virtual button “Start PBC” on the
Wi-Fi Protected Setup page for Push Button method. If users
push a virtual button “Start PBC”, AP will initiate a WPS session
and wait for any station to join. At this moment, AP will detect
whether there is more than one station that starts the PBC
method. When multiple PBC sessions occur, users should try
PIN method.

After users push AP’s virtual button “Start PBC”, they must go to
station side to push its button within two minutes. If the WPS is
successfully done, AP will give its wireless profile to that station.
The station could use this profile to associate with AP,

1. From the head menu, click on WAN2.

m WLAN1 ‘ WLANZ ‘ TCP/IP “ FIREWALL MANAGEMENT

2. From the left-hand menu, click on WPS. The following page
is displayed:

3. Make sure AP is in un-configured state.

4. Click Start PBC.

This page allows you to change the setting for WPS (Wi-Fi Protected Setup). Using this
feature could let your wireless client automically syncronize its setting and connect to
the Access Point in @ minute without any hassle.

[0 Disable WPS

Apply Changes I Reset I
WPS Status: Configured UnConfigured
Reset to UnConfigured |
Auto-lock-down state:
unlocked Unlodk |
Self-PIN Number: 63538205

Push Button Configuration: Start PEC |

STOP WSsC Stop WSC |
Client PIN Number: | Start PIN |
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5. Users must start the PBC method on the station side within
two minutes.

Start PBC successfully!

¥You have to run Wi-Fi Protected Setup in dient within 2 minutes.

o |

6. Users must start the PBC method on the station side within
two minutes.

- @ &

Profile Metwork Advanced Statistics

WPS Radiao On/Off About
WPS AP List
Rescan
Information
Pin Code

19953533 Renew

WPS Profile List Config Mode

Enrollee -

YolP_Wireless 00-E0-4C-81-86-D1

< >

PIN [@ WPS Associate Progress = 0% Qi
@] WPS Probe IE WPS status is disconnected

[] Automatically select the AP
A
Status »»  Disconnected Link. Quality »= 0%
Extra Info =» Signal Strength 1 »= 0%
Channel >> Moise Strength == 0%

Authentication »»
Encryption ==
Metwork Type == Transmit,
IP dddress =» Link Speed ==
Sub hask =>

Throughput =»
Default Gateway =»

Receive

Link Speed ==

Throughput »»
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7. If the device PCB and the WPS handshake is successfully
done on the station side, User’s Wi-Fi Protected status will

be shown as below.

Planex wireless Utility

i

E]

B= £oh By
= - # S o 2
Profile MNetwark Advanced Statistics WA WPS Radio On/Off About
WPS AP List
Rescan
1D : Dx0000 VolP_Wireless 00-ED-4C-81-86-D1 11 Information
Pin Code
19953533 Renew
WPS Profile List Config Mode
) WPS5693e0786d1 e Enrollee hd
Detail
P 5 Connect
§ Rotate
PIN @ WPS Associate E— B oo
PBC @ WPS Probe IE WPS status is connected successfully - WPS693e0786d1 Export Profile
[ Automatically select the AP Delete
A
Status == WPSER3e07E6d1 <--= 00-EQ-4C-51-86-01
Extra Info == Link is Up [TxPower:100%]
Chanmel > 1 <> 2462 itz T
Asuthentication == WPAZ-PSK
Encryption ==  AES
Metwork Type =>  Infrastrocture Transmit
IP Address == 10.0.0.102 Link Speed == B4.0 Mbps
Sub Mask »>  256,0,0.0 Thraughput => 3,456 Kops
Default Gateway == 10.0.0.2

Receive
Link Speed == 54.0 Mbps

Throughput ==21,940 Kbps
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8. If the device PIN is correct and the WPS handshake is
successfully done, AP’s Wi-Fi Protected Setup page will be
shown as below.

This page allows you to change the setting for WPS (Wi-Fi Protected Setup). Using this
feature could let your wireless client automically syncronize its setting and connect to
the Access Point in a minute without any hassle.

[0 Disable WPS

Apply Changes | Reset |
WPS Status: Configured UnConfigured
Feset to UnConfigured |
Auto-lock-down state:
Unlock
unlocked _Unlock |
Self-PIN Number: 63538205

Push Button Configuration: Start PBC |

STOP WSC Stop WSC |
Client PIN Humber: | Start PIM |

Current Key Info:
|Auther|.t'|caﬁun. |Encr',|rpﬁor|. |I{E',|r
[WPA2-Mixed PSK [TKIP+AES 01234567

Other pages such as Wireless Basic Settings page and

Wireless Security Setup page will also be updated appropriately
as described in previous sections. In this case, AP is in un-
configured state before the station initiates the WPS handshake.
According to the WPS spec, AP will create a wireless profile

with WPA2-mixed mode and a random-generated key upon
successfully doing the WPS handshake. However, AP will use
the original wireless profile and give it to the station if AP is
already in configured state. That means all settings of AP will

not change. Hence, all WPS related pages keep the same.
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Wireless Schedule

This page allows you setup the wireless schedule rule. Please
do not forget to configure system time before enable this feature.
To access the Wireless Schedule page:

1. From the head menu, click on WAN2.

SETUP WLAN1 ‘ WLANZ ‘ TCP/IP “ FIREWALL MANAGEMENT

2. From the left-hand menu, click on Wireless Schedule. The
following page is displayed:

Wireless Schedule

This page allows you setup the wireless schedule rule. Please do not forget to configure system time before
enable this feature.

[0 Eenable Wireless Schedule

Enable Day From To
Sun w | oo [ (hour) | oo &) (min) Joo |5 (hour) | oo [ (min)
Sun v | oo [&] (hour) | oo =] (min) Joo [ (hour) |00 [ (min)
Sun w Joo [ (hour) Joo [&] (min) Joo [ (hour) |oo [ (min)
Sun w Joo [ (hour) Joo [ (min) Joo < (hour) |oo [ (min)
Sun w Joo &1 (hour) | oo [ (min) Joo [ (hour) |oo [ (min)
Sun w | oo [ (hour) | oo &) (min) Joo |5 (hour) | oo [ (min)
Sun v | oo [&] (hour) | oo =] (min) Joo [ (hour) |00 [ (min)
Sun w Joo [ (hour) Joo [&] (min) Joo [ (hour) |oo [ (min)
Sun w Joo [ (hour) Joo [ (min) Joo < (hour) |oo [ (min)
Sun w Joo &1 (hour) | oo [ (min) Joo [ (hour) |oo [ (min)

Save I Save & Apply I Reset I
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12 LAN Interface

This chapter is to configure the parameters for local area
network which connects to the LAN port of your Access Point.
Here you may change the setting for IP address, subnet mask,
DHCP, etc...

You should only change the addressing details if your ISP asks
you to, or if you are familiar with network configuration. In most
cases, you will not need to make any changes to this
configuration.

LAN Interface Setup

To check the configuration of LAN Interface:

1. From the head menu, click on TCP/IP.

SETUP WLAN1 WLANZ ‘ TCP/IP ‘“ FIREWALL MANAGEMENT

2. From the left-hand menu, click on LAN Setting. The
following page is displayed:

This page is used to configure the parameters for local area network which connects to the LAN port of your Access Point.
Here you may change the setting for IP addresss, subnet mask, DHCP, etc..

IP Address: W

Subnet Mask: Im

Default Gateway: W

DHCP: Server

DHCP Client Range: [157168.1.100 = [192.166.0.200 _Show Client |
DHCP Lease Time:  |480 (1 ~ 10080 minutes)

Static DHCP: Set Static DHCP |
Domain Name: Iaalz3455

802.1d Spanning Disabled

Tree:
Clone MAC Address: IDDDDDDDDDDDD
Save Save & Apply | Reset |
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Field

Description

IP Address The LAN IP address
Default; 192.168.1.1
Subnet Mask The LAN netmask

Default: 255.255.255.0

Default Gateway

The LAN Gateway
Default: 0.0.0.0

DHCP

DHCP Type: Disable, DHCP Client or Server
Default: DHCP Server

DHCP Client Range

Specify the starting/ending IP address of the IP address pool.
Default Start IP: 192.168.100
Default Ending IP: 192.168.200

DHCP Lease Time

Configure DHCP Lease Time

Static DHCP

Set Static DHCP

Show Client

DHCP client computers/devices connected to the device will have
their information displayed in the DHCP Client List table. The table
will show the IP Address, MAC Address, and Expired Time of the
DHCP lease for each client computer/device.

Domain Name

A domain name is a user-friendly name used in place of its
associated IP address. Domain names must be unique; their
assignment is controlled by the Internet Corporation for Assigned
Names and Numbers (ICANN). Domain names are a key element of
URLSs, which identify a specific file at a web site.

802.1d Spanning
Tree

Enable or Disable Spanning Tree

Clone MAC Address

MAC Spoofing on LAN
Default: 000000000000
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Changing the LAN IP address and subnet mask

To check the configuration of LAN Interface:
1. From the head menu, click on TCP/IP.

SETUP WLAN1 WLANZ ‘ TCP/IP ‘“ FIREWALL MANAGEMENT

2. From the left-hand menu, click on LAN Setting. The
following page is displayed:

LAN Interface Setup

This page is used to configure the parameters for local area network which connects to the LAN port of your Access Point.
Here you may change the setting for IP addresss, subnet mask, DHCP, etc..

IP Address: W

Subnet Mask: Im

Default Gateway: W

DHCP: Server

DHCP Client Range: [157168.1.100 = [192.166.1.200 _Show Client |
DHCP Lease Time: W (1 ~ 10080 minutes)

Static DHCP: Set Static DHCP |

Domain Name: |aa123456
802.1d Spanning Dissbled

Tree:

Clone MAC Address: IDDUDDDUDDUDD

Save Zave & Apply | Resst |
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3. Type IP Address and Change default LAN port IP address.

4. Click in the IP Address and Subnet Mask box and type a
new IP Address and Subnet Mask.

5. Change the default DHCP Client Range.
6. Click Save & Apply.

This page is usad to configure the parameters for local area network which connects to the LAN port of your Access Point.
Here you may change the setting for IP addresss, subnet mask, DHCP, etc..

IP Address:
Subnet Mask:
Default Gateway:
DHCP:

DHCP Client Range:
DHCP Lease Time:
Static DHCP:

Domain Name:

802.1d Spanning
Tree:

Clone MAC Address:

Save | Zave & Apply

[192.168.1.100 = [182.168.1.200  Show Client

480 (1 ~ 10080 minutes)

Set Static DHCP
aal23456

I Disabled ﬂ
000000000000

Reset |

7. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...
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You may also need to renew your DHCP lease:
Windows 95/98

a. Select Run... from the Start menu.

b. Enter winipcfg and click OK.

c. Select your ethernet adaptor from the pull-down menu
d. Click Release All and then Renew All.

e. Exit the winipcfg dialog.

Windows NT/Windows 2000/Windows XP

a. Bring up a command window.

b. Type ipconfig /release in the command window.
c. Type ipconfig /frenew.

d. Type exit to close the command window.

Linux

a. Bring up a shell.

b. Type pump -r to release the lease.

c. Type pump to renew the lease.

If you change the LAN IP address of the device while connected
through your Web browser, you will be disconnected. You must
open a new connection by entering your new LAN IP address as
the URL.
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Show Client

To the IP Address, MAC Address, and Expired Time of the
DHCP lease for each client computer/device:

1. From the head menu, click on TCP/IP.

SETUP WLAN1 WLANZ ‘ TCP/IP ‘“ FIREWALL MANAGEMENT

2. From the left-hand menu, click on LAN Setting. The
following page is displayed:

LAN Interface Setup

This page is used to configure the parameters for local area network which connects to the LAN port of your Access Point.
Here you may change the setting for IP addresss, subnet mask, DHCP, etc..

IP Address: |192.168.1.1
Subnet Mask: |255.255.255.u
Default Gateway: |D.U.u.D

DHCP: Server

DHCP Client Range:  [157.168.1.100 = [192.168.1.200 _Show Client |
DHCP Lease Time: |4BD (1 ~ 10080 minutes)

Static DHCP: Set Static DHCP |
Domain Name: |aa123456

$:]\:.;;ld Spanning Disabled
Clone MAC Address: |Duuuunuuunuu

Save Save & Apply | Reset |

3. Click on Show Client button. The following page is
displayed:

Active DHCP Client Table

This table shows the assigned IP address, MAC address and time expired for each DHCP

leased client.
TP Address IMAC Address Time Expired(s)
[192.168.1.200  |00:13:33:01:23:45 28216

Refresh | Close |
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13 waAN Interface

This chapter describes how to configure the way that your
device connects to the Internet. Your ISP determines what type
of Internet access you should use and provides you with any
information that you need in order to configure the Internet
access to your device.

Wireless Gateway supports four methods of obtaining the WAN
IP address:

Option Description

Static IP Choose this option if you are a leased line user with afixed IP address.

DHCP Client | Choose this option if you are connected to the Internet through a Cable

modem line.
PPPoE Choose this option if you are connected to the Internet through a DSL line
PPTP Choose this option if you are connected to the PPTP Server
L2TP Choose this option if you are connected to the L2TP Server
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1. From the head menu, click on TCP/IP.

SETUP WLAN1 WLANZ ‘ TCP/IP ‘“ FIREWALL MANAGEMENT

2. From the left-hand menu, click on WAN Setting. The
following page is displayed:

This page is used to configure the parameters for Internet network which connects to the WAN port of your

Access Point. Here you may change the access method to static IP, DHCF, PPPoE, FFTF or L2TP by click the
item value of WAN Access type.

WAN Access Type: | DHCP Client |«

Host NHame:

|
MTU Size: |1SDD (1280-1500 bytes)
@ Attain DNS Automatically
C Set DNS Manually
DNS 1: |
DNS 2: |
DNS 3: |

Clone MAC Address: |000000000000 Clone MAC Restore Default MAC
L1 Enable uPnp
Enable IGMP Proxy

L1 Enable Ping Access on WAN

L1 Enable Web Server Access on WAN
Web Accessed port: W

Enable IPsec pass through on VPN

connection

Enable PPTP pass through on VPN
connection

Enable L2TP pass through on VPN
connection

Save I Save & Apply I Reset I
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Option Description
Static IP Choose this option if you are a leased line user with a
WAN fixed IP address.
Access ; ; P
T DHCP Client Choose this option if you are connected to the Internet
ype through a Cable modem line.
PPPoE Choose this option if you are connected to the Internet
through a DSL line
PPTP Choose this option if you are connected to the PPTP
Server
L2TP Choose this option if you are connected to the L2TP
Server
Host Name The name of the DHCP host
IP Address Check with your ISP provider

Subnet Mask

Check with your ISP provider

Default Gateway

Check with your ISP provider

User Name User name for PPPOE registration recognized by the
Internet service provider
Password Password for PPPOE registration recognized by the

Internet service provider

Service Name

Service Name for PPPOE registration recognized by the
Internet service provider

Continuous The connection is always on

ConTnection Connect on Enter the minutes after which the session must be

ype Demand disconnected, if no activity takes place
Manual Manually connect
Idle Time Enter the minutes after which the session must be
disconnected
WAN Physical Dynamic IP or Static IP for PPP Connection

MTU Size Specify the network MTU rate

Attain DNS Automatically

Obtain DNS server address automatically

DNS 1 (Primary DNS Server)

Check with your ISP provider

DNS 2 (Secondary DNS Server)

Check with your ISP provider

DNS 3 (Third DNS Server)

Check with your ISP provider

Option

Description
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Clone MAC Address

Clone MAC lets the device identify itself as another
computer or device

Enable uPNP

Enable or Disable uPNP

Enable IGMP Proxy

Enable or Disable IGMP Proxy

Enable Ping Access on WAN

Enable or Disable Ping Access on WAN

Enable Web Server Access on
WAN

Enable or Disable Web Server Access on WAN

Enable IPsec pass through on
VPN connection

Enable or Disable IPsec pass through on VPN
connection

Enable PPTP pass through on
VPN connection

Enable or Disable PPTP pass through on VPN
connection

Enable L2TP pass through on
VPN connection

Enable or Disable L2TP pass through on VPN
connection
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Configuring Static IP connection

If you are a leased line user with a fixed IP address, enter in the
IP address, subnet mask, gateway address, and DNS (domain
name server) address(es) provided to you by your ISP.

If your ISP wants you to connect to the Internet using Static 1P,
follow the instructions below.

1. From the head menu, click on TCP/IP.

SETUP WLAN1 WLANZ ‘ TCR/IP ‘“ FIREWALL MANAGEMENT

2. From the left-hand menu, click on WAN Setting. The
following page is displayed:

This page is used to configure the parameters for Internet network which connects to the WAN port of your
Access Point. Here you may change the access method to static IP, DHCF, PPPoE, PFTP or L2TP by click the
itern value of WAN Access type.

WAN Access Type: | DHCP Client |«

Host Name:

MTU Size: |150[J (1280-1500 bytes)

(® Attain DNS Automatically
O Set DNS Manually

DNS 1: |
DNS 2: |
DNS 3: |

Clone MAC Address: IDDDUDDDDDDDD Clone MAC Restore Default MAC
Enable uPHP

Enable IGMP Proxy

Enable Ping Access on WAN

Enable Web Server Access on WAN

Web Accessed port: W

Enable IPsec pass through on VPN

OO0r O

connection

Enable PPTP pass through on VPN
connection

Enable L2TP pass through on VPN
connection

Save I Save & Apply I Reset I
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3. From the WAN Access Type drop-down list, select Static IP
setting.

4. Enter WAN IP Address, WAN Subnet Mask, Default
Gateway and DNS which was given by Telecom or by your
Internet Service Provider (ISP).

5. Click Save & Apply.

This page is used to configure the parameters for Internet network which connects to the WAM port of your
Access Point. Here you may change the access method to static IP, DHCP, PPPoE, PPTP or LZTP by click the
itern value of WAN Access type.

WAN Access Type: I Static IP w

1P Address: |
Subnet Mask: |
Default Gateway: |
MTU Size: [tS00  (1400-1500 bytes)

DNS 1: |

DNS 2: |

DNS 3: |

Clone MAC Address: [000000000000 CloneMAC |  Restore Default MAC |
] Enable uPNP
Enable IGMP Proxy
L1 Enable Ping Access on WAN
] Enable Web Server Access on WAN
Web Accessed port: IF

Enable IPsec pass through on VPN
connection

Enable PPTP pass through on VPN

connection

Enable L2TP pass through on VPN
connection

Save I Save & Apply I Reset I

6. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...
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Configuring DHCP Client connection

Dynamic Host Configuration Protocol (DHCP), Dynamic IP (Get
WAN IP Address automatically). If you are connected to the
Internet through a Cable modem line, then a dynamic IP will be
assigned.

If your ISP wants you to connect to the Internet using DHCP
Client, follow the instructions below.

1. From the head menu, click on TCP/IP.

m WLAN1 WLANZ ‘ TCP{IP ‘“ FIREWALL MANAGEMENT

2. From the left-hand menu, click on WAN Setting. The
following page is displayed:

This page is used to configure the parameters for Internet network which connects to
the WAHN port of your Access Point. Here you may change the access method to static
IP, DHCP, PPPoE, PPTP or L2TP by click the item value of WAN Access type.

WAN Access Type: | DHCP Client |«

Host Name: |

MTU Size: |1EDD (1280-1500 bytes)
(® Attain DNS Automatically
) Set DNS Manually

DNS 1: |
DNS 2: |
DHNS 3: |

Clone MAC Address: (000000000000 Clone MAC | Restore Default MAC
Enable uPHP

Enable IGMP Proxy

Enable Ping Access on WAN

Enable Web Server Access on WAN

Web Accessed port: W

Enable IPsec pass through on VPH

O 0OR O

connection

Enable PPTP pass through on VPN
connection

Enable L2TP pass through on VPN
connection

Save Save & Apply | Reset |
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3. From the WAN Access Type drop-down list, select DHCP
Client setting.

4. Click Save & Apply.

This page is used to configure the parameters for Internet network which connects to
the WAMN port of your Access Point. Here you may change the access method to static
IP, DHCP, PPPoE, PPTP or L2TP by click the item value of WAN Access type.

WAN Access Type: |DHCP Client |«

Host Name: |

MTU Size: |15|:||:| (1280-1500 bytes)

® Attain DNS Automatically
) Set DNS Manually

DHS 1: |

DNS 2: |

DNS 3: |

Clone MAC Address: (000000000000 Clone MAC |  Restore Default MAC
Enable uPNP

Enable IGMP Proxy

Enable Ping Access on WAN

Enable Web Server Access on WAN

Web Accessed port: IF

Enable IPsec pass through on VPN

O 0OR O

connection

Enable PPTP pass through on VPN
connection

Enable L2TP pass through on VPN
connection

Save Save & Apply | Reset |

5. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turnh off or reboot the Device during this time.

Please wait 19 seconds ...
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Configuring PPPoE connection

If your ISP’s Internet service uses PPPOE you need to set up a
PPP login account. The first time that you login to the Internet,
your ISP will ask you to enter a username and password so
they can check that you are a legitimate, registered Internet
service user. Your device stores these authentication details, so
you will not have to enter this username and password every
time you login.

If your ISP wants you to connect to the Internet using PPP,
follow the instructions below.

1. From the head menu, click on TCP/IP.

m WLAN1 WLANZ ‘ TCP{IP ‘“ FIREWALL MANAGEMENT

2. From the left-hand menu, click on WAN Setting. The
following page is displayed:

This page is used to configure the parameters for Internet network which connects to the WAN port of your
Access Point. Here you may change the access method to static IP, DHCP, PPPoE, PPTP or L2TP by click the
itern value of WAN Access type.

WAN Access Type: | DHCP Client |«

Host Hame:

|
MTU Size: IISDD (1280-1500 bytes)
(®) Attain DNS Automatically
 Set DNS Manually
DNS 1: |
DHS 2: |
DNS 3: |

Clone MAC Address: [000000000000 Clone MAC Restore Default MAC
[l Enable uPnp
Enable IGMP Proxy
L] Enable Ping Access on WAN
] Enable Web Server Access on WAN
Web Accessed port: W
Enable IPsec pass through on VPN

connection

Enable PPTP pass through on VPN
connection

Enable L2TP pass through on VPN
connection

Save I Save & Apply I Reset I
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3. From the WAN Access Type drop-down list, select PPPoE
setting.

4. Enter User Name/Password provided by your ISP. Type
them in the relevant boxes.

5. Click Save & Apply.

This page is used to configure the parameters for Internet network which connects to the WAN port of your
Access Point. Here you may change the access method to static IP, DHCP, PPPoE, PPTP or L2TP by click the
itemn value of WAN Access type.

WAN Access Type: | PPPoE w

User Name:

|
Password: |
Service Name(AC): |

Connection Type: |Cu:untinuuus w Connect I Disconnect

Idle Time: [f (1-1000 minutes)

MTU Size: |1452 (1360-1492 bytes)

) Attain DNS Automatically

{® Set DNS Manually
DNS 1: |
DNS 2: |
DNS 3: |

Clone MAC Address: [000000000000 CloneMAC |  Restore Default MAC |
L1 Enable uPnP
Enable IGMP Proxy
[] Enable Ping Access on WAN
[] Enable Web Server Access on WAN
Web Accessed port: IF

Enable IPsec pass through on VPN
connection

Enable PPTP pass through on VPN
connection

Enable L2TP pass through on VPN
connection

Save | Save & Apply | Reset |

6. Change setting successfully! Please wait 20 seconds....
Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...
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Configuring PPTP connection

If your ISP/Network Administrator wants you to connect to the
Internet using PPTP, follow the instructions below.

1. From the head menu, click on TCP/IP.

SETUP WLAN1 WLANZ ‘ TCP/IP ‘“ FIREWALL MANAGEMENT

2. From the left-hand menu, click on WAN Setting. The
following page is displayed:

This page is used to configure the parameters for Internet network which connects to the WAN port of your
Access Point. Here you may change the access method to static IP, DHCFP, PPPoE, PFTP or L2TP by click the
itern value of WAN Access type.

WAN Access Type: I DHCP Client |«

Host Name: |

MTU Size: |1SDD (1280-1500 bytes)

(® Attain DNS Automatically

C Set DNS Manually
DHS 1: |
DNS 2: |
DNS 3: |

Clone MAC Address: IDDDDDDDDDDDD Clone MAC Restore Default MAC
Enable uPHP

Enable IGMP Proxy

Enable Ping Access on WAN

Enable Web Server Access on WAN

Web Accessed port: W

Enable IPsec pass through on VPN

OO0OR O

connection

Enable PPTP pass through on VPN
connection

Enable L2TP pass through on VPN
connection

Save I Save & Apply I Reset I
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From the WAN Access Type drop-down list, select PPTP
setting.

Enter IP Address/Subnet Mask/Default Gateway provided
by your ISP. Type them in the relevant boxes. (for Static IP
only)

Select PPTP Server Mode.

Enter Server Domain Address/User Name/Password
provided by your ISP. Type them in the relevant boxes.

Click Save & Apply.
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This page is used to configure the parameters for Internet network which connects to the WAN port of your

Access Point. Here you may change the access method to static IP, DHCP, PPPoE, PPTP or L2TP by click the
item value of WAN Access type.

WAN Access Type: | FPTP w

) Dynamic IP (DHCP)

@® static 1P

1P Address: [172.1.1.2
Subnet Mask: |255.255.255.0
Default Gateway:  [172.1.1.254

) Attain Server By Domain Name

(® Attain Server By Ip Address
Domain Name: |

Server IP Address:  |172.1.1.1

User Hame: |

Password: |

Connection Type: ICu:untinuu:uus w Connect | Disconnect
Idle Time: [s " (1-1000 minutes)

MTU Size: 1460 (1400-1460 bytes)

[l Request MPPE Encryption [ | Request MPPC Compression

(® Attain DNS Automatically
) Set DNS Manually

DNS 1: |
DNS 2: |
DNS 3: |

Clone MAC Address: |000000000000 Clone MAC Restore Default MAC |
Enable uPNP

Enable IGMP Proxy

Enable Ping Access on WAN

HEER AN

Enable Web Server Access on WAN
Web Accessed port: |3-:|8-:|
Enable IPsec pass through on VPN

connection

Enable PPTP pass through on VPN
connection

Enable L2TP pass through on VPN
connection

Save Save & Apply | Reset |
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8. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...
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Configuring L2TP connection

If your ISP/Network Administrator wants you to connect to the
Internet using L2TP, follow the instructions below.

1. From the head menu, click on TCP/IP.

SETUP WLAN1 WLANZ ‘ TCP/IP ‘“ FIREWALL MANAGEMENT

2. From the left-hand menu, click on WAN Setting. The
following page is displayed:

This page is used to configure the parameters for Internet network which connects to the WAN port of your
Access Point. Here you may change the access method to static IP, DHCFP, PPPoE, PFTP or L2TP by click the
itern value of WAN Access type.

WAN Access Type: I DHCP Client |«

Host Name: |

MTU Size: |1SDD (1280-1500 bytes)

(® Attain DNS Automatically

C Set DNS Manually
DHS 1: |
DNS 2: |
DNS 3: |

Clone MAC Address: IDDDDDDDDDDDD Clone MAC Restore Default MAC
Enable uPHP

Enable IGMP Proxy

Enable Ping Access on WAN

Enable Web Server Access on WAN

Web Accessed port: W

Enable IPsec pass through on VPN

OO0OR O

connection

Enable PPTP pass through on VPN
connection

Enable L2TP pass through on VPN
connection

Save I Save & Apply I Reset I
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From the WAN Access Type drop-down list, select L2TP
setting.

Enter IP Address/Subnet Mask/Default Gateway provided
by your ISP. Type them in the relevant boxes. (for Static IP
only)

Select L2TP Server Mode.

Enter Server Domain Address/User Name/Password
provided by your ISP. Type them in the relevant boxes.

Click Save & Apply.
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This page is used to configure the parameters for Internet network which connects to the WAN port of your
Access Point. Here you may change the access method to static IP, DHCF, PPPoE, PPTP or L2TP by click the
item value of WAN Access type.

WAN Access Type: | LZTP ~

® pynamic IP (DHCP)

O static IP

IP Address: [172.1.1.2
Subnet Mask: 255.255.255.0
Default Gateway:  |172.1.1.254

C Attain Server By Domain Name

® Attain Server By Ip Address
Domain Name: |

Server IP Address:  |172.1.1.1

User Name: |

Password: |

Connection Type: |Cu:un1jnuu:uus ~ Connect I Disconnect |
Idle Time: [ (1-1000 minutes)

MTU Size: 1460 (1400-1460 bytes)

(® Attain DNS Automatically
C Set DNS Manually

DNS 1: |
DNS 2: |
DHS 3: |

Clone MAC Address: 000000000000 Clone MAC Restore Default MAC
L1 Enable uPnp

Enable IGMP Proxy

L] Enable Ping Access on WAN

0

Enable Web Server Access on WAN
Web Accessed port: |3-JS-J
Enable IPsec pass through on VPN

connection

Enable PPTP pass through on VPN
connection

Enable L2TP pass through on VPN
connection

Save I Save & Apply I Reset I
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8. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...

Clone MAC Address

Some particularly ISPs do not want you to have a home
network and have a DSL/Cable modem that allows only 1 MAC
to talk on the internet. If you change network cards, you have to
call them up to change the MAC. The Wireless Gateway can it's
MAC to computer's one that was originally set up for such an
ISP.

This page allows you to enable or disable Clone MAC Address
option.

1. From the head menu, click on TCP/IP.

SETUP WLAN1 WLANZ ‘ TCR/IP ‘“ FIREWALL MANAGEMENT
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2. From the left-hand menu, click on WAN Setting. The
following page is displayed:

This page is used to configure the parameters for Internet network which connects to the WAN port of your
Access Point. Here you may change the access method to static IP, DHCP, PFPoE, PFTF or L2TF by click the
itern value of WAN Access type.

WAN Access Type: I DHCP Client |«

Host Name: |

MTU Size: |15E|D (1280-1500 bytes)

(® Attain DNS Automatically
 Set DNS Manually

DNS 1: |

DNS 2: |

DNS 3: |

Clone MAC Address: IDDDDEIEIEIEIDDDD Clone MAC Restore Default MAC

Enable uPHP

Enable IGMP Proxy

Enable Ping Access on WAN

Enable Web Server Access on WAN
Web Accessed port: W
Enable IPsec pass through on VPN

OO0F O

connection

Enable PPTP pass through on VPN
connection

Enable L2TP pass through on VPN
connection

Save I Save & Apply I Reset I
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3. Enter the MAC for example 0123456789ab that you want to
be instead of in the Clone MAC Address field.

4. If you enter 12 digits of 0 in the Clone MAC Address field,
it'll disable Clone MAC Address function.

5. Click Save & Apply.

This page is used to configure the parameters for Internet network which connects to
the WAN port of your Access Point. Here you may change the access method fo static
IF, DHCF, FPFoE, PFTF or L2TF by click the item value of WAN Access type.

WAN Access Type: IDHCF' Client |«

Host Name: |

MTU Size: |15|:||:| (1280-1500 bytes)

(® Attain DNS Automatically
(O Set DNS Manually

DNS 1: |

DNS 2: |

DNS 3: |

Clone MAC Address: |012345573%ab Clone MAC Restore Default MAC |
Enable uPNP

Enable IGMP Proxy

Enable Ping Access on WAN

Enable Web Server Access on WAN

Web Accessed port: IF

Enable IPsec pass through on VPN

OO E O

connection

Enable PPTP pass through on VPN
connection

Enable L2TP pass through on VPN
connection

Save | Save & Apply | Feset |

6. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...
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14 v

IPV6 WAN SETTING

This page is used to configure the parameters for Internet
network which connects to the WAN port of your Access Point.
Here you may change the access method to static IP, DHCP,
PPPoE, Bridge by click the item value of WAN Access type.

1. From the head menu, click on IPV6.

SETUP WLAN1 m TCP/IP ‘ IPVE ‘ FIREWALL MANAGEMENT

2. From the left-hand menu, click on IPV6 WAN SETTING.
The following page is displayed:

This page is used to configure the parameters
for Internet network which connects to the WARN
port of your Access Point. Here you may change
the access method to static IF, AUTO, PPPoE,
Bridge by click the item value of WAN Access

type.
CJEnable IPv6

WARN

Origin Type : |ALITO
WAN Link Type: IEﬂ'uarnEt

Save Save & Apply | Reset
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IPV6 LAN SETTING

1. From the head menu, click on IPV6.

SETUP WLAN1 m TCP/IP ‘ IPVE ‘ FIREWALL MANAGEMENT

2. From the left-hand menu, click on IPV6 LAN SETTING. The
following page is displayed:

Configuring LAN setting

IP Address: Prefix Length
loooo  |loooo  floooo  Floooo  floooo  |locoo  loooo  flooco  |[o |

Configuring DHCPv6 Server

Enable L]
DNS Addr:
Interface Name:
Addrs Pool
From:
To:
Save Save & Apply
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RADVD

1. From the head menu, click on IPV6.
SETUP WLAN1 m TCP/IP ‘ IPVE ‘ FIREWALL MANAGEMENT

2. From the left-hand menu, click on RADVD. The following
page is displayed:
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Configuring Router Advertisement

Enable [
radvdinterfacename

MaxRirA dvinterval 0
MinRtrAdvInterval 0
MinDelayBetweenBAs 0
AdvManagedFlag
AdvOtherConfigFlag
AdvLinkMTU 0
AdvReachableTime 0
AdvRetransTimer 0
AdvCwrHopLimit 0
AdvDefanltl ifetime 0
AdvDefaultPreference  high
AdvSourcelLLAddress
UnicastOnly

prefix]

Enabled

prefix oooo :, oooo | 0000 | 0000 - 0000 - 0000
oooo J |0

AdvOnLinkFlag

AdvAuntonomousFlag

AdvValidl ifetime ]

AdvPreferredl ifetime 0

AdvEouterAddr

ifbtod

prefix2

Enabled

prefix oooo :, oooo | 0000 | 0000 - 0000 - 0000
oooo J |0

AdvOnLinkFlag

AdvAutonomousFlag

AdvValidl ifetime ]

AdvPreferredl ifetime 0

AdvEouterAddr
ifbtod
Save Save & Apply default reset

> 0000

> 0000
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TUNNEL (6 OVER 4)

1. From the head menu, click on IPV6.

SETUP WLAN1 m TCP/IP ‘ IPVE ‘ FIREWALL MANAGEMENT

2. From the left-hand menu, click on TUNNEL (6 OVER 4).
The following page is displayed:

Configuring Tunnel(6to4)

Enable [ ] | Save
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15 Port Fittering

Entries in Current Filter Table are used to restrict certain ports
and types of data packets from your local network to Internet
through the Gateway. Use of such filters can be helpful in
securing or restricting your local network.

1. From the head menu, click on Firewall.

m WLAN1 WLANZ TCP/IP “‘ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on Port Filtering. The
following page is displayed:

Entries in this table are used to restrict certain types of data packets from your local
network to Internet through the Gateway. Use of such filters can be helpful in
securing or restricting your local network.

(] Enable Port Filtering
Enable IPv4 Enable IPvé

Port Range: | -
Protocol: | Both
Comment: |
Save | Save & Apply | Reset
Current Filter Table:
Port Range Protocol IP. Comment Select
Version
Delete Selected | Delete Al | Reset |
Option Description
Enable Port Enable/Disable the WAN packet filter.

Filtering Default setting is Disable.

Port Range Enter the port range to be filtered for both Outbound and Inbound packet

Protocol Select the Protocol to be filtered for both Outbound and Inbound packet
Both: To filter both TCP and UDP protocol

TCP: To filter only TCP protocol

UDP: filter only UDP protocol

Comment Fill in the note for manager what the purpose of certain port filtering rule

Current Filter | The Port Filters that was created is listed here
Table
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You must ensure that the single port or range specified does not
overlap with a port or range for an existing common or custom
application. Check the common port ranges listed in.

Port filtering for TCP port 80

Please follow example below to deny the TCP port 80 for both
Outbound and Inbound packet.

1. From the head menu, click on Firewall.

SETUP WLAN1 WLANZ TCP/IP “‘ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on Port Filtering. The
following page is displayed:

Entries in this table are used to restrict certain types of data packets from your local
network to Internet through the Gateway. Use of such filters can be helpful in
securing or restricting your local network.

] Enable Port Filtering
Enable TPv4 Enable TPve

Port Range: | -

Protocol: | Both

Comment: |

Save I Save & Apply I Reset

Current Flter Table:

Port Range Protocol IP. Comment Select
Version

Delete Selected | Delete Al | Reset |
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4.
5.
6

7.

Check the option Enable Port Filtering to enable the port
filtering.

Enter 80 and 80 in Port Range field.

From the Protocol drop-down list, select TCP setting.
Enter HTTP in Comment field.

Click Save & Apply.

Enable Port Filtering
Enable IPv4 [ | Enable IPv6

Port Range: |30

Protocol: | TCP .-

- |ao

Comment: HTTP

Save I Save & Apply I Reset I

Now the port filter that you created has been added and
listed in the Current Filter Table.

Now the TCP port for both Outbound and Inbound packet
has been denied.

Current Filter Table:

Port Range

a0

Delete Selected |

Protocol ]P. Comment Select
Version
TCF P4 HTTF ]
Delete All | Reset |

Now you cannot visit any web site due to the TCP port 80 has
been blocked by the Port Filtering rule that created.
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Port filtering for UDP port 53

Please follow example below to deny the UDP port 53 for both
Outbound and Inbound packet.

1. From the head menu, click on Firewall.
SETUP WLAN1 WLANZ TCP/IP “‘ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on Port Filtering. The
following page is displayed:

Port Filtering

Entries in this table are used to restrict certain types of data packets from your local
network to Internet through the Gateway. Use of such filters can be helpful in
securing or restricting your local network.

(] Enable Port Filtering

Enable TPv4 Enable IPv6
Port Range: | -
Protocol: W

Comment: |

Save | Save & Apply | Reset

Current Flter Table:

P

Port Range Protocol Version

Comment Select

Delete Selected | Delete Al | Reset |
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4.
5.
6

7.

Check the option Enable Port Filtering to enable the port
filtering.

Enter 53 and 53 in Port Range field.

From the Protocol drop-down list, select UDP setting.
Enter DNS Resolve in Comment field.

Click Save & Apply.

Enable Port Filtering
Enable IPv4 [ | Enable IPv6

Port Range: |53

Protocol: | UDP | s

- |53

Comment: |DNS

Save | Save & Apply | Reset |

8. Now the port filter that you created has been added and

listed in the Current Filter Table.

9. Now the UDP port 80 for both Outbound and Inbound

packet has been denied.

Current Filter Table:

Port Range

23

Delete Selected |

Protocol ]P. Comment Select
Version

UDF IPv4 DMNS L]

Delete Al | Feset |

Now you cannot visit any web site by domain due to the UDP
port 53 has been blocked by the Port Filtering rule that created.

You can enter the IP Address of that web site to visit.
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16 P Fitering

Entries in this table are used to restrict certain types of data
packets from your local network to Internet through the Gateway.
Use of such filters can be helpful in securing or restricting your
local network.

The IP filter feature enables you to create rules that control the
forwarding of incoming and outgoing data between the LAN and
WAN side.

You can create IP filter rules to block attempts by certain
computers on your LAN to access certain types of data or
Internet locations. You can also block accesses to your LAN
computers from the WAN side.

When you define an IP filter rule and enable the feature, you
instruct the ADSL/Ethernet router to examine data packets to
determine whether they meet criteria set forth in the rule. The
criteria can include the network or internet protocol, the packet
carries, the direction in which it is traveling (for example, from
the LAN to the WAN and vice versa).

If the packet matches the criteria established in a rule, the
packet can either be accepted (forwarded towards its
destination), or denied (discarded), depending on the action
specified in the rule.

The IP Filter Configuration page provides the capability to
enable/disable the IP filter feature and the IP Filter rule entries
for all currently established rules.
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1. From the head menu, click on Firewall.
SETUP WLANL WLANZ TCP/IP “‘ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on IP Filtering. The following
page is displayed:

IP Filtering

Entries in this table are used to restrict certain types of data packets from your local
network to Internet through the Gateway. Use of such filters can be helpful in
securing or restricting your local network.

[] Enable IP Filtering
Enable IPv4 Enable IPv6

Local IPv4 Address:l

Local IPv6 Address: |

Protocol: | Eoth Comment: |

Save | Save & Apply | Reset |
Current Filter Table:
Local IP Address Protocol Comment Select
Delete Selected I Delete All I Reset I

IP filtering for TCP with specified IP

Please follow example below to deny the TCP protocol for
specified IP.

1. From the head menu, click on Firewall.

SETUP WLAN1 WLANZ TCP/IP “‘ FIREWALL ‘ MANAGEMENT
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2. From the left-hand menu, click on IP Filtering. The following
page is displayed:

Entries in this table are used to restrict certain types of data packets from your local
network to Internet through the Gateway. Use of such filters can be helpful in
securing or restricting your local network.

L] Enable IP Filtering
Enable IPv4 Enable IPv6

Local IPv4 Address:l

Local IPv6 Address: |
Protocol: | Eoth Comment: |
Save I Save & Apply I Reset I
Current Filter Table:
Local IP Address Protocol Comment Select
Delete Selected | Delete All | Reset |

3. Check the option Enable IP Filtering to enable the IP
Filtering.

4. Enter the IP Address that you want to be denied in Loal IP
Address field.

5. From the Protocol drop-down list, select TCP setting.
6. Enter any comment in Comment field.
7. Click Save & Apply.

Enable IP Filtering

[ | Enable 1Pv4 [ | Enable IPv6

Local IPv4 Address: |52.165.1.200

Local IPv6 Address: |

Protocol: |T|:P ~| Comment: |Deny UDP

Save | Save & Apphy | Reset |

8. Now the IP Filter that you created has been added and
listed in the Current Filter Table.

9. Now the TCP protocol for both Outbound and Inbound
packet has been denied.
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Current Filter Table:
Local IP Address Protocol Comment Select
192.168.1.200 TCP Deny UDP |:|

Now The Local IP Address for example 10.0.0.102 that listed in
the Current Filter Table cannot visit any application that use
TCP protocol for example web site due to the Protocol TCP has
been blocked by the IP Filtering rule that created.

IP filtering for UDP with specified IP

Please follow example below to deny the UDP protocol for
specified IP.

1. From the head menu, click on Firewall.

SETUP WLAN1 WLANZ TCP/IP “‘ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on IP Filtering. The following
page is displayed:

Entries in this table are used to restrict certain types of data packets from your local
network to Internet through the Gateway. Use of such filters can be helpful in
securing or restricting your local network.

(] Enable IP Filtering
Enable IPv4 Enable IPv6

Local IPv4 Address:l

Local IPv6 Address: |

Protocol: | Both Comment: |

Save I Save & Apply I Reset I
Current Filter Table:
Local IP Address Protocol Comment Select
Delete Selected | Delete All | Reset |
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5.
6.
7.

Check the option Enable IP Filtering to enable the IP
Filtering.

Enter the IP Address that you want to be denied in Local IP
Address field.

From the Protocol drop-down list, select UDP setting.
Enter any comment in Comment field.
Click Save & Apply.

Enable IP Filtering
[ | Enable 1Pv4 [ | Enable IPv6

Local IPv4 Address: |152.163.1.200

Local IPv6 Address: |

Protocol: |LIDF' «| Comment: |Deny UDP
Save | Save & Apply | Resst |

Now the IP Filter that you created has been added and
listed in the Current Filter Table.

Now the UDP protocol for both Outbound and Inbound
packet has been denied.

Current Filter Table:

Local IP Address Protocol Comment Select
192.168.1.200 UDP Deny UDP L]

Now The Local IP Address for example 10.0.0.102 that listed in

the Current Filter Table cannot visit any application that use
UDP protocol for example TFTP Service due to the Protocol
UDP has been blocked by the IP Filtering rule that created.

IP filtering for both TCP and UDP with specified IP

Please follow example below to deny the both TCP and UDP
protocol for specified IP.

1. From the head menu, click on Firewall.

2. From the left-hand menu, click on IP Filtering. The following

page is displayed:
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Entries in this table are used to restrict certain types of data packets from your local
network to Internet through the Gateway. Use of such filters can be helpful in
securing or restricting your local network.

] Enable IP Filtering
Enable TPv4 Enable IPv6

Local IPv4 Address:l

Local IPv6 Address: |
Protocol: | Both Comment: |
Save | Save & Apply | Reset |
Current Flter Table:
Local IP Address Protocol Comment Select
Delete Selected | Delete All | Reset |
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5.
6.
7.

Check the option Enable IP Filtering to enable the IP
Filtering.

Enter the IP Address that you want to be denied in Local IP
Address field.

From the Protocol drop-down list, select Both setting.

Enter any comment in Comment field.

Click Save & Apply.

Enable IP Filtering
[ ] Enable 1Pv4 [ | Enable IPv6

Local IPv4 Address: |152.163.1.20(

Local IPv6 Address: |

Protocol: |Ecth v| Comment: |Deny TCP+UDP

Save | Save & Apphy | Fesst |

8. Now the IP Filter that you created has been added and

listed in the Current Filter Table.

9. Now the TCP and UDP protocol for both Outbound and

Inbound packet has been denied.

Current Filter Table:
Local IP Address Protocol Comment Select
192.168.1.200 TCP+LUDP Deny TCP+UDP D
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17 wAcFitering

Entries in this table are used to restrict certain types of data
packets from your local network to Internet through the Wireless
Gateway. Use of such filters can be helpful in securing or
restricting your local network.

1. From the head menu, click on Firewall.

SETUP WLAN1 WLANZ TCP/IP “‘ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on MAC Filtering. The
following page is displayed:

Entries in this table are used to restrict certain types of data packets from your local
network to Internet through the Gateway. Use of such filters can be helpful in
securing or restricting your local network.

[ ] Enable MAC Filtering

MAC Address: | Comment:
Save | Save & Apply | Reset |
Current Filter Table:
MAC Address Comment Select
Delete Selected | Delete Al | Reset
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MAC filtering for specified MAC Address

Please follow example below to deny the specified MAC
Address has the Internet Access.

1. From the head menu, click on Firewall.
SETUP WLANL WLAN2Z TCP/IP “‘ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on MAC Filtering. The
following page is displayed:

MAC Filtering

Entries in this table are used to restrict certain types of data packets from your local
network to Internet through the Gateway. Use of such filters can be helpful in
securing or restricting your local network.

[ ] Enable MAC Filtering

MAC Address: | Comment:
Save | Save & Apply | Feset |
Current Filter Table:
MAC Address Comment Select
Delete Selected I Delete Al I Reset
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3. Check the option Enable MAC Filtering to enable the MAC
Filtering.

4. Enter the MAC Address that you want to be denied in MAC
Address field.

5. Enter any comment in Comment field.
6. Click Save & Apply.
Enable MAC Filtering
MAC Address: |001122334455 Comment: |001122334455

Save | Save & Apply | Reset |

7. Now the MAC Filter that you created has been added and
listed in the Current Filter Table.

8. Now the MAC Address in the Current Filter Table cannot
have the Internet Access.

Current Filter Table:
MAC Address Comment Select
00:11:22:33:44:535 001122334435 ]
Delete Selected | Delete Al | Reset |
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18 Port Forwarding

Entries in this table allow you to automatically redirect common
network services to a specific machine behind the NAT firewall.
These settings are only necessary if you wish to host some sort
of server like a web server or mail server on the private local
network behind your Gateway's NAT firewall.

Your device has built in advanced Security features that protect
your network by blocking unwanted traffic from the Internet.

If you simply want to connect from your local network to the
Internet, you do not need to make any changes to the default
Security configuration. You only need to edit the configuration if
you wish to do one or both of the following:

e allow Internet users to browse the user pages on your local
network (for example, by providing an FTP or HTTP server)

e play certain games which require accessibility from the
Internet

This chapter describes how to configure Security to suit the
needs of your network.

By default, the IP addresses of your LAN PCs are hidden from
the Internet. All data sent from your LAN PCs to a PC on the
Internet appears to come from the IP address of your device.

In this way, details about your LAN PCs remain private. This
security feature is called Port Forwarding.

From the head menu, click on Firewall.

m WLAN1 WLANZ TCPfIP “‘ FIREWALL ‘ MANAGEMENT
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2. From the left-hand menu, click on Port Forwarding. The
following page is displayed:

Entries in this table allow you to automatically redirect common network services to a specific
machine behind the MAT firewall. These settings are only necessary if you wish to host some
sort of server like a web server or mail server on the private local network behind your
Gateway's NAT firewall.

(] Enable Port Forwarding

IP Address: | Protocol: |B|:uth Internal Port: | External Port:
| Remote IP Address: | Comment: |

Save | Save & Apply | Reset |

Current Port Forwarding Table:

Remote
Local IP Prot IInternaIExternal - Comment Status Select
Address Port Port

Address
Delete Selected | Delete All | Reset |
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Port Forwarding for TCP with specified IP

Please follow example below to configure the Port Forwarding
to Specified IP with TCP.

1. From the head menu, click on Firewall.

2. From the left-hand menu, click on Port Forwarding. The
following page is displayed:

Entries in this table allow you to automatically redirect common network services to a specific
machine behind the MAT firewall. These settings are only necessary if you wish to host some
sort of server like a web server or mail server on the private local network behind your
Gateway's NAT firewall.

(] Enable Port Forwarding

IP Address: | Protocol: |B|:uﬁ-| Internal Port: | External Port:
| Remote IP Address: | Comment: |

Save | Save & Apply | Reset |

Current Port Forwarding Table:

Remote
Local IP Prot IInternaI External - C nt  Status Select
Address Port Port

Address
Delete Selected | Delete All | Reset |
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3. Check the option Enable Port Forwarding to enable the
Enable Port Forwarding.

4. Enter the IP Address that the port you want to be forwarded
in IP Address field.

5. From the Protocol drop-down list, select TCP setting.
6. Enter any comment in Comment field.
7. Click Save & Apply.
Enable Port Forwarding
IP Address: |192.155.1.2E|E Protocol: ITCP w | Internal Port: |20 External Port:

20 Remote IP Address: | Comment: |t=st

Save | Save & Apply | Reset |

8. Now the IP Address and port range that you created has
been added and listed in the Current Filter Table.

9. Now the port range of the IP Address in the Current Filter
Table can be access from Internet by TCP protocol.

Current Port Forwarding Table:

Remote
L il Protocol Intermal External P Comment Status Select
Address Port Port
Address
192.168.1.200 TCP 80 80 ANY test Enabled [

Port Forwarding for UDP with specified IP

Please follow example below to configure the Port Forwarding
to Specified IP with UDP.

1. From the head menu, click on Firewall.

m WLAN1 WLANZ TCP/IP “‘ FIREWALL ‘ MANAGEMENT
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2. From the left-hand menu, click on Port Forwarding. The
following page is displayed:

Entries in this table allow you to automatically redirect common network services to a specific
machine behind the NAT firewall. These settings are only necessary if you wish to host some
sort of server like a web server or mail server on the private local network behind your
Gateway's NAT firewall.

L] Enable Port Forwarding

IP Address: | Protocol: IEc-th Internal Port: | External Port:
| Remote IP Address: | Comment: |

Save I Save & Apply I Reset I

Current Port Forwarding Table:

Remote
el e e B B Comment Status Select
Address Port Port

Address
Delete Selected I Delete All I Reset I

3. Check the option Enable Port Forwarding to enable the
Enable Port Forwarding.

4. Enter the IP Address that the port you want to be forwarded
in IP Address field.

5. From the Protocol drop-down list, select UDP setting.
6. Enter any comment in Comment field.
7. Click Save & Apply.

Enable Port Forwarding

IP Address: [192.158.1.200 Protocol: |LIDF' | Internal Port: |30 External Port:
80  Remote IP Address: Comment:

Save | Save & Apply | Reset |

8. Now the IP Address and port range that you created has
been added and listed in the Current Filter Table.

9. Now the port range of the IP Address in the Current Filter
Table can be access from Internet by UDP protocol.

Current Port Forwarding Table:

Remote
Local IP Protocol Internal External IP Comment Status Select
Address Port Port
Address
192.168.1.200 UDP 80 80 ANY Enabled [
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19 URL Filtering

URL filter is used to deny LAN users from accessing the internet.
Block those URLs which contain keywords listed below.

1. From the head menu, click on Firewall.
SETUP WLAN1 WLANZ TCP/IP “‘ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on URL Forwarding. The
following page is displayed:

URL Filtering

URL filter is used to deny LAN users from accessing the internet. Block those URLs
which contain keywords listed below.

[] Enable URL Filtering
deny url address(black list)

allow url address{white list)
URL Address: |

Save I Save & Apply I Reset I

Current Flter Table:
URL Address Select

Delete Selected I Delete All I Reset
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URL filtering for specified URL Address

Please follow example below to deny LAN users from accessing
the Internet.

1. From the head menu, click on Firewall.
SETUP WLANL WLAN2Z TCP/IP “‘ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on URL Forwarding. The
following page is displayed:

URL filter is used to deny LAN users from accessing the internet. Block those URLs
which contain keywords listed below.

[] Enable URL Filtering
deny url address(black list)

allows url address(white list)
URL Address: |

Save | Save & Apply | Reset |

Current Filter Table:
URL Address Select

Delete Selected | Delete All | Reset |

3. Check the option Enable URL Filtering to enable the URL
Filtering.

4. Check the option deny url address(black list) to deny url
address(black list)

5. Enter the URL Address that you want to be denied for LAN
user.

6. Click Save & Apply.
Enable URL Filtering
® deny url address(black list)

O allow url address{white list)
URL Address: Iu\'ww.gmgle.cnm

Save | Save & Apply | Reset |
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7. Now the URL Filter that you created has been added and
listed in the Current Filter Table.

8. Now the URL Address in the Current Filter Table cannot be

visited.
Current Filter Table:
URL Address Select
www.google.com ]
Delete Selected Delete All I Reset
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20 pwmz

A Demilitarized Zone is used to provide Internet services without
sacrificing unauthorized access to its local private network.
Typically, the DMZ host contains devices accessible to Internet

traffic, such as Web (HTTP ) servers, FTP servers, SMTP (e-
mail) servers and DNS servers.

1. From the head menu, click on Firewall.

SETUP WLAN1 WLANZ TCP/IP “‘ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on DMZ. The following page
is displayed:

DMZ

A Demilitarized Zone is used to provide Internet services without sacrificing
unauthorized access to its local private network. Typically, the DMZ host contains

devices accessible to Internet traffic, such as Web (HTTP ) servers, FTF servers,
SMTP (e-mail} servers and DNS servers.

[ 1 Enable DMZ
DMZ Host IP Address: |

Save | Save & Apply | Reset

DMZ Host IP Address

Please follow example below to configure the DMZ to Host IP
Address.

1. From the head menu, click on Firewall.

SETUP WLAN1 WLANZ TCP/IP “‘ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on DMZ. The following page
is displayed:
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A Demilitarized Zone is used to provide Internet services without sacrificing
unauthorized access to its local private network. Typically, the DMZ host contains

devices accessible to Internet traffic, such as Web (HTTP ) servers, FTF servers,
SMTP (e-mail} servers and DNS servers.

[1 Enable DMZ
DMZ Host IP Address: |

Save I Save & Apply I Reset I

3.

Check the option Enable DMZ to enable the Enable DMZ.
4,

Enter the IP Address that to be the DMZ Host in DMZ Host
IP Address field.

5. Click Save & Apply.
Enable DMZ
DMZ Host IP Address: | 152.168.1.200

Save | Save & Apply | Reset
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21 so21Qvian

Entries in below table are used to config vlan settings. VLANs
are created to provide the segmentation services traditionally
provided by routers. VLANS address issues such as scalability,
security, and network management.

1. From the head menu, click on Firewall.

SETUP WLAN1 WLANZ TCP/IP “‘ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on 802.1Q VLAN. The
following page is displayed:
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Entries in below table are used to config vian settings. VLANS are created to provide
the segmentation services traditionally provided by routers. VLANs address issues
such as scalability, security, and network management.

[ Enable 802.1Q VLAN

VLAN ID(1-4095): |0

Forwarding Rule: | a7 Hardware NAT: []
Port Member Tagged
portl L] L]
port2 L] ]
port3 L] L]
port4 L] ]
portS (WAN) ] U]
wlani L] L]
wlanl-val ] ]
wlanl-vaz2 ] ]
wlanl-va3 ] ]
wlani-vad ] ]
wlanl-vxd ] ]
wlan2 L] L]
wlan2-val | Il
wlan2-vaz2 ] ]
wlan2-va3 ] ]
wlan2-va4 ] ]
wilan2-vxd ] ]

Save I Save & Apply I Reset I

Current VLAN Table:
VLANID Forwarding Rule Tagged Ports Untagged Ports Select

Delete Selected | Delete All | Reset |

Change PVID Setting
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22 ROUTE SETUP

This page is used to setup dynamic routing protocol or edit
static route entry.

1. From the head menu, click on Firewall.
SETUP WLAN1 WLANZ TCP/IP “‘ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on ROUTE SETUP. The
following page is displayed:

Routing Setup

This page is used to setup static route protocol.

| Enable Static Route
IP Address:

Subnet Mask:

|
|
Gateway: |

Metric: [
Interface: W

Save | Save & Apply | Reset | Show Route Table

Static Route Table:
Destination IP

Hetmask Gateway  Metric Interface Status Select
Address

Delete Selected | Delete Al | Reset |
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23 QoS

Entries in this table improve your online gaming experience by
ensuring that your game traffic is prioritized over other network
traffic, such as FTP or Web.

1. From the head menu, click on Firewall.
SETUP WLAN1 WLANZ TCP/IP “‘ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on QOS. The following page
is displayed:

Entries in this table improve your online gaming experience by ensuring that your game traffic
is prioritized over other network traffic, such as FTP or Web.

U Enable QoS
Automatic Uplink Speed
Manual Uplink Speed (Kbps): |512

Aut tic Downlink Speed
Manual Downlink Speed (Kbps): |512

QoS Rule Setting:
Name: |
QoS Type: IPv4 MAC IPve PHYPORT DSCP
protocol: | Both
Local IP Address: | - |
Local Port: | - |
Remot IP Address: | =
Remote Port: | =
1Pv6 Address: |
MAC Address: —
phyport: [ (4
dscp: [ (0-63)
Layer 7: IDisabIe ~
Mode:
Mode: | Guaranteed minimum bandwidth
Uplink Bandwidth (Kbps): |
Downlink Bandwidth (Kbps): |
remark
remark dscp: | (0-63)
Comment: |

Save I Save & Apply I Reset

Current QoS Rules Table:

Remote Local
a Local IP Local Remote MAC Uplink  Downlink remark
Rame Ipversion Protoonl , ;. port Addbess POTt M0 Address Phyport dscp Mode oy ideh Bandwidth dscp oot

Delete Selected I Delete Al I Reset I
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24 Status

This page displays the current information for the device. It will
display the LAN, WAN, and system firmware information. This

page will display different information, according to WAN setting
(Static IP, DHCP, or PPPQE).

1. From the head menu, click on Management.

SETUP WLAN1 WLANZ TCP/IP “ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on Status. The following
page is displayed:
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Access Point Status

This page shows the current status and some basic settings of the
device.

System

Uptime Oday:0h:18m:52s

Firmware Version RE4GCH_A_v3411_2T2R_STD_02_160622
Build Time Wed Jun 22 17:39:08 CST 2016

Wireless 1 Configuration

Mode AP

Band 5 GHz [(A+N+AC)
LevelOne 5G
Channel Number 44

Encryption Disabled
94:46:96:89:12:62

Associated Clients ]
Wireless 2 Configuration

Mode AP

Band 2.4 GHz (B+G+HN)
LevelOne 2.4G
Channel Number 11

Encryption Disabled

RSSO 94:46:96:89:12:67

Associated Clients ]

TCP/IP Configuration

Attain IP Protocol Fixed IP

IP Address 192.168.1.1

Subnet Mask 255.255.255.0

Default Gateway 192.168.1.1

DHCP Server Enabled

MAC Address 04:46:96:a9:12:60

Attain IP Protocol Getting IP from DHCP server...

IP Address 0.0.0.0

Subnet Mask 0.0.0.0

Default Gateway 0.0.0.0

MAC Address 94:46:96:a89:12:61

Global Address

LL Address fed@0000000000000964696fffead1260/64
Default Gateway fe80000000000000964696fffeadl260/64
MAC Address 94:46:96:a29:12:60

WAN IPve Configuration
Link Type IP link

Connection Type DHCPvG

Global Address

LL Address feB0000000000000964696ffeadl1261/64
Default Gateway

DHS server 00000000000000000000000000000000
MAC Address 94:46:96:89:12:61
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25 Statistics

This page shows the packet counters for transmission and
reception regarding to wireless and Ethernet networks.

1. From the head menu, click on Management.

SETUP WLAN1 WLANZ TCP/IP “ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on Statistics. The following
page is displayed:

Statistics

This page shows the packet counters for transmission and
reception regarding to wireless and Ethernet networks.

|Sent Packets 356
Wireless 1 LAN

|Received Packets ~ [34652

|Sent Packets 2136
Wireless 2 LAN

|Received Packets 106280

|Sent Packets l4739
Ethernet LAN

|Received Packets ~ [3703

|Sent Packets o
Ethernet WAN

|Received Packets |0

Refresh I
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26 Dynamic DNS

When you want your internal server to be accessed by using
DNS name rather than using the dynamic IP address, you can
use the DDNS service. The DDNS server allows to alias a
dynamic IP address to a static hostname.

This chapter provides you an overview of the Dynamic DNS
feature of the modem and configuration details related to it.

Overview

If some host has a dynamic IP address that keeps changing
frequently, it is difficult to keep updating the IP record that is
associated with the domain name of this host in the zone files.
This will result in non-accessibility of this host on the Internet.
Dynamic DNS service allows to keep mapping of a dynamic IP
address of such host to a static hosthame. Dynamic DNS
services are provided by many websites. The host needs to
register with some website and get a domain name. When the
IP address of the host changes, it just needs to send a message
to the website that's providing dynamic DNS service to this host.
For this to work, an automated update client needs to be
implemented. These update clients send update messages to
the servers whenever there is some change in the IP address of
that host. Then, the server updates the entries for that host and
replies back with some return code.

Host. mydomain_com changed

Query IP address IP to: ab.ed

>

Update zone
Server updated zone file file
IP address is:a.b.c.d

DHCP Server

Host machine with dynamic IP address DDNS service provider on
Internet

Above Figure explains one such scenario in which a host gets a
dynamic IP address for itself from a DHCP server. As the host
has registered with one of the dynamic DNS service providers
on the Internet, it sends an update message to the service
provider with host name and changed IP address. The service
provider updates the new IP address of the host in the zone
files that have entry for that host name and replies back with
some return code. The return code communicates the success
or failure of the update message. This process is repeated
every time the host's IP address changes.
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If the dynamic DNS service provider is notified of the same IP
address again and again, then it considers it an abuse and
might block the host name. To avoid this scenario, the IP
address that was successfully updated to the ISP is stored on
the unit. Whenever we receive an IP address change
notification, the new IP address is compared with the IP address
that was stored on the last update. If they differ, then only an
update request is sent. However, when the system comes up
there is no way of knowing what was the IP address on last
successful update before the system went down. You need to
give the command “system config save” periodically to save this
IP address on Flash.

Registering With Dynamic DNS Service Provider

Currently, Wireless Gateway supports two Dynamic DNS
service providers, www.tzo.com and www.dyndns.com. To use
their Dynamic DNS service, you first need to visit the Web site
of a service provider and register. While registering, you need to
provide your username, password, and hostname as mandatory
parameters. A service provider may also prompt you to fill some
optional parameters.

Configuring IP Interfaces

You need to create a Dynamic DNS interface per IP interface
and can only create one Dynamic DNS interface service on one
IP interface. For more information on creating IP interfaces,
refer to section Creating IP interfaces.

www.dyndns.org provides three kinds of services - Dynamic DNS,
Custom DNS and Static DNS. You can create different domains in
these systems. Custom DNS service is a full DNS solution for
newly purchased domains or domains you already own. A web-
based interface provides complete control over resource records
and your entire domain, including support for dynamic IPs and
automated updates. Static DNS service points a DNS hostname
in some domain owned by dyndns.org to the user's ISP-assigned
static or pseudo-static IP address.

DynDNS service points a fixed hostname in some domain owned
by dyndns.org to the user's ISP-assigned dynamic IP address.
This allows more frequent update of IP addresses, than allowed
by Static DNS.
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1. From the head menu, click on Management.

SETUP WLAN1 WLANZ TCP/IP “ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on DDNS. The following
page is displayed:

Dynamic DNS Setting

Dynamic DMS is a service, that provides you with a valid, unchanging, internet domain
name (an URL) to go with that (possibly everchanging) IP-address.

[ | Enable DDHNS

Service Provider : | DynDNS

Domain Name : |hnst.u:|ynu:|ns.u:urg
User Name/Email: |
Password/Key: |

Note:

For TZ0, you can have a 30 days free trial here or manage your TZ0 account in control panel
For DynDNS, you can creale your DynONS account here

Save | Save & Apply | Reset |

Configure DynDNS

1. From the head menu, click on Management.

SETUP WLAN1 WLANZ TCP/IP “ FIREWALL ‘ MANAGEMENT
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2. From the left-hand menu, click on DDNS. The following
page is displayed:

Dynamic DNS is a service, that provides you with a valid, unchanging, internet domain
name (an URL) to go with that (possibly everchanging) IP-address.

(] Enable DDNS

Service Provider : |D'-_:nDI-JS
Domain Name : |I'u:-5t.u:l'-_:ru:lns.c-rg
User Name/Email: |

Password/Key: |

Note:

For TZ0, you can have a 30 days free trial here or manage your TZ0 account in control panel
For DynDNS, you can create your DynDNS account here

Save I Save & Apply I Reset I

3. Click on Enable DDNS

4. Select the DynDNS from the Service Provider drop-down
list.

5. Type your own unique User Name, Password and Domain
Name which you applied from www.dyndns.com in the
relevant boxes. They can be any combination of letters or
numbers with a maximum of 20 characters.

6. Click Save & Apply.
Enable DDNS

Service Provider : |DynDN5 e

Domain Name : |hnst.dyndns.curg
User Name/Email: |

Password/Key: |

Note:

For TZ0, you can fiave a 30 days free trial here or manage your TZ0 account in control pane/
For DynDNS, you can create your DynbNS account fiere

Save | Save & Apply | Feset |

7. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...
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Configure TZO

1. From the head menu, click on Management.

SETUP WLAN1 WLANZ TCP/IP “ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on DDNS. The following
page is displayed:

Dynamic DNS Setting

Dynamic DMNS is a service, that provides you with a valid, unchanging, internet domain
name (an URL) to go with that (possibly everchanging) IP-address.

[ | Enable DDHNS

Service Provider : | DynDNS

Domain Name : |hnst.u:|ynu:|ns.u:urg
User Name/Email: |
Password/Key: |

Note:

For TZ0, you can fiave a 30 days free trial here or manage your TZ0 account in control pane!
For DynDNS, you can create your DynbNS account fliere

Save | Save & Apply | Feset |
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3. Click on Enable DDNS

4. Select the TZO from the Service Provider drop-down list.

5. Type your own unique Email, Key and Domain Name which
you applied from
http://www.tzo.com/MainPageWebClient/clientsignup.html
in the relevant boxes. They can be any combination of
letters or numbers with a maximum of 20 characters.

6. Click Save & Apply.

Dynamic DMNS is a service, that provides you with a valid, unchanging, internet domain
name (an URL) to go with that (possibly everchanging) IP-address.

Enable DDNS

Service Provider : |‘|?0 i

Domain Name : |
User Name/Email: |
Password/Key: |

Mote:

For TZ0, you can have a 30 days free trial here or manage your TZ0 account in controf pane/
For DynDNS, you can create your DynbNS account fiere

Save | Save & Apply | Feset |

7. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...
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27 Time Zone Setting

Certain systems may not have a date or time mechanism or
may be using inaccurate time/day information. the Simple
Network Time Protocol feature provides a way to synchronize
the device’s own time of day setting with a remote time server
as described in RFC 2030 (SNTP) and RFC 1305 (NTP).

SNTP Server and SNTP Client Configuration
settings

1. From the head menu, click on Management.

m WLAN1 WLANZ TCP/IP “ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on Time Zone Setting. The
following page is displayed:

You can maintain the system time by synchronizing with a public time server over the
Internet.

Yr|20is Mon|s Day|24 Hr(i3 Mn|zs Sec
23

Current Time :

Copy Computer Time I

Time Zone Select : | (GMT+08:00)Taipei v
Automatically Adjust Daylight Saving

(] Enable NTP client update
NTP server : | 131.188.3.220 - Europe

| (Manual IP Setting)

Save | Save & Apply | Reset | Refresh |

3. om the Time Zone Select drop-down list, select Your Own
Time Zone.

4. Check the option Enable NTP client update.

5. From the NTP server drop-down list, select a NTP Server.
Or you can add server to the SNTP association list using IP
address. Adding a server to the association list
automatically starts the synchronization process.

6. Click Save & Apply.
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You can maintain the system time by synchronizing with a public time server over the
Internet.

Current Time : Yrjois  Mon Day |24 Hr |1 Mn |25 Sec
i |29

Copy Computer Time |
Time Zone Select : | (GMT+08:00)Taipei

[] Automatically Adjust Daylight Saving

Enable NTP client update

NTP server : ®) | 131.188.3.220 - Europe |+
O (Manual IP Setting)
Save | Save & Apply | Reset | Refresh |

7. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...

28 Denial-of-Service

A "denial-of-service" (DoS) attack is characterized by an explicit
attempt by hackers to prevent legitimate users of a service from

using that service.

Denial-of-Service

1. From the head menu, click on Management.
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SETUP WLAN1 WLANZ TCP/IP “ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on Deny Of Service. The

following page is displayed:

A "denial-of-service" (DoS) attack is characterized by an explicit attempt by hackers to

prevent legitimate users of a service from using that service.

[] Enable DoS Prevention
Whole System Flood: SYN
Whole System Flood: FIN
Whole System Flood: UDP
Whole System Flood: ICMP
Per-Source IP Flood: SYN
Per-Source IP Flood: FIN
Per-Source IP Flood: UDP
Per-Source IP Flood: ICMP
TCP/UDP PortScan
ICMP Smurf
IP Land
IP Spoof
IP TearDrop
PingOfDeath
TCP Scan
TCP SynWithData
UDP Bomb
UDP EchoChargen

Select ALL | Clear ALL |
Enable Source IP Blocking

Apply Changes |

[0 Packets/Second
[0 Packets/Second
[o7 " Packets/Second
[0 Packets/Second
[o7 Packets/Second
[o7 Packets/Second
[ Packets/Second
[0 Packets/Second
[Low [ Sensitivity

||:| Block time (sec)
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Check the option Enable DoS Prevention.
Check the option of each Service.

Check the option Enable Source IP Blocking.
Click Save & Apply.

o 0 A~ w

A "denial-of-service" (DoS) attack is characterized by an explicit attempt by hackers to
prevent legitimate users of a service from using that service.

Enable DoS Prevention

Whole System Flood: SYN ID— Packets/Second
Whole System Flood: FIN [o° Packets/Second
Whole System Flood: UDP [0 Packets/Second
Whole System Flood: ICMP o Packets/Second
Per-Source IP Flood: SYN IU— PacketsfSecond
Per-Source IP Flood: FIN ||:|— Packets/Second
Per-Source IP Flood: UDP o Packets/Second
Per-Source IP Flood: ICMP o Packets/Second
TCP/UDP PortScan [Low |~ Sensitivity

ICMP Smurf

1P Land

1P Spoof

IP TearDrop
PingOfDeath

TCP Scan

TCP SynWithData
UDP Bomb

UDP EchoChargen

SelectALL | Clear ALL |
Enable Source IP Blocking o Block time (sec)

Apply Changes |

7. Change setting successfully! Please wait 20 seconds....
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Change setting successfully!

Do not turnh off or reboot the Device during this time.

Please wait 19 seconds ...

29 TR.069 CONFIG

This page is used to configure the TR-069 CPE. Here you may
change the setting for the ACS's parameters.

1. From the head menu, click on Management.

SETUP WLAN1 WLANZ TCP/IP “ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on TR-069 CONFIG. The
following page is displayed:

This page is used to configure the TR-069 CPE. Here you may change the setting for the
ACS's parameters.

TRO69: ® Disabled ) Enabled
ACS:

URL: |
User Name: |
Password: |

E‘,‘;‘:.!.’;';‘f Inform (® Disabled ) Enabled

Periodic Inform |':'
Interval:

Connection Request:
User Name:

Password:
Path:
Port: o

Save Save & Apply | Undo |
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30 Log

This page can be used to set remote log server and show the
system log.

System Log

1. From the head menu, click on Management.

SETUP WLAN1 WLANZ TCP/IP “ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on Log. The following page
is displayed:

System Log

This page can be used to set remote log server and show the system log.

] Enable Log
system all wireless DoS
Enable Remote Log Log Server IP Address: |

Apply Changes |

Refresh | Clear |

280



Option Description

Enable Log Enable/Disable the feature.
Default: Disable

system all All system logs will be recorded in the system log
wireless The wireless logs will be recorded in the system log
DoS The DoS logs will be recorded in the system log
Enable Enable: Send the system log to remote log server. To do this, make sure a

Remote Log | secure syslog server is available. Default: Disable

Log Server IP | Enter the IP Address of remote log server.
Address

Check the option Enable Log.

Check the option system all, wireless or DoS.

Check the option Enable Remote Log if you

Enter the IP Address in the Log Server IP Address field.
Click Save & Apply.

N o oMW

This page can be used to set remote log server and show the system log.

Enable Log

system all wireless DoS
Enable Remote Log Log Server IP Address: [10.0.0.102

Apply Changes |

Refresh | Clear |
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8. Change setting successfully! Please wait 20 seconds....

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 19 seconds ...
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31 Firmware Update

About firmware versions

Firmware is a software program. It is stored as read-only
memory on your device.

Your device can check whether there are later firmware
versions available. If there is a later version, you can download
it via the Internet and install it on your device.

If there is a firmware update available you are strongly advised to
install it on your device to ensure that you take full advantage of
any new feature developments.

Manually updating firmware

You can manually download the latest firmware version from
provider’s website to your PC’s file directory.

1. Once you have downloaded the latest firmware version to
your From the head menu, click on Management.

SETUP WLAN1 WLANZ TCP/IP “ FIREWALL ‘ MANAGEMENT

2. From the left-hand menu, click on Upgrade Firmware. The
following page is displayed:
3. Click on the Browse... button.

This page allows you upgrade the Access Point firmware to new version. Please note, do
not power off the device during the upload because it may crash the system.

Firmware Version: RE4GCH_A_v3411_2T2R_STD 02 160622
Select File: Browse... | Mo file selected.
Upload | Reset |

Figure 10: Manual Update Installation section

(Note that if you are using certain browsers (such as Opera
7) the Browse button is labeled Choose.)

Use the Choose file box to navigate to the relevant directory
where the firmware version is saved.

4. Once you have selected the file to be installed, click Open.
The file’s directory path is displayed in the New Firmware
Image: text box.

5. Click Upload. The device checks that the selected file
contains an updated version of firmware. A status screen
pops up, please wait for a while.......
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Please wait..,

6. Firmware update has been update complete. The following
page is displayed:

Change setting successfully!
Do not turn off or reboot the Device during this time.

Please wait 146 seconds ...
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32 Save/Reload Settings

This page allows you save current settings to a file or reload the
settings from the file which was saved previously.

Besides, you could reset the current configuration to factory

default.

If you do make changes to the default configuration but then
wish to revert back to the original factory configuration, you can
do so by resetting the device to factory defaults.

Save Settings to File

It allows you save current settings to a file.

1. From the left-hand Management menu, click on Reset
factory default. The following page is displayed:

This page allows you save current settings to a file or reload the settings from the file
which was saved previously. Besides, you could reset the current configuration to factory

default.

Save Settings to File: Save... |

Load Settings from File: Browse... | Mo file selected. Upload |
Reset Settings to
Reset
Default: il
Figure 11: Reset to Defaults page
Option Description

Save Settings
to File

Save the Settings to a File

Load Settings
from File

Load Settings from a File

Reset
Settings to
Default

Reset Settings to Factory Default
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2. Clickon Save....

This page allows you save current settings to a file or reload the settings from the file
which was saved previously. Besides, you could reset the current configuration to factory

default.

Save Settings to File:

Load Settings from File:

Reset Settings to
Default:

Save... I

Browse... | Mo file selected. Upload |
Reset I

3.

If you are happy with this, click Save and then browse to
where the file to be saved. Or click Cancel to cancel it.

File Download X

Do you want to save thiz file. or find a program online to open
it?

Mare: config.dat

Tepe: Unknown File Type, 5.99KE
Fram: 192.188.1.1

Find ][ Save ][ Cancel

i " | “While filez from the Internet can be uzeful, zome files can potentially
d harm vour cornputer, [ vau da naot trust the source, do not find a
= program to oper thiz file or zave this file What's the rizk?
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Load Settings from File

It allows you to reload the settings from the file which was saved
previously.

1. From the left-hand Management menu, click on Reset
factory default. The following page is displayed:

This page allows you save current settings to a file or reload the settings from the file
which was saved previously. Besides, you could reset the current configuration to factory
default.

Save Settings to File: Save... |

Load Settings from File: Browse... | Mo file selected. Upload |
Reset Settings to
Default: ﬂl

Figure 12:  Reset to Defaults page
2. Click on Browse....to browse to where the config.dat is.
This page allows you save current settings to a file or reload the settings from the file

which was saved previously. Besides, you could reset the current configuration to factory
default.

Save Settings to File: Save... |

Load Settings from File: Browse... | Mo file selected. Upload |
Reset Settings to

Reset
Default: il
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3. If you are happy with this, click Upload to start to load
settings from file.

This page allows you save current settings to a file or reload the settings from the file
which was saved previously. Besides, you could reset the current configuration to factory
default.

Save Settings to File: Save. .. |

Load Settings from File: Browse... | Mo file selected, Upload |
Reset Settings to
Default: ﬂl

4. Once it finished loading settings form file, it'll show the
message below.

Update successfully!

Update in progressing.
Do not turn off or reboot the Device during this time.

Please wait 44 seconds ...
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Resetting to Defaults

If you do make changes to the default configuration but then
wish to revert back to the original factory configuration, you can
do so by resetting the device to factory defaults.

If you reset your device to factory defaults, all previous
configuration changes that you have made are overwritten by the
factory default configuration.

Software Reset:

1. From the left-hand Management menu, click on Reset
factory default. The following page is displayed:

This page allows you save current settings to a file or reload the settings from the file
which was saved previously. Besides, you could reset the current configuration to factory
default.

Save Settings to File: Save... |

Load Settings from File: Browse... | Mo file selected, Upload |
Reset Settings to
Default: ﬂl

Figure 13:  Reset to Defaults page
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2. Click on Reset Settings to Default.

This page allows you save current settings to a file or reload the settings from the file
which was saved previously. Besides, you could reset the current configuration to factory
default.

Save Settings to File: Save... |

Load Settings from File: Browse... | Mo file selected, Upload |
Reset Settings to
Default: EI

3. This page reminds you that resetting to factory defaults
cannot be undone — any changes that you have made to
the basic settings will be replaced. If you are happy with this,
click OK. Or click Cancel to cancel it.

Windows Internet Explorer r‘s_<|

\;r/ Lo wou realky wank to reset the current settings ko default?

(0] 4 ] [ Cancel

4. Reload setting successfully! Please wait for a moment while
rebooting ...

Reload setting successfully?

The Router is booting.
Do not turn off or reboot the Device during this time.

Please wait 59 seconds ...
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33 Password

You can restrict access to your device’s web pages using
password protection. With password protection enabled, users
must enter a username and password before gaining access to
the web pages.

By default, password protection is enabled on your device, and
the username and password set are as follows:

Username: admin

Password: admin

Setting your username and password

Non-authorized users may try to access your system by guessing
your username and password. We recommend that you change
the default username and password to your own unigque settings.

To change the default password:

1. From the left-hand Management menu, click on Password.
The following page is displayed:

This page is used to set the account to access
the web server of Access Point. Empty user
name and password will disable the protection.

User Name:

|
New Password: |
|

Confirmed Password:

Save I Save & Apply I Reset I

Figure 14: Currently Defined Administration Password: Setup page
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2. This page displays the current username and password
settings. Change your own unique password in the relevant
boxes. They can be any combination of letters or numbers
with a maximum of 30 characters. The default setting uses
admin for the username and admin for password.

3. If you are happy with these settings, click Save & Apply
You will see following page that the new user has been
displayed on the Currently Defined Users. You need to
login to the web pages using your new username and new
password.

This page is used to set the account to access
the web server of Access Point. Empty user
name and password will disable the protection.

User Name:

|
New Password: |
Confirmed Password: |

Save | Save & Apply | Reset |

Figure 15:  Admin Password

4. Change setting successfully.

Change setting successfully!
Do not turn off or reboot the Router during this time.

Please wait 18 seconds ...

5. Enter new User name and Password.
6. Click Apply.

Microsoft Edge

Microsoft Edge

The server 192.168.1.1 is asking for your user name and password. The server reports that it is
from.

‘Warning: Your user name and password will be sent using basic authentication on a
connection that isn't secure.

Q
Y

Figure 16: Login page

292



A Configuring your Computers

This appendix provides instructions for configuring the Internet
settings on your computers to work with the Wireless Gateway.

Configuring Ethernet PCs

Before you begin

By default, the Wireless Gateway automatically assigns the
required Internet settings to your PCs. You need to configure
the PCs to accept this information when it is assigned.

"""" In some cases, you may want to assign Internet information

_ I manually to some or all of your computers rather than allow the
' Wireless Gateway to do so. See Assigning static Internet

Note information to your PCs for instructions.

e If you have connected your LAN PCs via Ethernet to the
Wireless Gateway, follow the instructions that correspond to
the operating system installed on your PC:

e  Windows® XP PCs

e Windows 2000 PCs

e Windows Me PCs

e Windows 95, 98 PCs

e Windows NT 4.0 workstations

Windows® XP PCs

1. Inthe Windows task bar, click the Start button, and then
click Control Panel.

2. Double-click the Network Connections icon.

3. Inthe LAN or High-Speed Internet window, right-click on the
icon corresponding to your network interface card (NIC) and
select Properties. (Often, this icon is labeled Local Area
Connection).

The Local Area Connection dialog box is displayed with a
list of currently installed network items.

4. Ensure that the check box to the left of the item labeled
Internet Protocol TCP/IP is checked and click Properties.

5. In the Internet Protocol (TCP/IP) Properties dialog box, click
the radio button labeled Obtain an IP address automatically.
Also click the radio button labeled Obtain DNS server
address automatically.

6. Click OK twice to confirm your changes, and then close the
Control Panel.

Windows 2000 PCs

First, check for the IP protocol and, if necessary, install it:

1. Inthe Windows task bar, click the Start button, point to
Settings, and then click Control Panel.

2. Double-click the Network and Dial-up Connections icon.
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In the Network and Dial-up Connections window, right-click
the Local Area Connection icon, and then select Properties.

The Local Area Connection Properties dialog box is
displayed with a list of currently installed network
components. If the list includes Internet Protocol (TCP/IP),
then the protocol has already been enabled. Skip to step 10.

If Internet Protocol (TCP/IP) does not display as an installed
component, click Install...

In the Select Network Component Type dialog box, select
Protocol, and then click Add...

Select Internet Protocol (TCP/IP) in the Network Protocols
list, and then click OK.

You may be prompted to install files from your Windows
2000 installation CD or other media. Follow the instructions
to install the files.

If prompted, click OK to restart your computer with the new
settings.

Next, configure the PCs to accept IP information assigned by
the Wireless Gateway:

8.

10.

11.

12.

In the Control Panel, double-click the Network and Dial-up
Connections icon.

In the Network and Dial-up Connections window, right-click
the Local Area Connection icon, and then select Properties.

In the Local Area Connection Properties dialog box, select
Internet Protocol (TCP/IP), and then click Properties.

In the Internet Protocol (TCP/IP) Properties dialog box, click
the radio button labeled Obtain an IP address automatically.
Also click the radio button labeled Obtain DNS server
address automatically.

Click OK twice to confirm and save your changes, and then
close the Control Panel.
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Windows Me PCs

1.

In the Windows task bar, click the Start button, point to
Settings, and then click Control Panel.

Double-click the Network and Dial-up Connections icon.

In the Network and Dial-up Connections window, right-click
the Network icon, and then select Properties.

The Network Properties dialog box displays with a list of
currently installed network components. If the list includes
Internet Protocol (TCP/IP), then the protocol has already
been enabled. Skip to step 11.

If Internet Protocol (TCP/IP) does not display as an installed
component, click Add...

In the Select Network Component Type dialog box, select
Protocol, and then click Add...

Select Microsoft in the Manufacturers box.

Select Internet Protocol (TCP/IP) in the Network Protocols
list, and then click OK.

You may be prompted to install files from your Windows Me
installation CD or other media. Follow the instructions to
install the files.

If prompted, click OK to restart your computer with the new
settings.

Next, configure the PCs to accept IP information assigned by
the Wireless Gateway:

9.

10.

11.

12.

13.

In the Control Panel, double-click the Network and Dial-up
Connections icon.

In Network and Dial-up Connections window, right-click the
Network icon, and then select Properties.

In the Network Properties dialog box, select TCP/IP, and
then click Properties.

In the TCP/IP Settings dialog box, click the radio button
labeled Server assigned IP address. Also click the radio
button labeled Server assigned name server address.

Click OK twice to confirm and save your changes, and then
close the Control Panel.

Windows 95, 98 PCs

First, check for the IP protocol and, if necessary, install it:

1.

In the Windows task bar, click the Start button, point to
Settings, and then click Control Panel.

Double-click the Network icon.

The Network dialog box displays with a list of currently
installed network components. If the list includes TCP/IP,
and then the protocol has already been enabled. Skip to
step 9.

If TCP/IP does not display as an installed component, click
Add...

The Select Network Component Type dialog box displays.

Select Protocol, and then click Add...
The Select Network Protocol dialog box displays.
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5. Click on Microsoft in the Manufacturers list box, and then
click TCP/IP in the Network Protocols list box.

6. Click OK to return to the Network dialog box, and then click
OK again.

You may be prompted to install files from your Windows
95/98 installation CD. Follow the instructions to install the
files.

7. Click OK to restart the PC and complete the TCP/IP
installation.

Next, configure the PCs to accept IP information assigned by

the Wireless Gateway:

8. Open the Control Panel window, and then click the Network
icon.

9. Select the network component labeled TCP/IP, and then
click Properties.

If you have multiple TCP/IP listings, select the listing
associated with your network card or adapter.

10. In the TCP/IP Properties dialog box, click the IP Address
tab.

11. Click the radio button labeled Obtain an IP address
automatically.

12. Click the DNS Configuration tab, and then click the radio
button labeled Obtain an IP address automatically.

13. Click OK twice to confirm and save your changes.
You will be prompted to restart Windows.

14. Click Yes.

Windows NT 4.0 workstations

First, check for the IP protocol and, if necessary, install it:

1. Inthe Windows NT task bar, click the Start button, point to
Settings, and then click Control Panel.

2. Inthe Control Panel window, double click the Network icon.

3. Inthe Network dialog box, click the Protocols tab.

The Protocols tab displays a list of currently installed
network protocols. If the list includes TCP/IP, then the
protocol has already been enabled. Skip to step 9.

4. If TCP/IP does not display as an installed component, click
Add...

5. Inthe Select Network Protocol dialog box, select TCP/IP,
and then click OK.

You may be prompted to install files from your Windows NT
installation CD or other media. Follow the instructions to
install the files.

After all files are installed, a window displays to inform you
that a TCP/IP service called DHCP can be set up to
dynamically assign IP information.

6. Click Yes to continue, and then click OK if prompted to
restart your computer.

Next, configure the PCs to accept IP information assigned by
the Wireless Gateway:
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7. Open the Control Panel window, and then double-click the
Network icon.

8. Inthe Network dialog box, click the Protocols tab.

9. In the Protocols tab, select TCP/IP, and then click
Properties.

10. In the Microsoft TCP/IP Properties dialog box, click the
radio button labeled Obtain an IP address from a DHCP
server.

11. Click OK twice to confirm and save your changes, and then
close the Control Panel.

Assigning static Internet information to your PCs

If you are a typical user, you will not need to assign static
Internet information to your LAN PCs because your ISP
automatically assigns this information for you.

In some cases however, you may want to assign Internet
information to some or all of your PCs directly (often called
“statically”), rather than allowing the Wireless Gateway to assign
it. This option may be desirable (but not required) if:

¢ You have obtained one or more public IP addresses that
you want to always associate with specific computers (for
example, if you are using a computer as a public web
server).

¢ You maintain different subnets on your LAN (subnets are
described in Appendix B).

Before you begin, you must have the following information
available:

e The IP address and subnet mask of each PC

e The IP address of the default gateway for your LAN. In
most cases, this is the address assigned to the LAN port on
the Wireless Gateway. By default, the LAN port is assigned
the IP address 192.168.1.1 (You can change this number
or another number can be assigned by your ISP. See
Addressing for more information.)

e The IP address of your ISP’s Domain Name System (DNS)
server.

On each PC to which you want to assign static information,
follow the instructions relating only to checking for and/or
installing the IP protocol. Once it is installed, continue to follow
the instructions for displaying each of the Internet Protocol
(TCP/IP) properties. Instead of enabling dynamic assignment of
the IP addresses for the computer, DNS server and default
gateway, click the radio buttons that enable you to enter the
information manually.

Your PCs must have IP addresses that place them in the same
subnet as the Wireless Gateway’s LAN port. If you manually assign
IP information to all your LAN PCs, you can follow the instructions in
Addressing to change the LAN port IP address accordingly.
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B |IP Addresses, Network Masks, and
Subnets

IP Addresses

This section refers only to IP addresses for IPv4 (version 4 of the
Internet Protocol). IPv6 addresses are not covered.

This section assumes basic knowledge of binary numbers, bits,
and bytes.

IP addresses, the Internet's version of telephone numbers, are
used to identify individual nodes (computers or devices) on the
Internet. Every IP address contains four numbers, each from 0
to 255 and separated by dots (periods), e.g. 20.56.0.211. These
numbers are called, from left to right, field1, field2, field3, and
field4.

This style of writing IP addresses as decimal numbers
separated by dots is called dotted decimal notation. The IP
address 20.56.0.211 is read "twenty dot fifty-six dot zero dot
two-eleven."

Structure of an IP address

IP addresses have a hierarchical design similar to that of
telephone numbers. For example, a 7-digit telephone number
starts with a 3-digit prefix that identifies a group of thousands of
telephone lines, and ends with four digits that identify one
specific line in that group.

Similarly, IP addresses contain two kinds of information:

e Network ID
Identifies a particular network within the Internet or intranet
e HostID

Identifies a particular computer or device on the network

The first part of every IP address contains the network ID, and
the rest of the address contains the host ID. The length of the
network ID depends on the network's class (see following
section). The table below shows the structure of an IP address.

Field1l Field2 Field3 Field4
Class A Network 1D Host ID
Class B Network ID Host ID
Class C Network ID | Host ID

Here are some examples of valid IP addresses:

Class A: 10.30.6.125 (network = 10, host = 30.6.125)
Class B: 129.88.16.49 (network = 129.88, host = 16.49)
Class C: 192.60.201.11 (network = 192.60.201, host = 11)
Network classes

The three commonly used network classes are A, B, and C.
(There is also a class D but it has a special use beyond the
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Definition
mask

scope of this discussion.) These classes have different uses
and characteristics.

Class A networks are the Internet's largest networks, each with
room for over 16 million hosts. Up to 126 of these huge
networks can exist, for a total of over 2 billion hosts. Because of
their huge size, these networks are used for WANs and by
organizations at the infrastructure level of the Internet, such as
your ISP.

Class B networks are smaller but still quite large, each able to
hold over 65,000 hosts. There can be up to 16,384 class B
networks in existence. A class B network might be appropriate
for a large organization such as a business or government
agency.

Class C networks are the smallest, only able to hold 254 hosts
at most, but the total possible number of class C networks
exceeds 2 million (2,097,152 to be exact). LANs connected to
the Internet are usually class C networks.

Some important notes regarding IP addresses:

e The class can be determined easily from field1:

fieldl = 1-126: Class A
fieldl = 128-191.: Class B
fieldl = 192-223: Class C

(field1 values not shown are reserved for special uses)

e Ahost ID can have any value except all fields set to 0 or all
fields set to 255, as those values are reserved for special
uses.

Subnet masks

A mask looks like a regular IP address, but contains a pattern of
bits that tells what parts of an IP address are the network ID and
what parts are the host ID: bits set to 1 mean "this bit is part of the
network ID" and bits set to 0 mean "this bit is part of the host ID."

Subnet masks are used to define subnets (what you get after
dividing a network into smaller pieces). A subnet's network ID is
created by "borrowing" one or more bits from the host ID portion
of the address. The subnet mask identifies these host ID bits.

For example, consider a class C network 192.168.1. To split this
into two subnets, you would use the subnet mask:

255.255.255.128
It's easier to see what's happening if we write this in binary:
11211112.112221711.11111111.10000000

As with any class C address, all of the bits in field1 through
field3 are part of the network ID, but note how the mask
specifies that the first bit in field4 is also included. Since this
extra bit has only two values (0 and 1), this means there are two
subnets. Each subnet uses the remaining 7 bits in field4 for its
host IDs, which range from 1 to 126 hosts (instead of the usual
0 to 255 for a class C address).

Similarly, to split a class C network into four subnets, the mask
is:
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255.255.255.192 or 11111111.11111111.
11111111.11000000

The two extra bits in field4 can have four values (00, 01, 10, 11),
so there are four subnets. Each subnet uses the remaining six
bits in field4 for its host IDs, ranging from 1 to 62.

Sometimes a subnet mask does not specify any additional
network ID bits, and thus no subnets. Such a mask is called a
default subnet mask. These masks are:

Class A: 255.0.0.0
Class B: 255.255.0.0
Class C: 255.255.255.0

These are called default because they are used when a network is
initially configured, at which time it has no subnets.
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C UPNP Control Point Software on
Windows ME/XP

This appendix provides instructions for configuring the UPnP on
your computers to work with the Wireless Gateway.

UPNP is an architecture for pervasive peer-to-peer network
connectivity of intelligent appliances, Wireless devices, and PCs
of all form factors. It is designed to bring easy-to-use, flexible,
standards-based connectivity to ad-hoc or unmanaged
networks whether in the home, in a small business, public
spaces, or attached to the Internet. UPnP is a distributed, open
networking architecture that leverages TCP/IP and the Web
technologies to enable seamless proximity networking in
addition to control and data transfer among networked devices
in the home, office, and public spaces.

UPNP is more than just a simple extension of the plug and play
peripheral model. It is designed to support zero-configuration,
"invisible" networking, and automatic discovery for a breadth of
device categories from a wide range of vendors. This means a
device can dynamically join a network, obtain an IP address,
convey its capabilities, and learn about the presence and
capabilities of other devices. DHCP and DNS servers are
optional and are used only if available on the network. Finally, a
device can leave a network smoothly and automatically without
leaving any unwanted state behind.

UPNnP Control Point Software on Windows ME

To install the control point software on Windows ME:
1. In the Control Panel, select "Add/Remove Programs".

2. In the "Add/Remove Programs Properties” dialog box, select
the "Windows Setup" tab. In the "Components" list, double click
on the "Communications" entry.

3. In the "Communications" dialog box, scroll down the
"Components" list to display the UPnP entry. Select the entry,
click "OK".

4. Click "OK" to finish the "Add/Remove Programs" dialog.
5. Reboot your system.

Once you have installed the UPnP software and you have
rebooted (and your network includes the IGD system), you
should be able to see the IGD controlled device on your network.
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UPNnP Control Point Software on Windows XP with
Firewall

On Windows XP versions earlier than SP2, Firewall support is
provided by the Windows XP Internet Connection Firewall. You
cannot use the Windows XP Internet Connection Firewall
support on a system that you intend to use as a UPnP control
point. If this feature is enabled, although the control point
system may display controlled devices in the list of network
devices, the control point system cannot participate in UPnP
communication. (This restriction also applies to controlled
devices running on Windows XP systems earlier than SP2.)

On Windows XP SP2 and later, Firewall support is provided by
Windows Firewall. Unlike earlier versions, Windows XP SP2
can be used on a system that you intend to use as a UPnP
control point.

To turn off the Firewall capability on any version of Windows XP,
follow the steps below:

1. In the Control Panel, select "Network and Internet
Connections".

2. In the "Network and Internet Connections” dialog box, select
"Network Connections".

3. In the "Network Connections" dialog box, right-click on the
local area connection entry for your network; this will display a
menu. Select the "Properties" menu entry.

4. In the "Local Area Connection Properties” dialog box, select
the "Advanced" tab. Disable the Internet Connection Firewall by
de-selecting the entry with the following label:

"Protect my computer and network by limiting or preventing
access to the computer from the Internet"”.

5. Click "OK".

SSDP requirements

You must have SSDP Discovery Service enabled on your
Windows XP system to use the UPnP Control point software.

SSDP Discovery Service is enabled on a default installation of
Windows XP. To check if it is enabled on your system, look in
Control Panel > Administrative Tools > Services).

Installation procedure

To install the Control point software on Windows XP, follow the
steps below:

1. In the Control Panel, select "Add/Remove Programs".

2. In the "Add or Remove Programs" dialog box, click the "Add /
Remove Windows Components" button.

3. In the "Windows Component Wizard" dialog box, scroll down
the list to display the "Networking Services" entry. Highlight
(select) the entry, and click on the "Details" button.
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4. The “Networking Services” window is displayed.

The subcomponents shown in the Networking Services window
will be different depending on if you are using Windows XP,
Windows XP (SP1), or Windows XP (SP2).

If you are using Windows XP SP2, the Networking Services
window will display the following list of sub-components:

Metworking Sernvices E|

To add or remave a companent, click the check box. 4 shaded box means that only part
of the component will be installed. To zee what's included in a compaonent, click Details.

Subcomponents of Hetwarking Services:

Internet Gateway Device Digoovery and Contral Client 0.0 B
[ = Peer-to-Peer 0.0 B
C] BRIP Listerer 0.0 MB
[ Simple TCPAP Services 0.0MB

E PP User Interface 0.2 MB

Dezcription:;  Displays iconz in My Metwork, Places for UPRP devices detected on the
hebwork. Alzo, opens the required “Windows Firewall portz.

Total dizk zpace required: a7.2 MB
Space available on dizk: 4184 MEB

Detals...

k. ] [ Cancel

5. Select the following entries from the “Networking Services”
window and then click "OK":

If you are using Windows XP, select:

* "Universal Plug and Play".

If you are using Windows XP SP1, select:

* "Internet Gateway Device discovery and Control Client".
* "Universal Plug and Play".

If you are using Windows XP SP2, select:

* "Internet Gateway Device discovery and Control Client".
* "UPnP User Interface".

6. Reboot your system.

Once you have installed the UPnP software and you have
rebooted (and your network includes the IGD system), you
should be able to see the IGD controlled device on your network.
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For example, from the Network Connections window you should
see the Internet Gateway Device:

‘:. Metwork Connections

File Edit Wiew Fawvorites Tools Advanced Help

O Back \_) l@ p Search H:" Folders v

Address \':A, Metwork Connections

Network Tasks

il Create anew
conneckion
Set up a home or small
office netwark
Change Windows
Firewall settings
Disconnect this
conneckion

Internet Gateway

Rename this connection
Wiew status of this
conneckion

Change settings of this
conneckion

LAN or High-Speed Internet

Local Area Connection
Connected
|_aja Si5 900 PCI Fast Ethernet Ada..
Other Places

3¢ Contral Parel
Id Iy Metwork Flaces
My Documents
i My Computer

Details R

Internet Connection
Internet Gateway -

305



D Troubleshooting

This appendix suggests solutions for problems you may
encounter in installing or using the Wireless Gateway, and
provides instructions for using several IP utilities to diagnose

problems.

Contact Customer Support if these suggestions do not resolve

the problem.

Troubleshooting Suggestions

Problem

Troubleshooting Suggestion

LEDs

Power LED does not
illuminate after
product is turned on.

Verify that you are using the power cable
provided with the device and that it is
securely connected to the Wireless
Gateway and a wall socket/power strip.

LINK LAN LED does
not illuminate after
Ethernet cable is
attached.

Verify that the Ethernet cable is securely
connected to your LAN hub or PC and to
the Wireless Gateway. Make sure the PC
and/or hub is turned on.

Verify that your cable is sufficient for your
network requirements. A 100 Mbit/sec
network (10BaseTx) should use cables
labeled CAT 5. A 10Mbit/sec network may
tolerate lower quality cables.

Internet Access

My PC cannot access
the Internet

Use the ping utility (discussed in the
following section) to check whether your PC
can communicate with the device’s LAN IP
address (by default 192.168.1.1). If it
cannot, check the Ethernet cabling.

If you statically assigned a private IP
address to the computer, (not a registered
public address), verify the following:

e Check that the gateway IP address
on the computer is your public IP
address (see Current Status for
instructions on viewing the IP
information.) If it is not, correct the
address or configure the PC to
receive IP information
automatically.

e  Verify with your ISP that the DNS
server specified for the PC is valid.
Correct the address or configure
the PC to receive this information
automatically.

My LAN PCs cannot
display web pages
on the Internet.

Verify that the DNS server IP address
specified on the PCs is correct for your ISP,
as discussed in the item above. If you
specified that the DNS server be assigned
dynamically from a server, then verify with
your ISP that the address configured on the
Wireless Gateway is correct, then You can
use the ping utility, to test connectivity with
your ISP’s DNS server.

Web pages




Problem

Troubleshooting Suggestion

| forgot/lost my user
ID or password.

If you have not changed the password from
the default, try using “admin” the user ID
and “admin® as password. Otherwise, you
can reset the device to the default
configuration by pressing the Reset Default
button on the Rare panel of the device (see
Rare Panel). Then, type the default User ID
and password shown above. WARNING:
Resetting the device removes any custom
settings and returns all settings to their
default values.

| cannot access the
web pages from my
browser.

Use the ping utility, discussed in the
following section, to check whether your PC
can communicate with the device’s LAN IP
address (by default 192.168.1.1). If it
cannot, check the Ethernet cabling.

Verify that you are using Internet Explorer or
Netscape Navigator v4.0 or later.

Verify that the PC’s IP address is defined as
being on the same subnet as the IP address
assigned to the LAN port on the Wireless
Gateway.

My changes to the
web pages are not
being retained.

Be sure to use the Confirm Changes/Apply
function after any changes.
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Diagnosing Problem using IP Utilities

ping

Ping is a command you can use to check whether your PC can
recognize other computers on your network and the Internet. A
ping command sends a message to the computer you specify. If
the computer receives the message, it sends messages in reply.
To use it, you must know the IP address of the computer with
which you are trying to communicate.

On Windows-based computers, you can execute a ping
command from the Start menu. Click the Start button, and then
click Run. In the Open text box, type a statement such as the
following:

ping 192.168.1.1

Click OK. You can substitute any private IP address on your
LAN or a public IP address for an Internet site, if known.

If the target computer receives the message, a Command
Prompt window is displayed:

E¥ Command Prompt i — | ped

d 4, L
in milli-
ximum = 8ms, Av

Figure 17: Using the ping Utility

If the target computer cannot be located, you will receive the
message Request timed out.

Using the ping command, you can test whether the path to the
Wireless Gateway is working (using the preconfigured default
LAN IP address 192.168.1.1) or another address you assigned.

You can also test whether access to the Internet is working by
typing an external address, such as that for www.yahoo.com
(216.115.108.243). If you do not know the IP address of a
particular Internet location, you can use the nslookup command,
as explained in the following section.

From most other IP-enabled operating systems, you can
execute the same command at a command prompt or through a
system administration utility.

nslookup

You can use the nslookup command to determine the IP
address associated with an Internet site name. You specify the
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common name, and the nslookup command looks up the name
in on your DNS server (usually located with your ISP). If that
name is not an entry in your ISP’s DNS table, the request is
then referred to another higher-level server, and so on, until the
entry is found. The server then returns the associated IP
address.

On Windows-based computers, you can execute the nslookup
command from the Start menu. Click the Start button, and then
click Run. In the Open text box, type the following:

Nslookup

Click OK. A Command Prompt window displays with a bracket
prompt (>). At the prompt, type the name of the Internet address
that you are interested in, such as www.microsoft.com.

The window will display the associate IP address, if known, as
shown below:

mmand Prompt - nslookup

Mon—authoritative ansuer:
icrosoft.

dy

4.micy akadns.net
: 2087.46.23@.218, 207.46.230.229, 207.46.131.91. 287.46.197.182

wuy . microsoft.com

Figure 18:  Using the nslookup Utility

There may be several addresses associated with an Internet
name. This is common for web sites that receive heavy traffic;
they use multiple, redundant servers to carry the same
information.

To exit from the nslookup utility, type exit and press [Enter] at
the command prompt.
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E LICENSE STATEMENT / GPL CODE
STATEMENT

This product resp. the here

(http://global.levell.com/downloads.php?action=init) for

downloading offered software includes software code
developed by third parties, including software code subject
to the GNU General Public License Version 2 (“GPLv2")

and GNU Lesser General Public License 2.1 (,LGPLv2.1%).

WRITTEN OFFER FOR GPL/LGPL
SOURCE CODE

We will provide everyone upon request the applicable
GPLv2 and LGPLv2.1 source code files via CDROM or
similar storage medium for a nominal cost to cover
shipping and media charges as allowed under the GPLv2
and LGPLv2.1. This offer is valid for 3 years. GPLv2 and
LGPLV2 inquiries: Please direct all GPL and LGPL

inquiries to the following address:
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http://global.level1.com/downloads.php?action=init

Digital Data Communications GmbH
Zeche-Norm-Str. 25
44319 Dortmund

Deutschland

Phone: +49 231 9075 - 0

Fax: +49 231 9075 - 184

Email: support@levell.com

Web: www.levell.com

NO WARRANTY

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY,; without even the implied
warranty of MERCHANTABILITY or FITNESS FOR A
PARTICULAR PURPOSE. See the GNU General Public
License for more details. IN NO EVENT UNLESS

REQUIRED BY APPLICABLE LAW OR AGREED TO IN
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tel:%2B49%20231%209075%20-%200
tel:%2B49%20231%209075%20-%20184
mailto:support@level1.com
http://www.level1.com/

WRITING WILL ANY COPYRIGHT HOLDER, OR ANY
OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED
ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE
USE OR INABILITY TO USE THE PROGRAM
(INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR
DATA BEING RENDERED INACCURATE OR LOSSES
SUSTAINED BY YOU OR THIRD PARTIES OR A
FAILURE OF THE PROGRAM TO OPERATE WITH ANY
OTHER PROGRAMS), EVEN IF SUCH HOLDER OR
OTHER PARTY HAS BEEN ADVISED OF THE

POSSIBILITY OF SUCH DAMAGES.

GNU GENERAL PUBLIC
LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation,
Inc.
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51 Franklin Street, Fifth Floor, Boston, MA 02110-
1301, USA

Everyone is permitted to copy and distribute verbatim
copies

of this license document, but changing it is not

allowed.

Preamble

The licenses for most software are designed to take away
your freedom to share and change it. By contrast, the
GNU General Public License is intended to guarantee
your freedom to share and change free software--to make
sure the software is free for all its users. This General
Public License applies to most of the Free Software
Foundation's software and to any other program whose
authors commit to using it. (Some other Free Software
Foundation software is covered by the GNU Lesser
General Public License instead.) You can apply it to your
programs, too.

When we speak of free software, we are referring to
freedom, not price. Our General Public Licenses are
designed to make sure that you have the freedom to

distribute copies of free software (and charge for this

313



service if you wish), that you receive source code or can
get it if you want it, that you can change the software or
use pieces of it in new free programs; and that you know
you can do these things.

To protect your rights, we need to make restrictions that
forbid anyone to deny you these rights or to ask you to
surrender the rights. These restrictions translate to certain
responsibilities for you if you distribute copies of the
software, or if you modify it.

For example, if you distribute copies of such a program,
whether gratis or for a fee, you must give the recipients all
the rights that you have. You must make sure that they,
too, receive or can get the source code. And you must
show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the
software, and (2) offer you this license which gives you
legal permission to copy, distribute and/or modify the

software.
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Also, for each author's protection and ours, we want to
make certain that everyone understands that there is no
warranty for this free software. If the software is modified
by someone else and passed on, we want its recipients to
know that what they have is not the original, so that any
problems introduced by others will not reflect on the
original authors' reputations.

Finally, any free program is threatened constantly by
software patents. We wish to avoid the danger that
redistributors of a free program will individually obtain
patent licenses, in effect making the program proprietary.
To prevent this, we have made it clear that any patent
must be licensed for everyone's free use or not licensed at
all.

The precise terms and conditions for copying, distribution

and modification follow.

TERMS AND CONDITIONS FOR
COPYING, DISTRIBUTION AND
MODIFICATION
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0. This License applies to any program or other work
which contains a notice placed by the copyright holder
saying it may be distributed under the terms of this
General Public License. The "Program”, below, refers to
any such program or work, and a "work based on the
Program" means either the Program or any derivative
work under copyright law: that is to say, a work containing
the Program or a portion of it, either verbatim or with
modifications and/or translated into another language.
(Hereinafter, translation is included without limitation in the
term "modification".) Each licensee is addressed as "you".
Activities other than copying, distribution and modification
are not covered by this License; they are outside its scope.
The act of running the Program is not restricted, and the
output from the Program is covered only if its contents
constitute a work based on the Program (independent of
having been made by running the Program). Whether that

IS true depends on what the Program does.
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1. You may copy and distribute verbatim copies of the
Program's source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish
on each copy an appropriate copyright notice and
disclaimer of warranty; keep intact all the notices that refer
to this License and to the absence of any warranty; and
give any other recipients of the Program a copy of this
License along with the Program.

You may charge a fee for the physical act of transferring a
copy, and you may at your option offer warranty protection
in exchange for a fee.

2. You may modify your copy or copies of the Program or
any portion of it, thus forming a work based on the
Program, and copy and distribute such modifications or
work under the terms of Section 1 above, provided that

you also meet all of these conditions:
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a) You must cause the modified files to carry prominent
notices stating that you changed the files and the date of

any change.

b) You must cause any work that you distribute or publish,
that in whole or in part contains or is derived from the
Program or any part thereof, to be licensed as a whole at
no charge to all third parties under the terms of this

License.

c) If the modified program normally reads commands
interactively when run, you must cause it, when started
running for such interactive use in the most ordinary way,
to print or display an announcement including an
appropriate copyright notice and a notice that there is no
warranty (or else, saying that you provide a warranty) and
that users may redistribute the program under these
conditions, and telling the user how to view a copy of this

License. (Exception: if the Program itself is interactive but
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does not normally print such an announcement, your work
based on the Program is not required to print an
announcement.)

These requirements apply to the modified work as a whole.
If identifiable sections of that work are not derived from the
Program, and can be reasonably considered independent
and separate works in themselves, then this License, and
its terms, do not apply to those sections when you
distribute them as separate works. But when you distribute
the same sections as part of a whole which is a work
based on the Program, the distribution of the whole must
be on the terms of this License, whose permissions for
other licensees extend to the entire whole, and thus to
each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or
contest your rights to work written entirely by you; rather,
the intent is to exercise the right to control the distribution

of derivative or collective works based on the Program.
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In addition, mere aggregation of another work not based
on the Program with the Program (or with a work based on
the Program) on a volume of a storage or distribution
medium does not bring the other work under the scope of
this License.

3. You may copy and distribute the Program (or a work
based on it, under Section 2) in object code or executable
form under the terms of Sections 1 and 2 above provided
that you also do one of the following:

we use this doubled UL to get the sub-sections indented,

while making the bullets as unobvious as possible.

a) Accompany it with the complete corresponding
machine-readable source code, which must be distributed
under the terms of Sections 1 and 2 above on a medium

customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three

years, to give any third party, for a charge no more than
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your cost of physically performing source distribution, a
complete machine-readable copy of the corresponding
source code, to be distributed under the terms of Sections
1 and 2 above on a medium customarily used for software

interchange; or,

c) Accompany it with the information you received as to
the offer to distribute corresponding source code. (This
alternative is allowed only for noncommercial distribution
and only if you received the program in object code or
executable form with such an offer, in accord with
Subsection b above.)

The source code for a work means the preferred form of
the work for making modifications to it. For an executable
work, complete source code means all the source code for
all modules it contains, plus any associated interface
definition files, plus the scripts used to control compilation
and installation of the executable. However, as a special

exception, the source code distributed need not include
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anything that is normally distributed (in either source or
binary form) with the major components (compiler, kernel,
and so on) of the operating system on which the
executable runs, unless that component itself
accompanies the executable.

If distribution of executable or object code is made by
offering access to copy from a designated place, then
offering equivalent access to copy the source code from
the same place counts as distribution of the source code,
even though third parties are not compelled to copy the
source along with the object code.

4. You may not copy, modify, sublicense, or distribute the
Program except as expressly provided under this License.
Any attempt otherwise to copy, modify, sublicense or
distribute the Program is void, and will automatically
terminate your rights under this License. However, parties
who have received copies, or rights, from you under this
License will not have their licenses terminated so long as

such parties remain in full compliance.
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5. You are not required to accept this License, since you
have not signed it. However, nothing else grants you
permission to modify or distribute the Program or its
derivative works. These actions are prohibited by law if
you do not accept this License. Therefore, by modifying or
distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to
do so, and all its terms and conditions for copying,
distributing or modifying the Program or works based on it.
6. Each time you redistribute the Program (or any work
based on the Program), the recipient automatically
receives a license from the original licensor to copy,
distribute or modify the Program subject to these terms
and conditions. You may not impose any further
restrictions on the recipients' exercise of the rights granted
herein. You are not responsible for enforcing compliance
by third parties to this License.

7. If, as a consequence of a court judgment or allegation

of patent infringement or for any other reason (not limited
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to patent issues), conditions are imposed on you (whether
by court order, agreement or otherwise) that contradict the
conditions of this License, they do not excuse you from the
conditions of this License. If you cannot distribute so as to
satisfy simultaneously your obligations under this License
and any other pertinent obligations, then as a
conseguence you may not distribute the Program at all.
For example, if a patent license would not permit royalty-
free redistribution of the Program by all those who receive
copies directly or indirectly through you, then the only way
you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or
unenforceable under any particular circumstance, the
balance of the section is intended to apply and the section
as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to
infringe any patents or other property right claims or to

contest validity of any such claims; this section has the
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sole purpose of protecting the integrity of the free software
distribution system, which is implemented by public
license practices. Many people have made generous
contributions to the wide range of software distributed
through that system in reliance on consistent application of
that system; it is up to the author/donor to decide if he or
she is willing to distribute software through any other
system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is
believed to be a consequence of the rest of this License.
8. If the distribution and/or use of the Program is restricted
in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the
Program under this License may add an explicit
geographical distribution limitation excluding those
countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License
incorporates the limitation as if written in the body of this

License.
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9. The Free Software Foundation may publish revised
and/or new versions of the General Public License from
time to time. Such new versions will be similar in spirit to
the present version, but may differ in detail to address new
problems or concerns.

Each version is given a distinguishing version number. If
the Program specifies a version number of this License
which applies to it and "any later version", you have the
option of following the terms and conditions either of that
version or of any later version published by the Free
Software Foundation. If the Program does not specify a
version number of this License, you may choose any
version ever published by the Free Software Foundation.
10. If you wish to incorporate parts of the Program into
other free programs whose distribution conditions are
different, write to the author to ask for permission. For
software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we

sometimes make exceptions for this. Our decision will be
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guided by the two goals of preserving the free status of all
derivatives of our free software and of promoting the
sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF
CHARGE, THERE IS NO WARRANTY FOR THE
PROGRAM, TO THE EXTENT PERMITTED BY
APPLICABLE LAW. EXCEPT WHEN OTHERWISE
STATED IN WRITING THE COPYRIGHT HOLDERS
AND/OR OTHER PARTIES PROVIDE THE PROGRAM
"AS I1S" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. THE ENTIRE RISK AS TO
THE QUALITY AND PERFORMANCE OF THE
PROGRAM IS WITH YOU. SHOULD THE PROGRAM
PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL

NECESSARY SERVICING, REPAIR OR CORRECTION.
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12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE
LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO
MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM
AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL,
INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OR INABILITY TO USE THE
PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS
OF DATA OR DATA BEING RENDERED INACCURATE
OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES
OR A FAILURE OF THE PROGRAM TO OPERATE WITH
ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER
OR OTHER PARTY HAS BEEN ADVISED OF THE

POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND
CONDITIONS

How to Apply These Terms to
Your New Programs
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If you develop a new program, and you want it to be of the
greatest possible use to the public, the best way to
achieve this is to make it free software which everyone
can redistribute and change under these terms.

To do so, attach the following notices to the program. It is
safest to attach them to the start of each source file to
most effectively convey the exclusion of warranty; and
each file should have at least the "copyright" line and a

pointer to where the full notice is found.

one line to give the program's name and an idea of
what it does.
Copyright (C) yyyy name of author

This program is free software; you can redistribute
it and/or

modify it under the terms of the GNU General Public
License

as published by the Free Software Foundation; either
version 2

of the License, or (at your option) any later version.

This program is distributed in the hope that it will
be useful,

but WITHOUT ANY WARRANTY; without even the implied
warranty of

MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
See the

GNU General Public License for more details.
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You should have received a copy of the GNU General
Public License

along with this program; if not, write to the Free
Software

Foundation, Inc., 51 Franklin Street, Fifth Floor,
Boston, MA 02110-1301, USA.

Also add information on how to contact you by electronic
and paper mail.
If the program is interactive, make it output a short notice

like this when it starts in an interactive mode;:

Gnomovision version 69, Copyright (C) year name of
author

Gnomovision comes with ABSOLUTELY NO WARRANTY; for
details

type "show w'. This is free software, and you are
welcome

to redistribute it under certain conditions; type
“show c'

for details.

The hypothetical commands *show w' and *show c'
should show the appropriate parts of the General Public
License. Of course, the commands you use may be called
something other than “show w' and “show c'; they could
even be mouse-clicks or menu items--whatever suits your
program.

You should also get your employer (if you work as a

programmer) or your school, if any, to sign a "copyright
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disclaimer"” for the program, if necessary. Here is a sample;

alter the names:

Yoyodyne, Inc., hereby disclaims all copyright
interest in the program Gnomovision'
(which makes passes at compilers) written

by James Hacker.

signature of Ty Coon, 1 April 1989

Ty Coon, President of Vice

This General Public License does not permit incorporating
your program into proprietary programs. If your program is
a subroutine library, you may consider it more useful to
permit linking proprietary applications with the library. If

this is what you want to do, use the GNU Lesser General

Public License instead of this License.

Notification of Compliance

Europe - EU Declaration of Conformity

Ce

For complete DoC please visit

http://global.levell.com/downloads.php?action=init

GPL License Agreement
GPL may be included in this product, to view the GPL license agreement goes to

http://download.levell.com/levell/gpl/GPL.pdf

For GNU General Public License (GPL) related information, please visit

http://global.levell.com/downloads.php?action=init.
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http://www.gnu.org/licenses/lgpl.html
http://www.gnu.org/licenses/lgpl.html
http://global.level1.com/downloads.php?action=init
http://download.level1.com/level1/gpl/GPL.pdf
http://global.level1.com/downloads.php?action=init

