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Chapter 1 Introduction

Congratulations on your purchase of LevelOne WBR-3402 ADSL Wireless Broadband Router. This
product is specifically designed for Small Office and Home Office needs. It provides a complete
SOHO solution for Internet surfing, and is easy to configure and operate even for non-technical users.
Instructions for installing and configuring this product can be found in this manual. Before you install

and use this product, please read this manual carefully for fully exploiting the functions of this product.

Functions and Features

Router Basic functions

® Auto-sensing Ethernet Switch
Equipped with a 4-port auto-sensing Ethernet switch.
® Printer sharing
Embedded a print server to allow all of the networked computers to share one printer.
Built-in USB host to connect to USB printer for printer sharing
® \Van type supported
The router supports some wan types, Ethernet Over ATM(RFC 1483 Bridged) without
NAT, Ethernet Over ATM(RFC 1483 Bridged) with NAT, IP over ATM(RFC 1483 Routed),
Classical Ip over ATM(RFC 1577), PPP over ATM (RFC 2364), PPP over Ethernet(RFC
2516).
® Firewall
All unwanted packets from outside intruders are blocked to protect your Intranet.
® DHCP server supported
All of the networked computers can retrieve TCP/IP settings automatically from this product.
® \Web-based configuring
Configurable through any networked computer’s web browser using Netscape or Internet
Explorer.
® Virtual Server supported
Enables you to expose WWW, FTP and other services on your LAN to be accessible to
Internet users.
® User-Definable Application Sensing Tunnel
User can define the attributes to support the special applications requiring multiple
connections, like Internet gaming, video conferencing, Internet telephony and so on, then this
product can sense the application type and open multi-port tunnel for it.
® DMZ Host supported
Lets a networked computer be fully exposed to the Internet; this function is used when

special application sensing tunnel feature is insufficient to allow an application to function
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correctly.
®  Statistics of WAN Supported

Enables you to monitor inbound and outbound packets

Wireless functions

® High speed for wireless LAN connection
Up to 54Mbps data rate by incorporating Orthogonal Frequency Division Multiplexing
(OFDM).
® Roaming
Provides seamless roaming within the IEEE 802.11b(11M) and IEEE 802.11g(54M) WLAN
infrastructure.
® |EEE 802.11b compatible (11M)
Allowing inter-operation among multiple vendors.
® |EEE 802.11g compatible (54M)
Allowing inter-operation among multiple vendors.
® Auto fallback
54M, 48M,36M, 24M, 18M,12M, 6M data rate with auto fallback in 802.11g mode.
11M, 5.5M, 2M, 1M data rate with auto fallback in 802.11b mode.

Security functions

® Packet filter supported
Packet Filter allows you to control access to a network by analyzing the incoming and
outgoing packets and letting them pass or halting them based on the IP address of the source
and destination.
® Domain Filter Supported
let you prevent users under this device from accessing specific URLS.
® URL Blocking Supported
URL Blocking can block hundreds of websites connection by simply a keyword.
® VPN Servers
The router has three vpn server, IPSEC (Dynamic vpn ),PPTP,L2TP.
® VPN Pass-through
The router also supports vpn pass-through.
® 802.1X supported
When the 802.1X function is enabled, the Wireless user must authenticate to this router first
to use the Network service.
® SPI Mode Supported



When SPI Mode is enabled, the router will check every incoming packet to detect if this
packet is valid.

DoS Attack Detection Supported

When this feature is enabled, the router will detect and log the DoS attack comes from the

Internet.

Advanced functions

System time Supported

Allow you to synchronize system time with network time server.

E-mail Alert Supported

The router can send its info by mail.

Dynamic dns Supported

At present,the router has 3 ddns.dyndns, TZO.com and dhs.org.

SNMP Supported

Because SNMP this function has many versions, anyway, the router supports V1 and VV2c.
Routing Table Supported

Now, the router supports static routing and two kinds of dynamic routing RIP1 and RIP2.
Schedule Rule supported

Customers can control some functions, like virtual server and packet filters when to access or

when to block.

Other functions

® UPNP (Universal Plug and Play)Supported

The router also supports this function. The applications: X-box, Msn Messenger.

Packing L.ist
® \WBR-3402, Wireless ADSL Router unit
® |[nstallation CD-ROM
® Power adapter
® CAT-5 UTP Fast Ethernet cable



2.1 Panel

Chapter 2 Hardware Installation

Layout

2.1.1. Front Panel

one

POWER

WBR-3402A 1W,4L 119 Wireless ADSL Router w/VPN/Printer Server

STATUS

SH-Time ADSL-Act WLAN

Figure 2-1 Front Panel

LED:
LED Function Color Status Description
o Power is being applied to this
POWER |Power indication| Green On
product.
o This product is functioning
STATUS | Systemstatus | Green Blinking
properly.
On The ADSL is linked.
Show-tme | ADSL statusl | Green o This router is trying to connect to
Blinking
your ISP
o The ADSL is sending or
ADSL-Act| ADSL status2 | Green | Blinking o
receiving data.
] o o Sending or receiving data via
WLAN |Wireless activity| Green Blinking )
wireless
o An active station is connected to
n
the corresponding LAN port.
L1~L4 Link status Green
o The corresponding LAN port is
Blinking ] o
sending or receiving data.




2.1.2. Rear Panel

RESET: 8y DC

Figure 2-2 Rear Panel

Ports:

Port Description

5vVDC Power inlet: DC 5V, 2A

ADSL the port where you will connect your phone jack..

Port 1-4 the ports where you will connect networked computers and other
devices.

USB USB Ports for USB printer.

2.2 Procedure for Hardware Installation

1. Decide where to place your WBR-3402, Wireless ADSL Router
You can place your ADSL Wireless Broadband Router on a desk or other flat surface, or you can
mount it on a wall. For optimal performance, place your ADSL Wireless Broadband Router in the
center of your office (or your home) in a location that is away from any potential source of
interference, such as a metal wall or microwave oven. This location must be close to power and

network connection.
2. Setup LAN connection

a. Wired LAN connection: connects an Ethernet cable from your computer’s Ethernet port to one
of the LAN ports of this product.

b. Wireless LAN connection: locate this product at a proper position to gain the best transmit

performance.



?Exist ng
“Connection

To Printer ) 4
ToPCs

Figure 2-3 Setup of LAN and WAN connections for this product.

3. Setup ADSL connection
Prepare a telephone cable for connecting this product to your ISP. Figure 2-3 illustrates the ADSL
connection.

4. Connecting this product with your printer
Use the printer cable to connect your printer to the USB printer port of this product.

5. Power on
Connecting the power cord to power inlet and turning the power switch on, this product will
automatically enter the self-test phase. When it is in the self-test phase, the indicators STATUS
will be lighted ON for about 10 seconds, and then STATUS will be flashed 3 times to indicate that
the self-test operation has finished. Finally, the STATUS will be continuously flashed once per

second to indicate that this product is in normal operation.



Chapter 3 Network Settings and Software Installation

To use WBR-3402 correctly, you have to properly configure the network settings of your computers
and install the attached setup program into your MS Windows platform (Windows 95/98/NT/2000).

3.1 Make Correct Network Settings of Your Computer

The default IP address of this product is 192.168.123.254, and the default subnet mask is
255.255.255.0. These addresses can be changed on your need, but the default values are used in this
manual. If the TCP/IP environment of your computer has not yet been configured, you can refer to

Appendix A to configure it. For example,

1. configure IP as 192.168.123.1, subnet mask as 255.255.255.0 and gateway as
192.168.123.254, or more easier,

2. configure your computers to load TCP/IP setting automatically, that is, via DHCP server of

this product.

After installing the TCP/IP communication protocol, you can use the ping command to check if your
computer has successfully connected to this product. The following example shows the ping procedure

for Windows 95 platforms. First, execute the ping command
ping 192.168.123.254
If the following messages appear:
Pinging 192.168.123.254 with 32 bytes of data:
Reply from 192.168.123.254: bytes=32 time=2ms TTL=64

a communication link between your computer and this product has been successfully established.

Otherwise, if you get the following messages,
Pinging 192.168.123.254 with 32 bytes of data:
Request timed out.

There must be something wrong in your installation procedure. You have to check the following items

in sequence:
1. Isthe Ethernet cable correctly connected between this product and your computer?

Tip: The LAN LED of this product and the link LED of network card on your computer must be
lighted.

2. Isthe TCP/IP environment of your computers properly configured?

Tip: If the IP address of this product is 192.168.123.254, the IP address of your computer must
be 192.168.123.X and default gateway must be 192.168.123.254.
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3.2 Install the Software into Your Computers

Skip this section if you do not want to use the print server function of this product.

Notice: If you are using Windows 2000/XP, please refer to Chapter 5 Printer - 5.3 Configuring on
Windows 2000 and XP Platforms. It is not necessary to setup any program and the print-server can
work.

Step 1: Insert the installation CD-ROM into the CD-ROM drive. The following window will be shown

automatically. If it isn’t, please run “install.exe” on the CD-ROM.

Install Print Server

Step 2: Click on the INSTALL button. Wait until the following Welcome dialog to appear, and click

on the Next button.

‘Welcome to the Print Server Setup program. This
=3 pragrarm will install Print Server an wour computer.

Itis strongly recommended that you exit all YWindows prograrms
before running this Setup program

Click Cancel to quit Setup and then close any programs you have
running. Click MNext to continue with the Setup program

YWARNING: This program is protected by copyright law and
international freaties

Unauthorized reproduction or distribution of this program, or any
parion of it may resultin severe civil and criminal penalies, and will
be prosecuted to the maximum extent possible under [z

Cancel

11



Step 3: Select the destination folder and click on the Next button. Then, the setup program will begin
to install the programs into the destination folder .Step 4: When the following window is

displayed, click on the Finish button.

Select the item to restart the computer and then click the OK button to reboot your computer.

To make broadband router workable for you, please remember
rebootingyour computer...

& Mas |want to restart my computer now

Mo, [will restart my computer [ater.

Step 4: After rebooting your computer, the software installation procedure is finished.

Now, you can configure the NAT Router (refer to Chapter 4) and setup the Print Server (refer to
Chapter 5).

12



Chapter 4 Configuring ADSL Wireless Broadband Router

This product provides Web based configuration scheme, that is, configuring by your Web browser,

such as Netscape Communicator or Internet Explorer. This approach can be adopted in any MS
Windows, Macintosh or UNIX based platforms.

Wireless LAN

Desktop PC

N

: 5 . —
S 'J Switch ADSL Router
—_—
Desktop PC
Fast Ethernet
L I
2 B n”
Windows Mac Unix-like
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4.1 Start-up and Log in

|¢-» QB4 0@ B I@- [ - o x|
level
one Statusr Wizard! Basic Setting! Forwarding Rules! Secuity Settingl Advanced Setting! Toolbox O LOgOIJl

© Status
System Status

Item WAN Status Sidenote
h MAT

e Tirne Renew

Release

Inte tode

Peripheral Status Sidenote

01/07,/2004 18:25:09 Mot t

Statistics of WAN Inbhound Outhound

Activate your browser, and disable the proxy or add the IP address of this product into the
exceptions. Then, type this product’s IP address in the Location (for Netscape) or Address (for IE)
field and press ENTER. For example: http://192.168.123.254.

After the connection is established, you will see the web user interface of this product. There are two

appearances of web user interface: for general users and for system administrator.

To log in as an administrator, enter the system password (the factory setting is “admin™) in the System
Password field and click on the Log in button. If the password is correct, the web appearance will be
changed into administrator configure mode. As listed in its main menu, there are several options for

system administration.
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4.2 Status

[&-» - R A QE 3 B SHE-E

level

ans

< Status

WAN Status Sidenote
Bridy

Inter tode
Item Peripheral Status Sidenote

01072004 13:25:34 Mat ready

Statistics of WAN Inbhound Outhound
1

Refresh | Help

This option provides the function for observing this product’s working status:
A. WAN Port Status.

If the WAN port is assigned a dynamic IP, there may appear a “Renew” or “Release” button

on the Sidenote column. You can click this button to renew or release IP manually.

B. Printer Status. The possible kinds of printer status include “Ready”, “Not ready”,

“Printing...”, and “Device error”,

When a job is printing, there may appear a “Kill Job” button on the Sidenote column. You can

click this button to kill current printing job manually.

C. Statistics of WAN: enables you to monitor inbound and outbound packets
Notice: For the WBR-3402B, it can support both Annex B and U-R2 ADSL line coding schemes.

The default setting is Annex B. If your ISP used U-R2 scheme, you have to change the line oding

scheme to U-R2, and then reboot this product to successfully establish the connection with ISP
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4.3 Wizard

|¢-» QB4 0@ B I@- [ - o x|
level
one Statusf;' Basic Settingl Forwarding Rules! Secuity Settings Advanced Settingf Toolbox O LOgOIJl

O Wizard
Setup Wizard

Setup Wizard will guide you through a basic configuration procedure step by step.

01/07,/2004 18:26:55

Setup Wizard will guide you through a basic configuration procedure step by step. Press ”Next >”

16



[&-» - R A QE 3 B SHE-E

level

onea Statuss Wizard Basic Setting! Forwarding Rules/ Secuity Settingl Advanced Settingf Toolhox O LOgOLIt

O Wizard .
Setup Wizard - Select WAN TYPE

01072004 15:27:09

Setup Wizard - Select WAN Type: For detail settings, please refer to 4.4.1 primary setup.
4.4 Basic Setting

|¢-» QB4 0@ B I@- [ - o x|
level
one Statusl Wizards Forwarding Rules! Secuity Settingl Advanced Settingl Toolbox O LOgOIJl

© Basic Setting ) ]
I Primary Setup Basic Setting

[+ DAM Setup
[* DHCF Server
[+ Wireless

[» Change Password Pl gy S

figure LAM P, and
feature far virtual channel.
rfigurations.

ration items.

010772004 153:27:25
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4.4.1 Primary Setup — WAN Type

[&-» - R A QE 3 B SHE-E & - o x|

level

onea Statuss Wizard Basic Setting! Forwarding Rules/ Secuity Settingl Advanced Settingf Toolhox O LOgOLIt

< Basic Setting

I Primary Setup Primary Setup

[ OAM Zetup

[» DHCP Server ltem Setting
[ Wireless

192.168.123.254
RFC1483 Bridge Mode with HAT

Dynamic IP Address

FF-FF-FF-FF-FF-FF Clone MAC
[ Ena
01/07/2004 18:26:10 (111 type

[+ Change Password

Press “Change”
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[&-» - R A QE 3 B SHE-E

level

ans

< Basic Setting

Statuss Wizard Basic Setting! Forwarding Rules/ Secuity Settingl Advanced Settingf Toolhox O LOgOLIt

I Primary Setup WAN Setup

[+ DAM Setup
[+ DHCF Server
I Wireless

[+ Change Password

01/07,/2004 158:28:43

This page is primary to enable this product to work properly. The setting items and the web appearance

depend on the WAN type. Choose correct WAN type before you start.

1. LAN IP Address: the local IP address of this device. The computers on your network must use the

LAN IP address of your product as their Default Gateway. You can change it if necessary.

2. WAN Type: WAN connection type of your ISP. You can click Change button to choose a correct

one from the following five options:

A

m o O W

F.

Ethernet Over ATM (RFC 1483 Bridged) without NAT
Ethernet Over ATM (RFC 1483 Bridged) with NAT

IP over ATM (RFC 1483 Routed).

Classical IP over ATM (RFC 1577).

PPP over ATM (RFC 2364).

PPP over Ethernet (RFC 2516).

3. Data Encapsulation: Two data encapsulation type are supported: LLC and vc-MUX. It is

specified by your ISP. Once you finished above settings, click on the "Advanced Setting" button to

another page for further configurations.
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4.4.1.1 Ethernet Over ATM (RFC 1483 Bridged) without NAT

[«-=>- 2R doad BD-SE-3

level

Statusr Wizard! Basic Setting! Forwarding Rules! Secuity Settingl Advanced Setting! Toolbox O LOgOIJl

oneg

© Basic Setting i
I Primary Setup Primary Setup
[+ DAM Setup
[+ Wiraless ltem
[+ Change Password

Setting

192.168.123.254
RFC1483 Bridge Mode without NAT

f! The change doesn't take effective until rebooting!

01/07,/2004 18:30:03

This WAN type disable the NAT, this device becomes a pure bridge between your LAN and WAN, all
the clients in your LAN must have legal IPs. If you enable the NAT feature, you have to set the

following WAN IP settings.

WAN IP Address, WAN Subnet Mask, WAN Gateway, and Primary/Secondary DNS

These settings are also specified by your ISP.

VPI/VCI Numbers:
The channel settings provided by your ISP.

Schedule Type:
The setting of the ADSL traffic schedule type. This device supports UBR (Un-specified bit rate) and

CBR (Constant bit rate). Once you finished the required configuration, you must click on the "Save

button to save the configuration into Flash memory, and the reboot this device.
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4.4.1.2 Ethernet Over ATM (RFC 1483 Bridged) with NAT

[«-=>- 2R doad BD-SE-3 & - o % |

level

one Statusr Wizard! Basic Setting! Forwarding Rules! Secuity Settingl Advanced Setting! Toolbox O LOgOIJl

C Basic Setting Primary Setup
[» Primary Setup
[+ DAM Setup
[» DHCP Server
[ Wyireless
[» Change Password

Setting

192.168.123.254

RFC1483 Bridge Mode with NAT

Static IP Address

Clone MAC

01/07/2004 18:30:44 FF-FF-FF-FF-FF-FF

v v v v v w

= = = E
I B =1 B B
I = =1 = B
(=] E=1 [F=) =) [E=]

Wirtual Computer
» doesnt ta flecti

Dynamic IP Address: Obtain an IP address from ISP automatically.
Host Name: optional. Required by some ISPs, for example, @Home.

1.  Renew IP Forever: this feature enables this product to renew your IP address automatically when

the lease time is expiring-- even when the system is idle.
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[&-» - R A QE 3 B SHE-E

level

onea Statuss Wizard Basic Setting! Forwarding Rules/ Secuity Settingl Advanced Settingf Toolhox O LOgOLIt

C Basic Setting )
I Primary Setup Primary Setup
[ OAM Zetup
[+ DHCF Server
I Wireless

I Change Password > LAN IP Add 192 168.123 254
RFC1483 Bridge Mode with HAT

Dynamic IP Address

FF-FF-FF-FF-FF-FF Clane MAC
- . )

Setting

01/07,/2004 18:38:47

22



4.4.1.3 IP over ATM (RFC 1483 Routed)

[¢-% QRIS D SH-E [ - 5 %
level
onea Statuss Wizard Basic Setting! Forwarding Rules/ Secuity Settingl Advanced Settingf Toolhox O LOgOLIt

< Basic Setting

I Primary Setup Primary Setup

[ OAM Zetup

[» DHCP Server ltem Setting
[ Wireless

192.166.123.254

RFC1483 Router Mode with NAT

Static IP Address
n.0.0.0

[» Change Password * LAN IP Address

0.0.0.0
0.0.0.0

0.0.0.0

01/07/2004 18:33:67 FF-FF-FF-FF-FF-FF

Clone MAC

v v v v v W

Save | LInda | Wirtual Camputer

In the Router Mode, NAT is always enabled. You have to set the following WAN IP settings:

WAN IP Mode:
This product supports two WAN IP modes: static and dynamic. If you select dynamic mode, it will try
to get a legal IP and WAN settings from ISP’s DHCP server. If you select static mode, you have to set

the following WAN setting manually.

WAN IP Address, WAN Subnet Mask, WAN Gateway, and Primary/Secondary DNS

These settings are assigned by your ISP.

VPI/VCI Numbers:
The channel settings provided by your ISP.

Schedule Type:

The setting of the ADSL traffic schedule type. This device supports UBR (Un-specified bit rate) and
CBR (Constant bit rate). Once you finished the required configuration, you must click on the

"Save" button to save the configuration into Flash memory, and the reboot this device.
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4.4.1.4 Classical IP over ATM (RFC 1577)

[&-» - R A QE 3 B SHE-E

level

onea Statuss Wizard Basic Setting! Forwarding Rules/ Secuity Settingl Advanced Settingf Toolhox O LOgOLIt

C Basic Setting )
I Primary Setup Primary Setup
[ OAM Zetup
[» DHCP Server Setting
[ Wireless

b Change Password N LAM IP Address 152.168.123.254
I Type Classical IP over ATM

Static IP Address

01/07,/2004 158:34:54

doesnt take effective until rebooting!

In the Classical IP over ATM Mode, NAT is always enabled. You have to set the following WAN IP

settings:

WAN IP Mode:
This product supports two WAN IP modes: static and dynamic. If you select dynamic mode, it will try
to get a legal IP and WAN settings from ISP’s DHCP server. If you select static mode, you have to set

the following WAN setting manually.

WAN IP Address, WAN Subnet Mask, WAN Gateway, and Primary/Secondary DNS

These settings are assigned by your ISP.

VPI/VCI Numbers:
The channel settings provided by your ISP.

Schedule Type:

The setting of the ADSL traffic schedule type. This device supports UBR (Un-specified bit rate) and

CBR (Constant bit rate). Once you finished the required configuration, you must click on the "Save"

24



button to save the configuration into Flash memory, and the reboot this device.
4.4.1.5 PPP over ATM (RFC 2364)

[«-=>- 2R doad BD-SE-3 & - o % |

level

one Statusr Wizard! Basic Setting! Forwarding Rules! Secuity Settingl Advanced Setting! Toolbox O LOgOIJl
© Basic Setting i

I Primary Setup Primary Setup

[+ DAM Setup

[ DHCF' Server e Setting

[+ Wireless

I Change Password * LAN P Add 192.168.123.254
PPP over ATH [IRGGUCEES

@ Asuto-

01/07/2004 13:32:58

ttak e until rebooting!

Press “More >>”
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[&-» - R A QE 3 B SHE-E

level

one Status/ Wizardl Basic Setting/ Forwarding Rules! Secuity Settingl Advanced Settingf Toolbox C LOgOI.,It
C Basic Setting )
I Primary Setup Primary Setup
[ OAM Zetup

b DHCP Server Item Setting
[+ Wiraless

b Change Password N LAM IP Address 152.168.123.254
PPP mterATI'H'I

01/07/2004 18:40°55 A Encapsuiat m
EN
=

PPPoA Account/Password:
The account ID & password provided by your ISP.

Maximum Idle Time:
The time of no activity disconnect to your PPPoA session. You can also set it to zero or enable
Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this product will automatically

connect to ISP after system is restarted or connection is dropped.

VPI/VCI Numbers:
The channel settings provided by your ISP.

Schedule Type:
The setting of the ADSL traffic schedule type. This device supports UBR (Un-specified bit rate) and
CBR (Constant bit rate).

PPPoA Service Name:

Optional. Input the service name if your ISP requires it.

Assigned IP Address:

Optional. Required by some ISPs. Once you finished the required configuration, you must click on the

26



"Save" button to save the configuration into Flash memory, and the reboot this device.

4.4.1.6 PPP over Ethernet (RFC 2516)

|e«-»- DR A |QE 3 B SE-2 | & - 7>

level

one Statuss Wizard! Basic Setting! Forwarding Rules! Secuity Settingl Advanced Settingf Toolbox 9] LOgOIJl

C Basic Setting ]
I Primary Setup Primary Setup
[ OAM Zetup
[+ DHCP Server e
I Wireless

[» Change Password S LAN IP Ad 5 192.168.123.264

Change. ..

Setting

PPP over Ethernet

s @ Auto-reconnect

01/07,/2004 18:53:00

until rebooting!

PPPoE Account/Password:
The account ID & password provided by your ISP.

Maximum Idle Time:
The time of no activity disconnect to your PPPOE session. You can also set it to zero or enable
Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this product will automatically

connect to ISP after system is restarted or connection is dropped.
VPI/VCI Numbers:

The channel settings provided by your ISP.

Schedule Type:
The setting of the ADSL traffic schedule type. This device supports UBR (Un-specified bit rate) and
CBR (Constant bit rate).
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PPPoE Service Name:

Optional. Input the service name if your ISP requires it.

Assigned IP Address:
Optional. Required by some ISPs. Once you finished the required configuration, you must click on the

"Save" button to save the configuration into Flash memory, and the reboot this device.

4.4.2 OAM Server
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level
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OAM Setup

: g
[+ DHCF Server
I Wireless

[+ Change Password

Setting
(W Enable
W Enable
(W Enable
|

Refresh AD/FM state

01/07,/2004 18:53:47

In this page, you can set the OAM feature for virtual channel.

First click on the Enable or Disable circle for the settings of OAM Function, Activation/De-activation,
Loopback, and Fault Management individually.

Then, click on the "Save" button to finish the configuration of the selected session.

Once you set the appropriate OAM settings on virtual channel, you can see the corresponding

up-to-date maintenance status by clicking the "Refresh AD/FM State" button in this page.
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4.4.3 DHCP Server
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Item Setting
C ] & Enable
Time - Minutes
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[ Change Password
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Press “More”
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level’
one Status! Wizard! Basic Settingf Forwarding Rules! Secuity Setting! Advanced Setting Toolhox O LOgOUt
< Basic Setting
[* Primary Setup DHCP Server
[ DAM Setup
P DHCP Server Item Setting
[ Wireless :

[ Change Passwaord & Enable
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™ IP Pan

0.0.0.0
0.0.0.0

0.0.0.0
01/07,/2004 18:55:55 >

0.0.0.0

0.0.00 {optional)

Save | Unda

The settings of a TCP/IP environment include host IP, Subnet Mask, Gateway, and DNS configurations.
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It is not easy to manually configure all the computers and devices in your network. Fortunately, DHCP
Server provides a rather simple approach to handle all these settings. This product supports the
function of DHCP server. If you enable this product’s DHCP server and configure your computers as
“automatic IP allocation” mode, then when your computer is powered on, it will automatically load the

proper TCP/IP settings from this product. The settings of DHCP server include the following items:

1. DHCP Server: Choose “Disable” or “Enable.”
2. Lease Time: this feature allows you to configure IP’s lease time (DHCP client).
3. IP pool starting Address/ IP pool starting Address: Whenever there is a request, the DHCP

server will automatically allocate an unused IP address from the IP address pool to the

requesting computer. You must specify the starting and ending address of the IP address pool.

4. Domain Name: Optional, this information will be passed to the client.

5. Primary DNS/Secondary DNS: This feature allows you to assign DNS Servers

6. Primary WINS/Secondary WINS: This feature allows you to assign WINS Servers
7. Gateway: The Gateway Address would be the IP address of an alternate Gateway.

This function enables you to assign another gateway to your PC, when DHCP
server offers an IP to your PC.

4.4.4 Wireless Setting, and 802.1X setting
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Wireless settings allow you to set the wireless configuration items.

1. Network ID(SSID): Network ID is used for identifying the Wireless LAN (WLAN). Client
stations can roam freely over this product and other Access Points that have the same Network ID.
(The factory setting is “default™)

2. Channel: The radio channel number. The permissible channels depend on the Regulatory Domain.
The factory setting is as follow: channel 6 for North America; channel 7 for European (ETSI);
channel 7 for Japan.

3. SSID Broadcast: Enable or disable SSID via this option.

4. Wireless Connecting Mode: Choose your Connecting Mode. Mixed Mode allows 11Mbps or
54Mbps wireless adapter connection. 11g only mode only allows the connection from 54Mbps
wireless adapter and will refuse the connection from 11 Mbps wireless adapter.

5. WEP Security: Select the data privacy algorithm you want. Enabling the security can protect your
data while it is transferred from one station to another. The standardized IEEE 802.11 WEP (128
or 64-bit) is used here.

6. WEP Key 1, 2, 3 & 4: When you enable the 128 or 64 bit WEP key security, please select one
WEP key to be used and input 26 or 10 hexdecimal (0, 1, 2...8, 9, A, B...F) digits.

7. Pass-phrase Generator: Since hexadecimal characters are not easily
remembered, this device offers a conversion utility to convert a simple
word or phrase into hex.

6. 802.1X Setting

802.1X

CheckBox was used to switch the function of the 802.1X. When the 802.1X function is enable, the

Wireless user must authenticate to this router first to use the Network service.
RADIUS Server

IP address or the 802.1X server’s domain-name.
RADIUS Shared Key

Key value shared by the RADIUS server and this router. This key value is consistent with the key
value in the RADIUS server.
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4.4.5 Change Password
|- -0 d | QB E-SH-E |_

level’
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 Basic Setting
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[+ DHCF Server Item Setting

[ Wireless »

[ Change Password
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You can change Password here. We strongly recommend you to change the system password for

security reason.
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4.5 Forwarding Rules
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4.5.1 Virtual Server

[¢-» 0RA0ug B SE- B [ - 5 x|
level
one Statusi VWizard! Basic Sefting! Forwarding Rulesi Secuity Setting! Advanced Settingf Toolhox O LOgOUt

< Forwarding

Virtual Server

[ Special AP i
[ Miscellaneous

Service Ports Server IP Enable Use Rule#

01/07/2004 18:59:57

ell known sery -- gelect one -- ¥
Copy to e
dule rule JEDETENEIA -”:'ﬂ

33



This product’s NAT firewall filters out unrecognized packets to protect your Intranet, so all hosts
behind this product are invisible to the outside world. If you wish, you can make some of them
accessible by enabling the Virtual Server Mapping.

Avirtual server is defined as a Service Port, and all requests to this port will be redirected to the
computer specified by the Server IP.  Virtual Server can work with Scheduling Rules, and give

user more flexibility on Access control. For Detail, please refer to Scheduling Rule.

For example, if you have an FTP server (port 21) at 192.168.123.1, a Web server (port 80) at
192.168.123.2, and a VPN server at 192.168.123.6, then you need to specify the following virtual

server mapping table:

Service Port Server IP Enable
21 192.168.123.1 \Y,
80 192.168.123.2 V
1723 192.168.123.6 V
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4.5.2 Special AP
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Some applications require multiple connections, like Internet games, Video conferencing, Internet
telephony, etc. Because of the firewall function, these applications cannot work with a pure NAT router.
The Special Applications feature allows some of these applications to work with this product. If the
mechanism of Special Applications fails to make an application work, try setting your computer as the
DMZ host instead.

1.  Trigger: the outbound port number issued by the application..

2. Incoming Ports: when the trigger packet is detected, the inbound packets sent to the specified

port numbers are allowed to pass through the firewall.

This product provides some predefined settings Select your application and click Copy to to add the

predefined setting to your list.

Note! At any given time, only one PC can use each Special Application tunnel.
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4.5.3 Miscellaneous Items
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IP Address of DMZ Host
DMZ (DeMilitarized Zone) Host is a host without the protection of firewall. It allows a computer to be
exposed to unrestricted 2-way communication for Internet games, Video conferencing, Internet

telephony and other special applications.
NOTE: This feature should be used only when needed.

Non-standard FTP port
You have to configure this item if you want to access an FTP server whose port number is not 21. This

setting will be lost after rebooting.
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4.6 Security Settings
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4.6.1 Packet Filter

¢+ QRAQESD B [& - 5 <

level

Status! Wizardl Basic Setting/ Forwarding Rules! Secuity Settingl Advanced Sefting! Toolkox O Logout

C Security Settig ]
I Packet Filters Qutbound Packet Filter
[» Domain Filters

P URL Blocking Item Setting
> MALC Cantrol

[+ Mizcellaneous

™ Outbound Filter

Use

Enable Rule#

120942003 18:52:35

Schedule rule |JEDEEENE ID ﬂ

Packet Filter enables you to control what packets are allowed to pass the router. Outbound filter applies

on all outbound packets. However, Inbound filter applies on packets that destined to Virtual Servers or

DMZ host only. You can select one of the two filtering policies:

1. Allow all to pass except those match the specified rules

2. Deny all to pass except those match the specified rules

You can specify 8 rules for each direction: inbound or outbound. For each rule, you can define the

following:

e Source IP address

e  Source port address

e Destination IP address

e  Destination port address

e Protocol: TCP or UDP or both.
e Use Rule#
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For source or destination IP address, you can define a single IP address (4.3.2.1) or a range of IP
addresses (4.3.2.1-4.3.2.254). An empty implies all IP addresses.

For source or destination port, you can define a single port (80) or a range of ports (1000-1999). Add
prefix "T" or "U" to specify TCP or UDP protocol. For example, T80, U53, U2000-2999. No prefix
indicates both TCP and UDP are defined. An empty implies all port addresses. Packet Filter can work
with Scheduling Rules, and give user more flexibility on Access control. For Detail, please refer to

Scheduling Rule.

Each rule can be enabled or disabled individually.

Inbound Filter:

To enable Inbound Packet Filter click the check box next to Enable in the Inbound Packet Filter field.

Suppose you have SMTP Server (25), POP Server (110), Web Server (80), FTP Server (21), and News
Server (119) defined in Virtual Server or DMZ Host.
Example 1:

Inbound Packet Filter

Item Setting

Use

Enable Rule#

=

Source IP : Ports Destination IP :

(. 100-192.1658.123.149

5 10-192.168.123.20 B

Ports

I - I b
I I o
I I . b
s ! B o
I I . b
s ! B o
I I . b
I o

(192.168.123.100-192.168.123.149) They are allow to send mail (port 25), receive mail (port 110), and
browse the Internet (port 80)

(192.168.123.10-192.168.123.20) They can do everything (block nothing)

Others are all blocked.
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Example 2:

Inbound Packet Filter

Item Setting
™ Inbound Filter [ Enable

Use

Source IP : Ports Destination IP : Ports Enahle
Rule#

A00-192.168.123.119 |§ v |
v 100-152.168.123.119 B

=

I N TR b
I N GEE b
s ! B b
s ! B b
s ! B b
s ! B b
s | B b

(192.168.123.100-192.168.123.119) They can do everything except read net news (port 119) and
transfer files via FTP (port 21)

Others are all allowed.

After Inbound Packet Filter setting is configured, click the save button.

Outbound Filter:

To enable Outbound Packet Filter click the check box next to Enable in the Outbound Packet Filter field.

Example 1:
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Qutbound Packet Filter

Item Setting
* Quthound Filter [ Enable
fi ||||:|' 1

Use

Enable Ruled

(N 100-152.165.123.149

e -3 10-192.168.123.20 8

(192.168.123.100-192.168.123.149) They are allowed to send mail (port 25), receive mail (port 110),

and browse Internet (port 80); port 53 (DNS) is necessary to resolve the domain name.

(192.168.123.10-192.168.123.20) They can do everything (block nothing)
Others are all blocked.

Example 2:
Outbound Packet Filter
Item Setting

™ Outbound Filter [ Enable
:h the follo

Use
Rule#

Source IP : Ports H Enable

=

(. 100-152.165.123.115 B
vl 100-192.165.123.119 B

(192.168.123.100-192.168.123.119) They can do everything except read net news (port 119) and
transfer files via FTP (port 21)

Others are allowed

After Outbound Packet Filter setting is configured, click the save button.
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4.6.2 Domain Filter
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[ Drop M Log

Domain Filter

let you prevent users under this device from accessing specific URLS.

Domain Filter Enable

Check if you want to enable Domain Filter.

Log DNS Query

Check if you want to log the action when someone accesses the specific URLS.
Privilege IP Addresses Range

Setting a group of hosts and privilege these hosts to access network without restriction.
Domain Suffix

A suffix of URL to be restricted. For example, ".com", "xxx.com".

Action

When someone is accessing the URL met the domain-suffix, what kind of action you want.
Check drop to block the access. Check log to log these access.

Enable

Check to enable each rule.
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Example:
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Enable

]

W Lag
W Drop M Log
W Drop W Log
W Drop M Lag
W Drop M Log
WDrop M Log
M Drop M Log
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v
]
|
|
||
|
|
|

In this example:

1. URL include “www.msn.com” will be blocked, and the action will be record in log-file.
2. URL include “www.sina.com” will not be blocked, but the action will be record in log-file.
3. URL include “www.google.com” will be blocked, but the action will not be record in log-file.

4. |P address X.X.X.1~ X.X.X.20 can access network without restriction.
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4.6.3 URL Blocking
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URL Blocking will block LAN computers to connect to pre-defined Websites.

The major difference between “Domain filter” and “URL Blocking” is Domain filter require user to
input suffix (like .com or .org, etc), while URL Blocking require user to input a keyword only. In other
words, Domain filter can block specific website, while URL Blocking can block hundreds of websites

by simply a keyword.

URL Blocking Enable

Checked if you want to enable URL Blocking.

URL

If any part of the Website's URL matches the pre-defined word, the connection will be blocked.
For example, you can use pre-defined word "sex" to block all websites if their URLS contain
pre-defined word "sex".

Enable

Checked to enable each rule.
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Undo

Help

In this example:

1.URL include “sex” will be blocked, and the action will be record in log-file.
2.URL include “erotica” will be blocked, but the action will be record in log-file
3.URL include “girl” will not be blocked, but the action will be record in log-file.

4. URL include “game” will be blocked, but the action will be record in log-file
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4.6.4 MAC Address Control
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Previous page

MAC Address Control allows you to assign different access right for different users and to assign a

specific IP address to a certain MAC address.

MAC Address Control Check “Enable” to enable the “MAC Address Control”. All of the

settings in this page will take effect only when “Enable” is checked.

Connection control Check "Connection control™ to enable the controlling of which wired and
wireless clients can connect to this device. If a client is denied to connect
to this device, it means the client can't access to the Internet either.
Choose "allow" or "deny" to allow or deny the clients, whose MAC
addresses are not in the "Control table" (please see below), to connect to

this device.

Assosiation control ~ Check "Association control” to enable the controling of which wireless
client can associate to the wireless LAN. If a client is denied to associate
to the wireless LAN, it means the client can't send or receive any data via
this device. Choose "allow" or "deny" to allow or deny the clients, whose
MAC addresses are not in the "Control table", to associate to the wireless
LAN.
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Control table

MAC Address IP Address

"Control table" is the table at the bottom of the "MAC Address Control"
page. Each row of this table indicates the MAC address and the expected

IP address mapping of a client. There are four columns in this table:

MAC Address |MAC address indicates a specific client.

IP Address Expected IP address of the corresponding
client. Keep it empty if you don't care its IP

address.

C When "Connection control" is checked,
check "C" will allow the corresponding client

to connect to this device.

A When "Association control" is checked,

check "A" will allow the corresponding client

to associate to the wireless LAN.

In this page, we provide the following Combobox and button to help you to input the MAC address.

DHCP clients |- select one - ~| Capyto |]:D I vI

You can select a specific client in the “DHCP clients” Combobox, and then click on the “Copy to”

button to copy the MAC address of the client you select to the ID selected in the “ID” Combobox.

Previous page and Next Page To make this setup page simple and clear, we have divided the
“Control table” into several pages. You can use these buttons to

navigate to different pages.
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4.6.5 VPN setting
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VPN Settings are settings that are used to create virtual private tunnels to remote VPN gateways. The
tunnel technology supports data confidentiality, data origin authentication and data integrity of network

information by utilizing encapsulation protocols, encryption algorithms, and hashing algorithms.

¢ VPN enable item
VPN protects network information from ill network inspectors. But it greatly degrades network throughput.

Enable it when you really need a security tunnel. It is disabled for default.

e Max. number of tunnels item

Since VPN greatly degrades network throughput, the allowable maximum number of tunnels is limited.
Be careful to set the value for allowing the number of tunnels can be created simultaneously. Its value
ranges from 1 to 5.

e Tunnel name

Indicate which tunnel that is focused now.

e Method

IPSec VPN supports two kinds of key-obtained methods: manual key and automatic key exchange.
Manual key approach indicates that two end VPN gateways setup authenticator and encryption key by

system managers manually. However, IKE approach will perform automatic Internet key exchange.
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System managers of both end gateways only need set the same pre-shared key.
Function of Buttons

More: To setup detailer configuration for manual key or IKE approaches by clicking the "More"

button.

|e-2-@d|QE3 B SE-E

level
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.
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Select IKE Proposal

Select IPSec Proposal
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«VVPN Settings - IKE

There are three parts that are necessary to setup the configuration of IKE for the dedicated tunnel: basic
setup, IKE proposal setup, and IPSec proposal setup.

Basic setup includes the setting of following items: local subnet, local netmask, remote subnet, remote
netmask, remote gateway, and pre-shared key. The tunnel name is derived from previous page of VPN
setting. IKE proposal setup includes the setting of a set of frequent-used IKE proposals and the
selecting from the set of IKE proposals. Similarly, IPSec proposal setup includes the setting of a set of

frequent-used IPSec proposals and the selecting from the set of IPSec proposals.
- Basic setup:

Local subnet
The subnet of LAN site of local VPN gateway. It can be a host, a partial subnet, and the whole subnet

of LAN site of local gateway.
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Local netmask
Local netmask combined with local subnet to form a subnet domain.
Remote subnet
The subnet of LAN site of remote VPN gateway, it can be a host, a partial subnet, and the whole subnet
of LAN site of remote gateway.
Remote netmask
Remote netmask combined with remote subnet to form a subnet domain of remote end.
Remote gateway
The IP address of remote VPN gateway.
Pre-shared key
The first key that supports IKE mechanism of both VPN gateways for negotiating further security keys.

The pre-shared key must be same for both end gateways.
Function of Buttons

Select IKE proposal: Click the button to setup a set of frequent-used IKE proposals and select
from the set of IKE proposals for the dedicated tunnel. proposals for the

dedicated tunnel.

Select IPSec proposal: Click the button to setup a set of frequent-used IPSec proposalsand select

from the set of IKE proposals for the dedicated tunnel.
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oVVPN Settings - Set IKE Proposal

IKE Proposal index
A list of selected proposal indexes from the IKE proposal pool listed below. The selecting activity is
performed by selecting a proposal 1D and clicking "add to" button in the bottom of the page. There are
only four indexes can be chosen from the proposal pool for the dedicated tunnel. Remove button
beside the index list can remove selected proposal index before.

Proposal name
It indicates which IKE proposal to be focused. First char of the name with 0x00 value stands for the
IKE proposal is not available.
e DH group
There are three groups can be selected: group 1 (MODP768), group 2 (MODP1024), group 5
(MODP1536).

Encryption algorithm
There are two algorithms can be selected: 3DES and DES.

Authentication algorithm
There are two algorithms can be selected: SHA1 and MD5.

Life time
The unit of life time is based on the value of Life Time Unit. If the value of unit is second, the value of
life time represents the life time of dedicated VPN tunnel between both end gateways. Its value ranges
from 300 seconds to 172,800 seconds. If the value of unit is KB, the value of life time represents the
maximum allowable amount of transmitted packets through the dedicated VPN tunnel between both
end gateways. Its value ranges from 20,480 KBs to 2,147,483,647 KBs.

Life time unit
There are two units can be selected: second and KB.

Proposal ID
The identifier of IKE proposal can be chosen for adding corresponding proposal to the dedicated
tunnel. There are total ten proposals can be set in the proposal pool. At most only four proposals from

the pool can be applied to the dedicated tunnel as shown in the proposal index list.

Function of Buttons

Add to button: Click it to add the chosen proposal indicated by proposal ID to IKE Proposal index list.
The proposals in the index list will be used in phase 1 of IKE negotiation for getting the IKSAMP SA

of dedicated tunnel.

51



|¢-»-00dauS Do

level’

one Statusi Wizard? Basic Sefling/ Forwarding Rulesi Secuity Setting/ Advanced Setting/ Toolbox © Logout
C Security Settig .

b Packet Filters VPN Settings - Tunnel 1 - Set IPSec Proposal

[» Domain Filters

[» URL Blocking Item Setting

[ MAC Contral N

I WP i lindex - Ernpty -

[» Miscellaneous

DH Group Encap. protocol Encrypt. algorithm Auth. algarithm Life Tirne  Life Tirne Unit

11410/2003 17:12:27

Save Undul Back

«\VVPN Settings -Set IPSec Proposal

IPSec Proposal index
A list of selected proposal indexes from the IPSec proposal pool listed below. The selecting activity is
performed by selecting a proposal ID and clicking "add to" button in the bottom of the page. There are
only four indexes can be chosen for the dedicated tunnel. Remove button beside the index list can

remove selected proposal index before.

Proposal name
It indicates which IPSec proposal to be focused. First char of the name with 0x00 value stands for
the proposal is not available.
e DH group
There are three groups can be selected: group 1 (MODP768), group 2 (MODP1024), group 5
(MODP1536). But none also can be selected here for IPSec proposal.

Encapsulation protocol
There are two protocols can be selected: ESP and AH.

Encryption algorithm
There are two algorithms can be selected: 3DES and DES. But when the encapsulation protocol is AH,
encryption algorithm is unnecessarily set.

Authentication algorithm

There are two algorithms can be selected: SHAL and MD5. But none also can be selected here for
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IPSec proposal.

Life time
The unit of life time is based on the value of Life Time Unit. If the value of unit is second, the value of
life time represents the life time of dedicated VPN tunnel between both end gateways. Its value ranges
from 300 seconds to 172,800 seconds. If the value of unit is KB, the value of life time represents the
maximum allowable amount of transmitted packets through the dedicated VPN tunnel between both
end gateways for. Its value ranges from 20,480 KBs to 2,147,483,647 KBs.

Life time unit
There are two units can be selected: second and KB.

Proposal ID
The identifier of IPSec proposal can be chosen for adding the proposal to the dedicated tunnel. There
are total ten proposals can be set in the proposal pool. At most only four proposals from the pool can

be applied to the dedicated tunnel as shown in the proposal index list.

Function of Buttons

Add to button: Click it to add the chosen proposal indicated by proposal ID to IPSec Proposal index
list. The proposals in the index list will be used in phase 2 of IKE negotiation for getting the IPSec SA

of dedicated tunnel.
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4.6.6 Miscellaneous ltems
|- -0 4Qa 3 3E- -4 [ & - & x|

level

Statusi Wizardf Basic Sefling/ Forwarding Rulesi Secuity Setting/ Advanced Settingi Toolhox £ LOgOUt

"
[ Packet Filtars Miscellaneous Items

> Domain Filters
> URL Blocking Hem Enable
[ MAC Control . X

b VPN : ELAe u
> Miscellaneous

11410/2003 17:12:59

Remote Administrator Host/Port

In general, only Intranet user can browse the built-in web pages to perform administration task. This
feature enables you to perform administration task from remote host. If this feature is enabled, only the
specified IP address can perform remote administration. If the specified IP address is 0.0.0.0, any host
can connect to this product to perform administration task. You can use subnet mask bits "/nn" notation

to specified a group of trusted IP addresses. For example, "10.1.2.0/24".

NOTE: When Remote Administration is enabled, the web server port will be shifted to 88. You can

change web server port to other port, too.

Administrator Time-out
The time of no activity to logout automatically. Set it to zero to disable this feature.

Discard PING from WAN side
When this feature is enabled, any host on the WAN cannot ping this product.
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4.7 Advanced Setting

[e-»-0RdQud B aE- 3 | 8 - 5]

level

one Statusi VWizardl Basic Setting/ Forwarding Rulesi Secuity Setting/ Advanced Settingf Toolhox O LOgOUt

C Advanced S Advanced Setting
[ ADSL Modem
[+ System Time
[» System Log
b Dynamic DNS »ADSL Modem
[ SNMP - Th
[» Routing
[+ Schedule Rule

e time manu:

2 host or email to

nging 1P ac

01092004 15:35:47
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4.7.1 ADSL Modem Performance Setting

[&-» QR M AEI B SE-3 & - 5 7|

level

Status! Wizardl Basic Setting/ Forwarding Rules! Secuity Settingl Advanced Sefting! Toolkox O Logout

; ADSL Modem Performance Setting
[ System Time

[» System Log ltem

[» Dynamic DNS
[» SMMP

[» Routing

[ Schedule Rule

Setting

mtl itsftone
00 ~[83
o0 - [MEm

- =

Reset to default

01/09/2004 15:36:13

reset it to ¢

Tx Gain Offset

This parameter allows the user to add an offset on the Tx gain of the CPE Modem. The offset range is
limited between -10 dB and +3 dB with a granularity of 0.5 dB. The default value is set to 0 dB, no
offset.

Target Noise Margin Offset

This parameter allows the user to add an offset on the Target Noise Margin of the CPE Modem. The
offset is directly added to the calculated Target Noise margin. It should be ranged between -3dB and
+3dB, with a granularity of 0.5 dB. The default value is set to 0 dB, no offset.

Max Bits per Tone
The value of this parameter will limit the number of bits loaded in each upstream tone. It should be
ranged between 2 and 14 bits/tone. The default value is set to the ADSL maximum standard: 14

bits/tone.

Rx Gain Offset

This parameter allows the user to add an offset on the Rx gain of the CPE Modem. The offset range
is limited between -10 dB and +3dB with a granularity of 0.5 dB. The default value is set to 0 dB, no
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offset.

Tx Output Power Offset
This parameter allows user to reduce the Tx output power (in the upstream direction). The value should
be ranged between 0 and 10 dBm.

Rx Output Power Offset

This parameter allows user to reduce the Rx output power. The value should be ranged between 0 and
10 dBm.
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4.7.2 System Time

[&-» QR M AEI B SE-3 & - 5 7|

level

one

C Advanced Se

Status! Wizardl Basic Setting/ Forwarding Rules! Secuity Settingl Advanced Sefting! Toolkox O Logout

System Time

[ 'System Log Item

Setting
[» Dynamic DNS
[» SMMP nd Tirne by NTP Protocol
[» Routing )

time. nist. gov -

[» Schedule Rule

(GWT-08:007 Pacific Time (U3 & Canada)

nd Time using ate and Tirme

010942004 15:36:51

ate and Time

01/09/2004 15:36:31

Get Date and Time by NTP Protocol
Selected if you want to Get Date and Time by NTP Protocol.

Time Server

Select a NTP time server to consult UTC time

Time Zone

Select a time zone where this device locates.

Set Date and Time manually

Selected if you want to Set Date and Time manually.
Function of Buttons

Sync Now: Synchronize system time with network time server
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4.7.3 System Log

[&-» QR Q@I D SIE-3 & - 5 %]

level

one Status/ Wizard! Basic Setting/ Forwarding Rules/ Secuity Setting/ Advanced Setting’ Toolbox O Logout

< Advanced Se

b ADSL Madam System Log
[» System Tim

Setting Enable
192, | | B Enatle

| ISEE
ver IP and Port

-
/|

[» SAMP
[+ Routing
[ Schedule Rule

B E-mail Subject

Wiew Log...

01/09/2004 15:36:42

This page support two methods to export system logs to specific destination by means of syslog(UDP)

and SMTP(TCP). The items you have to setup including:

IP Address for Syslog
Host IP of destination where syslogs will be sent to.

Check Enable to enable this function.

E-mail Alert Enable

Check if you want to enable Email alert(send syslog via email).

SMTP Server IP and Port
Input the SMTP server IP and port, which are contacted with ":". If you do not specify port number, the
default value is 25.

For example, "mail.your_url.com" or "192.168.1.100:26".

Send E-mail alert to
The recipients who will receive these logs. You can assign more than 1 recipient,
using ';' or',' to separate these email addresses.

59




E-mail Subject
The subject of email alert. This setting is optional.
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4.7.4 Dynamic DNS

[¢-»-QRdQEd B 3E-E | 8 - &

level

Statusi VWizardl Basic Setting/ Forwarding Rulesi Secuity Setting/ Advanced Settingf Toolhox O LOgOUt

one

< Advanced Se .
I ADSL Modem Dynamic DNS

[+ System Time
[ System Log

Item Setting

[
. W Enable
[» Routing DynDMNS. arg{Dynamic) =

[+ Schedule Rule

01092004 15:37:35

To host your server on a changing IP address, you have to use dynamic domain name service (DDNS).

So that anyone wishing to reach your host only needs to know the name of it. Dynamic DNS will map
the name of your host to your current IP address, which changes each time you connect your Internet

service provider.

Before you enable Dynamic DNS, you need to register an account on one of these Dynamic DNS

servers that we list in provider field.

To enable Dynamic DNS click the check box next to Enable in the DDNS field.
Next you can enter the appropriate information about your Dynamic DNS Server.
You have to define:

Provider

Host Name
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Username/E-mail

Password/Key

You will get this information when you register an account on a Dynamic DNS server.

Example:

Dynamic DNS

~ DONS [ Enable

* Provider DynDNE ary(Dynamic) *
™ Host Mame user.dyndns. org

* Username / E-mail user

~p wiard F t‘:::E!'j"

After Dynamic DNS setting is configured, click the save button.
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4.7.5 SNMP Setting

[&-» QR M AEI B SE-3 & - 5 7|

level

Status! Wizardl Basic Setting/ Forwarding Rules! Secuity Settingl Advanced Sefting! Toolkox O Logout

one

C Advanced Se )
b ADSL Madern SNMP Setting

[ System Time
b System Log Item Setting

kD ?!{.;.E“C DNS [ Local M Remate

P Routin runity public
[» Schedule Rule :
b 5 ormmunity private

01/09/2004 15:37.57

In brief, SNMP, the Simple Network Management Protocol, is a protocol designed to give a user the
capability to remotely manage a computer network by polling and setting terminal values and

monitoring network events.

Enable SNMP
You must check either Local or Remote or both to enable SNMP function. If Local is checked, this

device will response request from LAN. If Remote iS checked, this device will response request
from WAN.

Get Community
Setting the community of GetRequest your device will response.

Set Community
Setting the community of SetRequest your device will accept.

Example:
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SNMP Setting

™ Enabl M Local ERemote

™ Get Community public

> Set Community

ctive immediately!

1. This device will response to SNMP client which’s get community is set as “public”
2. This device will response to SNMP client which’s set community is set as “private”

3. This device will response request from both LAN and WAN
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4.7.6 Routing Table

[&-» QR M AEI B SE-3 & - 5 7|

level

Status! Wizardl Basic Setting/ Forwarding Rules! Secuity Settingl Advanced Sefting! Toolkox O Logout

one
C Advanced Se ]

I ADSL Madem Routing Table

[ System Time

[» System Log Item Setting

[» Dynamic DNS

b S iz Routing o le @ RIPy] @ RIP2
I Routing
[» Schedule Rule ™ Static Routing

Destination Subnet Mask Gateway Hop Enahle

01/09/2004 15:38:17

Sa\rel Unda

Routing Tables allow you to determine which physical interface address to use for outgoing IP data
grams. If you have more than one routers and subnets, you will need to enable routing table to allow

packets to find proper routing path and allow different subnets to communicate with each other.

Routing Table settings are settings used to setup the functions of static and dynamic routing.

RIP Enable: Check to enable RIP function.

Static Routing: For static routing, you can specify up to 8 routing rules. You can enter the destination
IP address, subnet mask, gateway, hop for each routing rule, and then enable or disable the rule by

checking or unchecking the Enable checkbox.
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Example:

Routing Table
B Enable

Enable
v |

Destination Subnet Mask Gateway

192.168.3.0 255.255.255.0 192.168.1.33
192.1668.5.0 255.255.255.0 192.168.1.56

==
o
-

ive immediately!

I
197 1681 1 192.168.1.33 192 168.1 55
wour other other
Dievice gatewayl gatewray?
192.168.123 254 192.168.3 254 192.168.5 254
PC PC PC
192 168.123.1 192 1683 82 107 1685 77

So if, for example, the host wanted to send an IP data gram to 192.168.3.88, it would use the above
table to determine that it had to go via 192.168.1.33 (a gateway),
And if it sends Packets to 192.168.5.77 will go via 192.168.1.55

Each rule can be enabled or disabled individually.

After routing table setting is configured, click the save button.
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4.7.7 Schedule Rule
[&-» QR M AEI B SE-3 & - 5 7|

level

one Status! Wizardl Basic Setting/ Forwarding Rules! Secuity Settingl Advanced Sefting! Toolkox O Logout

C Advanced S
I ADSL Maderm Schedule Rule

[ System Time
[» System Log Item Setting
[» Dynamic DNS
[» SMMP
[» Routing
[z

edule W Enable

Rule# Rule HName Action

Add New Rule...

01/09/2004 15:38:33

You can set the schedule time to decide which service at what time will be turned on or off. Select the

“enable” item.
Press “Add New Rule”

You can write a rule name and set which day and what time to schedule from “Start Time” to “End

Time”. The following example configure “FTP time” as everyday 14:10 to 16:20
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[&-» QR M AEI B SE-3

level

one

C Advanced S
[ ADSL Modem
[ System Time
[+ System Log
[» Dynamic DNS
[+ SNMP
[» Routing
[ Schedule Rule

01/09/2004 15:39:56

[&-» QR M AEI B SE-3

Status! Wizardl Basic Setting/ Forwarding Rules! Secuity Settingl Advanced Sefting! Toolkox O Logout

Schedule Rule Setting

Item Setting

Week Day Start Time {hh:mm)

End Time (hh:mmj)

level

one

C Advanced S
[ ADSL Modem
[ System Time
[+ System Log
[» Dynamic DNS
[+ SNMP
[» Routing
[ Schedule Rule

01/09/2004 15:40:47

Status! Wizardl Basic Setting/ Forwarding Rules! Secuity Settingl Advanced Sefting! Toolkox O Logout

Schedule Rule

Item Setting
[&: Enable

Rule HName Action

FTP time
Add New Rule...
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Schedule Enable

Selected if you want to Enable the Scheduler.

Edit

To edit the schedule rule.

Delete

To delete the schedule rule, and the rule# of the rules behind the deleted one will decrease one
automatically.

Schedule Rule can be apply to Virtual server and Packet Filter, for example:

Exanplel: Virtual Server — Apply Rule#1 (ftp time: everyday 14:10 to 16:20)

¢+ 0RBoE B SE B [& - 5 x|
level
onea Statuss Wizard Basic Setting! Forwarding Rules/ Secuity Settingl Advanced Settingf Toolhox O LOgOLIt
© Forwarding i
b Virtual Sener Virtual Server
[+ Special AP

[ Miscellansous Service Ports Server IP Enable Use Rule#

]

010952004 16:02:45

=

LMW S - select one - =
Copy to s
e rule [QUEACENENESS - 0] ﬂ
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Exanple2: Packet Filter — Apply Rule#1 (ftp time: everyday 14:10 to 16:20).

[&-» - R A QE 3 B SHE-E

level

ans

C Security Settig

[+ Packet Filters

[* Darmnain Filters

[ MALC Address Contral
[ WP

[+ Miscellaneous

01/09,/2004 15:31:54

Statuss Wizard Basic Setting! Forwarding Rules/ Secuity Settingl Advanced Settingf Toolhox O LOgOLIt

Outbound Packet Filter

Item Setting
> Outhound Filter [ Enahble

Destination IP:Ports
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4.8 Toolbox
-5 - PRdleadIR-20-E

level

one Statuss VWizard Basic Setting! Forwarding Ruless Secuity Sefiingl Advanced Setting/ Toolbox © LOgOUt

< Toolbox i
- s e Forwarding Rules
b Firmware Upgrade
[ Backup Setting
> Reset to Default
> Reboot
b Miscellaneous

pView Log

05/13/2003 17 05:56 FIP ad ¥ 3 u can pin
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4.8.1 View Log

-5 -QERAmPID-SE-E EEE

level

one Statuss VWizard Basic Setting! Forwarding Ruless Secuity Sefiingl Advanced Setting/ Toolbox © LOgOUt

< Toolbox
[ iew Log sy5tem Log
b Firmware Upgrade
[ Backup Setting
> Reset to Default
> Reboot
b Miscellaneous

05/13/2003 17:05:55

You can View system log by clicking the View Log button
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4.8.2 Firmware Upgrade

-5 - PRdleadIR-20-E

level

one Statuss VWizard Basic Setting! Forwarding Ruless Secuity Sefiingl Advanced Setting/ Toolbox © LOgOUt

C Toolbox i
- s e Firmware Upgrade
b Firmware Upgrade
[ Backup Setting
> Reset to Default
> Reboot

b Miscellaneous
uto

05/13/2003 17:05:55

You can upgrade firmware by clicking Firmware Upgrade button.
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4.8.3 Backup Setting

File Download

‘t) You are downloading the File:

config.bin From 192,168,123, 254

Wiould you like bo open the file or zave it to your computer?

E___g_pen | [ Sawve ] [ Cancel ] [ More Info ]

Alwavs azk before opening this tupe of file

You can backup your settings by clicking the Backup Setting button and save it as a
bin file. Once you want to restore these settings, please click Firmware Upgrade
button and use the bin file you saved.

4.8.4 Reset to default

Microsoft Internet Explorer E'

.\:;:’) Reset all setting to default?

t (o4 | [ Cancel

You can also reset this product to factory default by clicking the Reset to default button.

4.8.5 Reboot

Microsoft Internet Explorer

.\:.":’) Feboot right now?

oK | [ Cancel

You can also reboot this product by clicking the Reboot button.
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4.8.6 Miscellaneous ltems

¢+ QEAOEYI B SO -H =R
level’
one Status/ Wizard/ Basic Sefting! Forwarding Ruless Secuity Seting Advanced Setting/ Toalhox O Logout
< Toolbox .
I View Log Miscellaneous Iltems

[ Firmware Upgrade
> Backup Setting

I Reset to Default R LAY —
(el * Domain Name or IP address for Ping Test — m

[ Miscellaneous

05/13/2003 17:05:55

MAC Address for Wake-on-LAN

Wake-on-LAN is a technology that enables you to power up a networked device remotely. In order to
enjoy this feature, the target device must be Wake-on-LAN enabled and you have to know the MAC
address of this device, say 00-11-22-33-44-55. Clicking "Wake up" button will make the router to send

the wake-up frame to the target device immediately.

Domain Name or IP address for Ping Test
Allow you to configure an IP, and ping the device. You can ping a specific IP to test whether it is alive.
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Chapter 5 Print Server

WBR-3402 provides the function of network print server for MS Windows 95/98/NT/2000 and Unix

based platforms. (If the product you purchased doesn’t have printer port, please skip this chapter.)

5.1 Configuring on Windows 95/98 Platforms

After you finished the software installation procedure described in Chapter 3, your computer has
possessed the network printing facility provided by this product. For convenience, we call the printer
connected to the printer port of this product as server printer. On a Windows 95/98 platform, open the

Printers window in the My Computer menu:

B3 Printers - (O] x]
File Edit Miew Help

2 ¢ P

Add Printer {HF Laserlet; HFLazerlet]...
i BL[PCL] {  Chinese]

4 object(s] v

Now, yon can configure the print server of this product:
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Find out the corresponding icon of your server printer, for example, the HP
LaserJet 6L. Click the mouse’s right button on that icon, and then select the Properties

item:

HF Lazerlet 6L [PCL) Properties
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2. Click the Details item:

HP Laserdet 6L (PCL) Properties K E3 |

General Details I Sharingl Faper I Frint E!ualit_l,ll Fantz I Device Dptinnsl

li:l"& HF Lazerlet EL [FCL]

Frint to the fallowing port:

PETrmate: [All-in-1] ;I Add Port. . |
Delete Part. . |

Print uzing the following driver:
HF Lazerlet BL [PCL) ;I MHew Driver... |
LCapture Printer Port.... | End Capture. .. |

Timeout zettings

Mot selected: zeconds

I 15
Tranzmizzion feti: I 45 zeconds

Sponl Sethngs. .. | Fart Settings. .. |

] I Cancel | Apply | Helm

3. Choose the “PRTmate: (All-in-1)” from the list attached at the Print To item. Be sure that the

Printer Driver item is configured to the correct driver of your server printer.

4. Click on the button of Port Settings:

Printer Position

Enter the Product's [P Ik
|192.1EB.123.254 Cancel

Type in the IP address of this product and then click the OK  button.

8. Make sure that all settings mentioned above are correct and then click the OK button.
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5.2 Configuring on Windows NT Platforms

The configuration procedure for a Windows NT platform is similar to that of Windows 95/98 except

the screen of printer Properties:

& Hewlelt Packard Lazerlet EL Properlies

General Ports | Scheduling | Sharing | Securiy | Devics Setiings |

Hewlelt Packad Lasenlet Bl

Frint bo the following port(s]. Documents wil peint bo the first iree

checked parl

Pot | Descigion | Priwer | a]

_ILPT3 Lacal Pest

1 CcomMt: Local Pt J

T COM 2 Local Poet

| COM3: Local Poat

1 COM4: Local Post

| FILE: Local Podt

Sl FE Tate Local Post

| Fémate Local Pedt Hewl=it Packaid L, ., ;l
AddPod.. | Delete Port | Configure Port.. |

™ Enable bidirechional suppost
™ Enable pinter pooling

[ ok | ceea |

Compared to the procedure in last section, the selection of Details is equivalent to the selection of

Ports, and Port Settings is equivalent to Configure Port.
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5.3 Configuring on Windows 2000 and XP Platforms

Windows 2000 and XP have built-in LPR client, users could utilize this feature to Print.

You have to install your Printer Driver on LPT1 or other ports before you preceed the following

sequence.

1.0pen Printers and Faxs.

® Printers and Faxes |:HE|B|
File Edit Wiew Favorites Tools Help :

Qoack - © - F | Psearch [ Folders |~
Address s Prirters and Faxes x | 5o

Printer Tasks 0\ \@ HP LaserJet 2200 Series PCL 6
1
[Z] Adda printer Ny - Ready

& Setup faxing

See Also

@ Troubleshoat printing
_('_)) Get help with printing

Other Places

[} Control Panel
% Scanners and Cameras
E] ¥y Documents
@ Iy Pickures
i My Computer

Details
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2.Select “Ports” page, Click “Add Port...”

Erint to the following portz]. Documents will print to the first free
checked port.

Fort Drezcription Frinter ~
Printer Part 0
O LPT2  Printer Port
CJ LPT3:  Printer Part
O co.. Sedal Port =
O co.. Sedial Port
O co.. Sedial Port
O o Seral Port |

! [ Add Fort. . m Delete Part ] [ LConfigure Fort...

Eriable ctional support

[C] Enable printer pooling

[_ Ok, J [ Cancel Lpply Help

3. Select “Standard TCP/IP Port”, and then click “New Port...”

Printer Ports

fvailable port bypes:

- i mor

Standard TCPSIP Port

[ew Pork Type... L Mew Part. .. ] [ Cancel
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4.Click Next and then provide the following information:

Type address of server providing LPD that is our NAT device:192.168.123.254

Add Standard TCP/IP Printer Port Wizard |7|

Add Port
For which device do you want to add a port?

Enter the Printer Mame or IP addiezs, and a part name for the desired device.

Printer M ame or [P &ddre@: |192-1 B8.123.254 ) |

Port Name: ||_P_1 92 168,123,254 |

< Back ” MHewst » ]’ Cancel

4. Select Custom, then click “Settings...”

Add Standard TCP/IP Printer Port Wizard |7|

Additional Port Information Bequired
The device could not be identified.

The device iz not found on the network, Be sure that;

The device iz turned on,

The netwark iz connected,

The device is properly configured.

The addrezs on the previous page iz comect,

[f o) think the address is not corect, click Back to retumn to the previous page. Then corect
the address and perform another search on the netwark. [f vou are sure the address is comect,
select the device type below.

Device Type

(%) Custom

< Back ” Mewt » ][ Cancel
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6.Select “LPR”, type ” Ip“ lowercase letter in “Queue Name:”

And enable “LPR Byte Counting Enabled”.

Configure Standard TCP/IP P... [2|[X]

Port Setlings |

Part Mame:

Printer Mame or IP Address:

Frotocal

O Raw

IF_132.168.123 254

192.168.123.254

() LFR

Raw Settings

-

Fork [ urmnDer 9100

[ SMMP Statuz Enab

_.Cmrl

Arrity M ame

oublic
AL

1hd =l Sl 1 LE
SMME Dewice Indesx 1

Cancel ]
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7.Apply your settings

Add Standard TCP/IP Printer Port Wizard E‘

Completing the Add Standard
TCP/IP Printer Port Wizard

“'ou have selected a port with the following characteristics.

SHMP: Mo
Protocal; LPR. Ip
Device: 192.168.123.204

Port Hame: IP_192168.123.254
Adapter Type:

To complete this wizard, click Finigh.

[ < Back ]l Finizh | [ Cancel ]

& HP LaserJet 2200 Series PCL 6 Pro... E@‘

General | Sharng | Ports | &dvanced Color Management | S35

@
;\:;:i HF Lazer)et 2200 Senes PCLE

Frint to the following port(z). Documents will print to the first free
checked port.

: Fuort [rezcription Frinter |
Ol comé: Serial Port
fid : Frint to File
_ IP_192168123.254  Standard TCP/IF Port
| FnEhilhle L TE BT Loc Auto hp des
U IR Local Port
|
[ € [ >
[ Add Port.. ] [ Delete Part ] [ Configure Paort..

[ 1Enable printer podling
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5.4 Configuring on Unix-like based Platforms

Please follow the traditional configuration procedure on Unix platforms to setup the print server of this

product. The printer name is “Ip.”

In X-Windows, for example, In Redhat Platforms,

Please follow the below steps to configure your printer on Red Hat 9.0.

1. Start from the Red Hat---> System Setting---> Printing.

g WtraE »
%_3_, Mt »
ﬁ PRt

@mm#@—*
g’ff FAEE
L TR 8
O AR

& " 'Hru'] HHF

= g.:h i o
Qi B -
miER... (¢ BR
Qeamz.. | B eAnm

(Bgsi 4l S RSRE

@ R X
\JH-J g IFI-'I

\

a0a:l

— *ns—-{;::-—w-r —

iff | g Foramit:/var
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2. Click Add---> Forward.

Er Ty

I8

L TR Al AR — W PUED TP E A B -« fE 2 fe S T
LA S S PR B T

CRETEE AR B T R ey TR B

b BEERE T

3. Enter the Pinter Name, Comments then forward.

s A S PPN B 5B - R (LT
BHENEEGE (RESEEATIT) -

B R ;J["'ir]'LL':'l'lL".:iD |
o

a = BT
[38 7%

ST LU AGERLEN R — BN I LU B 0T (R

e {rest )

&3 e an ¢ o

< Back

IS
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4. Select LPD protocol and then forward.

%]

PRI — (8 AR | SRR (L)

Sdev/1p0

ﬂﬂﬁﬁ*iaﬂ Novell (NCP)
HEFE AR JetDirect
G ErEiEEe | [§orEso

LE FeHT (1) ® HuEo) & Back (“-EEMU&NJ

5. Enter the router LAN IP Address and the queue name "lp". Then forward.

BHL— WP | JrhiRRY DX (L) Y

ol i fral:

Router LAN 1P .mmm_-s,_-é) 1y )

Lﬁ sk (1) XEHo || ek [ P Enrwardj
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6. Select the Printer Brand and Model Name. Then Forward.

PD*T%@

AREEERO AT AN - TURDNRAE AR A - .

L FF il BTEE B —AH PostScript jBIH -

I][’) i

-

LascrJet 2100
Lagor.let © | “
s

'. LaserJet 2200
————
LagerJet 2D -

Il
& sk X IH© || dssct | [P porvars

)

L

7. Click Apply to finish setup.

il

BUAFEAT LA T AT

WA Unix BIERFTA
5] 1pgRouter LAY IP Address
EF4%: 1P LaserJet 2200

@ #hw X || quoe | (@R )

88



8. At last you must click Apply on the toolbox to make the change take effective.

Cotanit o dene ot i

BE D BEAw

= A D
wrid e WEE e EA S
FRllEt

printartest apooling LPR. gob,. 3% complete. ..

R T

In Command Mode:

Linux has built-in LPR client ,You can utilize it for printing.
You can manual set it or via the tool "printtool” in X-windows.
PS: The spool name is "lp"------ all lowercase letter.

Below is my setting.

/etc/printcap

Ip:\
:sd=/var/spool/lpd/Ip:\
mx#0:\

:sh:\
:rm=192.168.123.254:\

Then add the corresponding directory

#mkdir /var/spool/lpd/Ip
Too see the detail ,please refer to the online manual in linux.

#man printcap
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5.5 Configuring on Apple PC

1.First, go to Printer center (Printer list) and add printer

'r @ 06 ENF IR gt
“1P BUED e
ENF=pli L - Router Lan ip address
Internet {211t 5F DNS &%
TEEAAENEMIE.
" (FREEE L ATERR T
FH&HE: b
NSRS - A "

C o D € mA )

2.Choose IP print and setup printer ip address (router Lan ip address).
3.Disable “Default Queue of Server.” And fill in “ Ip “ in Queue name item.

4.Printer type: Choose “General”.
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Appendix A TCP/IP Configuration for Windows 95/98

This section introduces you how to install TCP/IP protocol into your personal computer. And suppose
you have been successfully installed one network card on your personal computer. If not, please refer
to your network card manual. Moreover, the Section B.2 tells you how to set TCP/IP values for

working with this NAT Router correctly.
A.1 Install TCP/IP Protocol into Your PC

1. Click Start button and choose Settings, then click Control Panel.
2. Double click Network icon and select Configuration tab in the Network window.
3. Click Add button to add network component into your PC.

4. Double click Protocol to add TCP/IP protocol.

Select Network Component Type EE

Click the type of network. component you want o install:

&dd...

I-".:_ Pratacal Cancel

! Protacol iz a language’ a computer uzes. Computers
[ must uze the zame protocol to communicate.
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5. Select Microsoft item in the manufactures list. And choose TCP/IP in the Network Protocols.

Click OK button to return to Network window.

Select Network Protocol !

. LClick the Metwork Protocol that you want bo install, then elick OF. [ you have
o an installation disk for this device, click Hawe Digk.

Manufacturers: Metwork Protocols:
4 Banyan 4 Fastinfrared Protocal _:_-J
W IBM & PS5 FH-compatible Protocol

T Microzaft 4 Microzoft 32-bit DLC
T Movel T Microsoft DLC
i MetBELI

YOTCR/P

Have Dizk. .. I
0K I Cancel |

6. The TCP/IP protocol shall be listed in the Network window. Click OK to complete the install

procedure and restart your PC to enable the TCP/IP protocol.
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A.2 Set TCP/IP Protocol for Working with NAT Router

1. Click Start button and choose Settings, then click Control Panel.

2. Double click Network icon. Select the TCP/IP line that has been associated to your network card

in the Configuration tab of the Network window.

Hetwork E !

Configuratian I Identification I Accessz Control I

The fallowing network, companents are installed:

&8 PCI Fast Ethernet DEC 21140 B azed Adapter ;I

& MetBEUI -» Dial-Up Adapter

& MetBEUI -» PCI Fast Ethernet DEC 21140 B azed Adapter

& TCPAP -» Diallp &dapter

"_ TCRAP -» PCl Fast Ethernet DEC 21140 Baszed Adapter
File and printer sharing for Microzoft Networks

Add. . | Remove | Properties |

Primary Metwork, Lagon:
II:Iient for Microzoft Metwarks ;I

File and Print Sharing... |

Dezcrphion

TCPAP iz the protocol pou uze to connect to the [nternet and
wide-area networks.

(1] I Cancel

3. Click Properties button to set the TCP/IP protocol for this NAT Router.

4. Now, you have two setting methods:
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a. Select Obtain an IP address automatically in the IP Address tab.

TCF/IF Properties

b. Don’tinput any value in the Gateway tab.

TCF/IP Properhes
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c. Choose Disable DNS in the DNS Configuration tab.

TCP/IP Properties !
Bindings | Advanced | MetBl0S

DMS Configuration | Gateway I WINS Configuration I IF Addiess

1" Enable DMS

Host i et ;

IS Semwer Seanet W rder

| ) . . | el

Eemove

[armain Sufh Seanch Drder

| dd

’ Femoyve

L1 L

Ok Cancel

B. Configure IP manually

a. Select Specify an IP address in the IP Address tab. The default IP address of this
product is 192.168.123.254. So please use 192.168.123.xxx (xxx is between 1 and 253)
for IP Address field and 255.255.255.0 for Subnet Mask field.

TCFP/IP Properties
Bindings | Aclvanced | MetBI0S |

DMS Configuration I Gateway I "wINS Configuration  |F Address

An P address can be automatically azzigned to thiz computer.
If wour network, does not automatically aszign P addreszes, ask
wour hetwork, administratar for an address, and then tppe it in
the space below.

" Obtain an IP address autamatically

% Specify an P address:

IPAddress [192.168.123.115 |

Subnetbask:  |255.255.255. 0] |

QK I Cancel
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b. In the Gateway tab, add the IP address of this product (default IP is 192.168.123.254)
in the New gateway field and click Add button.

TCF/IP Properties !

Bindings ] Advanced | MetBIOS
DMS Configuration  Gateway | WS Configuration I IP Address

The first gateway in the Inztalled G ateway list will be the defaulk.
The addrezz arder in the lizt will be the order in which these
machines are uzed.

Mew gatewan:

192.168.123.254 | sdd |

Ingtalled gatewways:

Hemawe |

Ok, I Cancel

c. Inthe DNS Configuration tab, add the DNS values which are provided by the ISP into
DNS Server Search Order field and click Add button.

TCP/IP Properhies = !

Bindings | Advanced | MetBI0S
DS Configuration I G ateway I WwINS Configuration I IF &ddress

' Dizable DNS
—{* Enable DNS

Host: IMyEomputer Daornain: i

DMS Server Search Order
[168. 95 .192. 1] | fidd

168.95.1.1 Hemowe

Domain Suffix Search Order

| Eemme

K Cancel

1L L

96



Appendix B Win 2000/XP IPSEC Setting guide

Example: Win XP/2000 VPN Router
(Configuration on WIN 2000 is similar to XP)

1. On Win 2000/XP, click [Start] button, select [Run], type secpol.msc in the field, then click
[Run]-> Goto **Local Security Policy Settings** page

2. Or in Win XP, Click [Control Pannel]

B Control Panel

File Edit YWiew Favorites  Tools  Help

G Bark; Q L'_% p Search [»E: Folders -

Address & Contral Panel

E"' Control Panel & PiCk d Category

3 Switch o Classic Yiew

‘I:___
™ Appearance and Themes Printers and Other Hardware
See Also —

‘ Windows Lpdate ;
@) Help and Support: " MNetwork and Internet Connections User Accounts

0@ Add or Remove Programs L Dat!:, Time, Language, and Regional
Options

W s Sounds, Speech, and Audio Devices Accessibility Options
. \

r— - Performance and Maintenance

Double-click [Performance and Maintenance]
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B Performance and Maintenance

File Edit YWiew Favorites  Tools  Help

e Back - Q L'_% p Search LE:‘ Falders v

Address I:-} Performance and Maintenance

Performance and Maintenance
See Also

File Types
B System Restors PiCk s | taSk...

B e e [;| See hasic information about your computer

E] Sl i St E| Adjust visual effects

E| Free up space on your hard disk
E| Back up your data

E| Rearrange items on your hard disk to make programs run faster

or pick a Control Panel icon

”ﬁ' Administrative Tools ‘ . Power Options

ﬁ Scheduled Tasks P8 System

Double-click [Administrative Tools]
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™ Administrative Tools

File Edit YWiew Favorites  Tools  Help

ook - ()

L} p Search [E

Falders -

Address |4 Administrative Tools

File and Folder Tasks

! Share this Folder

Other Places

[ Control Panel

B My Documents
[ Shared Documents
ﬂ My Caomputer

& My Network Places

Details

Component Services
Shortcut
2 KB

# Data Sources (ODBC)
@l Shortout

Z kB

Local Security Palicy
Shorkcut
2EKB

Services
Shortcut
ZKEB

Compuker Management
Shortout
2 KB

Event Viewer
Shortout
2KE

Performance
Shortout
2ZEKB

Local Security Policy Settings

Double-click [Local Security Policy]
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& Local Security Settings |Z| |E| EJ

File  Action View Help

* BB
@ Security Settings Mame
= (28 account Policies & account Policies
(& Local Policies 8L ocal Palicies

[ Public kev Policies
= [Z] software Restriction Policie
[+ ,g IF Security Policies on Loca

[CPublic Key Policies
[ A50ftware Restriction Palicies
@ IP Security Policies on Local C...

Right-click [IP Security Policies on Local Computer], and click [Create IP
Security Policy].

Click the [Next] button, enter your policy’s name (Here it is

to_vpn_router). Then, click [Next].

Dis-select the [Activate the default response rule] check box, and click
[Next] button.

Click [Finish] button, make sure [Edit] check box is checked.
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to_vpn_router Properties

Rules | General |

mpm  Security rules for communicating with other computers

P Security rules:

IP Filter Lizt Filter Action Authentication... | Tu
FraLter R equire Security Prezhared Keay
router-»«p Require Security Freshared Kep 19
O <Dynamics Default Rezponze K.erberoz Mc
% ! s

add. | Edt. | Remove | 1 seaddwiosd

[ k. ][ Cancel ] Applhy

Build 2 Filter Lists: “xp->router” and “router->xp”

Filter List 1: xp-> router

In the “new policy’s properties” screen, select [Use Add Wizard] check

box, and then click [Add] button to create a new rule.
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r

Edit Rule Properties

|
1

Authentication Methods ] Tunnel Setting ] Connection Type
IF Filker Lizt Filter Action
= The zelected [P filker list specifies which netwaork, traffic will be
mea affected by thiz rule.
IP Filter Lizts:

Name | Description |
O AIlCHP Traffic M atchesz all ICMP packets betw. ..
O Al 1P Traffic b atches all IP packets from this ..
O router-»p
) wp-rrauter

Add. ‘ Edit.. ‘ Bembie ‘
k. | Cancel ‘

click [Add] button
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I P Filter List

-+ A 1P filker list iz compozed of multiple filkers. In this way, multiple subnets, [P
i: addreszes and protocols can be combined into one [P filter.
MHame
wp->router
Description; Add...
Bemove
Filters: [ Usze Addwizard

Mirrared | Description
Mo

Pratocal
AT

Enter a name, for example: xp->router
and dis-select [Use Add Wizard] check box. Click [Add] button.

| Source Port | Destination
AMY ANY
>
0k, Cancel
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Filter Properties

&ddreszing ] P'n:utl:u:l:nll Description

— Source address;

IPéddess | 192 . 168 . 1 . 1

- Destination address: -

& zpecific [P Subnet Lj

IPaddiess: | 192 . 168 . 123 . 0
Subniet mask: ‘ 255 . 255 ., 255 ., O

[ Mirrgred. Also match packets with the exact opposite source and
destination addreszes.

| ()4 | Cancel

In the Source address field, select [A specific IP Address].
and fill in IP Address: 192.168.1.1

In the Destination address field, select [A specific IP Subnet], fill in
IP Address: 192.168.123.0 and Subnet mask: 255.255.255.0.

If you want to select a protocol for your filter, click [Protocol] page.
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Filter Properties

Addressing  Protocol ] Descriptiuni

Select a protocal lpe:

- |

| ()4 | Cancel

Click [OK] button. Then click [OK] button on the “IP Filter List” page.
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Edit Rule Properties

Authentication Methods Tunnel Setting ] Connection Type
IF Filker List Filter Action

The zelected filter action specifies whether this rule negotiates
for zecure netwark traffic, and how it will zecure the traffic.

Eilter Achions:
Name | Description |
O Pemit Permit unzecured I[P packets to ..
O Fequest Security [Optional] Aocepts unzecured communicat. .
&) Fequire Security Aocepts unzecured communicat. .
Add... ‘ Edit... ‘ Bemove ‘ ™ Usze Add wWizard

l

g | Cancel |

select [Filter Action], select [Require Security], then

click [Edit] button.
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Require Security Properties

£ Permit
" Block

Security method prefe

Security Methods l General ]

rence order:

Type
Cusztom
Custom
Cusztom
Custam
Cusztom

£

AH |ntegrity
<Mones
<Mones
<Mones
<Mones
<Mones

ESP Confidential...

DES
3DES
3DES
DES
DES

W Session key perfect forward secrecy [PFS]

*>

Add
Edit...

Bemove

1ol

kove down

I Accept unsecured cormmmunication, but albways respond using [PSec

[ Allow unzecured communication with non-| PS5 ec-aware computer

]

Cancel

select [Negotiate security], Select [Session key Perfect Forward Secrecy (PFS)]

click [Edit] button.
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Mews Security Method

Security Method ]

" Encreption and Integrity

Data will be enciypted and wverified az authentic and unmodified
7 Inkegrity only

Data will be verfied as authentic and unmodified, but will nok be
encippted

Settings. .. |

| Ok | Cancel

select [Custom] button
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r

Custom Security Method Settings

Specify the zettings for thiz cuztomn zecurnity method.

[ Data and addrezs integrity without encryption [&H]

| =

[v Drata integrity and encreption (ESF):
[pteqrity algoritbn;

|MD5 -
Encroption algarithm:

|DES |

i~ Seszzion key settings: -

o]

| Generate a new keyp eveny: ¥ Generate a new key every

] o Ebytes ‘1 Lan seconds

Cancel

Select [Data integrity and encryption (ESP)]
Configure “Integrity algorithm”: [MD5]

Configure “Encryption algorithm”: [DES]

Configure “Generate a new key every [10000] seconds”
Click [OK] button
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Edit Rule Properties

I Filter List ] Filter Action |
Authentication Methods l Turnel Setting 1 Connection Type ]

Authentication methods specify how trust iz established

o between computers. Thesze authentication methodz are

= = offered and accepted when negotiating security with another
cornputer.

Authentication method preference order;
Method | Details | Agdd...
Freszhared Fey myprezharedkey

Edit...

ELE

k. | Cancel

select [Authentication Methods] page, click [Add] button.
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Edit Authentication Method Properties

Authentication kethod

The authentication method specifies how trust iz establizhed
= = between the computers.

£ Active Directory default [Kerberos W5 protocol]

£ Use a certificate from this certification autharity [Ca);

o+ ze this sting [preshared key]:

mypresharedkey

k. | Cancel

select [Use this string to protect the key exchange (preshared key)],
and enter your preshared key string, such as

mypresharedkey. Click [OK] button.

Click [OK] button on [Authentication Methods] page.

Select [Tunnel Setting]
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Edit Rule Properties

I Filter List | Filter Action |
Avthentication Methods Tunnel Setting l Connection Type ]

T he tunnel endpaoint iz the tunneling computer closest ta the
IP traffic destination, as specified by the aszociated |P filker
lizt. It takes bwo rules to describe an IPSec tunnel.

il

7 Thiz e does not specify an IPSec tunnel,
* The tunnel endpoint iz specified by thiz |P address;
192 168 . 1 .254

k. | Cancel

configure [The tunnel endpoint is specified by this IP address]: 192.168.1.254

Select [Connection Type]
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Edit Rule Properties

I Filter List ] Filter Action |
Authentication Methods 1 Tunnel Setting Connection Type

Thiz rule only applies to netwark:, traffic over connectiohs of
= = the selected ype.

f* Al petwork connections

7 Local area network, [LAN]

" Bemaote access

k. | Cancel

select [All network connections]

Tunnel 2: router->xp

In the “new policy’s properties” page, dis-select [Use Add Wizard] check

box, and then click [Add] button to create a new rule.
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Edit Rule Properties

Tunnel Setting

Authentication Methodz ] ] Connection Type ]

IF Filker List Filter Action
= The selected |P filter list zpecifies which netwark traffic will be
o affected by this rule.
IP Filker Lists:
Mame | Description.
O AllICMP Traffic Matchesz all ICMP packets betw. .
O &P Traffic M atches all IP packets from thiz ..
O] router-»=p
@) wp-rrouter
agd. | Edt. | Bemove |

k. | Cancel ]

click [Add] button
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_1
B [P Filter List 2]

A 1P filker list iz compozed of multiple filkers. In this way, multiple subnets, [P

—t
i:: addreszes and protocols can be combined into one [P filter.
MHame
rouker-» =p
Description; LI
Edit...
Bemove
Filters:
Mirrared | Description Fratocol | Source Port | Destination
Mo AR A AMY
A | >

0k, | Cancel

Enter a name, such as router->xp
and dis-select [Use Add Wizard] check box. Click [Add] button.
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Filter Properties

&ddressing ] F'ru:utu:ucu:ul] Drescription

—Source address:

IPéddess: | 192 . 168 . 123 . 0
Subnet mask: ‘ 256 . 255 _ 255 .

- Destination addreszs: -
&, specific [P Address L]

IPaddess | 192 . 168 . 1 . 1

I Mirrored. Alzo match packets with the exact opposite source and
destination addrezszes.

| QEk. | Cancel

In the Source address field, select [A specific IP Subnet]. fill in
IP Address: 192.168.123.0 and Subnet mask: 255.255.255.0.

In the Destination address field, select [A specific IP Address],

and fill in IP Address: 192.168.1.1

If you want to select a protocol for your filter, click [Protocol] page.
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Filter Properties

Addressing  Protocol ] Descriptiuni

Select a protocal lpe:

- |

| k. | Cancel ‘

Click [OK] button. Then click [OK] button on [IP Filter List] window.
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Edit Rule Properties

Authentication Methods Tunnel Setting ] Connection Type
IF Filker List Filter Action

The zelected filter action specifies whether this rule negotiates
for zecure netwark traffic, and how it will zecure the traffic.

Eilter Achions:
Name | Description |
O Pemit Permit unzecured I[P packets to ..
O Fequest Security [Optional] Aocepts unzecured communicat. .
&) Fequire Security Aocepts unzecured communicat. .
Add... ‘ Edit... ‘ Bemove ‘ ™ Usze Add wWizard

l

g | Cancel |

select [Filter Action tab], select [Require Security], then

click [Edit] button.
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Require Security Properties

Secunty Methodz l General ]

" Permit

" Hegatiate securty

e A RS MR R b

Security methad preference arder;

Tupe AH Integrity ESP Confidential... | ES Add...
Cuztomn <Mones DES ML _
Custorn <Mones 3DES SH Edit...
Cusgtam <Mones JDES kL
Cuztom <Mane: DES SH Bemowve
Cuztom <Mone: DES ML
F | b bave dowr

[ Accept unzecured communication, but always respond wsing [PSec
[ Allow ungecured communication with non-IPSec-aware computer

W Session key perfect forward secrecy [PFS)

k. | Cancel

select [Negotiate security], Select [Session key Perfect Forward Secrecy (PFS)]
click [Edit] button.
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Newr Security Method |E| E|

Securty Method l

" Encryption and |nkegrity

Drata will be encrypted and werified az authentic and unmodified
7 ntegrity only

Data will be vernfied az authentic and unmadified, but will not be
encrypted

Settings...

| ()4 | Cancel

select [Custom] button

120



r

Custom Security Method Settings

Specify the zettings for thiz cuztomn zecurnity method.

[ Data and addrezs integrity without encryption [&H]

| =

[v Drata integrity and encreption (ESF):
[pteqrity algoritbn;

|MD5 -
Encroption algarithm:

|DES |

i~ Seszzion key settings: -

o]

| Generate a new keyp eveny: ¥ Generate a new key every

] o Ebytes ‘1 Lan seconds

Cancel

Select [Data integrity and encryption (ESP)]

Configure “Integrity algorithm”: [MD5]

Configure “Encryption algorithm”: [DES]

Configure “Generate a new key every [10000] seconds”
Click [OK] button
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r

Edit Rule Properties

I Filter List ] Filter Action |
Authentication Methods l Turnel Setting 1 Connection Type ]

Authentication methods specify how trust iz established

o between computers. Thesze authentication methodz are

= = offered and accepted when negotiating security with another
cornputer.

Authentication method preference order;
Method | Details | Agdd...
Freszhared Fey myprezharedkey

Edit...

ELE

k. | Cancel

select [Authentication Methods] page, click [Add] button.
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Edit Authentication Method Properties

Authentication kethod

The authentication method specifies how trust iz establizhed
= = between the computers.

£ Active Directory default [Kerberos W5 protocol]

£ Use a certificate from this certification autharity [Ca);

o+ ze this sting [preshared key]:

mypresharedkey

k. | Cancel

select [Use this string to protect the key exchange (preshared key)],
and enter the preshared key string, such as

mypresharedkey. Click [OK] button.

Click [OK] button on [Authentication Methods] page.

Select [Tunnel Setting]
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Edit Rule Properties

I Filter List | Filter Action |
Avthentication Methods Tunnel Setting l Connection Type ]

T he tunnel endpaoint iz the tunneling computer closest ta the
IP traffic destination, as specified by the aszociated |P filker
lizt. It takes bwo rules to describe an IPSec tunnel.

il

7 Thiz e does not specify an IPSec tunnel,
* The tunnel endpoint iz specified by thiz |P address;
192 168 . 1 . 1

k. | Cancel

Configure [The tunnel endpoint is specified by this IP address]: 192.168.1.1

Select [Connection Type]
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Edit Rule Properties

I Filter List ] Filter Action
Authentication Methods 1 Tunnel Setting Connection Type

Thiz rule only applies to netwark:, traffic over connectiohs of
= = the selected ype.

f* Al petwork connections

7 Local area netwark [LAN]

" Bemaote access

k. | Cancel

select [All network connections]
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Configure IKE properties

Select [General]

to_vpn_router Properties E| |E|

Fules | General |

IP Securty policy general propertiez

M arme;

1t-:u_vpn_ru:uuter

Dezcription;

Check far policy changes eveny;

11 a0 riinLke(z]

Perfarm key exchange uzing these settings:

Advanced...

[ k. ][ Cancel ] Applhy

Click [Advanced...]
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Fey Exchange Settings

v aster key perfect forward secrecy [PFS |

Authenticate and generate a new key after eveny:

|1 0oao minutes

tea few ko

T

Fratect identities with these security methods:
Methods. .

f

Intermet K.ev Exchange [IKE] far Windows =P
Jaintly developed by Mizrosaft and Cizca Systemsz, Inc.

k. | Cancel

enable “Master key perfect forward security (PFS)”
configure “Authenticate and generate a new key after every [10000] seconds”
click [Methods...]

r

Key Exchange Security Methods

oy Frotect identities during authentication with these zecurty
=l = methods.

Security method preference arder;

Type Encryption Inteqrity |_L Add...
IKE 3ADES SHaAT b

IKE 3DES MD5 § Edit...
IEE DES SHAT L

IKE DES D& L Bemove
£ > M ave dawn

| k. | Cancel

click [Add] button
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IKE Security Algorithms E| [Z]

Irtearity algarithnm;

Encryption algorithm:

|3DES

Diffie-Hellman group:

| Medium (2]
| Q. | Cancel

Configure “Integrity algorithm”: [SHAL]

Configure “Encryption algorithm”: [3DES]
Configure “Diffie-Helman group”: [Medium (2)]

Settings on VPN router
VPN Router: Wan IP address:192.168.1.254

Lan IP address:192.168.123.254
PC: 192.168.123.123
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[&-» - R A QE 3 B SHE-E

level

onea Statuss Wizard Basic Setting! Forwarding Rules/ Secuity Settingl Advanced Settingf Toolhox O LOgOLIt

C Security Settig

b Packet Filters /PN Settings

[* Darmnain Filters

[ MALC Address Contral Item Setting
[ WPM

& Enakle

number of tunnels

Tunnel Hame Method

e[l vore
e o
el o
|
e T

Dy narmic WP Settings. .

[+ Miscellaneous

01/12/2004 15:29:25

<< Previous Mext ==

VPN Settings:

VPN: Enable

Max. number of tunnels: 2
ID: 1

Tunnel Name: 1

Method: IKE

Press “More”>
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[&-» - R A QE 3 B SHE-E

level

onea Statuss Wizard Basic Setting! Forwarding Rules/ Secuity Settingl Advanced Settingf Toolhox O LOgOLIt

C Security Settig .
b Packet Filters VPN Settings - Tunnel 1 - IKE

[* Darmnain Filters
[ MALC Address Contral Item

I WP N
b Miscellansous ~ Tunnel Name
subnet

Select IKE Proposal...
Select IPSec Proposal...

h ™ dontt e until rebooting!

Setting

01/12/2004 15:31:24

VPN Settings - Tunnel 1 - IKE

Tunnel:1

Local Subnet:192.168.123.0

Local Netmask:255.255.255.0
Remote Subnet:192.168.1.1

Remote Netmask:255.255.255.255
Remote Gateway:192.168.1.1
Preshare Key: my-preshare-key
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[&-» - R A QE 3 B SHE-E

level

onea Statuss Wizard Basic Setting! Forwarding Rules/ Secuity Settingl Advanced Settingf Toolhox O LOgOLIt

C Security Settig

[+ Packet Filters
[* Darmnain Filters .
[+ MAC Address Control Item Setting

b VPN ™ |IKE Proposal index
[+ Miscellaneous

ID Pro ame 1 { arithrn Auth. algaorithm  Life Time  Life Time Unit
10000

VPN Settings - Tunnel 1 - Set IKE Proposal

01/12/2004 15:33:57

VPN Settings - Tunnel 1 - Set IKE Proposal

ID: 1

Proposal Name: 1

DH Group: Group2
Encrypt. Algorithm: 3DES
Auth. Algorithm: SHA1
Life Time: 10000

Life Time Unit: Sec.
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[&-» - R A QE 3 B SHE-E

level

onea Statuss Wizard Basic Setting! Forwarding Rules/ Secuity Settingl Advanced Settingf Toolhox O LOgOLIt
C Security Settig i

b Packet Filters VPN Settings - Tunnel 1 - Set IPSec Proposal

[* Darmnain Filters

[ MALC Address Contral Item
[ WPM
[+ Miscellaneous

Setting

Life Tz LI VAR
LInit

01/12/2004 15:34:50

VPN Settings - Tunnel 1 - Set IPSec Proposal

ID: 1

Proposal Name: proposall
DH Group: Group2
Encap. Protocol: ESP
Encrypt. Algorithm: DES
Auth. Algorithm:MD5
Life Time: 10000

Life Time Unit: Sec.

User can view VPN connection process in “System Log” page, and correct their settings.
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Appendix C PPTP and L2TP Configurations

1. First, please go to the Network connection

'g; Network Connections

File Edit Wiew Favorites Tools Advanced Help | "
_)' Hack - >N ? | JV:Sear:h Folders ‘ Elv
Address I\:, Metwork Connections j a Go | Links >
Broadband ==
MNetwork Tasks
A_jj
<&l Create s new connection > [~ )
% Setup ahome or - e
affice netwark |Start the Mew Connection Wizard, which helps vou create a cemmection to the Internet, to ansther cemputer, or te your workplace network.
& Start this connection
E]E@ Fiename this connection Dial-up
2l Delete this connection
- "
|2| Change settings of this ../p| A
connection = Ci=
test Connection
through Re
Other Places #
¥ Control Panel Internet Gateway
S3 My Metwork Places =
L3 My Documents ‘:1)]
4 My Computer

Internet
Connection

Details 2
LAN or High-Speed Internet
o
‘1’1.

Local Area
Connection

¥irtual Private Network

2] .28

s [ ] =l

2. Connect to network at my workplace

New Connection Wizard

Network Connection Type
Wwhat do wou wantto do?

(" Connect to the Internet

Connectto the Internet so you can browse the Web and read email.

4% _Connect to the network at my workplace >

Connectto a business network (using dial-up or YFMN) sowou can work from home, afield
office, or another lacation,

(" Setup a home or small office network

Connectto an existing home or small office network or set up a new one.

(" Setup an advanced connection

Connect directly to another computer using wour serial, parallel, or infrared por, or setup
this computer so that other computers can connectto it

< Back Cancel
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3. Choose Virtual Private Network

New Connection Wizard

Network Connection
How do you want to connect to the network. at wour workplace?

Create the following connection:

{— Dial-up connection

Connect using a modem and a regular phone line or an Integrated Services Digital
MNetwark (ISDMN) phone line.

(& Mirtual Private Network connection

Connect to the network using a wvirtual private network (WPH) connection ower the Internet.

< Back I( Mext > }I Cancel

4. Do not dial to initial connection

New Connection Wizard

Public Network
YWindows can make sure the public network is connected first.

YWindows can automatically dial the initial connection to the Internet or other public network,
before establishing the virtual connection.

& Do not dial the initial connection: >

(" Automatically dial this initial connection:

I ]

< Back I { Mext > 1 Cancel
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5. Input the router wan ip address

New Connection Wizard

YPN Server Selection
“What is the name or address of the WYPMN serser?

6. Then ok, please input username and password as you setup in the router.

Comnect PPTP
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7. Select the type of VPN

4= PPTP Properties

Generall Optionsl Security Metwarking |Advanced

Twpe of YPh:

Automatic
Autornatic
L2TF IPSec VPN

This cannection uses the following items:

% Internet Frotocol (TCR/IF)
E File and Printer Sharing for Microsoft MNetworks
E! Client for Microsoft Netwarks

Install... Uhimetall Properties

Description
Transmission Control Protocol/internet Protocol. The defaultwide
area network protocol that provides communication across
diverse interconnected networks.

i Ok r Cancel
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However, you should add the Authentication Protocol in advanced(Custom
setting) of Security option, like below t o support pap, chap, mschap.
If successfully, we will see:

This time, the client in the internet can ping any pcs in the 1an(192.168.123.x)

Connection—specific DNS Suffix

IP Address. . . . . . 192.168.122.13%
Subnet Mask . . . . 255 255 .255.A8
Default Gateway . . 192.168.122.25A

C:SDocuments and Settingssajaxripconfig

Jindows IP Configuration

Ethernet adapter |54 H o4z

GConnection—specific DNS Suffix

IP Address. . . . . 192 .168.122.139
Subnet Maszk . . . . 255255 .255.8
Default Gateway . . 192 .168.122.2508

PPP adapter 192.168.122_16:

Connection—specific

IP Address. . . . . 18.8.8.2

Subnet Mask . . . . 255 .255.255.255
Default Gateway . . 1i8.84.8.2

C:“Documents and Settings“ajax>

L2TP

However, the router is the also vpn-12tp server and supports three Authentication
Protocols, PAP, CHAP and MSCPAP.

And the settings are similar with PPTP. But MS-operating systems, like winxp
win2000 will not find The type of vpn “L2tp”.We can use this files(disableipsec.zip) to enable
it.
http://support.iglou.com/fom-serve/cache/473.html

Then We will see L2tp IPSEC VPN and choose it:
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die 1.2TP 3 Properties

Generall Optiunsl Seu:urity dvanc:edl

Type of WPHN:

IAutD ratic ;I

EEE
L2TP IPSec VPN

This connection uses the following items:

 Internet Protocal (TCR/IF)

@1 File and Printer Sharing for Microsoft Netwarks
=

% Client for Microsoft Metworks

Install... Werretall FProperties

Description
Transmission Control Protocol/nternet Protocol. The default wide
area netwaork protocol that provides communication across
diverse interconnected netwarks.

i (0] )l Cancel

Then the steps refer to pptp settings.
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Appendix D 802.1x Setting

PC1
(USER A) N :
-,
S
Wireless ~ .|
PC2 "‘ Wired LAN
(USER B)
192 168 123.254 E
futhentication Server
{ Windows 2000 Radius server )
192.168.123.33

Figure 1: Testing Environment (Use Windows 2000 Radius Server)

1 Equipment Details

PC1:
Microsoft Windows XP Professional without Service Pack 1.
D-Link DWL-650+ wireless LAN adapter
Driver version: 3.0.5.0 (Driver date: 03.05.2003)

PC2:

Microsoft Windows XP Professional with Service Pack 1a.
Z-Com XI-725 wireless LAN USB adapter
Driver version: 1.7.29.0 (Driver date: 10.20.2001)

Authentication Server: Windows 2000 RADIUS server with Service Pack 3 and HotFix
Q313664.

Note. Windows 2000 RADIUS server only supports PEAP after upgrade to service pack
3 and HotFix Q313664 (You can get more information from

http://support.microsoft.com/default.aspx?scid=kb; en-us;313664)

2DUT
Configuration:
1.Enable DHCP server.

2.WAN setting: static IP address.
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3.LAN IP address: 192.168.123.254/24.
4.Set RADIUS server IP.
5.Set RADIUS server shared key.

6.Configure WEP key and 802.1X setting.

The following test will use the inbuilt 802.1X authentication method such as ,EAP_TLS,
PEAP_CHAPv2(Windows XP with SP1 only), and PEAP_TLS(Windows XP with SP1 only)

using the Smart Card or other Certificate of the Windows XP Professional.

3. DUT and Windows 2000 Radius Server Setup
3-1-1. Setup Windows 2000 RADIUS Server

We have to change authentication method to MD5_Challenge or using smart
card or other certificate on RADIUS server according to the test condition.
3-1-2. Setup DUT
1.Enable the 802.1X (check the “Enable checkbox*).
2.Enter the RADIUS server IP.
3.Enter the shared key. (The key shared by the RADIUS server and DUT).
4.We will change 802.1X encryption key length to fit the variable test
condition.
3-1-3. Setup Network adapter on PC
1.Choose the IEEE802.1X as the authentication method. (Fig 2)
Note.

Figure 2 is a setting picture of Windows XP without service pack 1. If users
upgrade to service pack 1, then they can’t see MD5-Challenge from EAP
type list any more, but they will get a new Protected EAP (PEAP) option.

2.Choose MD5-Challenge or Smart Card or other Certificate as the EAP

type.

3.If choosing use smart card or the certificate as the EAP type, we select to
use a certificate on this computer. (Fig 3)

4.We will change EAP type to fit the variable test condition.
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-4~ Wireless Network Connection Properties E|[E|

General | wWireless Netwnrks| Authentication |.-i‘-.|:|vann:eu:|

Select this ophion to provide authenticated netwark, access for
wired and wirelezz Ethernet networkz,

Enable netwark, access control using IEEE 8021

EAF type: Smart Card or ather Certificate b
MO 5-Challenge

Smart Card or other Certificate

Authenticate as computer when computer infarmation iz available

[] Awthenticate as guest when uzer or computer information is
unavailable

Ok, l [ Cancel

Figure 2: Enable IEEE 802.1X access control
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Smart Card or other Certificate Properties EI[‘S_TI

YWhen connecting:

(%)illze a certificate on this computer

[ ]%alidate server certificate

[ Usze a different user name far the connection

] l ’ Cancel

Figure 3: Smart card or certificate properties

4.Windows 2000 RADIUS server Authentication testing:

4.1DUT authenticate PC1 using certificate. (PC2 follows the same test procedures.)

1. Download and install the certificate on PC1. (Fig 4)

2. PC1 choose the SSID of DUT as the Access Point.

3. Set authentication type of wireless client and RADIUS server both to

EAP_TLS.

4. Disable the wireless connection and enable again.

5. The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PC1. (Fig 5)

6. Windows XP will prompt that the authentication process is success or fail
and end the authentication procedure. ( Fig 6)

7. Terminate the test steps when PC1 get dynamic IP and PING remote host

successfully.
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Certificates

Intended purpose: | <All= w |

Personal |0I:her People || Intermediate Certification Autharities || Trusted Root Certificatior $ *

Is Issued By Expiratia... i
{[=drael WirelessicA 2 6l2004 <Mones

Zertificate inkended purposes

Wiew

Close

Figure 4: Certificate information on PC1

% Network Connections

File Edit View Favorites Tools Advanced Help i

\_’) ack _JJ l? /'-:\Jﬁearch 'IL Folders v

@_, Metwark Connections hd | Go
- LAN or High-Speed Internet

Address

Network Tasks
3 Local Area Connection ‘it eless hlebwork Conpeckion
Wl Create a nek! o Disahled e Atternpting to authenticate
2phes A, D-Link DFE-S30TX PCI Fast Bt T ~p MInTISE WrEess e

ﬁ Set up a home or small
~ office nebwark.

Figure 5: Authenticating
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s Network Connections

EBX

File Edit Wew Faworites Tools Advanced Help i
W o > I? /'A_-' Search lL Folders v

Address |'t_:; Metwark Connections

v B

— | LAN or High-5Speed Internet
.

Network Tasks A

= :
.l Local Area Connection

o'y Disabled
T/ D-link DFE-S30T: PCI Fast EL. ..

w| Create anew

conneckion
ﬂ'l Set up a home or small
office nekwork

Figure 6: Authentication success

4.2DUT authenticate PC2 using PEAP-TLS.

1. PC2 choose the SSID of DUT as the Access Point.

2. Set authentication type of wireless client and RADIUS server both to
PEAP_TLS.

3. Disable the wireless connection and enable again.

4.The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PC2.

5. Windows XP will prompt that the authentication process is success or fail
and end the authentication procedure.

6. Terminate the test steps when PC2 get dynamic IP and PING remote host

successfully.

Support Type: Amit supports the types of 802.1x Authentication:
PEAP-CHAPV2 and PEAP-TLS.
Note.
1.PC1 is on Windows XP platform without Service Pack 1.
2.PC2 is on Windows XP platform with Service Pack 1a.
3.PEAP is supported on Windows XP with Service Pack 1 only.
4.Windows XP with Service Pack 1 allows 802.1x authentication only when data encryption

function is enable.
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Appendix E FAQ and Troubleshooting

Reset to factory Default

There are 2 methods to reset to default.

1. Restore with RESET button
First, turn off the router and press the RESET button in. And then, power on the router and hold the RESET button

down until the Status LED start flashing, then move away the hand. If LED flashes about 8 times, the RESTORE

process is completed. However, if LED flashes 2 times, repeat.

3. Restore directly when the router power on

First, hold the RESET button about 5 seconds (STATUS LED will start flashing about 5 times),move
away the hand. The RESTORE process is completed.

TETP Mode

1. Symptom: STATUS LED flashes abnormally.
1. STATUS LED flashes very quickly.
2. STATUS LED flashes reciprocally
s<We can check if the router works ok or not according to STATUS LED.
If Normal, the STATUS LED flashes per second.

2. Solution:
1.First execute the execute-file. If the router” address is be found

Please go to the step 3.1 not, please go to step2.

2.Turn off the router and press the RESET button in.

And then, power on the router and hold the RESET button down until
the Status LED start flashing.

For a moment the Status LED is flashing very fast

It is Tftp mode.

If failed, please try again.

3. Please use the execute file and click “refresh button”

and will show some devices:

145



Firmware Upg i |

Select one device. Or vou can input 1P manually ;

1921681212 |P unreachable j R efrezh |

Pazzward I

[ parade | E xit |
[ |

8 devices found

4.1f you can find one device and unreachable. You must setup the same

submask, For example configure the PC IP address to 192.168.12.XxX.

5. Click “Upgrade Button” and to upgrade the firmware smoothly.

6.If successfully, please use “Reset Button” reset to default the router.

If failed, the program will ask to redo again from Step 2.
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