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Manufacturer's Disclaimer Statement

The information in this document is subject to change without notice and does not represent a
commitment on the part of the vendor. No warranty or representation, either expressed or
implied, is made with respect to the quality, accuracy or fitness for any particular purpose of this
document. The manufacturer reserves the right to make changes to the content of this
document and/or the products associated with it at any time without obligation to notify any
person or organization of such changes. In no event will the manufacturer be liable for direct,
indirect, special, incidental or consequential damages arising out of the use or inability © use
this product or documentation, even if advised of the possibility of such damages. This
document contains materials protected by copyright. All rights are reserved. No part of this
manual may be reproduced or transmitted in any form, by any meansor for any purpose without
expressed written consent of its authors. Product names appearing in this document are
mentioned for identification purchases only. All trademarks, product names or brand names

appearing in this document are registered property of their respective owners.

FCC STATEMENT

This product has been tested and complies with the specifications for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates,
uses, and can radiate radio frequency energy and, if not installed and used according to the
instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which is found by turning the
equipment off and on, the user is encouraged to try to correct the interference by one or more
of the following measures:

° Reorient or relocate the receiving antenna

° Increase the separation between the equipment or devices

. Connect the equipment to an outlet other than the receivers

° Consult a dealer or an experienced radio/TV technician for assistance

FCC Radiation Exposure Statement
This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20cm

between the radiator and your body.
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INTRODUCTION

LevelOne WAP-0003 54Mbps Wireless Access Point is designed to meet the needs of
wireless clients who use 2.4GHz 802.11b/g(draft) compliant wirelessnetworking devices such as
PC Card. With the Dual-Standard capability, not o nly seamless but also simultaneous wireless
data transmission between AP and all wireless clients using both 802.11b and g (draft) can be
sustained. Device network setup can be installed by the simple setup wizard that is provided as
part of the web management utility or by manually configured for the advanced settings. SNMP
management is also supported to make central network management an easy task for
corporation IT personnel. Wireless network protection can be ensured by WEP encryption, Wi-Fi
Protected Access (WPA) and 802.1x authentication to achieve maximum level of security.
LevelOne WAP -0003, 2.4GHz 802.11g/b Wireless Access Point ,offers unbeatable performance
for both data throughput and range coverage, which is an ideal device to be deployed not only in
complex Enterprise corporation networking infrastructure and metropolitan area but also in

simple SOHO and home environments.

Product Features

Fully IEEE 802.119g (draft) and 802.11b standards compliant.

High-speed data transfer of IEEE 802.11b/g(draft)

Highly efficient design mechanism to provide unbeatable performance achieving data rate
up to 54 Mbps for 802.11g(draft) and 11 Mbps for 802.11b with wide range coverage.
Strong network security with 802.1x, Protected Access (WPA) and WEP encryption.
Auto-select and use the least crowded channel by Dynamic Channel Selection Function.

Quick and easy setup with Web-based management configuration utility.

System Requirements

Windows 95, 98, 98SE, Millennium, 2000 and XP computers
Internet Explorer 5.5 or higher

One CD-ROM drive

At least one 10/100Mbps Ethernet network adapter installed



GETTING STARTED

Getting To Know LevelOne 54Mbps Wireless Access Point

LevelOne WAP-0003 WIRELESS ACCESS POINT’S PORTS

Power Receptor
Reset Button
MDII RJ-45 Ethernet Port
Straight-Through cable is required to connect with router or switch.

- Cross-Over cable is required to connect to computer directly.

LevelOne WAP-0003 WIRELESS ACCESS POINT’S LEDS

Power LED

ON when the unit is powered up

WLAN LED

ON indicates WLAN is working; blink indicates wireless activity
LAN LED

ON indicates LAN connection; blink indicates LAN activity

Connecting LevelOne WAP-0003 Wireless Access Point

Internet
Wireless Network

Wireless Station . {
‘I
\/ ADSLCable Modem
S4Mbps

Agcess Point

@/ SOHO Router .
Mobile PDA

I

Wireless Station

N\



In order to setup an Infrastructure of a wireless network such as the example shown above, you

will need the following:

A broadband Internet connection.
ADSL or Cable modem provided by your ISP as part of the broadband connection installation.
A Router that connects to the ADSL/Cable modem for Internet connection sharing.

An Access Point to connect with the Router to form a wireless infrastructure network.

o p 0 DndR

Wireless clients equipped with wireless networking devices such as wireless PC Card for

wireless connection.

Setting Up LevelOne WAP-0003 Wireless Access Point

LevelOne 54mbps Access Point is designed to be working right out of the box. Any changes of
the default settings can be easily made through the web-based configuration menu using web
browser, such as Internet Explorer. Please go through this chapter carefully for LevelOne

Access Point setup.



CONFIGURING LevelOne 54Mbps

WIRELESS ACCESS POINT

The web-based configuration menu provides user friendly graphic design for easy configuration.

Please go through the following check list before you consider using the configuration menu.

1. You will need a JavaScript enabled web browser such as Internet Explorer v5.5 or higher
versions.

2. The Ethernet network adapter must be working properly. Please refer to Troubleshooting
section for details.

3. Ifyou are connecting LevelOne Access Point thro ugh a router or a local area network, which
has DHCP server enabled, you will not need to assign a static IP address to the computer
that you are using to configure the Access Point. Please go to check item no. 6

4. If you are not connecting LevelOne Access Point through a router or a local area network,
which has DHCP server enabled, you will need to assign a static IP address to the computer
that you are using to configure the Access Point.

5. The IP address assigned to the computer that you are using to configure LevelOne Access
Point must be in the same IP address range as Access Point’s. Please refer to Networking
Basis section to learn more about assigning IP address.

6. The power jack must be properly inserted to make sure that LevelOne Access Point is

powered.

The Default Settings of LevelOne 54 Mbps Wireless Access Point:

IP Address 192.168.1.1
User Name Admin
Password Admin
ESSID Wireless
Channel 6

WEP Disabled




Configuration Menu

You can access the configuration menu anytime by opening up an webbrowser window, and type

in the IP address of LevelOne Access Point. The default IP address of the Access Point is shown

below.

2 index - Microsoft Internet Explorer

Open web browser
File Edit ‘“iew Favorites Tools  Help 1"

WIndOW @Back - | Y zh pSearch “‘}J/I“\:(Favorites eMedia @ fr - ,:;,

Type in IP address Add Rttpefjioz. 168,11 @ _Jlinks >
Press “Enter’ or
llGo ”

NOTE:

The IP address shown above is the default IP address for LevelOne Access Point. Use this IP
address when connecting to a network consisting of Access Points set to default settings. If the
IP address of the Access Point is being changed to comply with the network, then type in the IP

address in the Address field of the web browser, instead of the default IP address.

Type in“user name " Connect to 192.163.1...1
Type in “password” @
A )
Click “OK”
AP4245C
Lser narme: |ﬂ admin v|
Password: | ssssss |

[ |remember my password

K Cancel




NOTE:

The default username is “admin” and the default password is also “admin™.

The configuration menu will appear.

You can configure and get information about LevelOne

Access Point by going through each tab. Here Statuspage is displayed.

[E7 Shatur - Macramaft et Eugiarms
Fla Edt ¥eow Favorles Took Halp
Qs - = @ &

]
] it L5, 165 11 fetshes Hin

A:: £S5 Pr.'rin

Firmwarae Version

1.00

LAK  MACII0-40-22-22-44-55
1P address: 102, 168.1.1
Subeeed Masks 255 255, 255.0
Gataway: 0.0.0.0
B O
Hacalva: 192
Wireless MACDD-90-cB-0c-31-fe
BRID: APIIHIEE
Encryption Function ; Diseble
Channel: &

Banad: 207

Rocaive: 105

| Wewlag |

Canmpction Tims
Apw0E2003 00:52: 10

i,
t

Udraless Station
080813 an1a




Getting Started With Setup Wizard

Setup wizard is provided as part of the web configuration utility. You can simply follow the
step-by-step process to get LevelOne Access Point configured and ready for running in 4 easy
steps by clicking on the “Wizard” button on the function menu. The following screen will

appear. Please click “Next” to continue.

SdMbps Access Point SE t u p Wi Zd

Welcome to the Sd4hibps Access Point Setup Wizard. The Wizard
will direct you through these four quick steps. Start by clicking on
Next.

=Step 1. Set yvour new password
sStep 2. Set the SSI0 and Channel
mStep 3. Set Encryption

sStep 4. Restart

>> A

next exit

Step 1: Set Password

E4Mbps Access Point SEtup Wiza
Set Password

LevelOne Access Point is password You may want to change the Administrator password of this Access
i Paint to prevent authorized modification to the configuration settings.
protected to prevent unauthorized Enter your new passwaord in the following text fields. Click Next to

. . i i continue with setup ar Exit to quit setup wizard.
modification to your configuration. You

can change to new password if you wish, W Password sessssnssnasnes
otherwise simply click “Next’ to W Verify Password  [eesssssssessess
continue.
Q) > A
After entering the new password in both back next exit

text boxes, click “Next” to continue.



Step 2: Set WLAN Connection

Enter the SSID that you would like to
use and select the channel of operation,

then click “Next’ to continue.

Step 3: Set WEP Encryption

You may enable the WEP security by
selecting “Enabled”, otherwise, simply
click “Next” to continue

Select one of the WEP enayption key
size and enter the value of the key in
the Key text box, then click “Next” to

continue.

Step 4: Restart

The Setup wizard is now completed.
The new settings will be effective after
LevelOne Access Point restarts. Click

“Restart’ to reboot the Access Point.

54Mbps Access Point Setu P Wiza
Set Wireless LAN Connection
Enter the 3510 of the wireless network, and select the fregquency

channel that this Access Point will operate in.
Click Mext to continue setup, or Exit to quit setup wizard.

WSS |acu:ounting|

M Channel

C > A

back next exit

SdMbps Access Point Setu P Wiza

You may enable WWEP security for data encryption by selecting
Enabled. Select one of the WWEP encryption key size and enter the
value of the key in the text fields below.

Click Mext to continue with setup, or Exit to guit setup wizard.

W Wep O Enabled © Disabled
W YWep encryption | B4Bit v
W Key 0000000000 |

Input 10 HEX characterstHEX is 0~9, A~F or a~f)

C > A

back next exit

S4Mbps Access Point Setu P Wiza
Setup Completed

The Access Point setup is now completed. If you want to change any
zetup gettings, click Back to go back to the previous pages.

Click Restart to reboot the Access Point for the new settings to take
effect.

D) Ay
restart exit

ba

=




LevelOne Access Point is now rebooting,
click ‘Close” to close the Setup wizard

window and go back to the main menu.

5dMbps Access Point Setu P Wizard .

Saving Changes and Restarting.

Close

Status Page

This page displays the followinginformation.

41 Snatue - Microsoft e reet Bxplores

Fim Edt Vv Feories  Toos  Halp

um' s .ﬂﬂ'i;mh-rmea“m{f- Rt W=

wickess | ] hitp: L. 160, 1 T jakmbun i

Firmnvears Yersion

1.0x

Bewwd: O

Channel: &

Bl 207

BaCaive; 197

Rocoive; 195

LAR MACID0-SC-F2-55-44-55

IP Address: 192 168.1.1

Hubmet Mask: 285,255, 285.0

Gataway ! 0.0.0.0

Wiraless MACIID-80-cBE-Dc-31-fa

HEID: APIIHHET

Encryption Function | Disalila

Wimwlog |
Canaesion Tire Wirslesa S1adion
AnrOG200E 00:-52: 10 00:B0cE: 1 3ae:la




Firmware Version: Shows the current firmware version

LAN: Shows the Mac address, IP address (default: 192.168.1.1), Subnet Mask, Gateway
Address. The current LAN traffic calculated in terms of number of packets sent and received by
AP through wired connection is also displayed.

Wireless: Shows the Mac address, current ESSID, the status of Encryption Function (Enable or
Disable), the current using channel. The current wireless traffic calculated in terms of number of
packets sent and received by AP through wireless communication is also displayed.

View Log: Upon clicked, the page will change to log page. The log page records every event

and the time that it happens.

|7 Logg - dcresaft Iwtamal Exphaar

E]
]
> |

Access Point =410/

[CloerLog | [ Fatush |

UiE‘-’U' Lﬂg L Timme Mpmage
AF 2 4GHr mode Feady. Channel: 5 TxEate
prdnnnn Sere best SSID - AP334455
ApcErios 01-0e2e s i
ApcfO2003 010336 Wralpss P2 coonecied 10-B0-c2-153-20-1a

You may clear the entries recorded in the log by clicking the“Clear Log” button, and refre sh the

screen to show the latest log entries by clicking the “Refresh” button.



Basic Setting

This is the page where you can change the basic settings of LevelOne 54Mbps Wireless Access

Point with the minimum amount of effort to adjust a secure wireless network.

|49 Baric Sutting - Micreaoft kntsrast Explane
i Bolr  Wesw  Fawonies  Tools  Hep

- LT Bl (@ | e ot @ ke £ - i[5

Racick ) hetpu )R 468 .1 L jhascic hewd

Access Point - LS

nEr £ -
vebemret | suutis, {CRRREUIINY . o rmy | ket Svtio | Susiarivy | 803.7n | Twols |

A& e SF134d55
5 GEID AFII4466

Setting

chanmel 6 =] (Domen: Uso )

WER Bmy 2 [Heabla ) Gab@s O 128bRs

e HES ||

[oppre | | sancet | | Hee |

AP Name: Name of the AP, which can be used to identify the Access Point among the all the
Access Points in the wireless network.

SSID: Service Set Identifier, which is a unique name shared among all clients and nodes in a
wireless network. The SSID must be identical for each clients and nodes in thewireless network.
Channel: The value of channel that AP will operate in. You can select the channel range of 1 to
11 for North America (FCC) domain, 1 to 13 for European (ETSI) domain and 1 to 14 for
Japanese domain.

WEP Key: To disable WEP security, click on the “Disable” option. To enable WEP security, there
are 2 type of WEP keys to choose from, 64bits and 128bits. When one of the 2 WEP key options
is selected, you must enter the value of one of the four Keys in ASCII or HEX format. You can also

enter the values for all four WEP keys, and select one to use.

NOTE:
When AP’s WEP security is enabled, all the wireless clients that wish to connect to the Access
Point must also have WEP enabled with the identical WEP Key value entered.

For the changes made to any of the items above to be effective, click “Apply”.
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2] http:;‘ﬁ 92.168.1 .1fliasic_hex.cgi - Microsoft Internet Explorer
File Edit View Favorites Tools  Help

= : a0 .
@Back ~ igd Iﬂ @ o / ! Search ‘:;'_'\j:"Favorites @Media @3 - i [

Address | €] http:192.168.1.1/basic_hex.cgi

Sethngs were successfully saved
The dewice is restarting .

Back

The new settings are now been saved to Access Point and will be effective once the Access Point
restarts.

Click “Back” to go back to Basic Setting page.



IP Setting

This is the page where you configure the IP and DHCP settings of LevelOne Access Point.

G I Setting - Microsaft lelereet Explorer
Fl= EBM “ew Favories Tmbk  Hep

k}!uh il Ht _:‘: ;'| # Saarch % 'F Pecikea EM F' 4= - j

wchdeess | htim: 1132, 10,1, 0 hind

P ..":
Access Point J

[
| wirard | Status | Rasle Sething m Babunpaed Setiing | Seoasrty | 202 1% | Taals |

Crobrain 1P Automatically
IP Setting «
& Fixad [P
address 192 | g | 1 F
Submet Mask (265 | (268 | 285 |0
Catevay [ L L .
DHGP Server O On
& o
FOm

L)

F
1P Fange

DNG fiarver |

(g ] [ Coneal | [ie |

The default IP address of LevelOne Access Point is 192.168.1.1 with the Subnet Mask of

255.255.255.0. You can type in other values for IP Address, Subnet Mask and Gateway and
click “Apply” button for the changes to be effective.

You can also set the Access Point to obtain the IP from a DHCP server, but it is not recommended.
Once set, it will be dfficult to determine the dynamic IP assigned to the Access Point. Select the

option “Obtain IP Automatically” and click “Apply” button for the changes to be effective.

DHCP Server:

It's not recommended to enable the DHCP Server if you have a DHCP server running in your LAN
network, for it will cause possible IP assignment conflict.

Enable the DHCP server function by selecting the option “On”, and enter the IP range.

Click “OK” to close pop-up box. Click “Apply” for the changes to be effective.



2] http:h"1 92.168.1 .1IiiJ.cgi - Microsoft Internet Explorer
File Edit ‘iew Fawaorites  Tools  Help

. - n -
@Back ™ Ngd lﬂ \ELI Al 7~ Search Sp.f Favorites @Medla @7 - =g =

Address | @] hiep:/i192,168.1. ip.cai

Settngs were successfully saved

Back

The new settings are now been saved to Access Point and will be effective once the Access Point

restarts. Click “Back” to go back to Basic Setting page.
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Advanced Setting

This page contains configurations for advanced users, which the change will reflect the wireless

performance and operating modes.

&1 mavanced Senting - Micreandt inerat Exloner
Fi= Et  Wew Favories Took o Help

et - 3 [ @] F0 ) sk 507 e @ e ) (- g B

idecs | (@] hitp: {102, LEA.1 . dfachanced Him

.!':._ﬂ !

Access Point oD
| wizard | Status | Basic Setting |1 Setting Security | #0212 | Toali |

AP Mode (5 ap

5 AP Client Remota AP BSE 1D | COOOCO0CC000
Advanced ]

SEttiI'IQ 2 wireless Bridge  Remote Bridge MAC
3 Multiphe Bridge

Beacon Intarval 100 [mmac, range: 11000, default: 100)

RTS8 Thrushold (2432 | franga: 255~2432, default; 2432)

Fragmantation 2E

Threshald franga; 256~2546, default; 2546, avan number anly]

OTIM Titarval |3 crange: 1~255, defauliid)
authaatication Type 7 Open Bystem ) Shared Koy 5 Both
5510 hroadeast (5 Enable 0 Disable
TH Rates AUl (% [Mbgs)

L1g only Mode O Enabled & Disabled

[_Appts | | Zangel | [ Hel |

AP Mode:

Select one of the AP operating modes for different application of Access Point.

1. AP — The normal Access Point operating modewhich forms a wireless ESS network with its
wireless clients.

2. AP Client — Acts as an Ethernet-to-Wireless Bridge, which allows a LAN or a single
computer station to join a wireless ESS network through it. You must make sure that the
SSID and Channel is set to the same as that used by the AP you wish to connect.

Remote AP BSS ID : key in the LAN Mac address (NOT wireless Mac address) of the AP
that you wish to get connected.

Please note that if you leave Mac address as 000000000000, then you will get
connected by the SSID that is set in you AP.



3. Wireless Bridge — A pair of APs operating under Bridge mode to act as the bridge that
connects two Ethernet networks or Ethernet enabled clients together. You must make sure
that the SSID and Channel is set to the same as that used by the AP you wish to connect.
The “Remote Bridge MAC” is where you enter the MAC address of the other AP that you
connect to setup the wireless bridge.

Remote Bridge MAC filed : key in the LAN Mac address (NOT wireless Mac address)
of the AP that you wish to get connected.

4. Multiple Bridge — A group of APs which consists of two or more APs operating under Multiple
Bridge mode, that can connect two or more Ethernet networks or Ethernet enabled clients

together. The way that multiple bridge setup is based on the topology of Ad-Hoc mode.

NOTE:

All APs have to use the sameChannel and SSID in order to form a Multiple Bridge network.

Beacon Interval: To set the period of time inmillisecondsthat AP sends out a beacon. Default

is 100 milliseconds.

RTS Threshold: To set the size of RTS/CTS packet size. Default is 2432 bytes.

Fragmentation Threshold: To setthe number of bytes used for the fragmentation boundary

for directed messages. Default is 2436 bytes.

DTIM Interval: This value indicates the interval of the Delivery Traffic Indication Message
(DTIM). A DTIM field is a countdown field informing clients of the next window for listening to
broadcast and multicast messages. When the Access Point has buffered broadcast or multicast
messages for associated clients, it sends the next DTIM with a DTIM Interval value. Access Point

Clients hear the beacons and awaken to receive the broadcast and multicast messages.

Authentication Type: The Authentication Type default is set to Open System, and you may
want to set to Shared Key when the clients and AP in the same wireless network enable the WEP
encryption. All the nodes and hosts on the network must use the same authentication type. It’s

recommend that you use the default setting.

SSID Broadcast: While SSID Broadcast is enabled, all wireless clients will be able to
communicate with the Access Point. For security purpose, you may want to disable SSID
Broadcast to allow only those wireless clients with the AP ’s SSID to communicate with the Access

Point.

TX Rate: Select the data rate for data transmission.
11g Only Mode: Select Enable or Disable IEEE 802.119g (dragt) only mode.
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Security

This page is where you configure the security features supported by LevelOne Access Point.

&1 Security - Bicmsoft Intsrnst Explarar
Fi= EMt Yew Fouortes Tools Hep

GBHL . ] £ ,f l ! Sasith -_.:'th-m-: o a0 - g [=d

e | @] bt )L 021681 L famcuribp el

-
ACEEEE Pﬂint x

| witard | Fvatiis | Basic Setting | 1P Seming | Sdvanced Setting m BOE 1 | Teals|

Admanistrator bdz adnun
Security «
AP Passwnrd Naw:  seees

Caomfirm: LI

[ Appke | [ Cancel | [ Help |

MAC Filter (2 Emablad & Disablad
2 Only dany PCs with MaC istad balaw tn access devica
& Only albmwy PCs with MAC listad below b0 accass davice
10 ]
MAG 1 = = = £ =

MAL 2 - - =

Password:

Allow you to change the new login password. Here are the necessary steps:
1. Enter the new password in the“AP Password New:” field.

2. Enter the new password again in the “Confirm” field.

3. Click “Apply”

NOTE:
The wireless clients will not be able to recognize the Access Point using Site Survey utilities, such

as zero configuration utility provided inWindows XP.



MAC Filter
MAC Filter function controls the MAC of the network devices that are listed in this table for access
authorization or denial. When MAC Filter is enabled, by selectingthe “Enabled” radio box, select
one of two choices:

Only deny PCs with MAC listed below to access device, or

Only allow PCs with MAC listed below to access device

A Fimes ) 0 Ensblad <) Disabled
3 anly dorry PCs with MAC listed bk bo aooass device

E Orly allow PCs with MaC istad below to access davice

IO =
vt [ - [ -~
MAECE -[1- - -]
waga [ - [~ []-1- -
MALH S = - = -]
MAGE - 1-C_J-[C_1-C_1-1
waes [ ]-[-[1-J-C1-
. o e I S
MAGE i |- - - g
waes []-[-[-C1-C1-

SR i 1 it 0

[ Apeky || Canced | [ Help |

MAG Filtar ) Enabled 7 Dissbbed
) only dany PCs with MAC bstad below to access devics

& only allow PCs with MAC lted bakaw b0 access davice

MALCT - =

MALT [- -
racE 1=

MaCin

Leent | [ Coreel ||tk |

The maximum number of MAC addressesthat can be stored in Access Pint is 50. You can browse

through the MAC address saved by selecting the drop-down box.
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e http:.-‘a‘1-92.168.1 .1/security.cgi - Microsoft Internet Explorer

File Edit “iew Faworites Tools  Help

. — n
@Back D | ﬂ \ELI | ! Search .[ Favorites @Mecha 6‘? T i@ =

Address -".Ej httpe /192,168, 1. 1/security. cgi

Settings were successfilly saved

Back

For any changes made in the security page, click“Apply” for the changes to be effective. When

the above page will appear. Click “Back” to go back to the previous page.



802.1x

There are three essential components to the 802.1x infrastructure: (1) Supplicant, (2)
Authenticator and (3) Server. LevelOne Access Point serves as an Authenticator, and the EAP
methods used must be supported by the backend Radius Server. The 802.1x security supports
both MD5 and TLS Extensive Authentication Protocol (EAP). Please follow the steps below to

configure 802.1x security.

i'cj P07 % - Micresnit Inbernet Dplorer
Fl= BR WYew Favorltes Toak  Hep

Qe - O [ (@ € Dot Srrens @en @ 3 4 [F

Fackk -ﬂ:]hlm.f_liﬂ.lﬂ.l.ifnm?ﬂn

T

Access Point -

@ #02.1% 7 Enahlad

 Disabbed

Encryplion key Langth O 64 bits ¢ 178 bits ) 256bits
Lifetime | Doy |
RADIUS Server 1 |9

Port

Fhared Secret
RADIUE Server 2

{optional)

Part

Hharad Secrat

Enable 802.1x security by selecting “Enable”.
If MD5 EAP method is used then you can skip step 2 and go to step 3.
Select the Encryption Key Length Size ranging from 64 to 256 Bits that you would like to
use.
Select the Lifetime of the Encryption Key from 5 Minutes to 1 Day. As soon as the
lifetime of the Encryption Key is over, the Encryption Key will be renewed by the Radius
server.

4. Enter the IP address of and the Port used by the Primary Radius Server
Enter the Shared Secret, which is used by the Radius Server.

5. Enter the IP address of, Port and Shared Secret used by the Secondary Radius Server.

Click “Help” to get interpretation for Encryption Keyand Radius Server



6. Click “Apply” button for the 802.1x settings to take effect after Access Point reboots itself.

NOTE:
As soon as 802.1x security is enabled, all the wireless client stations that are connected to
LevelOne Access Point currently will be disconnected. The wireless clients must be configured

manually to authenticate themselves with the Radius server to be reconnected.



Tools

Three functions are provided in this page, Backup/Restore Settings, Restore default settings and

Firmware Upgrade.

57 Toul - Wleesoht Wit Exploror
Mle [t Ve Peortes Tode teb
ot - 03 [®] 2] E0 s SR @ | (- Lk G

siirpnil * LR BT s T

Access Point - :

| iwiare | Seatiis | Basic Setting | Setting | Advaiced Setting | Sedcdty | 80218 m

Backup Settings| Bocag

Tools =

Restore fettings | Eiwse. |

| Pestane |

Rastore to dafault |5 -
Disfeuk
seltlmﬁﬁl—ul
Firmwarne Upgrade | Biowee., |

| Upgreds | Hap_i

Backup Settings:
Click on“Backup” button, which will open a FileSave Dialog box, where you get to save all the

current settings and configurations to a file.

Restore Settings:

Click on the “Browse” button to open a FileOpen Dialog box, where you get to select the file,
which you save previous settings and configurations, to be opened.

Upon selecting the saved file, click “Restore” and complete the restore process when LevelOne

Access Point re -operates after it restarts.

Restore to default settings:
Click on “Default’ button to restore LevelOne Access Point back to it’s manufacture default

settings.

Firmware Upgrade:
Click on the “Browse” button to open a FileOpen Dialog box, where you get to select the
firmware file, which you download from the web for the latest version.

Upon selecting the firmware file, click “Upgrade” and complete the firmware upgrade process
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when LevelOne Access Point re -operates after it restarts.



Using AP 54M Utility for Management

Installing AP 54M Utility

The AP 54M Utility is a program that runs on your PC, which offers easy management for all
existing 54Mbps Access Points in the same network domain. Please follow the steps below for
installation and refer to “Manage and Configure AP with AP 54M Utility” session Access point

configuration.

NOTE:

The installation demonstrated is based on Windows XP operating system. The other Windows
operation system will have very similar installation.

1. Turn on your PC

2. After Windows starts up, insert the 54Mbps Access Point Product CD into the CD tray of the
CD-ROM

3. The following screen would appear.

r el

Install  Uninstall  User Manual CD Contents




4. Click “Install’ on the menu bar to proceed with 54M AP installation.

r oA

Uninstall  User Manual  CD Contents.




The 54M AP Utility loads the Install wizard for installation.

Levellne WAP-0003 B4kbpz AP Utility Setup iz preparing the
v InstallShieldR Yizard, which will guide vou through the rest of the
zetup procesz. Fleaze wait.

ERNNENER g

Click “Next” to start

installation. Welcome to the InstallShield Wizard for

LevelOne WAP-0003 54Mbps AP Utility

The InstalShieldR ‘wWizard will install LevelDne WaAP-0003
B4k bps AP Utility on your computer. To continue, click
et

Click “Next’ to

Choose Destination Location

install in default Select folder where Setup will inztall files.
folder or Click Setup will install LevelOne WAP-0003 54Mbps AP Uty in the falowing folder.
“Browse” to install Toinstall ko this folder, click Mext. Toinstall to a different folder, click Browse and select

anather folder.

in a different folder.

Crestination Falder
’7 C:h MlevelOne wiaP-0003 54kbps AF Utility Browse... |
IristallShield

Cancel |




Installation wizard copies the utility program files in your PC.

1eld Wizard

Setup Status

Levellne WAP-0003 S4kbps AP Utility Setup is performing the requested operations.

Ingtalling:

e T

|rstallE hield

5. Click “Finish” to complete the installation.

InstallShield Wizard Complete

Setup haz finizhed inztaling Levellne WaP-0003 B4kbps AP
Ltility an wour conputer.

Cancel




6. The 54M AP Utility icon would then appear on your desktop for easy access.

.Ili";r J.IIJJ. P e I:I I_

54k bp
utility

Manage and Configure Access Point with 54M AP Utility

LevelOne AP 54M Utility can be useful in away that allows you to configure one AP to another to
save the trouble of logging into the web configuration utility of each AP. However, all the Access
Points that you wish to configure using 54M AP Utility must be in the same network domain as

your PC’s.

You may also check the existence with the Access Point by pinging the IP of the Access Point, for

example, 192.168.1.1, in thecommand prompt window.

AWINNTSystem32vcommand.com

Microsoft(R> Windows DOS
(C)Copyright Microsoft Corp 1990-2861.

G S DOCUHE™1~ADHINI "1 >ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
192.168.1.1: bhytes=32 time=1mns TIL=38
192.168.1.1: bhytes=32 time{lmns TIL=38

192.168.1.1: bhytes=32 time{lmns TIL=38
Reply from 192.168.1.1: bytes=32 time<{lms TIL=38

Ping statistics for 192_168.1.1:

Packets: Sent 4, Recejved = 4. Lost = 8 (B» loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = ims, Average = Bms

Gz \DOCUME™~1~ADMINI ~1>




Link Information

This is the default page when 54M AP Utility starts up.

& LevelOne WAP-D003 54Mbps Wireless LAN 4 ' =10f %I
—Status

Link Information
AP Settinas AP Mame . APFFFCO4

. ESSID . APFFFCO4
IP Settings

IP Address C192 16811

WEP Settings

Mac Address  © 00-03-2F-FF-FC-04
802.1X Settings

Domain o JapaniAdl
Channel . B

WEP Security

—Availahle AP
AR Mame tac Address 581D WEP
APFFFCO4 00-03-2F-FF-FC-04 |AF b
; >
Copryright 2002
ﬂrrgilgﬁ g;:cess Point Configuration ity Apply Ratash I Closa |

Status— displays the basic settings of the selected Access Point.

Available AP — lists all the 54Mbps Access Point of the same network domain detected on the
network. You can select a particular Access Point from the list to view and change its

configuration.



AP Settings

This is the page that allows you to change the settings of the Access Point.

= LevelOne WAP-0003 54Mbps Wireless LAN A aint E — O =]
Link Information C)Basu: Satting
T~ ESSID |APFFFC|:|4
AP Settings
Channel IE vI
IP Setlings AP Name  [APFFFCO4

WEP Settings i
WEP Settings G\_Me Setting

802.1X Settings * Access Paoint Remaote MAC Address

" Access Point Client I______
 Wirsless Bridge

" Multiple Bridge @
Advanced Setting |

—Available AP
AP Mame Mac Address S5ID WEP
APFFFCO4 00-03-2F-FF-FC-04 ¢
‘ ]
Copyright 2002
ﬂ;seilsgﬁ 3100333 Paoirt Configuration Ltility Apply Refresh I Close |

@ Basic Setting — allows you to enter the new values for ESSID, Channel and AP

Name of the Access Point.

@ Mode Setting — allows you to change the operating mode of the Access Point.
There are 4 modes that you can choose: (1) Access Point, (2) Access
Point Client, (3) Wireless Bridge and (4) Multiple Bridge. Please refer to

Appendix C, Glossary for the functionalities and definitions of these
operating modes.

@ Advanced Setting — recommended for advanced users who are familiar with
wireless networks, and it’'s where you set additional parameters and
settings of the Access Point. Please refer to Appendix C, Glossary for

the definitions of these values and function.

For any changes made to be effective, click “Apply” button.
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The utility program will now prompt you for user
name and password as part of the login and security

protection to make sure you have the

authorization.

NOTE:

Enter “UserName”
and “Password” for

the Access Point

Click “OK” button

right

2 Login Management

—Login

UserMarme

Pasgword

8134 Cancel

/2 Login Management

—Login

UserMarme

|admin

Pasgword

-

[0]34 Cancel

The default usernameis “admin” and the default password is also “admin”.

The Access Point
restarts itself, and
the screen will
switch back to
startup page— Link

Information

AP Settings
IP Settings
WEP Settings

802.1X Settings

Link Information

_|n|5||
—Status

AP Mame . APFFFCO4

ESSID : APFFFCO4

P Address 182.168.1.1

Mac Address . 00-03-2F-FF-FC-04

Daornain o JapanAll

Channel i B

WEP Security
Available AP
AP Mame Mac Address S5I1D WEP
APFFFCO4 2F-FF-FC-04 |AP
‘ ol

Copyright 2002

‘Wireless Access Point Configuration Liility

wergion 1.31

Apply Refresh | Close |




IP Settings

This is the page where you configure the IP settings for the Access Point.

. =1l x|
Select “Fixed IP
Address” and enter Link Information >
@ Fixed IP Address ¢ DHCP Client

the IP address of AP Settings
the Access Point —IP Address Setting

IP Settings
and Gateway.

WEP Settings ez [ies | | A

802.1X Settings

7 Subnet Mask [255  [285  pss o
Select “DHCP
Client” if there is a Gateway B E ae o
DHCP server
assigning IP
9 g 7 —Available AP

addresses on the AP Name Mac Address 8D |weP
network. APFFFCO4 00-03-2F-FF-FC-04 i
Please also refer to 4 i
Appendix B to learn
more about Network CHSUEILAEE s

E‘éﬂ:seilgﬁﬁ gﬁtcess Fairt Configuration Ltility Apply | Rafrash | Closa |
and IP address.

Click “Apply” button for any changes made to be effective. The utility program will prompt you

for user name and password for security protection.



WEP Settings

This is the page that allows you to configure the WEP settings for the Access Point.

B LevelOne WAP-DO0? 54Mbps W 410 hcoess Point =l 5||
Enable WEP Key -
security by clicking M ¥ Data Encryption
“Data Encryption” AP Settings Auth. Mode  [Auta Switch =l
IP Settings —WWEP Key Setting
 Hax i« ASCH
WEP Settings -
Key Length |64 hits ‘I
802.1X Settings & Key 1 In—x—x—x—
Ckey2 |
i Key 3 |
i Key 4 I
—~Available AP
AP Marne Mac Address S50 WEF
AFPFFFCD4 00-03-2F-FF-FC-04 |AP
‘ l

Copyright 2002
Wireless Access Point Configuration Liility
version .31

Refresh | Close |

= ||:||5||
Select the “Auth. i
Mode” and the *F Data Encryption
“Key Length” Auth. Made IAum Switch j
—WWEP Key Setting
 Hex i ASCI
WEP Settings -
\Key Length |64 hits ‘I
802.1X Settings & Key 1
Fill at least one of —'r‘ Key 2
the 4 Web Key fields Cokey3 |
with Hex or ASCII Ckeyd |
val .
alues —Available AP
AP Mame Mac Address S5I1D WEP
APFFFCO4 00-03-2F-FF-FC-04 | AP
‘ 5
Copyright 2002 - : s 2
E:\eﬁ:seiloeg? %100333 Point Configuration Ltility Apply Batieah | el |




802.1x Settings

B LevelCme WAP-0003 543bps Win

— o]

—802.1X Setting

¥ B02.1x Function
Encryption Key Length IEd hits

Link Information

AP Settings
Lifetime [1 Day =
IP Settings —RADIUS Server 1
Port I1812
WEP Settings

IPAddess 0 3 0 p
Shared Secret |

802.1X Settings

—RADIUS Server 2(Cptional)
Port 0

Pagdess |0 Jo o [0
Shared Secret I

—Available AP
AP Mame htac Address SEID WEF
APFFFCD4 00-03-2F-FF-FC-04 Yes
‘ o
Copyright 2002
ﬂrrseiloeﬁ g1ccess Point Configuration Ltility Apply Refresh I Close |

Enable 802.1x security by clicking the “802.1X Function” checkbox.

If MD5 EAP methods is used then you can skip step 3 and go to step 4.

Select the Encryption Key Lifetime from 5 Minutes to 1 Day. As soon as the lifetime of
the Encryption Key is over, the Encryption Key will be renewed by the Radius server.
Select the Length ranging from 64 to 256 Bits that you would like to use for Encryption Key
Length.

RADIUS Server 1: Enter the IP address of and the Port used by the Primary Radius
ServerEnter the Shared Secret, which is used by the Radius Server.

RADIUS Server 2: Enter the IP address of, Port and Shared Secret used by the
Secondary Radius Server.

Click “Apply” button for the 802.1 x settings to take effect after Access Point reboots itself.

NOTE:

As soon as 802.1x security is enabled, all the wireless client stations that are connected to the
Access Point currently will be disconnected. The wireless clients must be configured manually

to authenticate themselves with the Radius server to be reconnected. Please refer toAppendix

C for detail 802.1x setup and installation.
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APPENDIX A: TROUBLESHOOTING

This chapter provides solutions to frequently encountered problems that can occur during the
installation and operation of LevelOne 54Mbps Wireless Access Point. Please read through the

following to solve your problems.

1. The computer connected to LevelOne Wireless Access Point through Ethernet
network cannot access the configuration menu.

Check that the Ethernet Adapter is working properly. Make sure that the drivers for
the network adapters are installed properly.
Check that the Ethernet cable is connect to the Wireless Access Point properly, and the
Ethernet LED of the Wireless Access Point is ON.
Check that the IP address of the computer is in the same IP range and subnet as that
ofthe Wireless Access Point. Please refer to the Networking Basis in APPENDIX B in
this manual for more information if necessary.

NOTE:

The default IP Address of LevelOne Wireless Access Pointis 192.168.1.1. All the computers on

the network must have a unique IP address inthe same range, e.g., 192.168.1.xxx, and they

must all have the same subnet mask, e.g., 255.255.255.0.

Check the connection of computer and Wireless Access Point by doing a simple Ping

test.

Go to Start=Run>Type “command”> Type “ping 192.168.1.1 ”. A successful ping will

show responses from the Wireless Access Point.

AWINNT\System32\command.com

Microsoft(R> Windows DOS
C(Cr>Copyright Microsoft Corp 1998-2081.

C:\DOCUME™1~ADMINI ™1 >ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:

Reply from 122.168.1.1: hytes=32 time=1ms TTL=38
Reply from 192_168.1_1: hyt time<l TTL=38
Reply from 192.168.1.1: hyt time<ims TTL=38
Reply from 192_168.1.1: bytes=32 time<ims TTL=30

Ping statistics for 192_168B.1.1:

Packets: Sent = 4. Received = 4, Lost = B (Bx loss).
Approximate wpound trip times in milli-seconds:

Minimum = Bms,. Maximum = 1ms,. Average = Bms

C:~\DOCUME™1~ADMINI~1>




2.

The wireless clients cannot access the network in the infrastructure mode.

Check that the wireless network device is being installed and working properly.

Go to “Start” >
Right mouse click
on “My Computer’

> “Properties”

Go to “Hardware”

i Internet
Internet Explorer
'f‘- E-mail

3 Outlook Express

:I Administrator

=

ASUSUpdate \3.26.03

‘! SN Explorer

® windows Media Player

v

@ wWindows Maovie Maker

'..@ Tour Windows XP

ﬁ Files and Settings Transfer
Wizard

all Programs b

System Properties

_:_} My Documents

I_‘b My Recent Documents #

'... : My Compute Open

Explore
@ Conkral Panel

Search..,
Manage
}:é Printers and Fa

Map Metwaork Drive. .
5 Disconnect Mebwark Drive..,
Help and Suppc
9) w Show on Deskkop
Rename

Systern Restore ||

Remote |

General |

Automatic Updal
Cormputer Marme Hardware Advanced |

Tee—

System;
Microzoft Windows =P
Profezzional
Werzion 2002

Regiztered to;
TinGin

B5274-337-54923894-22938
Computer:
Intel Celeron processor

701 MHz
112 MB of Ré

] 8 ] [ Cancel Apply




Go to“Device

Manager”

Right mouse click
on the network
adapter which you
connect RJ45 cable
with. And go to

“Properties”

System Properties

| Sygtem Restore || Automatic Updates Remote

| General

|| Computer Mame | Hardware Advanced

Ed

Add Hardware ‘wizard

The Add Hardware ‘wizard helps you install hardware.

I_ Add Hardware YWizard

Device Manager

The Device Manager lists all the hardware devices installed
on wour computer. Use the Device Manager to change the
properties of any device.

[ Diriver Sighing ( Device Manager >

Hardware Profiles

Hardware profiles provide a way for you to set up and store
different hardware configurations.

l Hardware Profiles ]

[ QK. l [ Cancel ] Apply
[ 8l Dovice Manager LoEd
Fl=  Ation Ues Hdp
- B IFS P A eEa

¥ i corputer -
+ e Dick drives
+ ﬂ Ciepley adspiers
+ 8 Human Intaifacs [avces
¥ -;TI:E#.TN'HTE‘:IMMN
+ & TEEE 1794 Bus hast cantrodzrs
+ -8 Infrarsd devices
+ Ze Kepboarda
77 Mice and cther o tng dedces
¥ [l Moatenns
+ g Montaes
- H8 ristaork sdapiers
| EE LM Nk Adapter 45

B8 54MEps High Spead Wrakess Mebuiork Adartes

B MirlPCT 2021 Lb Wirekess Adapher Updste Drwer., .

B F=alek ATLAIIS Famib POl Fsct By Disabes
o 8 POCIA adephens Unnzdl
i B Crocsesais
F B, Scurd, vides and gane corbiolers _ Soen For herdwarm chengss
o Srstemdevices Pripartins Bl
* Liniverssl Sertal Bus controlers e

:'Dp-ens propedby sheat for ke cument selechion,




Check and make 54Mbps High Speed Wireless Metwork Adapter Prope...

sure that the General | Advanced | Driver | Resources

network adapter is : .
W 54hbpz High Speed Wireless Metwark Adapter

working properly

Device type: Metwark, adapters
b anufacturer: Idrknomn
Location: PCl buz 1, device 0, function 0

Device status

I his device iz working properly. >

If you are having problems with thiz device, click Troubleshoot to
ztart the troublezhooter.

Troubleshoot... J

Device uzage:

IJze thiz device [enable] w

Ok ] [ Cancel

3. Resetting LevelOne Wireless Access Point to Factory Default Setting.
You may choose to Reset the Wireless Access Point by doing the following:
Locate the Reset button on the back of the Wireless Access Point
Use a paper clip to press the Reset button
Hold the reset button for at least 5 seconds before you release
Wait till the Wireless Access Point reboots itself (it may take a few minutes), then the

configuration will be set back to factory default values.

4. What are the operation modes supported by LevelOne Wireless Access Point?

The Wireless Access Point supports 4 operation modes:

- Access Point:
Forms a wireless network and works as a bridge to communicate with Ethernet LAN
network.

- AP Client:
Acts as an wireless client which allows the computers that are connected to the AP to
communicate with other wireless clients.

- Point-to-Point Bridge:

Connects two independent Ethernet LAN networks or computers wirelessly.
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5.

6.

7.

8.

9.

- Multi-point Bridge:

Connects more than two independent Ethernet LAN networks or computers wirelessly.

What is Roaming?

Roaming is the ability of portable computers, e.g., Packet PC and notebook, to have
consistent and continuous data transmission/reception throughout an area covered by
more than one Wireless Access Point. In order to achieve seamless connectivity, all the
wireless clients and Access Points must be set to use the sameSSID. When a user walked
out of the coverage area of one AP into another, the wireless client network device will

automatically reestablish connection with the new AP.

What is a MAC Address?

The Media Access Control (MAC) address is a unique number assigned by the manufacturer
to any Ethernet networking devices, e.g. a network adapter, that allows the network to
identify it at the hardware level. Unlike IP addresses, which can be changed or
dynamically assigned by the network, the MAC address of a networking device is

permanent.

What is WEP?

Wired Equivalent Privacy (WEP) is a type of data encryption mechanism described in the
IEEE 802.11 standard. The 54Mbps Wireless Access Point supports 64/128 bit shared key
for WEP.

Would the information be transmitted securely in the air?

WLAN offers two layers of protection for security. First layer is on the hardware level. As
with Direct Sequence Spread Spectrum (DSSS) technology, it has the inherent security
feature of scrambling. Second of all, on the software level, the security control is made

possible by Wired Equivalent Privacy (WEP) for access control.

What is ISM band?

The FCC and their counterparts outside of the U.S. have set aside bandwidth for unlicensed
use in the ISM (Industrial, Scientific and Medical) band. The 2.4GHz unlicensed ISM band
is available worldwide, which presents the opportunity for the global market of 802.11b

high speed wireless products.



APPENDIX B: NETWORKING BASIS

This chapter will help you learn the basics of home networking.

Using the Windows XP Network Setup Wizard

Go to Start menu > Network Setup Wizard

Control Panel > Welcome to the Network Setup

Network Wizard

Connections Thiz wizard will help pou set up this computer ta run on your
netwark, 'With a netwark you car:

Share an Intermet connection

Set up Internet Connection Firewall
Share files and folders

Share a printer

In the menu on the :
left side of the ;
window, select “Set
up a home or small

office network”

To continue, click Mest.

Click “Next’ to

procced

Cancel

Click “Next’ to Network Setup Wizand
continue Before you continue. . %

Before pou continue, review the ghecklist for creating 2 network.

Then, complete the following steps:

+ |nstall the netwaork cards, modems, and cables.
+ Turmn on all computers, printers, and external modems.,
+ Connect to the Internet,

“when you click Mest, the wizard will zearch for a shared Intemet connection on your netwark.

[ <Eack( ” Mext > ] Cancel
N

N\




Select the option
that best describes
how you connect
your computer to

the Internet.

In the case of using
router in the
network, choose

the second option.

Click “Next” to

continue.

Network Setup Wizard

Select a connection method. %

Select the statement that best describes this computer:

() Thiz computer connects directly ta the Intemet. The other computers on my netwark connect
to the Internet through this computer.

Wiew an example.

(©)iThis computer conhects to the [nternet through another computer on my netwark or through
iaresidential gateway,

Wiew an example.

() Other

Learn more about home or gmall office network configurations.

< Back (" Mest » Cancel

1. Enter a short
description for your
computer.

2. Enter a name for
your computer to be
recognized among
the network.

3. Click “Next” to

continue.

Network Setup Wizand

Give this computer a description and name. %

Computer dezcription: |-‘1"-FEE."-\ 51 STATION MNo. B |

Examples: Family Room Computer or Monica's Computer

Computer name; |.-’-\LIENT |
Examples: FAMILY or MOMNICA

The current computer name iz kb,

Learn more about computer names and descriptions.

N\

< Back S MHext » Dl Cancel




Enter “Workgroup
name” for your
home network.
Click “Next” to

continue”

Click “Next” and
wait for the wizard
to apply the

settings.

Network Setup Wizard

HName your network. %

Mame your nebwork by specifying a work group name below. Al computers on your network
should have the zame workgroup name.

Workagroup name: AREAST
Examples: HOME or OFFICE

< Back MHext » Cancel

Network Setup Wizand

Ready to apply network settings._ .. %

The wizard wall apply the following zettings. Thiz process may take a few minutes to complete
and cannot be interrupted.

Sethings;
|nternet connection settings: ~

Caonnecting through another device or computer.

Metwork, zettings:

Computer descriphion; AREA 51 STATION Mo, B
Camputer name: ALIENT
Workgroup name: AREART

| %

To apply these settiings, click Mext.

< Back g Mext » D Cancel




You may create a
network setup disk
which saves you the
trouble of having to
configure every PCs

in your network.

Select the first
choice, and insert a
floppy disk into your

disk drive

Click “Next” to

continue.

Metwork Setup Wizard

Fleaze wait while the wizard configures this computer for home or small office networking. This
process may take a few minutes,

Please wait...

Network Setup Wizand

You're almost done.__

= ou need to run the Metwork, Setup Wizard once on each of the computers on your
‘E!') network. To run the wizard on computers that are not unning Windows <P, you can use
the Windows <P CO or a Nebwork Setup Disk.

what do you want to do?

(5)iCreate a Metwark Setup Diski

(1 Use the Metwark Setup Disk | already have
) Uze my "Windows =P CD

(3 Just finish the wizard; | don't need ta run the wizard on ather computers




Click “Format
Disk” if you wish to

format the disk.

Click “Next” to copy
the necessary files

to the disk.

Click “Next” to
continue with the
Network Setup
Wizard

Hetwork Setup Wizand
Insert the disk pou want to use. %

Inzert a disk the into the following disk drive, and then click Nexst.

3% Floppy [4:]

g format the dizk, click Format Disk.

=)

[ < Back

]

Copying...

< -

Flease wait while the wizard copies files. .,

( ) Cancel

Metwork Setup Wizard
To run the wizard with the Metwork Setup Disk__. %

r  Complete the wizard and restart this computer. Then, use the Netwark Setup Dizk torun
1 the Metwork, Setup Wizard once on each of the other computers on your network.

Here's hiow:

1. Inzert the Metwark Setup Disk into the nest computer vow want to netwark,
2. Open My Computer and then open the Metwork, Setup Disk.
3. Double-click "netzetup.”

< Back
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NOTE:

Now you may use the Network Setup Disk you just created in any PCs in your network that you

wish to setup. Simply insert the Network Setup Disk into the disk drive of a PC, and open to

browse the content of the disk with “My Computer’ or “Windows File Manager”. Double -click

and run the file“netsetup” for the program to handle the rest.

Click “Finish” to
complete the
Network Setup
Wizard.

Network Setup Wizard

Completing the Network Setup
Wizard

You have successiully set up thiz computer for home or zmall
office networking.

Far help with hame ar small office networking, see the
following topicz in Help and Support Center:

= Using the Shared Documents folder

= Shanng fles and folders

To see other computers on your network, click Start, and then
click My Metwork, Places.

To cloze this wizard, click Finish.

| «<Back (|| Firish

System will now
have to restart in
order for the new
settings to be

effective.

Click “Yes” to
restart the

computer

System Settings Change

2 You must restart wour computer before the new settings will kake effect.

Do you wank to restark your computer now?




Checking IP Address of Your Computer In Windows XP

Sometimes you will need to know the IP address of the computer that you are using. For
example, when you want to make sure that your computer is in the same network domain as

that of your Access Point for you can configure and access the AP.

Go toStart menu > Run @ " |
Run > type
. . _ == Type the name of a program, Folder, document, or
command E Internet resource, and Windows will open it For waou,
Open: v
Click “OK”

<i Ik } Cancel H Browse, .,

When the command prompt window appears, type command “ipconfig /all” and press Enter.

This command will display the IP addresses of all the network adapters in your computer.

B Scroll CWWHDOWS S ystem 3 Dol e _.__g x'

Erhernet adapter Wireless Hetuwork Gonnection 3=

specif ic DHE
e e ] vzl Wive lazs Hetuwork A

In this case, the IP address of your network adapter is 192.168.1.2 hich means your Access Point

must have an IP address of 192.168.1xxx in order for you to be able to access it.



If the IP address is assigned by DHCP server on the network,there are chances you might have

to release the IP and acquire it from DHCP server again. Here is how you do it.

Go toStart menu > Run @@

Run > type
. " _ == Type the name of a program, Folder, document, or
command ' Internet resource, and Windows will open it far wou,
Dpen:\_| S| W
Click “OK”

< kK, i} Cancel H Browse, .

Type command, “ipconfig /renew” in the command prompt window and press Enter. This

command releases the current IP address and acquire it from the network, i.e. DHCP server,

once more.

B Seroll CWAINDOWS Sys toam A2, o =1

neckiom 3=

rpeed Wirelezsz Hetuork A

81, 2
ML

CwDncuments: amd EeCUingsstypoaek>

In this case, the IP address that we acquired is 192.168.1.3. However, it's often that the

acquired IP address of the network adapter might would not be the same.

NOTE:

To renew IP under Windows 98 and Windows ME, you will have to go to theStart menu > Run
> type winipcfg and click “OK”. The Windows IP Configuration Menu window would appear,
where you first click “release ” button to release the current IP address, followed by clicking of
“Renew” to acquire a new IP address from network.

If the above methods for IP renew fail, you will have to try and restart the computer, which will
reinitializes the network adapter settings during startupincluding renewing IP address. If you
still have problems getting an IP address after computer restarts, you will have to consult with

your MIS in your office or call computer and network technicians.
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Dynamic IP Address V.S. Static IP Address

By definition Dynamic IP addresses are the IP addresses that are being automatically assigned
to a network device on the network. These Dynamically assigned IP addresses will expire and
may be changed over time.

Static IP addresses are the IP addresses that users manually enter for each of the network

adapters.

“w Mty i Conmections
Ae Edc e Fivriee Took  Advanoed  Halp

Go to Start menu >

Control Panel > Network " e (F D ek [ roders [T

fiins | W8 Msbwerk Connecens v Ede

Connections > Right-click
A LAN or High-Speed Inberset

Fetwark Tasks

on the active Local Area

5] rem o e

connection > Select 5 s Cosshle
o ek ek s ktailablo irees MetrnkE
“ ies” Dessbi i bk States
Properties & o
Q__ ReEpar this cormecon :.-.._4.7,5 I
) F=nane this cormacton
) vew s of s Craate Sheringk
- nnesction
ﬂ Grenps mitrgs of bhis
00 neThon
Mther Faoes
NOTE:

There might be two or more Local Area Connection to choose from. You must select the one that

you will use to connect to the network.



The Local Area Connection - fireless Network Connection Properties E|E|

Properties would appear. General |Wire|e&s Metworks | Authentication | Advanced

Connect uzing:

; =
Select “Internet Protocol I E8 54Mbps High Speed Network Adapter

(TCP/1P)” and Click
“Properties” to continue. Thig connection uges the following items:

v| % Cliert for Microsoft Mebworks
,@. File and Printer Sharing for Microzoft Metworks

v &

.

retal. e
o —

Drezcription

Transmizzion Control Protocol/nternet Protocol. The default
wide area network protocol that provides communication
acrozs diverse interconnected networks.

[] Show icon in natification area when connected

Dynamically Assigned IP Address

The TCP/IP Properties window Internet Protocol (TCPIP) Properties

appears. General | Altemate Configuration|

Y'ou can get IP settings azsighed automatically if your netwark, suppoarts
thiz capability. Otherwize, you need to ask your netwark. administrator for

Select “Obtain an IP address the sppropriate IP seftings

automatically” if you are on a I () Obtain an |F address automatically

DHCP enabled network.

Click “OK” to close the window

with the changes made

(%) Obtain DMS server address automatically
() Use the following DMS server addresses:

—
ak. ] D Canhicel l
A

===




Static IP Address

Select “Use the following IP Internet Protocol (TCPJIP) Properties @@

address” General

Enter the IP address and You can get [P getting: azzigned automatically if your nebwark, supparts
thiz capability. Othenwize, you need to ask your network. administrator for

. the appropriate 1P zettings.
subnet mask fields. PRICH .

a ically
* Usze the following IF address;
Enter the IP address of the e =
i IP address: 192 168 . 1 . 2
Router in the Default gateway
Subnet mask: [PRS 255 . 285 . O

field.

Default gateway:

Enter the IP address of the

(%) Use the following DM5 server agsh

Router in the DNS server field Breferred DNS server:

Alternate DMS server

Click “Ok™ to close the window

)4 Caticel

NOTE:
The IP address must be within the same range as the wireless route or Access Point.

Wireless Network in Windows 2000

Local Area Connection 5 Properties 2 x|

Go to Start menu > Settings >
General I Sharingl

Network and Dial-up
Connect using:;

Connections > Double -click on
|ﬁ54MbpsHigh Speed Wir eless Networ k

Lonfigure |

Components checked are uzed by thiz connection:

.E Client for Microsoft Metworks
(TCP/1P)" and click [ g3 Metwork Load Balancing

actdicrozoft Metworks

the Local Area Connection

Select “Internet Protocol

“Properties”

5 = . —
Irstall... | Upinztall 1

— Description

Tranzmisgion Control Protocal/Intemet Protocol. The default
wide area network, protocol that provides communication
acrogz diverse interconnected networkzs,

[ Show icon in taskbar when connected

0K Cancel




The TCP/IP Properties window

appears.

Select “Obtain an IP address
automatically” if you are on a

DHCP enabled network.

Click “OK” to close the window

with the changes made

Internet Protocol {TCP/IP) Propertie ﬂil

General

You can get [P settings azzigned automatically if vour network supparts
thiz capability. Othenwize, you need to azk your netwark, administratar for
the appropriate [P settings.

" Obtain an |P address autc@

L]

|F address: I

Subnet mazk: I

Default gatew sy I

¢ Obtain DMS server address automatically

—{ Use the following DMS server addresses:

Pretered DS semvern I

Blternate DS semver I

Advanced... |

| ak Canhcel |

Select “Use the following IP
address”
Enter the IP address and

subnet mask fields.
Enter the IP address of the
Router in the Default

gateway field.

Enter the IP address of the

Router in the DNS server field

Click “Ok” to close the window

2

General

You can get [P settings azzigned automatically if your network, supports
thiz capability. Othenwise, you need to ask your nebwark. administrator for
the appropriate [P settings.

(Wmim&ﬁ%atica"y—
=ir Use the folloming [P addie s —

IF addiess: {192.188. 1 . 2
Subnet magk; I 285 . 286 . 286 . 0
Default gateway: I

{7 [Hbtain DNS server address automatically

—{%" Use the following DNS server o g

Prefermed DMS server I

Alternate DMS zerver |

Advanced.. |

ar | Cahicel |




Go to Start menu >
Settings > Control Panel >

Double click on Network

Select TCP/IP of the

network device

Click “Properties” to

continue

The Access Point restarts
itself, and the screen wiill
switch back to startup page—

Link Information

The TCP/IP Properties

window appears.

Select “Obtain an IP
address automatically ” if
you are on a DHCP enabled

network.

Click “OK” to close the
window with the changes

made

Wireless Network In Windows 98 and Windows ME

I S— 21

Configuration | Identifin:':atii:uni Acoess Contruli

The fallowing netwark: components. are installed:

=1 Cligrit for Microsoft Metvorks -
Wo4M WLAN Adapter
IS4 \wLAN Sdapter

pamove | et )
Primany: Metwotk Logor;

Windows Logon ;!

File-and Print Shating... I

i~ Description

TEPAR i#the protocal yau Lze to connect o the Intarmet and
wide-area nebworks:

TCP/IP Properties

Bindingz | Advanced

DMS Configuration I G ateway I WIMS Eonfiguratd IF Address | 4

An IP addrezs can be automatically aszigned to thiz computer.
|f wour network, does not autamatically azsign IP addresses, ask
wour network, administrator for an address, and then tepe it in
the space below.

" Specify an IP address:

| A ddress: | i i . |

Subret b agk: | . . . |

v Dietect connection to network media

Ok I Cancel




Select “Specify an IP

address”

Enter the IP address and

subnet mask fields.

In the DNS Configuration
Tab Page, (1) enter the IP
address of the Router in the
Default gateway field.

(2) Enter the IP address of
the Router in the DNS

server field

TCPAIP Properhies

Anced
DS Emflguratu:un ] Gatewa NS Eunflgur

‘4 o P Address

&n IP-addess can be automatically azsigned to this compter.
If wour nebwork, does hot automatically assign IF addresses, azh
oo fishwiork. admiristrator foran address, and then type it in

the space below.

 Obita F addrezz automatically

~1% Specify an |P addiess;

IP Addiess: |-|g;g 168, 1

2 |

Subriet Mask: | |255.255.255. 0 |

D

Ok,

Cancel




APPENDIX C: 802.1x Authentication Setup

There are three essential components to the 802.1x infrastructure: (1) Supplicant, (2)
Authe nticator and (3) Server. The 802.1x security supports both MD5 and TLS Extensive
Authentication Protocol (EAP). The 802.1x Authentication is a complement to the current WEP
encryption used in wireless network. The current security weakness of WEP encryp tion is that
there is no key management and no limitation for the duration of key lifetime. 802.1x
Authentication offers key management, which includes key per user and key per session, and
limits the lifetime of the keys to certain duration. Thus, key decryption by unauthorized
attacker becomes extremely difficult, and the wireless network is safely secured. We will
introduce the 802.1x Authentication infrastructure as a whole and going into details of the setup

for each essential component in 802.1x authentication.

802.1x Authentication Infrastructure

802.11 Wireless
Access Points Support 802.1X

Authentication Request

Public
802.11
Wireless
Networks

RADIUS

Server

Authentication Success

Internet/
802.11 Wireless
Clients Support802.1Xx

Intranet

The Infrastructure diagram showing above illustrates that a group of 802.11 wireless clients is
trying to form a 802.11 wireless network with the Access Point in order to have access to the
Internet/Intranet. In 802.1x authentication infrastructure, each of these wireless clients would
have to be authenticated by the Radius server, which would grant the authorized client and
notified the Access Point to open up a communication port to be used for the granted client.

There are 2 Extensive Authentication Protocol (EAP) methods supported: (1) MD5 and (2) TLS.
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MD5 authentication is simply a validation of existing user account and password that is stored in
the server with what are keyed in by the user. Therefore, wireless client user will be prompted for
account/password validation every time when he/she is trying to get connected. TLS
authentication is a more complicated authentication, which involves using certificate that is
issued by the Radius server, for authentication. TLS authentication is a more secure
authentication, since not only the Radius server authenticates the wireless client, but also the
client can validate the Radius server by the certificate that it issues. The authentication request
from wireless clients and reply by the Radius Server and Access Point process can be briefed as
follows:
1. The client sends an EAP start message to the Access Point
2. The Access Point replies with an EAP Request ID message
3. Theclient sends its Network Access Identifier (NAI) — its user name—to the Access Point
in an EAP Respond message.
4. The Access Point forwards the NAI to the RADIUS server with a RADIUS Access Request
message.
5. The RADIUS server responds to the client with its digital certificate.
6. The client validates the digital certificate, and replies its own digital certificate to the
RADIUS server.
7. The RADIUS server validates client’s digital certificate.
8. The client and RADIUS server derive encryption keys.
O. The RADIUS server sends the access point a RADIUS ACCEPT message, including the
client’'s WEP key.
10. The Access Point sends the client an EAP Success message along with the broadcast key

and key length, all encrypted with the client’s WEP key.

Supplicant: Wireless Network PC Card

Here is the setup for the Wireless Network PC Card under Windows XP, which is the only
Operating System that our driver supports for 802.1x. Microsoft is planning on supporting
802.1x security in all common Windows Operating System including Win98SE/ME/2000 by

releasing Service Pack in 2003.
Please note that the setup illustration is based on our 54Mbps wireless PC Card.

1. Go to Start > Control Panel
double click on “Network Connections’

3 right-click on the Wireless Network Connection that you use with our 54Mbps wireless PC
Card.
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4. Click “Properties” to open up the Properties setting window.

T Wireless Network Connection 3 Status E]

General | Support |
Connechion
Status: Connected
Diuratior: 003711
Speed: 54.0 Mbps
Signal Strength: T ol
Activity J_(-:'
Sent — 4P, —  Received
e g BCEive
Packets: 21840 | 21,356
Froperties ] [ Dizable ]

Cloze

5 Click on the “Wireless Network” tab.

-4 WWireless Network Connection Properties E”E|

‘ireless Networks { \ thentication Advanced

Connect using:

B2 54Mbps High Speed Network Adapter

Thiz connection uzes the following items:
v g Cliert for Microsoft Metworks
Q File: and Printer Sharing for Microzoft Netwaorks

U8 (05 Packet Scheduler
% Internet Protocaol [TCPAP)

Inztall... I kinztal Properties

Dezcription

Tranzmizzion Control Protocol/Intemet Protocol. The default
wide area network, protocol that provides communication
across diverse interconnected networks.

[] Show icon in notification area when connected

Ok ] [ Cancel




6. Click “Properties” of the available wireless network, which you wish to connect or

configure.
Please note that if you are going to change to a different 802.1x authentication EAP method,

i.e. switch from using MD5 to TLS, , you must remove the current existing wireless network

from your Preferred networks first, and add it in again.

L Wireless Network Connection Properties E|E|

IJse Windows to configure my wireless netwark, settings

Ayallable netwarks:
To connect bo an available network, click Configure.

| @ APFFFCO4 e

1 USR2249-Linksys ;]
i

Freferred networks:

Automatically connect to available networks in the arder listed
beelona:

APFFFCO4 Move Lp

’ Add... H Remaove H Properties ]

Leamn about zetting up wireless netwark
configuration,

ar. H Cancel ]

To configure for using TLS authentication method, please follow steps 7 — 25.

Please follow steps 26 ~ for using MD5 authentication method.



TLS Authentication

7. Select “The key is provided for me automatically” option

Wireless Metwork Properties

Mebwark name [S510]; | FFFFCD |

Wwireless network kep PAER]
Thiz network. requires a key for the following:

[Data enciption PWEF enabled]
[] Metwark &uthentication [Shared mode)

The key iz provided for me autormatically

(] ] [ Cancel

Click “OK” to close the Wireless Network Properties window.
9. Click “Authentication” tab
10. Select “Enable network access control using IEEE 802.1x” option to enable 802.1x

authentication.



11. Select “Smart Card or other Certificate” from the drop-down list box for EAP type.

i Wireless Network Connection Properties E rg|

| General | Wireless Networke| Authentication | fdvanced

Select thiz option to provide authenticated network, access for
wired and wirelezz Ethernet network s,

| . E nable network, sccess control u&in: |[EEE 202.1x I

EAP type: Smart Card or other Certificate |

D 5-Challenge |

Smart Card or other Certificate

Authenticate as computer when computer information iz available

[[] &uthenticate as guest when user or computer information is
unavailable

0K ] [ Cancel

12. Click “OK” to close the Wireless Network Connection Properties window, thus make the

changes effective.

The wireless client configuration in the zero -configuration utility provided in Windows XP is now
completed for TLS configuration. Before you can enable IEEE 802.1x authentication and have
wireless client authenticated by the Radius server, you have to download the certificate to your

local computer first.



TLS Authentication — Download Digital Certificate from Server

In most orporations, it requires internal IT or MIS staff's help to have the certificated
downloaded to your local computer. One of the main reasons is that each corporation uses its
own server systems, and you will need the assistance from your IT or MIS for account/password,
CA server location and etc. The following illustration is based on obtaining a certificate from
Windows 2000 Server which can act as a CA server, assuming you have a valid

account/password to access the server.

13. Connect to the server and ask for access, and the server will prompt you to enter your user
name and password.

14. Enter your user name and password, then click “OK” to continue.

Connect to 192.168.1.10

=

R

Connecking ko 192,168,110

User name: |ﬁ | ol .

Password: | |

[]remermber my password

[_ O ] [ Cancel

Please note that we use IP addresses for connection with the server for our illustration, and the

IP of the serveris 192.168.1.10.
15. After successful login, open up your Internet Browser, and type the following in the address
field.

http://192.168.1.10/certsrv

This is how we connect to the Certificate Service installed in Windows 2000 server.



16. Now we are connected to the Certificate Service. Select “Request a certificate”, and
click “Next’ to continue.

Wicrasafl Intemet Explorer

Fle Edt Vs Fevorkes  Toos  Hab F

Qe L) x) (2] fp | s R @ ) (- 0
i esd ] hetp: JfL92.000.3 1 0jcertsrv] = | B 5o

Welcome

Tau Lge tis web Site to request a certificate far your web browser, e-mail client, or ather sacure program.
Once you acduire a cartificata, you wall be able to sacuraly identify yoursalf to ather pacples cvar the wab, sign

yaur e-mail messages, anchpt your a-mail massades, and man depending upon the tpe of cerificata you
request

Celicye e CA cedificate or cerificats rewocation list
@ Ragquast a cedificata

el on & pending cerficats

Met = |

] Coren

& Intemat




17. Select “User Certificate request”, and click “Next” to continue

! Intermet Explormr

Fi= Edt U Fauorbe=s Toos  Hep

3
N [ R Az 4. o 1 =
Qo @ - x5 da| P frrces @reos £ 2- g F
fdress 8 btip )97 148. 1. Dty foertions. sp ¥ EJso ok ™

Fffcrosoit (e

Choose Request Type

Flease SeleCt e tyns of request you would ke [ make;

@ User certficate raguest

O Advanced request

hlest =

' Inimmet




18. Click “Submit =" to continue.

Fi= Edt U Fauorbe=s Toos  Hep

L]
Que - @ &G Lo e @ue @3- 5B
fddbess 8] htip: L9743, 0ty frertrohl ssitpa=n ¥ EJso ok ™

Beffcrosodt Cetfica
User Certificate - Identifying Information
All e necessany Identii ng INFIMaEton Nes already Dean Collecisd. Yau mal Now: SLOMITwour recuest.
Mare Qptions ==
Submd =
-t:annﬂ

' Inimmet




19. The Certificate Service is now processing the certificate request.

ntermet Explorer

Fle Edt Uou Fowrbes Took  Halp

Qo= - @ 8 B (0 e Prremie @i @) (2005 3
aucdrbuss | 48] rtpi {192,052, 10k evtav certrabl aspitype =0 w E)en  inke ¥
Wi poend |

User Certificate - Identifying Information

Allthe necessary identifying informat on has slready been collected . You may nowe submitwour request.

| Mare Optiang =

Submi >

Yiaifing for server response..

-i:l\'-'ul'rn for server respona e, . Intemrat
—




20. The certificate is issued by the server, click “Install this certificate” to download and
store the certificate to your local computer.

crasufl Curtificats | i - Microsaft Infermet Explomr | X
Fie Edt Vms Feworbes  Toos  Hebp &
Qe - @ ¢ 8] G P men Yrraes @mo @) £I- 05 5
i _ﬂmm:srlsz.m.z.mcmroem.aq: w Edco o ®
Feffcrogoil Cerficale Sences
Certificate lssued
T cartifl cabe Yol raciestad was 15sued o you
B Install this cortificats
] cone @ Interret

21. Click “Yes” to store the certificate to your local computer.

Root Certificate Store

": Do wou want to ADD the Following certificate ko the Rook Store?
L3

Subject : WirelessiCa, TW

Issuer § Self Issued

Time Malidity : Monday, January 06, 2003 through Thursday, January 06, 2005
Serial Mumber 1 13271301 4F483763 41E04CF7 249709FA

Thumbprink (shal) ; 244FCEIC 2D9FZF21 4DC262F9 20030EFA B490010E
Thumbprint {mdS) : 1EBAIECO 20364070 6ES121A6 Al3GESAC

Yes l MNo !




22. Certificate is now installed.

C niermet Explorer
Fie Edt UeW Fawrbes Took  Halp 3
) [y ™ 7 s : & Sy R —
Gm (%] 2] e | st 5 Fovorites a‘m a e"l B2 da =
pdibess (o] Reip: 0792, 1655, 1,100 B Ty fCRMITION, 250 | EJsn  inks

Certificate Installed

Your news cartificate has baen succassfuly instalad,

] core  Intemet

All the configuration and certificate download are now complete. Let’s try to connect to the

Access Point using 802.1x TLS Authentication.



23. Windows XP will prompt you to select a certificate for wireless network connection. Click on

the network connection icon in the system tray to continue.

i wireless Metwirk Connection ]

Chek here to szbect 2 cortficate or other credentials Far
connechon b e neksork APFFFCOG




24. Select the certificate that was issued by the server (WirelessCA), and click “OK” to

continue.

Connect Wireless Metwork Connection

| chan

Friendly name:
|zzuer WwirelezsCa,

Expiration date: 1/6/2004 4:02:09 P

0k ] [ Cancel

25. Check the server to make sure that it's the server that issues certificate, and click “OK” to
complete the authentication process.

Yalidate Server. Certificate

‘E The Root Certification Authority For the server's certificate is) WirelessCa,
L

Do you want ko accept this connection?

84 ] [ Cancel




MD5 Authentication

26. Select “Data encryption (WEP enabled)” option, but leave other option unselected.

27. Select the key format that you want to use to key in your Network key.
ASCII characters: 0~9, a~z and A~Z
HEX characters: 0—9, a~f
28. Select the key length that you wish to use
40 bits (5 characters for ASCII, 10 characters for HEX)
104 bits (13 characters for ASCII, 26 characters for HEX)
29. After deciding the key format and key length that you wish to use for network key. Enter
the network key in “Network key” text box.

Wireless Hetwork Properties E| g|

Metwork, name [S510);
wirelezs netwark, key PWEFP]

This netwark requires a key far the following:

[Data encrption (WEP enabled) I
[] Metwark Authentication [Shared mode)

Metwaork key: .mmmﬂ

K.ey farmat: :l.ﬁ\SCII characters V;
K.ey length: 4EI i:-uit-a:_[:-E-u-:haracterS_-]-_ | V
K.ey index [advanced): EI

[] The key iz provided for me automatically

Ok ] [ Cancel

Please note that that value of Network key entered, and key format/length used, must be the
same as that used in the Access Point. Although there are 4 set of keys can be set in the Access
Point WEP configuration, it’'s thefirst set of key that must be the same as that we used by the

supplicant wireless client.

30. Click “OK” to close the Wireless Network Properties window, thus make the changes

effective.



31l. Select “Authentication” tab.
32. Select “Enable network access control using IEEE 802.1X” to enable 802.1x
authentication.

33. Select “MD-5 Challenge” from the drop-down list box for EAP type.

L Wireless Metwork Connection Properties E|fz|

2z e D[kSi Authentication 'A \.'_a-n_c_;ed_

Select thiz option to provide authenticated netviork, access for
wired and wireless Ethernet nebwarks,

I Enable network access control using IEEE 802.1x I

EAP type:| | MD5-Challenge 3|

Smart Card or other Certificate . -

Autherticate as computer when computer information is available

[[] Authenticate as guest when user or computer information is
unavailable

ak. ] [ Cancel

34. Click “OK” to close Wireless Network Connection Properties window, thus make all the

changes effective.



Unlike TLS, which uses digital certificate for validation, the MD-5 Authentication is based on
the user account/password. Therefore, you must have a valid account used by the server for

validation.

35. WindowsXP will prompt you to enter your user name and password. Click on the network

connection icon in the system trayto continue.

A Wireless Nebwork Connection x|

Chick here bo enter o wser reme and pessward for the
netmork APFFFCOH

= l! EIB‘.’T




36. Enter the user name, password and the logon domain that your account belongs if you have
one or more network domain exist in your network.

37. Click “OK” to complete the validation process.

Wireless Network Connection

|Jzer name: ||

Passward: |

Logon domain: |

[ (]4 ] [ Cancel




Authenticator: Wireless Network Access Point

This is the web page configuration in LevelOne Access Point that we use.

F0Z.04 & Epabled

T pisabled

Cocryptien Key Length & 64 bits © 120 bits O 2SGhits

Lifetime [0 Minute= 2]

RADTLS Server | 1R [o .o B 7] 8 1]
Part [mz
sharsd Secret [

“mui:;tﬁ::.lﬁ b |IZI ,||3' }:' h
Fart o

shared Secret |

.&ppl]-'l Cancal I Help |

Enable 802.1x security by selecting “Enable”.
If MD5 EAP methods is used then you can skip step 3 and go to step 4.

Select the Encryption Key Length Size ranging from 64 to 256 Bits that you would like to

use.

Select the Lifetime of the Encryption Key from 5 Minutes to 1 Day. As soon as the

lifetime of the Encryption Key is over, the Encryption Key will be renewed by the Radius

server.

4. Enter the IP address of and the Port used by the Primary Radius Server

Enter the Shared Secret, which is used by the Radius Server.

Enter the IP address of, Port and Shared Secret used by the Secondary Radius Server.

Click “Apply” button for the 802.1x settings to take effect after Access Point reboots itself.

NOTE:

As soon as 802.1x security is enabled, all the wireless client stations that are connected to the

Access Point currently will be disconnected. The wireless clients must be configured manually

to authenticate themselves with the Radius server to be reconnected.
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Radius Server: Window2000 Server

This section to help those who has Windows 2000 Server installed and wants to setup
Windows2000 Server for 802.1x authentication, which includes setting up Certificate Service for

TLS Authentication, and enable EAP -methods.

1. Login into your Windows 2000 Server as Administrator, or account that has
Administrator authority.
Go to Start > Control Panel, and double-click “Add or Remove Programs”
3. Click on “Add/Remove Windows components”

4. Check “Certificate Services”, and click “Next” to continue.

Windows Components Wizard

Windows Components
Y'ou can add or remove components of wWindows 2000,

To add or remove a compaonent, click the checkbox A& shaded box means that anly
part of the component will be installed. Tao zee what's included in a compaonent, click
Dretails.

Components:

W] E’El.-’-\ccessories and Utilities 121ME =

™ 7 Certificate Services 1.4 MB |

[w] E Indexing Service 0.0 MB
] %Internet Infarmation Services (II5) 21.7MB
1 2=t ananement and Moritorna T ool 52 MR LI

Descnption:  Installz a cerification authority [C4] to iszue certificates for use with
public key zecurity applications.

Tatal dizk zpace required: 21 MB Detaiks |
Space available on disk: 3524 4 MB

< Back I Mext » I Cancel |




5. Select “Enterprise root CA’, and click “Next” to continue.

Windows Components Wizard

CA ldentifying Information
Enter information ta identify this

Ca name: IWireIe&sD’-‘-l

Organization:

Drganizational unit:

City:
E-mail:
C# description:

!
!
!
State or province: I Country/region: Ir
|
!

Walid far: 2 Years « | Espires: |1 FBA2005 1215 PM

< Back I MHext » I Cancel |

6. Enter the information that you want for your Certificate Service, and click “Next’ to

continue.

Windows Components Wizard

Certification Authority Type
There are four types of certification autharities.

Certification Autharity types: Dezcription:
* Enterprize root CA The most trusted Cé in an ﬂ
enterprize. Should be installled
" Enterprise subordinate Ca, before any other CA. Requires

Active Directon.
" Stand-alone root G

" Stand-alone subordinate C& j

™ Advanced options

< Back I MHext » I Cancel




7. Go to Start > Program > Administrative Tools > Certificate Authority
8. Right=click on the “Policy Setting”, select “new”

9. Select “Certificate to Issue”

{& Certification Authority 101 x|

Tree I Marne | Intended Purpose
@ Certification Suthority (Local) EFS Recovery fgent File Recovery
EI@ wirelessCa Basic EFS Encrypting File Sysherm
‘[0 revoked Certificates Domain Controller Client Authentication, Server Authentic
(L1 Issued Certificates Web Zerver Server Authentication
[Z1 Pending Requests Campuker Client Authentication, Server Aukhentic
[Z] Failed Requests Encrypting File Swstem, Secure Email, ©

iflation Authority

Code Signing, Microsoft Trusk List Signi

=0 12

Refresh
Export List, ..

Help

4] | H

|.¢\dd a certificate Template to the list of Certificate Templates issued by this Certifica | |

10. Select“Authenticated Session”’and“ Smartcard Logon” by holding down to the Ctrl

key, and click “OK” to continue.

i Select Certificate Template ilﬂ

Select a certificate template to izsue certificates

IJzer Signature Only Secure Email, Clier
Secure Email, Clier
Cliert Authenticatic

Client Authenticatic

@ Cooe S igning Code Signing

Trust Ligt Signing icrosoft Trust List
h_t? Farnllment &nent I Certificate PBeasst
4 3

] I Cahcel |




11. Go to Start > Program > Administrative Tools > Active Directory Users and
Computers.

12. Rightclick on domain, and select "Properties” to continue.

4% Active Directory Users and Computers H - 10l x|
| <5 Console  Window  Help | _|ﬁ||5||
: 7 = = T e =
|t v [ e~ |Bn SRR Q| 0@bYas |
Trez | | FAELOCAL 5 objects
Active Direckory Users [ mame [ Type | Description I
E@ A ilkin LilkinDarmain
M- D_elegate Contral... [ontainer Default container For upar...
(& Find... : rganizational ... Defaulk container For new ...
- et el g [ortainer Defaulk container For secu...
@+ Connectto Domain Controller. . bonpsiner Defaul container For upgr...
w-[  Operations Masters...
Mew 3
&ll Tasks 3
Wigw 4
Few Window From Here
Refresh
ExEDrt List. ..
1|

|Opens Fre Heln I

13. Select “Group Policy” tab and click “Properties” to continue.

FAE.LOCAL Properties e |

Generall Managed By| Group Palicy

& Current Group Policy Object Links for FAE

Group Policy Object Links | Mo Override | Dizabled |
¥ D efault Domain Policy

Group Palicy Objects higher in the list have the highest priority.
This lizt obtained from: Fael1. FAE LOCAL

New | add. Edt | g |

Ophions... | Delete. .. Properties | [t I

[ Block Palicy inkheritance

(] 4 I Cancel | Appli |




14.
15.
16.

Go to “Computer Configuration” > “Security Settings” > “Public Key Policies’

Right-click “Automatic Certificate Request Setting”’, and select “New”

Click “ Automatic Certificate Request ...”

& Group Policy

| g peo || & = @@ ]2
Treue'l

E Oefaul Dramer Polbioy [Fs=0l FAELOCAL] Pabey
= ﬂ Computer Confguraton

oF- () Softwars Seckings
=0 Winduws Settings

D L sacuky Sectings |
Acrount Foboss
2] :‘d Lol Pedries
# =fl Eveni Log

= Restricked Groups
W Systam Sarvices
[ Regintry

s

=]

(L0 Public Kiey Podicies

=

-4 Erb=rpnse Truck
! # B, P secuky Foboies on actee Directary
- Addiministra i Templabas

=/~ Ueer Cunfigur stion
- Softwesre Settings
- i s Seitings

¥- ) adminisiraties Templohes

=i0j x|
dutomste Certfosbe Reguest: ¢
e ®
Pafrach
ExportLit ...
Hap
i |

Crecte o neu Abomekic Cetfirats Reguest thiject and 200k to the Secunty Corfiourstion Edter.




17. The Automatic Certificate Request Setup Wizard will guide you through the Automatic
Certificate Request setup, simply click “Next” through to the last step.

Automatic Certificate Request Setup Wizard

X
Certificate Template

The rnest time a computer logs on, a certificate based on the template you select is
provided,

A certificate template iz & set of predefined properties for certificates izsued to
computers. Select a template from the following list.

Certificate templates:

Mame | Intended Purposes
np Client Authentication, Server Authenticatior

Domain Cortroller Client Authentication, Server Authenticatior

Enrallment Agent [Computer] Certificate Request Agent

IPSEC 1.361.556822

| I

< Back I Mest » | Cancel |

18. Click “Finish” to comple te the Automatic Certificate Request Setup

19. Go to Start > Run, and type “ command” and click “Enter” to open Command Prompt.
20. Type “secedit/refreshpolicy machine_policy” to refresh policy.

Adding Internet Authentication Service

% | Command Prompt

GC:nrzecedit/vefreshpolicy machine_policy u
Group policy propagation from the domain has been initiated for this computer. Il
t may take a few minutes for the propagation to complete and the new policy to t
Eke)effect. Please check Application Log for errors. if any.
HS

21. Go to Start > Control Panel > Add or Remove Programs

22. Select “Add/Remove Windows Components” from the panel on the left.

-



23. Select “Internet Authentication Service”, and click “OK” to install.

Metworking Services x|

To add or remove a component, click the check box. A shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Netwarking Services:
[ COM Internet Services Prosy n0mMe

¥ 3

|»

1 Simple TCPAP Services 0.0kB
[ ™ Site Server ILS Services 16ME ™

Dezcrphion:  Enables authentication, authorization and accounting of dialup and WPH
uzerz, |45 supports the RADIUS protocal,

Total digk. zpace required: 0.4 MEB Detailes. |
Space available on digk: 2462 6 ME
0F, I Cancel |




Setting Internet Authentication Service

24. Go to Start > Program > Administrative Tools > Internet Authentication Service

25. Rightclick “Client’, and select “New Client”

“;¢ Internet Authentication Service i =]

J Action  View |J¢' -P||E||§ |

Tree I Friendly Mame | Address | Protocol

Wie 3

Expork Lisk...

Help




26. Enter the IP address of the Access Point in the Client address text field, a memorable
name for the Access Point in the Client-Vendor text field, the access password used by
the Access Point in the Shared secret text field. Re-type the password in the

Confirmed shared secret text field.

27. Click “Finish” to complete adding of the Access Point.

Add RADIUS Client ] x|

Client Infarmation
Specify information regarding the client.

Client addreszsz [IF or DMS]:

|1 92.168.1.1 Verify.., |

Client-+endar;
[RADIUS Standard =]

[ Client must always zend the sighature attibute in the request

e
Shared zecret: I

Caonfirm shared secret; Im’1

< Back I Finizh I Cancel




28.

29. Select “New Remote Access Policy”.

In the Internet Authentication Service, right-click “Remote Access Policies’

s Internet Authentication Service -0 x|
| acton vew || @ = |Bm B 2 |
Tree I Mame [ order |

@3 Internet Authentication Service (Local)
{1 Clients
{11 Remote Access Logging

@r crote Access Policies

e 3
Viewy 3
Export List. ..

Help

P.Ilow access if dial-in permission is enabled

1

30. Select “Day-And-Time -Restriction”, and click “Add” to continue.

i select Attribute

Select the type of attribute to add, and then click the 2dd button.

Altribute tupes:

Mame

I Dezcriphion

Called-Station-Id
Calling-Station-ld
Client-Friendly-M ame
Client-1P-&ddress
Clientendor

Framed-Pratocol
MN&S - dentifier
MNAS-IP-dddress
MAS-Part-Type
Service-Type
Turnel-Type
Windaws-Groups

<

Day-tind-Time-Restrc...

Phone number dialed by user

Phone number from which call onginated
Friendly name for the BADIIS client. 145 only)
IP addrezs of RADIUS client. [1AS only]

M anufacturer of BADIUS prosy or MAS. (145 onl
Time periods and days of week during which use
The protocol to be uzed

String identifving the MAS originating the request
|F addrezs of the MAS originating the request [l&
Type of phyzical port uzed by the MAS originatin
Type of zervice user has requested

Tunneling pratocols to be used

WWindows groups that user belangs to

| i3

Add. Cancel |

2]




31. Unless you want to specify the active duration for 802.1x authentication, click “OK” to
accept to have 802.1x authentication enabled at all times.

Time of day constraints x|

10:2.2.4.5.3.15.12.T.4_‘|3 T ¢

- 8-10-12
o IR E TR =
Sunday

Monday
Tuesday
YWiednezday
Thurzday
Friday

Saturday

Sunday through Saturday from 12 Ak ko 12 Ak

32. Select “Grant remote access permission”, and click “Next” to continue.

Add Remote Access Policy B x|

Permissions
Determing whether to grant or deny remote access permission.

You can use a Bemote Access Policy either to grant certain access privileges to a
aroup of uzers, or to act as a filker and deny access privileges to a group of uzers.

It a uzer matches the zpecified conditions:

% Grant remote access permission

¢~ Deny remote access permission

< Back I Mest » I Cancel




33. Click “Edit Profile” to open up

Add Remote Access Policy




For TLS Authentication Setup (Steps 34 — 38)

34. Select “Authentication” Tab

35. Enable “Extensible Authentication Protocol”, and select “Smart Card or other

Certificate” for TLS authentication

Edit Dial-in Profile i 21x]

Dishin Constraints | IP | Multili
Avthentication | E heryphion | Advanced

Check the authentication methods which are allowed faor thiz connection.

v Eutenzible Authentication Protocal

Select the EAP type which iz acceptable faor this policy.

ISmart Card aor other Certificate j Configure. .. |

[ Microzoft Encrypted Authentication version 2 [M5-CHAP 2]
[ Microsaft Encrypted Authentication [M5-CHAP)

[ Encrypted Authentication [CHAP)
™ Unencrypted Authentication [PAP, SPAP]

—Unauthenticated Access

Allows remote PPP clients to connect without negaotiating
any authentication method.

(] I Cancel Apply




36. Go to Start > Program > Administrative Tools > Active Directory Users and
Computers
37. Select “Users”, and double-click on the user that can be newly created or currently

existing, who will be configured to have the right to obtain digital certificate remotely.

-.{4; Active Directory Users and Computers ;lglil
J @ Console  Window  Help |;’i|il|
[ o yn | & » | Bm XED 2| CBBYAD |
Tree l Users 21 objects
@ Active Directory Users and Camputers | ame [ Type [ Description l
E.@ FAE.LOCAL ﬁ Administratar  User Built-in account for admini...
EI[:I Builtin !ﬁCert Publishers  Security Group .., Enterprise certification an...
EI[:I Computers !ﬁDHCP Adminis... Security Group ... Members whao have admini. ..
El@ Domain Controllers !ﬁDHCP Users Security Group ... Members who have view-..,

purityPrincipals ﬁDnsndmins Security Group ... OMS Administrakars Group

424 Users !ﬁDnsUpdatePr... Security Group ... DNS clients whao are permi...
!ﬁDomain Admins  Security Group ... Designated administrators. ..
!ﬁDomain Comp... Security Group .., Al workskations and serve. .,
!ﬁDomain Conkt... Security Group ... &l domain controllers inth...
!ﬁDomain Guests  Security Group .., All domain guests
!ﬁDomain Users  Security Group ... &l domain users
!ﬁEnterprise Ad... Security Group .., Designated administrators, ..
!ﬁGroup Paolicy ... Security Group ... Members in this group can. ..

%Guest User Built-in account for guest ..,
ﬁ ISR _FaEQL User Built-in account for anany...
ﬁ IWAM_FAEDL  User Built-in account for Intern,..
%krbtgt User Key Distribution Center Se. ..

!ﬂRAS and IAS .., Security Group .., Serversin this groupcan ...
!ﬁSchema Admins  Security Group ... Designated administrators. ..

rﬂm L i o in

Please note that in this case, we have a user called, test, whose account/password are used to

obtain the digital certificate from server.



38. Gotothe “Dial-in” tab, and check “ Allow access” option for Remote Access Permission
and “No Callback” for Callback Options.

Femaote control I Terminal Services Profile I

General I Addiesz | Account | Profile I Telephones I Organization I
tember Of Dial-ir Environment | Sesziong

— Remote Access Permizsion [Dial-in or WER)

% Allow accexs*

{~ Deny access

£ Contiol access trough Bemate Sccess Policy

™ Werify Caller R
— Callback Options

* Mo Eallhack*
" Set by Caller [Fduting and Femote &ccess S ervice anly]

" Always Callback to; I

[T | fssign & Static |F Addiess I
ApplyStatic Houtes

Define routes to enable for thiz Dial-in e |
connectian,

0k I Cancel | Apply |




For MD5 Authentication (Steps 39 — 54)

39. Go to Start > Program = Administrative Tools > Active Directory Users and

Computers.

40. Right click on the domain, and select “Properties”

{J Active Directory Users and Computers

| @ Consale

window

Help

=101 ]

IREDS|

awon vew || & » | BmEFEB 2| 8fftavE e

Tree I

FAE.LOCAL S objects

active Directory Users
5 @

Find...

—  Delegate Contral,..
e

Conneck ko Domain...
Connect ko Domain Controllet. ..
Operations Maskers. ..

MName | Tvpe | [Descripkion

AR ikin builtinDomain
Container Default container For upagr...
Drganizational ... Default containger For new ...
Container Default container For secu. ..
Lontainer Default container Far upgr. ..

IEw 3
all Tasks L
= 3

T \indow From Here

Refresh

Expork List...




41. Select “Group Policy” tab, and click “Edit” to edit the Group Policy.

FAE.LOCAL Properties 21

Generall kananed By Group Policy |

& Current Group Policy Object Links far FAE

Group Policy Object Links | Mo Override | Dizabled |

srfiDefault Domain Policy

Group Policy Objects higher in the lizt have the highest priority.
This list obtained from: fae01. FAE LOCAL

New | add. || Edit e |
Optionz... | Delete. .. I Fropertiez [ I

™ Block Policy inheritance

0k I Cancel | Apply |




42. Goto “Computer Configuration” > “Windows Settings” > “Security Settings” > “Account

Policies” > “Password Policies”

o]
| e wew || > & [ X B | @ |

Tree I Palicy  / | computer Setting
@ Default Domain Policy [Fae01 Fa < EnForce password histary 1 passwords remembered
EI@ Camputer Configuration Maximum passwiord age 42 days
-1 Software Settings Minimum password age 0 days
21-[23 Windows Settings @Minimum password length 0 characters
=] Scripts (Startupishu 2nnzon i : Dicsklsd
Elg Secuarity Settings 3 i ]

EI@ Account Policies
d password Pc
=@ Account Locl
=@ Kerberos Pol
[+ =2 Local Policies
[+ =2 Event Log
-8 Restricted Group
I:I--{E Swstem Services
[
[
[

o-_8 Reqistry

728 File System

][:! Public key Palicie
-8, 1P Security Polic—
[]---I:l Administrative Templake:
I':'I& User Configuration

-] Software Settings -
o | _>IJ < | 2l

43. Click “Define this policy setting’, select “Enabled”, and click “OK” to continue.

Security Policy Setting ) ﬂﬁl

= f Store pazsward wzing reversible encryphion far all uzers in the
l'g‘ domait

W Define this policy setting:

¥ Enabled
" Dizabled

(] I Cancel




44.
Computers.
45.

“Properties”

Console  Window  Help

Go to Start = Progra m > Administrative Tools > Active Directory Users and

Go to Users. Rightlick on the user that you are granting access, and select

|
|

-."."4" Active Directory Users and Computers
A

ction  Wiew |J¢' #||X|@|J’ﬁiﬁh?@b

Tres !

@ Active Directory Users and Computers
= Fae.LocAL

=-[2 Builtin

[:l Computers

@ Domain Contrallers

[:l ForeignsecurityPrincipals

i3] Users

d| | i

Users 21 ohjects
Mame I Type I Description
Administrakor User Built-in account For admini. ..

!ﬁCert Publishers
€7 0HCP Adminis. .
€TI0HCP Users

!ﬁan
ﬁiDns
!ﬂDor
!ﬁDor
ﬁiDor
!ﬂDor

Copy...

Mawe, ..

Security Group ...
Security Group ...
Security Group ...

Add members to a group...
Disable Mccount

Reset Password..,

Open home page

Enterprise certification an...
Members who hawe admini,..
Members who have view-..,
NS Administrators Group
M3 clients who are permi...
esignated administrators. .,
bl workstations and serve...
bl domain controllers inth..
kIl domain guests

bl domain users

esignated administrators. ..
embers in this group can...

mDor Send mail
hent

!ﬁGrc all Tasks
Ehcu  Delete
IUE  Rename
€ 1w Refresh

uilk-in account For quest ...
uilt-in account For anony...
uilk-in account for Inkern..,

ﬁkrb . v Distribution Center Se...
ERAE rvers in this group can ...

esignated administrators. ..

TsInternetUser User

This user account is used ...

|Opens property sheet For the current selection.




46. Go to “Account” tab, and enable “ Store password using reversible encryption”
47. Click“OK” to continue.

tember OF I Diial-if I E nvirotiment I Seszions
Remote contral | Terminal Services Profile
General I Address  Account | Frofile I Telephones I Organization

Ilzer logon hame:

[test | @FaE LOCAL ]
zer logon name [pre-windows 2000]:
|FaEY [test

Logon Hours. .. LogOn Ta... |

I Bccount iz locked out

Account optionz:

[T User must change password at next logan ﬂ
[ User cannct change password

W Stare password using reversible encruption ;I
—Account expires

& ever

€ Endot | Friday . Febuay 07, 2003 |

(] I Cancel | Apply |




48. Go to Start > Program > Administrative Tools > Internet Authentication Service.
49. Go to Remote Access Policies

50. Make sure that MD5 is moved up to Order 1

51. Rightclick “MD5”, and select “Properties’

*;p Internet Authentication Service -130l.x=|
| adion wow || & = |Ellm | X B[R]+ + |

Treel Mame [

@3 Internet Authentication Service (Local) = & iave L
a7 Client SIS 2
H {:I e : Mowe Dawn
[ % Remote Access Policies Delete
Rename

Opens property sheet For the current selection,




52. Go to “Authentication” tab
53. Enable “Extensible Authentication Protocol”

54. Select “MD5-Challenge” for EAP type.

Edit Dial-in Profile 21x]

Diakin Constraints | IP | Multilink
Authentication | Ehcryption | Advanced

Check the authentication methods which are allowed far thiz connection.

v Eutenzible Authentication Protocal

Select the EAP type which iz acceptable faor this policy.

I kM D5-Challenge j Eanfigure... |

™ Microsoft Encrypted Authentication version 2 [M5-CHAP +2)
™ Microsoit Enciypted Authentication [M5-CHAF)

W Encrypted Authentication [CHAP)
™ Unencrypted Authentication [PAP, SPAP]

—Unauthenticated Access

Allows remote PPP clients to connect without negotiating
any authentication method.

k. I Cancel Apply




APPENDIX D: GLOSSARY

Access Point ? An internetworking device that seamlessly connects wired and wireless

networks.

Ad-Hoc ? Anindependent wireless LAN network formed by a group of computers, each with an

network adapter.

AP Client — One of the additional AP operating modes offered by 54mbps Access Point, which
allows the Access Point to act as an Ethernet-to-Wireless Bridge, thus a LAN or a single computer

station can join a wireless ESS network through it.

Authentication Type ? Indication of an authentication algorithm which can be supported by
the Access Point:

Open System : Open System authentication is the simplest of the available authentication
algorithms. Essentially it is a null authentication algorithm. Any station that requests
authentication with this algorithm may become authenticated if 802.11 Authentication Type at
the recipient station is set to Open System authentication.

Shared Key : Shared Key authentication supports authentication of stations as either a member

of those who knows a shared secret key or a member of those who does not.

Backbone ? The core infrastructure of a network, which transports information from one

central location to another where the information is unloaded into a local system.

Bandwidth ? The transmission capacity of a device, which is calculated by how much data the

device can transmit in a fixed amount of time expressed in bits per second (bps).

Beacon? Abeaconisapacket broadcast by the Access Point to keep the network synchronized.
Included in a beacon are information such as wireless LAN service area, the AP address, the
Broadcast destination addresses, time stamp, Delivery Traffic Indicator Maps, and the Traffic

Indicator Message (TIM).
Bit ? A binary digit, which is either -0 or -1 for value, is the smallest unit for data.

Bridge ? An internetworking function that incorporates the lowest 2 layers of the OSI network

protocol model.



Browser ? An application program that enables one to read the content and interact in the
World Wide Web or Intranet.

BSS ? BSS stands for “Basic Service Set”. It is an Access Point and all the LAN PCs that

associated with it.

Channel ? The bandwidth which wireless Radio operates is divided into several segments,
which we call them “Channels”. AP and theclient stations that it associated work in one of the

channels.

CSMA/CA ? In local area networking, this is the CSMA technique that combines slotted
time-division multiplexing with carrier sense multiple access/collision detection (CSMA/CD) to
avoid having collisions occur a second time. This works best if the time allocated b short

compared to packet length and if the number of situations is small.

CSMA/CD ? Carrier Sense Multiple Access/Collision Detection, which is a LAN access method
used in Ethernet. When a device wants to gain access to the network, it checks to see if the
network is quiet (senses the carrier). If it is not, it waits a random amount of time before retrying.
If the network is quiet and two devices access the line at exactly the same time, their signals
collide. When the collision is detected, they both back off and wait a random amount of time

before retrying.

DHCP ? Dynamic Host Configuration Protocol, which is a protocol that lets network
eblinistrators manage and allocate Internet Protocol (IP) addresses in a network. Every
computer has to have an IP address in order to communicate with each other in a TCP/IP based
infrastructure network. Without DHCP, each computer must be entered in manually the IP
address. DHCP enables the networkadministrators to assignthe IP from a central location and
each computer receives an IP address upon plugged with the Ethernet cable everywhere on the

network.

DSSS ? Direct Sequence Spread Spectrum. DSSS generates a redundant bit pattern for each
bit to be transmitted. This bit pattern is called a chip (or chipping code). The longer the chip, the
greater the probability that the original data can be recovered. Even if one or more bits in the
chip are damaged during transmission, statisticaltechniques embedded in the radio can recover
the original data without the need for retransmission. To an unintended receiver, DSSS appears

as low power wideband noise and is rejected (ignored) by most narrowband receivers.

Dynamic IP Address ? An IP address that is assigned automatically to a client station in a

TCP/IP network by a DHCP server.
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Encryption ? A security method that uses a specific algorithm to alter the data transmitted,

thus prevent others from knowing the information transmitted.

ESS ? ESS stands for “Extended Service Set”. More than one BSS is configured to become

Extended Service Set. LAN mobile users can roam between different BSSs in an ESS.

ESSID ? The unique identifier that identifies the ESS. In infrastructure association , the

stations use the same ESSID as AP’s to get connected.

Ethernet ? A popular local area data communications network, originally developed by Xerox
Corp., that accepts transmission from computers and terminals. Ethernet operates on a 10/100
Mbps base transmission rate, using a shielded coaxial cable or over shielded twisted pair

telephone wire.

Fragmentation ? When transmitting a packet over a network medium, sometimes the packet
is broken into several segments, if the size of packet exceeds that allowed by the network

medium.

Fragmentation Threshold — The Fragmentation Threshold defines the number of bytes used
for the fragmentation boundary for directed messages. The purpose of "Fragmentation
Threshold" is to increase the transfer reliability thru cutting a MAC Service Data Unit (MSDU) into
several MAC Protocol Data Units (MPDU) in smaller size. The RF transmission can not allow to
transmit too big frame size due to the heavy interference caused by the big size of transmission

frame. But if the frame size is too small, it will create the overhead during the transmission.

Gateway ? a device that interconnects networks with different, incompatible communication

protocols.

IEEE ? The Institute of Electrical and Electronics Engineers, which is the largest technical
professional society that promotes the development and application of electro technologyand
allied sciences for the benefit of humanity, the advancement of the profession. The IEEE fosters
the development of standards that often become national and international standards.

Infrastructure ? An infrastructure network is a wireless network or other small network in
which the wireless network devices are made a part of the network through the Access Point

which connects them to the rest of the network.
ISM Band? The FCC and their counterparts outside of the U.S. have set aside bandwidth for

unlicensed use in the ISM (Industrial, Scientific and Medical) band. Spectrum in the vicinity of

2.4GHz, inparticular, is being made available worldwide.
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MAC Address ? Media Access Control Address is a unique hex number assigned by the
manufacturer to any Ethernet networking device, such as a network adapter, that allows the

network to identify it at the hardware level.

Multicasting ? Sending data to a group of nodes instead of a single destination.

Mu ltiple Bridge — One of the additional AP operating modes offered by 54mbps Access Point,
which allows a group of APs that consists of two or more APs to connect two or more Ethernet
networks or Ethernet enabled clients together. The way that multiple brid ge setup is based on

the topology of Ad-Hoc mode.

Node ? A network junction or connection point, typically a computer or workstation.

Packet ? A unit of data routed between an origin and a destination in a network.

PLCP ? Physical layer convergence protocol

PPDU ? PLCP protocol data unit

Preamble Type ? During transmission, the PSDU shall be appended to a PLCP preamble and
header to create the PPDU. Two different preambles and headers are definedas the mandatory
supported long preamble and header which interoperates with the current 1 and 2 Mbit/s DSSS
specification as described in IEEE Std 802.11-1999, and an optional short preamble and header.
At the receiver, the PLCP preamble and header are processed to aid in demodulation and delivery
of the PSDU. The optional short preamble and header is intended for application where
maximum throughput is desired and interoperability with legacy and non-shortpreamble
capable equipment is not consideration. That is, it is expected to be used only in networks of like

equipment that can all handle the optional mode. (IEEE 802.11b standard)

PSDU ? PLCP service data unit

Roaming ? A LAN mobile user moves around an ESS and enjoys a continuous connection toan

Infrastructure network.

RTS ? Request To Send. An RS-232 signal sent from the transmitting station to the receiving

station requesting permission to transmit.

RTS Threshold ? Transmitters contending for the medium may not be aware of each other.
RTS/CTS mechanism can solve this “Hidden Node Problem”. If the packet size is smaller than the
preset RTS Threshold size, the RTS/CTS mechanism will NOT be enabled.
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SSID ? Service Set Identifier, which is a unique name shared among all clients and nodes in a
wireless network. The SSID must be identical for each clients and nodes in the wireless

network.

Subnet Mask ? The method used for splitting IP networks into a series of sub-groups, or
subnets. The mask is a binary pattern that is matched up with the IP address to turn part of the

host ID address field into a field for subnets.

TCP/IP? Transmission Control Protocol/ Internet Protocol. The basic communication language
or protocol of the Internet. It can also be used as acommunications protocol in a private network,
i.e. intranet or internet. When you are set up with direct access to the Internet, your computer
is provided with a copy of the TCP/IP program just as every other computer that you may send

messages to or get information from also has a copy of TCP/IP.

Throughput? The amount of data transferred successfully from one point to another in a given

period of time.

WEP ? Wired Equivalent Privacy (WEP) is an encryption scheme used to protect wireless data
communication. To enable the icon will prevent other stations without the same WEP key from

linking with the AP.
Wireless Bridge — One of the additional AP operating modes offered by 54Mpbs Access Point,

which allows a pair of APs to act as the bridge that connects two Ethernet networks or Ethernet

enabled clients together.
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APPENDIX E: TECHNICAL SPECIFICATION

Item Specification
Standard - Wireless: IEEE 802.11b, 802.11g (draft)
Ethernet: IEEE 802.3/u (10/100BaseTX)
Data Rate - 802.11g (draft): Up to 54Mbps (6/9/12/18/24/36/48/54)

802.11b: Up to 11Mbps (1/2/5.5/11)

Interface " 1 x 100BaseTX with Automatic MDI/MDIX feature
Power Jack: 2.5 mm (inner dimension)
Default Reset button

Emission Type . Direct Sequence Spread Spectrum (DSSS)

Data Modulation N BPSK, QPSK, CCK and OFDM (BPSK/QPSK/16-QAM/
64-QAM)

RF Frequency : 2412 MHz — 2462 MHz (North America)

2412 MHz — 2472 MHz (General Europe)
2412 MHz — 2484 MHz (Japan)

Operating Channel | ~ 1 — 11 Channels (North America)
1 — 13 Channels (Europe)
1 ~ 14 Channels (Japan)

RF Output Power : 16 ~ 18 dBm (typical)
Sensitivity for ’ 1, 2 Mbps (BPSK, QPSK): -90 dBm
802.11b ) 5.5 Mbps(CCK): -86 dBm

11 Mbps (CCK): -82 dBm
(Typically @PER < 8% packet size 1024 and @25? +5? )

Sensitivity for " 54 Mbps: -68 dBm
802.11g (draft) - 48 Mbps: -68 dBm
36 Mbps: -72dBm
24 Mbps: -74 dBm
18 Mbps: -82 dBm
12 Mbps: -86 dBm
9 Mbps: -89 dBm
6 bps: -90 dBm
(Typically @PER < 8% packet size 1024 and @25? +5? )
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Security WEP 64/128
Password Protect
802.1x security (MD5 and TLS)
Port-Isolation (TBD)
MAC Filtering
SSID Broadcast Disable function
Wi-Fi Protected Access (TBD)
Antenna Type 1 X 2.4GHz Dipole Antenna
1 X 2.4GHz Embedded Antenna
Memory SDRAM: 8 MB (up to 16 MB)
FLASH: 1 MB (up to 4MB)
Dimension 190 X 149 X 36 mm
Power Operation max. 1.2 A
Consumption 600mMA + 50mA
Power Supply DC 5 Volt +5% / 2.4A, AC Adapter AC 100V-240V

* Design and specifications are subject to change without notice.
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