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2 Overview

This document provides a details information and application guidance for the user of
the management software, the LevelOne Mesh Network Management Tools. This
network management system (NMS), designed by the LevelOne Team, is intended to
perform an overall monitoring and configuring features for the Leve/One Mesh

Network.

Note: This is free MESH Software can support both of Layer-2 & Layer-3 SNMP
MESH AP, but WAB-7400 is a Layer-2 SNMP MESH AP, so the WAB-7400 will not
be able to configure when you want to use Layer-3 feature of the MESH software.

(Example: Scan-IP)
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System Requirement

The LevelOne Mesh Network Management Tools is written in JAV A, hence it has the

feature of cross platform, capable to run in most of the platform. The following are

the recommended system requirement.

256 MB (recommended minimum)

> 512 MB (recommended)

10 MB hard disk space (without-JVM version)

80 MB hard disk space (with-JVM version )

Microsoft Windows 2000, XP (recommended), Vista or Linux (by optional)

Besides, in order to enable the NMS to work properly, the following ports must be

allowed through any firewall between the NMS and the agent:

Port 161 (by default) — Use for standard SNMP Get and Set

Port 162 (by default) — Use for listen to SNMP Trap

Port 4608 (by default) — Used by the Discovery Tool

Port 8188 (by default) — Use to listen for the Layer-2 node’s notification

For Linux terminal users, the Java Virtual Machine (JVM) is not included in the

installer. Therefore you may need to download a Java Runtime Environment (JRE) or

JVM before you install and run the NMS on your system.



4 Installation and Un-installation of LevelOne

Mesh NMS Tools

4.1 Installation for Window (XP)

Obtain the executable installation file, LevelOneMeshTools installer 2.x.exe, from
the companion CD or any other resources, and copy it to the terminal’s desktop.

Launch the installation wizard by double-click the file

InstallAnywhere

; Installtryvhere is preparing to install...

Cancel

& 2002-2006 M acrovizion Europe Ltd. and/or Macrovizsion Corporation

After the wizard is setup completely, follow the 6 easy steps directed by the wizard to

perform the installation.

4.1.1 Step 1: Introduction

Introduction

| InstallAnywhere will guide you through the installation of LevelOne
Mesh Toals

It is strangly recommended thatyou quit all programs hefore
cantinuing with this installation.

Click the 'Next' buttan to proceed to the next screen. Ifyou want fo
change samething on a previous screen, click the 'Previous' button.

You may cancel this installation at any time by clicking the 'Cancel’
huttan.

Previous




Simply explain what this software is about. Press Next to proceed.

4.1.2 Step 2: Choose Install Folder

Choose Install Folder

Where Would You Like to Install?
ose Install Folder C\Program Filesh LevelOne Mesh Tools ‘

Restore Default Folder ” Choose.. ] i

Previous

Prompt user to choose the install path (directory) and name the install folder. Press

Next to proceed.

4.1.3 Step 3: Choose Shortcut Folder

Choose Shortcut Folder

Where would you like to create product icons?

() Inanew Program Group: | LevelOne Mesh Toals

() Inan existing Program Group: | PR AR

() In the Start Menu.
() On the Desktop

() In the Quick Launch Bar

O Other | Choose.

(O Don't create icons

[] Create Iooms for A1 Tsers

Specify where the software shortcut will be created at. Press Next to proceed.



4.1.4 Step 4: Pre-Installation Summary

Pre-Installation Summary

| Please Review the Following Before Continuing:

Produci Name:
Levelone Mesh Tools

Install Folder:
C\Program Filesk LewelOne Mesh Tools

Shoricut Folder:
CiDocuments and Bettings\Allan ' | evelOne Mesh Toals

Disk Space Information (for Installation Target):
Required: 107,426,762 bytes
Available: 12,490,850,304 bytes

Cancel Previous Install

Let user have a quick review about the installation settings before start installing.

Press Install button to start the installation.

4.1.5 Step 5: Install Complete

Install Complete

Y
Intraduction Congratulations! Levelone Mesh Tonls has heen successiully

installed ta:

CoAProgram Filest LevelOne Mesh Tools

Dkmr e TP AT b A e et llae

Frevious

Indicating the installation is completed, and user can select to restart the system
instantly or afterward, in order to complete the installation. Press Done to conclude
the installation. After that, you may launch the NMS through the shortcut you created

previously.



4.2 Un-installation For Windows (XP)

In order to uninstall the LevelOne Mesh Network Management Tools from your
terminal, you can get the uninstaller wizard from the software directory. The
uninstaller, namely Uninstall LevelOne Mesh Tools, is located at the
Uninstall LevelOne Mesh Tools folder. Launch the uninstaller wizard by double-click

the executable file. Follows the following steps:

4.2.1 Step 1: Introduction

| Aboutto uninstall...
LevelOne Mesh Tools

This will rermave features installed hy Installanywhera. Itwill not
remaove files and folders created after the installation.

An introduction regarding the uninstallation of the LevelOne Mesh Management Tool.

Click Uninstall to start the process.

10



4.2.2 Step 2: Uninstalling

@ |ntroduction Please wait while Installdmyrwhere's uninstaller
removes the following features...

Files...
Shortcuts...
LaunchAmawhere
Folders...
Registry. ..

Uninstalling...

Uninstallation is in the progress. Once the progress is completed, it will automatically

direct you to the next step.

4.2.3 Step 3: Uninstall Complete

The following iterms could nat he removed:

Unable to remowe directony: C:Program Files\ LevelOne Mesh ToolsiData

Cancel Frevious Done

The software is uninstalled. You may choose to restart the terminal instantly or

afterward in order to complete the process.

11



5 How to Use LevelOne Mesh Network

Management Tools

5.1 Quick Start

First of all, make sure the terminal where you installed your LevelOne Mesh Network
Management Tools 1s connected to the network, via Wireless or Wired LAN. Then,

launch the NMS at the location where you install it.

Click the Create Map button on the toolbar to generate a new map profile. A dialog
box would appear to prompt user to enter the name of the new profile. After that, hit

the OK button to complete the set up. A new map will be inserted into the NMS.

Then, click on the drop-down list on the toolbar of the new profile, where it prompts
users to insert the Scan IP Address, the destination IP Address to be scanned. Enter the
desired IP and click the button next to the list to save the IP. Finally, select the Start
Scan button on the map’s toolbar, the scan will be initiated and run. The result of the
scan will be plotted on the map area. User is free to adjust the position of the found-

unit on the map.

Before shutting down the NMS, user can save the profile settings, including the
coordinate of the found Mesh AP units on the map, by click on the Save Map button
on the map toolbar. The saved profile can be loaded directly to the NMS next time
using the Open Map button on the toolbar.

For further description regarding the functions and features of the LevelOne Mesh

Network Management Tools, user may refer to the following section.

12



5.2 Software Overview & Features

5.2.1 Software Layout

Before we proceed further, let us have an overview at the layout of the NMS.
Basically, the LevelOne Mesh Network Management Tools 1s consists of three major

sections:

= Map Container
= MIB Reader

=  Alarm Viewer

User can switch the view of the NMS by select the tabs at the left bottom corner, or

through the menu bar, as illustrated:

File ~Wiew Settings Advanced |

M= e Cascade E @
= Tie

& firewallTablelndex

MIE| MapWi
i firewallTableTarget —
- 5] » ik Yiew Unilc

|. . E] E] o S Alarm View pRoe
Global Wiew | F Wigw Log Files 5
-@ pppoePassword

L Map | miB “'“’_“L__.) {23 nodeConfigurationP ptp

s

5.2.1.1  Map Container

The Map Container is the section where user can monitor and manage the mesh
network. The network will be displayed in the form of graphical topology map, and
the status will be updated periodically.

The center frame of the Map Container is the space to plot the topology map. More
than one map can be created and run simultaneously. The status of the map will be
logged to the status pane at the bottom of the map. Each topology map has its own

status pane.

13



The panel at the west of the map space is the Node Details panel. It is used to display
the properties of the selected Mesh AP unit on the topology map. The information of
the AP will be loaded into the table, and the graph below the table shows the signal
strength between the selected AP with its neighbor APs. The column at the bottom of

this panel is used to invoke the live stat monitoring feature.

The east panel, meanwhile, is to display the details of the clients associated to the
Mesh AP unit. The panel is divided into two parts, the Client Properties and Client
Signal Strength portion. Each portion will be automatically updated every minute, to

provide the admin user the live result regarding the clients.

File View Seftings Advanced Help

fe8a8 990

Hode Details

Gliont properties ¥ [
88

Parameter Malue P Client Signal Strength |
P Address ~

Made
System Hame:
Object ID
Description

Location
Contact
FF Power (Mesh)
RF Power (Cliert) e
itine

<

Nelghiaur Signal Strangth

1P Aakdess

Live Stat Settings

node IP

SNMPY 20 v
Gommunity =

Pall Interval 10 seconds

_statlivestat __~

Map | MIB | Alarm Event Log 3 ) [ ] ) Refresh |

5.2.1.2 MIB Reader

The MIB Reader provides user a simple user-interface to retrieve as well as configure
the settings of the Mesh AP unit through the standard or vendor proprietary MIB files.
With the correct community and password, user can perform the SNMP actions such

as SNMPGet, SNMPSet and SNMPTable.

14



File *iew Settings Advanced Help

- LT —
B8 Loaded MisModules
=P LEVELOME -MESH-MIB Communi ity Authertication Password

Input Value Privacy Password

oD Syntax

output:

L%

Global View

Map | piB | Alarm

The west pane displays the list of MIB and its tree. User can load and unload MIB file
from the desired location. More than one file can be loaded into the MIB Reader. In
order to read or set an item, expand the MIB tree, select the desired node. Select the
SNMP version; fill in the IP Address and other necessary keyword. Then click on the
command button (SnmpGet, SnmpSet, SnmpWalk, Load Table, etc..) on the toolbar.

The output will be shown on the Output column.

5.2.1.3 Alarm Viewer

The Alarm Viewer is a SNMP trap server. It received the SNMP alarms and
notifications directed by the Mesh AP units and display in the table at the center frame.

Select the table entry in order to view the description of the trap.

Note that the table is a read-only table, which displays the trap’s source IP Address,
description, severity and the time when the trap or alarm was caught. These alarms
should be deleted once they were reviewed and resolved, by clicking the Delete

button.

15



CORESSEBEEN 4 A

Statys: | Ready_ Log o File

Off | Mute

Add Trap Agents
¥
Map | MIB| alarm

5.2.2 Toolbar Reference

This section provides a quick reference for the buttons in the toolbar of the NMS. The
description of the toolbar of the NMS is illustrated at the table below:

Name Function

Create Map Create a new topology map profile

Open Map Open a pre-saved topology map profile
View Tile View the topology map in grid layout
View Cascade View the topology map in cascade layout
SnmpGet SnmpGet the data from MIB tree
SnmpSet SnmpSet the data from MIB tree

Load Table Load the SNMP table from MIB tree

Refresh Table Refresh the SNMP table from MIB tree
Add Table Row Add arow to SNMP Table

Del Table Row Delete a row from SNMP Table

oy
ePeHEEE®®PHDUE

SnmpWalk Walk the selected item from the MIB tree
Start Trap Initiate the Alarm Host system
Stop Trap Stop the Alarm Host system

16



On the other hand, the following table shows the description of the toolbar of the map

container:
Button Name Function
D, Import Import an image file to use as the background
Background image of the topology map
E Save Profile Save the current topology map
)| Scan Start Start the network scanning (SNMP Map only)
=) Scan Stop Stop the network scanning (SNMP Map only)
Initiate Port Open port to listen to Layer-2 notification
(Layer-2 Map only)
Close Port Close Layer-2 notification port (Layer-2 Map
p 4
only)
E : Zoom In Zoom in the topology map by 25%
: : Zoom Out Zoom out the topology map by 25%
3 Zoom Fit Zoom the topology map to a size that fit the
e screen
.," Lock Lock the AP units on the map
';' Unlock Unlock the AP units on the map
|E:ﬁ Block List Open the block list window

5.2.3 Features

5.2.3.1 Create Map

In the latest version of NMS, two topology maps are available: SNMP Map and
Layer-2 Map. These two types of map look similar. The main difference between

them is the method to read the topology information.

e The SNMP Map (Layer-3) is the ordinary type, where it uses the SNMP
protocol to collect the topology from the nodes discovered, and then plot the

map using the collaborate data.

17



e Whereas the Layer-2 Map opens a specific port to listen for the notification
from the nodes, in order to plot the map. Prior to this, user is required to add

the information of the NMS (IP Address) to the node. Thus in fact, the Layer-2

Map can receive the notification not only from the layer-2 mode AP, but any

other mode as well, as long as the NMS Address table is set.

In order to create a new Topology map profile, user can click on the Create New
button on the main toolbar, or select File > Create New from the menu bar. A window
would turn out to prompt user for the type and name of the new map. User may select
the type of the profile from the drop down list, and enter the name in the provided

column.

" Add New Profile

FPlease enter the new profile name.
(Mo special character alloveed)

Frofile Type |SNh.I1F' =14 v

Frofile Mame |

[ Ok, H Cancel ]

Please be aware that special character such as #, $, % (except ), are not allowed to
use as the name of the topology map name to avoid data corruption, since the name of
the map will be used as the header of their data file. On the other hand, the system
also not allow user to create a new profile with the name of the existing map in the

NMS.

Hit the OK button to proceed, or Cancel to close the window.

5.2.3.2 Open Map

In stead of create a brand new topology map, user can re-open the map profile that has
been saved previously. Click the Open Map button, or select File > Open Map from
menu bar, a file chooser window would appear on the screen, to prompt user to

choose a map. Select the desired one, and hit the Open button. The profile will be

18



loaded to the NMS with all its settings.

Open
Look ir; |2 Map vl | E”
N 4] Location_a,
\_‘ﬁ m test_site
My Recent
Documents
—
Desktop
_,./- File narme:
Wy Documents  Files 0T type:  wap Files (*.map) v

5.2.3.3 Save Map

As mentioned previously, the settings of the map profile can be saved to be loaded in
the future. Details of the map, for instance, the coordinate and SNMP passwords of

the Mesh AP units on the map, background image and block list, will be saved as a

setting file.

In order to save a profile, select the Save Map button or File > Save Map from the
map container toolbar of that particular map profile you wish to save. Note that if user
is trying to save a map profile that has a same name as one of the existing profile, a

warning message would appear to get confirmation from the user to overwrite the file.

To proceed with the action, click the OK button.

oy |

MR I [T e ey

Map Profile Exist

'T The map of "test_site" is existing.
L Are wou sure you wank ko overwrite itF

I 8] 4 I [ Cancel ]

19




By default, the profile will be saved to the Map folder in the program’s directory, with

the name of the map profile and extension .map or ./2map.

5.2.3.4  Topology Map

The topology map is actually the graphical representation of the actual Mesh network
topology which is being scanned. When a new scan is initiated, the result of the scan

will be processed by the NMS, and output to the map.

The AP unit would appear in different colors and shapes:-

Icon Indication
‘ Inactive AP
Ve Accessible Gateway AP
2] Inaccessible Gateway AP
Accessible Relay AP
Inaccessible Relay AP

Accessible Client-Relay AP

SR R

Inaccessible Client-Relay AP
2 Layer-2 Gateway AP
Layer-2 AP, which notified the NMS

Accessible Dual-Radio Gateway AP

-

? Inaccessible Dual-Radio Gateway AP
Accessible Dual-Radio Relay AP
Inaccessible Dual-Radio Relay AP
Accessible Dual-Radio Client Relay AP

2 O0

Inaccessible Dual-Radio Client Relay AP

/N AP Bridge
A AP Router
/. MLRD

20



”, Repeater

o Slave Bridge
/o Master Bridge
, WDS Bridge
, WDS Router
A Client Bridge
A Client Router
o

Unknown Node, which the NMS failed to read its

mode
[ L S\ Parkorin 102312331
i
lian N ;" '
Y AR q Aot
& i, Ml Banica: !

--------

:fl Flnrilllu-'d. j

The blue line in between the APs designates the solid link; whereas the red, dashed
line shows the indirect link. On the other hand, user may hit the Help > Legend option

from the menu bar to view the legend regarding the topology.

21



Layer2 Map -
Accessible  Inaccessible

15 atenany ;

Felay

Client-Felay

Dual Radio Gatewsay

Dual Radio Relay

Dual Radio Client-Relay

?
@
2
?
9
3

L LN[CIANE ST ZAN

Inactive
.-'SHMP Map -

Layer-2 Gateway f‘ Slave Bridge (8]
Layer-2 Relay @ mMaster Bridge .
AP Router ', WDS Bridge ,
AP Bridge 4 VDS Router &\
MLRD /. Client Bridge A
Fepeater _{.{_.__Client Fouter A
Unknon @ Inactive '

All the icon, as well as the type of the link describes above are default item. They can

be customized through the customization tool according to the administrator

preference. .

Occasionally, user may observe some inaccessible node (indicated by “?” sign) from
the map. These nodes are actually discovered by its neighbor node. The NMS,
however, failed to read the node’s content through SNMP. Normally, this is caused by
the SNMP community or password used by the NMS is not matched with the node. It
could also happen if the SNMP feature is disabled by the user at the firmware, or the
physical signal strength between the NMS host and the node is weak enough that
results the data packet is dropped.

22



5.2.3.5 Set up New Scan (Layer-3)

In order to set up a new scan for a SNMP topology map, click on the Start Scan
button, or select Map > Start Scan from the menu bar. Conversely, hit the Stop Scan
button or select Map > Stop Scan to halt the scanning process. The status of the map
will be updated periodically, hence whenever there is a change in the network, user
might be able to monitor via the NMS. The status bar at the bottom of the map
displays the status of the scan.

On the other hand, in order to set up a new scan for the Layer-2 topology map, click
on the Initiate Port button, or select Map > Initiate Port from the menu bar. The map
will receive the notification sent by the AP and plot the topology on the map.
Conversely, hit the Close Port button or select Map > Close Port from the menu bar

to stop listen to the notification.

Every new found Mesh AP unit will be place on the right top angle on the map, with
zero coordinate. Then user is free to move the AP unit around the map. Once user
completes the positioning, save the map, and the system will remember the new

coordinates in the future scan.

5.2.3.6  Map View (Layer-3)

More than one topology map can be loaded to the NMS at the same time. By default,
the maps are viewed in cascade mode, where user needs to click on the tab at the

bottom to switch the map to view.

In order to change the view type, click the Tile button on the main toolbar, or select
View > Tile from the menu bar. The tile mode arranges the topology maps in a grid
layout. To convert the view mode to cascade, hit the Cascade button, or View >

Cascade. The following figures illustrate the difference between the two modes.

23



File Setkings Map

PR O EREA
N

= s

ScanIP:|192.1EB.1.1EEI E

e

Status: |Done.. Sleeping. ..

test_site
(Cascade mode) (Layer-3)

File Settings Map

File Settings Map

=1 EHEE
> - P = E
- . o o I‘;l'

1

¥

Status: IDnne.. Slesping. ..

PEINEREA

Scar

[

i s .
!; Il
Status: IDnne.. Sleeping...

(Tile Mode) (Layer-3)
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5.2.3.7 Status Pane

The status pane is located at the bottom of the map container. It displays the nodes’

status with the time and date; enable users to keep track of the changes in the topology.

test_site [ Copy anl |[ Clearan |

Scan Started with
New Node Fou

Started with

Lag to File

Event Log | te=t_site

The type of message can be varied by the color of the text. Green text indicating
positive message such as scan started or nodes found; red text shows the negative
message such as nodes down or timeout; whereas cyan text displaying system

message, for instance, system settings changed.

The Copy All and Clear All buttons on the top of the pane performs the copy and
delete text action in the status pane. Tick the checkbox at the bottom to log the status
message to the alarm log file, which will be saved to the folder Alarm Log at the

install directory.

5.2.3.8 Scan IP Address (Layer-3)

The Scan IP Address is the IP Address that the scanning process uses when initiate a

scan for a SNMP Map.
User might enter the IP Address at the drop down list, or choose from the list. In order

to apply the new Scan IP, user is required to restart the network scanning. (A running

scan will be stopped when a new IP Address is selected.)

25



ScandP: 192.168.1.102]

192.165.1.102
192.165.1.193
3 192.165.1.107

4'410.22.9?.1 L4
(A

| S =14

On the other hand, the Scan IP can also be set by selecting Settings > Scan IP from
the map container’s toolbar. A window would appear to prompt user for the new IP

Address. Hit the OK button to apply the change.

Scan IP

Flease enter the Scan [P Address.

1921681169

[ Ok H Cancel ]

5.2.3.9 SNMP Community / Passwords (for Scan-IP) (Layer-3)

The LevelOne Mesh Network Management Tools use the SNMP method to read the

topology of the network. There are two types of SNMP key used for the topology scan,
which are the Scan-IP key and the AP Unit key. More details about the latter please

click here.

Commonly, the use of SNMP varies by its version. If a user select version 2c, the
SNMP key to use is a community; on the other hand, if version 3 is used, the SNMP
key will be a SNMPv3 username, with its corresponding authentication password and
privacy pass phrase. As you can see throughout this document, every feature that

implements SNMP will have both options (use version 2c or 3).

File = Settings Map
= Display Mode Route J =
: Scan-IP I'_|J
Scan-IP v2c Community
Scan-IP «3 Passwords
Scan Inkerval ]

Block: List . |

Background Transparency
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Basically, the Scan-IP key is the SNMP key that used for the Scan-IP which initiates
the scan. In order to configure the community of the Scan-IP, select Settings > Scan-
IP v2¢ Community from the map container menu. On the other hand, select Settings >
Scan-1P v3 Passwords to change the SNMP version 3 Passwords. A window would

turn up to prompt user for the new key(s).

Scan-IP Community
Flease enter the Scan-IP's Cammunity.
[ Change and Lze SMNMP Yerzion 2c ] [ Cancel ]
Scan IP V3 Passwords

Flease enter the V3 Passwords for the Scan [P

Llsername Isnmp\rSrnuser
Auth Password f‘**********

Flrll'||| Flasswl:lrd r****************

[ Change and Uze SKMP Yersion 3 ] [ Cancel ]

Press Change and Use SNMP Version X button to proceed. If the change is
successfully, the following dialog box would appear, to remind user to reset the scan

in order to let the new community or passwords to take effect.

e =]

Done

& Community Set Successiully!
\J) Mote that For the new community to take effeck,

please restart the scan (Skop Scan = Stark Scam)

The default value for Scan-IP:
Community: public
Username: snmpv3rouser
Password: snmpv3password

Passphrase: snmpv3passphrase
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5.2.3.10 Socket Port (Layer-3)

The notification of an AP node is sent according to its NMS Address Table. The table

defines the IP Address and port number of the destination (NMS). For instance, if the
admin has added a table entry with port number 8000 at the AP, the NMS user can

change the socket port number to 8000 in order to receive the notification.

In order to update the socket port, select Settings > Socket Port from the menu bar. A
dialog box would appear on the screen to prompt for the port number, which range

from 1 to 65535. Hit OK to confirm the change.

s -

Port Humber
Fleasze enter the Socket Port Mumber {1 - 65535).

a8z

[ (], ][ Cancel ]

5.2.3.11 SNMP Community / Passwords (for AP Unit) (Layer-3)

In case if a Mesh AP utilizes a different community or passwords from the others, the
NMS might fail to read the topology from it. Hence, user might need to edit the
individual AP unit SNMP keys, by right-click the desired active node. Select Change
v2c¢ Community from the popup menu to change the community; or click Change v3
Passwords to change the v3 keys; enter the correct value in the dialog box and click

Change and Use SNMP Version X.

Show Properties
19216 AP Configurator
Web-Based Config

@ Change v2¢ Community
011141 Change v3 Passwords

Change Display Hame

Delete from Map
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AP Unit Community

Fleaze enter the Community forthe AP (10.18.123.1).
I Change and Use SMMP Werszion 2c I [ Cahcel ]
AP Unit V3 Passwords

Fleaze enter the Passwords forthe AP {(10.18.123.1).

LIsername newusErname
Auth Passwar f‘***********

Prllllll Paaswurd r**************

[ Change and Usze ShMP Yersion 3 ] [ Cancel ]

Note that the AP Unit Keys is also used for read the Node Details and Client
Properties. The default SNMP version and keys of the Mesh AP is inherited from the
Scan-IP that found them.

5.2.3.12 Scan Interval (Layer-3)

The scan interval defines the time interval between every round of scanning. By
default, the NMS will sleep for 10 seconds once a network scan is completed. User
may change the time interval by select Settings > Scan Interval, and choose the
desired time interval. The available options:

= 10 seconds

= 30 seconds

= 60 seconds

= 120 seconds

= 150 seconds

The changes will take effect immediately.
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File = Settings Map

v Display Mode Route
Scan-IP
Scan-IP w2 Communiky
Scan-IP w3 Passwords

Scan Inkerval

ScE

¥ 10 seconds

Block Lisk 30 seconds
Background Transparency 60 seconds
- 120 seconds
g 150 seconds
ait ¥,
5.2.3.13 Import Background Image

User can change the background of the topology map by import any desired image

file from other resource. Click on the Import Background Image button, or select

File > Import Background from the map container’s menu bar. A file chooser window

would appear, to prompt user for the image file that wished to import.

Import Background Image

Look in: |2 image
-1 ] imagea
@ neEswy_map
iy Recent
Docurments
—
Desktop
Wy Documents
-
',»1-‘ File natre:
My Computer  Files of type: | Images

0

After select a image file (.jpg, .gif, .png ..etc), click the Open button. The new image

will be loaded into the topology map.
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5.2.3.14 Map Print

test

_-File Settings  Map

Import Background | I:I v Lo |

I
| - Scan
Sawe Map . L ﬁ

Save Map as ..
Prink Map
Close ? i

‘St _,
192-1 ’

® 4 o =

The NMS also provide the printing feature, where user is able to print the whole map

by just select the File > Print Map option from the Map Container menu bar. Then it

will redirect the map to the printer connected to the terminal where you run the NMS.

5.2.3.15 Map Zoom

As a graphical solution for a network system, the LevelOne Mesh Network
Management Tools provides the zooming feature for the user to manage the topology

map more efficiency. Three options are available: Zoom In, Zoom out and Zoom Fit.

The Zoom In and Zoom Out feature enable user to enlarge and minimize, respectively,
at the scale of 25%. Whereas the Zoom Fit feature will resize the topology map to the
most suitable size to fit in the screen. The following figures illustrate the effect of the

zoom features.
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(Zoom Out)
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5.2.3.16 Node Label (Layer-3/Layer-2)

When a topology is plotted on the NMS map, user might wish to display the nodes
label with something else instead of the IP Address (or MAC Address for Layer-2
map). In order to change the label view of the topology, select Map > AP Label from

the topology map menu bar. Two options are available: /P Address and Name.

wektings  Map File Settings
Start Scan  f ®® I 1 _ i | Initigte Port =01 ©F
E ;ﬂ p ] | Bean-F 7E .],H;E
Skop Scan - J I ' { [
Zoom In : e
Znom Out _ Foom Qut
e Zoom Fit Zoom Fit
- 7]
3 Lock AP : I_ Lack AP
AP Label  »  #IF Address YT o ac Address
Marne ]
Marme
6 a0 : o e :
ot 101651 : e AR
) ]
2 2 . 2 =
J'D a__ 'El ".:l aI-_:l
o _ 100111 Unidefinied
g ) ol Lo s e ol O
e i © RIRRAED s .

AL BT
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By default, when a new node is found and added into the map, its initial name is
“Undefined”. Therefore, if user is wish to update the name of the specific node, right-

click on the node, and select Change Display Name from the popup menu.

Show Properties
AP Configurator
Web-Based Config

Change v2e Community
Change v3 Passwords

Change Display Hame

Delete from Map

Following the step, a dialog box would popup to prompt user to enter the desired

name for the specific node. Click Update Display Name button to complete the step.

Fleaze enter the new display name for AP 10.21.206.1.

PO

Update Display Mame ] [ Cancel

5.2.3.17 Customize Map

This feature provides user the flexibility to change the look and feel of the topology
map, by replacing the existing AP unit icon and the links between AP in the map.
User can import their custom-made icon, or adjust the color to fit their visual

requirement.
The customization can be divided to three parts, the Node, Link (Radio 1) and Link

(Radio 2). The method is straight forward. Select Settings > Customized Map from

the NMS menu bar, to invoke the Map Customization Tool window, as illustrated.
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ltem to customize:

@ Mode O Link (Radio 19 (O Link (Radio 2

Node Icon

Select Operating Mode: ]Gatewa-f.

3

fdceessiblal  [Thaccessiblie)

Hode Indication
Show Label ?

Label Forearound | oo, oo xxx. xxx |E]

Use Defautt

sre: irmgigatesay_ok gif E] Lpddate:

Save & Apply Changes ] [ Close ]

[tern to customize:

() Mode ()1 1% (O Link (Radio 2
-Solid Link Weak Link
Color X E] Calar
Thickness 16 Thickness
Diashing Pattern _ Diashing Pattern

Like 1 200 Lire 1

Space 1 jLufn} Space 1

Line 2 0.0 Line 2

Space 2 0.0 Space 2

Prewiew: Prewiew:

16

200
5.0
100
5.0

/

Use Default

Save & Apply Changes ] [ Cloze ]
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Itern to customize:
O Mode O Link (Radio 1) @ Link (Radio 7}

Solid Link | rWWeak Link

Color % E] Color X E
Thickness 16 Thickness 16 -
Dashing Pattern Dashing Fattern

Line 1 200 Line 1 200

Space 1 0.0 Space 1 5.0

Line 2 0o Line 2 100

Space 2 0.0 Space 2 2.0

P rewienm: Preview: -
Uze Default

[ Save & Apply Changes H Close ]

At the Node part, user may select the icon that need to be updated from the drop down
list. The item in the list includes every operating mode that recognized by the NMS.
After that, fill in the path of the new image at the src column (or click the *“...” button
to choose from the file chooser window). Hit the Update button to update the new
image icon. Besides, user can also decide whether to show the indication of the AP-
unit, which could be IP Address or MAC Address, by using the available checkbox;
and alter the foreground color of the [P Address using the “...” button to select a
desired color from the popup window. Hit the Save & Apply Changes button to
commit the changes. The Use Default button enables the user to restore the default

settings of the AP unit look and feel.

Meanwhile, in order to change the style of the link, switch the Map Customization
Tool to the Link page. Note the Link (Radio 2) is an optional case for APs that are
Dual Radio mode. User can change the color by hitting the “...” button to select a
desired color from the popup window. Then key in the thickness of the link and its
dashing pattern. The dashing pattern defines the way the dashed link look like. The
following table explains how to use the dashing pattern. After fill in the data, user
may click the Update button to update the image at the preview. Once confirm the

changes, select the Save & Apply Changes button to commit the change.
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Pattern Preview
(linel, spacel, line2, space2)

20,0,0,0

20, 10, 20, 10 _—— — —_——_—— -

5,10,5,10 | L L Do o oo - - -

20, 3, 10, 3 ———

20, 10, 30, 5 — —_— —

Here is an example to show the effect of the map customization.

a) The original map

P

1022897 1

/

10181231

b) Select Map Customization Tool and change the gateway & relay icon

Node Icon
Select Operating Made: |Relay ]
J a
(Accessibia)l  (inaccessibig)
sre: imgivelay _nok gif B

c¢) Switch to Link (Radio 1) page and edit the attributes

Link
Solid Link Weak Link
Color X D Calar X D
Thickness 30 Thickness 16
Ciashing Pattern Diashing Pattern
Line 1 15 Lire 1 20.0
Space 1 5 Space 1 5.0
Line 2 15 Line 2 10.0
Space 2 5 Space 2 5.0

- rd o -
Preview: Preview: -
-t -~
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d) The customized map will look like this now.

Note that, the changes of the AP unit node and link applies to every map created or

opened on the NMS.

Phy sice(@)
Chernistry ? P
et o
Biology | _»"10.22.97.1
f h
th ﬁn“{
Cafal
Ty and &

5.2.3.18 Background Image Transparency

This is a special tool used to adjust the opacity of the background image of the
topology map. Select Settings > Background Transparency from the map container

menu bar to allow users to alter the transparency of the background to a level that the

APs and links are clear to view.

View the following figures to see the effect of the transparency tool.

([}
Tranparency
100%: 1|
(1
I (100%)
I
Fhysica(A) Tranparency
A g L oo suppie gl S
Charnisiry Fhysica{G)y ke
hogy ' Lbctu re Hall
il 14
:i' 'l LAl Ll .m;!hlamabmli | Eﬁ% |
¥ RIS e
L | - ._.4-!1 g .“:. :__i'"__l i ;
& . -Eﬁa“é?%%s - Wdﬂ-?;'_“’ dig)
P Library— 0%
pdministratiofgeele® o, Sow. £ . Reseach [ |
[— (50%)
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L

— Tranparency
100%

v- 0%
omll (10%)

The tool will be closed automatically when it loses focus (mouse click anywhere out

from the tool).

5.2.3.19 Block List

The Block List offers the NMS users a filtering tool in the topology map. User can
define the IP Address to block, once the AP is blocked, it will be removed from the
topology map, and will not be added to the map even if it is detected by the NMS.

To move an IP to the block list, click the Block List button on the toolbar, or select
Settings > Block List from the menu bar. A window will emerge, as shown by the
figure above. Then user can choose the node to block from the Available Nodes
column. Select the IP, and hit the Add button. The IP will be move over to the Nodes
to Block column. On the other hand, if user wishes to undo the step, use the Remove

button to move the IP back to the available list.

The Add All and Remove All button perform the same operation by moving every IPs
in the list. Finally, hit the OK button to commit the change. (Note: asterisk in the list

shows the IP is a gateway node).
The blocked IP Address will be saved into the map setting file when the user saves the

topology map. Hence the IP will still be blocked when the current map profile reload
in the future.
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Block List

Fleaze select nodes to block:
Available Nodes:
10111 | add--
01651 [
0211
19216811649

Add sz |

[ == Remaove Al ]

[ (0], H Cancel ]

Maodes to Block:
| 1104834

5.2.3.20 Lock / Unlock

This feature is intended to prevent the user from dragging the node away from its

current position accidentally. User can select Map > Lock AP from the menu bar or

use the Lock AP button on the toolbar to lock up the nodes on the map.

Map Map
Skart Scan 4 n Faa O Start Scan
; 3 iy Scs
StopScan B L ‘ Stop Scan
Zoarm In Zoarn In
Zoarm ok Zoarm ok
Zoom Fit P Zoarm Fit
Lock &P ﬂ nlock AP

CETE

D

Conversely, click the Map > Unlock AP or Unlock AP button on the toolbar to

release the lock. Hence, once user has complete positions the nodes, turn on the lock.

5.2.3.21 Node details

The table next to the map container is the node details table. The table displays the

properties of the selected Mesh AP unit. In order to load the data, user can double-

click on an active unit (gateway or relay or client-relay), or right click then choose the

Show Properties item from the popup menu.
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System

System Mame

¥ i
-~ . Systern Location l.lnknown
118 =l DD 2= Swstem Mode |Gateway w
AP Configurator Contact Mame support
Web-Based Config Contact Email
Contact Phone }
Change vZ¢ Community Description Mesh AP
Object ID [t.3.6.1.4.1.25541.1

Change v3 Passwords

[ Save Changes ][ Cancel

; Delete from Map

As mentioned previously, the NMS use the SNMP method to read the data. Hence if
the data is failed to load, you may check the SNMP Community or Passwords. The
two small circles on the top of the table indicate the status of the table. If the green
circle is light up, it shows the table is loaded completely; if the orange circle is light
up, it means the table is loading the data, else if the circle to turn to red color, it

indicates that the data loading is failed.

Neighbour Signal Strength

RS5] value
0 & 10 15 20 25 30 35 40 45

10.2.1.1

11111 _i

IP Address

10.168.5.1 | ———
”

On the other hand, the bar chart at the bottom of the table displaying the signal
strength (in RSSI) between the selected AP and all its neighbor nodes. The scale of the
chart can be enlarged by dragging the desired range of x-axis. Drag backward to reset

the chart.

5.2.3.22 Client Properties

The client properties panel is located at the other side of the map container. In order to
mitiate the NMS to download the client details, hit on the Start button at the bottom

of the panel. In case if there is more than one map is running, a menu would popup to
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prompt user to select which map to be targeted. Once selected, the scanning will be

started instantly.

Target Map: | -
Tyl =
Map_B I

The automatic refresh feature of the client properties panel enable the admin uses the
live information regarding the clients associated to the Mesh AP unit discovered by
the NMS. The panel will be refreshed once per minute. On the other hand, if user
wishes to refresh the panel manually, simply click the Refresh button at the bottom of
the panel. While the downloading is in progress, the buttons will be replaced by a
progress bar, showing the status of the process. The NMS will download the
information from every single node in the target map discovered. To stop the scan,
simply hit on the Stop button. The Target Map column displays the name of the map

where the client panel is scanning.

The panel is divided into two portions, the Client Properties and Client Signal
Strength. The Client Properties portion display the details regarding the client, for
instance the MAC Address, channel number, link speed and the idle time. In the case

if there is no client associated to the AP, a message “No Client Found” will be

displayed instead.
Client Signal Strength ™%
Client Properties
10111 10111
- Mo Client Found - - Mo Client found -
192.168.1.169 192.168.1.169
= helloaP Refiod P
S 00:60:3e:b0:da:et I 54 rasi
P Channel: & selioMesh
B Speed: G kbps GG
B dle Time: 120 = 00:60:3e:10:21:b0 N a1 res=i
00:60:3e:cd:a7 12 D O r=si
+l hellohesh

On the other hand, the Client Signal Strength panel displays the signal strength of the

clients associated to the AP, in the unit of rssi. Similarly, if there is no client
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associated to the AP, a message “No Client Found” will be shown.

5.2.3.23 Get/Set using MIB Reader

This section describes briefly about the usage of the MIB Reader of the LevelOne
Mesh Network Management Tools.

File Wiew Settings Adwanced Help

OB eREBEHEN 4 4
|

AL T SMMP ersion Version 1 or 2 v/
—— — er=ion Yersion 1 or 2c ™|
systemTrapsSysternStatus ~| IP Address 1921651102 Usernatme
nodeConfiguration Community | FEEEEEE Authentication Password
3 nodeConfigurationSystern 1 et Vi o . i
@ systemName nput Yalue tivacy Passywon
4§ mLocation elln] A56141255411.212 Synitax DizplaryString
¥ systemContacthlame Description:

@ systernContactiail
@ systernContactPhone
@ systernDescription
i systernObjectid
-@ systemOperatemode
3 nodeConfigurationEthernet
B ethernetinterfaceTable
= athernetinterfaceTakleEntry
% ethinterfaceTableindex
@ ethinterfaceTableMame Output:
0 ethinterfaceTableBase Kuala Lumpur
O ethinterfaceTableMac

s athintarfaraTakhlaBridmg o

"The location name of the managed dewice'

L E (S

Globhal Yiew [|

Map | pIB | Alarm

As illustrated, the center frame of the MIB Reader consists of three parts, SNMP
keywords, description area and output area. The SNMP keywords portion is the area
where user fills in the necessary parameter that need to perform any SNMP action.
For instance, if the SNMP version to use is version 1 or 2c, then the Community is the
required field; else if version 3 is selected, then user need to fill in the username,
authentication password, and privacy password fields. The Input Value field is used

when user wish to execute the SNMP Set command.

43



SMNMP Version Version 1 or 2c A

IF Address  192.165.1.169 Username SMMPFWISE;
Community rErEaEw Authentication Password | sssw s v ®
Imput Value 00:11:e4:3c:63:11,kesting, 1, 1| Privacy Passwaord EEEREEREASE
QI 1.3.6.1.4.1,25541.,1.2,16.3 Synkax

Description:

"Thi= table display the Mac Locess Table. ™

Output:
Total Row: E

macaccessTableMac macaccessTableComment macaccessTabledctive macaccessTableRowsta, .,
0011 22 33 44 f nocmd enablel1) ackivall)

00 1552 25 fé a2

newenkry enablell) activell)

The Description area displays the description of the selected MIB tree node; whereas

the Output area prints out the output of the SNMP action.

Get Action

Select any tree node (make sure it is either read-only or read-write type)

2. Fill in the required parameter according to the version of SNMP to use.

3. Click the Get button on the toolbar.

4. The output should now display at the Output area.

Set Action

1. Select any tree node (only read-write type)

2. Fill in the required parameter according to the version of SNMP to use.

3. Enter the value to be set at the /nput Value column. You may refer the
Syntax column to ensure the type of the input (eg: Integer,
DisplayString..).

4. Click the Set button on the toolbar.

5. The Output area will display the result of the action, either “(Set
Successfully...)” or “(Set Failed...)”.

Read Table Action

1. Select a table tree node
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Fill in the required parameter according to the version of SNMP to use.
Click the Load Table button on the toolbar.

The Output field should display the whole table now.

Use the Refresh Table to reload the table.

A

o Add Table Row Action

[

Repeat the first three steps of Read Table Action

2. Then enter the table values in the Imput Value field. Values are
separated by a comma (,). (see the following figure)

3. Click the Add Table Row button on the toolbar.

4. The new entry should be added to the table.

e Delete Table Row Action

1. Repeat the first three steps of Read Table Action

2 Select the entry that you wish to remove from the table.

3. Click the Delete Row button on the toolbar.

4 A popup window would appear to ask for your confirmation to delete
the selected entry. Hit OK to proceed.

5. The selected entry should be removed from the table.

o  Snmp Walk Action

1. Select any tree node. (It can be a table, scalar or even the main node)

2. Fill in the required parameter according to the version of SNMP to use.
3. Click the SnmpWalk button on the toolbar.

4. The output should now display at the Qutput area. It could take some

time to fetch all the data if the selected data is large.

Note: Please try to avoid Add or Delete the SNMP Table entry of the customized-MIB,
since there are some tables which are internally correlated, such as VLAN table and
Wireless table. Setting the table incorrectly would cause severe corruption in the

System.
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5.2.3.24 Load/Unload MIB

The MIB Reader of the NMS includes the feature to load and unload the MIB file
from other resource. Therefore, instead of the customized MIB, user can load other
standard MIB into the MIB Reader as well to read the parameter of the managed

device.

In order to load a MIB, click on the Load button on the top of the MIB tree. A file
chooser window would popup, to prompt user to enter the desired MIB file. Click

Open to load the file.

On the other hand, the Unload button next to the Load button would unload the
existing MIB in the tree. Select the unwanted MIB, click on the Unload button. A
confirmation dialog box would turn up, to get confirmation from the user to remove

the selected MIB. Click the Yes button to proceed.

[ o

Unload MIB?

fre you sure yol wank ko unload
RFC1213-MIE?

Yes

5.2.3.25 Alarm Table

The Alarm Table of the LevelOne Mesh Network Management Tools enable user to
check on the traps and notifications caught by the trap receiver. The entries are read-

only, and shall be deleted once they were resolved or reviewed.

In order to start listen to the traps, hit the Start button at the toolbar or select Settings
> Start Trap from the menu bar. Select the Stop button, or Settings > Stop Trap to
stop the trap listener. User can change the SNMP Trap community or passwords at the
available columns and hit the Set button. The checkboxes at the bottom of the settings
section are the table filtering options. Clear the selection of the checkbox to hide the
relative entry in the trap table. Each level of severity is represented by a different

color.
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Select any entry from the alarm table, its description will be displayed at the Trap
Description area at the bottom of the table. If you wish to remove the selected entry,

click on the Delete button.

OEEE S8R He 4s
i jm{m}
Trap Viewer [ Delete ][ Selectall |[ Deselectan |
SHMP Settings v index | Source [P | Description | Sewerity | Titne Stanp |
Part 62 1 192.1681.129 uzerTrapsUserLogin
versi B = 2 1921681128 systemTrapsSystemReboot
ersion ¢ 1921651123 systemTrapsSystemmebont
Community rEnEEE
Uszer hame Ay 3 LISer admintiMSNodeDown Wed Jan 16 17.53:56 SGT
Auth Password |[Fesarrasaannas
Priv Password  |Fesreasassnannns
E Statns: ILiscen:mg to traps. .. Log to File
View (Severil v
{ ity) Trap Description
Critical .
Major
Warning
Irfoirtriative
Unknown
Alarm Level 7
Warning Mag Alarm Beep
Critical =
Major
Warning
Informative
Off | Mute
Add Trap Agents
Add Now
Map - Alarm

The Alarm Level area is to enable the user to determine the level of the warning
message popup and the alarm beep sound. User may drag the slider to alter the level.
For instance, drag the slider of the warning message to Minor, the warning message
would not popup if the level of the alarm received is Warning or Informational. The
following figures illustrate the example of Warning Message, which will be displayed

at the left bottom corner of the screen when the trap is received.

A New Trap Caught!

WARNING

Description: systermnTrapsSystemFeboot

Time Stamp:Sun Feb 11 15:48:45 SGT
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5.2.3.26 Add Trap Agent

This feature is a wizard window, intended to assist the user to set one, or more than

one node to be the trap agent of the host system at the NMS, simultaneously.

Hit the Add Now button at the trap viewer mode, to invoke the wizard. At the first
page of the wizard, user will be prompt to enter the IP Address of the desired nodes,
to be set as alarm agent. User can enter the IP Address manually, or select from the

drop down list provided. Click Next to proceed.

Please select the available nodes to configure:

Available Maps |testing Ey

Ayailable Modes 10.1.1.1 w| | addtoList

Nades to be Consf 111

N0.16.5.1 192.168.1.169
| 101651

10.2.1.1
10.33.33.1

Then, enter the required SNMP keywords, such as version and community. Click Set

to proceed or Back to back to the first step.

Please enter the SHMP Password of the agent

SMMP Yersion 3 v
Carnmunity |
lser Mame Isnmvarwuser

Auth Passwaord |1HHHHHHHHHHHHr

Pri"." Pasgwnrd |*******#******t*|

| <<Back |[ set |

Once the configuration is done, click Proceed button to proceed to reboot page, or

Back to the previous page.
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¥ 104854

o 016161

[ == Back ][ Proceed ]

If Proceed is pressed, the following page will be displayed. User may select the IP
Address of the node configured just now to be rebooted. In case if user is wished to
reboot the device manually afterwards, click Reboot Later. On the other hand, hit the

Reboot now & Close button to start reboot the devices.

Rehoot

FReminder: User Is reqiived to reboot the AR in arder to activate the hew
settings

Pleaze select nodes to be rebocted.

[ Reboot nowe & Close ] [ Fehoot Later ]

Once the AP unit is rebooted completely, it will contain the information of the Alarm
Host System in the NMS. Hence, it will redirect the alarm message and notification to

the NMS when there is any.

5.2.3.27 View Log Files

There is a feature in the NMS allow the user to back-track the log files of the system.
Select View > View Log Files from the NMS menu bar to invoke a new dialog box, as

shown at the following figures.
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View Log Files

1004234 Jul 0207
1004234 Jul 0207
104230 Jul 0207
1004348 Jul 0207
10043:56 Jul 0207
10042056 Jul 0207
1004359 Jul 0207
1004400 Jul 0207
1044:00 Jul 02 '07
104410 Jul 0207
104410 Jul 0207
1004423 Jul 02'07
104433 Jul 0207
104453 Jul 02'07
10044:53 Jul 0207
10045004 Jul 0207
104515 Jul 02'07
104516 Jul 0207
104516 Jul 0207
100 45:26 Jul 02'07

Wiewy Type |Sta1us Log B
File Mame |ro_,l'ecflTots'I Mesh MUSStatus Lagh 2007000102 test site_logbd| ..
Log
10,4234 Jul 02 0 10481231 is down! ]

- 102287 1 iz dovwnl

- Soan Stopped!

- Scan Started with 101512351

- Scan-IP Address changes.

- Soan Stopped!

- Scan Started with 1921681 156
- Meswy Miode Foune: 10018.123.1

- Mewwy Mode Found: 10022 87 1

- Scan-IP Address changes.

- Soan Stopped!

- Scan Started with 10181252

- Scan IP timeaout!

-1018123.1 is down!

- 1022971 is dowen!

- Soan Stopped!

- Scan Started with 1921681 156
- Meswy Miode Foune: 10018.123.1

- Mewwy Mode Found: 10022 87 1

- Scan-IP Community (w22 changed. ™

Then user can select the type of log to view, including Status Log and Alarm Log.
Key in the desired file name, or hit the button next to the column to select the file, and

select the Reload button to load the content of the file.

View Log Files

Wiew Type |Alarm Log el

File Mame b\new peofech Total Mesh MWW arm Logh 2007 00n1s_alarm bt E
Log
[R-FA RN R ) AT QRS =T P Ay = [INRIULET N B RNUR Y RN
1921651 161 adminTrapsAdminCont Informative  FriJun 1517200
1921651 161 acdiin TrapsAdminCont Informative  FriJun 131721
1921651 161 acdiin TrapsAdminCont Informative  FriJun 131721
1921681 161 syvetemTrapsSystemStatus Pfiruor Fri Jun 151721
Local Hast acdmintShodelovn Plajor Fridun 15 17:2%
1921681 161 zystemTraps SystemStatus Minor Fri dun 15172z
192.168.1.161 adminTrapsAdminCont Infortmative  Fridun 19 17:22
19216581161 adminTrapsAdminCont Informative  FriJun 131722
1921651 161 aystemTrapsSystemStatus Mirar Fridun 15 17:2%
Local Host admintMSScanTimeout Mfircr Fridun 131722
Local Host adrminikSMNodeDovwh hdajor Fridun 151723
Local Host adrminikSMNodeDovwh hdajor Fridun 151723
1921681 161 ayvatemTrapsSystemStatus Pfiruor FriJun 1517232
Local Host admintMSScanTimeot finar FriJun 15 17:24
1921681 161 adminTrapsAdminCont Informative  Fridun 15172
1921681 161 adminTrapsLdminConf Infarmative  Fridun 15 17:24
19216581161 adminTrapsAdminCont Informative  FriJun 131724
1921681161 adminTrapsAdminCont Informative  Fri Jun1517:2¢
192.1658.1.161 admin TrapsAdminCont Informative  FriJun 15 17.26% |
<] 2]
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5.2.3.28 Show Route

When user moves the mouse over the plotted AP unit on the topology map, a small
blue dialog would appear on the screen, displaying the routes of the selected unit. The

route describes how the AP link to the other nodes in the same mesh network, as

illustrated by the figure below.

iz ateway - On)

The figure above shows the node 10.28.43.1 is currently connected directly (in blue
font) to 10.30.45.1, 10.22.157.1, and 10.19.49.1.

M

9 .Y
v § 10.20.184.1 (Relay - On)

,i,i =

Whereas the figure above illustrates how the routes are displayed when nodes are not

directly connected. From the example, node 10.29.194.1 and 10.22.202.1 are not
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directly connected. Instead, the connection between them is established via node

10.27.192.1 (red color font), according to the route box.

If user would like to disable this feature, please select Settings > Display Node Route

from the map container menu bar.

Socket Port
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5.2.3.29 Create VPN Connection

If user would like to scan a network through the backbone line (WAN), a VPN
Connection is required in order to create the communication link between the NMS

and the Mesh APs discovered through a VPN Server.

To create a new VPN Connection, use the New Connection wizard of Windows. In
order to start-up the wizard, open the Network Connections Page (Start Menu >
Control Panel > Network Connections), then select New Connection Wizard. When

the wizard turn up, follow the following steps to do the set up: (*refer to the following

screen shots)

= Introduction — Welcome page of the wizard

Hew Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helpz you:
* Connect to the Internet.

* Connect to a private network, such as vour workplace
nietwork.

* Set up a home or zmall office network.

To continue, click Mest.

MNext > ][ Cancel

53



=  Network Connection Type — Select Connect to the network at my workplace

and click Next button

T

Hew Connection Wizard
Metwork Connection Type
wihat do you want to do?

(") Connect to the Internet
Connect to the Intermet g0 pou can browse the Web and read email

(+) Connect to the network at my workplace

Connect to a business network, [uzing dial-up or WPM] 20 wou can work, from home,
a field office, or another location.

() Set up a home or small office network
Connect to an esisting home or gmall office network or 2t up a new one.

() Set up an advanced connection

Connect directly to another computer uzing pour genal, parallel, or infrared port, or
zet up thiz computer so that other computers can connect to it

< Back “ Mewt » ][ Cancel

=  Network Connection — Select Virtual Private Network and click the Next

button

Hew Connection Wizard

Metwork Connection
Howe do you want to connect to the netwark, at your work place?

Create the following connection:

(") Dial-up connection

Connect using a modermn and a regular phone line or an Integrated Services Digital
Metwork [ISDM] phone line.

(%) Wirtual Private Network connection

Connect to the network, using a virtual private network, (WPN] connection over the
Iktermet.

< Back “ Mewt » ][ Cancel
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Connection Name — Enter a desired Connection Name and hit the Next button

Mew Connection Wizard
Connection Hame
Specify a name for thiz connection bo your workplace,

Type a name for thiz connection in the fallowing box.

Compary Mame

ahorymous

Far example, you could type the name of your workplace or the name of a server you
will connect to,

< Back ” Mt = l[ Cancel

Public Network — Select Do not dial initial connection and press Next button

T

Hew Connection Wizard

Public Network
windows can make sure the public network is connected first,

Windows can automatically dial the initial connection to the Internet or other public
netwark, befare establishing the wirtual connection.

(#) Do nat dial the initial connection,

(") Automatically dial this initial connection:

< Back “ Mewt » l[ Cancel
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= VPN Server Selection — Enter the host name or the IP Address of the VPN

Server that you wish to connect, and click the Next button

Mew Connection Wizard
VPN Server Selection
What iz the name or address of the WPM zarer?

Type the haost name or [nternet Protocal [IP] address of the computer to which you are
connecting.
Host name or IF address (for example, microsoft.com or 157.54.0.1 )

|2uz.1 5613

< Back l[ Mext > ][ Cancel

=  Complete — Click Finish to complete the set up
After the shortcut is created, user is required to go to the Properties page, by right-

click on the shortcut icon, and then choose from the popup menu. Alternatively, it can

be opened from the Connect page, as shown:

Connect anonymous \m

User name:; | lagin |

Passwiord: |iiiiililiiii| |

[ ] Save thiz uzer name and paszword for the following users:

ke anly
Arwone who uzes thiz computer
i e
I LConnect ][ Eancel( [ Froperties ] elp
e
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At the Connection Properties window, perform the following steps:
= Select the Networking Tab at the top of the page
= Select the Internet Protocol (TCP/IP) from the available list
= Hit the Properties button to configure the item’s properties
= At the TCP/IP Properties window, select the Advanced.. button, another
window (Advanced TCP/IP Settings) would appear.
= At this window, make sure the Use default gateway on remote network option

1s checked and click the OK button.

anonymous Properties
General | Options | Seculy | Metworking | Advlnced
Type of WPN:
PPTP PN v

Settings

Thiz connection uzes the following items;

”

E M Packe IS CILIE

.@ File and Printer Sharing for Microsoft Metworks i |

J_E_E Client for Microsaft Mebworks ]

[ Install... [ Froperties ]
Dezcription

Tranzmigzion Control Protocalflnternet Protocal. The default
viide area network protocol that provides communication
across diverse interconnected netwarks.

()4 ] [ Cancel
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]
Advanced TCP/IP Settings B

Gereral General | DNS || wiINS
“ou can get IP settings assigned automatically if your network Thiz checkbax only applies when you are cannected ta a lacal
supparts thiz capability, Othensise, you need to ask your netwark nietwark. and a dial-up netwark slmullanequsl_l,l. When checke.d, data
adrninistrator for the appropriate IP settings. that cannat be sent on the local netwark is farwarded to the dial-up
etk

(%) Obtain an IP address automatically
(O Use the following IP address:

[] Use detault gateway on remote netwark.

() Obtain DNS server addiess automatically Enable the OptiOl’l

(O Use the following DNS server addresses:

ak. ] [ Cancel

The configuration of the VPN is done.

5.2.3.30 Configure Mesh APs

Two methods are available to configure the Mesh AP unit remotely via the NMS,: thru
Web-based Configuration Page or launch the AP Configurator. In order to invoke any
of these two methods, right click on any of the active Mesh AP unit on the topology

map (gateway or relay). A popup menu would appear, as shown:

Qﬁ.m AN e

| Show Properties
1018
AP Configurator
Web-Based Config

Change Community

Delete from Map

Select the AP Configurator or Web-Based Config option. The following figure shows
the screenshot of the Web-based Configuration page.

58



If the AP Configurator is selected instead, a window would appear to prompt user for

the SNMP password and community, as shown:

-,

SHMP Community/Passwords

rlease provide the fallowving SMMP keys before you proceed.

IP &ddress 1921681 169
SHMP Wersion |1 2c M
Cormrrnity |1r1r1r-.nr1r1mmr|

[ Proceed H Cancel

(Version 1 and 2C)

SHMF Community/Passwords

rlease provide the fallowving SMMP keys before you proceed.

P &ddress 1921651 169
SNMP Version |3 v
=er Matne Isnmpvﬁrwuser

Auth Passward |H*HH *

Priv Password |****”*””*|

[ Proceed ][ Cancel ]

(Version 3)

After enter the required passwords, click the Proceed button to initiate the AP
Configurator. If the password is incorrect, an error message will show on the screen

and urge user to reenter the password accurately. For more details regarding the AP

Configurator, please refer to the next section.
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5.2.3.31 Discovery Tool

Discovery Tool [Z]@
@
IP Address MAC Address Mode
192.168.1.102 00:13:72:25:C0FB AP-Bridge
1921681174 00:30:4F:4B:13:F4 Gateway
192.168.1.141 00:02:6F 4E:13.B6 Gateway
192.168.1.84 00:11:A4:10:00:66 Layer2-Giy
192.168.1.83 00:11:A4:10:00:64 Layer2
192168177 00:11:A4.FF:FF:68 Layer2
Selected AP
Systern Mame IP Address
MAC Address Subnet
System Mode Configure AP | - Please Select- bt
Settings Discoverl
Status: Scan Finished! (6 AP found.)

The discovery tool is an advance feature added to the NMS. Its main function is used
to discover the recognized AP unit locating in the same subnet. Hit the Discover
button at the bottom to initiate the scan. The APs found throughout the process will be
displayed on the table.

User may click on the entry on the table to view the information regarding the AP,
such as system name, MAC address and so forth. Further more, the selected unit can
be configured by using the drop-down list at the top of the Discover button, to open

the AP-Configurator or Web-based configuration page.

5.2.3.32 View Interface and Client Live Statistic

The new feature added in the latest version of NMS, provides user a graphical and
readable statistic table regarding the target Mesh AP unit. The information that
monitored by the live stat portion includes the interfaces throughput, clients’

throughput, as well as the memory status.

In order to invoke the live stat window, switch the NMS to the Map Container view,
and then look for the Live Stat Settings portion at the left bottom corner. User may
enter the [P Address of the target node (or just click on the node on the map to load
the IP) to be monitored, and its corresponding SNMP Key. Hit the Start Live Stat

button to initiate the window.
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test

Live Stat Settings
Mode P 10151231

SMMPy 2o £
COMUTILNTTy #sses
FPall Interyal 10 seconds

| stert Live Stat

Map | MIB | Alarm Eve

At the popup live stat window, click the Start Polling button at the top to start the live
stat. The window consists of two parts: the System Stat and the Client Stat. The
System Stat page displays the memory status of the system and the statistic of the
interfaces throughput. The table will be updated at a certain interval, which is set by
the Poll Interval field at the Live Stat Settings corner.

End Polling

System Stat | Client Stat

Host Details

System Uptime (7 days, 2 hours, 37 minutes, 33 seconds.
SystemDate  |2007-2-12,14:44:36.0,+8.0

Memory Size 1033236 KBytes

Description Allocation Unit Fres Storage
Memory Buffers 1024 495144
Real Memory 1024 62096
Swap Space 1024 3026352
i 4096 26244995
loys 4096 0
Iprocfbusfusb 4096 0

Interfaces Statistic

Interface | In(bps) Outtbps) | Aveln...  AveOu... | AveErr... | AveErr...
ethil |15a9 |1e03 161 |z ] o |

Status [ l

The second page shows the throughput statistic of every client that associated to target
node. The results of the transmission and reception data packet rate are displayed in
the form of graph. The table at the bottom of the graphs tabulates the client list with
their respective MAC Address and online time. To stop the polling process, click the
End Polling button at the top.
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End Palling
. 10.29.1
e iS';.-'stem Stak | Client Skat | b
Tr e s vy b s beres D6 on Eon —
a0 = |hoaza
§- 10 J EE
7 e 2 S i
a 2,500 5,000 7, 500
s A IE"DI
TFE ED. 1SS 20— 1 P01 A R
TE2 0. 158 25 1F2 201534 2850
[EFTEIFTPSY TSN & Y T [ —
40 I
30
B o 10.29.1
i el | s Dlovracic
1; =500 =000 7,500 o050+
—— 0o:12:
LR T T T p— e T R 00:16:
1ER DS B 1EE R a2 S0 Ao
T o russ rrs ko as berry £F o e
10171
= a0
& =20 x
Soya |
IO Kl P Y RN ﬂ.ﬁ wdil | 10.25.1
o =500 5,000 7 GO0
e ol Doracie
LR T I R T R R PO e ao-4=-
UFD DO e g 1FE D0 S BS0 a0z
P o ez vk ey D3 oo oo:a:
s By
& =D
=
L -
a 2,500 5000 7,500
Hacsryricia
TFR 20158200 —— 17220, 59 2918
L R LT 1TFr2.an. 1 E5a.250
Client IP Addr... = Client Mac Ad...  Online Time
172,29,134,249 |00 16 ce 51 f6 54 |1:359:03 L
172,29,134.248 |00 197d 79 e6 47 |2:03:35 =
172.29,134,250 001302 e0 4558 [3:39:45 b
Status

5.2.3.33 Logout Client

At the latest version of the NMS, the administrator is able to log out and block the
user from accessing the network, by using the Logout and Block user button at the

Live Stat Window
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In order to remove the client, user must run the Live Stat Window. In the Client Stat
portion, the table at the bottom lists the client that has log on to the network. Select
the client (Mac Address) that to be removed, and hit the Logout and Block user

button.

(o5

A window would appear on the screen to prompt user for the SNMP version to use

)

and its corresponding community or passwords. Click the Block User button once
completed the step, and the selected client will be removed from the active client table,

and added into the MAC Access Table.

-,

Logout Client

Pizase select the SNMWP Yersion vou want to nse

] & |
Wersion 2o | T

=

Logout Client

Click ‘Biock User will fog Wser 00 22 32 00 22 23 ant
frorm the network. in order to restore the Wser, please go
to the canfiguration page of the Mac Access to remove
the nser from list

Uzername uzernamel 23
PaSSWDrd EFTTEETTEEY

Passphrase EEEREXEZEXZZLLL

i Back 3 i Elock Uzer j
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5.2.3.34 Performance Analysis

Since version 2.3, the feature of generate a performance summary of the network have
been added into the NMS. The network analysis is generated automatically once a
topology map (SNMP or Layer-2) is initiated. The reading will be refreshed at a

certain interval.

In order to open the analysis report of the running topology map, select File >
Performance Analysis from the map menu bar. The figure below illustrates the

performance analysis:

Map:[L2tes2 | Date; 20070ct29 | f—
‘Mode List:
Systern Address 00:02:6 49:45:3d
Systern Uptime 0000 days, 00 hours, 49 minutes, 12 seconds.
Systermn Free Memony 5%
Neighbour Node Client

50 1 S il 2 i % i
0 e s e et ke T
40 |
o 5 0 Tl e R S e St Ey e :
20 !
10 1 10 Taalke ]
i |

0 = : . i iz 5 7 vl L i o L 10 - b n 2

00:00 0200 0400 06:00 0800 10:00 1200 1400 1200 12:30 1300 1330 1400 1430 1500 15:30

Time Time
— 00:02:640:45:43 — 00:13:02:b0:4a:8f

Data In Data Out

2,500 ;—[ —0—{—}

2,000 1
o
. 1 D S
o
Z 1000

500

i} il T T E 2 - . . =
12:00 13:00 § 15:00 12:00 13.00 14 15.00
Time Time
—ixp0 — athD — ath1 vlan0 — ixp0 —ath0 — athi vland

Node Status

00:00 01:00 02:00 0300 0400 0500 06:00 07:00 O08:00 0900 1000 11:00  12:00 1300 1400 1500  16:00
Time

W Online W Offline
ggﬂjngs I}merﬂe

On the other hand, if user wishes to view the reports saved previously, select

Advanced > Performance Analysis from the NMS menu bar. Hit the “...” button on
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the top to explore the desired file from the statistic directory. Choose the desired

statistic file, and hit the Generate button to update the window.

Cate:
Load Statistic File
[ 1
Look in; ) Stetistic >|
A |11] 2007MavDs_[L2testt
‘-—-ﬁ 4] 2007Mav05_[L2Resting
My Recent | (|i4] 2007Nowv0B_JL 2fest
Documents —|/i4] a007Mov0E_test2
- 4] 2007Mav07_|L2}est2
@ 4] 20070ct23 [ 2tes2
Deskiop [11] 20070031 _JL2pheln
Jy Documents
-
="
i
My Computer
..é File name: Cpen
Iy Metwork
Places Files of type:  |statistic: Files (* stat) |+ | zancel

[ Settings H Generate ]

The following information that capture by the report:
1. Neighbor nodes signal strength
2. Client signal strength
3. Data throughput (In & Out)
4. Node Status
5

Memory Status and Uptime

Use the drop down list on the top to view the analysis of another node.

The Settings button of the performance analysis enable user to edit the view of the

graphs in the window. User can decide to hide or show the information, and use the

filter list to filter the unwanted data.

For instance, given the Data In graph of node 00.:0b.6b:09:be:3b,
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Data In

1,250
1,000
750
500

Data (octet’s)

250

10:00 11:00 12:00 13:00 14:00 15:00
Time

|—ixp1 — ath0 ath1 vlanD|

In order to remove the athl line from the graph, open the setting window. At the filter
portion, choose the node name (00.:0b:6b:09:be:3b in this case) from the drop down
list. Next, select the graph to filter, which is Data In. Then, key in the item to be
filtered, which is “athi”, in the Item field. Once completed, click the Add button, and

press OK to load the settings.

rView Graph -
[] Meighbour Modes Signal Strength
[ clients Signal Strength

Diata In
Diata Cut

~Filter

Mode List  |00:0b:Eb:09: be: 30 ]

Graph Type |Dataln [ae]

ltern ath Al
Filter List

O0: 0k Bl 09: ke 3k -= Data In -= athl

Remove

[ ], ][ Cancel ]

The line of “athl” has been hidden and the graph would look like this now:
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Data (octet’s)

250
200

160 1

100
S0

Data In

10:00

11:00 12:00 13:00
Time

— ixp1 —ath0 — wvlan0
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6  Configure the Mesh AP using AP Configurator

6.1.1 Overview of AP Configurator

One of the main features of the LevelOne Mesh Network Management Tools is its
ability to configure the Mesh AP remotely. In stead of the Web-Based Configuration
page, user can use the application software that designed specifically for the

configuration of the Mesh AP, namely the AP Configurator.

The AP Configurator utilizes the SNMP protocol to connect the user’s terminal with
the AP over the network. The AP Configurator supports all SNMP version 1, 2C and 3
over UDP. User may read and write the settings of the hardware through the SNMP

agent running on the device.
The figure below illustrates the screenshot of the AP Configurator:

f ApConfigurator {10.1.1.1) E]@\

File Configuration Command Help

Structure [

i.:gzrftiaguratian AP C on fig u rator V O 2

+-Command

Systern Mame:
System Location
Systemn Status:

Systermn Uptime 0000 days, 00 howrs, 18 minutes, 31 seconds.

Expand all Collapse. ..

6.1.2 How to use AP Configurator

This section briefly explains how to configure the AP with the AP Configurator
commonly. Before we proceed, let us have a quick view over the layout of the user
interface. Thru the image at above, there is a tree at the west of the software. The tree
lists all the configuration items in the AP. Click on the item that you wish to view or

alter; the relative page will be loaded in the center frame. On the other hand, the menu
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bar on the top of the software can be used to open the configuration page as well.

There is a status bar at the bottom of the page, where it displays the status of the data
loading and setting. In order to set the scalar values, perform the change, and click on

the Save Changes button. The Cancel button is to close the configuration page.

FTURY FUrL gl

Handle Static [P Client

Save Changes H Cancel

In case to configure any table data, notice that there is a Status drop-down list at the

bottom of every table, as shown:

Action |F‘Iease select an action..,

Please select an action. .
Add

Edit

Delete

Status: Load

Select the type of action you would like to perform: add, edit or delete a table row.
Then, click the “>>” button next to the drop-down list. For add and edit operation, an
extra area will appear at the bottom of the drop down list, where it enable user to enter
the table data. Hit the Add or Edit button to complete the operation. The area can be
closed by selecting the “X” button at the top right corner.

Action | Add

Add Table Entry (%]
MAC Address |
Cormrnent |
Status |Enable <]

For delete action instead, select the table entry that wanted to be removed, click the

“>>” button next to the drop-down list. A warning message would appear to prompt
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user for their confirmation to proceed with the operation. Hit Yes to proceed.

TMAC Access | able

o '\ @
Delete?

Mar Address

0011 223344 ¢ ‘.’
00 1552 256 a \','4) Delete the selected rovw?

o0 lled43cB3dl
Action |Delete m

The Refresh button at the top of every table is used to reload the table.
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6.1.3 Configure the Mesh AP

At this section, we will look into every configuration pages of the Mesh AP one by

one, and briefly describe the parameters in the pages.

6.1.3.1 System > System

System
System Mame MeshAP
System Location pnknnwn
Svstem Mode |Gateway hdl
Contact Marme Isuppcur‘t
Contact Email Isuppurt@annnymuus.mm
ContactPhone  603-112233445]
Description b‘-.ﬂesh Metwark Access Paoint
Ohject ID 1.36.1.4.1.28000.1
[ Save Changes ] [ Cancel

The System page is the general settings page of the AP.

Parameters:
1) System Name
e The generic name of the Mesh AP unit.

e Data type: Display String

2) System Location
e The generic physical location name of the Mesh AP Unit

e Data type: Display String

3) System Mode
e The operation mode of the Mesh AP unit, either gateway or relay or client-

relay.
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4) Contact Name
e The name of the contact person / network administrator

e Data type: Display String

5) Contact Email
e The E-mail address of the contact person / network administrator

e Data type: Display String

6) Contact Phone
e The phone number of the contact person / network administrator

e Data type: Display String

7) Description
e A short description regarding the managed device (Mesh AP)
e Data type: Display String

8) Object ID
e The Object ID (OID) of the Mesh AP specified to support the SNMP
service

e Read-only data

6.1.3.2 System > Syslog

Syslog

Enable Syslag
kLG

Enahle Remote Syslog

Remote Syslog Address |192.1 63.1.135

[ Save Changes H Cancel ]

The Syslog 1s a system feature to send the system log messages to a remote server.

72



Parameter
1) Enable Syslog

e A checkbox to enable or disable the syslog feature.

2) KLOG

e A checkbox to enable or disable the Kernel Log service

3) Enable Remote Syslog

a. A checkbox to enable or disable the remote syslog server service

4) Remote Syslog Address
e The address of the remote syslog server, who will receive all the syslog
message

e Data type: DNS String

6.1.3.3 System > Advanced Tuning

The Advance Tuning panel is divided to two parts, the connection tracking parameters
and the wireless distance. The Connection tracking portion determines the seconds of
various timeout parameters, where as the latter define the estimate operating distance
in meters, for the radio available in the device. Use the reset button to refill the value

fields with the default values.

Parameters:
1) Maximum
e The maximum connection tracking timeout in seconds.
e Data Type: Integer, in range of 1 to 9999999
e Default Value: 212368

2) Generic Timeout
e The connection tracking generic timeout
e Data Type: Integer, in range of 1 to 9999999
e Default Value: 600
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]

Advance Tuning

Connection Tracking

Maxiraum 012368 (4096 ~ 212368)
Generic Timeout 600 (50~ 120)
ICMP Timeout a0 (10 ~B0)
TCP Timeout
Ciose 1o (3 ~ 20)
Close Wail £0 (10~ 200
Establish 5600 (600 ~ 5654000)
Finish Wait nz0 (10~ 3600)
Last Ack a0 (10 ~ B0)
Syn Receive B (10~ 120)
Syn Sent 20 (0~ 240)
Time Wail 120 ({0~ 240)
UDFP Timeout 50 (0~ B0
LIDF Stream Timeout |18EI (70~ 360

Wireless Distance

RadinO W01 (100~ 10000)
Radiod BOS (00~ 10000)
Radio2 400 (100~ 10000)
Radio3 400 (100~ 10000)

Cauntry |MEXICO Fad
[] Operating in Outdoor?
[¥] Enahle Extended Channel Mode

i W f
L Save Changes b Reset

3) ICMP Timeout
e Data Type: Integer, in range of 1 to 9999999
e Default Value: 30

4) TCP Close Timeout
e Data Type: Integer, in range of 1 to 9999999
e Default Value: 10

5) TCP Close Wait Timeout
e Data Type: Integer, in range of 1 to 9999999
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e Default Value: 60

6) TCP Establish Timeout
e Data Type: Integer, in range of 1 to 9999999
e Default Value: 3600

7) TCP Finish Wait Timeout
e Data Type: Integer, in range of 1 to 9999999
e Default Value: 120

8) TCP Last Ack Timeout
e Data Type: Integer, in range of 1 to 9999999
e Default Value: 30

9) TCP Syn Received Timeout
e Data Type: Integer, in range of 1 to 9999999
e Default Value: 60

10) TCP Syn Sent Timeout
e Data Type: Integer, in range of 1 to 9999999
e Default Value: 120

11) TCP Time Wait Timeout
e Data Type: Integer, in range of 1 to 9999999
e Default Value: 120

12) UDP Timeout
e Data Type: Integer, in range of 1 to 9999999
e Default Value: 30

13) UDP Stream Timeout
e Data Type: Integer, in range of 1 to 9999999
e Default Value: 180
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14) Radio 0

The estimate operating distance of radio 0, in meters
Data Type: Integer, in range of 0 to 9999999.

Default Value: 0, which indicates card default

15) Radio 1

The estimate operating distance of radio 1, in meters
Data Type: Integer, in range of 0 to 9999999

Default Value: 0, which indicates card default

16) Radio 2

The estimate operating distance of radio 2, in meters
Data Type: Integer, in range of 0 to 9999999

Default Value: 0, which indicates card default

17) Radio 3

The estimate operating distance of radio 3, in meters
Data Type: Integer, in range of 0 to 9999999

Default Value: 0, which indicates card default

18) Country

The regulatory domain. Select the appropriate country for the system

The list of the country is loaded from the system’s card

19) Operating in Outdoor?

A checkbox to enable or disable the system to operate in outdoor

20) Enable Extended Channel Mode

6.1.3.4

A checkbox to enable or disable the extended channel mode of the system

Network > Network

The network panel defines the DNS settings. This DNS service translates the domain
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name into [P Address form, which recognized by the Internet. If the primary server

failed to perform the translation, the secondary server will take over the process.

Parameters:
1) Primary DNS
e Define the Primary DNS Server I[P Address.
e Data Type: IP Address

Network

Frirnary DINS 192163.1.139
Secondary DME P.D.D.D
Domain |

Default Gateway 19216811

[ Save Changes H Eack ]

2) Secondary DNS
e Define the secondary DNS Server IP Address
e Data type: [P Address

3) Domain
e An optional domain name for the DNS client

e Data type: DNS String

4) Default Gateway
e The default gateway IP Address for the static I[P Address
e Data type: IP Address
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6.1.3.5 Network > WAN

Type
O Static
G) DHCP
() PPPOE
i Save Changes j i Close j
Addd WLAM Tag |

Define the type of WAN interface to use. Three options are available: Static, DHCP,
and PPPoE. If user wishes to change the type to dynamic, select the DHCP, then click
the Save Changes button. If Static or PPPoE is selected instead, the Configure

button will lead the user to the configuration page of the type.

e Network > WAN > Static

WAN
Static IP Address

IP Address |192.168.1.169
Metrmask  £55.255.255.0

[ Save Changes ][ Back. ]

Status; [Load.. OK!

Enter the Static IP Address and its netmask, click the Save Changes button to activate
the Static WAN interface type. Hit the Back to go back to the WAN Type configuration

page.
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Parameters:
1) IP Address
e The static IP Address for the WAN interface
e Data type: IP Address

2) Netmask

e The netmask for the Static IP Address.
e Data type: IP Address

e Network > WAN > PPPoE

WAN
PPPoE

[ ] Enahle PPPoE

Llsername bppneLlser

Fasswiord |1r1rw1rw1rwwww Confirm |wwwwwwwwww

[ Save Changes ][ Back. ]

Status; Load,, OF)

Fill in the PPPoE’s username and password, then click the Save Changes button to

activate the PPPoE WAN interface type. Hit the Back button to back to the WAN Type

configuration page.

Parameters:
1) Enable PPPoE

e A checkbox to enable or disable the PPPoE service.

2) Username
e The username of the PPPoE client

e Data type: Display String

3) Password, Confirm
e The password corresponding to the username of the PPPoE client

e Must key in the same input at the Confirm field to avoid mistakes
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e Data type: Display String

e Network > WAN > Add VLAN Tag

VLAN Tag for WAN
VLAM Tag List

I P Metmaszk Cornrnetit Active

Action |Add R

Add Table Entry (%]
ID |

Tipe |S‘tatin:: Bedl
IP |

Metmask |

Cormrrent |

Status |Enahle A

Add
Note that there is an Add VLAN Tag button at the WAN page. Press the button would

open the VLAN Tag page, where user may define the VLAN ID for a desired WAN

interface.

Parameters (VLAN Tag List columns)
1) ID

e The VLAN-ID
e Data type: Integer, in between 1 and 4096

e The type of the WAN-VLAN defined.
e Available option: Static and DHCP
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3) IP
e The IP Address of the interface.
e This field is disabled if the Type chosen is DHCP
e Data type: IP Address

4) Subnet
e The corresponding subnet for the IP Address of the interface.
e This field is disabled if the Type chosen is DHCP
e Data type: IP Address

5) Comment
e Optional comment regarding the table entry

e Data type: Display String

6) Status
e Enable or disable the table entry.
e Available option: Enable and Disable

Hit the Back button to go back to the WAN-Type page.
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6.1.3.6 Network > VLAN
VLAM Table
Bl
I Matne P Address Metmaszk Cotmrmetit
0 vliand 2331221331 |255.255. 2050 |[nevwwwireless
1 wvlar 0.0.00 295,205 255 280 nat'lan
2 wvlanz 1921651 1 2552552550
| Edit Active vap |

Inactive VAP List |vLAN3 v|| Edit nactive vap |

Edit Inactive VAP -- VLAN3

IC |

]

Save Changes

Twpe |Static: 4
IP Address |
Metrmask |
Address Type |H|:|utahle d
Comment |
Active |Disat:ule 4

The page is displaying the VLAN Table which is showing the activated VAP of the
Mesh AP. There are total of 16 VLANS available in the device. In order to activate an
inactive VAP, choose an entry from the /nactive VAP List, then click the Edit Inactive
VAP button. Then the Edit Inactive VAP — VLANx panel would appear. Similarly, to
edit or disable an active VAP, user can select the entry from the table, and hit the Edit

Active VAP. Fill in the following parameters:

1) ID

e The ID for the VLAN interface.

e The value is ranged between 1 to 4095, where 0 is reserved for VLANO

2) Type
e The type of the VLAN
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e The available options are static and dynamic

3) IP Address
e The IP Address of the selected VLAN interface

4) Netmask
e The Netmask for the /P Address

5) Address Type
e The type of the /P Address, either NAT or Routable

6) Comment

e An optional comment regarding the table entry

7) Active
e The status of the VAP

e Set to Active to enable an inactive VAP; set to Inactive to disable an active

VAP.

Finally click the Save Changes button to commit the changes.
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6.1.3.7 Network > Mesh

Mesh Configuration

IP Address f10.21.206.1
MNetmask 55000
comment befaurt hesh

Activa |Enable ||
[ Wireless Settings

Wireless Settings

MAC Address 00: Ok Bk 4k 9 52

Mode A DHCC

Band 802114 v
ESSID esh

Frequency 160: £ B00GHz v
Beacon Interval 100

RTS Threshold 2346

Fragrent Threshald 2346

DTIM Interval 1

Data Rate |aut|:| ||
Diversity |Card Default ,[vj
TH Antenna |Card Detautt ||
R Antenna |Card Default | v}
Current T« Power (dBrmy 18

Tx Poweer (dBm) |ru1A}( |»|
Security Open |
Encryption key

[ Save Changes H Cancel ]

The Mesh configuration page read the data from the wireless interface, ath0. Select

the Wireless Settings button to view or edit the corresponding data.

Parameters (Mesh Configuration)
1) IP Address
e [P Address for the Mesh interface

e Data type: IP Address
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2) Netmask
e Netmask for the IP Address of the Mesh interface
e Data type: IP Address

3) Comment
e An optional comment regarding the Mesh interface

e Data type: Display String

4) Active

e The status of the Mesh interface, either active or inactive.

Parameters (Wireless Settings)
1) MAC Address
e The Mac Address of the Mesh interface

e This is a read-only parameter

2) Mode
e Define the mode of the Mesh interface

e In this case, the mode is fixed to AD-HOC

3) Band
e The band to use
e Three options available: 802.11a, 802.11b, and 802.11g

4) ESSID
e The identifying name of a wireless access point’s network

e Data type: Display String
5) Frequency

e The operating frequency of the athO wireless network interface in Mega

Hertz.
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6) Beacon Interval
e The beacon interval in milliseconds
e Data type: Integer, in between 20 and 1000
e Default value is 100

7) RTS Threshold
e The RTS Threshold value
e Data type: Integer, in between 256 and 2346
e Default value is 2346

8) Fragment Threshold
e The Fragment Threshold value
e Data type: Integer, even number only, in between 1500 and 2346
e Default value is 2346

9) DTIM Interval
e Data type: Integer, in between 1 and 256

e Default value is 1

10) Data Rate
e Select the data rate of the interface from the list

e Auvailable selection: Auto, 1, 2, 5.5, 6,9, 11, 12, 18, 24, 36, 48, 54 Mbps

11) Diversity
e The diversity value

e Available selection: Enable, Disable, Card Default

12) TX Antenna
e The properties of the transmission antenna

e Auvailable selection: Diversity, Portl, Port2 and Card Default

13) RX Antenna

e The properties of the reception antenna
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e Auvailable selection: Diversity, Portl, Port2 and Card Default

14) Current Tx Power (dBm)
e This is a read-only field indicating the current transmission power used by
the mesh interface.

e The value is in the unit of dBm

15) Tx Power (dBm)
e The transmission power field, where user can alter the level of power
through the selection available.
e The default value for this field is Max, which will use the maximum power

level of the wireless interface.

16) Security
e The security type to be used by the wireless network, whether open, WEP,
or AES

17) Encryption Key
e The encryption key used in corresponding to the security type used.
e Click the button to enter the key when security mode is not open. Upon the
action, a dialog box would popup, to prompt user to select which key to

use, and enter the encryption key.

Select the enryption key to use

@Kyl =2820173418102
........ ¥ ,

1 Kew 1 |

) Key 2 |
) Key 3 |

I 8].8 J[ Cancel

6.1.3.8  Network > Wireless Configuration

The upper portion of the Wireless Configuration page is displaying the common
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settings of all the wireless interfaces. The parameters here will be applied to all the
VAP. The table in the page is showing the list of virtual APs. User can only edit the

information in the table.

Wireless Configuration

Common Settings

MACZ Address 00:60:3e:b4:19:a8

hode |AF' %
Band 80211y [+ |
Freguency |59: £.3GHz |%
Diversity |Card Default [ 4|
T# Antenna (Card Default [+ |
Fxmntenna |Card Ciefatt B
Current Tx Power (dBrm)10

Ty Power (dBrm) |M.ﬂ«}( v/

[ Zave Changes

rActive Virtual AP

|EETSIIZ_J TSec:ur'rt'f Comment

[ [P openil) newwireless

[ |&P2 e nat'ylant

| AP openil)

‘Action |Edit [
Wireless Configuration - Edit @

ESSID EF‘S
Broadcast 551D Enable |»| Data Rate |aut|:| [ |

Beacon Interval hl:ll:l— Security |Dper'| ;.v:
RTS Threshold 2346 WPAType i

Fragrment Threshuldw B021x |

DTIM [nterval ['1— Encreption kKey |

’ Save Changes ]

Parameters (Common Settings)

1) MAC Address

e The Mac Address of the Wireless interface

e This is a read-only parameter
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2)

3)

4)

5)

6)

7)

8)

9)

Mode

Define the mode of the Mesh interface
Four options available: AP, STA, AD-HOC, and WDS

Band

The band to use
Three options available: 802.11a, 802.11b, and 802.11¢g

Frequency

The operating frequency of the athl wireless network interface in Mega

Hertz

Diversity

The diversity of the antenna

Available selection: Diversity, Enable, Disable and Card Default

TX Antenna

The properties of the transmission antenna

Available selection: Diversity, Portl, Port2 and Card Default

RX Antenna

The properties of the reception antenna

Available selection: Diversity, Portl, Port2 and Card Default

Current Tx Power (dBm)

This read-only field indicating the current transmission power level used
by the wireless interface.

The value is in the unit of dBm

Tx Power (dBm)

The transmission power level of the wireless interface

89



e The default value is Max, where the device will tune the transmission

power to the maximum level of the wireless interface.

Click the Save Changes button to commit the common configurations.

Parameters (Virtual AP list)
1) ESSID

e The Enhanced Service Set Identifier of the wireless network

e Data type: Display String

2) Broadcast SSID
e FEnable or disable the SSID to be broadcasted.

3) Beacon Interval
e The beacon interval in milliseconds
e Data type: Integer, in between 20 and 1000

e Default value is 100

4) RTS Threshold
e The RTS Threshold value
e Data type: Integer, in between 256 and 2346
e Default value is 2346

5) Fragment Threshold
e The Fragment Threshold value
e Data type: Integer, even number only, in between 1500 and 2346
e Default value is 2346

6) DTIM Interval
e DTIM Interval
e Data type: Integer, in between 1 and 256

e Default value is 1
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7) Data Rate
e Select the data rate of the interface from the list

e Available selection: Auto, 1, 2, 5.5, 6,9, 11, 12, 18, 24, 36, 48, 54 Mbps

8) Security
e The security type, can be either Open, WEP, WPAI, WPA2, and
WPAI&2

9) WPA-Type
e The type of the WPA security mode
e Available options: 7KIP and AES
e This field is only writable if the security type WPA is selected

10)802.1x
e FEnable or disable the use of Radius Server as authenticator

e This field is only enabled if WEP or WPA is selected

11) Encryption Key
e The encryption key depends on the type of security mode using
e This field is only enabled if WEP or WPA is selected
e C(Click on the button to invoke a dialog box, which will prompt user to

select which key to use and enter the corresponding encryption key.

Select the enryption key to use

®) Key }azszm 73415102

() ey 1 |
() ey 2 |
() key 3 |

I 81,3 J[ Cancel
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6.1.3.9 Network > Route

Route
Route Table
2]
Subnet Metrmask, Lsing Caomment Active
192.168.12,1 [255,255.255.0 |indirect{Z) kesk enablel1)
172.18.1.58  [?55.255.255.0 |direct(1} tests enable(1)
10.16,7.1 Z55,255.255,0 indireck(Z) neEwWentry enablef1)
Action |F‘Iease select an action, ¥
Add Table Entry [x]
SLbnet |
Metrmask |
Gatenway |
Dievice |
Direct | Direct (Device) Ad
Comment |
Status  |Enable v

The route table is a network map that notifies the node about the way to deliver the
packets to its addressee. This configuration page presents the routing table of the

Mesh AP.

Parameters:
1) Subnet

e The subnet address of the route

e Data type: IP Address

2) Netmask

e The netmask corresponding to the subnet address

e Data type: IP Address
3) Gateway

e The gateway IP Address for this route entry
e Data type: IP Address
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4) Device
e Specifies the route devices for this route entry

e Data type: Octet String

5) Direct
o Select the type of routing, either direct or indirect.
e Direct type using device, whereas indirect is using the two hope

gateway

6) Comment
e An optional comment regarding the route table entry

e Data type: Display String

7) Status

e Specify the status of the route entry, enable or disable.

6.1.3.10 Network > IP Sec

IP Sec

Enahle IP Se: Feature

Type %503 v
Local ID %509

Remaote ID R4

Femaote IP Address Pk

Remaote Subnet

Remaote Metmask

|

|
Local Cedificate Password |
Local RSA Key |
|

|

Femote RSA key
FSk

Save Changes H Cancel

The IP Sec configuration page enable user to alter the setting of the IP Security
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Protocol. With IPSec, a security “tunnel” is created between the source and
destination point, allow the packet to be sent through the “tunnel”. In this page, user

can define the characteristics, including the certificate key and RSA key, of the tunnel.

Parameters:
1) Enable IP Sec

e A checkbox to enable or disable the IPSec service.

2) Type
e Select the type of the IPSec protocol.
e Available selection:
o x509
o RSA
o PSK

3) Local ID
e The identifier of the local host.
e Data type: Octet String
4) Remote ID
e The identifier of the remote host at the other end

e Data type: Octet String

5) Remote IP Address
e The IP Address of the remote host.
e Data type: IP Address

6) Remote Subnet, Remote Netmask
e The Subnet where the remote host is located at, with its correspond
netmask

e Data type: IP Address

7) Local Certificate Password
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e The x.509 certificate pem passphrase, used when IPSec type x509 is
selected

e Data type: Octet String

8) Local RSA Key
e The RSA Key of the local host, used when IPSec type RSA is selected

e Data type: Octet String

9) Remote RSA Key
e The RSA Key of the remote host, used when IPSec type RS4 is
selected

e Data type: Octet String

10) PSK
e The PSK Key, used when IP Sec type PSK is selected

e Data type: Octet String

6.1.3.11 Network > L2TP Client

L2TP Client

Enahle L2TP Client Service

LMS Address  207.12564.10
Llsername bztpc:lient

Secret |#*#****##**# Confirm |#*#***###***

[ Save Changes ][ Cancel ]

The L2TP (Layer 2 Tunneling Protocol) is a tunneling protocol that used to support
the virtual private network. Admin can create a L2TP client at this panel for the

network traffic tunneling purpose.

Parameters

1) Enable L2TP Client Service
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e A checkbox to enable or disable the L2TP feature

2) LNS Address

e The L2TP Network Server address.

e Data type: DNS String

3) Username
e The username for the L2TP client

e Data type: Display String

4) Password

e The correspond password for the username above

e Data type: Display String

6.1.3.12 Network > OLSR

OLSR

[¥ Enahle OLSR

TOS Yalue |r-.-1inimize delay
[] Enable Willingness

Willingness Level 3

(-~ 71

[¥] Enatle Hysteresis
Hysteresis Scaling 05 {0~ 1.00)
Hysteresis THR High b.E (0~ 1.00]
Hysteresis THR Low 0.3 (0~ 1.00)
Link Cluality Type |Use for MPR and Roting I #
Link Quality Size 11 (3 128)
Poll Rate b.l:l? (0.02 ~ 10.0)
TC Type |Send all Meighkours I #
MPF: 20 {f ~ 26
Shared Key k******* Canfirm r*******

( Save Changes 3 ( Reset 3 ( Cancel 3

The OLSR configuration page defines the Optimized Link State Routing protocol of

the Mesh AP. It is a routing protocol for the mobile ad-hoc networks.
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Parameters
1) Enable OLSR
e A checkbox to enable the OLSR service

2) TOS Value
e This field define the #type of service value that should be set in the
OLSR control traffic packet IP headers
e Data type: Integer

3) Enable Willingness
e A checkbox to enable the willingness of the Mesh AP.
e Willingness of an AP is defined as the readiness of a node to carry and

forward traffic for other nodes.

4) Willingness Level
e The level of the willingness.

e Data type: Integer (0-7)

5) Enable Hysteresis
e A checkbox to enable the hysteresis of the Mesh AP
e Link hysteresis determines the criteria at which a link to a neighbour is
accepted or rejected. Hysteresis adds more robustness to the link

sensing, but delays the neighbour registration.

6) Hysteresis Scaling
e The level scale of the hysteresis

e Data type: Float (0.0 ~ 1.0)
7) Hysteresis THR High

e The upper limit (threshold high) of the hysteresis
e Data type: Float (0.0 ~ 1.0)
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8) Hysteresis THR Low

e The lower limit (threshold low) of the hysteresis

e Data type: Float (0.0 ~ 1.0)

9) Link Quality Type
e The type of link quality
e Available options:
o Disable
o Use for MPR selection

o Use for MPR selection and Routing

10) Link Quality Size
e The Link quality window size

e Data type: Integer, default size is 10

11) Poll Rate

e The polling rate, where the value is in the interval of 0 and 1

e Data type: Float

12) TC Rate

e The TC redundancy specifies the level of neighbour information

should be sent in a TC message.
e Available options:
o Send only MPR Selectors
o Send only MPR Selectors and MPRs
o Send all neighbours

13) MPR

e This field specifies how many MPRs a node should try select to reach

every 2hop neighbour

e Data type: Integer, default value is 1

14) Shared Key
e The secret shared key.
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e User must re-enter the same password at the Confirm field to set this

field
e Data type: Display String

6.1.3.13 Services > NTP

Enable TP Service 7
Timefone |TW +2803+12130 AszialTaipei >
[ ] Day Light Saving
Save changes ] [ Cancel
NTP Table
2]

Server ity Poal Max Pool | Caotnmerit Active

0 .a=ia pool ntp.org 4 10 Default Server 1 [enable1)

1 .asia pool ntp.org 4 10 Default Server 2 lenable1)

Action |F‘Iease select an action.. bl

The NTP service implements the Network Time Protocol to the Mesh APs to

synchronize the system time to some time reference. The NTP Table in this page lists

the NTP server that is used by the device.

Parameters
1) Enable NTP Service
e A checkbox to enable the NTP service of the system

2) Time Zone

e A list of time zones is available in the drop down list. Select the

appropriate one to synchronize.
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3) Day Light Saving

A checkbox to enable the Day Light Saving feature for the AP NTP

system.

Parameters (NTP Table columns)

1) Server

The NTP server host name

Data type: DNS String

2) Min Pool

The minimum pool time of the server, in seconds

Data type: Integer, default value is 4

3) Max Pool

The maximum pool time of the server, in seconds

Data type: Integer, default value is 10

4) Comment

5) Active

An optional comment regarding the NTP Table entry

Data type: Display String

The status of the NTP Table entry, either active or inactive
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6.1.3.14 Services > DHCP

DHCP
[] Enahle DHCPD service
DHCPD Table
2
iface | Subnet Start IP End IP Metimask Mz lea... Default ... Domain [ Fouter | Comment Active
wland [172161.0[172161.2 172161 254|255 255 255 0 3600 1200 shonymous 1721611 10164 1 |enablecty |
Action [Edit hd
Edit Table Entry x]
Iface |vlanD e
Subret 721610 Metrnask £55.255 2550
Net Start 721612 Net End N72.6.1.254
Max Lease Time bBDD Default Lease Time |1an
Damain Iannnymous
DNS 724611
Router 0,161
Comment |
Status Enabie ]
Eclit

The DHCP service offers the Mesh AP a feature to assign dynamic IP Address to all
the clients. The DHCPD Table in this configuration page lists the dynamic IP

assignments in the device.

Parameters (DHCPD Table columns)
1) Iface

e The name of the active interface in the Mesh AP unit.

e Data type: Octet String

2) Subnet
e The subnet address

e Data type: IP Address
3) Netmask

e The netmask corresponding to the subnet of the table entry

e Data type: IP Address
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4)

5) Net End
e The last [P Address in the subnet for the assignment
e Data type: IP Address
6) Max Lease Time
e The maximum duration for the client to retain its current [P Address
e Data type: Integer, in the range of 600 to 864000 seconds
7) Default Lease Time
e The lease time defined for the client to retain its current IP Address.
Once the time 1s up, the IP Address will be released.
e Data type: Integer, in the range of 600 to 864000 seconds
8) Domain
e The domain name for the DHCP Server
e Data type: DNS String
9) DNS
e The IP Address of the DNS server of the subnet
e Data type: IP Address
10) Router
e The router [P Address of the subnet
e Data type: IP Address
11) Comment

Net Start
e The starting IP Address in the subnet for the assignment.
e Data type: IP Address

e An optional comment for the particular table entry

e Data type: Display String
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12) Status

e The status of that particular table entry, either active or inactive

6.1.3.15 Services > MAC Access

MAC Access
Enable MAC Access ¢
Filter Type |A||u:uw b
[ Save changes ] [ Cancel ]
[ Browese Active Users ]
MAC Access Table
2]
Mac Address Type Cotnrnetit Active
001 S5c 0391 05 |alow1) enablel1)
00130200 4a8f |deny(2] [ftesting dizable2)
0012 ed 45 B ac deny(2]  |[Come From Browese Active  jenable1)
00 3c 93 45 67 ac |alow(1)  |Come From Browse Active  |enable1)
Action |F‘Iease zelect an action.. hd

The Mac Access feature of the Mesh AP provides a filtering method to limit the
accessing of the client. User can set the Mac Access Table to deny or inversely, allow

the client that defined with their Mac Address to attach to the network.

Parameters:
1) Enable MAC Access
e A checkbox to enable or disable the MAC Access feature

2) Filter Type
e Define the filter type of the user not listed in the MAC Access Table,

either to allow or deny the client entries to access the network.
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Parameters (MAC Access Table)
1) Mac Address

e The Mac Address of the client to be filtered.
e Data type: Mac Address

2) Type
e Define the type of control for the corresponding Mac Address, either
Allow or Deny

3) Comment
e An optional comment regarding the client

e Data type: Display String

4) Active

e The status of the table entry, either active or inactive

The Browse Active Users button opens a list that shows every active user associating
to the network. From this table, the administrator may add the desired user into the
Mac Access Table, by using the Update button. Choose the type of accessing from the

drop down list.

Active User

User List
&
o~
ir-.ﬂac Addrezs Y f,_IP Addrezss b,
00 Bh1c 91 0f e2 10161457
OO0 bhS 02831672 10161142

Add User to MAC Access Table

|
|Auuw | Upclate

Back
A

104



6.1.3.16 Services > NAT

The Network Address Translation service enables the clients with IP addresses that
are not globally unique to connect to the network by translating those addresses into a

globally routable IP address space.
Parameters
1) Enable NAT Service

e A checkbox to enable or disable the NAT service

Parameters (NAT Table column)

1) Protocol
e Protocol to use. Choose from UDP, TCP and Both

Enable MAT Service
MNAT Table
B
Protocol Port: IP address Comment Ackive
bokthi 3 1123 209,125.52.1 |none enablel 1)
udpi2) 3045 192.165,185.1 |[udp3045 enablel 1)

Action [add

Add Table Entry (%]
Frotocol |TCP 1
Part |
IF Address |
Comrment |
Status |Enable v

2) Port
e The port number to forward to.

e Data type: Integer, in the range of 1 to 65535
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3) IP Address
e The destination host IP Address
e Data type: IP Address

4) Comment
e An optional comment regarding the selected table entry

e Data type: Display String

5) Active

e The status of the selected table entry, either active or inactive

6.1.3.17 Services > Firewall

The Firewall service is the security feature that included in the Mesh AP to limit
certain type of traffic. User can define and add a firewall rule through this

configuration page.

Firewall

[ Enable Firewall Service?

Firewall Table

2]

Tar... Sou.. Des... Sou.. Sou.. Des... Desz.| Prot.. Sta... End... Use.. Co.. | Acthi..

alo... | | oo oo oo oo o 4 | Ded. | lena..|

Action |Ed'rt [l
Edit Table Entry (x]

Target |Allnw Ed

Source [face ik ™ Destination Iface  fixp1 Rd
Source [P ﬁ_u_n_u Destination IP E.D.U.D
Source Mask ﬁ_u_n_u Destination Mask E.D.U.D

Parotcal 0

StatPot 1 EndPod "I
Llser Group |Defaurt Ed

Comment |

Status |Enable 4
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Parameter

1)

Enable Firewall Service

e A checkbox to enable or disable the firewall service

Parameters (Firewall Table columns)

1)

2)

3)

4)

5)

6)

7)

8)

Target
e Define the type of the firewall rule, allow or deny the traffic

Source Iface
e The source interface of the firewall rule.

e Data type: Octet String

Destination Iface
e The destination interface of the firewall rule

e Data type: Octet String

Source IP & Mask
e The IP Address and its netmask of the source interface

e Data type: IP Address

Destination IP & Mask
e The IP Address and its netmask of the destination interface

e Data type: IP Address

Protocol
e The protocol of the rule.

e Data type: Integer, in the range of 0 to 255

Start Port & End Port
e The start and end define the range of port.
e Data type: Integer, in the range of -1 to 65535
o Fill the fields with ‘-1’ if the ports is not applicable

User Group
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e Select from the drop-down list which user group this rule is belongs to.

The User groups are define at the User Group section.

9) Comment
e An optional comment regarding the firewall rule

e Data type: Display String

10) Active
e The status of the firewall rule, either active or inactive
6.1.3.18 Services > Traffic Shaping

Traffic Shaping

D Enable Traffiic Shaping Service

Wikl Uplink Speed (Mbps) I?' 8 ~100 mbps)
WAk Downlink Speed (Mbps) |1|:||:| (5 ~100 mbps)
Liger Uplink Speed (khps) PSTD (32 ~ 65535 kbps)
Liser Downlink Speed (kbps) PSED (32 ~F5535 kbhps)

{ Save Changes 3 { Cancel 3

Traffic Shaping Table

. N Y r— - Y : &
LProtocol 0L Port 0L Min Size 0L Max Size 0L Priority 0 L Commert 0 LActive 2

Action | add G

Add Table Entry @
Frotocol |TCP [
Port | {1 ~ 55535)
Min Size | (1 ~ 65535)
Max Size | (1 ~ B5535)
Friority |Eia|:kgr|:|und I :—'
Comment |

Status  |Enable e

LoAdd
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User can set the download and upload speed at the Traffic Shaping configuration page
in order to alter the network performance. The Traffic Shaping Table defines the

traffic volume for a port with a specified protocol.

Parameters
1) Enable Traffic Shaping service
e A checkbox to enable or disable the Traffic Shaping service on the
Mesh AP

2) WAN Uplink Speed
e Define the upload speed of the WAN interface
e Data type: Integer, in the range of 5 and 100 Mbps

3) WAN Downlink Speed
e Define the download speed of the WAN interface
e Data type: Integer, in the range of 5 and 100 Mbps

4) User Uplink Speed
e Define the user default upload speed.
e Data type: Integer, in the range of 32 and 65535 kbps

5) User Downlink Speed
e Define the user default download speed

e Data type: Integer, in the range of 32 and 65535 kbps

Parameters (Traffic Shaping Table)

1) Protocol
e The protocol to use.

e Available choice: UDP, TCP and Both

2) Port
e The port number
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e Data type: Integer, in the range of 1 and 65535

3) Min Size
e The minimum size of the data packet

e Data type: Integer, in the range of 1 and 65535

4) Max Size
e The maximum size of the data packet

e Data type: Integer. in the range of 1 and 65535

5) Priority
e The priority to be assigned to the rule

e Auvailable choice: Background, Video, Voice and Best Effort

6) Comment
e An optional comment regarding the table entry

e Data type: Display String

7) Status

e The status of the table entry, either active or inactive
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6.1.3.19 Services > PPTP Server

PPTP Server

Enable PPTF Server Service
Server [P 10.1.1.1
Client IF Start |1|:I.1.1.2
Client IP Stop |1|:I.1.1.11

[ Save changes H Cancel

PFPTP Server Table

2]
Ilsername IP Address Comrment Ackive
MEmUser |1III. 1.1.3 management YPH |ena|:u|e{1]l |
Action | Add v
Add Table Entry [x]
LIsernarne |
Fassword | Confirm
IP Address |
Comment |
Status | Enable Bl

The Point-to-Point Tunneling Protocol 1s best suits for remote access applications of
VPNs. The LevelOne Mesh Network Management Tools required a VPN connection to
monitor the mesh network remotely. Hence a PPTP server is required. The PPTP

Server is used to assign a user to a specified [P Address.

Parameters:
1) Enable PPTP Server Service

e A checkbox to enable or disable the PPTP server service.

2) Server IP
e The IP Address of the PPTP Server
e Data type: IP Address

111



3) Client IP Start
e The start of [P Address range assigned for the client
e Data type: IP Address

4) Client IP Stop
e The end of IP Address range assigned for the client
e Data type: IP Address

Parameters (PPTP Server Table)

1) Username
e The user name for the VPN client

e Data type: Display String

2) Password
e The password corresponds to the username
e Must re-enter the same password at the Confirm field.

e Data type: Display String

3) IP Address
e The IP Address assigned to the client
e The IP MUST be in the range of the Client IPs pre-defined
e Data type: IP Address

4) Comment
e An optional comment regarding the PPTP client.

e Data type: Display String
5) Active

e Define the status of the PPTP Server table entry, either active or

1active
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6.1.3.20 Services > Mobile IP

Trasparent Mobhile IP

Enahle Transparent Mohile IP Service

Metwork Mame |
Metwork !vlanlil Rl
MLRD IP Address 192.168.0.19

[ Save Changes ][ Cancel

The Transparent Mobile IP is a feature that allows the AP’s client, whose IP address is
associated with one network, to stay connected when move on to another network
with a different IP address. This feature proved advantage for the mobile device user

who is not stationary.

Parameters
1) Enable Transparent Mobile IP service
e A checkbox to enable or disable the service of Mobile IP

2) Network Name
e The Mobile IP community
e Data type: Octet String

3) Network
e The VLAN network used for the mobile IP.

e The item in the list is the active VLAN interfaces in the node

4) MLRD IP Address
e The IP Address for the Mobile Location Register Daemon.
e Data type: IP Address
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6.1.3.21 Services > Captive

Captive Portal

E Enahle Webbased Authentication
[¥] Enable POP-PLISH
Redirect Address

}-n.rww redirectaddress .com

External Login Server

E Enable External Login Semer
LRL |E:=dernalll:ugin.|:|:um

Timeouts
Idle-Timeout*: |1|:||:||:||:| seconds (0 ~BE5534)
Session-Timeout*: bl:lz seconds (0 ~ B5539)

* The vaiye can be averridden by the RADIUS

Login Methods
E Enable Multiple Login With Same Mame

D Enable 1x Login when Available

HTTFS Eﬁllnwed Port HSD? {1000 ~ G3533)
HTTP Eﬁllnwed Port EDEE {1000 ~ G3533)
Web Space Dﬁllnwed Port EDDB ({000 ~ 63533

Language danish

:r Save Config \' ,r' Cancel 3
L - Yy -

The Captive configuration page defines the login parameter for a client user.

Parameters:
1) Enable Web-Based Authentication

e A checkbox to enable or disable the Web-based authentication option

2) Enable POP-PUSH

e A checkbox to enable or disable the feature of pushing email to

unauthenticated users
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3)

4)

5)

6)

7)

8)

9)

Redirect Address
e Define the URL where the user will be redirected to upon their
successful login

e Data type: Display String

Enable External Login Server

e A checkbox to enable or disable the external login server

URL
e The URL of the external login server

e Data type: Display String

Idle-Timeout
e The default value of time to wait, in seconds, before declaring the user
1s in the 1dle mode.

e Data type: Integer, in the range of 1 and 65535

Session Timeout
e The default value of time to wait, in seconds, before the session
timeout

e Data type: Integer, in the range of 1 and 65535

HTTPS allowed & Port
e Tick the checkbox to enable user login with HTTPS.
e Enabling the HTTPS will enable its correspond Port field, where to
enter the HTTPS port number
e Data type (Port): Integer, default value is 3000
e Data range: 1000 ~ 65535

HTTP allowed & Port
e Tick the checkbox to enable user login with HTTP
e Enabling the HTTP will enable its correspond Port field, where to
enter the HTTP port number
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e Data type (Port): Integer, default value is 3001
e Data range: 1000 ~ 65535

10) Web Space allowed & Port
e Tick the checkbox to enable the internal web space.
e Enabling the Web Space will enable its correspond Port field, where to
enter the Web Space port number
e Data type (Port): Integer, default value is 3003
e Data range: 1000 ~ 65535

11) Language
e Define the default login language.

e Data type: Display String, default value is “English”

6.1.3.22 Services > Radius

The RADIUS server is used to authenticate and store the details of the client who log
on to it. It also used as an accounting protocol for carrying accounting information

between the network access server and a shared accounting server.

Parameters
1) Enable RADIUS Client Service
e A checkbox to enable or disable the RADIUS Client service

2) NASID
o The NAS Identifier is a string that use to identify the NAS originating
the Access-Request
e Data type: Display String

3) Called Station ID
e The called station ID allows the NAS to send in the Access-Request

packet the phone number that the user called

e Data type: Display String
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RADIUS Client

[] Enable RADIUS Client Service

NAS ID _PLeveIOne'
Called Station ID | LevelOne
MAS Port 1

MAS Port Type 19

Interim Update Intersal 500

’ Save changes ” Cancel

Radius Server Table

B

Marme Type Pork Cornment Ackive

Action | Add i |
Add Table Entry E]
Server Name | Levelone

Server Type |nuthenticate W
Server Port 1023

Server Secret [rrrEws confirm |srssssw

Comrment |

Status |Enable "

4) NAS Port

e The physical port number of the NAS, which is authentication the user
e Data type: Integer, in the range of 1 and 65535

5) NAS Port Type

e The NAS Port type defines the type of the physical port of the NAS,

which is authenticating the user.
e [t can be used instead of, or in addition to the NAS Port field
e Data type: Integer, in the range of 1 and 65535

6) Interim Update Interval

e This field specifies the update interval, in seconds, for RADIUS

accounting purpose.

e Data type: Integer, in the range of 1 and 65535

Parameters (Radius Server Table column)

1) Server Name

e The name of the RADIUS client
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e Data type: Display String

2) Server Type

e The type of the server, which could be Accounting or Authentication

3) Server Port
e The server port used by the client
e Data type: Integer, in the range of 1 and 65535

4) Server Secret
e The client’s secret key
e MUST reenter the same secret key at the Confirm field.

e Data type: Display String

5) Comment
e An optional comment regarding the RADIUS client

e Data type: Display String

6) Status

e Define the status of the table entry, either active or inactive

6.1.3.23  Services > Dynamic DNS

Dynamic DNS

Enable Dynamic DMNE Service

OMS Provider |eas':.fdns b
Hostnarme IEII"IEII"I':."mEILIS
Llzername |wcungzy
Fassword |1HHHHHHHr Canfirm |1HHHHHHHr
[ Save Changes ] [ Cancel ]

The Dynamic DNS feature of the Mesh AP unit provides the ability to assign and tie
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the domain name to a dynamic IP Address. Hence, management from the other site of
the network is able to connect to the device without tracing its IP Address. The page is

used to configure the Dynamic DNS settings.

Parameter
1) Enable Dynamic DNS Service
e A checkbox to enable or disable the feature of A checkbox to enable or

disable the feature of Dynamic DNS

2) DNS Provider
e Select the dynamic DNS provider

e Available options: dyndns, easydns, no-ip, zoneedit, tzo

3) Hostname
e The hostname associated with the service provider

e Data type: Display String

4) Username
e The username for the dynamic DNS service

e Data type: Display String

5) Password
e The password for the username above

e Data type: Display String
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6.1.3.24  Services > Zero Config

Zero Config

Enahle Zero Config Service

[ ] Handle Client Prowy
Proxy Port 3000
Handle Static IP Client

[ Save iChanges ][ Zancel

Parameters
1) Enable Zero Config Service
e A checkbox to enable or disable the Zero Config service of the Mesh
AP

2) Handle Client Proxy

e A checkbox to enable or disable the feature to handle client proxy

3) Proxy Port
e The port used in proxy login
e Data type: Integer, default value is 3001
e Data range: 1000 ~ 65535

4) Handle Static IP Client

e A checkbox to enable or disable the feature to handle static IP client

6.1.3.25 Services > Auto IP

The Auto IP Service of the system will assign a unique IP Address to the system.
Upon the successful assignment, a Mesh I[P Address and VLANO IP Address will be
provided. As a result, the DHCPD settings will be altered to match with the VLANO
IP.
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Auto IP Configuration

Enable Auto IP Service

Mesh IP Prefix |10 H

WLAMN IP Prefix |1?2 H

[ Save Changes H Cancel

Parameters
1) Enable Auto IP Service
e A checkbox to enable or disable the Auto IP service of the Mesh AP

2) Mesh IP Prefix
e Define the prefix of the Mesh IP Address.
e Data Type: Integer, in the range of 0 to 255
e Default Value: 10

3) VLAN IP Prefix
e Define the prefix of the VLANO IP Address
e Data type: Integer, in the range of 0 to 255

e Default value is 172

6.1.3.26  Services > Route Watch Dog

The route watchdog will probe for default route periodically. In case if the default
route is not detected, it will change the ESSID of the active wireless radio to the value

set in this panel, as to alert the user regarding the failure.
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Route Watch Dog

Enahle Route Watch Dog Senice

SEID (use when no default route) |Servin:eD-:|wn
Interval 50

[ Save Changes H Cancel ]

Parameters
1) Enable Route Watch Dog Service
e A checkbox to enable or disable the route watchdog service of the

Mesh AP unit

2) SSID
e The SSID used when the default route is not detected throughout the
watchdog routine.

e Data Type: Display String

3) Interval
e The checking interval of the route watch dog, in seconds
e Data Type: Integer, in the range of 10 to 60

e Default value: 30

6.1.3.27 Services > System Watch Dog

The Linux kernel watchdog is intended to monitor the integrity of the system
periodically. In case if there is any error occurs, the watch dog would trigger a system

reboot in order to prevent the system from failure.

Linux Watch Dog

Enable Linux Watch Dog Service
Interval |6EI

[ Save Changes ][ Cancel
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Parameters
1) Enable Linux Watch Dog Service

e A checkbox to enable or disable the route watchdog service of the

Mesh AP unit

2) Interval
e The checking interval of the linux kernel watch dog, in seconds
e Data Type: Integer, in the range of 10 to 60 seconds
e Default value: 60

6.1.3.28 Services > SSHD

SSHD

Enahle SSHD Service

Port 2

[ Save Changes H Cancel ]

At this page user will configure the SSH feature of the device.

Parameters
1) Enable SSHD Service
e A checkbox to enable or disable the SSH service of the Mesh AP unit

2) Port
e The port number to be used by the SSH service
e Data Type: Integer, in the range of 1 and 65535
e Default value: 22

6.1.3.29 Services > WME

This page allows administrator to define the wifi multimedia QoS settings for each
wireless interface. WME defines eight categories: best effort, background, video and

voice, with and without BSS (Basic Service Set) mode.
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Parameters (WMM Table)

1) Interface

The available wireless interfaces in the system

2) CWMIN

CW defines the contention window size, which is the dynamic backoff
interval for legacy DCP implementation.

CWMIN specifies the minimum of CW value, in milliseconds

Apply to all eight classes

Data type: Integer, in the range of 0 to 255

3) CWMAX

4) AIFS

The maximum of CW value, in milliseconds
Apply to all eight classes
Data type: Integer, in the range of 0 to 255

AIFS specifies the time interval between medium-idle and the start of
media access negotiations, in milliseconds

Apply to all eight classes

Data type: Integer, in the range of 0 to 255

5) TX OP LIMIT

TXOPLIMIT (Transmit Opportunity Limit) specifies the duration that
an end-user device can transmit for the specific access category, in
milliseconds

Apply to all eight classes

Data type: Integer, in the range of 0 to 65535
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Wireless Multimedia Extension

WHME Tahle
2]
Interface Comtnett Active
athi default adhoc ehablel1)
athil default AP ehakblel1)

Action |Ed'rt hd
Edit Table Entry (]
Interface |ath|:| Eal

Carmment Pefaurt adhoc

Status |Enable e
Access Class  CWMIN CWMAX  AIFS  TXOPLIMIT ACM HO ACK POLICY
Best Effort 4 o P 04 Disable | w|[Disable [+
Best Effort (BS5) 13 4 2 5008
Background 4 1o 2 2043 Dissble  |w/Disable  |v)
Background (BS3) [ 4 2 53008
Video 4 1o 7 0 Dissble  |w/Disable  |v)
Viden (BSS) 2 3 2 1504
Voice 4 1o 7 0 Dissble  |w/Disable  |v)
Voice (BSS) L B L n504
Edi
6) ACM

e FEnable of disable the admission control for the access classes that

without BSS
7) NO ACK POLICY
e Enable of disable the support of no-ack for the access categories that
without BSS
8) Comment

e An optional comment regarding the table entry

9) Status
e Enable or Disable this table entry.
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6.1.3.30 Management > HTTPD

The HTTPD configuration page is to alter the settings on the Web-based management.
The HTTPD Access Table in this page defines the access control of the HTTPD

management.
HTTPD
Enahle Webbased Management
Port 433
LIsernarne |admin
Password |1rwwﬂmmr Confitm |-.x--.\--.t--.\--a--a--a--a-
Cerificate Password |1HHHHHHHr Confirm |********

[ 1 Enahle Access Cantral

[ Save changes H Cancel ]

HTTPD Access Table
2]

Device Subnek Metmask, IJsing Cormmenk Ackive
vlan1 [1.2.3.4 5.5.5.5 [device(1)  |help lenable(1) |

Action |F'Iease select an action.. i

Parameters:
1) Enable Webbased Management

e A checkbox to enable or disable Web-based management of the Mesh
AP unit

2) Port
e The field defines the port used for HTTP daemon
e Data type: Integer, default value is 443
e Datarange: 1 ~ 65535

3) Username

e The username of the HTTP admin
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e Data type: Display String, default value is “admin”

4) Password
e The password corresponding to the username above

e Data type: Display String, default value is “admin”

5) Certificate Password
e The password for the HTTP certificate

e Data type: Display String, default value is “httpconf”

6) Enable Access Control

e A checkbox to enable or disable the access control of the HTTP

daemon.

Parameters (HTTPD Access Table)
1) Device

e The name of the device allowed for access control

e Data type: Octet String

2) Subnet
e The subnet allowed for access control

e Data type: IP Address

3) Netmask
e The netmask for the Subnet IP above
e Data type: IP Address

4) Using
e Define the type of access control to use through, either Device or

Subnet

5) Comment

e An optional comment regarding the table entry
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e Data type: Display String

6) Active

e Define the status of the table entry, either active or inactive

6.1.3.31 Management > SNMPD

[ ]Enahle SHMP Management

Yersion |AII v
Port 167

Read-Only Community |HHH Confirem |1Hr1r1r1r1r

Read-write Community |wwwwwwwww Canfirm |1r1r1r1r1r1r1r1r1r

Read-Only Lzernarme |readnn|yuser Read-\Write Usernameﬁwriteuseﬂ
Auth Password |HHHH Confirm |1Hr1r1r1r1rw1r

Private Password |*#**#**#**#* Canfirm |############

Enahle Access Control

[ Save changes H Cancel ]

SMNMP Access Table

2]

Device Subnet Metmask, IJsing Commenk Ackive
ethi [192.168.1,92|255,255,2... |network(2)  |no comment |disable(z) |
Action |F‘Iease select an action. . Ed

This configuration page is used to alter the setting of the SNMP daemon in the Mesh
AP unit. The SNMP Access Table defines the access control of the SNMP

management.

Parameters
1) Enable SNMP Management
e A checkbox to enable or disable the SNMP management
2) Version

e Define the SNMP version to use.
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3) Port

Available selection: Version I or 2c, Version 3 and All

This field specifies the port used for SNMP management
Data type: Integer, default is 161

4) Read-Only Community

The community keyword used for SNMP version 1 or 2c¢, which allow
the read accessing only.

Data type: Display String, default value is “public”

Data length: 4 ~ 32

MUST reenter the same community at the correspond Confirm field to
edit

Please retain this parameters as it is used to plot the topology map

5) Read-Write Community

The community keyword used for SNMP version 1 or 2c¢, which allow
both the read and write accessing

Data type: Display String, default value is “private”

Data length: 4 ~ 32

MUST reenter the same community at the correspond Confirm field to

edit

6) Read-Only Username

The principal name of the SNMP version 3 daemon, which allow the
read accessing only
Data type: Display String, default value is “snmpv3rouser”

Data length: 8 ~ 50

7) Read-Write Username
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e The principal name of the SNMP version 3 daemon, which allow both
the read and write accessing
e Data type: Display String, default value is “snmpv3rwuser”

e Data length: 8 ~ 50

8) Auth Password
e The password used user authentication (SNMP version 3 only)
e Data type: Display String, default value is “snmpv3password”
e Data length: 8 ~ 50

e MUST reenter the same password at the correspond Confirm field

9) Privacy Password
e The privacy protocol pass phrase used for SNMP version 3 only
e Data type: Display String, default value is “snmpv3passphrase”
e Data length: 8 ~ 50

e MUST reenter the same password at the correspond Confirm field

10) Enable Access Control
e A checkbox to enable the access control of the SNMP daemon

manangement

Parameters (SNMP Access Table)
1) Device

e The name of the device allowed for access control

e Data type: Octet String

2) Subnet
e The subnet allowed for access control

e Data type: IP Address

3) Netmask
e The netmask for the Subnet IP above
e Data type: IP Address
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4) Using

e Define the type of access control to use through, either Device or

Subnet

5) Comment
e An optional comment regarding the table entry

e Data type: Display String

6) Active

e Define the status of the table entry, either active or inactive

6.1.3.32 Management > SNMP Trap

The SNMP Alarm system embedded in the Mesh AP unit can be configured through

this page. The SNMP Trap Table in this page lists the SNMP Trap hosts.
Parameters:
1) Enable Trap

e A checkbox to enable or disable the SNMP trap feature

2) Configuration

e A checkbox to enable or disable the system to send the traps regarding

configuration

3) Security

e A checkbox to enable or disable the system to send the security traps

4) Wireless

e A checkbox to enable or disable the system to send the traps regarding

wireless

131



SNMP Trap

Enable Trap 7

Canfiguration Flash
Security [VITFTF
[+] Wiireless Image

Operatianal

[ ] Enakle Trap on Authentication Failure

[ Save changes H Cancel

SNMP Trap Table

P Address Commenit Active
1921651123 conmetit dizable2)
202173122 enakle]1]

Action |Add £

Add Table Entry (%]
IP Address |

Community | Canfirm |

Comrment |
Status |Enable )

Al

5) Operational

e A checkbox to enable or disable the system to send the operational

traps

6) Flash
e A checkbox to enable or disable the system to send the traps regarding

Flash
7) TFTP

e A checkbox to enable or disable the system to send the traps regarding

TFTP
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8) Image
e A checkbox to enable or disable the system to send the trap regarding

Image

9) Enable Trap on Authentication Failure

e A checkbox to enable or disable the trap on authentication failure

Parameters (SNMP Trap Table)
1) IP Address

e The destination IP Address of the trap receiver, to receive the trap

e Data type: IP Address

2) Community
e The community keyword of the SNMP Trap.
e Data type: Display String, default value is “public”

e MUST reenter the same community at the correspond Confirm field

3) Comment
e An optional comment regarding the table entry

e Data type: Display String

4) Active

e Define the status of the table entry, either active or inactive

6.1.3.33 Management > User Group

This configuration page is to define the group of user belonging to, where predefined
settings includes upload and download speed, idle timeout, session timeout and
redirect URL address. The upper part of the page shows the settings for the default

user group. These user groups will be available as option when adding users.

Parameters:

1) Default Upload Speed Limit
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e The upload speed limit for the user in the default user group

e Data type: Integer, in the range of 32 and 1024 kbps

2) Default Download Speed Limit
e The Download speed limit for the user in the default user group

e Data type: Integer, in the range of 32 and 1024 kbps

3) Default Idle Timeout
e The idle timeout for the user in the default user group

e Data type: Integer, in the range of 0 and 300000 seconds

4) Default Session Timeout
e The session timeout for the user in the default user group

e Data type: Integer, in the range of 0 and 300000 seconds

User Group

Default Group Settings

Default Upload Speed Limit PSE (22 ~ 1024k bps)
Default Download Speed Limit PSE (22 ~ 1024k Bns]
Diefault Idle Timeout bl:ll:l (0~ 2000005]
Default Session Timeout bﬂrul:u:l (0 = 200000s]

Redirectto URL |

[ Il ] [ Cancel ]
User Group List
B
Marne Lahguage Upload Dovenla. . Idle Tim... | Session... UEL Carnrnetit
Student  |[Englizh 25E 256 300 4000 ey g [Tar stud.
Parther  [English 256 25E 300 E4000

Action  |Please select an action.. w
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5) Redirect to URL
e The redirect URL address for the user in the default user group

e Data type: Display String

Parameters (User Group List)
1) Group Name

e The generic name for the user group

e Data type: Display String

2) Language
e The default language to used for this user group

e Data type: Display String

3) Upload Limit
e The upload speed limit for this user group

e Data type: Integer, in the range of 32 and 1024 kbps

4) Download Limit
e The download speed limit for this user group

e Data type: Integer, in the range of 32 and 1024 kbps

5) Idle Timeout
e The idle timeout for this user group

e Data type: Integer, in the range of 0 and 300000 seconds

6) Session Timeout
e The session timeout for this user group

e Data type: Integer, in the range of 0 and 300000 seconds

7) Redirect to URL
e The redirect URL address for this user group
e Data type: Display String
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8) Comment

e An optional comment regarding this user group

e Data type: Display String

6.1.3.34 Management > Database

Database - Users

List of Users

]
Uzername raup
francis Detfault
johinson Student

Actian |Add hd

Add Table Entry (x]

Llsername hewuser

Password | Canfirm

Llger Group |Defaurt adl

Al

The Database panel enables the administrator to add the user into the database of the
network. The steps are straight forward, key in the new username with its passwords.

Select an appropriate user group before click the Add button.

Parameters:
1) Username

e The login name for the user

e Data Type: Data String

2) Password
e The password used by the user when logging in.

e Data Type: Data String
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3) User Group
e The list of user groups the user belonging to.

e The options are created through the User Group setting page.

6.1.3.35 Management > NMS Address

NMS Server Address
NMS Address Table

2]
Setver Address Por Intersyal Carmnmerit Active
1921631109 |3153 G0 enakble]1)
1921631 163 |31582 G0 enakble]1)

Action |Add &d

Add Table Entry (x]
Server Mame |
Part |
Interyal |

Camrment |

Status |Er'|able Bl

Add

This table defines the destination of the notification. By adding a new entry, with the
IP Address and port number of the NMS, into the table, the AP would redirect a
notification to the specific NMS, in the defined interval. This table applies to every
operating mode of the AP.

Parameters (SNMP Trap Table)

1) Server Name

e The destination IP Address / DNS of the NMS Server, to receive the
notification from this AP.

e Data type: DisplayString
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2) Port
e The port number of the remote NMS to receive the notification

e Data type: Integer, ranged from 1 to 65535, with default value 8188

3) Interval
e The interval for the AP to send the notification message periodically,
in seconds.

e Data type: Integer, ranged from 60 to 300000, with default value 60

4) Comment
e An optional comment regarding the table entry

e Data type: Display String

5) Active

e Define the status of the table entry, either active or inactive

6.1.3.36  Status > DHCP Client

At the status tab, the DHCP Client list displays the DHCP Client information such as
Mac Address, I[P Address and their hostname. This table is a read-only table, hence

administrator is unable to edit the table using the AP Configurator.

DHCP Client Info

User List
&
.7
f_l'-.dac Address b, QIF' Address b, iHDstname b,
101612 00 bd se 097210 test |

L Cl
oze
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6.1.4 Advanced Feature of the AP Configurator

6.1.4.1 Command > Reboot

Reboot

Warning ! Reboot the Mezh AP would cause all the

clients lost thelir connection until the process

iz complete. The process iz likely to take about
WARNING ZS0zeconds=.

Reboot nowy H Back ]

The reboot feature in the AP Configurator enables the NMS admin to restart the Mesh
AP, thru the SNMP protocol, even if they are located remotely from the user. Once
executed, all the service provided by the AP will be halted, until the reboot process

completed successfully.

In order to reboot the Mesh AP, click on the Reboot now button in the Command >

Reboot page, and confirm the process at the window popup.

Note that the changes that perform on the AP thru the AP Configurator required a

reboot to commit to the device.

6.1.4.2 Command > Reset

Reset

Warnihng ! Eeset the Mesh AP would cause all the
configuration done prewvwiously lost permanently.

WARNING

[ Reset to Factory Settings H Back ]

The reset feature, meanwhile, provide the user of the NMS to restore the factory

default parameters back to the device. This feature is extremely effective especially on
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the occasion where the Mesh AP is having some error due to inappropriate
configuration. However please note that once the reset is performed, all the settings or

changes done previously on the AP will be removed permanently.
In order to reset the Mesh AP, click on the Reset to Factory Settings button in the

Command > Reset panel, and confirm the action at the popup window. Hit the Back

button if you wish to cancel the command.

6.1.4.3 Command > Download/Upload

Download / Upload
TFTF IP Address 1192.165.1.125]
File Mame kesting.u:gi
File Type |C|:|nfig ¥
Cperation Type |annlnad el
FPasswiard |

I Execute I [ Cancel

This feature of the NMS enables the user to download or upload some files from or to
the Mesh AP unit via the TFTP protocol. By fill in the TFTP server IP address, the
name of the file as well as its type, and then define the type of operation, hit the
Execute button will do. Three types of operation are available, download, upload, and
upload & reboot. Note that the operation type download is only available for file type
Config. The Password field is to enter the key used for extract the IP x 509 local

certificates.

140



