
 
 
 
 
 
 

 
 

 

 
 

 
W A B -3 0 0 3  

1 0 8 M  1 1 g  O u t d o o r  P o E  A P  
 

 

U s e r ’s  M a n u a l  V1.0 



 User’s Manual 
 W AB -3 0 0 3  1 08 M  1 1 g  O u t d o o r P o E  A P  

 

 

Regulatory Information 
 

 
D e c l a r a t i o n  o f  C o n f o r m i t y  w i t h  R e g a r d  t o  t h e  19 9 9 / 5 / E C  ( R & T T E  D i r e c t i v e )  
f o r   
E uro p ean C o m m uni t y ,  S w i t z erland ,  No rw ay ,  I c eland ,  and  L i ec h t enst ei n  
Mo d el: W AB -3 0 0 3  
For 2.4 GHz radios, the devices have b een  tested an d p assed the req u irem en ts of  the f ol l ow in g  stan dards, an d 
hen ce f u l f il l s the E M C  an d saf ety  req u irem en ts of  R & T T E  D irective w ithin  the C E  m ark in g  req u irem en t. 
•  R adio:  E N  30 0 .328 :2006  
•  R adio:  E N  5 0 39 2:2004  
•  E M C :  E N  30 1.48 9 -1:2005 , E N  30 1.48 9 -17 :2002,  
•  E M C :  E N  5 5 0 22:2006 C l ass B , E N  5 5 0 24:19 9 8  +  A 1:2001 +  A 2: 2003  in cl u din g  the f ol l ow in g s:  

   E N  6 10 0 0 -3-2, E N  6 10 0 0 -3-3. 
   E N  6 10 0 0 -4-2, E N  6 10 0 0 -4-3, E N  6 10 0 0 -4-4,  
   E N  6 10 0 0 -4-5 , E N  6 10 0 0 -4-6 , E N  6 10 0 0 -4-11 

•  S af ety :  E N  6 0 9 5 0 -1:2001 +  A 11:2004 , 
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1. I n t r o d u c t i o n  
1.1 O v e r v i e w  
Th i s m a n u a l  i s d e si g n e d  f o r sy st em  i nt eg rat o rs ,  f i eld  eng i neers a n d  net w o rk  ad m i ni st rat o rs 
t o  se t  u p  W AB -3 0 0 3  10 8 M 11g  O ut d o o r P o E  AP  i n  t h e i r n e t w o rk  e n v i ro n m e n t s. I t  c o n t a i n s st e p -
b y -st e p  p ro c e d u re s a n d  g ra p h i c  e x a m p l e s t o  g u i d e  u se rs w i t h  n e t w o rk i n g  k n o w l e d g e  t o  c o m p l e t e  t h e  
i n st a l l a t i o n .  

 

Th e  8 02 .1 1  b / g  c o m p l i a n t  W AB -3 0 0 3  i s a  m u l t i -m o d e  L a st -M i l e  B ro a d b a n d  so l u t i o n  f o r W i re l e ss 
I n t e rn e t  Se rv i c e  P ro v i d e r ( W I SP ). I t  c a n  b e  u se d  a s a n  o u t d o o r Cu st o m e r P re m i se s E q u i p m e n t  ( CP E  
m o d e ) t o  re c e i v e  w i re l e ss si g n a l  o v e r t h e  l a st  m i l e ,  h e l p i n g  W I SP s d e l i v e r w i re l e ss b ro a d b a n d  
I n t e rn e t  se rv i c e  t o  n e w  re si d e n t i a l  a n d  b u si n e ss c u st o m e rs,  w h e re  w i re d  b ro a d b a n d  I n t e rn e t  se rv i c e ,  
su c h  a s c a b l e  a n d  D SL ,  c a n n o t  se rv e . I n  a d d i t i o n ,  i t  c a n  b e  d e p l o y e d  a s a  t ra d i t i o n a l  f i x e d  w i re l e ss 
A c c e ss P o i n t  ( A P  m o d e ),  e i t h e r i n d o o rs o r o u t d o o rs. 
Th e  W AB -3 0 0 3  i s c o m p a c t  i n  si z e  a n d  w e a t h e rp ro o f . Co m i n g  w i t h  a  m o u n t i n g  k i t ,  i t  c a n  b e  
m o u n t e d  o n  a  p o l e  o r w a l l . Sp e c i f i c a l l y  d e v e l o p e d  f o r o u t d o o r u sa g e ,  t h e  f u l l y -h a rd e n e d ,  I P 6 8 -ra t e d  
W AB -3 0 0 3  c a n  w i t h st a n d  w i n d ,  ra i n ,  l i g h t n i n g ,  p o w e r su rg e s,  a n d  e x t re m e  t e m p e ra t u re s. 
Th e  f o l l o w i n g  i s a  n e t w o rk  d i a g ra m  f o r a  t y p i c a l  W I SP  a p p l i c a t i o n . 
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W A B -3 003  L o n g  ra n g e  w i re l e ss t ra n sm i ssi o n  

Th e  W AB -3 0 0 3  c a n  b e  d e p l o y e d  i n  v a ri o u s e n v i ro n m e n t s,  f o r e x a m p l e : 

• H o t  z o n e s su c h  a s b u si n e ss d i st ri c t s,  o f f i c e  c o m p l e x e s,  a i rp o rt s,  h o t e l s,  c o n f e re n c e  c e n t e rs,  
re c re a t i o n  a re a s,  a n d  sh o p p i n g  m a l l s. 

• W i re l e ss CP E  f o r M u l t i  D w e l l i n g  U n i t  ( M D U ) / M u l t i  Te n a n t  U n i t  ( M TU ),  su c h  a s a p a rt m e n t s,  
d o rm i t o ri e s,  a n d  o f f i c e  c o m p l e x e s. 

• O u t d o o r a c c e ss p o i n t  f o r sc h o o l  c a m p u se s,  e n t e rp ri se  c a m p u se s,  o r m a n u f a c t u re  p l a n t s. 
• I n d o o r a c c e ss p o i n t  f o r h o t e l s,  f a c t o ri e s,  o r w a re h o u se s w h e re  m e t a l  i n d u st ri a l  g ra d e  d e v i c e s 

a re  p re f e rre d . 
• P u b l i c  h o t sp o t  o p e ra t i o n  f o r c a f é ,  p a rk s,  c o n v e n t i o n  c e n t e rs,  sh o p p i n g  m a l l s,  o r a i rp o rt s. 
• W i re l e ss c o v e ra g e  f o r i n d o o r a n d  o u t d o o r g ro u n d  f o r p ri v a t e  re so rt s,  a c re  e st a t e / h o m e ' s 

y a rd s,  o r g u l f  c o u rse  c o m m u n i t i e s. 
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1.2  F u n c t i o n a l i t i e s  

• A c t s a s a  ” W i reless Mo d em ”  t o  b ri n g  w i re l e ss b a n d w i d t h  t o  h o m e  a n d  o f f i c e  b u i l d i n g s. 
• W i reless B and w i d t h  Allo c at i o n ( u p l i n k / d o w n l i n k ) d e l i v e re d  t o  e a c h  b u i l d i n g  d e p e n d i n g  o n  

d i f f e re n t  su b sc ri p t i o n  p l a n s. 
• F u l l  ra n g e  o f  w i reless sec uri t y  m e c h a n i sm s su c h  a s W E P ,  W P A  a n d  W P A 2  ( 8 02 .1 1 i ) t h a t  a re  

i m p o rt a n t  f o r e n t e rp ri se  w i re l e ss d e p l o y m e n t s. 
• A c t s a s a  H o m e R o ut er f o r I P  S h ari ng  a n d  f i re w a l l ,  a l l -i n -o n e  i n st a l l a t i o n  so l u t i o n  - n o  n e e d  

f o r e x t ra  ro u t e r. 
• P u rp o se l y  b u i l t  ru g g e d  a c c e ss p o i n t  f o r h a rsh  o ut d o o r / i nd ust ri al c o n d i t i o n s. 
• W eat h erp ro o f  a n d  w a t e rt i g h t  f ro m  i t s ru g g e d  a l u m i n u m  h o u si n g  ( I P 6 8  A p p ro v e d ). 
• P o w er o v er E t h ernet  ( P o E )  b u i l t -i n  f o r si n g l e  c a b l e  i n st a l l a t i o n . 
• O n  b o a rd  E t h ernet  surg e p ro t ec t i o n. 
• Mult i p le o p erat i o n m o d es : 

o A P  B a se  St a t i o n  M o d e  
o W I SP  CP E  M o d e  
o W D S B ri d g e  M o d e  
o U n i v e rsa l  R e p e a t e r M o d e  
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1.3  D o c u m e n t  C o n v e n t i o n s  
C aut i o n: R ep resen ts essen tial  step s, action s, or m essag es that shou l d n ot b e ig n ored. 

No t e: C on tain s rel ated in f orm ation  that corresp on ds to a top ic. 

 
I n d i c a t e s t h a t  c l i c k i n g  t h i s b u t t o n  w i l l  sa v e  t h e  c h a n g e s y o u  m a d e ,  b u t  y o u  m u st  
re b o o t  t h e  sy st e m  u p o n  t h e  c o m p l e t i o n  o f  a l l  c o n f i g u ra t i o n  se t t i n g s f o r t h e  
c h a n g e s t o  t a k e  e f f e c t . 

 
I n d i c a t e s t h a t  c l i c k i n g  t h i s b u t t o n  w i l l  c l e a r w h a t  y o u  h a v e  se t  b e f o re  t h e  se t t i n g s 
a re  a p p l i e d . 
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2. S y s t e m  O v e r v i e w  
2 .1 P a c k a g e  C o n t e n t s  
Th e  st a n d a rd  p a c k a g e  o f  W AB -3 0 0 3  i n c l u d e s: 
• W AB -3 0 0 3     x  1  
• Q u i c k  I n st a l l a t i o n  G u i d e  ( Q I G )  x  1  
• CD -R O M  ( w i t h  U se r’ s M a n u a l  a n d  Q I G ) x  1  
• P SE  w i t h  A C c a b l e    x  1  
• M o u n t i n g  K i t     x  1  
• W a t e r P ro o f  Co n n e c t o r  ( i n st a l l e d )       x  1  
 
 
Caution: 
It is highly recommended to use all the components supplied to ensure best performance of the 
system. 
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2 .2  P a n e l  F u n c t i o n  D e s c r i p t i o n  
 

W A B -3 0 0 3  
 
 
 
 
 
 
 
 
 
 
 
 

1 W L AN G re e n  L E D  O N i n d i c a t e s sy st e m  re a d y  
2 W i reless S i g nal 

S t reng t h  
F o r sh o w i n g  t h e  si g n a l  st re n g t h  si t u a t i o n  

3 E t h ernet  G re e n  L E D  O N i n d i c a t e s c o n n e c t i o n ,  O F F  i n d i c a t e s n o  
c o n n e c t i o n ,  a n d  B L I NK I NG  i n d i c a t e s t ra n sm i t t i n g  d a t a . 

4 P o E  C o nnec t o r F o r c o n n e c t i n g  t o  t h e  P o w e r So u rc i n g  E q u i p m e n t  ( P SE ) 
5 N-t y p e C o nnec t o r F o r c o n n e c t i n g  t o  a n  a n t e n n a  
6 P o w er R e d  L E D  O N i n d i c a t e s p o w e r o n ,  a n d  O F F  i n d i c a t e s p o w e r 

o f f  
7~ 8  W i reless S i g nal 

S t reng t h  
F o r sh o w i n g  t h e  si g n a l  st re n g t h  si t u a t i o n  ( 7 : Y e l l o w ;  8 : 
G re e n ) 

 



 User’s Manual 
 W AB -3 0 0 3   1 08 M  1 1 g  O u t d o o r P o E  A P   

 

 7 

  

3 . I nstallati on 
3 .1 H a r d w a r e  I n s t a l l a t i o n  
Th e  f o l l o w i n g  d i a g ra m  i s a  b asi c  net w o rk  t o p o lo g y  w h i c h  c a n  b e  u se d  f o r t e st i n g  a n d  c o n f i g u ri n g  
t h e  W AB -3 0 0 3 . 
 

 

I nst allat i o n S t ep s: 
S t ep  1.  Co n n e c t  a n  a n t e n n a  t o  t h e  c o n n e c t o r. 
S t ep  2 .  Co n n e c t  t h e  P SE  ( P O W E R  &  D A TA  O U T) t o  t h e  P SE  1  c o n n e c t o r o n  t h e  l o w e r p a n e l . 
S t ep  3 .  Co n n e c t  o n e  e n d  o f  a n  E t h e rn e t  c a b l e  t o  t h e  P SE  2  c o n n e c t o r o n  t h e  l o w e r p a n e l  a n d  

c o n n e c t  t h e  o t h e r e n d  t o  a  c o m p u t e r. 
S t ep  4.  Co n n e c t  t h e  p o w e r c o rd  t o  t h e  P SE . 
S t ep  5 .  P o w e r o n  t h e  P SE  i n  o rd e r t o  su p p l y  p o w e r t o  t h e  W AB -3 0 0 3 . 
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3 .2  B a s i c  C o n f i g u r a t i o n  
3 . 2 . 1  Introd uc tion to W eb  M anagement Interfac e 
W AB -3 0 0 3  p ro v i d e s a  u se r f ri e n d l y  w e b  m a n a g e m e n t  i n t e rf a c e  f o r c o n f i g u ra t i o n . A s W AB -3 0 0 3  i s 
a  d u a l -m o d e  sy st e m  w h i c h  c a n  b e  c o n f i g u re d  a s e i t h e r a n  a c c e ss p o i n t  ( A P  M o d e ) o r a  g a t e w a y  ( CP E  
M o d e ) b a se d  o n  y o u r n e e d s,  i t  i s re q u i re d  t o  f o l l o w  t h e  re sp e c t i v e  i n st a l l a t i o n  p ro c e d u re s p ro v i d e d  t o  
p ro p e rl y  se t  u p  t h e  d e si re d  m o d e  f o r t h i s sy st e m . 
 
• D ef ault  I P  Ad d ress o f  W eb  Manag em ent  I nt erf ac e: 

Th e  d e f a u l t  I P  a d d re ss a n d  Su b n e t  M a sk  f o r t h e  CP E  m o d e  a n d  A P  m o d e  a re  a s f o l l o w s: 
Mo d e AP  Mo d e C P E  Mo d e 
I P  Ad d ress 1 9 2 .1 6 8 .0.1  1 9 2 .1 6 8 .0.1  
S ub net  Mask  2 5 5 .2 5 5 .2 5 5 .0 2 5 5 .2 5 5 .2 5 5 .0 

 
• D ef ault  User Nam e and  P assw o rd : 

Th e  d e f a u l t  User nam e a n d  P assw o rd  f o r t h e  ro o t  a n d  ad m i n a c c o u n t s a re  a s f o l l o w s: 
Mo d e AP  Mo d e C P E  Mo d e 

Manag em ent  
Ac c o unt  R o o t  Ac c o unt  R o o t  Ac c o unt  Ad m i n Ac c o unt  
User Nam e ro o t  ro o t  a d m i n  
P assw o rd  a d m i n  a d m i n  p a ssw o rd  

 
Th e re  a re  t w o  sy st e m  m a n a g e m e n t  a c c o u n t s f o r A P  &  CP E  m o d e s t o  m a i n t a i n  t h e  sy st e m ,  ro o t  
a n d  ad m i n ,  a n d  e a c h  h a s d i f f e re n t  l e v e l s o f  m a n a g e m e n t  c a p a b i l i t i e s. Th e  ro o t  a c c o u n t  i s 
e m p o w e re d  w i t h  f u l l  p ri v i l e g e s w h i l e  t h e  ad m i n a c c o u n t  i s w i t h  p a rt i a l  o n e s;  t h e re  i s o n l y  o n e  
m a n a g e m e n t  a c c o u n t  f o r A P  m o d e ,  ro o t . F o r m o re  i n f o rm a t i o n  o n  t h e  p ri v i l e g e s o f  t h e se  t w o  
a c c o u n t s,  p l e a se  re f e r t o  Ap p end i x  A.  S y st em  Manag em ent  Ac c o unt  P ri v i leg es. 
 

< AP  Mo d e – D ef ault  Mo d e > 
S t ep  1: I P  S eg m ent  S et -up  f o r Ad m i ni st rat o r P C  

Se t  a  st a t i c  I P  a d d re ss o n  t h e  sa m e  su b n e t  m a sk  a s W AB -3 0 0 3  i n  TCP / I P  o f  t h e  
a d m i n i st ra t o r P C,  su c h  a s t h e  f o l l o w i n g  e x a m p l e . D o  n o t  d u p l i c a t e  t h e  I P  a d d re ss u se d  h e re  
w i t h  t h e  I P  a d d re ss o f  W AB -3 0 0 3  o r a n y  o t h e r d e v i c e s w i t h i n  t h e  sa m e  n e t w o rk . 
 
>> E x am p le o f  I P  S eg m ent : 
Th e  v a l i d  ra n g e  o f  I P  a d d re ss i s 1  ~  2 5 4 . H o w e v e r,  1 m u st  b e  a v o i d e d  a s i t  i s a l re a d y  u se d  b y  
W AB -3 0 0 3 . B e l o w  d e p i c t s a n  e x a m p l e  o f  u si n g  10 0  ( t h e  u n d e rl i n e d  v a l u e  c a n  b e  c h a n g e d  
a s d e si re d ). 
• I P  A d d re ss: 1 9 2 .1 6 8 .0.1 00  
• Su b n e t  M a sk : 2 5 5 .2 5 5 .2 5 5 .0  
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S t ep  2 : L aunc h  W eb  B ro w ser 

L a u n c h  a  w e b  b ro w se r t o  a c c e ss t h e  w e b  m a n a g e m e n t  i n t e rf a c e  o f  A P  m o d e  b y  e n t e ri n g  t h e  
d e f a u l t  I P  a d d re ss,  h t t p ://19 2 . 16 8 . 0 . 1/ ,  i n  t h e  U R L  f i e l d ,  a n d  t h e n  p re ss E nte r . 

 
 
C aution:  
U sing an incorrect default IP  address w ill result in no L ogin page show n on the w eb brow ser. 
P lease mak e sure a correct IP  address is used for the desired mode;  refer to S e c tion 3. 2. 1 
I ns tr uc tion to W e b  M anag e m e nt I nte r f ac e  for detailed default IP  addresses. 

 
S t ep  3 : S y st em  L o g i n 

Th e  sy st e m  m a n a g e r L o g i n  P a g e  w i l l  t h e n  a p p e a r.  
E n t e r “ ro o t ”  i n  t h e  U ser name f i e l d  a n d  “ ad m i n”  i n  t h e  P assw ord f i e l d ,  a n d  t h e n  c l i c k  O K  t o  
l o g  i n . 

 

S t ep  4: L o g i n S uc c ess 
Th e  S y st em  O v erv i ew  p a g e  w i l l  a p p e a r a f t e r a  su c c e ssf u l  l o g i n .  
To  l o g o u t ,  si m p l y  c l i c k  o n  t h e  L o g o u t  b u t t o n  o n  t h e  t o p  ri g h t  h a n d  c o rn e r o f  t h e  m a n a g e m e n t  
i n t e rf a c e . 
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No t e: 
B y  d e f a u l t ,  A P  m o d e  i s e n a b l e d . Th e re f o re ,  t h e  a d m i n i st ra t o r m u st  l o g i n  t o  t h e  sy st e m  v i a  t h e  A P  
m o d e  l o g i n  p a g e  a t  t h e  f i rst  t i m e . Th e  a d m i n i st ra t o r i s t h e n  a b l e  t o  sw i t c h  b e t w e e n  m o d e s 
a f t e rw a rd s. F o r i n f o rm a t i o n  o n  sw i t c h i n g  b e t w e e n  m o d e s,  p l e a se  re f e r t o  S ec t i o n 4. 1. 2  
O p erat i ng  Mo d e. 
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< C P E  Mo d e > 
S t ep  1: L aunc h  W eb  B ro w ser 

L a u n c h  a  w e b  b ro w se r t o  a c c e ss t h e  w e b  m a n a g e m e n t  i n t e rf a c e  o f  CP E  m o d e  b y  e n t e ri n g  t h e  
d e f a u l t  I P  a d d re ss,  h t t p ://19 2 . 16 8 . 0 . 1/ ,  i n  t h e  U R L  f i e l d ,  a n d  t h e n  p re ss E nte r . 

 
 
S t ep  2 : S y st em  L o g i n 

Th e  sy st e m  m a n a g e r L o g i n  P a g e  w i l l  t h e n  a p p e a r.  
E n t e r “ ro o t ”  i n  t h e  U ser name f i e l d  a n d  “ ad m i n”  i n  t h e  P assw ord f i e l d ,  a n d  t h e n  c l i c k  O K  t o  
l o g  i n . B e l o w  d e p i c t s a n  e x a m p l e  o f  u si n g  t h e  ro o t  m a n a g e r a c c o u n t . 

 

S t ep  3 : L o g i n S uc c ess 
A f t e r a  su c c e ssf u l  l o g i n  i n t o  W AB -3 0 0 3 ,  a  S y st em  O v erv i ew  p a g e  o f  w e b  m a n a g e m e n t  
i n t e rf a c e  w i l l  a p p e a r. 
To  l o g o u t ,  si m p l y  c l i c k  o n  t h e  L og out b u t t o n  a t  t h e  u p p e r ri g h t  h a n d  c o rn e r o f  t h e  i n t e rf a c e .  
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3 . 2 . 2  Q uic k  C onfiguration  
W AB -3 0 0 3  i s a  d u a l -m o d e  sy st e m  w h i c h  c a n  b e  c o n f i g u re d  a s e i t h e r a n  a c c e ss p o i n t  ( AP  Mo d e) o r 
a  g a t e w a y  ( C P E  Mo d e) b a se d  o n  d e p l o y m e n t  n e e d s. Th i s se c t i o n  p ro v i d e s a  st e p -b y -st e p  
c o n f i g u ra t i o n  p ro c e d u re  f o r i n st a l l i n g  CP E  m o d e  a n d  A P  m o d e  re sp e c t i v e l y .  
< AP  Mo d e – D ef ault  Mo d e> 
S t ep  1: Mo d e C o nf i rm at i o n 

 

� E n su re  t h a t  t h e  O perating M ode i s c u rre n t l y  a t  AP  m o d e . 
� Cl i c k  o n  t h e  S t at us b u t t o n  a n d  t h e n  se l e c t  t h e  S y st em  O v erv i ew  t a b . Th e  O perating M ode i s 

a t  t h e  S y st em  se c t i o n  o n  t h e  S y st em  O v erv i ew  p a g e . 
 
No t e: 
F o r m o re  i n f o rm a t i o n  o n  sw i t c h i n g  t o  A P  m o d e ,  i f  i t  i s n o t  c u rre n t l y  a c t i v e ,  p l e a se  re f e r t o  AP  
Mo d e S ec t i o n 4. 1. 2  O p erat i ng  Mo d e. 
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S t ep  2 : C h ang e P assw o rd   

 

� Cl i c k  o n  t h e  Ut i li t i es b u t t o n  a n d  t h e n  se l e c t  t h e  P assw o rd  t a b . 
� E n t e r a  n e w  p a ssw o rd  i n  t h e  N ew  P assw ord f i e l d  a n d  re t y p e  i t  i n  t h e  R e-enter N ew  P assw ord 

f i e l d . 
� Cl i c k  S A V E  t o  sa v e  t h e  c h a n g e s. 
 
S t ep  3 : Net w o rk  S et t i ng s 

 

�Se t t i n g s h e re  a re  f o r e x a m p l e  o n l y . � 
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� Cl i c k  o n  t h e  S y st em  b u t t o n  a n d  t h e n  se l e c t  t h e  Net w o rk  t a b . 
� E n a b l e  S tatic ,  a n d  t h e n  e n t e r t h e  re l a t e d  i n f o rm a t i o n  i n  t h e  f i e l d s m a rk e d  w i t h  re d  a st e ri sk s. 
� Cl i c k  S A V E  t o  sa v e  t h e  se t t i n g s. 
 
S t ep  4: S S I D  S et t i ng s 

 
� Cl i c k  o n  t h e  W i reless b u t t o n  a n d  t h e n  se l e c t  t h e  G eneral t a b . 
� B and : Se l e c t  a n  a p p ro p ri a t e  b a n d  f ro m  t h e  d ro p -d o w n  l i st  b o x . 
� Cl i c k  S A V E  t o  sa v e  t h e  se t t i n g s. 
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S t ep  5 : S ec uri t y  S et t i ng s 

 
� Cl i c k  o n  t h e  W i reless b u t t o n  a n d  t h e n  se l e c t  t h e  S ec uri t y  t a b . 
� Se l e c t  t h e  d e si re d  V A P  P rofile and S ecurity T ype f ro m  t h e  d ro p -d o w n  l i st  b o x e s. Th e  a b o v e  

f i g u re  d e p i c t s a n  e x a m p l e  o f  se l e c t i n g  V A P -1  a n d  W E P . 
� E n t e r t h e  i n f o rm a t i o n  re q u i re d  i n  t h e  b l a n k  f i e l d s.  

Caution: 
Y ou must use the same information prov ided here to configure the netw ork  dev ices that are to 
be associated w ith W A B -30 0 3. 
� Cl i c k  S A V E  t o  sa v e  a l l  se t t i n g s c o n f i g u re d  so  f a r;  all updated settings will take effect upon reboot. 

 
 

Congratulations! 
The AP mode is now successfully configured. 
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<  C PE Mo d e >  
St ep  1 : Mo d e C o nf i rm at i o n 

 
� Ensure t hat  t he Operating Mode is current ly at  C PE mode. 
� C lick  on t he St at us b ut t on and t hen select  t he Sy st em  O v erv i ew  t ab . The Operating Mode is 

at  t he Sy st em  sect ion on t he Sy st em  O v erv i ew  p age. 
 
N o t e: 
F or m ore inf orm ation on s w itc h ing to C P E  m ode,  if  it is  not c u rrentl y  ac tiv e,  pl eas e ref er to 
Section 5. 1 . 2  O p er a ting  M od e. 
 



 User’s Manual 
 W AB -3 0 0 3   1 0 8 M  1 1 g O ut door PoE AP  

 

 1 8  

St ep  2: C h ang e Passw o rd  

 

� C lick  on t he Ut i li t i es b ut t on and t hen select  t he C h ang e Passw o rd  t ab . 
� C h ang e R o o t  Acco unt  Passw o rd  

• Ent er t he old p assword in t he Ol d P as s w ord field, which default  p assword is “ ad m i n” .  
• Ent er a new p assword in t he New  P as s w ord field and ret yp e it  in t he R e-enter New  

P as s w ord field. 
� C h ang e Ad m i n Acco unt  Passw o rd  

• Ent er a new p assword in t he New  P as s w ord field and ret yp e it  in t he R e-enter New  
P as s w ord field. 

� C lick  SAV E  t o sav e t he changes. 
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St ep  3 : Si t e Surv ey  

 

�The scan result  disp layed here is an ex amp le only.� 
 
� C lick  on t he W i reless b ut t on and t hen select  t he Si t e Surv ey  t ab . 
� The syst em will aut omat ically scan and disp lay all av ailab le APs in t he same W AB -3 0 0 3 ’s 

cov erage area. 
� C lick  Sca n Ag a in if t he APs t o b e associat ed wit h are not  list ed on t he Scan R esult  list . 
 
St ep  4: Select  AP t o  b e Asso ci at ed  
� S elect  an AP t o b e associat ed wit h from t he Scan R esult  list  p rov ided in St ep  3 . 
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St ep  5: Securi t y  Set t i ng s 

 
� The ab ov e figure dep ict s an ex amp le of select ing C h erry  ( encryp t ed v ia WPA-PS K  securit y 

t yp e) .  
� C lick  Setu p , and t hen a relat ed encryp t ion configurat ion b ox  will ap p ear. 
� Ent er t he informat ion req uired in t he configurat ion b ox . I nformat ion t o b e ent ered must  b e 

ex act ly t he same as configured in t his AP. 
� C lick  C onnect t o st art  t he connect ion. 
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St ep  6 : N et w o rk  I nt erf ace C o nf i g urat i o n 
� C lick  on t he Sy st em  b ut t on and t hen select  t he N et w o rk  t ab . 

 

� S et t ings here are for ex amp le only.� 
W AN  C o nf i g urat i o n 
� Enab le S tatic , and t hen ent er t he relat ed informat ion in t he fields mark ed wit h red 

ast erisk s. 
� C lick  SAV E  t o sav e t he set t ings. 

 
D y nam i c D N S C o nf i g urat i o n 
� The D y nam i c D N S sect ion is on t he same p age as W AN  C o nf i g urat i o n sect ion. 
� When enab led, choose t he serv ice P rov ider wit h p rov ided H os t Nam e, U s er Nam e/ E -m ail , 

and P as s w ord/ K ey . 
� C lick  SAV E  t o act iv at e all set t ings configured so far. 

 
L AN  C o nf i g urat i o n 
� The L AN  C o nf i g urat i o n sect ion is on t he same p age as W AN  C o nf i g urat i o n sect ion. 
� Ent er t he I P  A ddres s  and Netm as k  of t he L AN p ort . 
� C lick  SAV E  t o sav e all set t ings configured so far;  all updated settings will take effect upon 

reboot. 
 

Congratulations! 
The C PE mode is now successfully configured. 
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4. AP Mode Configuration 
When AP mode is act iv at ed, t he syst em can b e configured as an Access Point , or a R ep eat er, or an 
Access Point  wit h R ep eat er dep ending on dep loyment  needs. This chap t er will guide you t hrough 
set t ing up  t he AP mode wit h grap hical illust rat ions. The following t ab le shows all t he funct ions of 
WAB -3 0 0 3  in it s AP mode. 
 
O PT I O N  Sy st em  W i reless Fi rew all Ut i li t i es St at us 

S yst em 
I nformat ion V AP O v erv iew F irewall 

L ist  
C hange 
Password 

S yst em 
O v erv iew 

O p erat ing M ode G eneral S et t ings S erv ice Net work  U t ilit ies Associat e 
C lient  S t at us 

Net work  
S et t ings 

V AP 
C onfigurat ion 

Adv anced C onfigurat ion 
S av e &  R est ore 

R ep eat er 
I nformat ion 

M anagement  
S erv ices S ecurit y S et t ings S yst em U p grade Ev ent  L og 

Q oS  
C lassificat ion 

R ep eat er 
S et t ings R eb oot  

Adv anced 
Wireless S et t ings 
Access C ont rol 
S et t ings 

FUN C T I O N  

 
S it e S urv ey 
 

 

 
 

T ab le 4-1 : AP Mo d e Funct i o ns 
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Fi g ure 4-1 : AP Mo d e Mai n Pag e 
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4.1 S y s t e m  
This sect ion p rov ides informat ion for configuring t he following funct ions: Sy st em  I nf o rm at i o n, 
O p erat i ng  Mo d e, N et w o rk  Set t i ng s, Manag em ent  Serv i ces, and  Q o S C lassi f i cat i o n. 
 

 
 
N o t e: 
A syst em rest art  is req uired when a reminding message ap p ears aft er click ing t he SAV E  b ut t on;  
all set t ings ent ered and sav ed will t ak e effect  only aft er t he syst em rest art . 
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4.1.1 S y s t e m  I n f o r m a t i o n  
F or maint enance p urp ose, it  is req uired t o sp ecify t he syst em name, it s locat ion and corresp onding 
b asic p aramet ers. F ields such as Nam e, Des c ription and L oc ation are used for mnemonic p urp ose. I t  
is recommended t o hav e different  v alues in each AP. 

 

� Sy st em  I nf o rm at i o n 
F or maint enance p urp ose, it  is recommended t o hav e t he following informat ion st at ed as clearly 
as p ossib le. F ields Name, Descrip t ion, and L ocat ion are used for mnemonic p urp ose. I t  is 
recommended t o hav e different  v alues in each wireless dev ice. 
� Nam e: The syst em name used t o ident ify t his syst em 
� Descrip t ion: F urt her informat ion of t he syst em. 
� L oc ation: The informat ion on geograp hical locat ion of t he syst em for t he administ rat or t o 
locat e t he syst em easily. 

� T i m e 
Time set t ings allow t he syst em t ime synchroniz ed wit h NTP serv er or manually set . 
� Dev ic e Tim e: Disp lay t he current  t ime of t he syst em. 
� Tim e Z one: S elect  an ap p rop riat e t ime z one from t he drop -down list  b ox . 
� S y nc h roniz ation: S ynchroniz e t he syst em t ime eit her b y NTP serv er or manual set up . 
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( 1 )  Enab le N T P:  
B y select ing E na b l e N T P, WAB -3 0 0 3  can synchroniz e it s syst em t ime wit h t he NTP serv er 
aut omat ically. While t his met hod is chosen, at  least  one NTP serv er' s I P address or 
domain name must  b e p rov ided. I f F Q DN ( full q ualified domain name)  is used as t he I P 
address of NTP serv er, t he DNS  serv er must  also b e act iv at ed ( p lease refer t o 4.1 .3  
N et w o rk  Set t i ng s ) . 

 
 
( 2 )  Manually  set  up : 

B y select ing Manu al l y  s et u p, t he administ rat or can manually set  t he syst em dat e and 
t ime. 

 
 

▬ S et Date: S elect  t he ap p rop riat e Y ear, Month , and Day  from t he drop -down 
list  b ox . 

▬ S et Tim e: S elect  t he ap p rop riat e H ou r, Min, and S ec  from t he drop -down list  
b ox . 
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4.1.2  O p e r a t i n g  M o d e  
WAB -3 0 0 3  sup p ort s t wo op erat ion modes: C PE mode and AP mode. The administ rat or can set  t he 
desired mode on t his p age, and t hen configure t he syst em according t o dep loyment  needs. 
 

 
 
• O p erat i ng  Mo d e: S elect  t he desired mode and t hen click  SAV E  t o sav e t he set t ing. 
 
N o t e: 
Aft er click ing SAV E , t he syst em will immediat ely ask  for a reb oot  t o act iv at e t he select ed mode.  
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4.1.3  N e t w o r k  S e t t i n g s  
L AN set t ings can b e configured on t his p age. 
 

 
 
• Mo d e: Det ermine t he way t o ob t ain t he I P address, b y DH C P  or S tatic  manually set . 
� St at i c: S t at ic set t ing is set  t hese p aramet ers manually. The b asic p aramet ers need t o 

p rov ide such as I P address, sub net  mask  and G at eway. 
o I P Ad d ress: The I P address of t he L AN p ort . 
o N et m ask : The S ub net  mask  of t he L AN p ort . 
o G at ew ay : The G at eway I P address of t he L AN p ort . 
o Pri m ary / Seco nd ary  D N S Serv er: Please p rov ide at  least  on DNS  serv er’ s I P address. 

� D H C P: The op t ion is p rov ided when a DH C P serv er is p rov ided in t he net work . The following 
I P address/ Net mask / G at eway set t ing will b e disab led. 

 
• L ay er 2 ST P: Dep ends on t he configurat ion of t he syst em including wired and wireless set t ings, 

when it  is configured t o b ring sev eral net work s, we need enab le S TP. 
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4.1.4 M a n a g e m e n t  S e r v i c e s  
The syst em sup p ort s V L AN , SN MP, R em o t e Sy slo g , and Aut o  R eb o o t  funct ions for easy 
management . These funct ions can b e configured on t his p age. 
 

 
 
• V L AN  f o r Manag em ent : The Et hernet  t raffic from t he syst em can b e t agged wit h V L AN t ag wit h 

sp ecific I D. 
• SN MP C o nf i g urat i o n: B y enab ling S NM P serv ice, t he remot e S NM P manager could ob t ain t he 

syst em st at us. 
� Enab le/  D i sab le: S elect  E nab l e t o act iv at e t his funct ion or Dis ab l e t o inact iv at e it . 
� C o m m uni t y  St ri ng : The communit y st ring is req uired when accessing t he M anagement  

I nformat ion B ase ( M I B )  of t he syst em. 
o R ead : Ent er t he communit y st ring t o access t he M I B  wit h R ead p riv ilege.   
o W ri t e: Ent er t he communit y st ring t o access t he M I B  wit h Writ e p riv ilege.   

� T rap : When enab led, ev ent s on C old S t art , I nt erface U P &  Down, and Associat ion &  
Disassociat ion can b e rep ort ed t o an assigned serv er. 
o Enab le/  D i sab le: S elect  E nab l e t o act iv at e t his funct ion or Dis ab l e t o inact iv at e it .  
o Serv er I P Ad d ress: Ent er t he I P address of t he assigned serv er for receiv ing t he t rap  
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rep ort . 
• Sy slo g  C o nf i g urat i o n: B y enab ling t his funct ion, sp ecify a remot e syslog serv er which could 

accep t  syst em log messages from t he syst em remot ely. Therefore, b y reading t he syslog 
message in t he remot e serv er, rev iew act iv it ies of all inst alled t he syst em in t he net work . 
� Enab le/  D i sab le: S elect  E nab l e t o act iv at e t his funct ion or Dis ab l e t o inact iv at e it .  
� Serv er I P: The I P address of t he S yslog serv er for receiv ing t he rep ort ed ev ent s. 
� Serv er Po rt :  The p ort  numb er of t he S yslog serv er. 
� L o g  L ev el: S elect  t he desired lev el of receiv ed ev ent s from t he drop -down list  b ox .  
 

• Aut o  R eb o o t : The op t ion can b e enab led t o reb oot  syst em aut omat ically wit h p referred R eb oot  
Time from drop -down list . 
� Enab le/  D i sab le: S elect  E nab l e t o act iv at e t his funct ion or Dis ab l e t o deact iv at e it .  
� R eb o o t  T i m e: S elect  an ap p rop riat e t ime from t he drop -down list  b ox . S ince all users on t he 

net work  will b e disconnect ed during reb oot , it  is suggest ed t o set  t he reb oot  t ime during an 
off-p eak  p eriod t o reduce imp act s on online users. 
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4.1.5  Q o S  C l a s s i f i c a t i o n  
The syst em sup p ort s funct ion of Q oS  classificat ion where sp ecified V L AN  I D  can b e assigned t o a 
sp ecific Q o S access cat eg o ry  for p riorit y handling of t raffics. 
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4.2  W i r e l e s s  
The administ rat or can configure t he following wireless set t ings on t his p age: V AP O v erv i ew , 
G eneral Set t i ng s, V AP C o nf i g urat i o n, Securi t y  Set t i ng s, R ep eat er Set t i ng s, Ad v anced  
W i reless Set t i ng s, Access C o nt ro l Set t i ng s, and Si t e Surv ey . The syst em sup p ort s up  t o eight  
V irt ual Access Point s ( V APs) . Each V AP can hav e it s own set t ings including ES S I D, V L AN I D, securit y 
set t ings, et c. S uch V AP cap ab ilit y enab les different  lev els of serv ice t o meet  act ual req uirement s. 
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4.2 .1 V i r t u a l  A P  O v e r v i e w  
An ov erall st at us is collect ed in t his p age, including E nab l e/ Dis ab l e S tate, S ec u rity  Ty pe, MA C  A C L  
st at e, and A dv anc ed S ettings . The syst em has 8  V APs;  each has it s own set t ings. I n t his t ab le, 
p lease click  on t he hyp erlink  for furt her configurat ion of each V AP resp ect iv ely. 
 

 

• St at e: The hyp erlink  showing E nab l e or Dis ab l e connect s t o t he screen of V AP C o nf i g urat i o n. 
• Securi t y  T y p e: The hyp erlink  showing securit y t yp e connect s t o t he screen of Securi t y  

Set t i ng s. 
• MAC  AC L : The hyp erlink  showing A l l ow  or Dis ab l e connect s t o t he screen of Access C o nt ro l 

Set t i ng s. 
• Ad v anced  Set t i ng s: The hyp erlink  of adv anced set t ings connect s t o t he screen of Ad v anced  

W i reless Set t i ng s. 
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4.2 .2  G e n e r a l  S e t t i n g s  
This sect ion is for configuring t he syst em R F  set t ings. 
 

 

• B and : S elect  an ap p rop riat e wireless freq uency b and of t his syst em. S elect  one freq uency b and 
from Dis ab l e, 8 0 2 .1 1 b , 8 0 2 .1 1 g or mix ed mode 8 0 2 .1 1 b + 8 0 2 .1 1 g. 

• Sup er G : O p t ions of B urst ing, F ast  F rames, and At heros’  feat ured Dynamic Turb o can b e 
select ed t o b oost  wireless t hroughp ut . 

• Sh o rt  Pream b le: The op t ion can b e t urned on t he enab le S hort -Preamb le frames. 
• C h annel: S elect  t he ap p rop riat e channel from t he drop -down list  b ox  t o corresp ond wit h your 

net work  set t ings, for ex amp le, C hannel 1 -1 1  is av ailab le in Nort h America and C hannel 1 -1 3  in 
Europ e, or choose t he default  A u to. 

• Max  T ransm i t  R at e: S elect  t ransmit  rat e from 1 M t o 5 4 M or A u to. 
• T ransm i t  Po w er: S elect  from t he lowest  t o highest  p ower lev el or choose A u to. 
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The R F  set t ings in t his p age will b e ap p lied t o all V APs.  
U nder normal circumst ances, t he av ailab le R F  configurat ions are illust rat ed as b elow: 
 

B and  Sup er G  Sh o rt  
Pream b le   C h annel Max  T ransm i t  

R at e 
T ransm i t  
Po w er 

Disab le N/ A N/ A N/ A N/ A N/ A 

8 0 2 .1 1 b  N/ A Disab le/ Enab le 
Aut o, 
1 ~ 1 1 , 1 3 , 
or 1 4  

1 M , 2 M , 5 .5 M , 
1 1 M  

8 0 2 .1 1 g 
B urst ing, 
C omp ression, F ast  
F rames, Dynamic 
Turb o 

Disab le/ Enab le 
Aut o, 
1 ~ 1 1  
or  1 3  

6 M , 9 M , 1 2 M , 
1 8 M , 2 4 M , 3 6 M , 
4 8 M , 5 4 M  

8 0 2 .1 1 b + 8 0 2 .1 1 g 
B urst ing, 
C omp ression, F ast  
F rames, Dynamic 
Turb o 

Disab le/ Enab le 
Aut o, 
1 ~ 1 1 , 1 3 , 
or 1 4  

1 M , 2 M , 5 .5 M , 
6 M , 9 M , 1 1 M , 
1 2 M , 1 8 M , 2 4 M , 
3 6 M , 4 8 M , 5 4 M  

Aut o, L owest , 
L ow, M edium, 
H igh, H ighest  
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4.2 .3  V A P  C o n f i g u r a t i o n  

 

 
To enab le each V AP, t he administ rat or must  configure each V AP manually. The set t ings of each V AP 
are collect ed as it s p rofile.  
• Enab le V AP: Enab le or disab le V AP funct ion. 
• Pro f i le N am e: The p rofile name of each V AP for ident it y/ management  p urp ose. 
• ESSI D : ES S I D ( Ex t ended S erv ice S et  I D)  indicat es a uniq ue S S I D used b y a client  dev ice t o 

associat e wit h a sp ecified V AP. ES S I D det ermines t he serv ice lev el assigned t o a client . 
• V L AN  I D : The syst em sup p ort s t agged V L ANs ( v irt ual L ANs) . To enab le V L AN funct ion, each V AP 

must  hav e a uniq ue V L AN I D;  v alid v alues are ranged from 1  t o 4 0 9 4 . 
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4.2 .4 S e c u r i t y  S e t t i n g s  
The syst em sup p ort s v arious user aut hent icat ion and dat a encryp t ion met hods in each V AP p rofile. 
Thus t he administ rat or can dep end on t he need t o p rov ide different  serv ice lev els t o client s. The 
securit y t yp e includes N o ne, W EP, 80 2.1 X , W PA-PSK , and W PA-R AD I US. 
 
• N o ne: No aut hent icat ion is req uired. 

 
 
• W EP: WEP ( Wired Eq uiv alent  Priv acy)  sup p ort s k ey lengt h of 6 4 / 1 2 8 / 1 5 2  b it s. 

 
� 80 2.1 1  Aut h ent i cat i o n: S elect  from Open S y s tem , S h ared K ey , or A u to. 
� W EP K ey  L eng t h : S elect  from 6 4 -b it, 1 2 8 -b it, or 1 5 2 -b it  k ey lengt h. 
� W EP K ey  Fo rm at : S elect  from A S C I I  or H ex  format  for t he WEP k ey. 
� W EP K ey  I nd ex : S elect  a k ey index  from 1  t hrough 4 . The WEP k ey index  is a numb er 

t hat  sp ecifies which WEP k ey t o use for t he encryp t ion of wireless frames during dat a 
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t ransmission. 
� W EP K ey s: Prov ide WEP k ey v alue;  t he syst em sup p ort s up  t o 4  set s of WEP k eys.  

 
• 80 2.1 X : Prov ide R ADI U S  aut hent icat ion and enhanced WEP.  

 
� D y nam i c W EP Set t i ng s:  

o D y nam i c W EP: B y enab ling t his funct ion, t he syst em will aut omat ically generat e WEP 
k eys for encrp t ion. 

o W EK  K ey  L eng t h : S elect  from 6 4 -b it or 1 2 8 -b it k ey lengt h. 
o R ek ey i ng  Peri o d : The t ime int erv al for t he WEP k ey t o b e up dat ed;  t he t ime unit  is in 

second. 
� Pri m ary  R AD I US Serv er Set t i ng s:  

o H o st : Ent er t he I P address or domain name of t he R ADI U S  serv er. 
o Aut h ent i cat i o n Po rt : The p ort  numb er used b y t he R ADI U S  serv er. S p ecify a p ort  

numb er or use t he default , 1 8 1 2 . 
o Secret  K ey : The secret  k ey for t he syst em t o communicat e wit h t he R ADI U S  serv er. 
o Acco unt i ng  Serv i ce: Enab le or disab le t he account ing serv ice. 
o Acco unt i n Po rt : The p ort  numb er used b y t he R ADI U S  serv er. S p ecify a p ort  numb er 
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or use t he default , 1 8 1 3 . 
o Acco unt i ng  I nt eri m  Up d at e I nt erv al: The t ime int erv al for t he account ing t o b e 

up dat ed;  t he t ime unit  is in second. 
o W PA-PSK : Prov ide shared k ey aut hent icait on in WPA dat a encryp t ion. 

 

 
� C i p h er Sui t e:  S elect  an encryp t ion met hod from TK I P  ( W P A ) , A E S  ( W P A ) , TK I P ( W A P 2 ) , 

A E S  ( W A P 2 ) , or Mix ed. 
� Pre-sh ared  K ey  T y p e: S elect  a p re-shared k ey t yp e: P S K  ( H ex )  or P as s ph ras e.  
� Pre-sh ared  K ey : Ent er t he k ey v alue for t he p re-shared k ey;  t he format  of t he k ey v alue 

dep ends on t he k ey t yp e select ed. 
� G ro up  K ey  Up d at e Peri o d : The t ime int erv al for t he G roup  K ey t o b e renewed;  t he t ime 

unit  is in second. 
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• W PA-R AD I US: Aut hent icat e users b y R ADI U S  and p rov ide WPA dat a encryp t ion. 
 

 
� W PA Set t i ng s: 

o C i p h er Sui t e: S elect  an encryp t ion met hod from TK I P  ( W P A ) , A E S  ( W P A ) , 
TK I P ( W A P 2 ) , A E S  ( W A P 2 ) , or Mix ed. 

o G ro up  K ey  Up d at e Peri o d : The t ime int erv al for t he G roup  K ey t o b e renewed;  t he 
t ime unit  is in second. 

� Pri m ary  R AD I US Serv er Set t i ng s:  
o H o st : Ent er t he I P address or domain name of t he R ADI U S  serv er. 
o Aut h ent i cat i o n Po rt : The p ort  numb er used b y t he R ADI U S  serv er. S p ecify a p ort  

numb er or use t he default , 1 8 1 2 . 
o Secret  K ey : The secret  k ey for t he syst em t o communicat e wit h t he R ADI U S  serv er. 
o Acco unt i ng  Serv i ce: Enab le or disab le t he account ing serv ice. 
o Acco unt i n Po rt : The p ort  numb er used b y t he R ADI U S  serv er. S p ecify a p ort  numb er 

or use t he default , 1 8 1 3 . 
o Acco unt i ng  I nt eri m  Up d at e I nt erv al: The t ime int erv al for t he account ing t o b e 

up dat ed;  t he t ime unit  is in second.     
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4.2 .5  R e p e a t e r  S e t t i n g s   
The syst em can serv e as an Access Point , a R ep eat er, or an Access Point  wit h R ep eat er dep ending on 
dep loyment  needs. S elect  a R epeater Ty pe from t he drop -down list  b ox  and p roceed wit h t he relat ed 
set t ings. 
• N o ne: When None is select ed, t he syst em is act ing as an Access Point  only;  t herefore, no furt her 

configurat ion is req uired here 

 
• W D S: The dev ice sup p ort s up  t o 4  WDS  p eers. Aft er p rov iding WDS  p eer’ s M AC  address, click  on 

Ad d  t o add t his link  t o t he t ab le shown on U ser I nt erface. 

 
� MAC :  Ent er t he M AC  address of t he WDS  p eer. C lick  Ad d  t o add it  int o t he list . 
� MAC  Ad d ress: Disp lay t he M AC  address of t he WDS  p eer. 
� Enab le: C heck  E na b l e t o act iv at e t he sp ecified WDS  link . 
� D elet e: C heck  D el ete b ox  and click  D el ete b ut t on t o remov e t he sp ecified WDS  p eer from 

t he list . 
� Securi t y  T y p e: S elect  an ap p rop riat e securit y t yp e for t he WDS  link , eit her N one, W E P or 

T K I P/ AE S ;  t he t yp e select ed needs t o b e t he same as t he one configured at  t he WDS  p eer.  
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• Uni v ersal R ep eat er: I f U niv ersal R ep eat er is chosen, p lease p rov ide t he S S I D of up p er-b ound 
AP for up link  connect ion;  S ecurit y Typ e ( None, WEP, or WPA-PS K )  can b e configured for t his 
R ep eat er connect ion.  Please not e t he securit y t yp e configured here needs t o b e t he same as 
up p er-b ound AP t o b e connect ed. 
 

 
� T h e SSI D  o f  Up p er-B o und  AP: S p ecify t he S S I D of t he up p er-b ound AP t hat  t he syst em 

is used t o ex t end t hat  AP’ s wireless serv ice cov erage. 
� Securi t y  T y p e: S elect  t he securit y t yp e used b y t he up p er-b ound AP, N one, W E P or   

W PA-PSK . S ecurit y set t ings configured here must  b e t he same as t he up p er-b ound AP. 
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4.2 .6  A d v a n c e d  W i r e l e s s  S e t t i n g s  
The adv anced wireless set t ings for t he syst em’ s V AP p rofiles allow cust omiz at ion of dat a 
t ransmission set t ings. The administ rat or can t une t he following p aramet ers t o imp rov e net work  
communicat ion p erformance if a p oor connect ion occurs. 
   

 

• B eaco n I nt erv al: Ent er a v alue b et ween 1 0 0  and 5 0 0  ms. The default  is 1 0 0  milliseconds. The 
sp ecified v alue rep resent s t he amount  of t ime b et ween b eacon signal t ransmissions. 

• R T S T h resh o ld : To cont rol st at ion access t o t he medium and t o allev iat e t his effect  of t he 
hidden t erminal p rob lem, t he administ rat or can t une t his R TS  t hreshold v alue. A lower R TS  
Threshold set t ing can b e useful in areas where many client  dev ices are associat ing wit h WAB -
3 0 0 3  or in areas where t he client s are far ap art  and can det ect  only WAB -3 0 0 3  and not  each 
ot her.  

• Frag m ent at i o n T h resh o ld : A unicast  frame larger t han t his t hreshold will b e fragment ed 
b efore t ransmission. I f a significant  numb er of collisions are occurring, t he administ rat or can t ry 
t o set  a smaller v alue of t he t hreshold t o see whet her it  help s. A smaller v alue result s in smaller 
p ack et s b ut  allows a larger numb er of p ack et s in t ransmission. A lower F ragment  Threshold 
set t ing can b e useful in areas where communicat ion is p oor or dist urb ed b y a serious amount  of 
radio int erference.  

• B ro ad cast  SSI D : Disab ling t his funct ion will p rev ent  t he syst em from b roadcast ing it s S S I D. I f 
you disab le b roadcast  of t he S S I D, only dev ices t hat  hav e t he correct  S S I D can connect  t o t he 
syst em. 

• St at i o n I so lat i o n: B y enab ling t his funct ion, all st at ions associat ed wit h t he syst em can only 
communicat e wit h t he syst em. 

• W MM: The default  is Dis ab l e. Wi-F i M ult imedia ( WM M )  is a Q ualit y of S erv ice ( Q oS )  feat ure t hat  
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p riorit iz es wireless dat a p ack et s b ased on four access cat egories: v oice, v ideo, b est  effort , and 
b ack ground. Ap p licat ions wit hout  WM M  and ap p licat ions t hat  do not  req uire Q oS  are assigned t o 
t he b est -effort  cat egory, which receiv es a lower p riorit y t han v oice and v ideo. I n short , WM M  
decides which dat a st reams are t he most  imp ort ant  and assign t hem a higher t raffic p riorit y. 

<  T o  recei v e t h e b enef i t s o f  W MM Q o S >  
- The ap p licat ion must  sup p ort  WM M . 
- Y ou must  enab le WM M  in t his syst em. 
- Y ou must  enab le WM M  in t he wireless adap t er in your comp ut er. 

• I APP: I APP ( I nt er Access Point  Prot ocol)  is a p rot ocol b y which access p oint s share informat ion 
ab out  t he st at ions t hat  are connect ed t o t hem. B y enab ling t his funct ion, t he syst em will 
aut omat ically b roadcast  informat ion of associat ed wireless st at ions t o it s p eer access p oint s. This 
will help  wireless st at ions roam smoot hly among I APP-enab led access p oint s in t he same 
wireless L AN. 

• 80 2.1 1 g  Pro t ect i o n: When enab led, t he associat ed 8 0 2 .1 1 g st at ions will b enefit  from t his 
funct ion since t heir t ransmission sp eed will not  b e affect ed b y t he surrounding 8 0 2 .1 1 b  st at ions. 
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4.2 .7  A c c e s s  C o n t r o l  S e t t i n g s   
The administ rat or can rest rict  t he wireless access of client  dev ices b ased on t heir M AC  addresses.  
 

 
 
• Max i m um  N um b er o f  C li ent s 

The syst em sup p ort s v arious met hods of aut hent icat ing client s for using wireless L AN. The 
default  p olicy is unlimit ed access wit hout  any aut hent icat ion req uired. To rest rict  t he st at ion 
numb er of wireless connect ions, simp ly change t he Max i m um  N um b er o f  St at i o ns t o a desired 
numb er. F or ex amp le, while t he numb er of st at ions is set  t o 2 0 , only 2 0  st at ions are allowed t o 
connect  t o t he sp ecified V AP. 

 
• Access C o nt ro l T y p e  

The select ed Access C o nt ro l T y p e will b e t he act iv at ed p olicy while t he rest  will b e omit t ed. The 
following is a list  of t he sup p ort ed met hods for M AC  AC L  cont rol:  
( 1 )  D i sab le Access C o nt ro l 

No M AC  address check  req uired.  
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( 2 )  MAC  AC L  Allo w  L i st   
Deny all ex cep t  t hose in t he Allow L ist . When select ing MA C  A C L  A l l ow  L is t, all wireless 
connect ions t o t he sp ecified V AP will b e denied ex cep t  t he M AC  addresses list ed in t he Allow 
L ist  ( “ allowed M AC  addresses” ) . The administ rat or can disab le any allowed M AC  address t o 
connect  t o t he V AP t emp orarily b y check ing Dis ab l e. F or ex amp le, 1 1 :2 2 :3 3 :4 4 :5 5 :6 6  is in 
t he Allow L ist ;  t o t emp orarily deny it s access, check  Dis ab l e in t he St at e sect ion. 

 
 

( 3 )  MAC  AC L  D eny  L i st   
Allow all ex cep t  t hose in t he Deny L ist . When select ing MA C  A C L  Deny  L is t, all wireless 
connect ions t o t he sp ecified V AP will b e allowed ex cep t  t he M AC  addresses list ed in t he 
Deny L ist  ( “ denied M AC  addresses” ) . The administ rat or can allow any denied M AC  address 
t o connect  t o t he V AP t emp orarily b y check ing E nab l e. 
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( 4 )  R AD I US AC L   
Aut hent icat e incoming M AC  addresses b y R ADI U S . When select ing R A DI U S  A C L , all 
incoming M AC  addresses will b e aut hent icat ed b y R ADI U S . Please not e t hat  each V AP’ s 
M AC  AC L  and it s securit y t yp e ( showing on t he Securi t y  Set t i ng s p age)  share t he same 
R ADI U S  configurat ion. 
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4.2 .8  S i t e  S u r v e y  
The syst em can scan and disp lay all surrounding av ailab le access p oint s ( APs)  when U niv ersal 
R ep eat er is enab led.  S it e S urv ey is a useful t ool t o p rov ide informat ion ab out  t he surrounding 
wireless env ironment ;  av ailab le APs are shown wit h t heir resp ect iv e S S I D, M AC  Address, C hannel, 
R at e set t ing, S ignal reading and S ecurit y t yp e. The administ rat or can click  S et up  or C onnect  t o 
configure t he wireless connect ion for U niv ersal R ep eat er according t o t he ment ioned readings.  
 

 

Fi g ure 4-2-8-1 : Si t e Surv ey - w h en rep eat er f unct i o n i s d i sab led . 
 

 

Fi g ure 4-2-8-2: Si t e Surv ey - w h en rep eat er f unct i o n i s enab led  ( ex amp le only)  
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• SSI D : The S S I D ( S erv ice S et  I D)  of t he AP found in t he syst em’ s cov erage area. 
• MAC  Ad d ress: The M AC  address of t he resp ect iv e AP. 
• C h annel: The channel numb er current ly used b y t he resp ect iv e AP or rep eat er. 
• R at e: The t ransmit t ing rat e of t he resp ect iv e AP. 
• Si g nal: The signal st rengt h of t he resp ect iv e AP. 
• Securi t y : The encryp t ion t yp e used b y t he resp ect iv e AP 
• Set up /  C o nnect :  
� C o nnect : C lick  C onnect t o associat e wit h t he resp ect iv e AP direct ly;  no furt her 

configurat ion is req uired. 

 
 
� Set up : C lick  Setu p  t o configure securit y set t ings for associat ing wit h t he resp ect iv e AP.  

o W EP: C lick  Setu p  t o configure t he WEP set t ing for associat ing wit h t he t arget  AP. 

 
The following configurat ion b ox  will t hen ap p ear at  t he b ot t om of t he screen. F or more 
informat ion on t he WEP securit y set t ings, p lease refer t o Sect i o n 4.2.4. Securi t y  
Set t i ng s. 

 
o W PA-PSK : C lick  Setu p  t o configure t he WPA-PS K  set t ing for associat ing wit h t he t arget  

AP. 

 
The following configurat ion b ox  will t hen ap p ear at  t he b ot t om of t he screen. F or more 
informat ion on t he WPA-PS K  securit y set t ings, p lease refer t o Sect i o n 4.2.4. Securi t y  
Set t i ng s. 
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4.3  F i r e w a l l   
The syst em p rov ides an added securit y feat ure, L 2  firewall, in addit ion t o t yp ical AP securit y.  
L ayer-2  firewall offers a firewall funct ion t hat  is t ailored sp ecifically for layer 2  t raffics, p rov iding 
anot her choice of shield against  p ossib le securit y t hreat s coming from/ going t o WL AN ( AP 
int erfaces) ;  hence, b esides firewall p olicies configured on gat eways, t his ex t ra securit y feat ure will 
assist  t o mit igat e p ossib le securit y b reach.  
 

4.3 .1  L a y e r  2  F i r e w a l l  S e t t i n g s  
I t  p rov ides an ov erv iew of firewall rules in t he syst em;  6  default  rules wit h up  t o t ot al 2 0  firewall 
rules are av ailab le for configurat ion. 

 

 

F rom t he ov erv iew t ab le, each rule is designat ed wit h t he following fields:  
♦ N o .: The numb ering will decide t he p riorit y t o let  syst em carry out  t he av ailab le firewall rules 

in t he t ab le.   
♦ St at e: The check  mark s will enab le t he resp ect iv e rules. 
♦ Act i o n: “ DR O P”  denot es a b lock  rule;  “ AC C EPT”  denot es a p ass rule. 
♦ N am e: I t  shows t he name of rule. 
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♦ Et h erT y p e: I t  denot es t he t yp e of t raffics sub j ect  t o t his rule. 
♦ R em ark : I t  shows t he not e of t his rule. 
♦ Set t i ng : 4  act ions are av ailab le;  “ Del”  denot es t o delet e t he rule, “ Ed”  denot es t o edit  t he 

rule, “ I n”  denot es t o insert  a rule, and “ M v ”  denot es t o mov e t he rule.  
 
> > T o d el ete a  s p ecif ic r u l e,  
“ Del”  in “ S et t ing”  column of firewall list  will lead t o t he following p age for remov al confirmat ion.  
Aft er “ S AV E”  b ut t on is click ed and syst em reb oot , t he rule will b e remov ed.   

 
 
> > T o ed it a  s p ecif ic r u l e,  
“ Ed”  in “ S et t ing”  column of firewall list  will lead t o t he following p age for det ail configurat ion.   
F rom t his p age, t he rule can b e edit ed form scrat ch or from an ex ist ing rule for rev ision. 
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♦ R ule I D : The numb ering of t his sp ecific rule will decide it s p riorit y among av ailab le firewall 
rules in t he t ab le. 

♦ R ule nam e: The rule name can b e sp ecified here. 
♦ Et h erT y p e: The drop -down list  will p rov ide t he av ailab le t yp es of t raffics ( AL L , I Pv 4 , 

I EEE8 0 2 .3 , 8 0 2 .1 Q , AR P, and R AR P)  sub j ect  t o t his rule. 
♦ I nt erf ace: I t  can indicat e inb ound/ out b ound direct ion wit h desired int erfaces ( V AP1 ~ V AP8 )  
♦ Serv i ce ( w h en Et h erT y p e i s I Pv 4) : S elect  t he av ailab le up p er layer p rot ocols/ serv ices 

from t he drop -down list . 
♦ D SAP/ SSAP ( w h en Et h erT y p e i s I EEE80 2.3 ) : The v alue can b e furt her sp ecified for t he 

fields in 8 0 2 .2  L L C  frame header. 
♦ T y p e ( w h en Et h erT y p e i s I EEE80 2.3 ) : The field can b e used t o indicat e t he t yp e of 

encap sulat ed t raffics. 
♦ V lan I D  ( w h en Et h erT y p e i s 80 2.1 Q ) : The V lan I D is p rov ided t o associat e wit h cert ain 

V L AN-t agging t raffics.  
♦ Pri o ri t y  ( w h en Et h erT y p e i s 80 2.1 Q ) : I t  denot es t he p riorit y lev el wit h associat ed V L AN 

t raffics. 
♦ Encap sulat ed  T y p e ( w h en Et h erT y p e i s 80 2.1 Q ) : I t  can b e used t o indicat e t he t yp e of 

encap sulat ed t raffics.    
♦ O p co d e ( w h en Et h erT y p e i s AR P/ R AR P) : This list  can b e used t o sp ecify t he AR P O p code 

in AR P header. 
♦ So urce: M AC  Address/ M ask  indicat es t he source M AC ;  I P Address/ M ask  indicat es t he source 

I P address ( when Et herTyp e is I Pv 4 ) ;  AR P I P/ M AC  &  M AS K  indicat e t he AR P p ayload fields.  
♦ D est i nat i o n: M AC  Address/ M ask  indicat es t he dest inat ion M AC ;  I P Address/ M ask  indicat es 

t he dest inat ion I P address ( when Et herTyp e is I Pv 4 ) ;  AR P I P/ M AC  &  M AS K  indicat e t he AR P 
p ayload fields.  

♦ Act i o n: The rule can b e chosen t o b e “ B lock ”  or “ Pass” . 
♦ R em ark : The not e of t his rule can b e sp ecified here. 
When t he configurat ion for firewall rules is p rov ided, p lease click  “ SAV E ”  and reb oot  syst em t o 
let  t he firewall rules t ak e effect . 
 
> > T o ins er t a  s p ecif ic r u l e,  
“ I n”  in “ S et t ing”  column of firewall list  will lead t o t he following p age for det ail configurat ion wit h 
rule I D for t he current  insert ed rule.   
F rom t his p age, t he rule can b e edit ed form scrat ch or from an ex ist ing rule for rev ision. 
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> > T o m ov e a  s p ecif ic r u l e,  
“ M v ”  in “ S et t ing”  column of firewall list  will lead t o t he following p age for re-ordering 
confirmat ion.  Aft er “ SAV E ”  b ut t on is click ed and syst em reb oot , t he order of rules will b e 
up dat ed.   
 

 
 
Please mak e sure all desired rules ( st at e of rule)  are ch eck ed  and sav ed  in ov erv iew p age;  t he 
rule will b e enforced up on syst em reb oot . 
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L ay er 2  F irew al l  S ettings  ( C h ec k  S tate)  
 



 User’s Manual 
  W AB -3 0 0 3   1 0 8 M  1 1 g O ut door PoE AP 

 5 6  

4.3 .2   F i r e w a l l  S e r v i c e  
The administrator can add or delete firewall services here; the services in this list will become options to choose in 

firewall rule (when EtherType is IPv4). 

 

 
Overview of Firewall Services 

 

There are 28 firewall services available in default settings; these default services cannot be deleted but can be 

disabled. If changes are made, please click SAVE to save the settings before leaving this page. 
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4.3 .3   A d v a n c e d  F i r e w a l l  S e t t i n g s  
Adv anced firewall set t ings are used t o sup p lement  t he firewall rules, p rov iding ex t ra securit y 
enhancement  against  DH C P and AR P t raffics t rav ersing t he av ailab le int erfaces of syst em.   

 
 

♦ T rust  I nt erf ace: Each int erface can b e check ed indiv idually t o mark  as t rust ed int erfaces;  
securit y enforcement s on DH C P/ AR P lik e DH C P snoop ing and AR P insp ect ion will b e carried 
out  on non-t rust ed int erfaces.   

♦ D H C P Sno o p i ng : When enab led, DH C P p ack et s will b e v alidat ed against  p ossib le t hreat s lik e 
DH C P st arv at ion at t ack ;  in addit ion, t he t rust ed DH C P serv er ( I P/ M AC )  can b e sp ecified t o 
p rev ent  rogue DH C P serv er. 

♦ AR P I nsp ect i o n: When enab led, AR P p ack et s will b e v alidat ed against  AR P sp oofing.  T rust  
L i st  B ro ad cast  can b e enab led t o let  ot her WAB -3 0 0 3  ( wit h L 2  firewall feat ure)  learn t he 
t rust ed M AC / I P p airs t o issue AR P req uest s.  St at i c T rust  L i st  can b e used t o add M AC  or 
M AC / I P p airs t o issue AR P req uest . O t her net work  nodes can st ill send t heir AR P req uest s;  
howev er, if t heir I P ap p ears in t he st at ic list  ( wit h different  M AC ) , t heir AR P req uest s will b e 
drop p ed t o p rev ent  eav esdrop p ing. 

I f any set t ings are made, p lease click  SAV E  t o sav e t he configurat ion b efore leav ing t his p age. 
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4.4 U t i l i t i e s   
The administ rat or can maint ain t he syst em on t his p age: C h ang e Passw o rd , N et w o rk  Ut i li t i es, 
C o nf i g urat i o n Sav e &  R est o re, Sy st em  Up g rad e, and R eb o o t . 
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4.4.1 C h a n g e  P a s s w o r d  
The administ rat or can up dat e or change p assword. The syst em p rov ides one management  account  
for AP mode, ro o t  account . The administ rat or can change p assword on t his p age.  
 

 
� “ ro o t ”  acco unt : Ent er t he original p assword ( “ ad m i n” )  and a new p assword, and t hen re-

ent er t he new p assword in t he R e-enter New  P as s w ord field. C lick  SAV E  t o sav e t he new 
p assword.  
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4.4.2  N e t w o r k  U t i l i t i e s  
The administ rat or can check  t he net work  connect iv it y v ia t his funct ion. The current  p rov ided 
net work  ut ilit y is Ping and t he t arget  host  F Q DN-comp liant  name or I P address can b e p rov ided t o 
t est  net work  connect ion. 
 

 
 
• Pi ng  H o st  ( D o m ai n/  I P) : Ent er t he domain name or I P address of a t arget  dev ice for diagnosis 

p urp ose, for ex amp le, www.google.com.t w, and click  Ping  t o p roceed. The p ing result  will b e 
shown in t he R esult  field. 
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4.4.3  C o n f i g u r a t i o n  S a v e  &  R e s t o r e  
This funct ion is used t o b ack up  or rest ore t he current  set t ings. The syst em can b e rest ored t o t he 
default  set t ing b y click ing on R eset . The set t ing of t he dev ice can b e b ack up  t o a file. I t  can b e used 
t o dup licat e set t ing t o t he ot her WAB -3 0 0 3  dev ice. 
 

 
• R eset  t o  D ef ault :   
� C lick  R es et t o load t he fact ory default  set t ings of WAB -3 0 0 3 . A p op -up  screen will ap p ear 

t o reconfirm t he req uest  t o rest art  t he syst em. C lick  O K  t o p roceed, or click  C a ncel  t o 
cancel t he rest art  req uest . 

 
� A warning message as disp layed b elow will ap p ear during t he reb oot  p eriod. The syst em 

p ower must  b e t urned on b efore t he comp let ion of t he reb oot  p rocess. 
� The Sy st em  O v erv i ew  p age will ap p ear up on t he comp let ion of reb oot . 
 

• B ack up  Set t i ng s: C lick  Sa v e t o sav e t he current  syst em set t ings t o a local disk  such as t he 
hard disk  driv e ( H DD)  of a local comp ut er or a comp act  disc ( C D) . 

 
• R est o re Set t i ng s: C lick  B r ow s e t o search for a p rev iously sav ed b ack up  file, and t hen click  

U p l oa d  t o rest ore t he set t ings. The b ack up  file will rep lace t he act iv e configurat ion file current ly 
running on t he syst em. 
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4.4.4 S y s t e m  U p g r a d e  
To up grade t he syst em firmware, click  B r ow s e t o search for t he new firmware file, and t hen click  
Ap p l y  t o ex ecut e t he up grade p rocess. The first  st ep  is t o acq uire t he correct  firmware file and 
sup p ly it  in t he U ser I nt erface field. During firmware up dat e, p lease don’ t  t urn off t he p ower t o 
p rev ent  from damaging t he dev ice p ermanent ly. 
 

 
 

N o t e: 
• To p rev ent  dat a loss during firmware up grade, p lease b ack  up  t he current  set t ings b efore 

p roceeding furt her.  
• Please rest art  t he syst em aft er t he up grade. Do not  int errup t  t he syst em, i.e. p ower on/ off, 

during t he up grade or rest art  p rocess since it  may cause damage t o t he syst em. 
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4.4.5  R e b o o t  
The administ rat or can reb oot  t he dev ice remot ely. C lick  R eb oot t o rest art  t he syst em immediat ely.  
 

 
 
A p op -up  screen will ap p ear t o confirm t he req uest  t o rest art  t he syst em. C lick  O K  t o p roceed, or 
click  C a ncel  t o cancel t he rest art  req uest .   

 
 
A warning message as disp layed b elow will ap p ear during t he reb oot  p eriod. The syst em p ower must  
b e t urned on b efore t he comp let ion of t he reb oot  p rocess. 

 

The Sy st em  O v erv i ew  p age will ap p ear up on t he comp let ion of reb oot . 
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4.5  S t a t u s  
This sect ion disp lays t he st at us of Sy st em  O v erv i ew , C li ent s, R ep eat er, and Ev ent  L o g . 
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4.5 .1. S y s t e m  O v e r v i e w  
The Sy st em  O v erv i ew  p age p rov ides an ov erv iew of t he syst em st at us for t he administ rat or. 
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The descrip t ion of t he t ab le is shown b elow: 
 
I T EM D ESC R I PT I O N  

Sy st em  N am e The name p rov ided in S yst em I nformat ion. 
Fi rm w are V ersi o n The p resent  firmware v ersion of t he syst em. 
B ui ld  N um b er The B uild Numb er of t he firmware. 
L o cat i o n The locat ion p rov ided in S yst em I nformat ion. 
Si t e The firmware v ersion for sp ecific region. 
D ev i ce T i m e The current  t ime on t he dev ice. 
Sy st em  Up  T i m e The syst em elap sing t ime since last  reb oot . 

Sy st em  

O p erat i ng  Mo d e Eit her C PE or AP. 
MAC  Ad d ress The M AC  address of L AN I nt erface. 
I P Ad d ress The I P address of t he L AN I nt erface. 
Sub net  Mask  The S ub net  M ask  of t he L AN I nt erface. 

L AN  I nt erf ace 

G at ew ay  The gat eway of L AN int erface. 
MAC  Ad d ress The M AC  address of R F  int erface. 
B and  The op erat ing b and. 
C h annel The op erat ing channel. 

R ad i o  St at us 

T x  Po w er The lev el of t ransmit t ed p ower. 
B SSI D  The B S S I D ( M AC )  of AP. 
ESSI D  The assigned ES S I D of AP. 
Securi t y  T y p e The securit y t yp e of AP. 

AP St at us 

O nli ne C li ent  The numb er of online client s associat ed wit h AP. 
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4.5 .2 . A s s o c i a t e d  C l i e n t  S t a t u s   
The administ rat or can remot ely ov ersee t he st at us of all associat ed client s on t his p age. Associat ed 
client ’ s M AC , S NR  and I dle Time are list ed in t he t ab le. 

 
• ESSI D : The Ex t ended S erv ice S et  I D which t he client  is associat ed wit h.   
• MAC  Ad d ress: The M AC  address of associat ed client s. 
• SN R : The S ignal t o Noise R at io of resp ect iv e client ’ s associat ion. 
• I d le T i m e: Time p eriod t hat  t he associat ed client  is inact iv e;  t he t ime unit  is in second. 
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4.5 .3 . R e p e a t e r  I n f o r m a t i o n  
The administ rat or can rev iew det ailed informat ion of t he rep eat er funct ion on t his p age. I nformat ion 
of rep eat er’ s st at us, mode and encryp t ion is p rov ided. 
• W D S L i nk  St at us: The t ab le will b e disp layed when WDS  mode is select ed. F or more 

informat ion on t he rep eat er t yp e, p lease refer t o Sect i o n 4.2.5 R ep eat er Set t i ng s. 
� St at us: The st at us of t he rep eat er funct ion eit her E nab l ed or Dis ab l ed. 
� MAC  Ad d ress: The M AC  Address of t he WDS  p eer. 
� R SSI : R eceiv ed S ignal S t rengt h I ndicat ion, a measurement  of receiv ed radio signal ov er 

WDS  link . 
� T x  R at e: The t ransmit  rat e of t he R ep eat er. 
� T x  C o unt : The accumulat iv e numb er of t ransmission count s. 
� T x  Erro r: The accumulat iv e numb er of t ransmission errors. 
� Encry p t i o n: The encryp t ion t yp e used: None, W E P , or W P A -P S K . 
 

 

 
Fi g . 4.5.3 -1  W D S 
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• Uni v ersal R ep eat er: The t ab le will b e disp layed when U niv ersal R ep eat er mode is select ed. F or 
more informat ion on t he rep eat er t yp e, p lease refer t o Sect i o n 4.2.5 R ep eat er Set t i ng s. 
� SSI D : S S I D of t he up p er-b ound AP t o b e associat ed wit h. 
� T x  R at e: The t ransmit  rat e of t he R ep eat er. 
� SN R : The S NR  ( S ignal t o Noise R at io)  indicat es t he relat iv e signal st rengt h b et ween t he 

up p er-b ound AP and t he syst em. 
� T x  C o unt : The accumulat iv e numb er of t ransmission count s. 
� T x  Erro r: The accumulat iv e numb er of t ransmission errors. 
� Encry p t i o n: The encryp t ion t yp e used: None, W E P , or W P A -P S K . 
 

 
Fi g  4.5.3 -2 Uni v ersal R ep eat er 
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4.5 .4. E v e n t  L o g  
Ev ent  log p rov ides t he records of t he syst em act iv it ies. All t he syst em ev ent s are shown here. 
 

 
 
N o t e: 
As t he Ev ent  L og is st ored in R AM , it  will b e refreshed aft er t he syst em is rest art ed. The syst em 
also sup p ort s a S yslog rep ort ing funct ion of rep ort ing t he ev ent s t o an ex t ernal S yslog serv er. 
 
• D at e/  T i m e: The dat e and t ime when t he ev ent  hap p ened. 
• H o st nam e: I ndicat e which H ost  records t his ev ent . Not e t hat  all ev ent s in t his p age are local 

ev ent s and t his field of all ev ent s is t he same. H owev er, in remot e S yslog serv ice, t his field will 
help  t he net work  administ rat or ident ify which ev ent  is from t his syst em. F or more informat ion, 
p lease refer t o Sect i o n 4.1 .4 Manag em ent  Serv i ces. 

• Pro cess nam e ( w i t h  sq uare b rack et s) : I ndicat e which p rocess wit h t he sp ecific ev ent  is 
associat ed. 

• D escri p t i o n: Descrip t ion of t he ev ent . 
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4.6  O n l i n e  H e l p  
The H el p  b ut t on is at  t he up p er right  hand corner of t he disp lay screen.  
C lick  H el p  for t he O nli ne H elp  window, and t hen click  t he hyp erlink  of t he desired t op ic for furt her 
informat ion. 
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5 . C P E  M o d e  C o n f i g u r a t i o n  
When C PE mode is act iv at ed, t he syst em act s as a gat eway where it  connect s t o t he WAN wirelessly 
and p rov ides Et hernet  connect ion t o users v ia wired L AN. This chap t er will guide you t hrough set t ing 
up  t he C PE mode wit h grap hical illust rat ions. The following t ab le shows all t he funct ions of W AB -
3 0 0 3  in it s C PE mode.  
 

O PT I O N  Sy st em  W i reless Fi rew all Ut i li t i es St at us 

S yst em 
I nformat ion G eneral S et t ing I P/ Port  

F orwarding 
C hange 
Password 

S yst em 
O v erv iew 

O p erat ing 
M ode 

Adv anced 
Wireless 
S et t ings 

Demilit ariz ed 
Z one 

Net work  
U t ilit ies Ev ent  L og 

Net work  
S et t ings 

S ecurit y 
S et t ings  

C onfigurat ion 
S av e &  
R est ore 

DH C P L ease 

M anagement  
S erv ices S it e S urv ey  S yst em 

U p grade U PnP S t at us 

FUN C T I O N  

   R eb oot   
T ab le 5-1 : C PE Mo d e Funct i o ns 
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Fi g ure 5-1 : C PE Mo d e Mai n Pag e
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5 .1 S y s t e m  
This sect ion p rov ides informat ion in configuring t he following funct ions: Sy st em  I nf o rm at i o n, 
O p erat i ng  Mo d e, N et w o rk  Set t i ng s, and Manag em ent  Serv i ces. 
 

 
 
N o t e: 
A syst em rest art  is req uired when a reminding message ap p ears aft er click ing t he SAV E  b ut t on;  
all set t ings ent ered and sav ed will t ak e effect  only aft er a syst em rest art . 
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5 .1.1 S y s t e m  I n f o r m a t i o n  
F or maint enance p urp ose, it  is req uired t o sp ecify t he syst em name, it s locat ion and corresp onding 
b asic p aramet ers. F ields such as Nam e, Des c ription and L oc ation are used for mnemonic p urp ose. I t  
is recommended t o hav e different  v alues in each AP. 

 

� Sy st em  I nf o rm at i o n 
F or maint enance p urp ose, it  is recommended t o hav e t he following informat ion st at ed as clearly 
as p ossib le. F ields Name, Descrip t ion, and L ocat ion are used for mnemonic p urp ose. I t  is 
recommended t o hav e different  v alues in each wireless dev ice. 
� Nam e: The syst em name used t o ident ify t his syst em 
� Des c ription: F urt her informat ion of t he syst em. 
� L oc ation: I nformat ion ab out  t he geograp hical locat ion of t he syst em, which can help  t he 
administ rat or locat e it  easily.  

� T i m e 
Time set t ings allow t he syst em t ime synchroniz ed wit h NTP serv er or manually set . 
� Dev ic e Tim e: Disp lay t he current  t ime of t he syst em. 
� Tim e Z one: S elect  an ap p rop riat e t ime z one from t he drop -down list  b ox . 
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� S y nc h roniz ation: S ynchroniz e t he syst em t ime eit her b y NTP serv er or manual set up . 
( 1 )  Enab le N T P:  

B y select ing E na b l e N T P, WAB -3 0 0 3  can synchroniz e it s syst em t ime wit h t he NTP 
serv er aut omat ically. While t his met hod is chosen, at  least  one NTP serv er' s I P address 
or domain name must  b e p rov ided. I f F Q DN ( F ull Q ualified Domain Name)  is used as t he 
I P address of NTP serv er, t he DNS  serv er must  also b e act iv at ed ( p lease refer t o 5.1 .3  
N et w o rk  Set t i ng s ) . 

 
( 2 )  Manually  set  up : 

B y select ing S et m a nu a l l y  s et u p , t he administ rat or can manually set  t he syst em dat e 
and t ime. 

 
▬ S et Date: S elect  t he ap p rop riat e Y ear, Month , and Day  from t he drop -down 

list  b ox . 
▬ S et Tim e: S elect  t he ap p rop riat e H ou r, Min, and S ec  from t he drop -down list  

b ox . 
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5 .1.2  O p e r a t i n g  M o d e  
WAB -3 0 0 3  sup p ort s t wo op erat ion modes: C PE mode and AP mode. The administ rat or can set  t he 
desired mode on t his p age, and t hen configure t he syst em according t o dep loyment  needs. 

 
 
• O p erat i ng  Mo d e: S elect  C P E  Mode and t hen click  SAV E  t o sav e t he set t ing.  
 
N o t e: 
Aft er click ing SAV E, t he syst em will immediat ely ask  for a reb oot  t o act iv at e t he select ed mode.  
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5 .1.3  N e t w o r k  S e t t i n g s  
WAN and L AN set t ings can b e configured on t his p age. 

 
 
• W AN  C o nf i g urat i o n: Det ermine t he way t o ob t ain t he I P address, b y S t at ic or DH C P. 
� Mo d e: Det ermine t he way t o ob t ain t he I P address, b y DH C P  or S tatic . 

o St at i c: The administ rat or can manually set  up  t he st at ic WAN I P address. 
▬ I P Ad d ress: The I P address of t he WAN p ort .  
▬ N et m ask : The sub net  mask  of t he WAN p ort . 
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▬ G at ew ay : The gat eway I P address of t he WAN p ort . 
▬ Pri m ary  D N S Serv er: The I P address of t he p rimary DNS  ( Domain Name S yst em)  

serv er. 
▬ Seco nd ary  D N S Serv er: The I P address of t he sub st it ut e DNS  serv er. 

o D H C P: This connect ion t yp e is ap p licab le when t he syst em is connect ed t o a net work  wit h 
t he p resence of a DH C P serv er;  all relat ed I P informat ion req uired will b e p rov ided b y t he 
DH C P serv er aut omat ically. 

� B and w i d t h  L i m i t :  
o D o w nlo ad : The max imum download b andwidt h of WAN int erface t o b e shared b y client s.  
o Up lo ad : The max imum up load b andwidt h of t he WAN int erface t o b e shared b y client s.   
 

• D y nam i c D N S: The op t ion can b e enab led t o b ind F Q DN-comp liant  H ost  Name wit h t his dev ice. 
I f enab led, t he serv ice Prov ider must  b e chosen from t he drop -down list  wit h p rov ided H ost  
Name, U ser Name, U ser Email and Password. 
� D D N S: S elect  E nab l e t o act iv at e t his funct ion or Dis ab l e t o inact iv at e it . 
� Pro v i d er: The name of t he DDNS  p rov ider t hat  t he syst em is regist ered wit h. S elect  a DDNS  

p rov ider from t he drop -down list  b ox . 
� H o st  N am e: The F Q DN regist ered wit h t he select ed DDNS  p rov ider. 
� User nam e/  E-m ai l: The account  I D, user name or e-mail, regist ered wit h t he DDNS  

p rov ider. 
� Passw o rd /  K ey : The p assword of t he account  regist ered wit h t he DDNS  p rov ider. 

 
• L AN  C o nf i g urat i o n: C onfigure L AN and DH C P set t ings on t his p age. I P Address and Net mask  

are req uired fields t o set  up  L AN int erface. 
� I P Ad d ress: The I P address of t he L AN p ort .  
� N et m ask : The S ub net  mask  of t he L AN p ort . 
� D H C P Serv er: I f enab led, dev ices connect ed t o t his syst em can ob t ain an I P address 

aut omat ically. 
o Enab le/  D i sab le: S elect  E nab l e t o act iv at e t his funct ion or Dis ab l e t o inact iv at e it . 
o St art  I P /  End  I P: S p ecify t he range of I P addresses t o b e dist rib ut ed b y t he DH C P 

serv er t o client s.  
o Pref erred  D N S Serv er: Ent er t he I P address of a p referred DNS  serv er;  t his field is 

req uired. 
o Alt ernat e D N S Serv er: Ent er t he I P address of a secondary DNS  serv er;  t his is op t ional. 
o W I N S Serv er I P: Ent er t he I P address of a WI NS  ( Windows I nt ernet  Name S erv ice)  

serv er;  t his is op t ional. 
o D o m ai n N am e: Ent er t he domain name for t his net work . 
o L ease T i m e: I t  can b e chosen from t he drop -down list  t o renew L eased L AN I P. 
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5 .1.4 M a n a g e m e n t  S e r v i c e s  
The syst em sup p ort s SN MP, Sy slo g , UPnP, and Aut o  R eb o o t  funct ions for easy management . 
These funct ions can b e configured on t his p age.  
 

 
 
• SN MP C o nf i g urat i o n: B y enab ling S NM P funct ion, t he administ rat or can ob t ain t he syst em 

informat ion remot ely.  
� Enab le/  D i sab le: S elect  E nab l e t o act iv at e t his funct ion or Dis ab l e t o inact iv at e it .  
� C o m m uni t y  St ri ng : The communit y st ring is req uired when accessing t he M anagement  

I nformat ion B ase ( M I B )  of t he syst em. 
o R ead : Ent er t he communit y st ring for accessing t he M I B  wit h R ead p riv ilege.   
o W ri t e: Ent er t he communit y st ring for accessing t he M I B  wit h Writ e p riv ilege.   

� T rap : When enab led, ev ent s on C old S t art , I nt erface U P &  Down, and Associat ion &  
Disassociat ion can b e rep ort ed t o an assigned serv er.  
o Enab le/  D i sab le: S elect  E nab l e t o act iv at e t his funct ion or Dis ab l e t o inact iv at e it .  
o Serv er I P Ad d ress: Ent er t he I P address of t he assigned serv er for receiv ing t he t rap  

rep ort . 
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• R em o t e Sy slo g : B y enab ling t his funct ion, sp ecify a remot e S yslog serv er t o accep t  syst em log 
messages from t he syst em remot ely.  
� Enab le/  D i sab le: S elect  E nab l e t o act iv at e t his funct ion or Dis ab l e t o inact iv at e it .  
� Serv er I P: The I P address of t he S yslog serv er for receiv ing t he rep ort ed ev ent s. 
� Serv er Po rt :  The p ort  numb er of t he S yslog serv er. 
� Sy slo g  L ev el: S elect  t he desired lev el of receiv ed ev ent s from t he drop -down list  b ox .  

 
• UPnP C o nf i g urat i o n: This op t ion can b e enab led if U PnP serv ice is req uired b y L AN dev ice. 
� Enab le/  D i sab le: S elect  E nab l e t o act iv at e t his funct ion or Dis ab l e t o inact iv at e it .  
 

• Aut o  R eb o o t : The syst em can b e funct ioning in a healt hier st at e when t his serv ice is enab led. 
� Enab le/  D i sab le: S elect  E nab l e t o act iv at e t his funct ion or Dis ab l e t o inact iv at e it .  
� R eb o o t  T i m e: S elect  an ap p rop riat e t ime from t he drop -down list  b ox . S ince all users on t he 

net work  will b e disconnect ed during reb oot , it  is suggest ed t o set  t he reb oot  t ime during an 
off-p eak  p eriod t o reduce imp act s on t he online users. 
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5 .2  W i r e l e s s  
This sect ion is for configuring wireless set t ings for t his syst em t o associat e wit h it s up link  access 
p oint . 
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5 .2 .1 G e n e r a l  S e t t i n g s  
This sect ion is for configuring t he syst em R F  set t ings. 
 

 

• B and : S elect  an ap p rop riat e wireless b and: 8 0 2 .1 1 b , 8 0 2 .1 1 g or mix ed mode 8 0 2 .1 1 b + 8 0 2 .1 1 g, 
or select  Dis ab l e if t he funct ion is not  req uired. 

• ESSI D : The ES S I D ( S erv ice S et  I D)  of t he client  dev ice t hat  t he syst em is t o b e associat ed wit h. 
• Sup er G : O p t ions of B urst ing, F ast  F rames, and At heros’  feat ured Dynamic Turb o can b e 

select ed t o b oost  wireless t hroughp ut . 
• Sh o rt  Pream b le: The short  p reamb le wit h a 5 6 -b it  synchroniz at ion field can imp rov e WL AN 

t ransmission efficiency. S elect  E nab l e t o use S hort  Preamb le or Dis ab l e t o use L ong Preamb le 
wit h a 1 2 8 -b it  synchroniz at ion field. 

• Max  T ransm i t  R at e: The max imum wireless t ransmit t ing rat e. S elect  t he desired rat e from t he 
drop -down list  b ox . The syst em uses t he highest  p ossib le rat e when A u to is select ed. 

• T ransm i t  Po w er: The signal st rengt h t ransmit t ed from t he syst em. S elect  among A u to, L ow es t, 
L ow , Mediu m , H igh ,  and H igh es t from t he drop -down list  b ox . 

• AC K  T i m eo ut : When p ack et  loss is increasing ov er longer dist ance, AC K  Timeout  can b e used t o 
allev iat e t his issue. 
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5 .2 .2  A d v a n c e d  W i r e l e s s  S e t t i n g s  
The administ rat or can set  t he R TS  t hreshold and fragment at ion t hreshold on t his p age. I n most  
circumst ance, t he default  set t ings can meet  general req uirement s. I f occasionally wireless net work  
needs t o b e t uned, t he following p aramet ers will assist  wit h t hat  p urp ose. 
 

 

 

• R T S T h resh o ld : To cont rol st at ion access t o t he medium and t o allev iat e t his effect  of t he 
hidden t erminal p rob lem, t he administ rat or can t une t his R TS  t hreshold v alue. A lower R TS  
Threshold set t ing can b e useful in areas where many client  dev ices are associat ing wit h WAB -
3 0 0 3  or in areas where t he client s are far ap art  and can det ect  only WAB -3 0 0 3  and not  each 
ot her.  

• Frag m ent at i o n T h resh o ld : A unicast  frame larger t han t his t hreshold will b e fragment ed 
b efore t ransmission. I f a significant  numb er of collisions are occurring, t he administ rat or can t ry 
t o set  a smaller v alue of t he t hreshold t o see whet her it  help s. A smaller v alue result s in smaller 
p ack et s b ut  allows a larger numb er of p ack et s in t ransmission. A lower F ragment  Threshold 
set t ing can b e useful in areas where communicat ion is p oor or dist urb ed b y a serious amount  of 
radio int erference.    
  



 User’s Manual 
  W AB -3 0 0 3   1 0 8 M  1 1 g O ut door PoE AP 

 8 5  

5 .2 .3  S e c u r i t y  S e t t i n g s  
The syst em sup p ort s v arious aut hent icat ion and dat a encryp t ion met hods. The securit y t yp e includes: 
None, WEP and WPA-PS K . 
 

 
 
• N o ne: No aut hent icat ion is req uired. 
• W EP: WEP ( Wired Eq uiv alent  Priv acy)  sup p ort s k ey lengt h of 6 4 / 1 2 8 / 1 5 2  b it s.  

 
� 80 2.1 1  Aut h ent i cat i o n: S elect  from Open S y s tem , S h ared K ey , or A u to. 
� W EP K ey  L eng t h : S elect  from 6 4 -b it or 1 2 8 -b it k ey lengt h. 
� W EP K ey  Fo rm at : S elect  from A S C I I  or H ex  format  for t he WEP k ey. 
� W EP K ey  I nd ex : S elect  a k ey index  from 1  t hrough 4 . The WEP k ey index  is a numb er 

t hat  sp ecifies which WEP k ey t o use for t he encryp t ion of wireless frames during dat a 
t ransmission. 

� W EP K ey s: Prov ide WEP k ey v alue;  t he syst em sup p ort s up  t o 4  set s of WEP k eys.  
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• W PA-PSK : WPA-PS K  ( WI -F i Prot ect ed Access Pre-shared K ey)  sup p ort s p re-shared k ey 
aut hent icat ion and WPA dat a encryp t ion ( TK I P/ AES ) . 

 
 
� C i p h er Sui t e:  S elect  an encryp t ion met hod from TK I P ( W P A / W P A 2 )  and A E S  ( WPA/ W P A 2 ) . 
� Pre-sh ared  K ey  T y p e: S elect  a p re-shared k ey t yp e: P S K  ( H ex )  or P as s ph ras e.  
� Pre-sh ared  K ey : Ent er t he k ey v alue for t he p re-shared k ey;  t he format  of t he k ey v alue 

dep ends on t he k ey t yp e select ed. 
� G ro up  K ey  Up d at e Peri o d : The t ime int erv al for t he G roup  K ey t o b e renewed. Ent er t he 

t ime lengt h req uired;  t he t ime unit  is in second. 
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5 .2 .4 S i t e  S u r v e y  
The syst em can scan and disp lay all surrounding av ailab le access p oint s ( APs) . The administ rat or 
can t hen select  an AP t o b e associat ed wit h t he syst em on t his p age. 
S it e S urv ey is a useful t ool t o p rov ide informat ion ab out  t he surrounding wireless env ironment ;  
av ailab le APs are shown wit h t heir resp ect iv e S S I D, M AC  Address, C hannel, R at e set t ing, S ignal 
reading and S ecurit y t yp e. The administ rat or can click  S et up  or C onnect  t o configure t he wireless 
connect ion according t o t he ment ioned readings.  
 

 

Fi g ure 5-2-4-1 : AP Scan R esult  ( ex amp le only)  
 
• SSI D : The S S I D ( S erv ice S et  I D)  of t he AP found in t he syst em’ s cov erage area. 
• MAC  Ad d ress: The M AC  address of t he resp ect iv e AP. 
• C h annel: The channel numb er current ly used b y t he resp ect iv e AP. 
• R at e: The t ransmit t ing rat e of t he resp ect iv e AP. 
• Si g nal: The signal st rengt h of t he resp ect iv e AP. 
• Securi t y : The encryp t ion t yp e used b y t he resp ect iv e AP. 
• Set up  /  C o nnect :  
� C o nnect : C lick  C onnect t o associat e wit h t he resp ect iv e AP direct ly;  no furt her 

configurat ion is req uired. 
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� Set up : C lick  Setu p  t o configure securit y set t ings for associat ing wit h t he resp ect iv e AP or 

rep eat er. 
o W EP: C lick  Setu p  t o configure t he WEP set t ing for associat ing wit h t he t arget  AP. 

 

 
 

The following configurat ion b ox  will t hen ap p ear at  t he b ot t om of t he screen. F or more 
informat ion on t he WEP securit y set t ings, p lease refer t o Sect i o n 5.2.3  Securi t y  
Set t i ng s. 

 
 

o W PA-PSK : C lick  Setu p  t o configure t he WPA-PS K  set t ing for associat ing wit h t he t arget  
AP. 

 

 
 

The following configurat ion b ox  will t hen ap p ear at  t he b ot t om of t he screen. F or more 
informat ion on t he WPA-PS K  securit y set t ings, p lease refer t o Sect i o n 5.2.3 - Securi t y  
Set t i ng s. 

 

 



 User’s Manual 
  W AB -3 0 0 3   1 0 8 M  1 1 g O ut door PoE AP 

 8 9  

5 .3  F i r e w a l l   
The syst em sup p ort s t he following firewall funct ions: I P/  Port  forwarding and DM Z  ( Demilit ariz ed 
Z one) . The administ rat or can allow a cert ain p art  of t he net work  t o b e ex p osed t o t he I nt ernet  in 
limit ed and cont rolled ways for sp ecial p urp oses such as game and v oice ap p licat ions.  
 

 
 



 User’s Manual 
  W AB -3 0 0 3   1 0 8 M  1 1 g O ut door PoE AP 

 9 0  

5 .3 .1 I P /  P o r t  F o r w a r d i n g  
A cert ain p art  of t he net work  can b e ex p osed t o t he I nt ernet  in a limit ed and cont rolled way for 
sp ecial-p urp ose I nt ernet  serv ices such as on-line game or v ideo conferencing on t his p age.  Please 
ensure t hat  t he int ernal p ort  t o b e used is not  occup ied b y ot her ap p licat ions. 
 

 
 
• Serv i ce N am e: The administ rat or can p rov ide an easy rememb ered alias for t he sp ecific 

forwarding. 
• Ex t ernal Po rt  R ang e: The ex t ernal p ort  for forwarding t raffic can b e select ed from t he drop -

down list  or sp ecified b y choosing U s er Def ine t o set  t he range manually. 

 
 

• I nt ernal I P Ad d ress: Ent er t he L AN I P address t o receiv e t he forwarding t raffic. 
• Pro t o co l: F orwarding t raffic p rot ocol can b e select ed from drop -down list  t o b e TC P /  U C P , TC P  or 

U DP . 
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• Ad d : C lick  Ad d  t o act iv at e t he new serv ice. 
• I P/  Po rt  Fo rw ard i ng : Det ails of current  serv ices av ailab le. C lick  D el ete t o remov e t he 

sp ecified serv ice. C lick  E d it t o configure t he current  set t ing. 
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5 .3 .2  D e m i l i t a r i z e d  Z o n e  
The DM Z  ( Demilit ariz ed Z one)  allows one local comp ut er or serv er ( used as a DM Z  host )  t o b e 
ex p osed t o t he I nt ernet  for sp ecial-p urp ose I nt ernet  serv ices such as funct ioning as a web  serv er. 
Ex t ernal users can access t he DM Z  host  wit hout  aut hent icat ion.  
 

 

 

• Enab le: S elect  E nab l e t o act iv at e t his funct ion or Dis ab l e t o deact iv at e it . 
• I nt ernal I P Ad d ress: F ill in t he int ernal I P address t o allow syst em forwarding t raffic ot her t han 

t hose sp ecifically list ed in I P/ Port  F orwarding.
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5 .4 U t i l i t i e s  
The syst em p rov ides C h ang e Passw o rd , N et w o rk  Ut i li t i es, C o nf i g urat i o n Sav e &  R est o re, 
Sy st em  Up g rad e, and R eb o o t  funct ions for maint enance. 
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5 .4.1 C h a n g e  P a s s w o r d  
The administ rat or can up dat e or change p assword. The syst em p rov ides t wo management  account s 
for C PE mode, ro o t  and ad m i n. The ro o t  account  is emp owered wit h full p riv ileges while t he ad m i n 
account  is wit h p art ial. F or more informat ion on t he resp ect iv e p riv ileges of t hese t wo management  
account s, p lease refer t o Ap p end i x  A. Sy st em  Manag em ent  Pri v i leg es. 
 
• “ ro o t ”  acco unt  m anag em ent : The ro o t  administ rat or is ent it led t o changing p asswords for 

b ot h t he ro o t  and ad m i n account . 
 

 
 
� “ ro o t ”  acco unt : Ent er t he original p assword ( “ ad m i n” )  and a new p assword, and t hen re-

ent er t he new p assword in t he R e-enter New  P as s w ord field. C lick  SAV E  t o act iv at e t he new 
p assword.  

 
� “ ad m i n”  acco unt : Ent er a new p assword, and t hen re-ent er it  in t he R e-enter New  

P as s w ord field. The ro o t  administ rat or is act ing as a sup erint endent  here;  t hus, ent ering 
t he old p assword is not  req uired. C lick  SAV E  t o act iv at e t he new p assword. 
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5 .4.2  N e t w o r k  U t i l i t i e s  
The administ rat or can check  t he WAN and L AN connect iv it y v ia t his funct ion. The current  p rov ided 
net work  ut ilit y is Ping and t he t arget  host  F Q DN-comp liant  name or I P address can b e p rov ided t o 
t est  net work  connect ion. 
 

 
 
• Pi ng  H o st  ( D o m ai n/  I P) : Ent er t he domain name or I P address of a t arget  dev ice for diagnosis 

p urp ose, for ex amp le, www.google.com.t w, and click  PI N G  t o p roceed. The p ing result  will b e 
shown in t he R esult  field. 
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5 .4.3  C o n f i g u r a t i o n  S a v e  &  R e s t o r e  
This funct ion is used t o b ack up  or rest ore t he current  set t ings. The syst em can b e rest ored t o t he 
default  set t ing b y click ing on R eset . The set t ing of t he dev ice can b e b ack up  t o a file. I t  can b e used 
t o dup licat e set t ing t o t he ot her WAB -3 0 0 3  dev ice. 
 

 
• R eset  t o  D ef ault :   
� C lick  R es et t o load t he fact ory default  set t ings of WAB -3 0 0 3 . A p op -up  screen will ap p ear 

t o reconfirm t he req uest  t o rest art  t he syst em. C lick  O K  t o p roceed, or click  C a ncel  t o 
cancel t he rest art  req uest . 

 
� A warning message as disp layed b elow will ap p ear during t he reb oot  p eriod. The syst em 

p ower must  b e t urned on b efore t he comp let ion of t he reb oot  p rocess. 
� The Sy st em  O v erv i ew  p age will ap p ear up on t he comp let ion of reb oot . 

• B ack up  Set t i ng s: C lick  Sa v e t o sav e t he current  syst em set t ings t o a local disk  such as t he 
hard disk  driv e ( H DD)  of a local comp ut er or a comp act  disc ( C D) .  

• R est o re Set t i ng s: C lick  B r ow s e t o search for a p rev iously sav ed b ack up  file, and t hen click  
U p l oa d  t o rest ore t he set t ings. The b ack up  file will rep lace t he act iv e configurat ion file current ly 
running on t he syst em. 
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5 .4.4 S y s t e m  U p g r a d e  
To up grade t he syst em firmware, click  B r ow s e t o search for t he new firmware file, and t hen click  
APPL Y  t o ex ecut e t he up grade p rocess. The first  st ep  is t o acq uire t he correct  firmware file and 
sup p ly it  in t he U ser I nt erface field. During firmware up dat e, p lease don’ t  t urn off t he p ower t o 
p rev ent  from damaging t he dev ice p ermanent ly. 
 

 

 

N o t e: 
• To p rev ent  dat a loss during firmware up grade, p lease b ack  up  t he current  set t ings b efore 

p roceeding furt her.  
• Please rest art  t he syst em aft er t he up grade. Do not  int errup t  t he syst em, i.e. p ower on/ off, 

during t he up grade or rest art  p rocess as t his may damage t he syst em. 
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5 .4.5  R e b o o t  
The administ rat or can reb oot  t he dev ice remot ely. C lick  R est art  t o rest art  t he syst em immediat ely.  
 

 
 
A p op -up  screen will ap p ear t o confirm t he req uest  t o rest art  t he syst em. C lick  O K  t o p roceed, or 
click  C a ncel  t o cancel t he rest art  req uest .  

 
 
A warning message as disp layed b elow will ap p ear during t he reb oot  p eriod. The syst em p ower must  
b e t urned on b efore t he comp let ion of t he reb oot  p rocess. 

 

The Sy st em  O v erv i ew  p age will ap p ear up on t he comp let ion of reb oot . 
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5 .5  S t a t u s  
This sect ion disp lays t he st at us of Sy st em  O v erv i ew , Ev ent  L o g , D H C P L ease and UPnP.  
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5 .5 .1 S y s t e m  O v e r v i e w  
The Sy st em  O v erv i ew  p age p rov ides an ov erv iew of t he syst em st at us for t he administ rat or.  
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The descrip t ion of t he t ab le is shown b elow: 
 
I T EM D ESC R I PT I O N  

Sy st em  N am e The name p rov ided in S yst em I nformat ion. 
Fi rm w are 
V ersi o n The p resent  firmware v ersion of t he syst em. 
B ui ld  N um b er The B uild Numb er of t he firmware. 
L o cat i o n The locat ion p rov ided in S yst em I nformat ion. 
Si t e The firmware v ersion for sp ecific region. 
D ev i ce T i m e The current  t ime on t he dev ice. 
Sy st em  Up  T i m e The syst em elap sing t ime since last  reb oot . 

Sy st em  

O p erat i ng  Mo d e Eit her C PE or AP. 
MAC  Ad d ress The M AC  address of L AN I nt erface. 
I P Ad d ress The I P address of t he L AN I nt erface. 
Sub net  Mask  The S ub net  M ask  of t he L AN I nt erface. L AN  I nt erf ace 

D H C P Serv er DH C P serv er st at us. 
St at us The R F  st at us. 
SSI D  The S S I D of t he associat ed AP. 
MAC  Ad d ress The M AC  address of t he associat ed AP. 
C h annel The op erat ing channel. 
Si g nal St reng t h  The signal st rengt h reading of t he wireless connect ion. 

R ad i o  St at us 

Securi t y  The securit y t yp e used for wireless connect ion. 
Mo d e The met hod t o ob t ain I P for t he WAN int erface. 
MAC  Ad d ress The M AC  address of t he WAN ( R F )  I nt erface. 
I P Ad d ress The I P address of t he WAN int erface. 
Sub net  Mask  The S ub net  M ask  of t he WAN int erface. 
G at ew ay  The gat eway I P address. 

W AN  St at us 

B and w i d t h  The b andwidt h set t ing of t he WAN int erface. 
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5 .5 .2  E v e n t  L o g  
Ev ent  log p rov ides t he records of t he syst em act iv it ies. All t he syst em ev ent s are shown here. 
 

 
 
N o t e: 
As t he Ev ent  L og is st ored in R AM , it  will b e refreshed aft er t he syst em is rest art ed. The syst em 
also sup p ort s a S yslog rep ort ing funct ion of rep ort ing t he ev ent s t o an ex t ernal S yslog serv er. 
 
• D at e/  T i m e: The dat e and t ime of t he record when t he ev ent  hap p ened. 
• H o st nam e: I ndicat e which H ost  records t his ev ent . Not e t hat  all ev ent s in t his p age are local 

ev ent s and t his field of all ev ent s is t he same. H owev er, in remot e syslog serv ice, t his field will 
help  t he net work  administ rat or ident ify which ev ent  is from t his syst em. F or more informat ion, 
p lease refer t o Sect i o n 5.1 .4 Manag em ent  Serv i ces. 

• Pro cess nam e ( w i t h  sq uare b rack et s) : I ndicat e which p rocess wit h t he sp ecific ev ent  is 
associat ed. 

• D escri p t i o n: Descrip t ion of t he ev ent . 
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5 .5 .3  D H C P  L e a s e s  
The t ab le p rov ides informat ion ab out  t he leased L AN I P address wit h b inding M AC  address and 
ex p irat ion t ime. 
 

 
 
• N o : The it em numb er of t he L AN I P leased. 
• I P: The I P address assigned b y DH C P serv er t o a sp ecific L AN dev ice. 
• MAC  Ad d ress: The M AC  address of t he L AN dev ice. 
• Ex p i res i n: The ex p irat ion t ime of t he leased I P address. 
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5 .5 .4 U P n P  S t a t u s  
The t ab le p rov ides informat ion ab out  t he U PnP ov erv iew such as Prot ocol, I nt ernal Port , Ex t ernal 
Port , and I P Address. 
 

 
 
• I G D  Po rt m ap : 
� N o : The it em numb er of an U PnP dev ice. 
� Pro t o co l: The Prot ocol used b y t he U PnP dev ice. 
� I nt ernal Po rt : The int ernal p ort  numb er of t he U PnP dev ice. 
� Ex t ernal Po rt : The map p ed ex t ernal p ort  numb er of t he syst em. 
� I P Ad d ress: The I P address of t he U PnP dev ice. 
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5 .6  O n l i n e  H e l p  
The H el p  b ut t on is at  t he up p er right  hand corner of t he disp lay screen.  
C lick  H el p  for t he O nli ne H elp  window, and t hen click  t he hyp erlink  of t he desired t op ic for furt her 
informat ion. 
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A p p e n d i x  A .  S y s t e m  M a n a g e m e n t  A c c o u n t  
P r i v i l e g e s  
The syst em p rov ides t wo syst em management  account s for C PE mode, ro o t  and ad m i n. The ro o t  
account  is emp owered wit h full p riv ileges while t he ad m i n account  is wit h p art ial. 
The management  p riv ileges of t he admin account  are shown in t he following t ab le. 
 

Mai n Menu Sub  Menu G ro up  Ad m i n Pri v i leg e 
S yst em I nformat ion R ead S yst em I nformat ion 
Time R ead 

O p erat ing M ode O p erat ing M ode R ead 
WAN C onfigurat ion R ead 
Dynamic DNS  R ead &  Writ e Net work  
L AN C onfigurat ion R ead &  Writ e 
S NM P C onfigurat ion R ead 
S yslog C onfigurat ion R ead 
U PnP C onfigurat ion R ead &  Writ e 

Sy st em  

M anagement  S erv ices 

Aut o R eb oot  R ead 
G eneral G eneral S et t ings R ead 
Adv anced Adv anced Wireless S et t ings R ead 
S ecurit y S ecurit y S et t ings R ead 

W i reless 

S it e S urv ey  R ead 
I P/ Port  F orwarding  R ead &  Writ e Fi rew all 
DM Z   R ead &  Writ e 
Password Admin Password R ead &  Writ e 
Net work  U t ilit ies  R ead &  Writ e 

R eset  t o Default  R ead 
B ack up  S et t ings R ead &  Writ e C onfig S av e &  R est ore 
R est ore S et t ings R ead 

S yst em U p grade  R ead 

Ut i li t i es 

R eb oot   R ead &  Writ e 
 
 
 
 
 


