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Safety Warnings

1. Do not use the adapter in high humidity or high temperature environment.

2. Do not open or repair the case yourself.

3. Avoid using this product and all its accessories outdoor.

4. Place PLI-3411 on a stable surface.

5. Plug your LevelOne PLI-3411 directly to the AC outlet on the wall. It is best to avoid using

extension power cable as it may possess noise filter or surge protector functions that may cause
interference that may impact the performance of the device.
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Chapter 1: Product

Introduction

Thank you for purchasing PLI-3411 200Mbps Powerline Wireless Access Point. Your
new device is an unit that extends your wireless coverage through power lines.

Compliant with the latest HomePlug AV standards, which support data speeds of up to
200Mbps, PLI-3411 can be used to 3 bridge Ethernet devices such as modems, routers,
PCs, set-top- boxes, and game consoles, allowing users to share network access via
existing in-home power cabling.

What's unique is that the device has an extra built-in 802.11n Access Point, enabling
users to enjoy mobility, high-speed wireless connection and better coverage with no
more dead zones. Just plug PLI-3411 into any wall power socket, and you can easily set
up a secure wireless network by pressing the Wi-Fi Protected Setup (WPS) button. Thus,
the adapter can extend your wireless coverage through power lines for multimedia
applications such as online games, IPTV and audio streaming from room to room.

» Extended Wireless Coverage

With an integrated 11n Wireless Access Point, the adapter can bridge wireless connections
of up to 6 times the speed and 6 times the wireless coverage of an 802.11b / g network device. It
supports a data rates up to 300Mbps and is also compatible with 802.11b / g equipment.

* Noise-immune Transmission

Unlike others, the device supports superior and noise-immune data transmission over in-home
electrical power lines. Even at the moment your family turns on an electronic device or turns off a
light, you won’t experience any interruption to latency-sensitive applications such as multimedia or
video being shared with your family in another room.

» 802.11g /802.11n Wireless AP with WPA / WPS Support

With an integrated 802.11g / 802.11n Wireless Access Point, the device The supported features
of Wireless Protected Access (WPA-PSK/ WPA2-PSK) and Wireless Encryption Protocol (WEP)
enhance the security level of data protection and access control via Wireless LAN. The device also
supports the Wi-Fi Protected Setup (WPS) standard, allowing users to establish a secure wireless
network by simply pushing a button.

* Rich Management Interfaces
Users can use WEB GUI through the above interfaces to configure and manage the device.

* Web based GUI
It supports web based GUI for configuration and management. It is user-friendly.

* Firmware Upgradeable
Device can be upgraded to the latest firmware through the WEB based GUI.



Features

» Provides physical layer data rate of up to 200Mbps over existing in-home power lines
» Extended wireless coverage of up to 3 times the range of 802.11g products

* WPS (Wi-Fi Protected Setup) for easy setup

» Auto channel select

» Utilizes power line technology that takes advantage of the unused bandwidth of the electrical
wiring in your home

Supports Triple Play applications such as IPTV, VoIP and high-speed Internet access

Supports 10/100 BaseT Ethernet

Compliant with the HomePlug PowerLine Alliance industry specifications

Ideal for residential users



Specifications

TDMA, CSMA/CA

Ethernet specification: IEEE 802.3, IEEE 802.3x, IEEE 802.3u, Auto

Supports OFDM - 1155 carriers,1024 / 256 / 64 / 16 / 8 QAM,
QPSK, BPSK and ROBO

2MHz ~ 30MHz

128-bit AES Link Encryption with key management for secure
power line communications

Encryption: NMK (Network Membership Key) used to authenticate/
access

NET ID(Network ID) button

indows XP / Vista/ 7

Other 10/100 Base-T Ethernet devices

Input: 100~240V AC, 50~60Hz

C power plug

2 fixed antennas WPS button
IFI button

NET ID button Reset button
RJ-45 compatible

LED display:

» POWER

» WLAN

» WPS

* LAN1/LAN2/LAN3
» PLC (PowerLine Link/Act)

Dimensions (W, D, H): 6.9 x 12 x 3.15 cm

Operating temperature: 00c ~ 400c

Storage temperature: -200c ~ 700¢c




Chapter 2: Installing the Adapter

Package Content

* PLI-3411 200Mbps Powerline Wireless Access Point
e Quick Start Guide

« CD (Manual/QIG/Utility)

e RJ-45 Ethernet LAN Cable

4 7y

& Do notuse the adapter in high humidity or high temperatures.

& Do not open or repair the case yourself.

Warning Awvaid using this product and all accessories outdoors.

& Flace the adapter on a stable surface.

& Only "Homeplug AV" compliant Power Line Communication (FLC) adapter
Attention for remote access is necessary.
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Device Overview
Front Panel

The front panel contains lights called Light Emitting Diodes (LEDs) that indicate the status of the unit.

Label Color Function
POWER green On: device is powered on
Off: device is powered off
WLAN green On: WLAN link established and active
Blink: Valid Wireless packet being transferred
WPS green Off: WPS link isn’t established and active
Blink: Valid WPS packet being transferred
LAN 1/2/3 green On: LAN link established and active
Off: No LAN link
Blink: Valid Ethernet packet being transferred
PLC green On: Powerline link established and active

Off: No Powerline link
Blink: Valid Powerline packet being transferred




Buttons

There are WPS / WLAN / NET.ID / RESET buttons for different applications.

Label

Function

ANTENNA

ANTENNA

POWER

Connect the Powerline Ethernet Adapter to your wall-mounted power outlet.

WLAN

Press this button for at least two full second to turn off/on wireless signals

WPS

Press this button for at least three full seconds and the WPS LED will flash to
start WPS.

Now go to the wireless adapter or device and press its WPS button. Make sure
to press the button within 120 seconds (2 minutes) after pressing the router's
WPS button.

If you are using a Wireless adapter connected to a computer, a "WPS
Authentication” screen will appear. Wait until the screen says "Authentication
succeeded.” This may take a few minutes.

LAN 1/2/3

Connects the device via Ethernet to up to 3 PCs on your LAN

NET.ID

The HomePlug AV powerline communication devices can form multiple logical
networks over a common powerline or coax medium. There are many situations
when it is desirable to add new devices to, or remove old devices from, a HomePlug
AV logical network.

Push this button to accomplish using HomePlug AV Simple Connect Technology.

RESET

Press this button for less than 2 seconds to start to reset the powerline settings to its
default settings and reboot the device.

Press this button for at least 6 full seconds to start to reset the device to its default
settings.




Connecting the HomePlug Adapter

It is easy to connect PLI-3411 simply by performing the following instructions:

Power Connection
Plug PLI-3411 into the wall outlet/socket.

MR IR LA

LAN & Wireless Connection

Connect the supplied RJ-45 Ethernet cable to the Ethernet port on PLI-3411 and the other side to
the device’s Ethernet interface.

You can enable wireless function to connect to the Wi-Fi devices through WPS configuration
interface or by pushing the WPS button of your PLI-3411.

EUUWuNN
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WPS configuration.

Keep pushing the WPS button of PLI-3411. Then push WPS button of your wireless IP device, and

the Wi-Fi protection will be set up automatically. Likewise, do same steps for other wireless devices
having WPS button.

ePress this button for at least three full seconds and the WPS LED will flash to start WPS.
Now go to the wireless adapter or device and press its WPS button.
sMake sure to press the button within 120 seconds (2 minutes) after pressing PLI-3411's WPS button.

Attention

Example:

Wireless IP Devices
PLI-3411 have WPS button

v | )

i PuLh




Networking Setup
Refer to the following steps:

1. Connect a network cable to the bridge and then plug PLI-3411 into a power socket.

!

RMAARAD I

2. Then connect PLI-3411 to a laptop, modem, router or a set-top-box.

12



3. Create a secure network by simply pushing the NET ID button for 1~3 seconds.

Note: Plug/socket, power cable and input voltage/frequency may vary from country to
country.



Quick Start (Setup PowerLine Network)
Push Button usage

NET ID Button is used to add a HomePlug device to a PowerLine network or enable it to join a
network by pressing the NET ID Button of the device to turn it into Broadcast state or Join state.
There are 4 types of NET ID Button trigger states:

1. Forming a Network

Two devices with different network membership key (NMK) values are connected to the same
powerline. The user wants them to form a logical network.

2. Joining a Network

In this scenario a network exists. The user wants a new device, the ‘joiner’, to join the network. Any
device on the existing network can become the ‘adder’.

3. Leaving a Network

A network exists. The user wants to remove one device, the ‘leaver’, from that network, for
whatever reason. He may want to remove the device from service altogether or have it join another
logical network.

4. Join Multiple Devices to a Network

Application Scenarios

Scenario 1: Forming a Network

Two devices with different network membership key (NMK) values are connected to the same
powerline. The user wants them to form a logical network.

Ais 802.11n Powerline Ethernet Adaptor
B is Atheros/Intellon solution Powerline Ethernet Adaptor

14



A and B are not part of AVLN

A and B want to form an AVLN

Press button on A less than 3 seconds

Press button on B leas than 3 seconds

A becomes ‘joiner’

B becomes ‘joiner’

B determines that A MAC address < B MAC address
B becomes ‘adder’

A accepts NMK from B

1. Press NET.ID (Network ID) button on A more than 10 seconds till PCL LED (ON for 1 seconds,
then OFF for 2 seconds,

then ON for 14 seconds) and then OFF to generate the random network password key first.

2. Press NET.ID (Network ID) button on B more than 10 seconds till all LEDs re-flash to generate the
random network

password key first.
3. Press NET.ID (Network ID) button on A for less than 3 seconds.

4. Press the button on B for less than 3 seconds. The button on B must be pressed within 1 minute, by
default however the

interval is programmable.
5. Wait for connection to complete and the PLC LED will be ON.

sThe PLC LED will on after the operation succeeds or keep off after the operation fails.
It will lluminate steadily on successful completion. If an error occurs, the PLC LED on the “adder
will off until the Network 1D button on the ‘adder’ is pressed again or the ‘joiner is reset by holding
the Network |D buttons down for more than 10 seconds

Attention *The join operation can be cancelled by pressing the Network ID button on the first device again,
for less than 3 seconds, instead of pressing the Network 1D button on the second device

Scenario 2: Joining a Network

In this scenario a network exists. The user wants a new device, the ‘joiner’, to join the network. Any
device on the existing network can become the ‘adder’.

A and B are Atheros/Intellon solution Powerline Ethernet Adaptor
C is 11n Powerline Ethernet Adaptor

15



)
A © B © c ©
STA STA STA
_ —

A and B form an AVLN

 wants to join the AVLN

Press button on B less than 3 seconds
Press button on € less than 3 seconds
B becomes ‘adder’

C becomes *joiner’

C accepts NMK from B

1. Press NET.ID (Network ID) button on C more than 10 seconds till PCL LED (ON for 1 seconds,
then OFF for 2 seconds,

then ON for 14 seconds) and then OFF to generate the random network password key first.

2. Press the NET.ID (Network ID) button on any network device A or B for less than 3 seconds,
making it the ‘adder’.

3. Press the NET.ID (Network ID) button on the ‘joiner’ C for less than 3 seconds. You have 1 minute,
by default, to press this Network ID button.

4. Wait for connection to complete and the PLC LED will be ON.

f o The PLC LED will on after the operation succeeds or keep off after the operation fails. It will
illuminate steadily on success. If an error occurs, the PLC LED on the ‘adder’ will be off until

the Network 1D button on the ‘adder’ is pressed again or the ‘joiner’ is reset by pressing

the Network |D button for more than 10 seconds, as described in Case 3:

Attention ® The join operation can be cancelled by pressing the Network ID button on the first device again,
for less than 3 seconds, instead of pressing the Network |D button on the second device.

o|f you press Network |1D buttons on three or more devices, only the first two will respond.
\ The others will not. See Case 4 for a variation on this rule. _/

Scenario 3: Leaving a Network

A network exists. The user wants to remove one device, the ‘leaver’, from that network, for whatever
reason. He may want to remove the device from service altogether or have it join another logical

network.

16



STA STA STA

A, Band € form an AVLN

A wants to leave the AVLN

Press button on A more than 10 seconds
A computes random NMK

A resets and restarts

1. Press the NET.ID (Network ID) button on the ‘leaver’ for more than 10 seconds. The device will
reset and restart with a random NMK.

2. Wait for reset to complete and the PLC LED will be OFF.

oThe FLC LED on the ‘leaver' will momentarily extinguish during reset, be off during restart.
Mo ermors can occur.
s(Once the process completes, the user may disconnect the device from the medium or join it to

. another logical network on the same medium, as described in either Case 1 or Case 3.
Attention

Scenario 4: Join Multiple Devices to a Network

To add several new devices to an existing network, the process in Case 2 must be repeated for each ‘joiner’. A vendor may
implement a mode of operation in which an ‘adder’ device in the network remains in the adder state for an extended period
allowing additional ‘joiners’ to be added in turn. This lets you press the ‘adder’ Network ID button once then press each

‘joiner’ Network ID button in turn.

o|f Metwork 1D buttons are pressed on two or more joiners, only the first one will respond.
The second will not. This makes timing important.

Attention

17



PowerLine Network lllustration
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Chapter 3: Basic Network Installation

The HomePlug adapter can be configured through your web browser. A web browser is included as
a standard application in the following operating systems: Linux, Mac OS, Windows 98/NT/2000/XP/
Me/Vista, etc. The product provides an easy and user-friendly interface for configuration.

Please check your PC network components. The TCP/IP protocol stack and Ethernet network
adapter must be installed. If not, please refer to your Windows-related or other operating system
manuals.

There are ways to connect the device, either through an external repeater hub or connect directly
to your PCs. However, make sure that your PCs have an Ethernet interface installed properly prior
to connecting the device. You ought to configure your PCs to obtain an IP address through a DHCP
server or a fixed IP address that must be in the same subnet as the device. The default IP address
of the device is 192.168.1.1 and the subnet mask is 255.255.255.0 (i.e. any attached PC must be
in the same subnet, and have an IP address in the range of 192.168.1.1 to 192.168.1.252). The
best and easiest way is to configure the PC to get an IP address automatically from the device
using DHCP. If you encounter any problem accessing the HomePlug AV adapter web interface it is
advisable to uninstall your firewall program on your PCs, as they can cause problems accessing
the IP address of the device. Users should make their own decisions on what is best to protect their
network.

Please follow the following steps to configure your PC network environment.

MOTE;' Any TCRAR capable wiorkstation can be used to communicate with or through
this router. To configure other types of workstations, please consult your
manufacturer documentation.

19



Network Configuration

Configuring PC in Windows Vista /7

1. Go to Start. Click on Network.
2. Then click on Network and
Sharing Center at the top bar.

s _?-R_ Netwark and Sharing Center 3= Add'a printer W Add'a wire|

This computer is not connected to a network. Click to connect...

Eavoitelinks - I;\iar.'r'.t-e} : I Categor.}r- _‘;'Vorkgroup . Networl.( I.u_c.aticm
Ei Documents
EJ- Pictures
@ Music
|4 Recently Changed
E Searches
Ju Public

3. When the Network and Sharing Center [ —g
WIndOW pops up’ SeleCt and C“Ck on i i: < Metwork and Internet » Metwork and Sharing Center = | +3 [l| Search

Manage network connections on the left
window column.

Rads Network and Sharing Center

View computers and devices

Connect to a network

Set up a connection or network 1&; U
: | —3—

Manage network connections 7
TESTL-WHQL Internet
Diagnose and repair (This computer)

5.‘ Mot connected

‘You are currently not connected to any networks,

Connect to a network

4. Selectthe Local Area Connection, . —
and right click the icon to select Properties. | m—
.'& % a @ <« MNetwork and Internet » Metwork Connections »

[
1

S Views ~" Disable this network device =y Dtagnos

Marne Status Device Mame Connectivity Metwork Cate

Dial-up (2)
‘:h@ Metwork Extender ‘:_ Standalone Metwork Extende
== Disconnected ; ""-;,.. Disconnected
o Network Extender SSLVPN A S ISDN WAN Device
LAM or High-Speed Internet (1)

! I | Local Area Connection
= e ? Paeenl 4 [ A
x T In Disable

Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties

20



5. Select Internet Protocol Version 4
(TCP/IPv4) then click Properties.

6. Inthe TCP/IPv4 properties window, click
Use the following IP address and Use the

following DNS server address radio buttons.

Then click OK to exit the setting.

7. Click OK again in the Local Area
Connection Properties window to apply
the new configuration.

[

e
A
™

T St

]

Local Area Connection Properties

Metworking

Connect using:
l_?lf' Imtel(R) 325660M Gigabit Metwork Connection

This connection uses the following tems:

vl % Cliert for Microsoft Netwarks

QQDS Packet Scheduler

Q File and Printer Sharing for Microsoft Networks

t [mtemet Protocol Version & (TCP/1PvE)

S ntemet Protocol Version 4 (TCP/IPv4)

vt Link-Layer Topology Discovery Mapper 140 Driver
i Link-Layer Topology Discoveny Responder

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area networl protocol that provides communication
across diverse interconnected networks.

Uninstall

Internet Protocel Version 4 (TCP/IPw) Properties

General

2 =S

‘fou can get IP settings assigned automatically if your network supports
thiz capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

(@) Use the following IP address:

IF address: 192,168, 1 . 11

Subnet mask: 255,255,285, 0

Default gateway:

ik E=im TF = r
LDtaEin L IS server address auto

{@ Use the following DMS server addresses:

Preferred DMS server:

Alternate DNS server:

[ oK J[ Cancel ]

21



Configuring PC in Windows XP

1. Go to Start > Control Panel (in Classic
View). In the Control Panel, double-click
on Network Connections

2. Double-click Local Area Connection.

3. In the Local Area Connection Status
window, click Properties.

4. Select Internet Protocol (TCP/IP) and
click Properties.

5. Click Use the following IP address and Use
the following DNS server address radio buttons.

6. Click OK to finish the configuration.

22

B- Control Panel

File Edit Yiew Fawvorites Tools Help ]

< ) e = " J)‘j Search Folders v

address (3¢ Control Panel

=

Phone and  Power Options
Modem ...

-

ﬂ" Control Panel €3

G Swikch bo Categaory Yiew

See Also e
Printers and  Regional and  Scanners and
Q Windows Updake Faxes Language ... Cameras
Q) Help and Support ’:} @ o)
Scheduled Sounds and Speech

-4 Local Area Connection Status

General | Suppo[tl
Connection
Status: Connected
Druration: o0:19:32
Speed: 100.0 bMbps
Aty >
Sent ,"_’c_.—'—l Feceived
[P 5N
Packets: 27 a
[ Froperties ] [ Dizable ]

L |l ocal Area Connection Properties

General | Authentication || Adwvanced

Connect using:

| EE ASUST ek Brosdoom 440x 104100 Intearated Controlles |

Thiz connection uses the following iterms:

=21 Client for Microsaft Metwarks
o= Fil= and Printer Sharing far Micrasaft Metworks

In=stall...

Drescription

Transmiszion Control FrotocolAntermet Frotocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[1 Show icon in notification area when connected

Internet Protocol [TCPSIP) Properties

General

“ou can get IP ssttings assigned automatically if pour netwark, supparts
this capability. Othenaise. wou need to ask wour nebwark administratar for
the appropriate 1P settings.

3 Obtain an IF address automaticalls

@ Usze the following |F address:

1P address: [ 192 B2 . 1 .11 |
| 285 . 255 . 285 . o0 |

Subnet mask:

Default gateway: [ Rk . . ]

&) Use the following DMS server addresses:
Ereferred DMS server: | . . . ]

Alternate DMNS server: | . . |




Factory Default Settings

Before configuring your adapter, you need to know the following default settings.

Web Interface (Username and Password)

B Username: admin

B Password: admin
The default username and password are “admin” and “admin” respectively.

P Group Name: HomePlugAV

Device LAN IP settings

B |P Address: 192.168.1.1
= Subnet Mask: 255.255.255.0

DHCP server

B+ DHCP server is disabled.
B Start IP Address: 192.168.1.2

23



Internet Access Configuration

To configure this device for internet access, you must have IE 5.0 / Netscape 4.5 or above installed
on your computer. There is basically one way to configure your device before you are able to
connect to the internet: Web Interface. Configuration of this method will be discussed in detail in
the following section.

Configuring with your Web Browser

Open your web browser, enter the IP address of your Ethernet Adapter which by default is
192.168.1.1. A user name and password window prompt will appear. The default username and

password are “admin” and “admin”.
Login

User Mame admin
FPassword LTI

Language English »

Congratulations! You are now successfully logon to the PLI-3411 200Mbps Powerline Wireless
Access Point!

If the authentication succeeds, the homepage will appear on the screen.

24



Chapter 3: Utility Installation

The utility can be used on the following Windows platform: Windows 2000/XP/Vista/7.
1. Place the LevelOne PLI-3411 Powerline Wireless Access Point Utility auto-installation CD into
your CD-ROM/DVD-ROM drive.

2. Click on “Utility” for Easy Installation to install the utility.

E1 LevelOne PLI-3411 —4. ____f =

200Mbps Powerline
Wireless Access Point

&)l Rights Resarved.

Copynght () 2011 Dagital Dats Communicabons Co., Lid

Utility Installation

‘1; Click “Setup” button to continue.

WinZip Self-Extractor - Level One Power Packet Utility.exe

=..= Level One Power Packet Liility Setup
HE N
HE N
Cancel
About
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2. Click “Next” button to continue.

J =
BN CiWindows\system32\cmd.exe =8 =

R
E,J Power Packet Utility | = ﬁ]

Power Packet Utility <PPU> Installation is in progress...

= Welcome to the Power Packet Utility Setup Wizard§ !
mzgString = "WinPcap Software {version 4.1.2) is either not installed or|
some previous version iz aleeady installed on this workstation. The WinPcap (ue
psion 4.1.2)> installer is being launched. Please follow the instructions for ins
talling the WinPcap software? »>> InstallWinPcap.vhs

The installer will guide you through the steps required ta install Power Packet Uty on pour
compuker.

WARNING: Thiz computer program iz protected by copyright law and international lraatles
Unauthorized duplication or distribution of this program, or any portion of it, map result in severe
or criminal penalties, and will be prosecuted to the maximum extent possible under the Iaw

Cancel < Back

3. Click “I Agree & Next ” button to continue.
3 Power Packet Utility

License Agreement

Fleaze take a moment to read the licenze agreement now. IF you accept the terms below, click "'l
Agree", then "Mest'. Othemwize click "Cancel'

Atheros Communications, Inc. Software License Agreement -

PLEASE READ THIS SOFTWAEE LICENSE AGREEMENT ("LICENSE")
CAREFULLY BEFORE USING THE ATHEROS SOFTWARE. BY USING THE

ATHEROS 30FTWARE_ YOU ARE AGREEING TO BE BOUND BY THE TERMS
OF THIS LICENSE.

IF YOU DO NOT AGREE TO THE TERMS OF THIS LICENSE, DO NOT USE THE
SOFTWAERE. IF YOU DO NOT AGREE TO THE TERMS OF THE LICENSE, YOU
MAY REETURN THE ATHEROS SOFTWARE TO THE PLACE WHERE YOU

LTLE B W TTRTR TR T LT

T T TETE YT B SEUTEOTTSTN ML SN SN SmLESEUET T O TRTT WY T B e

| Do Mot Agree @ | Agree

Cancel | | < Back | [ MHext =
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4. Click “Next " button to continue.
8 Power Packet Utility

Confirm Installation

The inztaller iz ready to install Power Packet Utility on pour computer.

Clhck "Mext' to gtart the installation,

Cancel l [ £ Back l [ Mewt » ]

B

. Click “Close " button to exit.

Installation Complete

Fawer Packet Utility has been successfully installed.

Click "Cloge" to exit,

Cancel ¢ Back
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6. In order to start the utility, double-click the utility icon on desktop.

7. You can see your device working well. The top panel of the screen shot shows a Homeplug
device connected locally to your computer. The bottom panel shows one device connected
remotely to the computer running the utility.

Power Packet Utility

GETY l F'rivan:_l,ll Diagnnstics] About l

Local Device(z] on your computer:
Device Type MAC Address

% HomePlug A% Bx00 D, 00:13:33:94:43:90

Connected to HomePlug &% Ex00 Device

Connect

|pagrade Firrmweare

1 Powerling Device detected: Metwaork Tope: Public Autozcan On
Device Mame Fazzwiord | Cluality | Rate [Mbpsz) | MAC Address
By £ Device 2 W 18800 001333944394

Bilevelone

Rename Enter Pazgword Add Scan

Cloze
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Configuration Utility Setup

Introduction

The Configuration Utility enables the users to identify HomePlug devices on the powerline network,
measures data rate performance, ensures privacy and performs diagnostics by setting user defined
secure powerline networks.

The Utility will use a Graphical User Interface (GUI) with limited user selectable options.

Main Tab
[ AEEE
E N
]
[
(ROVED
- .
In order to start the utility, double-click the utility icon L Sihsy | on desktop. Figure 1-1 shows the

main screen of the Configuration Utility. The top panel of the screen shot shows a HomePlug AV
device connected locally to the host computer. The bottom panel shows four devices connected
remotely to the computer running the utility.

Power Packet Utility

b ain l F'rivan:_u] Diagnnstics] A bout ]

Local Device(z] on your compLter:

Deree T MAL Address Connected to HomePlug &% Bx00 Device
% HomePlug &4 Bx00 ... 00:13:3%94:43:30 Connect
Upgrade Firmware
0 Powerling Devices detected: Metwark. Tupe: Public Autozcan On
Device Mame | Password | ity | Fate [Mbps) | MAC Address
i
zilevelone

Rename Enter Paszword Add Scan

Cloze

Figure 1-1: Main Screen with HomePlug AV device Local

The Main screen provides a list of all powerline devices logically connected to the computer when
the utility is running.The top panel shows all local HomePlug devices connected to the computer’s
NIC (Network Interface Card). In most cases, only one device will be seen. In situations where
there are more than one local device being connected, such as a USB or an Ethernet adapter, the
user can select the local device by clicking on it and then click the Connect button to its right. The
status area above the button indicates that your PC is connected to that same device. Once
connected to the local device, the utility will automatically scan the power line periodically for any
other HomePlug devices. If no local HomePlug devices are discovered, the status area above the
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connect button will indicate with a message ‘NO HOMEPLUG ADAPTERS DETECTED'.
Figure 1-2 illustrates the presence of two local devices connected locally to the computer.

Power Packet Utility

b ain l F'rivac_l,ll Diagnnsticsl About l

Local Devicels] on vour caomputer:

i [ MAL Address Connected ta HomePlug A% Bx00 Device

% HomePlug 4 Bx00D... 00:1%33:94:4%:90 Connect
Upgrade Firmware

1 Powerline Device detected: Metwork, Type: Public Autoscan On

Device Marme | Faszward | [Juiality | Rate [Mbps) | MALC Address |
B B Device 2 W 18800 001333944394
i
kilevelone

Rename Enter Paszword Add Scan

Cloze

Figure 1-2: Multiple Local Device Connection

The lower panel displays all the HomePlug remote devices, discovered on the current logical
network. The total number of remote devices connected on the same network can be found on top
of the Remote device panel. The Network type (Public or Private) is also displayed based on the
network status of the local device. The scan status option is displayed on the top right corner above
the Remote devices panel showing whether the Autoscan functionality is turned ON or OFF. The

following information is displayed for all devices that appear in the lower panel.

Device Name column shows the default device nhame, which may be user re-defined. A user can
change the name by either using the rename button or by clicking on the name and editing in-place.
An icon is usually shown with the name. By default, the icon is always accompanied by a device

name.

MAC Address column shows the Remote device's MAC address.
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Password column by default is blank and ‘Enter Password’ button can be used to enter it.

To set the Password of the device (required when creating a private network), first select the
device by clicking on its name in the lower panel and then click on the Enter Password button. A
dialog box will appear as shown in Figure 1-3 to type the password. The selected device name is
shown above the password field and the password can be verified by hitting the OK button. The
Password field accepts the Device password in any case formats, with or without dashed between
them. If a device was not found, the user will be notified along with the suggestions to resolve
common problems. This process might take a few seconds to get completed.

5et Device Password

Device: Device & [00:13:33:934:435:94)

Fazzwaord: ||

— The Pazsword typically

=. = appearz ag a number and
EE N letter code, in groups of four,

separated by dazhes.

[ie =Ky -GH26-BR1K-LS5A)
It iz found on the device or
packaging.

ak

Cancel

Figure 1-3: Set Device Password

Add button is used to add a remote device to the existing network by entering the device password
of the device. A dialog box will appear as shown below in Figure 1-4. The dialog box allows the
user to enter both a device name and the password. If a device was not found, the user will be
notified and suggestions to resolve common problems will be presented.

Set Device Password

Device: Device 2 [00:13:33:94:43:94)

Password: |F'.-'3-.S S-WwWiORD-DOES-HERE

The Pazsword typically

mEEn
H_ B appears az a number and
] -

EE N letter cade, in groups of four,

separated by dazhes.

[ie =AYy -GHZ2E-BR1R-LE54)
It iz found on the device ar
packaging.

Ok

Cancel
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Figure 1-4: Add Remote Device
Note: The device must be present on the power line (plugged in) in order for the password to be
confirmed and added to the network. If the device could not be located, a warning message will be

shown.

The Scan button is used to perform an immediate search of the HomePlug devices connected to
the Powerline network. By default, the utility automatically scans every few seconds and updates

the display screen.
A typical screen after naming and supplying passwords might appear as in Figure 1-5.

Power Packet Utility

bdain l F'rivan:_l,ll Diagnnstics] About l

Local Device(s] on your computer:
Device Type MALC Addrezs

% HomeFlug &% 6200 0... 00:133394:43:90

Connected to HomeFlug A% Bx00 D evice

Connect

IIpgrade Firrmware

1 Powerling Device detected: Metwork, Type: Public Scanning...
Device Mame Fazzword | Cluality | Rate [Mbpsz] | MaC Address
Be £ Device 2 W 18800 00:13:33.9443:94

kilevelone

Rename Enter Pazgword &dd Scan

Cloge

Figure 1-5: Main Screen of the Configuration Utility

Privacy Screen

The Privacy screen provides the user with an option to maintain security for their logical network
and also to select the devices that has to be included in the network. The appearance is shown in
Figure 1-6. All HomePlug devices are shipped using a default logical network (network name),
which is normally “HomePlugAV”. The Privacy dialog screen allows user to change to a private
network by changing the network name (network password) of devices.

The user can always reset to the HomePlug network (Public) by entering “HomePlugAV” as the
network name or by clicking on the “Use Default” button.

Note: Changing the network name to anything other than HomePlugAV will show the network type
on the main screen as Private.
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[ Power Packet Utility - i l = | |iE-Jq|

Msin  Privaey | Disgnostios | About |

Ilz& thiz zoreen to create a Private Mebwork that provides pou with estra securnity,

Private Metwork, Mame

OR Uze Default [Public Metwark]

Do not share the nebwork. name with athers you do not want to be part of thiz netwark.
After zetting the name above, choose how it will be applied below:

Flace On Thiz Netwark

Only the device attached to this computer [the Local Device).

[lzolates this computer from others): Set Local Device Dnly |

oOR
AL devices whose Pazsword haz been entered.

[They commurnicate together but are izolated from devices with Set Al Devices |
a different netwark, name)

Close

Figure 1-6: Privacy Screen

The Set Local Device Only button can be used to change the network name (network password)
of the local device. If a new network password is entered, all the devices seen on the Main panel
prior to this will be no longer present in the new network, effectively making the local devices not to
communicate to the devices who were in the old logical network. Devices previously set up with the
same logical network (same network name) will appear in the device list afterward selecting this
option.

The Set All Devices button is used to change the logical network of all devices that appear on the
Main panel whose Device’'s Password had been entered for the same logical network. A dialog
window will appear to report the success of this operation. For devices whose device password’s
were not entered, this operation will fail and will report a failure message.

Diagnostics Screen

The Diagnostics screen shows System information and a history of all remote devices seen over a
period of time. The appearance is shown in Figure 1-7.

The Upper panel shows technical data concerning software and hardware present on the host
computer which were used to communicate over HomePlug on the Powerline network. It shall
include the following:

- Operating System Platform/Version

- Host Network Name

- User Name

- MAC Address of all NICs (Network interface card) connected to the host

- Identify versions of all Driver DLLs and Libraries used (NDIS) and optionally

- HomePlug chipset manufacturer name

- MAC Firmware Version
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- MAC addresses of all devices connected locally to the host
- Version of the Configuration Utility
- Vendor name

Power Packet Utility

ETH ] Privacy Diagnostics l.fi'-.l:n:uut l

Spztem Information | .
O MIC #1 MaAC = Fa:73:00:00:00:00
Mo HomePlug Device Connected

On MIC #2 MAC = 00:171:2F: 232342
HomeFlug Device #1 MaAC = 00:13:33:94:43:90
Metwark pazaword: HomePlugay!
Wendor: Atherog w

Remote Device Histary [Log)

Device | MAC Address | Fassword | Fate [Mbps) | Metwark Last Seen

Device 2 00:13:33:94:43:94 - ot entered - 138 HomePlug... May 03 07 33PM

£ »
Delete Save Report Frint Beport

Cloze

Figure 1-7: Diagnostics Screen

The Lower panel contains a history of all remote devices seen on the computer over a certain
period of time. All devices that were on the powerline network are listed here along with a few other
parameters. Devices that are active on the current logical network will show a transfer rate in the
Rate column; devices on other networks, or devices that may no longer exist are shown with a “?”
in the Rate column. The following remote device information is available from the diagnostics
screen:

- Device Alias Name

- Device MAC Address

- Device Password

- Device Last known rate

- Device Last Known Network name

- HomePlug chipset manufacturer name

- Date device last seen on the network

- MAC Firmware Version.

The diagnostics information displayed may be saved to a text file for later use, or can be printed for
reference for a technical support call. Devices, which are not part of the network anymore, can be
deleted using the delete button. A dialog window pops up with a confirmation message if we try to
delete a device whose password has been entered.

34



About Screen
The About screen shows the software version.

f Power Packet U‘ti|[_ Y l = | |_ih_J

Main | Privacy | Disgnostics About |

[ [ ] ] |

| | [ | x

meievelone

HE B
Power Packet Lhlity Yergion:  w6.0.1.00, Build D003 Released: October 20, 2010
Copyright ¢ 2005-2010, Atheros Cormmunications, Inc. All Rights Rezerved. hittp: 2 v lewel . com
Lizenze Copyrights
Copyright [2) 1939 - 2005 MetGroup, Politechico di Tarino [kaly). -~
Copyright [z] 2005 - 2009 CACE Technologies, Daviz [California). T

Al rights reserved. L

Rediztribution and use in zource and binary forms, with or without modification, are permitted provided that
the following conditions are met;

1. Redistributions of zource code must retain the above copyright notice, thiz list of conditions and the
following disclaimer,

Preferences:
W AutoScan

Close

-

Figure 1-8: About dialog screen _

35



Chapter 4: Ul Configuration

Once you have logged on to your PLI-3411 GUI via your web browser, you can begin to configure the
device according to your needs. On the configuration homepage, the top navigation panel provides
the links to different setup pages.

H Ie ve I ONMNE" PLI-3411 200Mbps Powerline Wireless Access Point

Setup

L

Sdmin

Status

Status - AP

- Information
Iodel Mumber
Model Mame
Firmware Version

Running Time

PLI-2411

200Mbps Powerline Wireless Access Point

1.0.2PB3-20111111

0mins

LANA
MAC Address

00:13:33:A4F8:78

MAC Address

WAC Address

IF Address T2 1681
Subnet Mask 24

"~ Wireless Network 1
Wirgless Channel auto
Wireless 851D 1 LevelOne

00:13:33:A4 F8.78

Wireless 88ID 2 PLC-2
WAC Address Mot enahled
Wirsless 88ID 3 PLC-3
WAC Address Mot enabled
Wireless 551D 4 FLC-4

Mot enabled

& Setup (LAN / DHCP Server)

& Wireless Settings (Basic / Advanced / Advanced / WDS / WPS)
& Admin (Administration / Reboot / Configuration / Firmware )

& Status

Each of these setup pages will be discussed in detail in sections that follow ahead.
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Setup
Local Area Network (LAN) Settings

To set up the configuration of LAN interface, private IP of your router LAN port and subnet mask for
your LAN segment. Default IP is 192.168.1.1.

From the Configuration menu, click on LAN. The following page is displayed:
Setup - LAN

LAN 1
Internal IP Address _192.168.1.1|
Metmask :255.255.255.0 v

MTU 1500 |pytes
Save Getings || Cancel Changes |
Field Description
Internal IP Address The IP of your Router LAN port (default 192.168.1.1).
Netmask Select Netmask from the drop-down list. Subnet Mask of you LAN

(default 255.255.255.0). All devices on the network must have the
same subnet mask to communicate on the network.

MTU Maximum transmission unit: up to 1500 bytes.

DHCP Server Settings

The device provides DHCP server service in order to offer IP addresses to the computers within a LAN.

From the Configuration menu, click on DHCP Server. The following page is displayed:

Setup - DHCP Server

DHCP Server - LAN 1
DHCP Service (O Enable & Disahle
DHCP Start IP Address 182.168.1. | |
Wax DHCP Clients [is0 |
Lease
Domain
Save Settings J[ Cancel Changes
Field Description
DHCP Service Select Enable/Disable to enable/disable DHCP Server.
DHCP Starting IP The DHCP starting IP addresses offered by the DHCP Server.
Address
Max DHCP Clients The maximum number of the IP addresses supported by the DHCP
server
Lease Please choose lease time from the drop-down list. You can choose
1 Hour, 3 Hours, 6 Hours, 1 Day, 3 Days, or 7 Days.

37




Domain Please enter the domain name.

Wireless Settings

When you click this item, the column will expand to display the sub-items that will allow you to

configure your wireless settings.

Basic, Advanced, WDS and WPS

The function of each configuration sub-item is described in the following sections.

Basic Wireless Settings

Wireless - Basic

~WLAN 1
Wireless Connection
Wireless Mode
Transmission Powsr
Wireless Channel

‘Wireless Isolation Between S5510s

@ Enable O Disable

OEnable @ Disable

~WLAN 1 - SSID 1
Wireless 5510
Wireless 551D Name

Wireless 5510 Broadcasting

Wi-Fi Multimedia (/M)

Wireless Isolation

Max Station Connection{Mumber 1~255, Diunlimited)

Security Mode

® Enable O Disable

@ Enable O Disable

@ Enable O Disable

OEnable @ Disaple

|D\sab|e

~WLAN 1 - SSID 2
‘Wireless 551D
‘Wireless 551D Name

Wireless SSID Broadcasting

Wi-Fi Multimedia (MM

‘Wireless |salation

Max Station Connection{Mumber 1~255, Diunlimited)

Secutity Mode

O Enable @ Disable

|

Enable Dizahle
Enable Dizahle

Enable Disahle

i

~WLAN 1-SSID 3
Wireless 551D
‘Wireless 551D Name

Wireless SSID Broadcasting

Wi-Fi Multimedia (MM

Wireless |solation

Max Station Connection{Mumber 1~255, Diunlimited)

Secutity Mode

O Enable @ Disable

|

Enable Dizahle
Enable Dizahle

Enahle Dizable

[

~WLAN 1-SSID 4
‘Wireless S5ID
Wireless 551D Name

Wireless 5510 Broadcasting

Wi-Fi Multimedia (MM

Wireless Isolation

Max Station Connection{Mumber 1~255, Diunlimited)

Security Mode

O Enable @ Disable

|

Enable Disahle
Enable Dizahle

Enahble Disable

T

[ save Settings | [ Cancel Changes |




~WLAN 1
‘Wireless Connection @ Enable O Disable
‘Wireless hMode B hixed
Transmission Fower 100% v
‘Wireless Channel Auto Channel v
Wireless |solation Between S5I0s O Enable @ Disable
Field Description
Wireless Connection Select Enable if you would like to turn on the wireless
signal.
Select Disable if you would like to turn off the wireless
signal.
Wireless Mode Select the wireless mode for 802.11b/g/n or mixed use.
Transmission Power Select the transmission power class from 10%, 25%, 50%,

75%, and 100%.

Wireless Channel Select which channel to be located to.

Wireless Isolation Between SSIDs | Select Enable if you would like to omit the access from
one SSID to another.

Select Disable if you would like to allow the access from
one SSID to another.

Max Station Connection(Number | Max Station Connection Number of client
1~255, O:unlimited)

SSID Wireless Settings

Users are able to configure each SSID with its own attributes. Further, various security modes are
available based on the user’'s needs and preference: Disable, WEP, WPA Pre-Shared Key, WPA,
WPA2 Pre-Shared Key, and WPA2. However, it is important to note that all devices under the wireless
network must use the same security mode.

You can configure the security settings of your wireless network to suit your desired preference.
Different methods will grant different levels of security. Using encryption - data packet is encrypted
before transmission - can prevent data packets from being intruded on by un-trusted parties. However,
please note that the higher the security level is, the lower the data throughput becomes.
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~WLAN 1 - SSID 1

‘Wireless 551D & Enable O Disable
Wireless 3510 Mame LevelOne

Wireless SSID Broadeasting @ Enable O Disable
Wi-Fi MuMtirmedia QAR @ Enable O Disable
Wireless Isalation CEnable @ Disable
Max Station ConnectiondMumber 1~255, 0:unlimited) 10

Security Mode WEPR4 w
Key Indes 1%

Key 1

Key 2

key 3

key 4

(The WYWEPE4 Keys are ASCI strings of 4 digits, or HEX strings of 10 digits.)

(The WEP128 Keys are ASCIl strings of 13 digits, or HEX strings of 26 digits )

Field Description

Wireless SSID Select Enable if you would like to turn on this SSID.
Select Disable if you would like to turn off this SSID.

Wireless SSID Name | Enter the wireless station name you would like to have.

Wireless SSID The device broadcasts SSID periodically. Select Enable to turn it on or
Broadcasting Disable to turn it off. Enabling SSID Broadcasting brings convenience
for users to find and connect the device. Disabling SSID broadcasting
enhances the security by hiding SSID information.

Wi-Fi Multimedia Select Enable to prioritize different traffic types based on their
(WMM) characteristics. For example, VolP or video traffic will have higher
priorities over ordinary traffic.

Wireless Isolation Select Enable if you would like to omit the access to other network
devices connecting to this SSID. Select Disable if you would like to
allow the access to other network devices connecting to this SSID.

Security Mode Configure the security to Disable, WEP, WPA Pre-Shared Key, WPA,
WPAZ2 Pre-Shared Key, and WPA2
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WEP Settings

~WLAN 1 - SSID 1

Wireless 591D @ Enable O Disable
Wireless SSID Mame LevelOne

Wiireless 5510 Broadeasting & Enable O Disable
Wi-Fi Multirnedia QAmind) @ Enable O Disable
wireless |solation CEnanle ® Disable
hax Station Connection{Mumber 1~254, 0:unlimited) 10

Security Mode WEPG4 -
Key Index 1 ™

Key 1

Key 2

ey 3

ey 4

{The \WEPEB4 Keys are ASCI strings of 4 digits, or HEX strings of 10 digits)

{The WEP128 Keys are ASCI strings of 13 digits, or HEX strings of 26 digits.)

Field Description

WEP Key Index | WEP Key Index indicates which WEP key is used for data encryption.

WEP Key (1~4) 64-bit WEP: type 10 hexadecimal digits or 5 ASCII characters.
128-bit WEP: type 26 hexadecimal digits or 13 ASCII characters.

WPA Pre-shared Key /| WPA2 Pre-shared Key Settings

~WLAN 1 - SSID 1

Wireless 591D @ Enable O Disable
Yiireless 5510 Mame LevelCne

wiireless 5510 Broadeasting @ Enable O Disable

Wi-Fi Multirnedia QAmind) @ Enable O Disable
Wiireless [solation CEnable @ Disable

hax Station Connection{Mumber 1~254, 0:unlimited) 10

Security Mode WPAPSIK (Pre-Shared Key)  »
Key

Encryption Method TEIP L

{The keyis an ASCI string of 8-63 digits, or a HEX string of 64 digits)

Field Description

Pre-shared Key Pre-shared Key serves as the credential for the packet encryption.

Encryption Mode TKIP/AES are supported.
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WPA /| WPA2 Radius Settings

~WLAN 1 - SSID 1
Wireless 5510
Wiireless 551D Mame
Wiireless 8510 Broadeasting
Wi-Fi Multirnedia QAMNM)

Wireless |solation

Wz Station Connection{Murmber 1~245, 0:unlimited)
Security Mode

Radius Server IP Address

Radius Semwver Port

Radius Key

Encryption Method

Rekey Method

Rekey Time Interval

Rekey Packet Interval

{The Keyis an ASCl string of 5-63 digits, or a HEX string of 64 digits.)

@ Enable O Disable
LevelOne

@ Enable O Disable
®enable O Disable
OEnable @ Disable
10

WP A (Radius) v

1812

TEIP v

Dizahle v

Field

Description

Radius Server IP Address Enter the RADIUS server’s IP address.

Radius Server Port

Enter the RADIUS server’s port number. The default port is 1812.

Radius Key Enter the RADIUS server’s IP Address.

Encryption Mode Select TKIP or AES for the packet encryption.

Advanced Wireless Settings

From the Wireless menu, click on Advanced. The following page is displayed:
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Wireless - Advanced

— Region Setting

Region

Europe, Australia and Hong Kong {channel 1-13) w

~WLAN 1
Fragmentation
RTS
DTim
Beacon Interval
Header Preamble
TxMode
MPDU
MEDU Aggregate
Tx Burst
Packet Aggregate
HT Contral Field
Reverse Direction Grant
Link Adapt
Short Guard Interval (Gl
Operation Maode
HT Band Width
Block Ack Setup Autoratically
Block Ack Window Size

Reject Block Ack

2346 Bytes (256 ~ 2346)
2347 Seconds (1 ~2347)

1 {1 ~255)

100 Milliseconds (20 ~1024)
Long »

Mone w

4 ~ |Micraseconds
OEnable @ Disable

®Enable O Disahle

OEnable ® Disable

OEnable ® Disable

OEnable ® Disahle

OEnable ® Disable

@ Eenable O Disable

Mixed Mode

20040 v | MHz

@ Enable O Disable

fid *16 Bits (1 ~ 64)

OEnable ® Disahle

MCS Auto v
Save Seftings | [ Caneel Changes |
Field Description
Region Choose the region you are currently located.

Fragmentation

Enter the fragmentation bytes. The default value is 2346 bytes.

RTS

Enter the RTS seconds. The default value is 2347 seconds.

DTim

Enter the DTim seconds. The default value is 1.

Beacon Interval

Enter the interval to send a beacon. The default value is 100
milliseconds.

Header Preamble

Choose Long or Short header preamble.

TxMode Choose different transmission mode.

MPDU MPDU data length. The transmission rate is increase when you choose
a larger number, but usually the max value will be 4 in the wireless
card

MSDU Aggregate A kind of packet aggregation method, it can improve the transmission
efficiency. Please make sure you Wireless card has this function
supported.

Tx Burst Some 802.11g wireless card can supported this mode, and the
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transmission rate can be increased when enable this function.

Packet Aggregate

An aggregation method like A-MSDU, it can improve the transmission
efficiency. Please make sure you Wireless card has this function
supported.

HT Control Field

Choose Enable/Disable. It is useful when you need to debug the
wireless network

Reverse Direction
Grant

Choose Enable/Disable. The response time can be shorter when
enable this function.

Link Adapt

Choose Enable/Disable. The function is use to dynamically change the
modulation and encode mechanism between wireless devices.

Short Guard Interval
(SGI)

Choose Enable/Disable. Short Gl can improve some transmission rate,
but with less immunity when interference exist.

Operation Mode

Choose Mixed mode or Greenfield. You may choose Greenfield mode
to increase the transmission rate when you using 802.11n wireless
network only.

HT Band Width

Using HT20MHz or HT20/40MHz

Block Ack Setup
Automatically

Choose Enable/Disable. If your Wifi Card supported Block Ack
mechanism, it can improve the data transmission efficiency when
enable this function.

Block Ack Window
Size

Specify a Block Ack window size

Reject Block Ack

Choose Enable to reject the request of BA from other Wireless device

MCS

Select transmission (connection) speed.
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WDS Wireless Settings

From the Wireless menu, click on WDS. The following page is displayed:

Wireless - WDS
~WLAN 1
WS dMode ERepeater (AP Enahled) v|
Disahled |
Repeater (AP Enabled)
Bridge (AP Disahled)
~\WDS 1
WDS MAC Address [ ]
Security Mode | Disanle |
~WDS 2
WDS MAC Address [ ]
Security Mode | Disanle |
~WDS 3
WDS MAC Address [ ]
Security Mode | Disanle v
~WDS 4
WDS MAC Address [ ]
Security Made | Digable |
[ save settings | cancel Changes |
Field Description
WDS Select Enable to enable WDS function. Select Disable to disable WDS
function.
MAC Address Enter the MAC addresses of the other bridged wireless devices. Maximum
[1~4] of 4 devices are allowed to be bridged together.

*Please make sure of the following settings in order to allow WDS to work effectively:

(1) WDS bridged devices must use the same radio channel.

(2) WDS bridged devices must use the same encryption mode and encryption keys.

Please Note: If one of the above fails, WDS devices cannot communication with each other.
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WPS Wireless Settings

This page allows you to change the setting for WPS (Wi-Fi Protected Setup). Using this feature could
let your wireless client automatically syncronize its setting and connect to the Access Point in a minute

without any hassle.

From the Wireless menu, click on WPS. The following page is displayed:

Wireless - WPS
—WPS Enable
WPS Enable ® Enable O Disable
~\WPS Routter PIN Code
YWPS Router Pin Gode: 76429143
—WPS Connect
WPS Push Buttan:
WPS Client Pin Code Connect:
Save Settings ” Cancel Changes ]
Field Description
WPS Enable Select Enable to enable WPS function. Select Disable to disable WPS

function.

WPS Router PIN
Code

“WPS Router PIN Code” is AP’s PIN. Whenever users want to change AP’s
PIN, they could click “Regenerate PIN” and then click “ Apply Changes”.
Moreover, if users want to make their own PIN, they could enter four digit
PIN without checksum and then click “ Apply Changes”. However, this
would not be recommended since the registrar side needs to be supported
with four digit PIN.

WPS Push
Button

Clicking this button will invoke the PBC method of WPS. It is only used
when AP acts as a registrar.

WPS Client Pin
Code Connect:

It is only used when users want their station to join AP’s network. The
length of PIN is limited to four or eight numeric digits. If users enter eight
digit PIN with checksum error, there will be a warning message popping
up. If users insist on this PIN, AP will take it.
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Admin — Management

From the Admin menu, click on Management. The following page is displayed:

Admin - Management

— Administration Iterface
Administratar Passwoard |.........................-|
Re-type Password |.........................-|
—Reboot
Reboot Rebaoot Router
— Configuration
Configuration Export
Default Configuration Restore Diefault
Configuration Import | " Browse.. ” Import ]
—Firmware
Firmwate Upgrade | | Browse.. |[ upgrade

[ save setiings |[ Cancel Changes |

Administration Interface Settings

Administration Interface

Administratar Passward |.........................-l
Re-type Password |ooooooooooooooooooooooooo-l
Field Description
Administrator Maximum input is 36 alphanumeric characters (case sensitive)
Password

* Please change the administrator’s password if the remote
management is enabled. Otherwise, a malicious user can access the

settings and damage your network access.

Re-type Password Enter the password again to confirm.

Reboot Settings

management interface. This user can then have the ability to change the

Rehoot
Field Description
Reboot Click this button to reboot the device.
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Configuration Settings

Configuration

Configuration Export

Default Configuration Restare

Configuration Impaort

Field Description

Configuration Click this button to save your current configuration settings in afile.
Export
Default Click this button to recover the default system settings.
Configuration
Restore
Configuration Import | Click Browse and Import to load previous configuration settings.

Firmware Upgrade Settings

Firmware
[Firmware Upgrade [ Browse.. ][ Upgrade
Field Description
Firmware Upgrade Click Browse and Upgrade button to upgrade the firmware.

48




Status — AP Status

From the Status menu, click on Router. The following page is displayed:

FI levelone puisan 200Mbps Powerline Wireless Access Point

Setup

Wireless

Sdmin

Status

Status - AP

- Information
IModel Mumber
IModel Mame
Firmware Version

Running Time

PLI-3411
200Mbps Fowerline Wireless Access Foint
1.0.2PB3-20111111

0 mins

- LAN1
MAC Address

00:13:33:A4F8:78

MAC Address
Wireless SSID 2
WMAC Address
Wireless 33ID 3
WMAC Address
Wireless 551D 4

WAC Address

IP Address 192.168.1.1
Subnet Mask 24

~ Wireless Network 1
VWireless Channel auto
Wireless SSID 1 LevelOne

00133304 F8:78
PLC-2

Mot enabled
PLC-3

Mot enabled
PLC-4

Mat enabled

Information Settings

= Information
Model Mumhber
Madel Mame
Firmware Yersion

Running Time

PLI-3411
200Mbps Powetline Wireless Access Point
1.0.2PB2-20111111

22 mins

Field

Description

Model Name

Product model name is shown.

Firmware Version

The firmware version of this device is running.

Running Time

The period of time that the device has been running.
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LAN Settings

LAN 1
MAC Address 00:13:33:A4:F8:18
IP Address 192 168.1.1
Subnet Mask 24
Field Description
MAC Address MAC Address
IP Address Internal IP Address

Subnet Mask

The number of subnet mask in the internal network

Wireless Network 1 Settings

~Wireless Network 1
Wireless Channel

Wireless SSID 1

auto

LevelOne

MAC Address 001 3:33A4FE S
Wireless S8ID 2 FLC-2

MAC Address Motenabled

Wireless S50 3 FLC-3

MAC Address Motenabled

Wireless SEID 4 FLC-4

MAC Address Motenabled

Field Description

Wireless Channel

Wireless Channel in use (default is 6)

Wireless SSID 1

SSID 1 of this Wi-Fi station

MAC Address

MAC Address

Wireless SSID 2

SSID 2 of this Wi-Fi station

MAC Address

MAC Address

Wireless SSID 3

SSID 3 of this Wi-Fi station

MAC Address

MAC Address

Wireless SSID 4

SSID 4 of this Wi-Fi station

MAC Address

MAC Address
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Chapter 5: Troubleshooting

This appendix suggests solutions for problems you may encounter in installing or using the device, and
provides instructions for using several IP utilities to diagnose problems.

Contact Customer Support if these suggestions do not resolve the problem.

Troubleshooting Suggestions

Problem

Troubleshooting Suggestion

LEDs

Power LED does not illuminate
after product is turned on.

Verify that you are using the power cable provided with the device and
that it is securely connected to the device and a wall socket/power
strip.

LINK LAN LED does not illuminate
after Ethernet cable is attached.

Verify that the Ethernet cable is securely connected to your LAN hub
or PC and to the device. Make sure the PC and/or hub is turned on.
Verify that your cable is sufficient for your network requirements. A
100 Mbit/sec network (10BaseTx) should use cables labeled CAT 5. A
10Mbit/sec network may tolerate lower quality cables.

Internet Access

My PC cannot access the Internet

Use the ping utility (discussed in the following section) to check
whether your PC can communicate with the device’s LAN IP address
(by default 192.168.1.1). If it cannot, check the Ethernet cabling.

If you statically assigned a private IP address to the computer, (not a
registered public address), verify the following:

1. Check that the gateway IP address on the computer is your public
IP address (see Current Status for instructions on viewing the IP
information.) If it is not, correct the address or configure the PC to
receive IP information automatically.

2. Verify with your ISP that the DNS server specified for the PC is
valid. Correct the address or configure the PC to receive this
information automatically.

My LAN PCs cannot display web
pages on the Internet.

Verify that the DNS server IP address specified on the PCs is correct
for your ISP, as discussed in the item above. If you specified that the
DNS server be assigned dynamically from a server, then verify with
your ISP that the address configured on the device is correct, then
You can use the ping utility, to test connectivity with your ISP’s DNS
server.

Web pages
| forgot/lost my user ID or If you have not changed the password from the default, try using
password. “admin” the user ID and “administrator” as password. Otherwise, you

can reset the device to the default configuration by pressing the Reset
Default button on the Rare panel of the device (see Rare Panel).
Then, type the default User ID and password shown above.
WARNING: Resetting the device removes any custom settings and
returns all settings to their default values.

| cannot access the web pages
from my browser.

Use the ping utility, discussed in the following section, to check
whether your PC can communicate with the device’s LAN IP address
(by default 192.168.1.1). If it cannot, check the Ethernet cabling.
Verify that you are using Internet Explorer or Netscape Navigator v4.0 or
later.

Verify that the PC’s IP address is defined as being on the same subnet
as the IP address assigned to the LAN port on the device.

My changes to the web pages are
not being retained.

Be sure to use the Confirm Changes/Apply function after any changes.
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Appendix: Product Support & Contact

If you come across any problems please contact the dealer from where you purchased your product.

Contact LevelOne

Worldwide:

http://global.levell.com

MAC OS is a registered Trademark of Apple Computer, Inc.
Windows 98, Windows NT, Windows 2000, Windows Me, Windows XP and Windows Vista are

registered
Trademarks of Microsoft Corporation.
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