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Intel Core 2 Quad

Intel Core 2 Duo

CPU Intel Core 17 Intel Core 15 Q9400 E5300
RAM 2GB 2GB 2GB 1GB
Intel 55 or 57 chip or above, MB vendor |Intel 35 or 33 chip or above, MB vendor
Motherboard Asus, Gigabyte or Intel with Intel Chipset |Asus, Gigabyte or Intel with Intel Chipset
recommended recommended
Display ATl Radeon 4650 , nVIDIA GeForce GF-9600 or above (ATI recommended)
Ethernet 100 baseT or above, Gigabit LAN recommended
Hard 250 GB or above
oS MS Windows XP pro SP3 / Vista SP1/ Win 7

Parameter definition: For IP network camera

S=M*N

M: parameter of resolution of IP camera

N: FPS of Camera
Resolution

SM 3M 2M

M

VGA/D1 CIF

Value of M

37 27 22 14

3 1

For example: 8 channels system

a) 1 camera at 1 Mega-pixel resolution with 10FPS
b) 2 cameras at D1 resolution with 15FPS

c) 5 cameras at CIF resolution with 30FPS

Answer:

a) M=14; N=10, S=14*10=140. b) M=3; N=15, S =3*15=45 c¢) M=1; N=30, S =1*30=30
S of All Cam. = 1*140+2*45+5*30=380
Therefore, the Minimum Hardware Requirement is A level.

Parameter definition: For Capture card

S=M*N+P

P: parameter of capture card
For FCS-8004: P = 60, FCS-8005v1: P = 60, FCS-8006: P = 120

For example: 16 channel system

a) 1 camera at 1 Mega-pixel resolution with 10FPS
b) 2 cameras at D1 resolution with 15FPS

c) 5 cameras at CIF resolution with 30FPS

d) 8 cameras with 2pcs FCS-8006

a) M=14; N=10, S=14*10=140
c) M=1; N=30, $S=1*30=30

d) P=120

S of All Cam.=1*140+2*45+5*30+2*120=620
Therefore, the Minimum Hardware Requirement is B level.

b) M=3; N=15, $=3*15=45
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Install IP camera(s)
Step 1: Set up the IP camera referring to the quick installation guide provided.
Step 2: Check the network between the IP camera and the system.
Step 3: Add the IP camera to the system. See details on later pages.
Install capture card(s)
Stepl: Insert the card onto an empty PCI slot. Connect the Audio/Video Cable to the connector in
the same color.
Step 2: Turn on your PC and start Windows.
Step 3: Insert the included Software CD into CD-ROM.
Step 4: Run SetupDrv.exe from the CD-ROM driver/ directory to install the Capture Card driver.

Step 5: Run dxdiag.exe from start menu ‘Start-> Run’ to check your DirectX version. If the installed
version is less than 9.0, install DirectX 9.0 from the CD-ROM directx9/ directory.

Step 6: After driver being installed, restart your PC.
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INSTALLATION

The Installation CD contains the software you need to run the complete system. If you are installing the
system on multiple PCs, install the appropriate software for each PC:

e=aeey [ESRE X ]
1 LevelOne Network Camera ] Levelone Nt o e v, S WS

one — one

LevelOne LevelOne
Network Camera Network Camera

- Server Application: All functions of IP CamSecure systems including MainConsole, Playback, Remote Live
Viewer, Backup, and Verification Tool.

- Remote Desktop Tool: The tool to access main console and setup configuration remotely.

- PDA Client: Client application in PDA device.

- Smart Phone Client: Client application in smart phone device.

The following section describes the installation of each element of the Intelligent Surveillance System.



Intelligent Surveillance Solution

LevelOne IP CamSecure

IP CamSecure Installation

Step 1: Insert the Installation CD. Run autorun.exe from the CD-ROM directly to start the installation.
E7 LevelOne Network Camera [ESREET X ] E1 LevelOne Network Camera — i . [ESRER X ]

LevelOne LevelOne
Network Camera Network Camera

Step 2: The setup page should be loaded automatically. If it does noft, please select your CD-ROM drive
manually to open the setup page. Click “IP CamSecure” to initiate the installation.

Step 3: Select the language for installation from the choices below
Choose Setup Language \
Select the language for the installation from the choices below.

Chinese (Simplified)
Chinese (Traditional)
Danish

English

French (Standard)
German

Greek

Italian

Japanese

Korean

Portuguese [Brazilian)
Portuguese (Standard)
Russian

Slovak

Snanich

|nstallShield

| <Back \[ Next > ][ Cancel ]

Note: if you want to install Farsi or Hebrew, please select English for language.
After installation is finished, run LangPackFAR.exe for Farsi or LangPackHEB.exe for Hebrew from the
language pack folder in CD-ROM directory to install.



Intelligent Surveillance Solution

LevelOne IP CamSecure
Step 4: Select Next to continue.

Welcome to the InstallShield Wizard for IP
CamSecure

The InstaliShield® wizard will install IP CamSecure on your
computer. To continue, click Next.

Step 5: Check the option | accept the terms of the license agreement, se@lec’r Next to continue.

License Agreement
Please read the following license agreement carefully.

[End User License Agreement ("EULA") -
Do not install or use the software until you have read and accepted all of the license E
iterms. Permission to use the software is conditional upon your agreeing to the license
iterms. Installation or use of the software by you will be deemed to be acceptance of

ithe license terms. Acceptance will bind you to the license terms in a legally enforceable
contract with Digital Data Communications Asia Co. Ltd.

* SOFTWARE LICENSE AND LIMITED WARRANTY
This is an agreement between you, the end user, and Digital Data Communications Asia
Co. Ltd. ("'DDCA”). By using this software, you agree to become bound by the terms of _

© | accept the temms of the license agreement

() | do not accept the terms of the license agreement

< Back ][ Next > ][ Cancel ]

Step 6: Enter the appropriate information, select Next fo continue.
1P CamSecure - InstallShield Wizard
Customer Information
Please enter your information.

Please enter your name and the name of the company for which you work.

User Name:

John

Company Name:
LevelOng|

Installs

< Back ][ Next > ][ Cancel ]

Step 7: Choose Complete or Cusiom setup type

CamSecure - InstallShield Wizard
Setup Type \
Select the setup type to install \

Please select a setup type.

@ Complete
@ Al program features will be installed. (Requires the most disk space.]

) Custom

Select which program features you want installed. Recommended for
advanced users.

[ < Back ]LNex{) J[ Cancel ]

-10 -
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[COMPLETE SETUP TYPEH

Installs all program features into the default directory.
Check Complete, and then select Next. All program features will be installed. [COMPLETE SETUP
requires the most disk space.]

ICUSTOM SETUP TYPE

Allows you to install the system to a preferred directory and select whichever program feature(s) to
install. [Recommended for advanced users]

Check Custom, and then select Next.

Select Change if you wish to modify the installation directory.

Select the feature(s) for setup to install, select Next.

1P CamSecure - InstaliShield Wizard “[=5 IPCamSecure - InstaliShield Wizard (=3
Select Features Choose Destination Location \
Select the features setup will install. \ Select folder where setup will install files.
Select the features you want ta install, and deselect the features you do not want ta install (‘f Install IP CamSecure to:
B eConso) Destiisbor: j C:\Program Files\LevelOne\PCamSecure
v The main control console of
) LiveView the IP CamSecure.
|Backup
v Verification
220.83 MB of space required on the C drive
2237.00 MB of space available on the C drive
InstalShield o
oy ][ Bt J [ Eanecel [ < Back ][ Next > ] [ Cancel ]

Step 8: Select Install to start the installation. _
1P CamSecure - InstaliShield Wizard B

Ready to Install the Program \
The wizard is ready to begin installation.

Click Install to begin the installation.

1f you want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.

< Back " Install ][ Cancel

Step 9: Select Finish, installation complete.
1P CamSecure - InstaliShield Wizard

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed IP
CamSecure. Click Finish to exit the wizard.

< Back Cancel

-11 -
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Remote Desktiop Tool

Remote Desktop Tool allow user remote to access Main Console System and setup configuration.

Step 1: Insert the Installation CD. Run autorun.exe from the CD-ROM directly (LevelOne-Pro-1.xx.x
/RemoteDesktopViewer) to start the installation.

Step 2: Select Remote Desktop Tool.

Step 3: In the InstallShield Wizard dialog box, click Next to contfinuous.

‘Welcome to the InstallShield Wizard for
Remote Desktop Viewer

The InstallShield Wizard will install Remote Desktop
Wiewer on your computer. To continue, click Next.

< Back Cancel

amSecure - InstallShield Wizard

Step 4: Check the option | accept the terms of the license agreement. Select Next.
(T

License Agrieement
Flease read the following license agreement carefully,

End User License Agresment ("ELILA") -

Do not install or use the software urti you have read and accepted all of the license
terms. Permission to use the software is condtionsl upon your agreeing to the license
terms. Installation or use of the software by you will be deemed to be acceptance of
the liceriss terms. Acceptance wil bind you to the license terms In & legally snforceable
contract with company

* SOFTYWARE LICEMNSE AND LIMITED WARRANTY

This is an agreement between you, the end user, and company. By using this
software, you agree ta become bound by the terms of this agreemert

T aceept the terms of the license agreement Print

= ['do notaccept the terms of the leense agreement |

<Back Cancel

Step 5: Enter your information, select Next.

anSecure - InstallShisld Wizard
Customer Information

Please enter your information

Please enter your name: and the name: of the company for which you wark.

User Hame

Company Hame

Test Camputer

< Back Mext = Cancel

-12 -
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Step 6: Select Complete or Custom sefup type.

Remote Desktop Viewer - InstallShield Wizard

Setup Type
Select the setup type ta install.

Please select a setup type.

ﬁ All program features will be installed. (Requires the most disk space.)

O Custom

Select which program features you want installed. Recommended for
advanced users.

< Back l[ Next > I[ Cancel ]

ICOMPLETE SETUP TYPE

Install all program features into the default directory.
Check Complete, and then select Next. All program features will be installed. [Requires the most
disk space.]

ICUSTOM SETUP TYPE

Install the system to a preferred directory. Select program feature(s) to install.  [Recommended for
advanced users]

Check the option Custom, select Next.

Select Change to select folder setup will install files.

Select the features setup will install.

Remote Desktop Viewer - InstallShield Wizard

Remote Desktop Viewer - InstallShield Wizard

Choose Destination Location Select Features

Select folder where setup will install files. Select the features setup will install

y ' Install Remote Desktop Viewer to: Select the features you want to install, and deselect the features you do not want to install.

Y C:\Program Fies\non_brandedhRmtDskViewer —  Desciipion
L
3,81 MB of space required on the C drive
336865 MB of space available on the C drive

[ <Back || Nemt> [ Cancel ] [ <Back || Nea> | [ Cancel ]

Step 7: Select Install to start the installation.

Remote Desktop Viewer - InstallShield Wizard

Ready to Install the Program % ‘
The wizard is ready to begin installation.

Click Install to begin the installation.

ILyou want to review of change any of your installation settings, click Back. Click Cancel to exit
the wizard.

< Back Install Cancel

- 13-
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Step 8: Select Finish after installing the system completely.

Remote Desktop Viewer - InstallShield Wizard

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed Remote
Desktop Viewer. Click Finish to exit the wizard.

-14-
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PDA Client Installation
Step 1: Connect PDA device to the PC.

Step 2: Insert the installation CD, click PDA Client Installation from the CD-ROM directly (LevelOne-Pro-1.xx.x
/PDA_Client) to automatically install the client application in device.

Note: If you do not have Microsoft® ActiveSync installed, a message will appear “*Cannoft find
ActiveSync, install ActiveSync and run installation again”.

Step 3: Check that the client application is installed completely in PDA device.

/ 4 | start & 4€2:46 ok

PDA Client.CAB was
successfully installea on your
device.

If you need more storage space, you
can remove installed programs.

-15-
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Smart Phone Client Installation

Step 1: Connect Smart Phone device to the PC.

Step 2: Insert the installation CD, click Smart Phone Client Installation from the CD-ROM directly
(LevelOne-Pro-1.xx.x /SP_Client)to automatically install the client application in device.

Note: If you do not have Microsoft® ActiveSync installed, a message will appear “Cannot find
ActiveSync. Please reinstall ActiveSync and then run this installation again.”

Step 3: Check the client application is installed completely in smart phone device.

Installation XTI
successfully installed on your
device.

If you need more storage space,
you can remove installed
programs.

16 -
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iPhone Client Installation
Requirements: Compatible with iPhone, iPod touch, and iPad. Requires iOS 3.0 or later

Main console
Step 1: To see live view on your iPhone, you must enable live streaming service in main console.

1.) Go to network services
Setking

User Account Sefking

B b B

License Manager
SavefLoad Configuration k

YWiden Source

Counking Application
@& POS Application
E Lag Yiewer
=]

Backup

[ Metwork Service ]

Help

Abouk MainConsale, .,

2.) Start Live Streaming
Network Service - 192.168.1.25

ain | Black s white List | Performance |

Live Client Gount o Kill | | Kill Al |

Streaming

State IF Camera Bitrate {Khps)

Remote
Plavback

PP Senvice

Service Server Status: Stopped
@ Optinns

Remate Part | 5160 Default

Desktop Maxirnum Connections: 128
W Use DefaultWeb Serer
Central Poart: 8080
Management

vV Save Log LiveServer.log w

v Enable Audio

[J oK ] [X Cancel ]

3.) Besides the two points above, please also make sure in stream profiles, the lowest and the minimum
profiles are both Mjpeg. The 1x1 grid layout uses profile Low and the 3x2 uses profile Minimum
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iPhone

Please go to iTunes store (AppStore on iphone) to download Levell iCamSecure

1.) Open AppStore 2.) Search for iCamSecure
w TEEE = 16:21 O 55% =%
i icamsecure I .
Ve LevelOne
h iCamSecure FREE >

pne ) NeRafings

iTunes Store Terms and Conditions...

Contacts Messages Safari Qaarch

3.) Install iCamSecure

. EEEE < 16:22 O 559% =
Info Cancel
.. | iCamSecure Levelone

ul o
{
1

o

n No Ratings

Server Address
LevelOne iCamSecure is a totally free app that
enables you to monitor remotely live video camera

through LevelOne IP CamSecure Surveillance Pro 192.168.6.4
Mega Systems. Easily view multiple cameras via
3G or Wi-Fi. Snapshots, touch screen P/T/Z control

and /O device management are also supported. Server Port
Main Features:
1. 6 channels live view display at QCIF resolution 5150
2. Single channel live view display at CIF resolution
3. Snapshots
4. Touch Screen P{T/Z Control Username
5. Supports Preset Point
6. Supports Digital Input/Output
admin
Supported Systems:
Compatible with LevelOne IP CamSecure Pro
Mega (4/8/16/25/36/64-CH) surveillance Password
gameaen SIET)
oeee
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iPhone Screenshots

Airport Sites LevelOne

_ Transportation

P ———
SnapShot

Notes: if use free bundle IP CamSecure software, it only support 1-CH remote live view, if you want 1o select
different cannel, it must to change the server’s setting.,
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Quick Start

Execute Main Console

LevelOne IP CamSecure

Step 1: Go to Start > All Programs > Surveillance System > Main Console to execute Main Console.

Step 2: Enter your own password into the edit box, enter it again for double confirm and then click on OK.

k3 DETock

@ LevelOne
—

Activate IP Camera License(s)

ﬂ Backup System
L EETT—
Blayback Systeun
Remote Live Viewer
2| Uninstall IP CamSecure

T—

Password:

) IF Comzcnze I TUser Manmal I

User Name:

Please enter user name and password

0K X Ccancel

Step 1: Open License Manager Tool in Config menu.

Step 2: Select Activate tab, check the PC in Online network environment.

Step 3: Insert the SN, SN file or dongle to activate license.

Step 4: After software license is activated successfully, please restart Main Console.
Nofe: Please refer to page 116 for advanced settings.

i
{84 Setting

A& User Account Setting
B2 License Manager

SavefLoad Configuration >

Counting Application
POS Application
Log Wiewer

Backup
Metwark Service

About MainConsole. .
A A

**|P CamSecure Lite is free

bundled with LevelOne IP camera

and Capture Card.

m License Management Tool

Step2

Step 3 <]

Activate | Transfer I

SN

Channel | Product | Status i

~Activate type
& Online

" Offline

- Input type

76 SN:

¢ SNfile:

| Activate |

(- Import offline license
File path:

** |P CamSecure professional version is available upon purchase. While using IP CamSecure Pro
v1.20 or later, please input the serial number as a license key to register on internet.
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Install IP camera(s)

Step 1: Setup the IP camera(s) by referring to the user manual provided by the IP camera manufacturer.
Step 2: Make sure you can access this camera through IE browser.

Step 3: Add the IP cameral(s) to the system by following the steps below.

Add IP cameraq(s)

User Account Setting
B3 License Manager

a
SavefLoad Configuration Ste p 3
@ Counting Application
POS application
Log Wiewer

Step 1: Execute Main Console.

Step 2: Type in user name and password and log in fo the system.

Backup

Step 3: In Main Console, go to Config and select Setting to obtain the ' Network Service
Setting panel. Schedule  Gurd  apoyt ManConsole...
%%
Step 4: Go to Camera tab.
(‘Search IP Comeras E
Note: If the IP camera supports UPnP, follow step 5. Otherwise, follow P T——
step 8. S o

00-11-68-80-44-8D
AXIS 0040-8C-7247-85
Levelone
Levelone
Levelone WCS-2030 1
Levelone CS-1030 00-11-68-80-36-FD.

Step 5: Click on Search to detect IP cameras under this local area
network (LAN).
Nofe: The Search function is available only when the IP cameras
support UPnP. camecaiame: [Foone FESS0TT GEZ TR T30

UserName. |

Password

O:e:
019
Oz
0O:9:
O
Oz

Step 6: Select one of the IP cameras that are available and enter the
username and password.

7o) [ oo

Step 7: Click OK to add the camera. Step 4

Step 8: Click Insert to insert the IP cameras.

Step 9: Enter the IP address or domain name (check the Use DNS opftion),
Http Port, Username, and Password.

Step 10: Select Auto Detect.

Step 5

Step 11: Select OK to add the camera.

Step 12: Select OK to exit.

Metwaork

MNarme [
Sfep 9 // IP Address: ™ Use DNS

AN .
—>»> Http Port: a0
User Name

Password

Pratocol TP COUDR ©HTIE
Step 10 .
~Device
Yendar. IACTi Z‘ Auto Detect
Sfep 11 Camera Madel: [sED2100 =
CemeE 2B 2 =

ISR B 7S

~Descrigtion
“ideo Codec:MPEG4
Audio Codec: M/A
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Set Schedule

Step 1:
Step 2:
Step 3:

Step 4:

Step 5:

Step 6:

Step 7:

Execute Main Console.
Type in user name and password.
Select Schedule.

The default schedule is “always record' when a camera is newly
inserted.

Choose a camera and then select Configure or just double click
on the schedule bar to modify the recording mode.

Select OK to update the recording schedule.

Select OK to go back to Main Console.

Set Smart Guard

Step 1:
Step 2:
Step 3:
Step 4:

Step 5:

Step é:

Step 7:

Execute Main Console.

Type in user name and password and log in the system.
Click on Guard.

Select a camera and then click on Insert Event.

Take "General Motion” for example, select General Motion as the
event type and then click on OK.

In Alarm Event Configuration panel, define your own detection
zone, sensitivity and interval. After that, click on OK o save the
configuration.

Click OK to go back to Main Console.

-23-
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Start Recording & Smart Guard
Step 1: Execute Main Console.

Step 2: Type in user name and password and log in the system.

Step 3: Click on Start. Start Moritor A1

Start Recording Schedule

Start Smart Guard Systern

Step 4: Click on Start Recoding Schedule and Start Smart Guard System S b
to enable the two functions. —F

Playback
Step 1: Execute Main Console.

Step 2: Type in user name and password and log in the system.

Step 3: Click on Playback.

Step 4: In Playback, click on Date Time Search Dialog.

Step 5: Select a specific day from the calendar and click on Show Records to make sure the video is
available, left click on mouse and drag to select a video clip to replay; user can also select multiple

channels to replay at the same time.

Step 6: The recorded files are now ready to view.

{c DateTime Search Dialog [Local Machine]
; Date Time Period Video Preview
P .
@O #2EUE 00 St Time [2008) 7/ & = 2500 =] | | ¥ EnaslePrevew 200007108 201511 S
. +8 2009 » B B
End Time: 2009 7r 8 = [20:36:00 =
1234 = =
56 78 81011
12 13[14/15 16 17 18 —
192021222324 25 Color Event Type =
2627 282930 31 General Motian
O Foreign Object
O Missing Ohject
I~ Show Records o Focus Lost
O Camera Block _
I~ Show Event Log ] Signal Lost -
= ommels s e v e n e w w
(=[]}
5 ax15 Q1755 (
B ~x1s 2o7mw
F=r—rl|
e Record Always
———— FRecord on Motion F
[
— LS
A\ / @
@) cararr
a o, D +

Step 5 Step 4
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This is the main operating system - to activate schedule recording, setfup smart guard and
configure system setting.



= UK
B

-

@ﬁ... STelElal), /‘

Shut down the Surveillance System or log out current user.

i
I 7B

Minimize the Main Console window.

Allocate the sub-screen display by clicking on the desired layout icon.  To switch to single camera
display, double click on a partficular sub-screen. Double click on the screen again to regain previous
screen division layout.

Divide info ~_||Divide into Divide into ]| Divide into
1 screen(s) |4 screen(s) | 6 screen(s) | ?screen(s)
| ||Divide info —]| Divide into ] Divide into m Divide into
{10 screen(s) | 13 screen(s) || 16screen(s) N screen(s)
Divide into -~ ]| Divide into Switch to | Rotate all
13 screen(s) ]| 17 screen(s) X Full screen WZ|| screens

Only available under wide screen resolution(1440x200, 1680x1050, 1920x1080, 1920x1200):
| Divide into Divide intfo Divide into Divide into
1[4 screen(s) [ 1T1|6screen(s) 9 screen(s) 12 screen(s)

Indicate the working status of the system. Gray — at rest, Blue - recording, and Red - events detected.
When the crystal ball is red, click it o open the event report then cancel the event(s).

Display date, fime, free Disk space, IP Camera Bit rate customized text and Further information like
Temperature, Fan speed, System Resource and Network Utilization.

5 network service icons indicate which services are switched on/off.

LiveView | Playback 3GPP Desktop
0 M
W Bl

CMS




To customize Information about window'’s setting, go to Config - Setting - General - Status Display.
Select Advanced Setting for further information like Temperature, Fan speed, System Resource and
Network Utilization.

2010/12/10
11:20:38
admin

Start Monitor Al

Start Recording Schedule
Start Smart Guard System
Start Counting Application

Open E-Map

Open Resource Report

Open IO Control Panel

Lock Systern

Click on the Start icon and select from the drop down menu to activate/ deactivate: (a) Recording
Schedule System, (b) Smart Guard System, or (c) Counting Application. Or select Start/Stop Monitor All to
activate/ deactivate all the functions at once.

The Start menu also include the option to Enable Secondary Display, and open monitor tools, such as open
event report o monitor smart guard event; open E-map window to monitor all devices with map indicator;
open Resource Report to check system status; open IO Control panel to monitor the DI/DO status and
manual friggering the DO devices; or lock the system here. See page 78 for more details about secondary
display.

1. When activating any of the monitor functions of Smart Guard, system would consider the current
screen status as normal. Therefore, if you want to, for example, detect Missing Object, be sure the
object needed to be protected is in its position at the moment you click Start button.

2. To automatically activate the Recording Schedule System, Smart Guard System and Counting
Application, at the Main Console go to Config; Setting; General; Startup o setup the auto-startup
functions.

3. As for Secondary Display, open event report, open E-map window, open Resource Report and
open IO conftrols panel, Main Console will keep the behaviors as the latest status when exiting the
system.

Click on the icon to get Playback Console. You can watch recorded video, search recorded video, adjust
image of the stored data, save video/ pictures, print images, check log information and event records, and
set up recording function configuration. See Playback on page 33 for detail.

Organize recording time schedule and setup recorder configuration. See Schedule on page 49 for detail.

Add/edit type(s) of events that you want to detect; setup action(s) responding to events. See Guard on
page 56 for detail.



Select from the drop down menu to modify the general settings, user account settings, save/ load
configuration seftings, open License Manager, edit counting application and POS application, access log
viewer and backup files, or setup network services. See Config on page 68 for detail.

User account and License manager could only be enabled for users with administrator privilege.

2010/12/10
11:20:38
admin

(ojmjelalar)

Control the movement of PTZ cameras. With cameras that support PTZ control, you can move, zoom, patrol,
adjust the focus, and set preset points of the cameras.

Adjust the camera view until you are satisfied. Click on the Set icon and set up the view as the preset point
01. Adjust the camera view again and set up the preset point 02. Repeat the process until finish setting up all
preset points. You can enter any names you want instead of the preset point 01, preset point 02, preset point
03..., click on the Go icon and view the result of your setting.
For the speed settings of PTZ camera, go to Config — Setting - PTZ Config to setup the advanced
settings.

Click on the + and = signs fo zoom in and zoom out the view.

You can select to have the camera focused near or far.  Click on Focus Near @ to focus on objects closer
to the camera. Click on Focus Far li;ﬂ to focus on objects further away from the camera. Click on Auto

Focus @J if you want the system to decide the focus point for

you "Patrol Setup ‘

Group 1 | Group 2| Group 3| Group 4 |

Group Name : |Group 1

Period: - 58Sec

Go to Set Preset Point - Set Patrol to obtain the Patrol Setup
dialog. From the left window, select the cameras that you
would like to have in the patrol group. Align the cameras in
order in the right window and adjust the tfime. Rename the =
group name if required. After completing the setup, check the
Active option, and then click OK.
You can define up fo four groups of auto patrol. To
start or stop, click on Go to Preset Point in the Main
Console, and select Start Patrol or Stop Patrol.

I~ Active

v OK X Cancel
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1.3 On Screen Menu

Right click on the camera screen and get the On Screen Menu, from
which you can quickly adjust the setting of camera.

1.3.1 Enable Move/Area Zoom

With cameras that support PT function, click the Enable Move function to
adjust the current camera’s view by clicking on the display screen. To
cancel this function, right click on the screen and select Disable Move.
With cameras that support Area Zoom function, click the Enable
Move/Area Zoom function to adjust the current camera’s view by
dragging a rectangle on the display screen. To cancel this function, right
click on the screen and select Disable Move/Area Zoom.

1.3.2 Enable Talk
*This feature is not available under Lite License.
With cameras that support two-way audio, select enable talk to ufilize the

LevelOne IP CamSecure

@
@

Enable Move

Enable Talk

Enable Digital PTZ

ImmerYision Lens Setting

Conneck

Disconneck

Show Camera
Duplicate Camera
Delete Camera

Fix Aspect Ratio

function.

Instant Playvback »
1.3.3 Enable Digital PTZ
To enable the PTZ functions of the camera, select the Enable digital PTZ
option. Use mouse wheel or click on the + and - signs to zoom in and
zoom out on the camera, or drag a rectangle to enlarge the area.
The square flashing on the video grid indicate the correspondent view
rafio of the camera.

Snapshok
Manual Record

Toaagle Fullscreen

1.3.4 ImmerVision Lens Setting

With cameras that support ImmerVision Lens. Right click on the display screen and select the mode of lens,
original, PTZ mode, Quad mode and Perimeter mode. If the lens setting set as Quad, PTZ, or Perimeter mode,
the Enable Digital PTZ option would become Enable ImmerVision digital PTZ.

1.3.5 Connect/ Disconnect
Right click on the display screen and select Connect/ Disconnect to modify the connecting status of the
camera.

1.3.6 Show Camera
Select the camera from the Show Camera Menu to display video on selected screen.
Note:
1. The camera list of show camera menu shows as the one in the right column of monitor display
panel.
2. The change of displayed screen is only applied to the current display divisions.

1.3.7 Duplicate Camera
Select the camera from the Duplicate Camera Menu to duplicate camera video to selected screen.
Note:
1. The duplicated camera would add to the camera list of duplicate camera menu shows as the one
in the right column of monitor display panel.
2. The change of display list will apply to all divisions and also the right column of monitor display.

1.3.8 Delete Camera
Click on Delete Camera to remove a camera from the display screen of the display screen.
Note:
1. The camera list of delete camera menu shows as the one in the right column of monitor display
panel.

2. The settings will apply to all divisions and also the right column of monitor display.
1.3.9 Enable Digital PTZ
To enable the PTZ functions of the camera, select the Enable digital PTZ option. Use mouse wheel or click on
the + and —signs to zoom in and zoom out on the camera, or drag a rectangle fo enlarge the area.
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The square flashing on the video grid indicate the correspondent view ratio of the camera.

1.3.10 Fix Aspect Ratio
For some special camera resolution, user can enable Fix Aspect Ratio to view original ratio video, or disable
this option to stretch 3:4 to fit window.

1.3.11 Instant Playback

*This feature is not available under Lite License.

To open the Instant Playback window of the camera, select the Instant Playback option and choose the
period. Refer to 1.5 Instant Playback section for detail.

1.3.12 Snapshot

Select the snapshot function to capture a specific video image
frame immediately. You have the options to copy the image to
clipboard or to save it. For further settings, select OSD option and CRAMAECaT
POS option to export the image with date/time, camera
number/name and POS text. If the digital PTZ function is enabled in
display view, you can also decide Full Size or Selected Region as
your snapshot region.

CAMI1Z (Cam2) (90 % 74)

I~ OSD [C FOE  Region: ISeIected region vl
1.3.13 Manual Record T
Start recording video by selecting manual record. Save Image | Copy to Cliphoard | X Close |

1.3.14 Toggle Full screen
Select to view a specific channel with full screen. Press “ESC"” to go back to original window.

1.4 Live Display

Live display is flexible; you may change channels and screen divisions. Each screen division shares the same
display list but has an independent display sequence.

For example, when using Show/Duplicate/Delete Camera functions to edit your camera list, the same list will
be available to all different screen divisions.

Note: This camera list is also available at the monitor display tab from the Config/Setting window. Two
monitors can have two independent lists.

Action C_urrgnt Ofther division
division
Show camera 1! 1
(add cam 1) 1| add to first free channel
Duplicate camera 12 102
(duplicate cam 2) 2] | add to first free channel
Delete camera 12 12
(delete cam 27) —| remove cam 2" and keep channel free

When using a mouse to drag and drop camera channels, the sequence change will only apply to the
current division.

Original Action Current division Other divisions
1] 2 4] 2 123
3| 4 Drag cam 1 to cam 4 3|1
Note change of sequence

Right click on the camera screen for the on screen menu. Here you will be able to quickly adjust setfings of
your camera.
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1.5 Instant Playback
* not available under Lite License
Instant Playback function allows you to play the last few minutes of any live video channel. Simply right
click on Live Channel and select Instant Playback to access the recorded video.

1.5.1 Instant Playback window overview

&1 Instant Playback Window @

~Playback Navigation

o=l 0

[«][a][»][»] [@][]-]
Playback Period
9:52:35 AM - 9:53:35 AM

Export Period
9:52:41 AM - 3:53:35 AM

Information Window: will show correct date and time of video.

Playback Period: indicates the available play period; three options are available: Tmin, 3 min, or 5 min of
video.

Export Period: indicates the period of video you desire to export. Default is set as available play period.

Tool: @Adjus’r fo original video resolution button: Press to adjust the video to original video resolution.
Audio button: Press to turn on / off the audio.

POS button: Press to enable / disable POS transaction data overlay.

1.5.2 The navigation of Instant Playback

The Instant Playback window allows you to browse recorded video, take snapshot images and export video
with audio and POS fransaction data.

To browse recorded video:
Simply click on the timeline to view the video, or use these navigation tools to control the player:

E @ E - Play / Pause / Stop

E - Slow motion / Speed up control

@ @ - Reverse [frame by frame] / Fast Forward

E @ - Play Previous / Next minute video
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To take snapshots of a video clip:

Pause the video in image which you want to export and click the snapshot bu’r’ron. The snapshot is

displayed and can be saved or copied to clipboard.

To export recorded video:
Select export period, click the export bu’r’ron@, and setup the options of exported video.
The default export video period is as playback period. To customize period, select start/end time and click
on Cue In/Out from the drop-down list of button, the export period will be shown on the lower-left
corner of the window.
Export Formats include:

* ASF — Format with best efficiency. [Recommended]

* AVI (Microsoft Video1) — Supports Windows Media Player with Vista & XP, the quality may be
poorer than recorded video by franscode.

* AVI (Original Format) — faster export process, better quality on the recorded video but the export
file uses VLC Player to play. (For Windows Media Player, please install additional FFDShow
codec).

Note:
* The restrictions of AVI format.
a. The maximum size of an AVl file is limited to 1.8 GB.
b. Variation of frame rate will cause the resulting video to play slower or faster.

* If the selected video sequence uses multiple image resolutions (CIF, 2CIF, 4CIF, etc.) or multiple
video format(MPEG-4, M-JPEG, H.264), the exported video sequence will create separate export
files every fime the resolution changes.
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Watch the recorded video, view and/or search for unusual events and recorded system
information.

*There is only 1 channel displayed in Playback in IP CamSecure Lite while there are up to
16 channels displayed in IP CamSecure Pro/Pro Plus simultaneously.
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2.1 User Interface overview:
e ™

one
> CamSe

search | @@

Mode
| I ')?
Screen (L e
Divisions EEE E
General
Open Record Setting
Enhancement
/Post Processing Backup
Tool
Save Export Video
Minimize Scroll Bar Information Window  Audio Volume Image / Audio
Control
Print Log Viewer

Minimize: Minimize the Playback console.

Exit: Shut down the Playback console.

Scroll bar: Indicates the status of the playing video; drag it to where you want to review.

Information Window: Display fime and date, video status, cue in/ out time points and video playback
speed.

Audio Volume Control: Adjust the audio volume.

Screen Division: Allocate the sub-screen display by clicking on the desired layout icon. To switch to
single camera display, double click on a particular sub-screen. Double click on the screen again
to go to previous screen division layout. To view in the full screen mode, right click on the screen
for the Toggle Full Screen function.

Control:

W Play, Pause and Stop the video.
— | : _.— FWD/REV: Customize the speed on Settings panel.
Step FWD/REV: Forward/reverse frame by frame.
\@; Cue Cue: When playing video, click on the Cue In/ Cue
- Out icon at where you want to set as the
starting/ ending point of a saved video clip.
The Cue In and Cue Out time will be displayed

on the Playback Information Window once
they are set.

@7 Speed: Confrol the speed of the playing video.
@7 Zoom: Zoom in and zoom out.
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On Screen Menu:

Toggle Fullscreen: Select to view cameras under full screen. Press “"Esc” or right click fo go back to
original view.
Enable ImmerVision PTZ: Adjust PTZ in PTZ mode. (Depend on device)

ImmerVision Lens Setfing: Select the mode of lens, original, PTZ mode, Quad mode and Perimeter
mode. (Depend on device

Toggle Fullscreen

Enable ImmerYision PTZ

S
PTZ Mode

Quad Mode

Perimeter Mode
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2.2 Open Record / Date Time Search Dialog

o)
Click on the Open Record / Date Time Search Dialog button fo access the Date-Time Panel and
withdraw the video record that you want to review.

2.2.1 Date Time Panel

B DateTime Search Dialog [Local Machine] @
p g Date Time Period Video Preview
G©-#2QEH 00

.| Start Time: [2009! 715 = |00:00:00 = lv Enable Preview
4 +H 2009 > = =

End Time: IZUUQ! s = |UU:UU:UU -
123 4 2 z
567 8 91011
12 13 1415 16 17 18 :
1920 21 22 23 24 25 Color Event Type i
%627 28293031 s + | General Motion
Foreign Object
Missing Ohject
Focus Lost
Camera Block
WV Show Event Log Signal Lost |

[F= omsls s

il 12 13 1415
B camera 1 1] 1 2
i camera 2 F- - —] 1
fFcamera 3 Ee= |
fFcamera 4 - -] |
Hcamera s - =—1 1
fFAcamera 6 | }
i camera 7 -1 —1 i
fFcamera 8 1 -] 1 |
2= P4 Lo
e R2CONd Always
Record on Motion [ v 0K ] [ X Cancel ]

Record on Event

2.2.2 Record Display Window
The record display window shows the information of the available video

clips. It may show in calendar or list control view. For further details about Q - @ J ’h_i @ @
how to modify the record display window view, see page 47. o
Local Machine

Recent List »

U Remote Server Site: Open Remote Playback Site Management telect Folder

to access local machine or set up remote playback server. Select

Eemote PC 1 (192.168.1.100)
Folder option to directly access recorded data folder or use Recent Remote PC 2 (192.168.1.101)
List to access previously recorded folders. Remote PC 2 (192.168.1.103)

Note: the Select Folder option requires password of MainConsole. Remota PL 4 (132.168.1.105)

N @ Refresh: refresh display window 2 Log Viewer: Accesses Log
Viewer Tool [ To access POS Search Tool @ Previous Days: Show recording of previous date @

Next Days: To show recorded of next recording date

2.2.3 Date Time Period
Select the start and end time points that indicate the time period you would like to view.

2.2.4 Video Preview
Check the enable preview option to view the selected video.

2.2.5 Event Type

There are é event types; see Chapter 4 - Guard for details. You may set up different colors for different event
types to help you select events.

* Note: Some event types will not be available under Lite License.
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2.2.6 Time Table

o Utilize the + icon to select all channels; also utilize the

[ = 1 i | . .
the scale bar = 75 I to modify the scale of the time table.
. Selecting "Show Records” makes Time Table show the period of recording data as below:

icon to deselect all channels. Finally, utilize

:LL 12 l"u 10 17 10
19 20 21 22 23 24 25 Color Event Type =
26 27.26:29:30.:31; General Motion
O Foreign Object
Missing Object
Show Focus Lost
Records Camera Block -
[~ Show Event Log Signal Lost ~|
[k 07415 |o 1 2 3 L 5 6 7 3 g
B came |
[[Ecamera 2
[ camera3
| Camera 4
[Ecameras.
| camera 6
[ camera 7
| camera 8
P = T—— /"" :LI

o Selecting Show Event Log makes Time Table show the tfime of event detection like below:

Color Event Type

General Motion
Foreign Object \
Missing Object
— 1,058 FoCUS
Camers Block Show Event Log
Signal Lost

‘ =

9

= 7
//
/

i

Ll

2.2.7 Withdraw the Record

Step 1: From the record display window, top left of the Date Time Panel, select the date you want to
withdraw the record from. The red/green/blue lines shown on the time table indicate available
recorded video records.

Note: The record display window can be shown in (a) calendar view or (b) list control view. To modify
the setting of the record display window, click on the Setting button at the right of the Playback
Console. See page 47 for more details.

Step 2: Use color bars to differentiate event types from each other. This will help you select video clips.

Step 3: Highlight the video clip you want to review by left-clicking and dragging the time period. You may
also utilize the Start Time and End Time in Date Time Period Section. In addition, modify the scale of
the time table with the + and - signs on the bottom left.

Step 4: Check the Enable Preview opftion to get the preview of the video you select.
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Step 5: Click the camera name to increase or decrease cameras you want to playback.

Step 6: Click OK when setting is complete.

2.3 Search Mode

Click on the Search Mode icon ’ro obtain the Intelligent Search Tool panel.
* This feature is not available under Lite License.

. Intelligent Search Tool Panel: Click on the Search Mode icon to open the Intelligent Search Tool. Set up
unusual events here to detect abnormality that occurred during the recorded period.

. 5 events: General Motion, Foreign Object, Missing Object, Lose Focus, and Camera Occlusion.

*IP CamSecure Lite only has General Motion option in Search Mode.

2.3.1 Unusual Event-General Motion Tt Taal
—Alarm Event Type
. . . G I Mati v
. General Mofion: Detect all movements in the defined area. E— [
Sensitivity: '—J—
«  Define Detection Zone: Left click and drag to draw a detection zone. You may merval T
define more than one zone on the screen by repeating the process. ~Region Definition

& Define detection zone

{*) Defife ahject gize

. Sensitivity: Modify the sensitivity setting with the slider.  Sliding rightwards will

increase the sensitivity level, meaning the slightest movement will trigger the alarm; Al ﬂ
in contrast, sliding leftwards will reduce the sensitivity for movement detection. Rectangle count: 0
Nofe: Configuring an appropriate sensitivity level reduces the possibility of a false g B Rty
alarm. Forinstance, you can lower the sensitivity level fo avoid the alarm 7 Stop when found
being friggered by a swinging free in the breeze. seatn | oo |
. Interval: Move the slider control to the right to increase fime interval so that the alarm will only be

triggered when the movement lasts longer. Move to the left to reduce the time interval.

. Stop When Found: Check the option to have the video stop where motion was detected. Uncheck to
have video continuously run to detect all events available. Results will show in a search result box.
Click on the listed event in the box to jump to the point in the video where motion was detected.

2.3.2 Unusual Event-Foreign Object

. Foreign Object: Detect any additional object appearing in the defined area on
the screen. —Alarm Event Type

IFurewgn Chject j
«  Define detection zone: Left click and drag to draw a detection zone. The search s R
tool will detect additional objects that appear in this zone. DERER ===

—Region Definition
& Define detection zone

. Define object size: Click and drag to draw and define the size of a foreign object.

¢ Define object size

«  Sensitivity: Modify the sensitivity setting with the slider.  Sliding rightwards will A [ @
increase the sensitivity level, while sliding leftwards decreases it. FIERELIS CoMTE L
¥ Draw Region
. Interval: Click and move the slider control to the right to increase time interval so F# Btop when found
that the alarm will only be triggered when the object has been removed from the gearch | oo |

area for longer. Move to the left fo reduce the time interval.

Note: Setting up an appropriate Interval value will reduce the chance of false alarms. For example, you
can lower the Interval to avoid the alarm being triggered by a pedestrian.
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2.3.3 Unusual Event-Missing Object

. Missing Object: Detection of selected objects removed from the defined area on gent Searc
the screen. —Alarm Event Type

IM\ssing Ohject j
. Define detfection zone: Left click and drag to draw a detection zone. The search Bensitivty —— f——
tool will detect selected objects removed in this zone. Intenval: - ——— =

—Region Definition
& Define detection zone

«  Sensitivity: Modify the sensitivity setting with the slider.  Sliding rightwards will ClseE phlprteiee
increase the sensitivity level, while sliding leftwards decreases it. | e |

Rectangle count 0

¥ Draw Region
. Interval: Click and move the slider control to the right to increase time interval so F#. Stopwhen found
that the alarm will only be triggered when the movement lasts longer. Move to the Saarch =i
left to reduce the time interval.

2.3.4 Unusual Event- Focus Lost / Camera Occlusion

. Focus Lost: Detection of cameras losing focus in recorded video.
. Camera Occlusion: Detection of cameras being blocked in recorded video.
2.4 Enhancement / Post Processing Tool

/2
Click on Enhancement / Post Processing Tool . to configure settings.
2.4.1 General Setting

Post Processing Tool
Check the option and chose whether you want to apply the setting to all the channels or i
only to those currently shown on the screen. ¢ Apslyallchannele
Filter Setting

2.4.2 Filter Setting 5
° Visibility: adjust the gamma value of the image to enhance the image and make it I Sharen

cleaner. TNy
«  Sharpen: activate the function. Move the slider control to the right to sharpen the " E'”g“‘”ejsi

image, to the left to softenit. - Cm'ﬂ‘ o
. Brightness: activate the function. Move the slider control to the right to make the —

image brighter. C oy
. Contrast: activate the function. Move the slider control to the right to increase

conftrast.
. Grey Scale: show the record in grey scale mode so the image displays in black and

white.

2.5 Save Video

Step 1: Click on the display screen to choose the camera display that you want to save as a video clip.
Step 2: Set up the cue in and cue out points; the cue in and cue out time will show on the information
window.

Cueln Cue Out
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Step 3: Click on the Save Video button , choose the folder where you want to save the file at, enter the

file name and click SAVE.

Step 4: Set the Export Format (ASF recommend) and set the Use Profile.
* ASF - more efficient than AVI format. [Recommended format]
* AVI (Microsoft Video 1) — Supports Windows Media Player with
Vista & XP, quality may be poorer than recorded video by
tfranscode process.

* AVI (Criginal Format) - Faster export process with high quality video,

but the export files can only be viewed using VLC Player to play.
(For Windows Media Player, please install additional FFDShow
codec).

Note:
* The restrictions of AVI format:

a. The maximum size of an AVl file is limited to 4 GB.

Export Video/Audio
Expart File Path:
| S
Export Format:
[asF -

Llse Profile:

[windows Media video & for Local Area Metwork (384 = |
Start Tirne: 2009/08/17 11:41:02

End Tifre: 2009/06/17 11:42:55

[~ Export Audio

I~ Export 0SD

[~ Export POS Transaction

|\/ Ok | [x Cancel

b. Variation of frame rate will cause the resulting video to play slower or faster.

* If the selected video sequence uses multiple image resolutions (CIF, 2CIF, 4CIF, etc.) or multiple

video format (MPEG-4, M-JPEG, H.264), the exported video sequence will create separate export

files every time the resolution changes.

Step 5: Select to export (i.e. save) the recorded video with Audio, OSD and PQOS, or export video only.

Step 6: Click OK to save the video.

2.6 Save Image

Step 1: Click on the display screen to choose the camera display from which you want to save pictures.

=

Step 2: Click on the Save Image button when the image you want is shown on the screen. You may
click Pause to freeze the video, use Step Forward/ Step Backward function to find the picture(s) that

you want to save.

Step 3: Select OSD option and POS option to export the image with date/time, camera number/name and
POS text. If the digital PTZ function is enabled in display view, you can also decide either Full size or

Selected Region as your image region.

Step 4: You have the options to copy the image to clipboard or to
save it. To save image just choose the folder and the format of
image (BMP or JPEG) you prefer and then click save.

Note: You may skip step 3 by pre-setting a folder and format
that you want to save the images (refer the section
automatically save the image file at page 47.)

IVOBD [T FOS  Region: | Selected region =

Save Image Copyto Cliphoard | x Close |

(Camz2] (90 x 741

CAMA3 Cam2
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2.7 Print

. Print Setap
. " H . . Print Cantent
Click on the Print button fo print the current image of Salect channals -
the video you choose. & [Frint active channel image
¢ Print all channels in the current view
Prinf Confeni" Select printed region of images
: " Qriginal

Print the image from the current selected channel or all the
channels shown on the screen. Select to print original view
or selected region on camera. Page Setting

& Qriginal size

f+ Selected region

™ Fitto page

Page Setting:
Set to print the image with original size or fit to page. Set Al e Top z
Align image to Top, Center, or Bottom.

[\/ Print ] [x Cance\]

2.8 Backup

Compared to the Save Video function, Backup saves everything from the Playback panel, including video
and log information.

You can start a full function Playback Console and load the backup files into it on any PC with Windows
operating system. This means you may monitor the real time video and work on the backup files on separate
computers simultaneously.

Step 1: Press the Open Record to select data and press Backup E

Step 2: You can adjust the Start Time and End Time you want to backup.

Step 3: You can adjust the Cameras you want to backup.

Step 4: You can calculate the size of the backup data.

Step 5: Select the directory you want to save the backup data including CDROM, DVD or Hard Disk.
Step 6: Check the log you want to backup.

Step 7: Press Backup to start.

- Date Time Period
Step 2
StartTime: [2009/ 421 = [17:23:00

B ELE:

EndTime: [2008r 421 = [17:29:02

~Select Camera(s)
116 | 17-32 | 33-48) a0-64

Step3 e s e xs | xe % xe]
) AR e E e

Step 4 e . Ca|ol|ate Size Select Al | DeselectAII|

- Media
+ Backup using COROM Sfep 5
" Backup using DVD
i~ Backup on HardDisk

| R
~Option
Step 6
p — v Backup Event Log
W Backup System Log
I™ Backup Counter Log
™ Backup POS Transaction
Step 7 s/ Batkup | X cancel |
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2.9 Log Viewer

o>
Click on the Log Viewer butfton . to activate the Log Viewer dialog.

*IP CamSecure Lite only has System Log option in Log Viewer.
2.9.1 Unusual Event
View the unusual event history that had been detected by the Smart Guard System.

A - 5e
Unusual Event 1 System Log ] Counting Application ] Counting Application (Diagrarm) } FOS Lng}
|_Log Type Al =
/ L Channel Al 2
Step‘l /rDa'E r = [ s ]
Ste p2 | DateTime [+ 20001086 20015 ~ =] 10 [[~ z00907i08 2025 ~ = Search S\
Event Time Event Type Camera | Description [A] \
2009/07/06 19:28:21  General Motion o2 Step 4
2009/07/06 19:28:49  General Mation 02
S]‘ep 3 2009/07/06 19:26:53  General Motian 0z
2009/07/06 19:28:56  General Mation o2
2009/07/06 19:29:10  General Mation o2
2009/07/06 19:29:12  General Mation o2
2009/07/06 19:23:18  General Mation [a=]
2009/07/06 19:29:20  General Mation o2
2009/07/06 19:30:0¢4  General Mation [a=)
2009/07/06 19:30:07  General Mation o2
2009/07/06 19:30:17  General Motion o2
2009/07/06 19:30:21  General Mation 02
2009/07/06 19:30:27  General Mation 02
2009/07/06 19:30:29  General Mation 02
2009/07/06 19:3:42  General Motion oz
2009/07/06 19:31:12  General Mation o2
2009/07/06 19:31:14  General Mation o2
2009/07/06 19:31:16  General Mation o2
2009/07/06 19:31:30  General Mation [a=]
2009/07/06 19:31:36  General Mation o2 [v]

Step1: Choose the type of events you wish to view or select “All” from the drop-down menu to view all types
of events. The types of Unusual Event include General Motion, Foreign Object, Missing Object, Focus
Lost, Camera Occlusion, Signal Lost, Disk Space Exhausted, System Health Unusual and Digital Input
Triggered.
* Note: Some event types will not be available under Lite License.

Step 2: Choose the camera channel you wish to view or select All for all channels available.

Step 3: View the events that happened on a particular date or during a given time period by selecting
search period.
For a particular date: check the Date box right and indicate the date.
For a period: check the DateTime and enter the specific date and time.

Step 4: Click Search.
Note: When working with a video record,
1. Log Viewer will search for Unusual Event in the video record in Date & Time mode, starting from the
beginning to the end of the record, which is the default sefting of the system.

2. Alink (@') will appear next to each event time where video is available. By clicking on the link,
the video will jump to the point where the unusual event takes place.

2.9.2 System Log

vt

Unusual Event System Log | Counting Application I Counting Application (Diagram) | POS Log |

Step 1
Log Type: [al =l
Date: ([ 2008005/05 = 2] S,
Step 2 Alime: | 2008105105 1.4:58 B ZH0 | 2008105105 14:50 B2 Search j—
Event Time | Event Type | Description | - \ Sf 3
2009/05/05 095447 Main Console Startup ep
2009/05/05 09:56:22 Main Console Shutdown
2009/05/05 13:29:02 Main Console Startup
2009/05/05 13:29:04 User Login admin
20090505 13:22:10 Start Schedule |

2003/05/03 13:22:15
2003/05/05 12:47:56
2009/05/03 13:48:31
2003/035/03 13:42:40
2008/05/05 12:50:56
2003/05/03 13:51:33

Start Smart Guard

Modify Configuration
Modify Configuration
Modify Configuration
Modify Configuration
Modify Configuration
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Select Log Type from the drop-down menu. There are in total 31 types of log types, including:

Start Live Streaming Server Stop Central Management

Modify Central Management

v" Main Console Startup 4 Stop Live Streaming Server
v" Main Console Shutdown 4 Modify Live Streaming Server
v' User Login 4 Start Remote Playback Server
v' User Login Failed 4 Stop Remote Playback Server
v' Start Schedule 4 Modify Remote Playback Server
v' Stop Schedule 4 IP Camera Connection Lost
v' Execute Recycle 4 Auto Restart Windows
v' Enable Channel 4 Modify POS Setting
v' Disable Channel v POS Connection Lost
v' Start Smart Guard v Modify E-Map
v" Stop Smart Guard v Start Remote Desktop
v Modify Smart Guard 4 Stop Remote Desktop
v' Modify Schedule v Modify Remote Desktop
v Modify Configuration v Start Central Management
v v

v

* Note: Some event types will not be available under Lite License.

Step1: Choose the type of event you want to check or select *All” from the drop-down menu for all types of
events.

Step 2: View the events that happened on a particular date or during a given time period by selecting
search period.
For a particular date: check the Date box and indicate the date.
For a period: check the DateTime and then enter specific date and time.

Step 3: Click Search.

2.9.3 Counting Application
Display the history of Counting Application during a given fime period.
* This feature is not available under Lite License.

o Log Viewer = @

Unusual Evem] System Log  Counting Application I Counting Application (Diagram POS Log ]
Channel: |All hd

Date: |~ E Export t
DateaTime: [ BN = Search \

Event Tirne Charine! In Out Step 4

2007{07/25 19:00:00 Camera 3 14 13
20070725 19:30:00 Camera 3
2007f07/25 19:32:42 Camera 2
2007f07/27 11:30:00 Camera 3
2007¢07,/27 12:00:00 Camneta 3
2007f07,/27 12:30:00 Camera 3
2007/07/27 1232015 Camera 3
2007/09/26 12:29:40 Camera 1

oosmeoO
== N

Step1: Select the channel you want to check or select All from the drop-down menu for all channels.

Step 2: Select search period. View the events that happened on a particular date or during a given fime
period by selecting search period.
For a particular date: check the Date box right and indicate the date.
For a period: check the DateTime and then enter the dafe and time.

Step 3: Click Search.

Step 4: Press the button Export to.
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Step 5: Type the file name and choose the file format (.xlIs or .ixt).
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Display the Counting Application data in diagram format.

Unusual Event| System Log] Counter Application - Counter Application (Diagram) ] FO3 Lugl

Channel: [CaMERA 1 2| perioa foneDay 3] pater proswenno 21

Search

200511710 In

0 123 456 78 9101112131415161718192021222324

Select the channel you want to check or select All from the drop-down menu for all channels.

From the drop-down menu, sef up how you would like the diagram fto be displayed. You have the
opftions of one day, one month, or one year.

Select a specific date to make it the start point of the diagram.
Click Search.
Press the button Export to.

Type the file name and the file will save as BMP files.

View POS Log history detected by the Smart Guard System.

Unusual Eveml Systemn LDgI Counting Apph:atmnl Counting Application (Diagram) POS Log I
Log Type: ICunne:UDn Lost j FPOS: IAII j
[EEH * o rnection [ost Excortto. ]
User Defined Event Rule 1
DateTime: |User Defined Event Rule 2 l_ 2009/05/08 16:14 8 ﬁ Search
User Defined Event Rule 3
Camera | User Defined Event Rule 4 Event Name | POSMame | Description
User Defined Event Rule &
User Defined Event Rule &
User Defined Event Rule 7
User Defined Event Rule &
User Defined Event Rule 9 __|
User Defined Event Rule 10x
| | |

Choose the type of events you wish to view or select All from the drop-down menu to view all types of
events. The types of Unusual Event include Transaction Start, Transaction End, Open Cash Register,
Connection Lost, and Special User Defined Event. Please refer to the User manual of POS for detail.

Choose the camera channel you wish to view or select All for all the channels available.

View the events that happened on a particular date or during a given time period by selecting
search period.

For a particular date: check the Date box and indicate the date.

For a period: check the DateTime and then enter a specific date and time.

Click Search. A link (&) will appear next to each event time where video is available.
By clicking on the link, the video will jump to the point where the unusual event takes place.
Press the button Export to.
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Step 6: Type the file name and choose the file format (.xls or .ixt).

2.9.6 Export and Backup Log
View the Export and Backup Log history that had been operated by local or remote user.

' Log Viewer
Unusual Event} System Log ‘ Counting Application ‘ Counting Application (D\agram)] POS Log Exportand Backup Log 1

=]

Log Type Al -

Date: [« z010m1125 = 2 Exportto
DateTime: ‘r -2 ||— = Search
Event Time Event Type Success Username | Start Time End Time Length Camera Index  File Path DB Audio

201001435 18:35:05  Export Video  Yes admin 2009/07/06 17:43:17  2009/07/06 17:43:28  Odays 00:00:11.000 3 C\Documnents and Set...  NfA No

2010/01/25 19:35:46  Backup Yes admin 2009/07/06 17:43:17  2009/07/06 17:43:28  Odays 00:00:11.000 2,5 DHNUUO\sw/\DOrcus 26, 2 NiA

201001425 18:36:24  Backup Yes admin 2009/07/06 17:43:17  2009/07/06 17:43:28  Odays 00:00:11.000 23,45 C\Documents and Set... 2 NiA

Step1: Choose the type of event you want to check or select All from the drop-down menu for all types of
events.

Step 2: View the events that happened on a partficular date or during a given time period by selecting
search period.
For a particular data: check the Date box right and indicate the date.
For a period: check the DateTime and then enter the date and time.

Step 3: Click Search

2.9.7 Export
You may export the file to .xls or .txt file

o

Unusual Event  Svstem Log |Counting Applicalionl Counting Application (Diagram) | POS Logl

Log Type: [All

Date: ([~ z009/05/05 = 2

DateTime: | 2008505 14:58 [ 200 |7 20005105 14:55 [F12)

[
Exportto..
Search

Event Time | Event Type | Description | =

2009/05/05 09:54:47 Main Console Startup

2009/05/05 09:56:22 Main Console Shutdown

2009/05/05 13:29:02 Main Console Startup

2009/05/05 13:29:04 Lser Login admin

2009/05/05 13:29:10 Start Schedule |
2009/05/05 13:29:15 Start Smart Guard

2009/05/05 13:47:56 Modify Configuration

2009/05/05 13:42:31 Modify Configuration

2009/05/05 13:49:46 Modify Configuration

2009/05/05 13:50:56 Modify Configuration

2009/05/05 13:51:35 Modify Configuration Ll

Step1: Select Export to.

Step2: Type the file name and choose the file format, xlIs or .txt.
D1 hd

i3

- [ 5 I o 5] E ] PBB?/89/12 B8:45:41, Hain Console Startup,
| 1 |BventTime EventTsre Description | 1 20087/89/12 B8O:45:44, User Login, admin
| 2 |20070042004541 | Main Console Startup 2807 /89/12 A1:11:18, HMain Console Shutdown,
| 3 |20070641200:45:44  User Login adrnin 2007/09/12 B81:27:084, Main Console Startup,
| 4 |200706A201:11:10 | Main Console Shutdown 2007/09/12 01:27:85, User Login, admin
| 5 [200700120127.04 | Main Console Startp 2007 /09712 61:28:27, HMain Console Shutdown,
|- (2007002 137,05 |Usex Login adrain 2007/09/12 15:86:51, Hain Console Startup,
7 |20074061201:2827 | Main Console Shutdown . L
zmmmls.oesl Misin Console Sty 28007789712 15:-86:52, Ust_?r Login, admin
|5 [200m0912 150650 User Login dmin 2007/089/12 15:07:04, Main Console Shutdown,
10 20070912 15:07.04  Misin Console Shutdown 2087 /089412 15:88:28, Main Console Startup,
| 11 |2007061215:0828 | Main Console Startup 2007709712 15:88:48, HMain Console Shutdown,
| 12 20070912 1508:40 | Main Console Shutdown 28087/089/12 15:-:88:54, HMain Console Startup,
| 13 |2007406/1215:08:54 | Main Console Startup 2007709712 15:89:81, Hain Console Shutdown,
| 14 (20070912 15:09.01 _|Main Console Shutdown 2007/09/12 15:14:11, Main Console Startup,
%%ﬁﬁiiig xxxgﬁgﬁ‘;ﬁw 2007/89/12 15:14:12, Wain Gonsole Shutdoun,
| 17 20070012 151431 Main Console Startup 28087/09712 15:14:31, Ma}n Console Startup,
| 18 20070002 15:1520  Main Conscle Shutdown 2887 /@89/12 15:15:28, Ma}n Console Shutdown,
19 |2007409412 194415 Main Console Startup 2007/09/12 19:-44:15, HMain Console Startup,
| 20 |20070012 194458 Main Conscle Shutdown 2007 /09712 19:44:58, Main Console Shutdown,
| 21 |20070642 22:51:57 | Main Console Startup 2007709712 22:51:57, HMain Console Startup,
| 22 | 20074062 22:51:59 | Main Console Shutdewn 2007709712 22:51:59, HMain Console Shutdown,
%%ﬁﬁgﬁ:: gi:ﬁolﬂs'mp i 2887/69/12 22:52:14, Main Console Startup,
25 20070012 205224 | Main Clonsole Shardown 2007709712 22:52:18, USI_?[‘ Login, admin
| 26 | 200700712 22:5319  Main Console Smrmp 2007709712 22:52:24, Ma:!.n Console Shutdown,
amlonamogus an rean  Ler o 2007/09/12 22:53:19, Hain Console Startup,
W4k M Svstemlog S oo oTLT TTTITT T -

Xls Jdxt
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2.10 Setting

Click on the General Setting button
for system configurations.
Record Display setting:

and go to Setting

. Calendar View: Choose to display records under

calendar view.

. List Confrol: Choose to display records under checklist.

G-#QEW00 G-

#Qi/00

‘ +A z009 »

123 4

S 6 7 8 01011
1213141516 17 18
[19]z0 2122 23 24 25
26 27 28 20 30 31

Play setting:

- & Record Date! ~

2009/07/19
2009/07/17
2009/07/16
2009/07/15
2009/07/14
2009/07/13
2009/07/12 [v]

LevelOne IP CamSecure

Setting

General | server| 08D | POS |

Record Display

& Calendar Yiew ¢ List Control

Play
[~ Playwhen apen

v Auto skip when record motion only mode

1 4: min
m min

MNexd interval:

Previous interval

Capture Image
©* Save in cliphoard
& Manually save the image file

o Automatically save the image file

Miscellaneous

[~ Bynchronize video frames

e

. Play when open: Check the option and set the system to start playing the video clip every time a

record is withdrawn.

. Auto skip when record motion only mode: Check the option to set up the system to automatically skip

to the points where there were motio

ns recorded.

. Next interval: Set the interval with which the video goes forward when you click on the “Next"” icon on

the control panel.

. Previous interval: Set the interval with which the video goes backward when you click on the “Previous”

icon on the control panel.

Capture Image setting: Sets how you want to save the image.
. Save in clipboard: The image will be saved in the clipboard; image will be available to paste elsewhere.
. Manually save the image file: You can manually select where you want to save the image. Name the

saved file, and choose the file format you want to save as.

. Automaltically save the image file: By pre-setting a path/URL and the image format, the system will
automatically save the image accordingly when you click the Save button in the control panel.

Miscellaneous

. Synchronize video frames: Select this option to avoid display problems that may occur under

high CPU loading.

Server Setting
Remote Playback Site Management.

OSD Setting

Enable Camera OSD to display video
information on recorded video.
Information includes camera name,
camera number, date and time. User can

also set up OSD font; include the font, size,

font color and any font effects desired.

POS Overlay Setting
* not available under Lite License
Enable POS overlay to adjust Font, Size,

Color, Bold, Edge in “Foreground” section,

color and transparency in “Background”
section, and then adjust display settings in
“Display on Video Preview”.

General OSD |POB |

[¥ Enable camara OSD

Please refer to page 44 for details.

General'OSD FO3 I

[# Enable POE overlay

i~ Foreground

~Foregraund

B 40

Font [ Tahoma | Font  [% Tahoma
Size: IEI ~ Size: 10 'I
Color: ||:| - Color —
[ Bold [ Edge ¥ Bold ¥ Edge
~Background - Background
GColor. |- - Color I -
Transparenc: —- 40 Transparency:
- Inia - Display on Yideo Preview
[¥ Camera Name & Alays
[V Camera Number € Lastfor |m secands
[ Date 2009i04/21 A
¥ Time TFO064555 @

Default |

|

Default ‘ Anply ‘

o 0K | X Cance\‘

« 0K ‘ X Cancel |
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2.11 Remote Server

2.11.1 Add Remote Playback Site

Press the Remote Server lcon @ or go to setting — server to config remote playback site management to

add and setup remote playback sites.
Al Rex 4

~Serer Setting

’i@ Server Mame: l—
Address: l—

Port: |5160—

User Name: l—
Password: l—

Save Password: [~
Test Server

Add ‘ Delete| Update|

W OK | x Cance||

Step 1: Enter the IP address or DNS, Port, Username, and Password.

Step 2: Click Add to add the server.

Step 3: Click OK to exit the “Settings” panel.

2.11.2 Access Remote Playback Site

Go to Date Time Panel and click on the @E icon ON the top of the display window to access the

Remote Playback Site N -
¢ #QE00

Local Machine
Fecent List ¥
Select Folder..

Eemote PC 1 (192.168.1.100)
Eemote PC 2 (192.168.1.101)
Eemote PC 3 (192.168.1.103)
Eemota PC 4 {192.168.1.103)
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3. Schedule

# Schedule Configuration &
htod G Comr |E e ‘D 12 3 a4 5 B 7 & 9 0 11 1z 13 14 15 16 17 s 19w #7334 00
--[&] Default ] Camerat

B 01 cameral ] Camera2
& 02 camera2 ] Camera2

= 03 Cameras ] Camerad
04 Camerad

o Insert P Delele (94 Comtigue

Start Time End Time | Record  FPS Quality  Resolution
06:30 15:45 Always

" Default -
| Day Mode [ | []Wisek Mo

Click on the Schedule icon on the Main Console and set up the time duration for video
recording on the schedule configuration panel.

_ 49 -



Intelligent Surveillance Solution

LevelOne IP CamSecure

3.1 Day / week Mode

# Schedule Configuration 5
Load fLoad G Copy o [B oot Ta 7% s e s e 7 e a0 i w e s w  w w w n m xm
= (& pefault f) Camerat
/gﬂl Cameratl ] Camera2

02 Carera2 ] Camera3
U ] Camerad
04 Camerad
Camera /

Channel
1 Insert 9 Delete @9 Canfigure

Start Time End Time  Record  FPS
06:30 1545

Quality  Resolution
Always

Day /Week Mode

" Defalt -
I Day Mode | | [Jwieek Mo
Fa

Schedule Details

Day Mode: Schedule the cameras to turn the recorder on and off at the same time every day
according to your setting.

Week Mode: Allows you to schedule each camera for a different day of the week, additionally, you
may assign exfra holidays in the “Week” mode

Schedule Details: An outline of start time, end time, Record mode, frame rate, quality and resolution.

Please note these values refer to configured settings.

camera and hardware settings.

To setup the time schedule for each camera, you may
1. *Load" the preset modes or

2. "Insert” a new schedule manually or

3. “"Copy to” other cameras after manual setup.

3.1.1 Load Preset Modes

The system provides six modes to quickly setup recording schedule. Simply click on the gb Load for the
drop-down menu.

Refer to the below tables for the definitions of each mode in each series.
IP+ series (IP camera)

Actual performance may vary according to

Mode Format Time Record FPS Quality | Resolution
Regular mIDJEPCEi 0:00-24:00 Always mgi Max Max
Office ﬂ?&gi 8:00-20:00 | Always mi Max Max
Shop MoPES 1 10002200 | Aways MR Mox Max
Highly Secure m_PJEPCEi 0:00-24:00 Always mgi Max Max
Disk Saving m;’JEP(Ei 0:00-24:00 Motion i-frc]J?ne Max Max
Minor m;JEP(Ei 0:00-24:00 Motion i-froSme Max Max

The Max indicates settings are same as camera settings in the config>setting>camera>camera parameter

panel.
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Mode Format Time Record FPS Quality | Resolution
Regular MPEG-4 0:00-24:00 Always 30 Normal CIF
Office MPEG-4 8:00-20:00 Always 30 Normal CIF
Shop MPEG-4 10:00-22:00 Always 30 Normal CIF
Highly Secure | MPEG-4 0:00-24:00 Always 30 Highest Max
Disk Saving MPEG-4 0:00-24:00 Motion 30 Normal CIF
Minor MPEG-4 0:00-24:00 Motion 15 Low CIF
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3.1.2 Insert a New Schedule Manually

Step 1: Left-click and draw the bar you want add to the fime table. The scheduled time will show as a grey

bar.

% Schedule Configuration El
i Load (B Copy to |f| Default ||:| 1z 3 4 5 6 7 8 @ 0 11 12 13 14 15 1§ 17 18 19 20 3 g2 7z 2400
=i Default 7] ez

k=] 01 Cameral ] Cameral
[= 02 Camera2 i1 Cameras
[= 02 cameraz A1 Camera4
04 Camerad \
[~ Step 1
i Insert
/

Stalt Time End Time  Retord | FPS Quiality Resolution

 Default -

| Day Mode | | []Wweek Mo
/\/ Ok | Ix Cancel]
/ \ /
Step 2 Step 3 Step 4

Step 2: Click the Insert icon and add a new schedule in the Regular Mode, i.e. to record video during the
time period you set with 30 FPS, normal video quality, and normal resolution.

Step 3: Change the setting by clicking on the Configure icon (See page 54 for detail) or double click the
Schedule Information.
Step 4: Click OK.

3.1.3 Copy Schedule

You may set up the schedule for each channel/camera by repeating the process above, or by simply

applying the setting of a single camera to all the others by clicking the Copy To icon af the top of the display
window.

3.1.4 Holiday and Custom setting

Allows you to schedule each camera for a different day of the week, additionally, you may assign extra
holidays in the "Week” mode

#i Schedule Configuration 9]
i Load [F Coryto |ﬂf| Camera4 ‘o 12 3 4 5 6 7T & 9 10 i1 12 13 14 15 15 47 18 10 0 21 22 3 z4ff
=[5 Default il Sunday

1 Cameral i1 Monday
2 Cameraz ] Tuesday
13 Camerad ] Wednesday

== 04 Camerad A1 Thursday
[ud Sunday ] Friday
el Monclay ] Saturday
T Tuesday
[ad Wednesday
fud Thursday 9 Lot
[d Friday
[l Saturday Start Time | End Time | Record  FPS Quality | Resolution

" Defauit

7o) (X o)

/ \
Holiday Custom
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Holiday: You may assign holidays where the system will work according to the sefting for Sunday.
Note: The default Holiday setting will apply Sunday'’s se’r’rinﬁs. For the Middle East region where Friday is a

holiday, please adjust sefting by right clicking on = and select “Apply Holiday Schedule
From...".

Custom: You can assign a particular date(s) on which the system will work according to a special schedule(s)
different from the others.

3.2 Adjust the Scheduled Setting:

You can manually change the setting at any time after you insert or load a schedule.

. Option 1: Move the cursor to the “Time Bar” and change the length or move the bar sideways to

change the start and end points.
. Option 2: Click on the Configure icon or double click on “Schedule Information” from the list to obtain

the "Encoding Option” panel (next page) and select the desired setting.

i Schedule Configuration E‘

Time Bar —_

‘ECamaraA ‘n 1z 3 4 5 &7 8 8 10 M 12 13 14 15 18 47T 18 o ¥z 2 24
A Sunday

] Tuesday

] Wednesday
. ] Thursday
COI’IfIgUI'e ] Sunciay ] Friday
Te— ] Saturday

[l Monday
¥ 2

\ednesday

g ::z;day frlmen P Delet 4 Contigue

[ satrday Start Time End Time  Record | FPS Quality | Resolution
15:00 Always

Schedule
Information
et [y [ custom |

7o ] [X oo
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3.3 Encoding Option Original Video Encoded Video

Encoding Options

Original Video

-~ Time —Mode ~Video Encoder
Start Time: | 00:00 j & Always Record " Keep original video format

 RecordonEvent | SelectEvent I~ Adjust MJPEG video frame rate

End Time: | 23:59 ﬁ
i ek
¢ Record on Motion: T
- - |5 -
Bresrecord: SRR SENEIyI el I Keep key frame only
""" (for MPEG4, H.264, MxPEG)

Postrecord: |3 sec. (Max 60) Frarme ntenal =7
B & Customized encoding Setup
—Audia J RectanaleCount: 08 (e 10y
l‘PewrdA/Jm Al | e || fmer] Default
/ \ \ v OK | X Cancel |
/Time Option \ Record Mode \ Video Encoder

3.3.1 Pre-record/ Post-record Time

The pre-record/ post-record function saves the recording data accordingly. For instance, to set up a 5
second pre-record time means the system will start saving the recording data 5 seconds before the event
happens.

Note: The maximum of pre-record/post record period is 60 seconds.

3.3.2 Record Mode

Always Record: Select Event
Select this option to record the video continuously. sina;Guamr

Record on Event: * Some options are not available under Lite License S B CAMD3 Pool
Select this option to obtain the “Select Event” panel. From the Smart Guard list, [P i
check the camera events or digital inputs to trigger the recorded action. Click OK. e i
Note: Please note it is required to enable "Smart Guard” from the Main Console | @gsgg:r:lkhﬂ;:;n
panel before configuring “record on event” to trigger recording. O General Motion
*Smart Guard is only in IP CamSecure Pro. -

igital Input:

(#]Main Gate Input:0
O(elrool Input:0

Record on Motion: ot Tt
Select this option to start recording when motion is detected. Adjust sensitivity, the = b

frame interval and zone to setup motion detection. To setup a single detection
zone, left-click and drag the mouse to draw a rectangle. To sefup more than one
detection zone, simply repeat the same process or click “All” to select the entire
screen. e

Note: The maximum number of rectangle detection zones is 10.

3.3.3 Encoded Options

This option sets up the quality of the recorded video. The “Original Video” window is the original stream from
| the camera. The “Encoded Video" is preview of the recorded video corresponding with the encode settings
below.
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For IP cameras|
The Encode Video function will reduce frames or re-encode original streaming from IP cameras. To save Hard
Disk usage, adjust framer ate with original video format or re-encode to smaller file size by adjusting frame

rate, resolution and Quality/Bit rate. ~Video Encoder
 Keep original video format
Keep Original Video format: I™ Adiust MIPEG video frame rate
Select this option to reduce frame rate only but not to re-encode video —
stfreams to save Hard Disk usage. r
. . . eep key frame only
e  Adjust MJPEG video frame rate: Move slider to left to reduce frame {for MPEGH, H 254, MPEG)

rate. & Gustomized encodi Set
. . . . . + LUSiomiZed encodin ey
Note: The maximum FPS will correspond to original video streams set up ! !

on camera configuration. —_—
° Keep key-frame only: System will only record key frames of video
streaming.

Note: The key frame interval is controlled by each camera
manufacturer and cannot be adjusted.

Yideo format: WPEGA -
Customized encoding: * not available under Lite License Frame rate: —)
The video stream will be decoded then re-encoded by configuration. Resoltion:  ———}—— CF
Click "Setup” button to adjust "Encoder Parameter”. = ousine

© Quality: F—— Mormal

Note: Customized encoding function causes high CPU usage,
make sure the PC specification is enough (recommend Core 2 ot T “onieps

Quad or above)

For Analog cameras |

The Encode Video function sets Frame Rate, Quality, and Resolution that you
want to record and provides an approximate recorded time period.

For FCS-8005/8006 capture cards you may additionally choose from different Frame Rate ————J Fun 30.0)
video formats, including Mpeg4 and H.264. Qualty ——— Normal

—Yideo Encoder

Resolution = 320x240

Default

Approximate: 1GB {6 hr 12 min)
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4. Guard

*Guard is only in IP CamSecure Pro.

1. Event and Action Configuration m
~Action
Q| & D& |
Action Options
fI]On Screen Display
Bdsend E-Mail
T Foreign Object =i
=43 CAM11 Demo *i*PTZ Preset Go
& Camera Occlusion 4"E-Map Map:Map, Indicator:None
=G CAM12 Desktop
di signal Lost
=% TestPOS
& Transaction Start ~Video Preview =
=[] Digital Input
[E] Testhoard Input:2 (Input 2)
=& System

[2] Disk Space Exhausted

il m Hl}

Click on the Guard butfton on the Main Console to start the “Event and Action Configuration” panel. You will
need to specify an event to be detected as well as set the appropriate action for the system when the

event occurs.

Note:
1. Event Report: When the CFYSfO| ball is =
red, you can click it to obtain the [EVFitikite [EventType [ Camera | Description [
$.,2005/11/21 15:16:14  General Motion 9
Smart Guard Event ReporT and ‘= 2005/11/21 15:16:29  Missing Object 13
cancel the event(s).
Cancel Event Cancel All E’WWEI—SEE """"""""
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4.1 Event

! Event and Action Configuration

Action

LevelOne IP CamSecure

v 0K

/

Insert Event

= &7 [CAMOL Main Gate

K ral Motion
G2 CAMO2 Driveviay

=62 CAMO3 Pool

'8, General Motion

= G2 CAMO04 Room A

'®. General Motion

= G CAMOS5 Room B

'8, General Motion

~-G» CAMO6 Back Door

'8, General Motion
# Digital Input
& System

Action

Options

Video Preview

X Cancel

There are 4 sources of events: Camera (video image), POS, Digital Input (device connected to your PC) and
System (condition of your hardware). You can assign multiple events by following the instructions below.

* Note: Some event types will not be available under Lite License.
4.1.1 Camera Event - Assign a Camera Event

Step 1: Select a camera and click “Insert Event” icon. . .
|-
Select Event
Event Type Diescription —

iEsignal Lost

& ose Focus

Pt

‘6. General Motion
[ Foreign Chject
= Missing Ohject

&= Carnera Occlusion

Detect video signal connection
Detection of any movement

Detect foreign object in defined areals
Missing/being moved of defined object
Camera focus lost detector

Camera blocked or darmaged

|\/ QK “| [x Cancel l

Step 2

Step 3

Step 2: There are six types of events: Signal Lost, General Motion, Foreign Object, Missing Object, Lose Focus,
and Camera Occlusion. Select the event you want on the Event Type list, and then click OK.

* Note: Only General Motion and Signal Lost are supported under Lite License.

Step 3: Configure the Event Type. See the following instructions.

4.1.2 Camera Event - Basic Setting

Enable Event: Check the box to activate the event.

[Signal Lost, General Motion, Foreign Object, Missing Object,

Focus Lost, and Camera Occlusion]

Life Cycle:

Automatically cancel event when event disappears: the
alarm/action will be cancelled once the abnormality is fixed or

ends.

Manually cancel event or event continues triggered: The
alarm/action will continue until being canceled from the Main
Console. The user currently not at the seat watching the screen

will be notified by the alarm.
Nofe: To cancel the event:

Function 1: Start > Open Event Report > Cancel All Events
Function 2 : Click the red crystal ball to obtain the Smart Guard

Event Report than cancel the event(s).
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Alarm Event Configuration
Basic
[+ Enahle Event
Life Cycle
t» Automatic cancel event when event disappear
" Manual cancel event or event last triggered
" Cancel event after seconds
Activated Period
v Always activated
i Activated only in the fallowing period
|J 0K | ’ X Cancel ]




Enable checkbox and set the fimeout seconds to cancel the
event after a specific time whether the event disappears or not.

Detect the loss of video signal from camera.

- Detect any movement in the defined detection zone.

Alarm Event Configuration

Basic Advanced

Alarm Event Option Video Preview

H Sensitivity —— f——
Interval: —_—
¥

Region Definition
 Define detection zone
P

[
I Start Simulation ]

l/ OK | [ X Cancel ]

Click and move the slider control to the right to increase sensitivity so that minimal movement
will frigger the alarm. Move the bar to the left fo reduce the sensitivity. Setting up an appropriate
sensitivity value will minimize false alarms. For example, you can lower the sensitivity to avoid the alarm
being friggered by a swinging free in the breeze.

Click and move the slider conftrol to the right to increase interval fime so that the alarm will only
be triggered when the movement lasts longer. Move to the left to reduce the interval

To detect General Motion, you have to define a detection zone. Left-click and
drag the mouse to draw a detection zone. You may define more than one zone on the screen by
repeating the same process. User can also click on “All" button to select the entire detection zone.

Click the Start Simulation button and test the function on the preview screen.



Alarm will be set off when an object appears in the defined area on the screen.
Alarm Event Configuration

Basic Advanced |

Alarm Event Option Video Preview

H Sensitivity. ——— f——
Interval: —_—
I4

H Region Definition

" Define object size
All Clear

[ Start Simulation l

[/ 0K Hx Cancel ]

. Click and move the slider control to the right to increase sensitivity so that minimal movement
will frigger the alarm. Move the bar to the left fo reduce the sensitivity of movement detected. Setting
up an appropriate sensitivity value will minimize false alarms. For example, you can lower the sensitivity
to avoid the alarm being friggered by a swinging tree in the breeze.

. Click and move the slider control to the right to increase interval fime so that the alarm will only
be triggered when the movement lasts longer. Move to the left to reduce the interval.

. To detect Foreign Object, you have to define a detection zone. Left-click and
drag the mouse to draw a detection zone. You may define more than one zone on the screen by
repeating the same process. User can also click on "All” button to select the entire detection zone.

. After defining the detection zone, select Define Object Size and then left-click and
drag the mouse to indicate the size of the object you want to detfect.

For instance, if you want to prevent somebody from leaving a briefcase in a hallway, place a
briefcase in the hallway in view of the camera. On the screen, draw an area that fits the size of the
briefcase and define it as the object size. Remove the briefcase and then activate the Smart Guard
function on the Main Console. The system will consider everything on the screen normal when you click
Start to activate the monitor function.

Click the Start Simulation button and test the function on the preview screen.

Alarm friggers when an object disappears in the defined area on the screen.

(T Even Cont saaton =

Basic Advanced |

Alarm Event Option Video Preview

H Sensitivity, ——— f——
Interval: e [ —
r

Region Definition

+ Define detection zone

L
l Start Simulation ]

I« OK { [ X Cancel ]
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Alarm Event Option:

Sensitivity: Click and move the slider control to the right to increase sensitivity so that minimal movement
will trigger the alarm. Move the bar to the left to reduce the sensitivity of movement. Setting up the
appropriate sensitivity value will reduce the chance of false alarms. For example, you can lower the
sensitivity to avoid the alarm being friggered by a swinging tree in the breeze.

Inferval: Click and move the slider control to the right to increase interval time so that the alarm will only
be triggered when the movement lasts longer. Move to the left to reduce the interval.

Region Definition:

Define detection zone: To detect Missing Object, you have to define a detection zone. Left-click and
drag the mouse to draw a detection zone. You may define more than one zone on the screen by
repeating the same process. User can also click on "All" button to select the entire detection zone.
Note: For instance, if you want to prevent somebody from removing the computer monitor on the desk,

draw an area that fits the size of the monitor on the screen.
rAlarm Event Configuration

Basic Advanced |

~Alarm Event Option -Video Preview

Sensitivity: ——— fF——

Interval: —_—
- Region Definition

(= Define detection zone

¢ Define ohject size

Start Simulation ]

Start Simulation: Click the Start Simulation bufton and test the function on the preview screen.

4.1.7 Camera Event - Lose Focus
This function alarms you when any of the cameras is losing focus and has blurimage.

Alarm Event Option:

Start Simulation S

——
Alarm Event Configuration

Basic Advanced l

-Alarm Event Option Video Preview

Sensitivity

[~ sensitivity: —f—
Interval —_ | | -

Ig nore ng hflng ——— v Ignore Lighting Change

fv  OK J[X Cancel ]

Sensitivity: Click and move the slider control to the right to increase sensitivity so that a relatively small
movement will frigger the alarm. Move the bar to the left to reduce the sensitivity of movement
detection. Set up an appropriate Sensitivity value will reduce the chance of false alarm. For example,
you can lower the Sensitivity to avoid the alarm being triggered by a swinging tree in the breeze.
Interval: Click and move the slider control to the right to increase interval fime so that the alarm will only
be triggered when the movement lasts longer. Move to the left to reduce the interval time.

lgnore Lighting: Check the box to avoid alarm being set off by light changing.
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Region Definition:

. Define defection zone: To detect Lose Focus, you have to define a detection zone. Left-click and drag
the mouse to draw a detection zone. You may define more than one zone on the screen by repeating
the same process. User can also click on “All” button to select the entire detection zone.

Start Simulation: Click the Start Simulation button and test the function on the preview screen.
4.1.8 Camera Event - Camera Occlusion

This function alarms you when any of the cameras are blocked.

Alarm Event Configuration '

Basic Advanced ]

Alarm Event Option  Video Preview

Sensitivity

™ Sensitivity, ——— f——

™ Interval: s e

[/

Interval  —__|

|g nore Lig hﬁng = [ |gni0YE Lighting Change

start Simulation =~ ————F  SerSmuaion |

I« OK J[X Cancel ]

Alarm Event Option:

. Sensitivity: Click and move the slider control to the right to increase sensitivity so that a relatively small
movement will trigger the alarm. Move the bar to the left to reduce the sensitivity of movement
detection. Set up an appropriate Sensitivity value will reduce the chance of false alarm. For example,
you can lower the Sensitivity to avoid the alarm being triggered by a swinging tree in the breeze.

. Interval: Click and move the slider control to the right to increase interval fime so that the alarm will only
be triggered when the movement lasts longer. Move to the left to reduce the interval fime.

. lgnore Lighting: Check the box to avoid alarm being set off by light changing.

Region Definition:

. Define defection zone: To detect Camera Occlusion, you have to define a detection zone. Left-click
and drag the mouse to draw a detection zone. You may define more than one zone on the screen by
repeating the same process. User can also click on “All" button to select the entire detection zone.

Start Simulation: Click the Start Simulation button and test the function on the preview screen.

4.1.9 POS Event - Assign a POS Event

Step 1: Select a EPOS device from the list and click W to insert event.
Note: Please insert the POS device in Config -POS Application first.  Then set the alarm based on it.

Step 2: There are five types of events: Transaction Start, Transaction End, Open Cash Register, Connection
Lost and User Defined. Select the event you want on the Event Type list, and then click OK.

5, Transaction Start - Detect the beginning of any transaction.
L& Transaction End - Detect the end of any transaction.
$ Open Cash Drawer - Detect the opening of any cash drawer.

“ Connection Lost - Detect the connection problems between POS box and Main Console.
. User Defined - Detect any condition defined by user.

A

[/

Fo
=

e
A

"
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Event Type | Description |
:G:Transactiun Start A fransaction starts

:@:Transaction End A transaction ends

:$:Open Cash Drawer Cash Drawer is opened
EHFECDnnection Lost Connection Lost

:!:User Defined 1 User defined event rule 1

:!:User Defined 2 User defined event rule 2

:!:User Defined 3 User defined event rule 3

:!:User Defined 4 User defined event rule 4

v 0K | X Cancel|

Step 3: Configure the setting of the Event Type. Please refer to the POS section of the User manual.

4.1.10 Digital Input Event - Digital Input Event

4\ Event and Actiion Configuration @

Event Action
= v oK

P @ | el @ | a
=G CAMD1 Camera 1 Action Options X Cancel

'®. General Motion

GF CAMO2 Camera 2

4 CAMO3 Camera 3

Si. e p -I GF CAMD4 Camera 4 Select Digital Input Module

=

[#] card1 Input:0 1/0 Module Input Pin H
i _:g/ 1 (switch)
o 2 a2

cardl 3 (Input 3)
cardl 4 (Input 4)

cardl S (Input 5)

cardl 6 (Input 6)
Sfep 2 / cardl 7 (Input 7)

Step 1: Click and highlight Digital Input on the event type list, and then click the W Insert Event icon.
Step 2: Select the device that is connected to your system.

4.1.11 System Event - Assign a System Event

A\ Eventand Action Confizurstion 1 x|
Event Action

/@‘ i £ 1 i bl A s
= G2 CAMO1 namel Action | Options X Cancel

'@, General Motion
=423 CAMO2 name2
'8, General Motion [aa
Step 1 4G CAMO3 name3
'®. General MptEn
=G CAMD4 pafned
®_agneral Mation

Event Type | Description |
Disk Space Exhausted Disk space is exhausted
GHCANDS names Systern Health Unusual High CPU termperature or low fa,..
51 Digital Input Resource Depleted CPU ar mernary is depleted

) System Metwork Congestion Metwork bandwidth is overloading

Step 2

v 0K | X Cancel|

Step 1: Click and highlight System on the event type list, and click the O Insert Event icon.
Step 2: There are four events, select the event you want to detect.
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4.1.12 System Event - Disk Space Exhausted
This function alarms you when disk space is exhausted.

4.1.13 System Event - System Health Unusual
This function alarms you when CPU is under high temperature or fan speeds are running low.

Current Status: Displays current CPU temperature, Motherboard Temperature, Fan Speed and Power fan
speed.

Options: Check the Temperature Format for Celsius or Fahrenheit; fix maximum motherboard temperature for
High Temperature Alarm and minimum RPM for Power Fan Speed Alarm.

4.1.14 System Event - Resource Depleted
This function alarms you when CPU or memory is depleted.
Current Stafus: Shows you the current Total CPU Loading and Total Memory Usage.
Options: Fix maximum percentage for High CPU Loading Alarm and High Memory Usage Alarm.

4.1.15 System Event — Network Congestion
This function alarms you when network bandwidth is overloaded.

Current Stafus: Shows you the current Total Upload/Download bit rates.
Options: Fix maximum bit rate (Kbps) for High Upload/Download Bit rate Alarms.

Svstem Health Unusual Resource Depleted Network Conaestion
Conf! I Alarm Eve:
Basic Advanced | Basic Advanced | Basic Advanced |
- Current Status
CPLU Temperature: oc — Current Status ~ Current Status
Motherboard Temperature: ac
Fan Spaed: 1RFM Total CPU Loading 81 % Total Upload Bitrate 0 kKbps
Power Fan Speed: 0 RP
} i) e e 3% Total Download Bitrate 0Kips
~Cptions
Ternperature Format: & Celsius
" Fahrenheit —Options ~Cptions
High temperature alarm at ; : 70C
High CPU Loading Alarm at : — 70% il 100
High Motherboard Temperatur Alarm at: =] 700 High Upload Bitrate Alarm at - Kops
= High Memory Usage Alarm at: é’ 70 % —
oo e et AT =] 1000 RFM High Download Bitrate Alarm at: ZI 100 Khps
Low Power Fan Speed Alarm at: =1 1000 RFM
v 0K | X Cancel | v 0K ‘ X cancel | v 0K | X cancel |

4.2 Action

4.2.1 Action - Assign a action type

»
a

Event Actian
@ g v 0K
shiph CAMOL Camera 1 REERRaREIEN 3 Cancel
Step 1 '8, General Motior
[#] Digital Input Action Type | Description |
[£] System [1on screen Display 0On Screen Display
EE Py Sound Play Sound
/ B send E-Mail Send E-Mail
Phare Cal Phione Call
+5+PTZ Preset Go PTZ Preset Go
i DLDo [sifinte]
Sfep 2 BdSend a SMS message Send a SMS message
Bdsend to Central Server  Send ta Central Server
A FTe Send snapshot to FTP
\ 4" Popup E-Map on Event Popup E-Map on Event

0K | x Cance||
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To insert a new action:

Step 1: Choose an event and click the insert action iconk.

Step 2: There are 10 types of actions, select the actions you want and then click OK.

1. On Screen Display 6. DI/DO

2. Play Sound 7. Send a SMS Message

3. Send E-mail 8. Send to Central Server
4. Phone Call 9. Send snapshot to FTP

5. PTZ Preset Go 10. Popup E-Map on event.

* Note: Some actions will not be available under Lite License.
Step 3: Configure the setting of the Action Type if needed.

4.2.2 Action Type - On Screen display

A red warning will be flashing on the screen of Main Camera Auito popup |
Console, indicating which type of unusual event is & CAVD1 Cam1
detected.

Step 1: Select the “On Screen display” action and then click OK.

Step 2: The responding window will popup to Selected Camera.
Click the “On Screen display” indicator to modify the

Se’rﬁng. ~Displayed Text
Camera: Display the camera applied to this action. & Missing Object
Auto popup: Click the Auto popup column and select the ® GoeEmEd T

expected monitor for popping up the event.

Displayed ftext: You can follow the default setting to show
the event type, or enable “Customized Text"” to define the v ok | x canel |
text as your preference.

4.2.3 Action Type - Play Sound
Sound alarm - the system will play the sound as alarm when an unusual event is detected.

Step 1: Select the “Play Sound” action and then click OK.

Step 2: The responding window will popup to choose a Wave file (.wav). Click the “Play Sound” indicator to
modify the setting.

4.2.4 Action Type - Send E-mail ¥ Select Contactor 3
The system will send an E-mail immediately to given l
accounts indicating the type of event, the time, and | Conacter

Edit Address Book ]

attaching a picture taken while the event is hloliS = Al e
FE User 1 Liser 1@mail.com

de teCTed' E User 2 user2@mail.com
FE User 3 Liser2@mail.com

Step 1: Select the “Send E-mail” action and then click OK.

Step 2: The responding window will popup to Select Contact,
type the message to append. (You can choose more
than one contact).

Edit Address Book: Insert the contact information here.

Note:

1. To give the system the E-mail accounts, go to
Config > Setup > Hotline. See Configurations on
page 77 for details.

2. For Digital Input Events, this warning action will send
the snapshot of the associated camera. Please
refer to 1/O settings for details.

Custamized message content:

Motioh deteaction alarm of camera A, please do the below SOP.

’J QK ] ’)( Cancel ]
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The system will call a given phone number when an unusual event is detected.

* Note: This function is not available under Lite License.

Step 1: Select the Phone Call action and then click OK.

Step 2: The responding window will popup to Select Contactor and key-in the message which want to
append on SMS content. (You can choose one more contact at once).
Note: To setup the phone number and make an audio record for the phone call, go to Config - Setup

- Hotline. See Configuration on page 771.

4.2.6 Action Type - PTZ Preset Go
The PTZ (pan/tilt/zoom) camera will go to a preset point or
defected.

* Note: This function is not available under Lite license.

Step 1: Select the "“PTZ Preset Go™ action and then click OK.

Step 2: The responding window will pop up to PTZ Camera Preset Go
modify the setting.

Step 3: Set the action of cameras which you want to trigger by even

For example: Please follow below steps to setup this function.
. Set the action of camera 1:
1. Choose camera 1.
2. Set the start, end preset poinfts.
3. Select the Life Cycle.
4. Click on Add.
. Set the action of camera 2:
5. Choose camera 2.
6. Set the start patrol and end patrol.
7. Select the Life cycle
8. Click on Add.
9. Finally click on Ok to save all setting of cameras.

PTZ Camera Preset Go

Camera: ICAMM (camera 3) - | IP Camera

— Start

&+ Preset  Patrol

J1 | [
i Life Cycle

(+ Stop PTZ action when event disappear

" Keep PTZ action I secand
—End

* Preset " Patrol

The end preset go will take | second

[ ama |

Clear ]

Camnera | Start

| Life Cycle | End | End Preset Go |

I/ 0K ] lx Cancel ]

Note: Configure your PTZ camera before using this function. See Config on page 75 for PTZ camera

configuration.

4.2.7 Action Type - DI/DO

To trigger Digital input/output devices connected to the system, such as alarm lights and sirens.

Select Digital Input Madule

Digital output to signal:

1/ Module [ Input Pin
Levelone WCS-20... 0 (Input 0)
AXIS 214 (192.16... 0O {Input 0) O
Input 0
@
Input 0

\ 4

v itutomatically popup 110 control panel;

Qutput 0

Qutput 0

v 0K | X Cancel|

Step 1: Select the “DI/DO" action and then click OK.

Step 2: The responding window will prompt user to Select Digital Input Module. Click the “DI/DO" indicator to

modify the setting.
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Step 3: Select the device that is connected to your system, that is, the PC you are working with. You can
enable the Automatically Popup 1I/O Control Panel check box fo obtain the correspondent panel to
monitor the 1/O status.

Note: You should adjust the setfting of I/O device in Config>Setting>1/O Device first, the I/O control
panel will display the device status based on it. You can also adjust the size of the panel by dragging
a mouse or click the IEEIXI on the right top of the display window.

4.2.8 Action Type -Send an SMS message ¥ Select Contactor 3
The system will send an SMS message immediately to
given accounts indicating the type and time of Contastor: ’ S LAY ]
event. Narne Phone Number
* Note: This function is not available under Lite License. g o g
HE User 3 333-3333-3333

Step 1: Select the “Send a SMS message” action and then click
OK.

Step 2: The responding windows will popup to Select Contactor
(You can choose one or more contacts). Click the
“Send an SMS message” indicator to modify the setting.
Note: To configure a GSM modem for the system, go to
Config - Setup - Hoftline. See Configuration at page 77.

Customized message cantent:

customized message of each alarml

4.2.9 Action Type - Send to Central Server (v ok | [X canel |
This action will send an event and snapshot fo the
Central Management Server (separate software package, not included).

* Note: This function is not available under Lite License.

Step 1: Select the “Send to Central Server” action and then click OK.
Note: Please refer to the CMS user manual for details on using the Central Management System.

4.2.10 Action Type - Send snapshot to FTP
The system will upload a snapshot immediately to FTP site.
* Note: This function is not available under Lite License.

Step 1: Select the “Send snapshot to FTP” action and then click OK.
Note:

1. For Digital Input Events, this warning action will send the snapshot of the associated camera.
Please refer to I/O settings for details.

2. To define an FTP server, go to Config > Setup > Hoftline. See Configuration at page 77 for detail.

4.2.11 Action Type - Popup E-Map on Event
The system will auto popup E-Map window and show the assigned

* Note: This function is not available under Lite License.

hap Layer: |F|0wer j
Step 1: Select the “Popup E-Map on Event” action and then click OK. ingicator: [Car1 =]
Step 2: The responding window will popup to Popup e-map on event.
Click the “Popup E-Map on Event” indicator to modify the setting. v ok | x canel |

Step 3: Select the Map Layer and Indicator, and then click OK.
Note: To edit E-Map, see Configuration at page 90.

4.3 Advanced Settings

Click on the Advanced button on the bottom of the Event and Action Configuration dialog for advanced
seftings.
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Condition of startup — Smart Guard can be started under the follow modes:
1. Manually start/stop from Start menu or as Main Console startup setfting (default)
2. Started by defined D/l trigger. Select D/l from dropdown list and click OK.

Dpeoe @ dee D& a
(=G CAMD9 QA Room Action | Options
X [(Z]on Screen Display
=G CAM10 Office B send E-Mail
T Foreign Object eFeTe
= G CAM11 Derma +§¢PTZ Preset Go
& Camera Occlusion #+ EMap Map:Map, Ir,
(=G CAM12 Desktop Yance 2
{8 Signal Lost r
=8 TestPOS -
& Transaction Start ~Video Preview Condition of startup
= [ Digital Input i )
[#] Testhoard Input:2 (Input 2)  Manually startfstop from Start menu or as Main Console startup setting
=[] System
10 Dk space Exhausted &+ Start Smart Guard detection when digital input signal trigger
Select digital input module: Testhoard input: Switch j
k/ oK i [x Cancel ]
<] U ]
» ]
7 o
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5. Configuration

& settng
& User Account Setting

Click on the Config icon, select from the drop-down menu
and open the Configuration panel. Modify the setting and
access License Manager, Counting application, POS
application, Log viewer, Backup, Network Services. Select
Save/Load Configuration to save/load all the settings.

B bo £

Setting
ser Account Setting
License Manager

Save/Load Configuration

* Counting Application and POS Application not available Counting Application
under Lite License. @& POS Application
¢ POS S h
* Video Source function available only with MPEG-4 software * .earc
compression captures devices. B Log viewer
B Backup

- 68 -
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5.1 Setting - General
Storage Status Display

B / /

Startupe _ - — .
Ger W| 1O Device | PTZ Conﬂg] Hotllne] Address Book WMonitor Dlsplay| Joysmk]

Startup Storage Status Display
[~ Main Console \location [Z)&)(e)(#) | = CumentDate
I” Schedule Recording System Di\Video | Current Time

[~ Smart Guard System

<l

Login User

™ Counting Application

<l

Free Disk Space

v Live Streaming Server F [Er D= ™ IP Camera Bitrate
¥ Remote Playback Server _ [v UserDefined Text 1
Automatic Recycle:
¥ 3GPP Server
&+ Recycle when disk space is
¥ Remote Deskiop Server less than ,m_ % v User Defined Text 2
¥ Central Management Service " Only keep video for days Sureeillance
. Full Screer
Mlscellqneoygl_l\“ ( Log Recytling | [ Advanced Sefting
Miscellaneous Audio Preview 0 Reboot
I~ Automatically popup event report DefaultiChannel (MotUsed) - I~ Enable Auto Reboot
™ Minimize to system tray [~ Enfable Audio on Active Channel Every -
[~ Synchronize video frames
Wolune — Ji at -
DDMS Service
/ / fo Ok | | X Cancel ]
Audio Preview Auto Reboot

5.1.1 Startup

Check the Main Console box to execute Main Console system when windows startup.

Check the following 3 main functions and 5 network services to auto activate functions when Main Console
system is executing, including Schedule Recording System, Smart Guard System, Counting Application, Live
Streaming Server, Remote Desktop Server, 3GPP Server, Remote Desktop Server and Central Management
Service. Checking other options can setup the startup status as Full screen or allow system to auto login with
the preset account.

User Account:

Setup Auto login: Enable "Auto login” and click the Setup button to obtain
the Auto Login Setup panel, insert the User Account and Password o login
automatically when the system starts. Enable the Minimize after login to
minimize the Main Console window after login.

Password: I

5.1.2 Storage

Location: Assign the default folder (you can setup several directories for [
storage) for the system to store all data files. Recommend noft to save in *fjem
system HD (C :\) to avoid PC efficiency drop when free storage is low. :

ithin interval of videa files

ly— days

~Systermn Log

If you have more than one drive available for recording, you may check  osp aystem log wilhin erval oPvideo 65
“Enable Disk Load Balance” to evenly distribute recording to multiple & Kespsystemlogor |14 das
drives. This will increase efficiency of the system.

~ Counting

™ Keep counting log within interval of video files

Automatic Recycle: The system will automatically delete out-dated data @ s e CIN A
to save storage space. ~FOS Transaction
. . . . K POSH i thin it | of videa fil
° Recyc|e Wheﬂ dlSk Spoce is: SeT The STOndOrd Ilm”_ TO |e1_ The Sysfem eep ransaction within interval of video files
|e OUmeOﬂCO”y (ol Keep POS transactioin far an days
recyc .
Less than _ %: The system will start to recycle if the disk space is less

~Resource Report

™ Keep resource report within interval of video files

than the indicated percentage(default is 10%). & Keeprosource eportior [0 deys
Note:
1. The system will detect the storage space of default location firstly, v ok | x came |
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if the default storage space is exhausted, the video will be stored to the next directory.
2. If all the status of locations exceeds the storage rule, the system will start recycling in an hour
progress.
. Delete the video records that are older than the number of days set.
If the default storage spaces exhausted (disc space is less than 3%), the system will start to recycle
by hourly period.
. Click the button to obtain the Advanced Recycle Setting panel. Set the days that you
want to keep the event or Keep all event logs within interval of video files.
Delete the event log data that is older than the number of days set.
Delete the system log data that is older than the number of days set.
Delete the counting application data that is older than the number of days set.
Delete the POS transaction data that is older than the number of days set.
Delete the Resource report data that is older than the number of days set.

Check the boxes of the information that you wish to see in the information display window in the Main
Console.

N

2010/ 10,18
17:46:17
admin

thing

~Temperatura
¥ CPU Temperature
= Celsius Degree
£~ Fahrenheit Degree

~ Fahrenheit Degree

-~ Fan Speed

IV CPUFan Speed
¥ Power Fan Speed

~System Resource

¥ Total CPU Loading

. Select the information such as Current Date, Current ¥ TetalMemeryLisase
Time, Login User, Free Disk Space, IP Camera Bit rate and User Defined [ eteth SHliten
¥ Total Upload Bitrate
TeXT- ¥ Tatal Download Bitrate
. Click the button to obtain the Advanced Setting v oKk | X cawe |

Panel to select Temperature, Fan Speed, System Resource and
Network Utilization information you wish to display.

Automatically Popup Event Report: Event report dialog to automatically popup when events are detected.
Make sure to stop Smart Guard System before you modify the setting, otherwise the modification will not take
effect.

Minimize to system tray: Enable the Option to minimize the Main console to be anicon in notification area of
windows task bar when pressing the minimize button.

Insert the username and password of MainConsole again when clicking the minimized
MainConsole icon in noftification area of windows task bar to start monitoring.
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Synchronize video frames: Select to avoid image tearing problems that may occur while CPU loading is
increased. )
Dynamic DNS Setup

. DDNS Service: Dynamic Domain Name Server (DDNS) function allows
you to use Live View or Web View to connect to the Main Console

through Internet event if you have a dynamic IP address. Frodder ;DtDNS =
User name

Click on the DDNS button to obtain the Dynamic DNS Setup panel. Password |

Set up the DDNS function by selecting the provider type, filling with Hostname |

user name, password and hostname, and adjust the update period. Vo e N i

*DDNS Service is only in IP CamSecure Pro.

[/ oK ] [x Cancel ]

5.1.5 Audio Preview

Default Channel: Select the audio channel that you wish to hear from in “Default Channel”.

Enable Audio on Active Channel: Select the “Enable Audio on Active Channel” option to hear the audio
from the selected video channel (selected by mouse) on each video grid of Main Console. The default
channel will play if no specific video channel is selected.

Volume: Adjust the volume with the “*volume bar.”

System plays the audio of System plays the audio of the
“default channel” upper-left “selected channel”

5.1.6 Auto Reboot

Check the option of “Enable Auto Reboot” so that you can reboot the system Startup
on the time you select. [ T Wiain Gonsole l

[~ Schedule Recording System
Step 1: Check the option of "Enable Auto Reboot.”  Smart Guard Systern

[~ Counting Application

Step 2: Select the fime you want to reboot. _ _
[~ Live Streaming Server

Note: Enable “Main Console”, “Auto Login”, “Setup login account” and |_IFamate Flayati Sarver

check other status in Startup section so when PC reboots the system will run B IR S

normg”y_ [~ Remaote Desktop Server
[ Central Management Service
Auto Reboot
ﬂ [~ Full Screen
[~ Enable Auto Rehoot
I [~ Auto Login I
Every

at DODMS Service
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5.2 Setting - Camera
Config

ng

Search General Camera |l!0 Devicel PTZ Config Hntlinel UserAccountI Address Book MnnitorDisplavl Jnystickl

fhySeorch fylnent P Delete || 4 Contig

& caned cami
EeAMD2 VIVOTEK-FD7131
E CAMD3 VIYOTEK-1Z7151

&5 CAMO4 A0S 2104 (192.168.2.22)
Insert &5 CAMOH D-Link DCS-6100 (192,168

45 CAM10 LevelOne \WCS-2040 (192,
&5 CAM11 LevelOne WCS-2060 (192,
45 CAM12 AXIS 214 (192.168.2.24)
45 CAM13 D-Link DCS-5610 (192,168
Delete [ &5 cAM14 CAM2

~Camera Parameter 08D Setting

|CAM2 ¥ Enable
[~ Date IEDDQIIJABD vI

Gao to Weh Interface [~ Time IAM1 1:15:00 'I

Camera Settings [V Camera Number
Video Parameter W Camera Name Font I

Stream Profile I Bitrate Apply Al |
«| | ]

v 0K | X Cancel|

5.2.1 Add Camera
Four function buttons will be included in the Setting/Camera panel if you have our Hybrid Surveillance
System license for IP camera.

Search: Click on the Search icon for the Search IP Camera panel. The system will start scanning
automatically; click on the Stop Scan button to stop scanning any time.

‘Search IP Cameras

Device Found:

P

[ml
[0192.168.1. !

[1192.168.1.130 LevelOne FCS-4000 00-40-25-00-00-13
[1192.168.1.97 LevelOne WCS-2010 00-11-68-80-44-F1
[J192.168.1.90 LevelOne FCS-1010 00-11-68-8044-8D
[1192.168.1.60 AXIS 207 00-40-8C-72-47-85
[1192.168.1.83 LevelOne FCS-3000 00-11-68-80-3A-05
[J192.168.1.98 LevelOne FCS-1040 00-11-68-80-47-01
[J192.168.1.92 LevelOne W(CS-2030 00-11-68-80-32-28
[J192.168.1.94 LevelOne FCS-1030 00-11-68-80-36-FD -
L PSR T M e S SRS

IP Camera Option

Camera Name: ILavelOne FCS-5011(192.168.1.131)

User Name:
Password:

Z o) (X cm)

Fill in the user name and password for each IP camera found and click OK to add it fo the camera list.

Insert: Click on the Insert icon for the IP/Video Server Setting panel and add IP cameras fo the list.  See
following part (IP Camera/Video Server Setting panel) for detail.

Delete: Click on the Delete button to remove the selected IP camera(s) from the system. Click OK to finalize
the modification.

Config: Click on the Config button for the IP/Video Server Setting panel. You can modify the IP camera
settings with the Setting panel. See following part (IP Camera / Video Server Setting panel) for detail.
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5.2.2 IP Camera / Video Server Setting panel

Network

Device

Description

LevelOne IP CamSecure

\=N9m0rk

Mame: I

IP Address: I

™ Use DME

Hitp Port: |eu

Uszer Mame: I

FPassword: I

Protocol: TGP

C UDP & HTTP

\

~Device

Vendaor: l

Carnera Model: [

Camera:

i1
=&

=
=

=4
=&

=l Auto Detect
,,,,,,,, =

=
=&

~Description

Wideo Codec:MJPEG
Audio Codec:MA
Camera:1, D0, Do:0

o

ak | X Cancel |

Network: Fill in required info of the Network field (including Name, IP Address, Http Port, User Name, Password
and Protocol) referring to the instruction provided by the camera manufacturer. Check “Use DNS”
to use domain name instead of IP address.

Device: Choose the IP camera manufacturer from the drop-down menu.

Alternatively click on "Auto

Detect” and the detected vendor /model name will show in the box.
Description: Shows information for the IP camera.

5.2.3 Camera Parameter

Camera List

5 Search {5 Insert P& Delete | [(#4) Confie

N

45 CAMDL Caml

45 CAMO2Z YIVOTEK-FD7131

25 CAMD3 VIVOTEK-127151

&5 CAMD4 AXIS 2104 (192.168.2.22)
&5 CAMOS D-Link DCS-6100 (192,168
25 CAMDS Vivotek FD7141 (192.168.]
&5 CAMD7 Vivotek FD7132 (192.168.:
&5 CAMDS AXIS 2104 (192.168.2.22)
&5 CAMDY VIVOTEK-IP7135

&5 CAM10 LevelOne WCS-2040 (192,
&5 CAM11 LevelOne WCS-2060 (192.
35 CAM12 AXIS 214 (192.168.2.24)
& CAM13 D-Link DCS-5610 (192.168
5 CAM14 CAM2

4| |

Camera Parameter ———————————

ICAM2

Go to Web Interface
Camera Settings
Video Parameter

Stream Profile

General Camera | /0 Device | PTZ Canfig | Hotline | User Account | Address Book | Monitor Display | Joystick |

0SD Setting————————

¥ Enable
I~ Date
I~ Time

¥ Camera Number
¥ Camera Name

I~ Bitrate

IZUUQ!UMSU i
IAM11:1 5:00 %

Font
Apply All

v

OK I X Cancell

Camera List: The camera(s) connected to the system will show on the panel, click the name of the camera

to adjust the settin
Camera Parameter:

a.

Camera Name: Name the camera.
Go to Web Interface: Go to vendor’s website interface to configure the camera setting (optional).
Camera Settings: Set the camera parameter offered by camera vendor.

Video Parameter: Adjusts the video's brightness, contrast, saturation, and color hue values.

Lens Sefting: ImmerVision Lens are currently supported. Click to enable lens or setup configurations,
such as camera position.
Stream Profile: Stream profiles are pre-defined to preferred settings which will respond from the query
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of the remote live view function. Each profile has different Format, Frame, Resolution, Quality and Bit
rate (Kbps) settings.

Stream Profile Setting wT
Stream Profile Vivatek PZB1x2 (192.168.2.240)

Stream Profle | Format | Frame Rate | Resolution | Quality | Bitrate (Kbps) |
Original | MPEGE - 2 z 2

T S /=Cc B 1 bl Fiigh” - i
Normal MPEG4 15 CIF Normal

Low MPEG4 10 CIF Law

Minirnurn MPEG4 3 QCIF Low

/— Options
/ Video format: MPEG4 vl
Options

Frame rate: G .J 30

Resoluton:  —— ) D1

& Qualty ————— i _Jiaa,

ty .. . /. High I~ ; R
S -
" Bitrate: .J—‘ — . Z200Kbps . -
7&( —
[ Default ] [ Real Size ] %

(7o ] (X o]

Note:
The types of stream profiles and options will differ among stream sources.
° IP cameras on NVR IP+ License:
5 profiles including Original (not configurable), High, Normal, Low and Minimum (for PDA/Smart Phone
Clients).
e IP cameras on NVR Lite License:
3 fixed, not configurable profiles including Original, Low and Minimum (for PDA/Smart Phone Clients).
° Analog cameras on FCS-8005-8006 series:
4 profiles including High, Normal, Low and Minimum (for PDA/Smart Phone Clients).
Note:
1. Use “"Copy to...” option to apply settings of a single camera to others.
2. To choose stream profile of remote live view, see Live view setting at page 102 for detail.

5.2.4 OSD Setting
Select the information that you wish to see in the on-screen display, or the sub-screen of the camera. Click
the Font button to setup the font style.

Choose Font m

- Fareground

Font: I’li‘ Tahoma -
Size IQ hd
coor [

v Bald [¥ Edge

conr. [ ¥

Transparency, ——————————F—— 210

Default

5.3 Setting - I/0O Device

L Setting ]
Genera|| Camera 1O Device |F'TZ Cnnﬂg| Hotline | Address Book MnmtnrDlsplayl Jnystlckl
If0 Device I Digital inputioutput pins of selected KO module————————————————— Device Sei‘ﬁng

Module: [Testooara Nane: EC

Device |scarozs -l Add Type WO -

COM Port: ICOM‘\D j Modify Associated Camera: A A

D [agaron = [ Remee ]

o P T Gimmal Tume
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1/0 Device Setting —
List of devices —
Input Monitor — Output Monitor

1/O Device Setting:
. Module Sefting: Name the module device and ID that has been connected to the digital input/output
device(s) to your system.

. Device: This column displays the device(s) already installed fo the system.

. ID: Select the number of the I/O port to which you plug the ribbon cable.

Input Monitor: The device(s) is furned on if the dot is red. By triggering the digital input device, the related
icon will light up. This is used to check that the device is correctly connected.

Output Monitor: The device(s) is turned on if the dot is red. By clicking on the icon, you may trigger the digital
device connected to the system. This can be used to test if the output device is correctly connected.

Device Setting

*  Name: Insert the name of the device (input and output).

*  Type: Select the device type from the drop-down menu.
1. N/O: Normal Open.
2. N/C: Normal Close.

* Associafed Camera: You may assign one camera fo each digital input device. Smart Guard will
collect snapshots from these cameras upon certain triggered events. For details please refer to 4.2 -
Action. Dl's included with IP cameras will keep its own camera as default associated camera.

5.4 Setting - PTZ Config

BGS'C Seﬂ‘lng Generall Camera } W0 Device  PTZ Canfiy lHD“iHE] UserAcEDuml Address Elnukl MunitnrD\splay] Jnystick]
\
Basic Sefting
O & camol Camera 1
O & camoz Camera 2 Carneta Model:  [Pelca D =

O & cAMIZ Camera 3
f:3CAMO4 Camera 4

ComPort | comq -
Baud Rate 2400 -
Address:  [addro0 w

Advanced Setting

Advanced Setting

Pan Speed: —)— Medium
Tilt Speed 7)7 Medium
Zoom Speed —J— Medium
T
MiSCe"CIneous //‘/ Miscellaneous
[ PatolGroup | [UserDerine Preset |

[J QK ] [X Cancel]

Install PTZ cameras and follow the instructions of the camera manufacturer. A PTZ camera is usually
connected to the PC with RS-485/RS-422.
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Check the box on the camera list to activate the PTZ control function of a PTZ camera.

Basic Setting: Select the camera model, com port, baud rate, and address according to your PTZ camera.

Note: If the camera model is an IP PTZ camera, you can work PTZ function directly without the com port,
baud rate, and address settings.

Advanced Setting: You may setup the pan speed, tilt speed, zoom speed and auto pan speed. Adjust the
settings by dragging the bars.

Miscellaneous:

. Patrol Group: You can setup the Patrol Group, please see page 28 for detail.
o Default PTZ Preset: By enabling this function, the PTZ camera will automatically go back to a default
preset point when no PTZ commands are under action. To enable this option, check "Back to PTZ

preset after idle” and define idle periods and a default preset point.

PTZ preset default setting

v Backto PTZ preset after idle;

Time interval ofidle timeout: a0 Sec.
Back to preset point after idle: PTZ hame -

[J 0K ] [x Cancel ]

. User-Defined Preset: User-Defined Preset for the analog speed dome can trigger the extra-function of
the speed dome itself, for example auto-tracking, login menu of camera...etc. You can refer to the
detailed description of each analog speed dome on its user manual.

User-Defined Preset Dialog @

Configuration

Preset Name: [

Preset Number:

Preset Type: " SetPreset

& GotoPreset

ID | Name Preset | Type
1 point 17 80 Set
2 function 1 99 Set
3 function 2 95 Go
4 function 3 65 Go

[/ oK l [x Cancel ]

Stepl: Type the Preset Name.
Step 2: Type the Preset Number.
Step 3: Select the Preset Type.

Step 4: Press the buttons to Add, Delete, or Update preset
setup.

-76 -



Intelligent Surveillance Solution

LevelOne IP CamSecure

5.5 Setting - Hotline

General' Cameral lis] Device' PTZ Config Hotline |UserAccoum Address Elook' mMaonitor Display Joystick'

— E-Mail —Telephone

*SMTP Server: *Port: |25

Moderm: IMotorola SW56 Speakerphone Modem j

|
*E-Mail Sender: I Wave File: | ...
|

IS S Autormatic hangup after IBD sac
. -
Body Content _I Test
Make test phane call to: I
[ SMTF server needs authentication == i | kangloy

UserAccount:I — 35M modarm
Eas sy I Send Test Mail Port: INone vl

~FTP Baud Fater lm
SR | “Port {21 RIN Cade; —
*Login ID: I Iritenal; |1— rintes
*Password: | Tast
Upload directary: II Sendatestmessageto:l

I~ Passive mode Upload Test File Test

v DK | X Cancel|

*Hotline is only in IP CamSecure Pro.

Configure the settings of various contacts or devices, including E-mail, FTP, GSM modem and Telephone calls
which will be triggered upon event detection.

E-mail: Input the following information: Server, Port, and Sender’'s E-mail address, E-mail’s subject title, Body
content and SSL option for encrypted transmission. Click on the Send Test Mail button to test the setftings.
Note: * indicates mandatory fields
FTP: Input the following information: server, Port, Login ID, Password, and Upload directory, according to your
FTP type to enable/disable Passive mode. You may click on the Upload Test File button to test the settings.
Note: * indicates mandatory fields
Telephone: Select the modem that the system is going to dial the info call with, and then insert the phone
number you want to dial to. (A modem is required for voice fransition.)
Note: 1. You must use a modem with voice capability.
2. You may select a Wave format file; it will be played in the phone to alarm the person who picks
up the phone call.
GSM modem: Set the Port and Baud Rate of the GSM modem device, and then enter PIN code. You can
setup the interval of send SMS message. You may click on Test to send a test SMS message.
Note: The interval is set to fix a minimum fime period between two SMS messages. If set as 60 min, the
SMS between 60 min would be deleted and not sent to user.
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5.6 Setting - Address Book
Manage the address book from which you may send out a phone call or an E-mail when an unusual event is
detected. ) ]

(1 Setting

General | Camera | 110 Device | PTZ Config | Hotiine | User Account Address Book | manitor Display

Please input the name and contact information

Name: [Michael Phone: |555-1123125 E-Mail: |mike@nhotiine.com
Description: ]
[ add ][ clear ][ Modiy ][ Remove
Contact persons
Name Phone E-Mail Description
& Michael 555-1123125 mike@hotline.com

*Address Book is only in IP CamSecure Pro/Pro Plus.

5.7 Setting - Monitor Display

Playback Option Cameras List

General' Cameral 0 Device | BIfZ Config | Hotline LG erAccnum' Addiess Book Monitar Display |Jnv5tick|

Run Playback on Monitor |1
Frimary I Secundaw'

—Auto Scan AUfO chn

G0l Caml g0l Caml_1
& 02 VIvOTEK-FD7I31 & 02 VIVOTEK-FO7131_1 : [07 cami 1 =]
- 01 Cami_1
& 03 VIVOTEK-IZ7151 & 03 VIVOTEK-IZ7151_1 Primary Channel =
04 AXIS 2104 (192.168.2 2 @04 AXIS 2104 (192.168.22 | Secandary Channel [07 vivotek FL =
& 05 D-Link DCS-6100 {192.1 & 05 D-Link DCS-65100 {192.1
@06 Vivatek FD7141 (192,16 ° iF 06 Vivotek FD7141 (192,16 Auto-sean Interval |1 386
@07 vivotek FDT132 (192,16 | & 07 Vivotek FO7132 (192,16
05 AXIS 2104 (192.168.2.2 L G 08 AXI5 2104 (192,168.2.2 Layout
B — U
& 09 VIVOTEK-IPT135 @ 09 VIVOTEK-IPT135_1 e Y
G 10 Lavelone WCS-2040 (1€ @ 10 Levalons WCS-2040 (1 | N Type: [owm =
G 11 Lavelone WCS-2060 (1€ & 11 Lavelone WCS-2060 (1€
G 12 AXIS 214 (192.168.2.24 G 12 AXI5 214 (192.168.2.24
‘@13 D-Link DCS-5610 ¢192.1 ‘G 13 D-Link DCS-5610 (192.1
1 | 0 |

« 0K | x Cancel|

Playback Option: Execute Playback on the secondary monitor by checking the box. Make sure to adjust the
display setting of your computer in advance to avoid system error.

Cameras List: The left side displays a list of all cameras; modify the cameras shown on primary/ secondary
monitor in the right window.

*The dual monitor is only in IP CamSecure Pro.

Auto Scan: Activate auto scan to rotate the channels/ cameras on the display screen.
For instance, you may select to show only 4 sub-screens on the main console while having 16
channels connected to the system. With auto scan function, you will be able to see all 16 channels
by furns. You can set up a primary channel that will always be on the screen and a secondary
channel that has secondary priority.

Layout: Choose the number of divisions for NxN division on the Main Console screen.
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* Note: This function is not available under Lite license.

s Function Y Parameter
. Setting
General | Garnera | 10 Device | PTZ20nfy | Hotine | User Account| Address E%Mnmmrmsplay Joystick |
Active Joystick |cH PR%TB IP DESKTOP CONTROLLER / -
Button | Function /. parameter /.
Button 1 Goto Preset Point 1
Button 2 Goto Preset Paint 2
Button3  Goto Preset Point 3
Button 4 Goto Preset Point 4
Button' S Goto Previous Camera
Button &  Goto Mext Camera
Button 7 Toggle Single Camera View
Button 3 Toggle Full Screen
Button 2 Switch Screen Layout
Button 10 Switch Active Monitor
Button 11 PTZ Speed Down
Button 12 PTZ Speed Up
Lmpot | [, Bgen | [ Deraur
Import Export Default
[/ oK ] [x Cancel I

LevelOne IP CamSecure

Function: You can choose the function from the drop-down menu for the button of the joystick.

I’El‘ Setting

General] Camera] [Ife] Device] PTZ Cnnﬂgl Hutlinel UserAccuunt] Address Eluukl h

Active Joystick: |CH FRODUCTS IF DESKTOP CONTROLLER

[

Button
Button 1
Buttan 2
Button 3
Button 4
Button 5
Button &
Button 7
Button 8
Button 9
Button 10
Button 11
Button 12

Function

Parameter

|G|:|to Presat Point

- 1
J2

A,

Gota Preset Point

3

Goto Camera

Goto Prewvious Camera
Goto Mext Camera
Switch Screen Layout
Togale Sinale Camera
Toggle Full Screen
StartStop Auto Scan
PTZ Speed Up

PTZ Speed Down
Zoormn Wide

Zoom Tele
StartfStop Patrol

Switch Active Monitor

4

Wi

Import

I

Export ] ’ Default

Note: Following is a complete list of all log types:

N/A

Goto Preset Point

Goto Camera

Goto Previous Camera
Goto Next Camera

Switch Screen Layout
Toggle Single Camera View
. Toggle Full Screen

PN AWN =

9.

10.
1.
12.
13.
14.
15.

Start/Stop Auto Scan
PTZ Speed Up

PTZ Speed Down
Zoom Wide

Zoom Tele

Start/Stop Patrol
Switch Active Monitor

Parameter: You can choose the parameter of the function from the drop-down menu.
Default: You can set the default setting for the joystick.
Export: You can export the setting of the joystick.
Import: You can import the setting of the joystick.
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5.9 User Account Setting
Only default admin account could manage the user accounts here. From the list on this tab, highlight each
account and modify the privilege setting.

There are 3 default privilege profiles of account groups:

. Admin: Have privileges of all system functions and devices, except add/delete/update privileges of
other users.

. Power User: Have limited privileges of system functions and complete privileges of assigned devices.

. User: All the privileges of system functions are forbidden, user could only manage assigned devices.

User account Setting Privilege

Marne |Gr0up \ |Description | Privilege:

& admin Adrmin Adrministrator =3 Funetion -
& can't exit m... User Lagin Main System

Exit Main System

Configure Main System

StartrStop Operation

Start'Stop Metwork Service

Local Backup

Delete Recorded Files

----- Remate Backup

----- Remate Login

UgerAccount———————— 1 | ] Browse Log
MName: |admin ----- Login Playhack

----- Minirmize Main System
Group: IAdmin j - Device

Description: IAdministrator

Password: I
Remaote Access

PTZ Control

" | BizableUser Aocaut Remote PTZ Control

™ Keep remate login far |3 minutes [ Arcess x
| B

4]

Password Canfirm: |

Sl I EE et =
7 7 ] AN
/ v 0K |\( Cancel |
\
/ / \
Add Delete Default Update

Add: Click to create a new account after inserting related information.
Note: The “Add" button is only enabled when adding a new account.

. Delete: Click to delete the indicated account.

Default: Click to go back to default privilege settings of related user group.

. Upgrade: Click to save the modifications of each account.

User Account Setting: The admin may create and modify the content of user account here.
. Name: Insert the user name.

. Group: Assign the group for each user.

. Descripfion: Insert the description related to each user.
. Password: Insert the password assigned to each user.

. Password confirm: Insert again to confirm the password.

Marm

. Disable User Account: Check the “Disable User Account” will EG Ueer
block this account to access system. The signall “ I will & Guard1 PowerlUser 12345
& Guardz User 123

appear after disabling the account.
Nofe: Only the default admin account couldn’t be
disabled.

. Keep remote login for___minutes: Insert the duration to auto kick out account after logging in from
remote LiveViewer or Remote Playback server.
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Privilege: Check each privilege of functions and devices for each user account.

. Function: Check the settings, operation related and system configuratfion, and the privilege of remote
access.*

. Device: Check the device privileges of camera, digital output and POS in MainConsole and client
applications.

5.10 License Manager

The license of the software should be registered first before operating the former version of Intelligent
Surveillance System.

Execute the License Management Tool in Config >License Manager to activate the license from dongle or
serial number allocated with the software package, or de-activate the license then bring it to another PC
to activate it again.

Note: Please refer page 116 for the detail setting of Licensle Management tool.

B Setting
L User Account Setting
License Manager

SaveyfLoad Configuration 4

8 Counting Application
POS Application
Log Viewer

BackLp

Network Service

Schedule  Guard

About MainConsole, ..

A A

5.11 Save/ Load Configuration

The Save/ Load Configuration function allows system users to save any specific setting as a CFG (config)
file. You may save several different CFG files at a time.

Save Configuration: To save a specific setting, go to Config - Save/Load Configuration - Save. In the popup
window, type in the file name and then save it as a CFG file.

Load Configuration: To load a specific sefting, go fo Config - Save/ Load Configuration - Load. In the popup
window, go to the directory that you saved the CFG files aft, select any one of them and then click OK to
load the file.

Note: Main Console will be automatically shut down after loading a new configuration. Restart Main
Console manually.

Setting —_|

User Account Setting -

License Manager 1

SaveflLoad Configuration v B Save

Counting Application & Laad
a

POS application

Log Yiewer cus

Backup

MNetwork Service J

Schedule  Guard About MainCansale. ..
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5.12 Counting Application
* Note: This function is not available under Lite license.

E v

Video Preview

[ & cAMO1 (Main Gate)
[ & CAMO2 (Driveway)
L4 00 & cAMo3 (Pool)

No Signal

o 1_. Operation Options Runtime Result
percl ion ¢+ Define detection zones " {yWay Counting v Shoy counting result In: 0
7| ¢ Define object size & [2 Way Counting [v Show|object bounding box Out: 0

SN | S Resetewlry |30 mins ~
Start Simulation /_ (v ] [X cancel |

| \
Options Runtime

*Counting Application is only in IP CamSecure Pro/Pro Plus.

Camera List: Select which camera would enable counting application.
Operation:

Define detection zones: Defined the detection zone.

Define object size: Defined the size of the object to count.

Options: TWay Counting will take objects going from Region 1 to Region 2 as one count. In 2 Way Counting
mode, it counts either going from Region 1 to Region 2 or from Region 2 to Region 1.

Runtime: Check the boxes to show the counting result on the screen and/ or show object bounding box,
which draws the shape of the object that the system detects in red squares. You can choose from the
drop-down menu of how long you want to reset the counting number.

Start Simulation: Click to fest the sefting.

Data Source I Displayl

= Insert 4 Delete  [# Configure

~POS Info
5.13 POS Application g; Name: by
* Note: This function is not available under Lite license. E&Ehy 7

Serial Box: SCB-C31

Each Main Console system can manage up to 64 b

POS cash register devices. The POS Application tool
can be used to configure POS devices. Refer to the
User manual for details.

*POS Application is only in IP CamSecure

Pro. B CAMOL Caml
I, CAMOS Vivotek FD7141 (192,161
PR CAMO0 YIVOTEK-IP7135

Associated Cameras
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5.14 Network Service

There are 5 types of network services:
Live streaming server, Remote playback server, 3GPP service, Remote

Desktop, and Central Management Service. From the Main Console, go to

Config - Network Service to obtain the Network Service panel.

*IP CamSecure Lite only has Live Streaming in Network

Service.

An icon shows for each network service in the information window of Main

LevelOne IP CamSecure

L3
Setting
User Account Setting
License Manager
SavefLoad Configuration 4

Counting Application
POS Application

Log viewer

Backup

Metwark Service

Console when started. See 1.1 User Interface Overview for details. e | fbout ManConscle...
LiveView | Playback 3GPP Desktop CMS | A a\_
Start (€] ), ‘3 =
Stop &l o) [ =

5.14.1 Live Streaming Server

When starting the live streaming function of computer, the system allows remote users to log in to the specific
computer and view cameras that are connected to it. As system administrator, user could be able to
monitor these accounts in order to maintain the system efficiency.

On Live Streaming Server panel, administrator can see all the clients who are currently logging in to the
computer and watching the live video from the remote side.

Main | Blackswhite List | Perfarmance |

KB Client list
Live |CIientCount 1] Kill Client | Kill All Clients | __/
Streaming
State | IP [camera | Bitrate (kbps) |
>,
Remote
Playback
2]
=2
3GRP S o
ervice
Service — BT —’/
@ Server Status: Stopped Start | Stop |
Remote — Optiong
Desktop Opﬁons
Part: |5150 Default Maximum Connections: |16 _,/
—
v Use DefaultVWeh Server  Port: ISD
Central o !
Managemnent ¥ Save Log IC:IDocuments and Settings\USERE ELiveServe ...
W Enahle Audio

v 0K | X Cancel |

Client list:

. Client Count: Show the amount of channels that are connecting to system.

. Kill Client: Highlight an IP address and click on the “Kill Client” button to block the client from your client
list.

. Kill All Clients: Click on this button and all clients are blocked from logging into your system.

Service:
. Server Status: Click on Start/Stop to turn on/off this option.
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Options: Adjust the setting only when the server is stopped.

. Port: Assign a port for the clients to connect to your system via Remote Live Viewer. Default port is 5150.

. Maximum Connections: Number of connections that are allowed to connect to the system. Default is 16
channels and maximum is 128, one camera video counts as one connection.

. Use Default Web Server: Activate the Web server by checking the box; clients will be able to watch live
video via Internet Explorer. The port for live streaming server is set to 80 by default.
Note: This must be checked in order to access system via |E*.

. Save Log: Save the log information at appointed folder.

. Enable Audio: Select this option to enable the audio transmission along with video stream.

Black / White List

- 192.168.4 30/ 192.168.1 53

— — Enabile list
Main Black fhite List | Perfarmance
-
Live [¥ Enable‘yhite List [ Enable Black List r
SN IP address
|192.168.2.50 m|192.1aa.2.an ’/
)
Remote
Playback Add ta White List | Add to Black List | Delete |
.l Black/ White
— 1D | IP Range | Access | list
3GF_‘F‘ u] 192,168.4.39 - 192,168.4.40 Accept L1
Service 1 192,168.4.50 - 192,168.4.55 Accept
@ 2 192,168.1.80 - 192,168,.1.90 Deny
Remote
Desktop
=]
Central
Managernent
Apply to all
//
Apply to All Metwark Servers 1/
v OK | X Cancel |

. White List: Check the “Enable White List” box to activate the white list filter. Only IP from the white list is
allowed to log in.

. Black List: Check the "Enable Black List” box to activate the black list filter. IP from the black list will be
blocked.

. IP Address: Enter an IP address info the IP address field on the left. To add an IP address range to the
system, enter 2 sets of IP address to indicate a series of IP(s).

. Add/Delete: Add the IP(s) onto the list or remove it from the list.

. Apply fo All Network Servers: Apply the setfings to both the live streaming server and the remote
playback server.
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Total bit rate Individual Camera bit rate information
i Network Service \ /

Main | Black/White Lisy Performance |

Tolal betrade. 195 9Kbps Camera 1 bitrale. & Txber

5:24] User Logn aomin Accept

29 Play CAM 2 a¢min
31} Play CAM A agmin
Play CAM 2. agmn
Play CAM 12 admin
] Play CAM 14 admin

Central
Management

[ [V_ox ] [X_cancal ]

T
Live Streaming Server log information

5.14.2 Remote Playback Server

When starting the remote playback function, the system allows remote users to log in to the specific
computer and withdraw data files that are stored on it. As system administrator, user could be able to
monitor the accounts logging in fo maintain the system efficiency.

*Remote Playback is only in IP CamSecure Pro and there are up to 16 channels displayed simultaneously.

On Remote Playback Server panel, administrator can see all the clients who are currently logging in to the
computer and watching the playback video from the remote side.

Main | Black.white List | Performance |
Live |UserCount 0 Kill Client | Kill &1l Clients | Client list
Streaming L
IP | user | Bitrate (kbps) |
L
3GPP
Service
Service
@ ~ Senice |
Remote Server Status: Stopped Start | Siop |
Desktop
Options
Options
Part: |5160 Default Maximum Users: IS -
Central
Managernent
¥ Use Default\Web Serer  Port: |81
¥ Save Log IRemutePIayback.log ...
v OK | X Cancel |
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Client list:

. User Count: Show the number of users that are connecting to system.

. Kill Client: Highlight an IP address and click on the “Kill Client” button to block the client from your client
list.

. Kill All Clients: Click on this button and then block all the clients logging to your system.

Service:

. Server Status: Click on Start/Stop to turn on/off this option.

Options: Adjust the setting only when the server is stopped.

. Port: Assign a port for the clients to connect to your system via Remote playback server. Default port is
5160.

. Maximum Users: Number of connections that are allowed to connect to the system. Default is 8 users
and maximum is 64.
Note: One user counts as one account that is logging in to the server.

. Use Default Web Server: Activate the Web server by checking the box; clients will be able to watch live
video via Internet Explorer. The port for live streaming server is set to 80 by default.
Note: Must check this item for system access via IE*.

. Save Log: Save the log information at appointed folder.

|Block / White Lis’r| and |Performcmce| - Please refer to Live Streaming Server section
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5.14.3 3GPP Service

When starting the 3GPP service function of your computer, the system allows remote users to log in and view
cameras that are connecting to it with 3GPP supported mobile phone. See Appendix A for more details
about 3GPP Service.

ifain I
Live | clientcount | o . .
Streaming Client list
State [P Camera User Agent L
Remote
Playback

—Service

Server Status: Stopped Start Stop |
e | — Service
contral Port: [954 Default
Management I Enable User Authentication
|| —Options
0K | X cancel |

Client list:
. Client Count: Show the number of channels that are connected to system.
Service:

. Server Status: Click on Start/Stop to turn on/off this option.

Options: Adjust the setting only when the server is stopped.

. Port: Assign a port for the clients fo connect to your system via 3GPP Service. Default port is 554.

. Enable User Authentication: User need to insert the username and password to login to the 3GPP server
and view the video stream.

5.14.4 Remote Desktop

When starting the Remote Desktop, the system allows remote users to use Remote Desktop Tool to login and
configure system. See Appendix B to install and use this tool.

et - 102.168.4.3
Main |

Live R Ophon
Streaming
Part |514D pefautt | || [L—"
—
Disconnectidle clignt after (300~3600 Sec.): 3600
Remote
Playback o o
~ Authentication Authentication
! ,—/
— [~ Enable User Authentication (Use admin password)
3GFP
Service — Server Status
—’/
Server Status Start Stop |

Central
Managernent

W OK | X Cancel |
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Options:

. Port: Assign a port for Desktop tool to login and configure system.

. Disconnect idle client affer (300~3600 sec): Auto disconnect the on-line user who idled more than set
period.

Authentication:
Enabling this option would only allow admin account to use Desktop tool to login system.

Service:
. Server Status: Click on Start/Stop to turn on/off this option.

5.14.5 Central Management Service

* Note: This function is not available under Lite license.

This service only supports Central Management System (CMS). When starting the Central Management

Service option of the system, the Main Console would send event information to NCS and allow NCS system

to control I/O device from remote side .

Note:

1. To enable this action, go Guard >Action and select “Send to Central Server” to enable the action
triggered by preference event.

2. Please refer to the user manual of Central Management System for detailed information.

Network Service - 0.0.0.0 / 192.168.0.83 / 218.167.191.175
wain |
Live Client Count 1] Kill Client Kill All Clients H
Strearning ‘ [ ] [ L~ Client
State IP T
>
Remote
Playback
3GPP
Service
—— Service
(5] I —
Remota Server Status: Stopped
Diesktop
- Dptions
Port: (5170 Maxirmun Connections: |16 Opﬁons
Central ) ’ _,/
Management
v 0K [ X cancel ]

Client list:

. Client Count: Show the amount of NCS Servers that are connected to system.

. Kill Client: Highlight an IP address and click on the “Kill Client” button to block the client from your client
list.

. Kill All Clients: Click on this button and then block all the clients logged in to your system.

Service:
. Server Status: Click on Start/Stop to turn on/off this option.

Options: Adjust the setting only when the server is stopped.

. Port: Assign a port for NCS System to connect Main Console system. Default port is 5170.

. Number of connections from NCS Servers that are allowed to connect to the system. The default is 8
NCS Servers and maximum is 16.
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5.15 About Main Console

Go to About Main Console for detailed system and license information.
i setting

L User Account Setting

B2l License Manager

SavefLoad Configuration >

Counting Application

I About Main Console
& POS Application

E

=]

MainConsole Version 1.28.0

- Copyright© 2004-10
Digital Data Communications Asia Co. Ltd. All rights reserved.

http://www.levell.com

Log Wiewwer

Backup

MNetwark Service Product Information

Model Type:

Help
IP Camera License Number. 16

About MainConsole. . POS License Number: 0

! Device Pack Version: 1.5.0

5.16 Video Source
(For system with MPEG4 capture device only, not supported under Lite license)

Step 1: Go to Video Source to adjust the Video Standard to NTSC or PAL.
Step 2: Adjust the maximum Video Resolution for all analog cameras.

Video Resolution Frame Rate Quality
Turbo mode Higher Lower
Standard mode Normal Normal
High Quality mode Lower Higher

Step 3: Click Sync all video signal level aofter Qressigg OK to synchronize video signal level to the optimized
display (Auto-gain confrol).

3} Setting Video Source
SavefLoad Configuration 4
ST Video Standard: NTSC Nt
[ Video Source —> : ! M
Counting: Abblcation Yideo Resolution: 352%240 (Turbo) _:J
I ) 352%240 (Standard) -~
El Log viewer I~ Sync all video signal level 1640x480 (Turbo) =
Backu B40x480 (Standard)
g 2 P E 640x480 (High Quality)
3 704x480 (Turbo)
Network Servics 704x480 (Standard)

[

About MainConsole... ibet80 (Hih;Quality]
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6. E-Map

HE-tiay (5[]

-5 Map
- Airport
=B East
B Gate
B Bistro
==& Device
> cami
2 Cam3(192.168.2.219)
2 Camd4 (192.168.2.213) ’
2 AXISQ1755(192.168.2.] 2 Q.
o/ Cam3(192.168.2.219)-Ir L2 " ) v
3 Carm3(192 -0
o/ Camd (192.168.2.213)-Il
o Camd (192.168.2.213)-C

Preview

s L)
) TOQWHnQ.\. ®

Cam3(192.168.2.219)-Output 0 (I/0)
state:OFF

With E-Map, users can easily frack the actual location of an occurring event, at the moment it
happens.

The arrow and lightning icons on E-Map represent cameras and I/O devices. These icons will furn
red once fthey are friggered by alarms.

To launch the E-Map application, simply click on Start and select Open E-Map from the start menu
for the E-Map window.
There are 2 modes available in the E-Map application:

:/ Edit mode: Allows users to add/edit maps and indicators of devices. In Edit mode, the
function buttons on the bottom of the window will be available. Please complete configurations
before running E-map function for the first fime.

i Operate mode: All settings will be activated in this mode.
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6.1 Edit Mode
All E-map modifications must be configured in Edit Mode.
4 E-Map

= Map
=B Airport
-8 East
B Gate
& EE
=& Device
> cami
» Cam3(192.168.2.219) .
2 Cam4 (192.168.2.213)
P AXIS Q1756 (192.168.2. 1 [N Q. ‘ a3 ‘
57 Cam3(192.168.2.219)-Ir
Information |

) ) \
J Cam3(192.1682.219)-0 *0r0sbae ®
o Camd (192.168.2.213)1
J} Camd (192168.2.213)-C

0} 7 ) i Bistro (Map)
% de
& ot

Add Map ] Edit Map | Delete | Rotate

3

Edit mode/ Operate mode
Switch button

Function button

6.1.1 Add/Edit/Delete Map
Add E-Map:

Step 1: Click on the switch bufton to switch to Edit mode. Make sure all devices are connected and
setup properly.

Step 2: Right click on the Map B& icon in device and map list to obtain the option menu to add map, or
just click "Add Map” button to obtain the "Map Config” dialog.

Map Config

Map Image File: |

hap Kame: |

[ 0K | ’X Cancel]

Step 3: Select the map file and insert the map name. Click OK, and then the map you added appears in
the free structure of device and map list.

Step 4: The map indicator appears on the left-up corner of parent map. Drag it fo the position you want
on appointed map.

Edit E-Map:

Step 1: Make sure you are in Edit mode and all devices are connected and inserted.

Step 2: Right click on the “Map B " icon to obtain the option menu to edit map, or just click the “Edit
Map” button to obtain the *Map Config” dialog.

Step 3: Modify the required details, and then click OK to save configuration.

Delete E-Map:
Step 1: Make sure you are in Edit mode and all devices are connected and inserted.

Step 2: Right click on the “Map B " icon to obtain the option menu to delete map, or just click the Delete
button to remove appointed map from list.

Note: The root map cannot be deleted.
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6.1.2 Add/Rotate/Delete Device Indicator

Add Indicator:
Step 1: Make sure you are in Edit mode and all devices are connected and inserted.
Step 2: Click on the “B# Map» icon to go to the desired map layer.

Step 3: Please make sure the map you want is displayed. Select device from the list and directly drag a
device to the desired location on the map.
Note: Different devices are symbolized by different indicators.

'.'— Camera indicator, ;’— digital Output indicator, J[El—POS indicator.

Rotate Indicator:
Step 1: Click on an existing camera indicator on your map under Edit mode. This camera indicator will

¥

be marked with a greenring .
Step 2: Each click on the Rotate button rotates the indicator 45 degrees clockwise.
Note: Only camera indicators are allowed to be rotated.

Delete Indicator:
Step 1: Click on an existing camera indicator on your map under Edit mode. This camera indicator will

¥

be marked with a green ring .
Step 2: Click on the Delete button and the indicator will be gone.

6.2 Operate Mode
After configuration under Edit mode, switch to Operate mode to commit settings.

4 E-Map

eMap
=-EE Map
=-BF Airport
=-BF East
B Gate

BF Bistro
=& Device

2> camil

2 Cam3(192.168.2.219)

2 Cam4 {192.168.2.213)

> AXIS Q1755 (192.168.2.] p. % Q‘ ‘ S
o7 Cam3(192.168.2.219)-Ir o h .

98 Cam3(192.168.2.219)-0 00000000 o
o4 Camé (192.168.2.213)-I
J Cam4 (192.168.2.213)-C
% de

& ot

Cam3(192.168.2.219)-Output 0 {(I10)
state:OFF

Operate mode/ Edit mode

Switch button
6.2.1 Device and Map Tree list

This window will list all devices and map hierarchies; click device or map indicator to show related
information on E-Map windows.

= Map - Select the map you want o show on E-Map Window.
Camera - A preview of the selected camera will show in the preview window. The indicator, if
previously created, will be highlighted on the map.
Digital Input — Select it to highlight the device with green ring on map and show status on Information
window. If the Digital Input is from IP camera, the preview window will display live video of the camera.

]
b
o Digital Output - Select it to highlight the device with green ring on map and show status on Information
window. If the Digital Output is from IP camera, the preview window will display live video of the camera.
i3

POS - Select it to highlight the POS device with green ring on map and display live video of first
associated camera on preview window.
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6.2.2 E-Map picture

This window will show the map layer and indicators.

Device Indicator:

Select device indicators from the Device and Map Tree list for related information and to preview video.
Map indicator:

Selecting a map indicator will bring you to that map layer. To return to an upper layer, right click on the

| ad
map and select UP or click™’ on the map layer.

6.2.3 Information and Preview windows
This window will show the related information of each indicator.

= Map Info — Shows map name.
® Camera - Shows camera name and connection status.
/4 Digital Input — Shows Digital Input name and status (0 or 1).
& Digital Output ~Shows Digital Output name and status (0 or 1).
POS - Shows POS device name, connection status, first associated camera name and connection statfus.

Triangular
6.3 Layout Adjustment indicator

E-EF Map
=B Airport
=8 East
B Gate
o
=& Device
> camit
» Cam3(192.168.2.219)
» Camd (192.168.2.213) | p
2 AXISQ1755(192.168.2.]
57 Cam3(192.168.2.219)-Ir
 Cam3(192.168.2.219)-0
o4 Camd (192.168.2.213)-I
J Camé (192.168.2.213)-C

Bistro (Map)

S——  F &
Add Map | Edit Map | Delete | Fotate v Save
Shrink the window: or T BRTE

Click on " I 4 Triangular indicators” to hide the “Device and Map” or
“Preview” and “Information” windows on the right and left sides. Click
again to go back to the default layout.

Full screen display:
For systems with dual monitor, users can view Main Console on the
primary monitor, and view a full-sized E-Map on the secondary monitor.

\qod' B

g \/
'oaSee o

Step 1: Click on * B 4 Triangular indicators” to hide the “Device and
Map” or “Preview” and “Information” windows on the right and :
left sides. AddMap | EditMap Delete i  sawe

Step 2: Click “ " on the upper-right corner of the window for the full
screen mode of E-Map.
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7. Log Viewer

*IP CamSecure Lite only has System Log option in Log Viewer.

Unusual Event | Systemn L0g| Counting Application' Counting Application (Diagram)' POS L0g|

Log Type: All -
Channel: All -
Date: [« 20080715 - 2] Exportto...
DateTime: ||_ 20090715 14:45 7 A g ||_ 2009/07/15 1445 [+ &
Event Time | Ewvent Type | Camera | Description |
2009/07/15 14:45:46  General Motion 03
2009/07/15 14:45:51  General Motion 0z

View the history and export reports of unusual events detected by the Smart Guard System.

To launch Log Viewer, simply click on Config and select Log Viewer from the menu.
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7.1 Unusual Event

Step1
Step2

Step3

-5

o Log Viewer

Unusual Event ISystem Log ] Counting Application ] Counting Application (Diagram} | POS Log

Lag Type: All -

=" Channel: =

Al
/—tﬁ/ [~ 200807115 = =
petelime__ r 4_____________;_Jr

] Event Type Carnera

2009/07/15 14:45:46  General Motion oz
2009/07/15 14:42:51  General Motion 0z

Exportto...

Search |

Step 4

Description

Step1: Choose the type of events you wish to view or select All from the drop-down menu to view all. The

* Note:

Step 2:
Step 3:

Step 4:

types of Unusual Events include General Motion, Foreign Object, Missing Object, Focus Lost, Camera
Occlusion, Signal Lost, Disk Space Exhausted, System Health Unusual and Digital Input Triggered.
Detection of some events is not available under Lite license.

Choose the camera channel you wish to view or select All for all channels available.

View the events that happened on a particular date or during a given time period by defining a
search period.

For a particular date: check and specify date in the Date box.

For a period: check the DateTime and then enter the date and time.

Click Search.

Note: When working with a video record, as default, Log Viewer will search for Unusual Events in the
video record in Date & Time mode, starting from the beginning to the end of the record.

A link (@) will appear next to each event time where video is available.

By clicking on the link, an instant playback window will pop up to show recorded video.

Note: Instant playback is available under the following Smart Guard events: General Motion, Foreign
Object, Missing Object, Focus Lost and Camera Occlusion.

7.2 System Log Loz Viever

Unusual Event System Log |Counting Applicationl Counting Application (Diagram) | POS Logl

Step 1 Log Type: [l =l

Date: |[~] 20085108 [+ 2 Erpmitin .. / Step 3
ateTime: ||_ 2009i05/05 14:50 2 =0 ||_ 2008705605 14:55 [ 2 Search d’
Step 2 Event Time | Event Type | Description | -

2009/05/05 09:54:47 Main Consale Startup
2009/05/05 09:56:22 Main Console Shutdown
2009/05/05 13:29:02 Main Console Startup
20090505 13:29:04 User Login admin
2009/05/05 13:29:10 Start Schedule ]
2009/05/05 13:29:15 Start Smart Guard
2009/05/05 13:47:56 Modlify Configuration
2009/05/05 13:48:31 Madify Canfiguration
2009/05/05 13:49:46 Modlify Configuration
20090505 13:50:56 Modchify Configuration
2009/05/05 13:51:35 Modlify Configuration LI

Step1: Choose the type of event you want to check or select All from the drop-down menu for all types of
events. Select Log Type form the drop-down menu. There are in total 31 types of log types, including:
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Main Console Startup
Main Console Shutdown
User Login

User Login Failed

Start Schedule

Stop Schedule

Execute Recycle
Enable Channel

Disable Channel

Start Smart Guard

Stop Smart Guard
Modify Smart Guard
Modify Schedule

Modify Configuration
Start Live Streaming Server

AN N N N N N N NN N NN

AN N N N N N N N NN NRN

LevelOne IP CamSecure

Stop Live Streaming Server
Modify Live Streaming Server
Start Remote Playback Server
Stop Remote Playback Server
Modify Remote Playback Server
IP Camera Connection Lost
Auto Restart Windows

Modify POS Setting

POS Connection Lost

Modify E-Map

Start Remote Desktop

Stop Remote Desktop

Modify Remote Desktop

Start Central Management
Stop Central Management
Modify Central Management

* Note: Detection of some system logs is not available under Lite license.
Step 2: View the events that happened on a partficular date or during a given fime period by selecting

search period.

For a particular date: check the Date box right and indicate the date.
For a period: check the DateTime and then enter the date and time.

Step 3: Click Search.

7.3 Counting Application

* Note: This function is not available under Lite license.
Display the history of Counting Application during a given time period.

o~ Log Viewer

- o

Channel: |All A
Date: |~ LS

Date&Time: [ s to [T

Unusual Evenl} Systern Log  Counting Application l Counting Application (Diagram FOS Log ]

Export to,
Search \

Channel

Camnera 3
Camnera 3
Camnera 3
Camnera 3
Camera 3
Camera 3
Camnera 3
Camnera 1

Event Time

200707/23 12:00:00
2007/07/25 12:30:00
2007/07/25 12:32:42
2007/07/27 11:30:00
2007/07/27 12:00:00
2007/07/27 12:30:00
2007/07/27 12:32:13
2007/09/26 13:29:49

[
[= I =N R N = RN

o]
£
[=J == U = I N TR =

Step 4

Step1: Select the channel you want to check or select All from the drop-down menu for all channels.
Step 2: Select search period. View the events that happened on a particular date or during a given time

period by selecting search period.

For a particular date: check the Date box right and indicate the date.
For a period: check the DateTime and then enter the date and time.

Step 3: Click Search.
Step 4: Press the button Export to.

Step 5: Type the file name and choose the file format (.xlIs or .ixt).
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* Note: This function is not available under Lite license.
Display the Counting Application data in diagram format.
0[]

Unusual EvenlI System Lug| Counter Application Counter Application (Diagram) | POS Lngl

S = n '~ 3
Channel: [CAMERA 1 >] Periog: [oneDay v  Date; 2005Movit0 '+ % Emortio ™

Search

200511410 In

123 456 7 8 9101112131415161718192021222324

Select the channel you want to check or select All from the drop-down menu for all channels.
From the drop-down menu, set up how you would like the diagram to be displayed. You have the
options of one day, one month, or one year.

Select a specific date to make it the start point of the diagram.

Click Search.
Press the button Export to.
Type the file name and the file will save as BMP files.

* Note: This function is not available under Lite license.
View the POS Log history detected by the Smart Guard System.

S Lo

o n
Unusual Evem' Systemn Lagl Caunting Apph:atmn' Caunting Application (Diagramy FPOS Log I

Log Type: ICnnneEtmn Lost j POS IAII j

Open Cash Drawer -

Extport to |

(BEIEHN: Connection Lost
User Defined Event Rule 1
DateTime: ser Defined Event Rule 2 [ zonamsioz 16:14 (% ﬁ Search

User Defined Event Rule 3

Camera | User Defined EventRule 4 | Event Narme [ POSMame [ Description
User Defined Event Rule 5
User Defined Event Rule &
User Defined Event Rule 7
User Defined Event Rule 8
User Defined Event Rule 9 __|
User Defined Event Rule 10¥

| |

Choose the type of events you wish to view or select All from the drop-down menu to view all types of
events. The types of Unusual Event include Transaction Start, Transaction End, Open Cash Register,
Connection Lost, and special User defined event. Please refer to the User manual of POS for details.
Choose the camera channel you wish to view or select All for all the channels available.

View the events that happened on a particular date or during a given time period by selecting
search period.

For a particular date: check the Date box right and indicate the date.
For a period: check the DateTime and then enter the date and time.

Click Search. A link (52) will appear next to each event time where video is available.
By clicking on the link, an instant playback window will pop up to show recorded video
Press the button Export to.

Type the file name and choose the file format (.xIs or .ixt).
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7.6 Export
After each log search, export needed info to .xls or .txt files.

LevelOne IP CamSecure

Unusual Event  System Log |Cuuming Applicaliunl Counting Application (Diagram) I POS LUgI

Log Type: IAH

|

Date: |[+] 2008005/05 = 2]

E)«portto...:l

DateTitne: ||_ 200805705 14:59 7] =0 ||_ 2009705605 14:53 7] = Search
Event Time | Event Type | Cescription | -
2009/05/05 09:54:47 Main Console Startup
2009/05/05 09:56:22 Main Console Shutdown
2009/05/05 13:29:02 Main Console Startup
20090505 13:22:04 Usar Login adrmin

Start Schedule

Step 1

2009/05/03 13:29:

Start Smart Guard

Modify Configuration
Modify Configuration
Modify Configuration
Modify Configuration
Modify Configuration

Step1: Press the button Export to.
Step2: Type the file name and choose the file format (.xls or
D1 -

A

Xls
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18,

H-
:59,

2 T B ¢ [ o7 8] Poo7/09/12 00:45:
| 1 |EventTime EventType Description 1 20807 709/12 00:45:
[ 2 [2007094200:4541  Wain Console Startwp 2807/709/12 01:11
| 3 |20000920045:44 | UserLogin adsoin, 20807/689/12 81:27:
| 4 |200709/1201:11:10  Main Console Shotdown 2087709/12 61:27:
| 5 |20070901201:22.01  Main Comsole Stastop 2807/ 89/12 B1:28:
6 [2002091201:27.05  UserLogin admin, T
| 7 |200709/1201:28:27  Main Console Shotdown 2007/089/12 15:86:
3 20070912 150651 Main Console Startup 2007/00/12 15:06:
| & 3007091215065 User Login admin 2007/709/12 15:87:
| 10 (30070912 150701 Main Console Shurdown 20087/89/12 15:08:
| 11| 200709012 15:08:33  Main Console Startvp 2007/09/12 15:08:
| 12 |200709012 15:08:40  Main Console Shotdovn 2007/09/12 15:08:
[ 15 |200709112 15:08:59 Main Console Startup 2007/09/12 15:09:
[ 14 |200709112 150901 Main Console Shotdown 26807/89/12 15:14:
15 (20070912 151411 Main Console Startup Can.
| 16 | 200709112 15:14:12  Main Console Shotdown 2007/09/12 15:1":
17 (20070912 151431 Main Console Startup 2007/789/12 15:14:
| 18 30070012 151530 Main Console Shudown 2007/89/12 15:15:
[ 19 |200709/12 16:44:15  Main Console Startup 2807 789/12 19:hh4:
| 20 | 200709012 1944:58 Main Console Shotdova 2007/09/12 19:44:
| 21 |2007409A12.22:51:57  Main Console Startp 20807/709/12 22:51
| 22 |200709012 22:51:59 Main Comsole Shotdown 2007/09/12 22:51
| 23 | 200709112 22:52:14 Main Comsole Stastop 2007/09/12 22:52:
24 [200709/12.92:52:18  User Login admin, ro.
| 25 |2002091292:5230  Main Console Shutdovn 2007/089/12 22:52:
26 |[3002091232:53:19  Main Censole Startup 2007/89/12 22:52:
s lnnanng wo oo cnon on 28077089/12 22:53:
W« v v Systemlog / pupauiusuih el

Axt).

Hain
User
Hain
Hain
User
Hain
Hain
User
Hain
Hain
Hain
Hain
Hain
Hain
Hain
Hain
Hain
Hain
Hain
Hain
Hain
Hain
User
Hain
Hain

dxt

",
uy,

Gonsole Startup,
Login, admin

Gonsole Shutdoun,
Console Startup,
Login, admin

Gonsole Shutdoun,
Console Startup,
Login, admin

Console Shutdouwn,
Console Startup,
Gonsole Shutdoun,
Gonsole Startup,
Gonsole Shutdoun,
Gonsole Startup,
Console Shutdown,
Console Startup,
Gonsole Shutdoun,
Console Startup,
Console Shutdouwn,
Console Startup,
Console Shutdouwn,
Gonsole Startup,
Login, admin

Gonsole Shutdoun,
Gonsole Startup,

an,
a5,
27,
51,
52,
a4,
28,
40,
54,
a1,
11,
12,
3,
28,
15,
58,

14,
18,
24,
192,
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8. Backup

em [Localhost]
: Backup Help
i:_/;j - /'__jl'\]ew Period \;1? Remove Period |EL| Backup \ﬂ Delete
Start Date Time | End Date Time | Camerais) |
5/14 4 01:09:00 2009/5¢14 F 9 01:32:00 12,3, [ B
_@20099’5;’15 103300 2009/5/15 F<F 10:46:00 1,2 111,185KR

The backup function saves recorded video and other log information. Backup files may
be reloaded on any PC with the Playback System installed. Follow the instructions
below for more information on obtaining backup files.
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8.1 Backup Recorded files

© Backup Help

- | INew Perind
/\fh/ -

Remaove Petiod Backup Delete

Step 1

LevelOne IP CamSecure

Rize |

| Camerals]

Daie | End Date Time
Step 2 / m;
Step 3 /

Step 1: Add (Remote) Backup Site: Press the “Remote Server‘{h "
button to go to remote backup site management to add
and setup the backup site.

. Enter the IP address or DNS, Port, Username, and Password.

. Click Add to add the server.

. Click OK to exit the Setting panel.

/ -

Step 2: Access (Remote) Backup Site: Click on the k-h‘ icon
and insert the username/password of the remote server to
access the backup Site.

Step 3: Click on New Period to obtain the Select Date/Time Period
panel.

~Server Setting

Semer Mama:
Address:
Fort [st60
User Name:
Password

I~ Save Password

Test Server

Add | [VE(Ete ‘ Update: ‘

58 localhost (localhost)

v 0K

X cancel

Step 4: Select the data you want to backup by highlighting the time period. Besides the time-table, you may
Step 6

also set up start time and end time in the Date Time Period section.

B DateTime Search Dialog [Local Machine]

p g Date Time Period VideaPreview
‘{h " @ “J' & @ @ Start Time: ’W ’W v Enable Preview
— o —3 art Time: * |00:00: -
End Time: 2009/ 7715 <= |00:00:00 =~
1001 2 3 4 = '
5678 91011
16 17 18 - :
192021 222324 25 [ Color Event Type |
Sfep 4 < 2BtR 28029 3001 [ v | General Motion
Foreign Object
Missing Object
v Focus Lost
= Camera Block |
¥ Show Event Log ‘ Signal Lost =
/H’= 07415 |5 g 10 \ 12 13 1415 18 17 13 1 0 2 1 24l
Step 5 < i camera 1 — ST L — 1 &=
[T TCamera 2 L] 1
B camera 3 \- i
Fcamera 4 1 1
Fcamera s ] 1
Fcameras —H-— |
B camera 7 - — 1
Fcamera s me. 1 ~|
2 —r— Pl [+
e RiaCOY Alays
Record on Motion [/ QK ] [ X Cancel ]
e R2C0Yd 0N Event S
N

Step 7

Step 5: Click on the camera number icon to add camera(s) or click 4 = to add/delete all the channels.
Step 6: Check the box of Enable Preview to get the preview of the video you select.

Step 7: Click OK when the settings are complete and go back to the Backup System panel.

Step 8: If there is any data period not wanted, click Remove Period to remove the data period on the

backup list.
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Step 8 Step 9

© Backup Help

£ @ L
é : -/Mew Pefiod < ¢ Remove Period @Backup x | Delete

Start Diate Tine End Date Time || Camerafs)
2009/5¢14 F=F 01:09:00 2009/5/14 F<F 01:32:00 1,2,5,4
_@2009."5."15 _E4F 10:33:00 20094545 +4F 10:46:00 1.3

Step 9: Click the Backup icon to obtain Backup panel.

- Summary

Step 10 / Total backup data size: 74,434KB

:Media

Step 11 / & Backup using COROM

" Backup using DWVD
¢ Backup on HardDisk

| S |

:Option
/ ¥ Backup Event Log

Step 12

¥ Backup Systern Log

¥ Backup Counter Log

¥ Backup POS Transaction

v 0K | X Cancel|

Step 10: Summary: Check the summary section to see the size of the file(s).

Step 11: Media: Choose the path you want to save the file or burn the file info a CD (direct CD burning for
Windows XP only), DVD or on Hard Disk.

Step 12: Option: Select the log information you would like to backup (Event Log, System Log, Counter Log
and POS Transaction), and then click OK.

8.2 Delete Recorded files

Step 1: Click on “New Period” to obtain the Select Date Time Period panel.

= Backup Hel = Sfep 3

e
@ S Njw Period Remove Period @Eackup % | Delete

Start Date T | End Date Time \ Camera (s, | Size |
_@ZUUQI _EF 11:54:00 2009/5/14 F4F 12:19:00 1,23,34 014,584KE
B2 TR 0841:00 2009/5/11 T4 08:54:00 12,34 606,41 1KE

Step 1

Step 2: Follow steps 3-7 above from the backup section to select data period which you want to delete.
Step 3: Click on the Delete icon and delete all the data in the backup list from the database.
Note: Deleted video cannot be recovered.
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With the Remote Live Viewer console, remote users may watch up to 128 channels real-time video
from remote live streaming servers.

*There is only 1 channel displayed in Live Viewer in IP CamSecure Lite while there are up to
16 channels displayed in IP CamSecure Pro simultaneously.
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9.1 Setting
Click General Setting to obtain setting dialog.

General Setting

9.1.1 General Setting

Audio preview:

J Enable audio on active channel: Select to enable audio streaming on active channel.
Miscellaneous:

J Synchronize video frames: Select to avoid image tearing problems that may occur while CPU
loading is increased.

9.1.2 Server setting
Server List

localhost {localhost)

Step 1: Enter the Server Name.

Step 2: Enter the Address, Port, User Name, and Password to log in the server.

Step 3: Enable "Save Password” to login without entering the password again.

Step 4: Enable "Auto Login” to login automatically when starting Remote Live Viewer.

Step 5: Click on Test Server to check if the server is available.

Step 6: Click Add to insert the setting fo server list.
Note:
To change the sefting, select a server on server list and click “Update” after modify setting.
To remove the server, select a server on server list and then click “Delete”.
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9.1.3 Group Setting
Allocate different cameras info each appointed group.
* Note: Cameras under Lite license cannot be included in a group with other servers.

General | Server  Group | Camera | 05D | POS | Manitar Display | Matification | Jc i | 4

Step 2 __E— St DRk aa Bonaims i Login Step 1
= =& localhost

ost - AXIS Q1755 (192 {—l. ----- B Caml
localhost - Caml [ —c TREMDNet (192.168.2
= | -5610 65,2
----- B D-Link DCS-611 |

----- &l camz Step 3

=
=
o
iy}
W2
[
=~
on
o
—
[y
=]
ra
=
m
]
ra
]
]
)

4 | ] < I

v 0K | X Cancel|

Step 1: Log in to all the servers that contain the camera(s) you would like to put info the group(s).

Step 2: Click Insert to create a new group; hame the group for future reference.

Step 3: From the window aft the right, highlight the camera(s) that you would like to add to a group and
then click on the “ <--" button. Repeat the process until satisfied with the group setting.

Step 4: Click on the Delete and Rename button to remove or rename a specific group.

Step 5: Repeat Steps 2 to 4 to adjust the group setting until satfisfied.

Step é: Click OK.

9.1.4 Camera Setting
Select the preferred stream type of each camera as default live view profile.
* Note: Some stream profiles are not available under Lite license.

General | Sewver | Group  Camera | 0sD | POS | Monitor Display | Wotification | Jc 4| ¥ |

& Login
E|-- localhiost localhost - Carnd
Bl Caml — Stream Profile Info
-8 TREMDnet 3124 (192.168.2
1 DLk DCS 5610 (192,168, | Stream prafile: [original H
-l D-Link DCS-6100 {192,168.2 Widlem Taret: MIPEG
; - XIS Q1755 {192.158.2.250
[l Carnz Frarne rate:
Resolution:
Cruality:
Bitrate:
Copyto..
1 i B

v 0K | X Cancel‘

Stream profile: List differs according to different types of video inputs and licenses.
Auto: The system will adjust the stream type automatically to fit different screen divisions.
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Recoded: The system will follow the stream profile set in Main Console >Schedule > Encoding Options.
Original (IP only): The system will display the streaming directly from the IP camera and video server.
Copy fto: Select in order to copy the preferred stream profile of a channel to all of the listed channels.

9.1.5 OSD Setting
Adjust font style of Camera OSD on this panel.

eonamsrzs ]
FF04:45:24 7]

A

9.1.6 POS Setting
Adjust font style of POS overlay on panel.
* Note: This function is not available under Lite license.

9.1.7 Monitor Display Setting
Activate auto scan to rotate the channels/ cameras on screen.
*The dual monitor is only in IP CamSecure Pro/Pro Plus.

Note:

° For instance, you may select to show only 4 sub-screens on the live viewer while having 16
channels connected to the system. With auto scan function, you will be able to see all 16 channels
by turns.

e Each monitor supports up fo an 8x8 layout with auto scan function to show 128 channels.
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Step 1 —__ General | Server | Group | camera | 08D | POS  Monitor Dispiay | notification | Jc 4|

Monitor | Resolution |
#1 1280 % 500 i sean B Step 2
-
=
Auto scan group: ICompan\,r j” " Sfep 3

L~
bt
Primary channel:  [4x1S 01755 (192.16¢ 7] g Step 4

Secondary channel:

Auto scan interval: |2 Sec.

—Lavout Sfep 5

Ilxchd type: axh - d

0K ‘ X Cancel‘

Step 1: Select the Monitor connected to the system.
Step 2: Auto scan group: Select appointed server group to activate auto scan settings.

Step 3: Primary channel: Select appointed channel that will always be on the screen when auto scan is
activated.

Step 4: Secondary channel: Select appointed channel with secondary priority behind primary channel when
auto scan is activated.

Step 5: Layout: Select the screen division of “NxN type” in Remote live viewer panel.

9.1.8 Notification Setfting

General I Sener I Group | Camera I fef={n] I POS I Monitor Display ~ Motification | Jc A I 4

— Status display
W Show recording status
W Show camera event

¥ Show counting result

—Miscellaneous

¥ Popup system ewvent

v 0K | X cCancel

Status display:

. Show recording status: Select it to show the crystal ball with recording status on monitor display.

. Show camera event: Select it fo show the smart guard detected event appointed in Main Console on
each channel.

Note: To execute this function, need setup on screen display as an action of Smart Guard instant
response.

. Show counfing result: Select it to show the counting result appointed in Main Console on each channel.
* Note: This function is not available under Lite license.
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Miscellaneous:

. Popup system event: Select to allow system events appointed in Main Console to pop up
messages as warning.

9.1.9 Joystick Setting
Settings are same to Main Console joystick settings. For details please refer to page 75.
* Note: This function is not available under Lite license.

[E] LiveView Setting %]

Serverl Group | Cameara | 08D | POS | MonitorDispIayI Motification  Joystick | Al | 4

Active Joystick: IUSE Gamepad j
BLithon | Function | Parameter |
Button 1 Goto Preset Point 1
Button 2 Goto Preset Point 2
Button 3 Goto Preset Point 3
Button < Goto Preset Point 4

Button 5 Goto Previous Camera
Button & Goto Mext Camera

Button 7 Toggle Single Carnera Yiew
Button 8 Toggle Full Screen

Button 9 Switch Screen Layout
Button 10 M/fa

Import ] [ Export ] [ Diefault

’/ oK ] [x Cancel ]
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9.2 Server/Group/Camera

LevelOne IP CamSecure

Display a complete list of the server(s), group(s) and camera(s) that are added to the system.
Server View: Cameras are listed according to recording server.
Group View: Cameras are listed according to customized grouping.

Server View
g R
(| i )

- B2l Ceme site |
3 Wivarek 197
afr Wivatek P27
3 Sony RE530
[ Wivatek IP7
0> Sony M1z
alfr Sony_1
afy Offica_1

= custormer
[} PTZ CAMEF
ap _t
][> Brickorn_1 [+

3 | (i3]

9.2.1 login/logout server

Option1: Select a server on the list and click on LOG IN/ LOG OUT to access/ logout the

server.

Group View

ol - P
= )

w Group A
[ Wivetek IPTLEL_L
[y Vivorek P2F111_1
€[y Seny RYS530M_1
L@J Group B
al[r vivorek IPT133_1
0|[» PTZ CAMERA_L
4[> DynaColor Vé_L
| aroup ¢
0 Office_1
4l 2AVIO F5100 (192|

<l >

Option2: On the server list, right click to obtain menu options.

9.2.2 Connect/Disconnect camera

Log In/Log Out Server

Opftionl: On the server/camera list, double click on a camera to connect.
Option2: On the server/ cameral list, right click on a camera to obtain the menu options to connect/

disconnect.

Option3: Select a camera from the list, then drag it to where you want it to be disployk

Connect/Disconnect Camera

3 =
(a | e )
B2 datou -
4 2
SEa
q
q
q
q Login Server
q
q
=iy
=l .
<]

77

= I

e
Duplicate Camera
Connect

Logout Server
Connect Al
Disconnect A1l

Optiond4: Play / Stop/ Drop: Select a camera/ video and click on this button to play/stop/disconnect a

particular channel.

\v

X

Play
9.2.3 Multiple Views:

Stop

Drop

Step1: On the server/camera list, select a camera and right click on it to obtain

the menu options.

Step2: Select Duplicate Camera and the duplicate camera with green indicator
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will display below on camera list.
Step3: Double click on the duplicated camera to connect and display on screen.

9.3 PTZ Control
Control the movement of PTZ cameras. With cameras that support PTZ control, you can move, zoom, patrol,
adjust the focus, and set preset points of the cameras.

9.3.1 Preset/ Go

Adjust the camera view until satisfied. Click on the Set icon to define the current view as preset point 01.
Adjust the camera view again to setup preset point 02. Repeat the process until you finish setting up alll
preset points. Customize preset point names by defining names. Click on the Go icon and view the result
of your sefting.

Note: For the speed settings of PTZ camera, please configure from Main Console — Config — Setting - PTZ
Config.

9.3.2 Zoom
Click on the + and = signs to zoom in and zoom out the view.

9.3.3 Focus

You can select to have the camera focused near or far. To focus near means objects that are closer will be
clearer than the objects that are further away. On conftrast, to focus far means objects that are further will be
clearer than the objects that are closer. Click on the Focus icon and select auto focus if you want the system
to decide the focus point for you.

9.3.4 Patrol

To control PTZ camera to patrol around pre-defined path of preset points, click on Goto Preset Point — Start
Patrol / Stop Patrol.

Note: To setup patrol path, please setup on Main Console — Set Preset Point — Set Patrol.

9.4 On Screen Menu

Right click on the camera screen for the On Screen Menu, from which you can Enable Move

quickly adjust the setting of camera. Enable Digital FTZ

9.4.1 Enable Move / Area Zoom Stream Prafile ]
With cameras that support PT function, click the Enable Move function to adjust the

current camera'’s view by clicking on the display screen. To cancel this function, Instank Playhack 4
right click on the screen and select Disable Move. Enable Audio

With cameras that support Area Zoom function, click the Enable Move/Area Zoom
function to adjust the current camera’s view by dragging a rectangle on the
display screen. To cancel this function, right click on the screen and select Disable Taggle Fullscreen
Move/Area Zoom.

Snapshok

9.4.2 Enable Talk
*This feature is not available under Lite License.
With cameras that support two-way audio, select enable talk to utilize the function.

9.4.3 Enable Digital PTZ

To enable the PTZ functions of the camera, select the Enable digital PTZ option. Use mouse wheel or click on
the + and —signs to zoom in and zoom out on the camera, or drag a rectangle to enlarge the area.

The square flashing on the video grid indicate the correspondent view of the camera.

9.4.4 ImmerVision Lens Setting

With cameras that support ImmerVision Lens. Right click on the display screen and select the mode of lens,
original, PTZ mode, Quad mode and Perimeter mode. If the lens setting set as Quad, PTZ, or Perimeter mode,
the Enable Digital PTZ option would become Enable ImmerVision digital PTZ.

9.4.5 Stream Profile
Select different level Stream Profiles to downgrade video quality for bandwidth concerns.
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* Note: Some stream profiles are not available under Lite license.

Enable Digital PTZ
| Stream Profile 'l Auto

Enable Audio Recorded

E-Map Original

Shiapshiot High

Toggle Fullscreen o)
Loy
Mlirinurm

9.4.6 Instant Playback
To open the Instant Playback window of the camera, select the Instant Playback option and choose the
period. The instant playback window allows the user to browse recorded video, take snapshot images and
export video with audio and POS fransaction data.

* Note: This function is not available under Lite license.

To browse recorded video
By simply clicking on the timeline you can view the video. Use the navigation tools below for advanced
control.

E @E - Play / Pause / Stop
E - Speed up/Speed down

@ @ - Fast Forward/reverse frame by frame

E @ - Play Previous / Next minute video

To keep a snapshot of the video clip

Pause the video at desired time point and click snapshot buHon. The snapshot is displayed and can be
saved or copied fo clipboard.

To export recorded video

Select desired export period and click export buﬁon@. Additional options are available when exporting.
Adjust to original video resolution button @is the tool to adjust the video to original video resolution.
Audio button turns the audio on / off.

POS button is fo enable / disable POS fransaction data overlay.

9.4.7 Enable Audio

With cameras that support audio function, click the Enable Audio function to listen to the current camera'’s
audio by clicking on the display screen. To cancel this function, right click on the screen and de-select
Enable Audio.

9.4.8 Snapshot

The snapshot function copies and captures a specific video image to the clipboard or to save as a bmp file.
The snapshot can be customized with/without OSD, POS information and selectable range after digital zoom
in.

9.4.9 Toggle Full screen
Switch to view video with full screen display. To disable the function, right click on screen and de-select
option or simply press “"ESC" to go back to original window.

Open Monitor
Open E-Map
Open 110 Control Panel

K> .o x 3

9.5 Start Monitor

9.5.1 Multiple Monitor
Select Open Monitor to append monitor to view more live videos on
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multiple monitors. Each appended monitor has the same list and view control buttons as the Main monitor,
with the exception of the Start, Playback, and Setting buttons.

9.5.2 E-Map
Select Open E-Map to obtain the E-Map window. The GUI map helps to locate devices easily and the
information window helps to show the status of each device.

%] Map Info - Show map name.
® Camera - Show camera name and connecting status.
/ Digital Input — Show Digital Input name and status (0 or 1).
& Digital Output ~Show Digital Output name and status (0 or 1).
POS - Show POS device name, connecting status, first associated camera name and connecting status.

u IO Devices g@

9.5.31/0 Control

Select to obtain the I/O control panel. Use the panel to view DI Bemvers: |lacalhost | e ne]
status and control DO devices remotely. bl
Note: Adjust the setting of I/O device in Main console — Config — (@) Q
Setting - 1/O Device first, the 1/O control panel will display the device Inputd  Input0
status based on these settings. -
o O

9.6 Playback Outputd  Qutput 0

Select to obtain the Playback panel and view video remotely.

9.6.1 Add Remote Playback Site

—Server Setting
@ 9 Server Mame: l—

Press the Remote Sever icon to go to remote address: [
playback site management to add and setup a remote Pt o100
playback connection. I
Step 1: Enter the IP address or DNS, Port, Username, and Seertiame

POSSWOFd. Fassward:
Step 2: Click Add to add the server. S FEesEk: (ml
Step 3: Click OK to exit the Setting panel. Test Sarver
9.6.2 Access Remote Playback Site ada | PEEEE| o |

G-

Go to Date/Time Panel and click on the icon on v ok | X canl |
the top of the display window to access the Remote
Playback Site

G#2UEH OO0
Local Machine

Remate Server 1 (192,165.1.51)
Remote Server 2 (192.168.1.52)

13 14 15 16 17 15 19
20021 22 23 24 25 26
27 28 29 30 31
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(,} Untitled Document - Windows Internet Explorer (&[]
[ A [ ntp212 167 193 22.80800 = 42| | JLive Search P~
& -
: ; "B Ey ' =
& ¢ @ Untitled Document 2 v B e R Y (G TRO -

Remote Live Viewer

Remote Playback

Download Client Pack

|http:#218.167.193 22:6080/tiveview htm [ & wEEm [wi00% -

*There is only 1 channel displayed in Live Viewer via web browser in IP CamSecure Lite
while there are up to 4 channels displayed in IP CamSecure Pro simultaneously.

Make sure the Live Stream Server is enabled. Check 5.14 Network Service for more detail.

Start Internet Explorer browser and enter the IP address or DDNS name of the server followed by the
connecting port.
Example: http://192.168.1.16:8080/
192.168.1.16 is the IP address of the server.
8080 is the port specified in Use Default Web Server in Network Service.

Press this icon fo use Remote Live Viewer which functions are the same as Remote Live Viewer. See page
102 for details.

Press this icon fo use Remote Playback which functions are the same as Playback except remote server
and backup functions. See page 33 for details.

Press to download client pack to install application based Remote Live Viewer and Remote Playback.


http://192.168.1.16:8080/

Intelligent Surveillance Solution

on®>

11. Utilities

License Management Tool
Resource Management Tool
DB Tool
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A. Verification Tool

The Verification Tool verifies whether the data created by the system has been tampered with. It
is the process by which a digital watermark (a digital signature) is added to each recorded video
frame to ensure its authenticity.

There are 3 types of data that can be verified by the Verification Tool:
1. Filein (.DAT) (.264) format will be displayed as®”.

2. Filein (.AVI) (.ASF) format will be displayed as#H

3. Filein (.BMP) (.JPG) format will be displayed ase,

1.1Execute Verification Tool

Step 1: Execute Verification Tool from program files.

N o) Uninstall System

g E;iyeﬁﬁﬁié : @ Uzer Manwal 3
@ Finance managemant 3 E Backup System
) GlobalSCAPE v & DBTooks
@ Infogrames 3 EI Lk Gaisall
) Intel PROSet Wireless v Flayback Systern
& Windows Live ) MBM 5 3 Rete 1ve lieer Sfep 1
|\ Mismosft Office 5 B verification Tool
Step 2: Insert the Administrator Password to log in.
Step 3: The Verification Tool appears after login.
1.2 Verification Tool Overview
Add File Add Folder Remove File Select All Video Preview
@ Yideo Preview
File Mame | Watermark | Start Time | End Time | Cam Mame | Path
9/ C00001... 2009/05f... 2009/05f... TRENDne... C:\Documents and Se
#0604 _sa.., 2009/0&f,.. 2009/06f... SanyoWD... Ch\Documents and S
WOGE04_5.. 2009/06/... 2009/06f... SanyoC... Ch\Documents and Se
CO0002.., 2009/05f,.. 2009/05f... D-LinkDC..., C\Documents and S
| | 0|
Status : Werifi ’ ‘ I
Mumber of file Yerified : 0 files Time elapsed : 00 ;00 000
Mumber of file Passed : 0 files Time left: 00:00: 000
Play Verify Pause Stop
2 Add File: Click to insert the single file to list for verification.
L4 Add Folder: Click o choose the folder with multiple files to list for verification.
Remove File: Click to remove indicated file(s) from list.
l} Select All: Click to select all files in list for verification.
Note:
1. Choose the file type first before selecting files.  Only (.dat) (.264) (.avi) (.asf) (.omp) (.jpg) are
supported.

2. User can also drag files directly into the list for verification.
Video Preview: Check this column to preview video of selected file. Click on the buttons below the

window to pon’, Pausell and S’rop. the file.
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Note: Preview of (.omp) (.jpg) format is not allowed.

1.3 Verify Image/Video

Step 1: Select single or multiple files for verification.

Step 2: Click “verify ‘ "to start verification.
Step 3: The verification result will show on the watermark column.

If a file was tfampered with, it will show“.
If a file passes verification, it will show ¥,

LevelOne IP CamSecure

Watermark
Dk [3
Fle Name | Watermark | Start Tme | End Time | CamMame | Path -
@7 C00002 2009/05/... 2009j0S/... D-LinkDC.. C\Documents an
Gwos04_S.., o 2009/06/... 2009/06/... SanyoWC.. C\Documents anc
0504 _sa... o 2009/06/... 2009/06/{... SanyoVD.. C\Documents anc
$#CO0001... & 2009/0S/... 2009/0S5/... TRENDre.. C:\Documents anc
« 2009/05(... 2009/05/... TRENODre..

2009/05/...

TRENDne...

Ci\Documents anc
cuments an
C:\Documents anc

@7 C00002. 2009/05f... D-Link DC.,
@7 C00002 2009/05/... 2009/05/... D-linkDC.. C:\Documents anc g
L1 S ' ;IJ
Status . Verify :
Mumber of file Yerified : T files Time elapsed : 00: 08 : 266
MNumber of file Passed : 7 files Time left: 01:49: 380

\

~Video Preview

> & IIN

\

Verification report

Step 4: The verification report will indicate the information related to the verification.
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B. License Management Tool

The license of the software should be registered before you start using the Intelligent Surveillance System.

Execute the License Management Tool to activate the license from dongle or serial number included with
the software package, or de-activate the license then bring it to another PC to activate it again.

Please note different level licenses cannot coexist under one license server.
Upgrade licenses will replace lower level licenses into higher level ones.

Both “Online” and “Offline” status of PC environments are available on executing the tool to "activate” or
“transfer” the license. The following is a fotal of 4 types of license management process:

- To activate the license with PC connected to network, follow the Activation Online process.
- To activate the license with PC not connected to network, follow the Activation Offline process.

- To de-activate/transfer the license with PC connected to network, follow the Transfer Online process.
- To de-activate/transfer the license with PC not connected to network, follow the Transfer Offline process.

1.1 License Management Tool Overview
1.1.1 Execute License Management Tool

Step 1: Execute License Manager Tool in config menu or installation folders.

5 Setting 1 Setting USERWAATNUTO 8 WiDorews26_3_2_0_26\Doreusd

User Account Setting

License Manager ¥ ,J ,J /,
Save/Load Configuration J Config db dump
S

@ Counting Application
POS Application y y

Log Wiewer ’J ’J ,J
Backup PTEPmotocol shin wave

I

Alpha2 dll Alphadll

Metwaork Service

Start  Playback Schedule  Guard About MainConsole...

© D AA

Step 2: The “License Management Tool” will appear. Please refer below for the tool overview.

1.1.2 License Management Tool Overview

rm License Management Tool

Activate tab |

I Activate I Transfer ]

SN | Channel | Product | Status |\
SN status
\_ ),
(~ activate type )
. & onli
Activate type N ot
L Offline y
(Inpunype \'
Input type & SN: |
" SNfile: L)
\_ ¢ Activate frorm dongle W,
Activate
" Import offine license )
File path:
Import offline ——
license
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License Management Tool &
Transfer Tab Activate_ Transer |
~
(SN | Channel | Product | Status |
SN status
»
[~ Transfer type:
& Online
T f f  Offline
ransrer e
yp R

h—

Transfer

1.2 Activate/Transfer License

1.2.1 Activate License

|Activation Online|

Step 1: Open License Manager Tool.
Step 2: Select On line as Activate type.

Step 3: Input the SN (Serial number)or Import SN file, and then click on Activate button.

~Input type

& SN
SN file: |

:E:E:.».J

€ Activate frorm dongle

Activate

Step 4: Restart Main Console if activation is successful.

|Activation Offline]

Step 1: Open License Manager Tool.
Step 2: Select Offline as Activate type.

Activate type
= Online
i Offline

Step 3: Click on Export offline pack.

Please note this license will bind with hardware configurations and it is not recommended to register

with removable network devices.

~Input type
& 5N [
¢ Shifile I "}
¢ Activate frorm dohole
Export offline pack




Intelligent Surveillance Solution

LevelOne IP CamSecure

Step 4: Save Request file, and then take it to another PC that is connected to the Internet.

v
_J Request File = m m
File Edit ‘Wiew Fawvorites Tools  Help i’

Address |E} CiiDocuments and SettingsAprilDeskiopiRequest File M Go

libexpat.dil

offline.req
RE( File
1KE

2)
2

LicenseTool.dil
1.0.0.1
LicenseToal Dynamic Link Library

COffLineTool exe
COffLineActivation MFC Applica. ..

Step 5: Execute OffLineTooI.exe in the other PC. Input the SN (Serial number) or Import SN file, and then

click on Activate button.

[£] oftline Tool

| X]

Information:

Activate new SN.

Please input SN:

- Input type
& SN:

" SN file:

|
O

e

Step 6: Save License file, and then take it to original NVR system.
Step 7: Open License Manager Tool again, select Import offline license, then click Import button to activate.

~Impott offline license

| File path:

IC:IDucuments and Sel | @ |

Import |

Step 8: Restart Main Console if activation is successful.

1.2.2 Transfer License

fransfer Onling]
Step 1: Open License Manager Tool.

Step 2: Select Transfer Tab, and then check Online as Transfer type.
Step 3: Select SN and click on Transfer button.

/] License Management Tool
Activate Transferl
SN | Channel | Product | Status |
ComampEmems 16 P+ Activated |
- Transfer type:
& Online
" Offline

Step 4: Restart Main Console if fransfer is successful.
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ransfer Offline

Step 1: Open License Manager Tool.

Step 2: Select Transfer Tab, and then check Offline as Transfer type.
Step 3: Select SN, and then click Transfer button to transfer SN.

[#] License Management Tool

Activate  Transfer I

| Channel Product Status

| Sh,
SEESBEITE R T 16

activated

Transfer type:
" _anline

—

Step 4: Save Request file. Restart Main Console if fransfer is successful..

LevelOne IP CamSecure

) Request File

File  Edit Yiew Faworites Tools

Help

Address |E} Ci\Documents and SettingstaprilDeskiopiRequest File

libexpat.dll

offline.req
REC) File
1kBE

f L LicenseToal.dl
'ﬁ 1.0.0.1
LicenseTool Dynamic Link Library
CffLineTool exe
OFfLinefctivation MFC Applica...

u@?"
¥ B

Step 5: Copy request file to another PC connected to internet.
Step 6: Execute OffLineTool.exe in another PC, check Transfer SN and click Transfer o send request file to

license server.

|] o Line Tool

X]

Infarmation:

Transfer activated Sh.

—
l Transfer “| Exit

Note: User needs to copy request file to another PC and send it fo license server, otherwise the SN can’t be

re-activate again!!

|| off Line Tool

X|

Infarmatian:

Completel Transfer has finished. -~

Transfer activated SM.

Transfer SM:

SAT1-DI3C-09E1-7422
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C. Resource Management Tool

Start Monitor Al
Stop Recording Schedule
Stop Smart Guard System
Start Counting Application

The Resource Management Tool detects whether the system is operational.

Note: For further application of the Resource Management Tool, please refer to
page 56 In "Guard” chapter.

ary Display
Open Event Report
Open E-Map

Open Resource Report

1.1 Execute Resource Management tool

Sfep ] Open IO Contral Panel
Step 1: Open Resource Report from start menu. Lock System
Step 2: The Resource Management Tool will appear. (@ [ > | £© | A

_

1.2 System Resource Overview

System Resource History Diagram

System Resource Memary Usage

[ Systemn Health

CPU Temperature: 0 °C (32°F)

- Maotherboard Temperature: 0°C (32 °F)
- CPU Fan Speed: 0 RPM

..PowerFan s peed: 0 RPM M e e s et sl s

L. Memoary Available: 580 MB

- Logical Disk Free: 15 %

- L.CDocuments and Setiing SUSERIBA-+1N
[ Network Utilization

K I ]

Advanced | v 0K |

AHvonced

1.2.1 System Resource

System Health: This item shows the system information, including "CPU Temperature”, *“Motherboard
Temperature”, "CPU Fan Speed” and “Power Fan Speed”.

Note: User needs to install the “SpeedFan” first to gather the CPU and Motherboard temperature information.
CPU Loading: This item shows the percentage of CPU usage.

Memory Usage: This item shows the memory usage of system. “Memory Used” and “Memory Available” are
included.

Logical Disk Free: This item shows the percentage of available disk space for storage.
Note: The disk directory will be the same as the one in MainConsole — Config — Setfting — Storage - Location.

Network Utilization: This item shows the total bit-rate utilization for the upload and download of the computer.
1.2.2 Instant Diagram

Click each item in the list to obtain the instant system diagram. The “system resource” will be displayed as
each variable in Vertical Axis; the unit of Horizontal Axis will be displayed as “Per Second”.
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System Resource CPLU Loading

[ Systern Health

CPU Ternperature: 43 °C {109 °F)
Motherboard Temperature: 45°C (113 °F)
CPUFan Speed: 0 RPM

Fower Fan Speed=G-RFm

- Mernory Usage: 90 %
Memaory Used: 1248 MB

Lo Memory Available: 198 MB

= Logical Disk Free: & %

ChiDocuments and SettingsWSEREE-+IN
=- Network Utilization

i Total Upload Bitrate: 0 bps

Total Download Bitrate: 0 bps

N R

Advanced |  OK ‘

Click the Advanced button to search and export system logs in “Search” tab and obtain the history diagram
of an specified period in “Diagram” tab.

1.3.1 Search

Search |Disp|ay|
Type: |cPU Loading 7] ==[s000 % ﬂ
1

Date: 20090602 = 5 Expart to ‘

DateTime: r | o | Search I
Start Time | End Time | Log Type A ‘ hin ‘ fla. j
2009/06/08 15:54:55  2009/06/08 15:55:10  CPU loading B0, 50.00%  100.00%
2009/06/08 15:56:00  2009/06/08 15:56:08  CPU loading 60.51% 50.00%  100.00%
2009/06/08 15:56:15  200906/08 15:56:20 CPU loading B0.49% 50.00%  100.00%
2009/06/08 159:56:40  2009/06/08 15:57:10  CPU loading B0.25% 50.00%  100.00%
2009/06/08 15:47:15  2009/06/08 156:57:20  CPU loading BO0.19% 50.00%  100.00%
2009/06/08 15:57:35  2009/06/08 15:57:40 CPU loading B0.19% 50.00%  100.00%
2009/06/08 15:57:45  2009/06/08 15:57:50 CPU loading 60.32% 50.00%  100.00%
2009/06/08 15:47:95  200906/08 154:58:00 CPU loading BO.27T% 50.00%  100.00%
2009/06/08 15:58:35  2009/06/08 15:58:55  CPU loading BO0.11% 50.00%  100.00%
2009/06/08 15:59:26  2009/06/08 15:59:358  CPU loading BO.11% 50.00%  100.00%
2009/06/08 15:59:40  2009/06/08 15:58:50  CPU loading B0.04% 50.00%  100.00%
2009/06/08 15:59:55  2009/06/08 15:59:55  CPU loading 60.04% 50.00%  100.00%
2009/06/08 16:00:00  200906/08 16:00:18  CPU loading 51.67% 51.00% 53.00%
2009/06/08 16:00:25  2009/06/08 16:00:50  CPU loading 52.75% 50.00%  57.00%
2009/06/08 16:00:85  2009/06/08 16:01:00  CPU Ioading 53.78% f0.00% 62.00%
2009/06/08 16:01:08  2008/06/08 16:01:10  CPU loading 54.00% 50.00%  62.00%
2009/06/08 16:01:40  2009/06/08 16:01:95  CPU loading 54.54% 0.00%  62.00%
2009/06/08 16:02:10  200906/08 16:02:18  CPU loading 25.71% 50.00%  71.00% J
Eﬁ'UQIDBJ‘UE 16:02:35  2009/06/08 16:02:45  CPU [gading a6.13% 50.00% ?1.|UU% . _|v

0K

Choose the system event type, and then select the standard percentage to search system log.

Select the Date/Time duration to search system log.
Click Search to start searching, the system logs will be listed below.
Click Export to to save the system log in (*.xIs) or (*.txt) format.
Click OK to close the report window.

4 A B C D E

1| StartTime EndTime LogType Avg Max Min

2 20000608 12:20:23 20000608 12:20:28  CPU leading 54 54 54
3 200e0608 1220:53 20060608 122058 CPU loading 655 54 n
4 20060608 122113 20000608 1221:18  CPU lading 61.67 54 ¥ii
S5 200e0608 122123 20000608 122128 CPU loading 655 54 ¥
6 20000608 12:21:53 20000608 12:21:58  CPU leading 42 54 7
720000608 12:22:53 20000608 12:22:58  CPU leading 62.33 53 7
820000608 122348 20000608 12:23:53  CPU lcading 61.86 53 77
920090608 12:24:48 20000608 12:24:58  CPU leading 5944 51 7



Search Display l

Type: |cPU Loading =l I

DateTirne: 200900608 16:38 = 2 Save
Period: One Day = Display

026 | [ | [ [P 1101 #FIy ! I I I L L]
2009{06{08 00:00 2009{06{09 00:00

Maximun: 2009/06/08 15:16:25 Minimun: 2009/06{05 13:35:54

Choose the system event type.

Select the Date/Time to draft history diagram.

Setup the start time and duration for charting. User can choose “One Day”, “*One Hour” or “One
Minute"” as the duration.

Click “Display” to start charting, the diagram will be displayed at below column.

Click “Save” to save the diagram in (*.omp) format.

Click “OK" to close the report window.

2009/06/08 00:00

Maximun: 20090608 15:16:25 Minimun: 2009/06/08 13:35:54
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D. DB Tool
The DB Tool repairs database files and Export configurations.
Warning: improper use of this DB Tool may cause loss of recorded video.

Step 1: Execute DB Tool from program files.

& IPs

> EI Backup System

WHne | MPEG-4 Hybrid System
1 Co 7] Realild » (@] Main Consale
S 1ep 1 lools w:@ Skype > E Playback System.
mm ) Storm Codec » 2] Remots Live Tiswer
I \@ T-TIME » Remote Playback Server
[7) Ulead COOL 360 » 2 System
___ ) Ulead Photo Explorer 8.6 » T User Manual
Mien (=) Ulesd Photolmpact 1 1 >
> |7 Ulead Systerns »

Step 2: Enter the password of administrator to log in.

Step 2 \ DBTools login
wrd for the administrator of Main Console :

User name: |admin

Passwaord: |

[ ok | [ Concel

1.1 Repair Database
This page has three repair method, Modify Location, Verify Only, and Repair.

For modify locatione:
The Playback system can recognize all recording video in the folders listed on MainConsole - Config -
Setting - General page. For some reason, user needs to use Playback system to open recording video
beyond storage location setting. For this propose, user could follow below steps to modify location by
DB tool.
Note: The default storage location is in the installation directory, (ex: D:\video)

Step 1: Select Repair database.
kd DBTools (IP version 3, 1,0, 0)

Repair database

Madify locations to store widea files. Please confirm lacations where widea
files were stored and press button "Modify” to confirm.

Step 2: Select the repair Method as Modify Location.
Repair database

Modify locations to store video files. Please confirm locations where video
files were stared and press buttan "Madif to confirm.

Install Path: COProgram FilesiSCB_IP

Method:  |Modify Location |
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Step 3: For add database location, please click on ;]bu’r’ron and use URL to choose location.

For remove database location, please choose location form list and click on & button to
remove location.

ideo File Locations E]

Dehwideo

Step 4: Click on Modify button to modify location. After modification, the Modify Result will show on the
panel.
mModify Result: 2 locations confirmed.

Open Log l ’ b odify

Example of modify database:
In certain cases where video data needs to be fransferred from one PC to another PC, user will need fo
perform the following:
1. Manually copy all recorded video data from the default installation path or other user-defined storage
path of the old PC.

= C\Program Filesh P CamSecure

® o i 5 0
- : |~ |l 4 Recorded video
® (5 [BM A L’ o - data
# [T IBM ThinkVantage 20060321 200680323 Al
# () Installdhield Tnstallation Dnf
[ 7 Dntel o
# (5 Internet Explorer l”_ﬂ_ill '-i|
# [ Eoet
3gppdll

# [ Lenovo e w &R

2. Manually paste all recorded video data to the default installation path or other user-defined storage
path of the new PC

Follow previous page to add new location on new PC.

4. Oldrecorded video data can be viewed by playback system on the new PC.

w

For verify and repair proposes:
This tool is used to check and repair your database and recorded video with problem:s:
(1) If there are records in database, but no video file, use this DB Tools to delete records.
(2) If there are video files but no record in database, use this DB Tools to rearrange the database and
find these records.
Step 1: Switch to Repair database windows.

[‘H DBTools (IP version 3, 1,0, 0)

Fepair database

Modify lacations to store video files. Please confirm lacations where widea
files were stored and press button "Modif® to confirm.

CRepair |
database;

Step 2: Select the repair Method as Modify Location.
Repair datahase

Werifividea files stored by surveillance system. Please confirm lacations
where video files were stored and press button "Verify to check all files.
Fixing datahase is anly needed when verification is failed.

Install Path: CiProgram Files\SCB_IP

Methad:  [Werify Only |
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Step 3. Check the video location windows.

The system will list all video locations in table, but if there are any omit, please use ' to insert.

Note: After inserting location, the system will show files count below table.
File Count: 41

Step 4: Choose the method of “Verify Only”, and click “verify”. This method will only check the files

without modify. Verify result will show how many files broken or missing.
Werify Result: 41 files verified, 0files broken, 0 files missing.

Step 5: Choose the method of “Repair (Complete)”, and click “Repair”. The Repair Result will show how

many files are fixed and inserted.
Repair Result. 2 files fixed, 41 files insered.

Step 6: The repaired new database will replace the old one and the original database will change file
names with extended repair date and time as below.

: Address | ) video

Marne

@Eventmg.mdh

@FileRecnrd.mdb
E_I)lFileRecord.mdh_ZEIDEED?HF\lZlSSB.mdh
@PosRecurd.mdb

@Scheduletnnfig.mdb

@SystemLog.mdb
E_ﬂSystemLug.mdh_2DDSD?14P.121358.mdb

Note: Open Log is a tool to record the repaired database. It will record repair method, file operation,

start fime and end time.
& dbtool.log - Notepad g@

File Edt Format WYiew Help
e e
operation "verify only” is started at (2008/07/14 12:01:17)

File Broken: D:\Video/20080708/C00002,/C00002500A20080708112323437.dat
File Broken: D:\Vvideo/20080708/c00002/c00002500A20080708114304625.dat

41 files verified, 2 files broken, 0 files missing.

Operation "Verify only" is finished at (2008/07/14 12:01:19)

Operation "verify only” is started at (2008/07/14 12:13:19)

File Broken: D:\Video/20080708/c00002,/c00002500A20080708112323437.dat
File Broken: D:\Vvideo/20080708/c00002/C00002500A20080708114304625.dat
41 files verified, 2 files broken, 0 files missing.

operation "verify only” is finished at (2008/07/14 12:13:20)

Operation "Repair (Complete)” +is started at (2008/07/14 12:13:58)

File Repaired: D:\Video/20080708/c00002/c00002500A20080708112323437.dat
File Repaired: D:\Video/20080708/c00002/c00002500A20080708114304625.dat
2 files fixed, 41 files dinserted.

Operation "Repair (Complete)” s finished at (2008/07/14 12:14:07)

1.2 Export Configurations

This tool is used when user wants to export all system configurations to backup, take to another PC for
technical trouble shooting.

Step 1: Press “Export™.
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ko DBTools (IP version 3, 1,0, 0)

X]

Repair
database
i

E

Export Configurations

Export Main Consale canfigurations for trouble shooting. Please
provide the exported *.cfg file to the technical support .

Export
configuration
5

Step 2: Select the location you want to Export and type the name of the configurations.
Step 3: Press "Save” to start to import database.

Save As

- @ ek E-

(imanual
=ymdb
(=) skin
1) v

118 ServerConfig, cfg

G0 To Lask Folder Visited

File narme: I

Save I

Save as type: IEonrlg Files [".cfg)

LI Cancel |

|
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Appendix A - 3GPP Service

How to setup 3GPP streaming connection (using BenQ-Siemens mobile phones)

System Configuration

DVR / NVR server v2.4

CPU: Intel core2 Duo 1.86 GHz
Memory: 512 DDR RAM

Ethernet: Realtek RTL8168/8111 PCI-E
Hard Disk: 160GB

Graphic card: ASUS Extreme AX550
Operating System: Windows XP Professional SP2
Mobile Phone: BenQ-Siemens E81

1.1 Configuration from Main Console server

Step 1: Go to Config and select Network Service

Step 2: Select 3GPP Service, and then click Start
Note: In the Opftion item, the “port” selected here is the same port from mobile handset
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1.2 Configuration from 3G Mobile Phone

1.2.1 BenQ-Siemens E81

Step 1: Go to Menu, then Internet

Step 3: Add New Bookmark

Step 4: Configure the Adress setting as the following example.
Ex: risp://61.216.97.69:554/media00.3gp
61.216.97.69:554 is the IP address of NVR or DVR system
Port : port specified in 3GPP Service from NVR or DVR system

Step 5: Save the settings and start playing

- 128 -
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1.2.2 BenQ P50

Sfep 1: Connect GPRS Mensajeria o Vi 44 15:12 9

step 2: Download and install the [PLATFORM4] software. M

Conectando a: CHT_INTERNET
Conectando a GPRS.

Step 3: Execute the Main Console.

Configuracién

Step 4: Press the [Config] & [Network Service] = [Start]

Step 5: Open [PLATFORMA4], press the button framed by red into Option

Step 6: [Open URL] enter the RTSP address of the camera
EX: rtsp://61.216.97.69/media00.3gp>channel 1
EX: rtsp://61.216.97.69/media01.3gp>channel 2
EX: rtsp://61.216.97.69/media02.3gp>channel 3

MMS 0 elemento(s).
Nuevo Herram. Cuentas [t Bl‘

Step 7: [Setting llchange the setting and press “OK”
[Protocol] TCP
[Buffer Size] 60
[Connection TimeOut] 103
[Data Recept. TimeOut] 100
[Deblocking Filter] check

Sten § Steo 6 Sten 7
Platformé Player Vil 0435 @ Platform Player Vil 4x04:34 @

N:;PLAT’O R i Player 3.0 for Pocket PC

Network Settings —— Open Url
Protocol: (#) UDP AR (e 2 B S HIRE

S

Buffer Size: m sec. EEI Broadcast
Connection TimeOut: {103 |sec. [] T
Data Recept. TimeOut: [100|sec. [[] | Lsten to Broadecast...

Progressive Download

Yideo Settings

Deblocking Filter Dithering
Zoom and crop in Fullscreen

Open | Settings 1 | Settings 11 | about | Open [ Settings 1] Settings 11 | About |
A~ R

——
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Appendix B - PDA / Smart Phone Client

PDA / SP (Smart Phone) Client are only applied for devices with Windows Mobile 5.0 platform or above. See

the sections below to find how to install and execute PDA / SP Client.

Note:

1. The different between Smart Phone and PDA Client is navigation of operation, user can only control
client with phone buttons.

2. The resolution of PDA / SP Client is limited in 240*320 (QVGA).

1.1 Install PDA / Smart Phone Client

Step 1: Connect mobile device to the PC.
Step 2: Insert the installation CD and click on PDA Client Installation / Smart Phone Client Installation to install
application in device.
Note: If you do not have Microsoft® ActiveSync installed, a message will appear “Cannot find
ActiveSync. Please reinstall ActiveSync and then run this installation again.”
Step 3: Check the client application is installed completely in the mobile device.
successfully installed on your
device.

If you need more storage space,
you can remove installed
programs.

]
b-2.174) camio

¢ ) 3 Setting
User Account Setting
License Manager

SavefLoad Configuration 4

1.2 Execute PDA / Smart Phone Client

Counting Application
@& POS Application

1 E Log Viewer

B Backup

1.2.1 Main Console setting

Step 1: Go to Config and select Network Service 3
Network Service:
Network Service Netwericeencs

& e About MainConsole...

" QO | ﬂ!&!&!&h

Step 2: Select “Live Streaming”, and then click “Start”.
Note: The “Port” selected here will be the same with the one in PDA/Smart Phone.

Network Service - 192.168.4.31 / 192.168.1.54 =)
L E Main | Black /vihite List | Performance |
Lwve Client Gount 0 il Al
Streaming
. .
lee strea mlng State P Camera Bitrate (Khps)
>
Remote
Playback
] 1 Start
3GPP
e P 609 ‘
~ Options
Remate - [s150 Default Port
Desktop Maximum Connections 18
¥ Use Default ish Gerver
Cantral Port. a1
Menagement ¥ Save Log LiveServer.|og
[v Enable Audio
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1.2.2 Execute and Login

Step 1: Make sure your PDA/Smart Phone device is connected to network, and then go to Start - Programs -
PDA/Smart Phone Client to execute application.

& FH Dr

Download Excel Mobile File Explorer

Agent f—
U @ @
Notes Plz::erfs” &
A LT

Pocket MSN  PowerPoint Search
Mobil

le
= W
Tasks Terminal  Word Mobile [—
Servic... b

Step 2: Insert Address, Port, Name and Password of the server and click on to login.

1.3 PDA/Smart Phone Client Overview

There are 3 main pages of Client application: Monitor Preview, 1/O Control and System Info. Switch between
these buttons to adjust overall configuration.

Log out

Live View I/O control System Info

1.3.1 Live View

Camera List Live Video Displa

o 4% 12:01

TSI TETR
e A

Camera List: Display Live Video Back to Camera List
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Displays all “snapshots” of channels connected to server as camera list. Click on indicated snapshot to get

the channel information, and then click on Z—To display live video.
Note: The Screen Division and Refresh option could help to quick find the channel.

Live Video Display:

Live View panel could display “live video”, control PTZ, and snapshot. Click . to go back camera list.
PTZ Control: Click on PT Control Panel and Zoom Out/In to control physical PTZ camera or adjust digital
PTZ under digital PTZ mode.

Note: To switch between "Digital PTZ" and “Physical PTZ"”, simply click on [ button.

Zoom Out/In PT Control

Preset03

oy

bbbb v o4
. Preset04 [N
Bl Preset05 1

Snapshot: Click . to take the snapshot and save it to default folder.

Full Screen: Click . fo foggle to the “Full Screen Mode”, right click on screen to obtain the PT confrol
panel and disable full screen display.

Disable Full Screen

Enable Audio: Click - to enable the audio of current channel.

1.3.21/0 Control
Select "1/O Conftrol” button to monitor status of DI/DO devices, and control DO devices.

1/0 Device list

DI/DO Status

1/0O Control
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1/0O Device list:
Select and monitor the device connected with Server.
DI/DO status:

Monitor the DI/DO status synchronized with Server, and then click Output button to trigger the DO action.
=4 Gray icon indicates the normal status of DI/DO devices.
Red icon indicates the alarm status of DI/DO devices.
E Green icon indicates the synchronization process.
1.3.3 System Info

Display the server and client information. Server information includes address, post, and version. Client
information includes login user, count of camera and I/O device with access authority and version.
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Appendix C - iPhone Browser

Live Streaming service can handle requests from iPhone's Safari browser. This section will guide you how to
use this feature with iPhone devices.

B:2.174) CAM1 o

##t Setting
User Account Setting
License Manager

1.1 Configuration from Main Console server

Save/Load Configuration >

Step 1: Go to "Config” and select “Network Service™

Counting Application
& POS Application
E Log Viewer

ol - S & Backup
Network Service R

Start  Playback Schedule  Guard About MainConsole. ..

‘&L!.h&!.&!&_
Step 2: Select “Live Streaming”, and then click “Start”.

Note: The “Port” selected here will be the same as the web live view and web playback.

. . NMetwork Service - 192.168 4 31 /192 1681 54 u
Live Streaming
WMain |B\ack/wmle List| Performance |
Streaming
State | IP Camera Bitrate (Khps)
Remate
Playback
2]
s i o o 10 Start
Service Server Status: Stopped Start -~ —l
e
%) ~ogtions
Remote Fort 5150
Deskiop Maxirnum Connections: 18
[V Use Default el Server
Port
Central Port 81
Management [V Save Log LiveServer.log
[¥ Enable Audio

1.2 Connect to Main Console server

Step 1: Make sure the I-phone is connected to the internet. Open Safari browser and enter the IP address or
DDNS “name” of the server followed by the connecting port.

Example: hitp://192.168.1.16:8080/ iPod = T43:18 —

192.168.1.92/Camera... G -

Nofe: 192.168.1.16 is the IP address of the server.
8080 is the port specified in “Use Default Web Server” in Network
Service.
Step 2: Enter user name and password to login Main Console Server,
select camera to view live video.

1.3 Live Display
To view live video, select camera from list, use touch panel to zoom in
the video.

To switch video, please click

camera to view the video.
1.4 PTZ Control

With cameras that support PTZ function, the PTZ panel will show as picture.
User can confrol camera to pan, tile and zoom in/zoom out manually, or
move to pre-set location by select PTZ preset point from drop down list.

to back to list and select another EJ
4]
]

aas
350
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Appendix D - Remote Deskiop Tool

How to install Remote Desktop Tool

Step 1: Insert the Installation CD.
Step 2: Go to Remote Desktop Viewer directly and Run Setup.exe file.

How to Start Remote Deskiop Tool

Step 1: Start - All Programs - Remote Desktop Viewer - Remote Desktop Viewer.

Step 2: Enter address, Port, Password of server. Enable the opfion to use 8 bifs color level to show steadier
screen.

Step 3: Click OK to Start Remote Desktop.

% Remote Desktop Viewer H
Server: | j
Port: |514U Default |
Password: I

v Use 3 hits color level

! Cancel |
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Appendix E - iPhone App “iCamSecure”

Description

LevelOne "iCamSecure” is a totally free app for iPad, iPhone and iPod touch that enables
you to monitor remotely live video camera through LevelOne IP CamSecure Surveillance
Lite/Pro Mega System:s. Easily view multiple cameras via 3G or Wi-Fi. Snapshots, fouch screen
= PYE J P/T/Z control and I/O device management are also supported.

[
|
Omm

om
L

Main Features:

1. 6 channels live view display at QCIF resolution
2. Single channel live view display at CIF resolution
3. Snapshots

4, Touch Screen P/T/Z Confrol

5. Supports Preset Point

6. Supports Digital Input/Output

Supported Systems:

Compatible with LevelOne IP CamSecure Lite/Pro Mega (4/8/16/25/36/64-CH) surveillance
management systems.

Screenshots:

Sites LevelOne

_Transportation

" SnapShot

Requirements:
Compatible with iPhone, iPod touch, and iPad. Requires iOS 3.0 or later

Download:
iCamSecure is available exclusively from Apple's App Store and is a free download.
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Appendix F - Device Pack

Device Pack is released to support new cameras. Always get the latest version of Device Pack to ensure your
IP CamSecure system support current implementing cameras.

You can find the Device Pack version oh the red area:

About Main Console @

MainConsole Version 1.26.1 Professional / 0K

g Copyright {C) 2004 -10
; Digital Data Communications Asia Co. Ltd. All rights reserved.

http: /Awww levell.com

-~ Product Information

Model Type: IP Cameras

Camera License Number: 64 {(IP+)
I Device Pack Version: 1.4.2 I

Notice

1.) the Device Pack only available on IP CamSecure Lite/Pro 1.26.x and later version

2.) Must install IP CamSecure software before install device pack

3.) if you wanfts to upgrade the Device Pack version, it needs to remove first, then install it.

Download:
Device Pack is available from LevelOne's Web site http://www.levell.com/
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