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LevelOne Internet Content Inspector, ICl empowers your business security and operations teams
by providing granular data monitoring and precise packet and session reconstruction capabilities. The
solution is designed to combine process and technology into a single effective system for network
forensics. Business can for the first time embrace Web 2.0 and maintain complete visibility and
control, while significantly reducing total cost of ownership through device consolidation. ICI offers
real innovation by enabling unprecedented visibility and control of applications and content with no
performance degradation. It identify applications accurately - regardless of port, protocol, evasive
tactic or SSL encryption — and scan content to stop threats and prevent data leakage.

It intercepts, captures and reconstruct Internet activities such as Email (POP3, SMTP, IMAP),
Webmail Read and Sent (Yahoo Mail, Gmail, Windows Live Hotmail, Seednet etc.), Instant
Messaging or Chat (Yahoo, Windows Live Messenger or MSN, ICQ, AOL, QQ, UT Chat Room, IRC,
Gtalk, Skype Voice Call Duration Log), HTTP (URL Link, Content, Upload and Download, Video
Streaming), File Transfer (P2P File Sharing, FTP), Online Games, VoIP (Yahoo Messenger) and
Webcam (Yahoo Messenger and Windows Live Messenger - MSN), VolP (RTP Voice Call) and
Telnet sessions. ICI system encourages efficiency, prevents company network resource from abuses
by employees, tracing culprits of information and confidential data leakage, and monitors activities
and online behaviour of employees.

Ethernet LAN interception is an important approach to gather information of communications and
digital evidence. Ethernet LAN interception solutions capture all the traffic on the LAN network and
monitor the Internet activities. It is capable of live intercepting with real time capturing and
decoding/reconstruction, category classifying, behaviour analysing, data mining, reporting with
statistics etc.

ICI comes with wide variety of management and administrative functions. It provides you various
types of report with Top-Down View. Reports that can be created include Total Throughput Statistical
Report, Network Service Report (Daily, Weekly basis), Top Websites etc. All statistics can be
displayed in per IP Address or per User Account basis.

ICI also provides varieties of search functions. It provides Free Text Search (search by Key Words
with Boolean support), Conditional Search, Similar Search and Association with Relationship Search.
It also comes with Alert and Notification (Throughput, Conditional and Key Words Alert) functions that
allow the network Administrator to setup different alert rules and parameters. This allows alert to be
triggered (email to be sent to Administrator) once the specified content is found in the captured and
reconstructed content.



Backup function allows user to back up the captured raw data files or reconstructed contents. User
can setup auto backup to backup these files to external drive (NAS or SAN) through FTP upload
method. Besides, user can opt for manually backup these files by burning them into CD/DVD or even
downloaded them to a local hard drive/PC.

Other functions available are like Bookmark, Capture File List (Comparing the content of two files),
Online IP List, Authority Assignment, Syslog Server etc. Others functions include hashed export
(backup), file content comparison etc.
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Who Need the ICI System

e Financial, Banking and Investment Organisations where all Internet transactions and
communications need to be archived (Record Keeping).

e Marketing organizations, design house, high technology and R&D firms where critical
confidential information need protected.

e Schools, colleges, institutions and universities that would like to monitor students and staffs
online activities and behaviour.

e Government agencies and ministries such as Police Intelligence, Military Intelligence, Secret
Service Agencies, National Security Agencies, Criminal Investigation Agencies, Counter
Terrorism Agencies etc.

e Any company or organization that wants to monitor, backup and archive their daily Internet
transaction and data.



Application and Implementation

The diagram below is a common ICI application and implementation diagram which can be applied to
any organization networks. ICl uses sniffer technology to sniff or capture network Internet packets
through a port-mirroring capable switch (normally a smart switch or layer 2/3 switch; a HUB can be
used too as HUB broadcast traffic to all ports). It then parses (decodes and reconstructs) the captured
raw data packets, store them in system database and displays the reconstructed data with reports in
original and readable format in the Web GUI.

Firewall

Cora Swiich

- .

Ethernet LAN Organization Network Monitoring and Interception

Management

ICI-1000



ICI can also be implementation at network with huge volume of traffic throughput such as mass
interception and lawful interception at Telco or ISP networks. This implementation is normally for
lawful enforcement agencies (LEA) such as cyber security agencies, national security agencies,
criminal investigation bureau, police and military intelligence. Please contact LevelOne sales team for
more details

sales@levell.com
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Unpacking & Installing

Packing Checklist

19 inch 1U Rack mountable Server x 1
Quick Installation Guide x 1

CD Manual x 1

Mounting Bracket set x 1

Power Cord x 1

AN N NN

Front Panel

1. Power LED
2. HDD LED

Rear Panel

1 2 3 4 511 6
1. Power Socket
2. Power Supply Unit
3. PS/2 KB & Mouse (for local console)
4. VGA Display (for local console)
5. Monitor Ethernet Port
6. Management Ethernet Port



Requirement

In order to get the ICI to capture your network activities successfully, a Port-Mirroring feature on the
network Ethernet switch is must. User can monitor traffic from any source port to a target port for real-
time analysis. Attach the ICI to the target port and study the traffic crossing the source port in a
completely unobtrusive manner. Most the Web Smart and fully Managed Layer2 Ethernet switches
support the Port-Mirroring feature

v" Web Smart or Fully Managed Layer2/3 Switch with Port-Mirroring feature

For the best performance and keep disruption minimal, we introduce the Mirror mode implementation
only which provides the Real-time Reconstruction and keep disruption minimal at the same time. The
captured packets are saved in PCAP format

Installation

1. Connect the power cord to ICI power socket on the rear panel
2. Patch lead between Switch Mirror port and ICI Monitor port
3. Patch lead between Switch port (any available port) and IClI Management port

ICI-1000

Default Settings

IP 192.168.1.60
Username root
Password 000000 (six zero)

Note: Internet Explorer (IE ver6, 7 and 8) are recommended web browser for Web GUI management access of ICI system.



Getting Started

This chapter shows how to manage the ICI system via standard Web Browser over local network,
also a quick guide about each function button from menu bar, as well as the examples of feature-rich
of report feature.

Web Management Interface

1. Use Internet Explorer (IE) Web Browser to access ICI system web management site. ICI system
uses port 443 for secure web access. Please remember to key in https://x.x.x.x, for example
https://192.168.1.60 (which is the default login).

L’?;;‘J @. [=) https://192.168.1 60 D+aXx

2. Before you use this system, please make sure you have Java applet installed. Read the
instruction on “Before You Use This System” at the login page.

3. Username: root & Password: 000000 (six zero)

4. Choose your preferred language [Traditional Chinese] or [English] and then click on the login
button.

. .

/, t%,,—\ ~—

Login ID :
Password :

Language : -English =

Befare You Use This System

Note: Internet Explorer (IE ver6, 7 and 8) are recommended web browser for Web GUI management access of ICI system.



System Main Page

The navigation icon bar is on the top section of the Web Management GUI. ICI Homepage provides
information on the Total Throughput Statistical Report (as shown in diagram below) with Top-Down
and Drilled-Down capabilities.

Total Throughput Statistical Report

Refresh Mail Report [ 20110812 10:24.88 ) Online User List
Daily Traffic Weekly Traffic Ionth Traffic
Senice Category 2011-09-15 2011-08-11 ~ 2011-09-17 2011-09
Quantity = Throughput  Report  Quantity | Throughput | Report Quantityl Throughput Report

Total 2233 99193KB [ 59.367| 3.387.535KB i, | 238.066 12.550.758 KB| [,
T POP3 0 0KB i, a7 32759 KB Il 337 183266 KB [,
2 AP 0 0KB| (i, 0 0KB il 0KB i,
EMAIL ST 0 0KB i, 56 3084 KB Iy, 151 43133 KB [l
[« Webmail(Read) 12 63 KB| i, 293 4461 KB il 1446 19653 KB [l
[l Webmail (Sent) 14 0 KB (i, 120 1822 KB |l 427 5108 KB il
R s 0 0KB (i, 0 0KB il 0KB I,
fica 0 0KB, (i 0 0KB [ 0 0KB ih

¥ YAHOO
- Yele) 0 0KB [l 0 0KB [l 0 0KB [

CHAT

% SKYPE 0 0KB lth 0 0KB [ih, 0KB I,
UT UT Chatroom 0 0KB [l 0 0KB (il i} 0KB [l
@ GOOGLETALK 0 0KB ih 2 5KB  [ih 2 KB ity
RG IRC Chatroom 0 0KB (i, 1 2KB lh 1 2KB il
R @ FTR 1 1KB lih, 1 1KB [y 7 7K lihe
£ P2P 2 6786KB i 3 8561 KB il 3 3561 KB i,




Ilcon Bar

Function

Function

EMAIL RECORD

SYSTEM STATUS

CHAT RECORD

SYSTEM TOOLS

© e e®e e 0:

FILE TRANSFER RECORD REGISTER

OTHERS RECORD DATA SEARCH

HTTP RECORD ALERT SERVICE
TELNET RECORD REPORT

SYSTEM SETTING HOMEPAGE/LOGOUT

e 9006 e e:




Main Page - Total Throughput Statistical Report

Total Throughput Statistical Report provides Daily, Weekly and Total Traffic statistic of different
Internet service categories for the organization network. It shows the total traffic amount usage by the
entire network as well as breaks them out into different service categories. Online User List will show
the List of users (IP Address and Account).

Total Throughput Statistical Report

Refresh Mail Report (20110815 11:07:18 ) Online User List
Caily Traffic Weekly Traffic IManth Traffic
Senice Category 2011-09-15 2011-09-11 ~ 2011-09-17 201109
Quantity | Throughput | Report | Quantity = Throughput | Report  Quantity  Throughput Report
Total 3.026 137543 KB [, 60.161 3425891 KB [, 238,861 12,689 114 KB [k,
& POP3 0 0KB (i, a7 32759 KB [lil 33 183.266 KB, (Il
E2 IMAP 0 0 KB [lih, 0 0KB [k, 0 0 KB i
EMAIL & SMTP 1 809 KB [lil, 57 8893 KB [, 152 43942 KB [lih,
[ Webmail(Read) 23 164 KB|  [lih, 304 4 657 KB (il 1,457 19,749 KB (il
1 Webmail {Sent) 16 98 KB il 122 1.830 KB [lth, 429 5116 KB (il
2SN 0 0 KB (lih, 0 0KB  [lth, 0 0 KB i,
Ica 0 0 KB [lih, 0 0KB [ih, 0 0 KB il
¥ vyAHOO 14 9 KB| [lih, 168 305,923 KB [, 343 1,115,872 KB, [ljh,
A oo 0 0KE il 0 0KB il 0 0KB il
] =% SKYPE 0 0 KB [lih, 0 0KB [tk 0 0 KB i
T UT Chatroom 0 0 KB [lihe 0 0 KB ihe 0 0 KB [lih,
& GOOGLETALK 0 0 KB [lih, 2 5KB (b, 2 5KB (il
|RS IRC Chatroom 0 0KB i, 1 2KB (il 1 2KB (il
e e B FTP 1 1KB| (il 1 1KB !||]],_ 7 7K il
§ P2p 2 6,786 KB [l 3 8.561 KB [lil. 3 8561 KB [ih,

Mail Report allows Administrator to send different reports such as Total Throughput Statistical Report,
Online IP List etc. to the specific Email account immediately or either by hourly, daily, weekly or
monthly basis as shown below.

Email Report Setting
Receiver : ,;Jﬁpart@_lev_eljlcom__ B
Subject : | Total Throughput Report |
Rule: ®@ON OOFF
@ Every Hour

OEveryDay |01 Hour

OEvery Week [Monday | vDay [01 v|Hour
CEvery Month |1 ¥ Date |01 ¥ Hour



Example 1:

Click on the Email - POP3 Quantity of Daily Traffic, it will List down the entire POP3 Emails in the
database.

Daily Traffic i Weekly Traffic Ionth Traffic
Senice Category 2011-09-15 2011-09-11 ~ 2011-09-17 201109
Cuantity | Throughput | Repor Quantity  Throughput | Report| Quantity | Throughput | Report
7 Totsl N\ 3282 137.549K8 Db | 60.416 3426891K8| [h | 239115 12589114 KB i,
\ﬁpopa ) O0KB Il | 87 32759KB [ 337, 183.268KB fuli,
0 0KB il 0 0KB| [l 0 OKB |,
EMAL B sulp 1 809KkB| M | 57  8893KB Qb | 152 23042KB| M
23 164 KB il | 34 455TKB [, 1457 19.749 KB, b,
18 95K B | 122 1830 KB [l 429 5116 KB il

(] Date-Time Account Sendor Subject Wobmail Type S

1. 0 2011-09-15 10.52.55 ancrymcus ragaianggodeanada p % M FW VWhat is youwr purpase in Ba? [oif inside] ——— m
A | 20110915 1005206 anarymens sidtojr_castardoifiysh i M [SPAKb deseigtion geluanudn il m
i 0 20110915 10,5159 ancnymeus ragutar@go2eanads p.. 45 M [SPAMaug commission eToansda Miall m
4 0O 2011.09-15 1051 51 anceymeus sidoj_castmdo@yah 4 M [SPAMJch decrigticn peZnanpaa i m
5 B 20110315 1005144 anemymans masquaz(@goicanada ¢+ K Re latest lacking employment documant of Puarta Bergris g=2zanndn Ml a,
& 0O 20110915 10051 37 anorymcus caneta_ames@yahon ¢ 45 ¢ Re: Lacking Decuments [lames Vikter Cafiste] eToannan Ml m
T 'H 2011-09-15 10-51:35 guilarggedeanada p i PPV JD casas far raview (cap reachad) a2oannda Mail 1+ ]
& 0O 20110915 10,5135 ancrymous sllensalcedolZ3@ysho. . 54 ¥ VERFY acdoanadn il m
s 0O 20110915 10,5134 anorymcus archieloyd@a@ysh % [ Re: lacking smplayment decumants of Villablanca, Archis Lioyd Falix  gedsamsss i m,
0. 0O H01-0815 1004950 I_diznesy dongimenagigmail com 4 P Re: Strategic Partneiship geleannds Mimil I,
£ PO i | 20710815 1048 17 ancrymeus wcps Dgofcanada cam 453, B Application Filed ta CIO - Hava Seatia gdanson Wail m,
12 0 2071-00-15 1064430 llensalcadal23@yaho 4 1 Re: Salcedo. Allen {GENERIC FORMS) - For panting yaeansds Mil m
- L | 20110915 104424 anerymeus allensalcedolZ3@ysho... +5p M Re: Salcedo, Allen {GENERIC FORMS) - For prnting gezanare Ml m,
U O 2011-09-15 10.44.21 ancerymeus fabian@goZeanada co 4z ¥ HOTIRADA, DEBBIE JUDITH S m
5. 0O 2071-08-15 100 15:38 I _ddianesy dfumengineegichal co. 4 1 Re: Helson Pallian Cameon- Ceified JO with printing instructions gelzsmmdn biail m
% 0O 20110915 10.12.35 anceymeus soloj_castado@yah 43 I [SPAMch desergsicn wadcaraon Wl m
7. 0O 2011-09-15 10:11:00 ansrymeus allensalcedal23@yshe 44 M Re. Sakoeds. Allen (GENERIC FORME) - For prnting 2200 ada Uail m
16, O 20110915 1001025 [ 123G yaho. .+ ¥ VERFY geeannde Mall m
19 0 20110915 10010.26 ancrrymeus raguiar@goleonada p 4ig |1 FVW: JO cases for revdew [cap eached) HEE T T m
2 0O 2011-03-15 10:09:02 lensaicedal23@yaho . 4 1 Re: Sakedo. Allen (SENERIC FORMS) - For prnting eDan i Ml =
w12 wwEmerPage[ | Go | Total 23 Total Paga 2 Cument Page 1




Example 2:

Click on the HTTP — HTTP Content weekly traffic throughput (KB), it will display the bar chart of the
HTTP Content traffic for the entire week (7 days). By clicking bar chat (specific day), it will lead you to
that day details content.

& HTTP Link 1569 0KB ik 115 225 L e

@ HTTP Content | 1569 49597 ke Wb | 115.229) (il
HTTR 4 HTTP Upload/Download 65  45.000KB [l 1317 439411 KB | |

8 \ideo Stream _' 4 34975k8 il 380 4275627 KB ih,

HTTP Content Throughput Statistical Weekly Report (KB)

700,000 —

s 606,645

g ] 526,753
500,000
101,508

400,000 - e

300,000

200,000 —|

100,000 — S8, 738

2,782 ;
o I [ | I I I I

= ol @ 5 13 o =
o =3 = = =3 o =
@ 7 z z 7 7 7
= g = = g g =
ol [} [a¥ ] [N} [} [} [a¥ ]

Similar

Date-Time Account Comtant

Ho. O Senrch Whals
1 0 20110914 234961 prodatacbu i racking usage ape conduil senices. com m, q
2 ) 2011-08-14 2348 17 prodalaceby F%ksgin toalkar condul-senices com m q
E] O 2011-09-14 213722 peodataceby Ef%adservng cpuinteractive com m, a,
4 O 20110914 21.37.22 prodatacebu L %adserang cpunteracine cem m, a,
: o0 2011-09-14 2037 21 peodatacetu %kejunkie oy m q,
E 0 F011:08-14 213721 prodatacebu b tjunkia. com M, Q
T (4] 20110814 213713 prodatacebu E%socialgraws Mechnalogies cam =} =
e o 2011-09-14 213546 peodataceby F%¥elcome to Firsfax m, q,
] @] 2011-09-14 21.35.35 prodatacebu i %vada nel m, a
i 0 20110814 213524 prodatacebu - ttjunkie com m, \-l
" =] 0110914 20.38.11 jaan_shame i facebock com =} a,
12 = 2011-08-14 20.38 11 jaze_shame (% Faceboal: =t q
i3 ] F011:08.14 20 33 07 jazé_sharma e fac ebock com n- '-‘1.
14, a 20110914 20.39.07 jaze_shams: % facobook com m, a,
15 B 2011-08-14 20 37 59 jaze_shame (1w facebock com m, a,
16, 0 201140914 203758 jaze_shame s/ %o facabeck cam M 9
s @) 2011-08-14 20 37 £3 jaze_shame e facobaok cam m q
18 a F011:08.14 203761 jaze_shama 1w fac ebook com m, i,
18 0 2011-08-14 20 37 36 jaze_shame 7% Tacebock com 1= § a

20 o 2011-08-14 203735 jaze_shame /%y facabook com m, a,

g

L 1234557n§»nEmerPnne:| Total 9,492 Totnl Page 475 Current Page 1



Example 3:

Click on the Daily Traffic — Summary Report, it will pop out Statistical Report List window and you can
select to click Throughput Statistical Report or Top N report. Click on the Top N, it will display the
User Daily Traffic Top N by Listing the top user IP with information such as Who is?, Throughput (KB)
and Statistical Report which includes Protocol Daily, Weekly and Summary Report.

Daily Traffic
Senice Category 2011-09%
Quantity | Throudhput  Report  Qug

Weekly Traffic Menth Traffic
2011-09-11 ~ 2011-09-17 2011-09
tity | Throughput  Report  Quantity . Throughput Report

Statistical Report List

¢ Throughput Statistical Report
« TopHN

[Total Throughput Statistical Repart >= User Daily Traffic Top n (2011-08-15)

@IP OAccounT User Daily Traffic Topn (2011-09-15) 4lastDay & NextDay® Mail Report

Top User Input Cutput - Total Throughput Statistical Report

i | 192 168 5.96 55971 KB 1301 KB 57,271 KB| _Protocal | _ Daily | _Weekly | Summary
2 1921685250 | 44 506 KB 2431 KBl 46,985 KB _Protocal | _ Daly | _Weskly | Summary|
3 192.168.5 153 20576 KB 1456 KB 22,031 KB| _Protocal | _ Daly | _Weekly | Summary|
4 192168577 | 12,398 KB 1,861 KB 14,259 KB|_Protocal | _Daiy | _Weeky | Summary
5 192 1685154 9.943 KB 1.006 KB 10,961 KB _Protocal | _ Daly | _Weekly | Summary |
6 192168511 | 7.962 KB 2.916 KB/ 10,878 KB| _Protocal | _ Daly | _Weekly | Summary|
7 1921685 8 ' 6,891 KB 468 KB 7.361 KB|_Protocal | _ Daly | Weekly | Summary]
8 192168576 | 1.039 KB 539 KB 1,576 KB| _Protocal | _ Daly | _Weekly | Summary|
9 182 168 5 13 494 KB 946 KB 1.439 KB| Protocal | _ Daily | _Weskly | Summary] |
10 192.168.5.17 ' 50 KB 0KB B0 KB| _Protocal | _ Dally | _Weekly | Summary |
11 192 168 5 63 6 KB § KB 12 KB|_Protocal | _ Daly | _Weekly | Summary |



Click on This will display the user (IP) relationship with username, user login etc. Click on
Protocaol, it will display all applications and throughput (KB) used by this user (IP).

G

Raily Tpaffi n (2011-09-15) 4lastDay ¥ NextDay® Mail Report
Input Output Tatal Throughp!

1 oo =71 KB 1,301 KB 67 27 \KB| _Protocal | Weekly | Summary |
2 192.168.5.250 4 506 KB 2481 KB 46,988 K Daily | Weskly | Summary|
3 192 168 5 153 0576 KB 1 456 KB 22,031 KB _Prjtocal | _ Daily | Weekly | Summary|
4 192 168.5.77 2398 KB 1.861 KB 14,259 KB|_Prftocal | _ Dally | ‘Weekly | Summary|
5 192 168 5 154 9,948 KB 1.006 KB 10,961 KB|_Pritocal | _ Dally | Weekly | Summary|
6 192.168.5.11 7.962 KB 2916 KB 10,876 KB|_Pritocal | _ Daily | Weekly | Summary|
v
X
Relationship between Account
and IP Address
192.168.1.33
- RSN shmily. 0613
IECE v
IEESER 51229
_ FLYY
v
192.168.1.33 Throughput Daily Statistical ( 2008-11-04) LastDay & Next Day
e gggﬁ:ﬁ?ﬁ 2008—%?;:}{'{ Lﬂfﬁ_m i
Quantity Throughput Report Quantity.  Throughput  Report Quantity Throughput  Report
Summary 72,786 9,704,844 KB ||, = 174,809 23245 855 KB [\, | 174,808 23245855 KB |l
& POP3 804 334.255KB il 1960 812745 KB |l 1960 B12745KB i
Fa IMAP 0 0KB [l 0 0KB il 0 OKB il
EMAIL <& sMTP 463 115609 KB [l 1112 27T7.069KB |l 1112 277.069KB i,
= Webmail(Read) 1,454 9,279 KB |l 3487 22321KB I, 3487 22321KB I,
(= Webmail (Sent) 8 109KB [l 17 351KB il 17 351KB il
4,114 58 KB il | 10.052 141 KB [, | 10.082 141KB (il
812 968 KB |, 1,951 4845 KB I, 1,951 4845 KB [,
¥ YAHOO 0 0KB il 0 0KB (il 0 0KB il
A fYelel 1566 13,942 KB |lll,. 3,753 33.413 KB [l 3,753 33413 KB il
3 SKYPE 426 36492 KB il 1,002 81.341 KB, [l 1.002 81.341 KB il
|JT UT Chatroom 4493  14872KB I, = 10.817 35704 KB [, = 10.817 35,704 KB |,
& GOOGLETALK 0 0KB [l 0 0KB ik 0 0KB [lihe
|PC IRC Chatroom 116 M4 KB il 277 84 KB il 277 84 KB il
FILETRANSFER@H-F’ 689 6,373.223 KB [, 1,652 15,233,539 KB [l 1,652 15,233,539 KB il
&= PP 522 305443 KB ||, 1,252 732104 KB il 1,252 732104 KB i,
ONLINE GAME £ Online Game 58 36 KB il 139 86 KB (il 139 86 KB il
& HTTP Link 24 649 KB il = 59.277 88 KB |, = 59.277 a8 KB il
@ HTTP Content 23879 796 TT1KB (i, | 57.427 1933883KB [l = 57427 1.933.883KB [l

HTTP

P e WO RN T, W R nonan FNRA Crnoen A0 ANA A OTA AR LD AN ANA A4 OTA ACA LD



Besides generating report by IP, Administrator can also generate report by Account basis.

OIp @account User Daily Traffic Top n (2011-09-15) 4LastDay ¥ NextDay® Mail Report
Top User Input Qutput ' Tatal Thruughp

1 dlauta 55.971 KB 1.301 KB 57.274KB _Protoca! | Weekly | Summary| |
2 anomymous ' 44 506 KB 2481 KB 46988 K™ Dally | _Weskly | Summary|
3 asamson ' 20,626 KB 1.486 KB 22,111 KB|_Prfocsl | _Daly | _Weekly | Summary |
4 jaze_shame ' 12,398 KB 1,861 KB 14.259 KB| Daly | Weekly | Summary|
5 prodatacebu 9.948 KB 1.006 KB 10.961 KB _P ___! Dally | Weekly | Summary]
6 nvillaceran ' 7.962 KB 2.916 KB, 10,878 KB _Prfocal | _ Dally | _Weekly | Summary

e s | e i e it i e e e R T R R v EOEY RIS
Total Throughput Statistical Report == User Daily Traffic Top n (2011-09-15) == dlauta (2011-09-15)

dlauta (2011-09-15 Thu) %LastDay & Next Day® Mail Report

ko Calisey EQ)EH - 2011 \5\?1& s gnamcng 17 Mantuiiate
Quantity Thrnughput Report | Quantity = Throughput = Report  Quantity  Throughput | Report
Total ' 168 57.271KBl [ |  3.740 716.279KB W | 10701 1.536.009K8 |,
€1 PoP3 ' 0 0KB il 0 0KB [l | 0 0KB il
MR ol 0KB [l 0 0KB i, 0 0KB i
EMAL <& SMTP 0 0KkE [l 0 0KB i | 0 0KB il
[4 Webmail{Read) 0 0KB ke 0 0 KB [mlL 1 51 KB il
] Webmail (Sent) 0 0KB il 0 0KBl il 0 0KB il
2y MsN 0 0KB il 0 oKkBl b | 0 0KB [,
ica 0 0KE [l 0 0KB [l | 0 0KB [l
W5 YAHOO 1 KB b 8 9KB [l | 38 37KB il
A aa 0 0KB il 0 0Kkel [ | 0 0KE [l
CHAT | ; ! - ! Lot
% SKYPE 0 0KB b 0 0KB!  ih 0 0KB (i,
UT UT Chatroom 0 0KB il 0 oKkB| [l | 0 0KB [l
& GOOGLETALK ol 0KB, iy 0 0KB [y 0 0KB il
|R"|RCChatroom 0 0KB [l 0 0KB lihe 0 0KB| il
Sl b & FTP 0 UK_EI.. lih, 0 0KB b | n: 0KB [k
§P2P 0 0KB ik 0 0KB  [lih, 0 0KB (il
TELNET B Telnet 0 0KB il 0 okBl b | 0l 0kBl [l
8 HTTP Link 79 0KB [l 1769 0KB [l | 5078 0KB [l
@ HTTP Content 79 6753KB b 1765 163866 KB |l | 5076  466320KB [l
4 HTTP Upload/Download | 4 2KB il 56| 40k8| i | 120 1.089KB il
8 \/ideo Stream 2 50485KB b 46 549817KB il 80 1056197 KB| il

HTTP e



Click on the Daily, Weekly or Summary Statistical Report of the particular user (IP), it will pop out a
window display statistical on bar chart.

@IP Oaccount User Daily Traffic Topn (2011-09-15)

#lastDay & NextDay®  Mail Report

Top User Input Qutput Total Throughput atistical Repm
1 192 168.5.96 55 971 KB 1,301 KB 57.271 KEN Protocal Daily Weekly | Jiummany
2 192.168.5.250 44 506 KB 2481 KB 46,988 KB _Protoca 2 Weekly | Summary |
3 192.168.5.153 20,576 KB 1.456 KB 22 031 KB|_Protocal | Dl'\* | _Weskly | Summary |
4 192 168 5.77 12 398 KB 1.861 KB 14,259 KB _Pretocal Dilf Weekly | Summary
5 192 168.5.154 9.948 KB 1.006 KB 10,961 KB _Protocal | _ Dffly | Weskly | Summary |
6 192 168 5. 11 7.962 KB 2916 KB 10.878 KB _Protocal | Dfllv | _Weekly | Summary |
X
2011-09-11 ~ 2011-09-17 4last Weekly % Next Weekly= Mail Report 2%
192.168.5.96 Throughput Statistical Weekly Report (KB)
450,000 — 435,049
400,000 - '
350,000
300,000
250,000 -
200,000 172,024
150,000 Pa £
100,000 51995 57,271
50,000 — —
: . [ e | .
= = ) o 3 = =
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Internet Content Reconstruction

Emalil

ICI system captures and reconstructs Email content back to its original content view format. Various

Email protocol types supported are as follow:

abrwpnE

POP3

POP3 (Incoming)
IMAP (Incoming)
SMTP (Outgoing)
Webmail (Read)
Webmail (Sent)

Post Office Protocol 3 or POP3 (Incoming) Email obtainable information includes Date-Time, Account
(with IP/MAC), Sender, Receiver, CC, Subject with Email content (with attachment if any) and Size.

No. [ @
1.0
2 0O
i 0O e
4 0O
5 0O @
6 O @
r H
5 O o

OeeoeeeoeE®

T HomE PAGE | ™ pop3 | T Delete |  Search | i8Account List

Date-Time
2011-09-14 16:43:31
2011-09-14 16:05.01
2011-09-14 15:52.41
2011-08-14 15:52:41
2011-09-14 15:52:41
2011-09-14 14:55:19
2011-09-14 12:36:53

2011-09-14 12:28:55

Accoun
raguilar
raguilar
raguilar
raguilar
raguilar
raguilar
raguilar

raguilar

MH 12345 »mEmerPageI:l

t Sender
ecps@goZcanada
ecps@goZcanada
mrames@go2canad
lores@goZcana
acrivera@nuskin
missjerelyne@ya
carlyslec18@yah

enambatac@yahoo

Features in this POP3 GUI:

e POP3: Refresh the page content.
e Delete: Delete the Email (that has been checked or ticked).
e Account List: This section shows all the Email Account List.

1
2
3
4
5
6
3

i

Account
raguilar@goZcanada ph
dlauta@go2canada.ph
sredido@goZcanada ph

diannesy@goZcanada.ph
academia@goZcanada ph

ecps@go2canada.com

M4 123456789 wmEnterPage[ | Go |

Receiver

raguilar@go2can
raguilar@goZcan
a
mmatienzo@goZca
=2
jarancta@go2can
=3
marque_roi@yaho
=2
raguilar@go2can
a2
raguilar@gozcan
a

raguilar@go2can

cc
raguilar@y

raguilar@g

rose@go2ca

e 1)

Visibility Group = |ALL

v
Every Page -_Cﬂnﬁrm

Similar

Subject Size Cannl Whols
5 [ Your CIC usemame and password 2126 @ al,
7% U £ Your CIC usemame and password 2126 [T Q@
(% [ 1 Received Letters from Canadian Em 10300k [T, @
i3 [ (1 D cases for review (cap reached) 270k [T q
i3 [ 0 RE FFG Donors' Recognition Letter 25 20K [T @
5 11 [ [SPAMIEVA N CABRERA DJD asek [T &
i3 (111 Re” canada assessment 2097K [ \L
5 [ 6 emploment cert 33m T @,

Total 87 Total Page 5 Current Page 1

w
o
o
a
=

[SRINSRVNT s

Total 13,067 Total Page 654 Current Page 1

e Search: Search for Email based on the specified parameters such as Date, Time, IP, Receiver,
Sender, CC, Subject and Account.



® POP3 Search

Date:| 20110901 |& -[2011-09-15 |&

Tmo] B 8- B[ 8
Search method: ®Exact | O Similar
| More IP...

. Search method: & Exact | O Similar
Recewer.i |

IP:
|

Search method: @ Exact | O Similar

! Search method: @ Exact | O Similar

. |Search method: & Exact | O Similar
Sub]a\.i.| |

Search method: ®Exact | O Similar

Account: | |

Source, Destination IP Address and MAC Address by pointing the mouse to the account column.

: = y
1. [ | 2011-09-14 16:43.31 raguilar ecps@go2canada.... raguilar@go2can. . raguilar@g...
2: |l 2011-09-14 16:05:01 ragSrc IP : 192,168.5.155 nada - raguilar@g
Src MAC ¢ 00:50:dai8aceed Egullar@go?can
3 O @ 2011-09-14 15:52:41 ragDstIP : 119.63.0.34 canad mmatienzo@ao2ca

Every Page Display the number of record per page

"] Checkbox: Check or tick the checkbox for deleting
' Attachment: This symbol shows there is attachment in the Email
B shows the IP address

"—T?P Forward Email: Forward the Email to a specific Email account

[¢] Source Code: Shows the Email source and path.

[<] Convertor: Convert the subject name to another language to be readable. This convertor
coverts the character in different coding formats such as zh-ch (Chinese), zh-sg (Singapore), zh-
tw (Taiwan), en (English), utf-8, JP (Japanese).

&) Converse Subject

Charsets :| zh-ch -

Original :| FW: U.S. needs Iran's help to fight Afghan war

View :

Subject: Click on Email subject to view the content of the Email.



. [CL Similar Search: Search for Email with similar content

N 2

No. Account

81 devinedgreat@yahoo com

82 clairealcantara31@yahoa com

83 genuyheng@gmail com
sarenty, @yahoo.com

W4 123456789 wmEnterPage[ ][ Go ]
: ' ™ e

Count Search &
126 (=%
124 =
123 (I8
19 = - |
Total 13,067 Total Page 654 Current Page 5
= ! “

Date-Time Account Sender Receiver Subject
: 3 ] 2011-09-14 1643.31 raguilar a i i U [ Your CIC usemame and password 212K J
guilar@g 2
25 \[F] 2011-09-14 168:05:01 raguilar a. 3 [ 01 Your CIC usemame and password 212K

W 123456769 wmEnterPage[ ][ Go |

. 9 Whois: Provide information of Source and Destination IP and Hostname. It allows you to

Total 4,421 Total Page 222 Current Page 1

search for the IP Address information through the Internet.

Hostname query . P query
SrcIP: Whois query SreHost:  Whois query
Google Map Google Map

Hostname query - P query
DstIP:192.168.5.155  Whois query DstHost:  Whois query
Google Map Google Map

Whois Domain Suggestions Premium Domains Web Search DNS Whois Index |P Index FAQ

who.is

| [ Who.is Search

65.55.135.69 | hotmail com

Whois Archive Information Suggestions

Premium Domains

Web Search DNS Records

Premium Domains Available for Purchase at name.com:

(info? call: 866-830-6479)

Loading..
TLD Availability”  Taken Domains
65.com 6G5net B5org G5info 65us 65.biz
Ads by Google

MaxOnline
The ideal broadband access
for easy home networking

Domain Names by AusWeb
Australian Domain Name Registration
Cheap Domain Names from $11.50

Singapore Web Hosting
Singapare Email / Web Hosting
Reseller, 3G Domains, Blogs, Cpanel

ausweb com au/domain-names/ www starhub com/broadband wWww poznet com
Registry Whois Ads le
OrgName: Microsoft Corp
OrglD:  MSFT
Address:  One Microsoft Way
City: Redmond

StateProv: WA
PostalCode: 98052
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View Email Content

Click on the Email subject and Administrator can choose to open and view the Email content or save
it into the hard drive of the Administrator PC.

B pop3 | W Delats | % Ssarch | :Baccount List

No. [] @ Date-Time Account Sender Receiver cc Subject Size g’ena"r?l:

1 H 2011-09-14 16:43:31 raguilar ecps@go2canada oA @R raguilar@g (5 [ 1 Your CIC usemame and password 2126 @ @
2 [ 2011-09-14 16:05:01 raguilar [ canada L e raguilag “rour CIC username and pagguse 2126 [0 %
3 0O @ 2011-09-1311:39:36 raguilar ecps@go2canada %\che\\eg‘maa. Milton@na i [ (7 Your Job Description Reviewsr s521K [T o
4 0O @ 2011-09-13 11:39:36 raguilar ecps@go2canada E\ambatac p gfiesta@no (g [ (1 Your Job Description Reviewer 55206 [T) Q

File Download

Do you want to open or save this file?

Q Mame: Congratulations and Welcome, el
Type: Internet E-Mail Message, 3.70KE
From: edceb.prodatanet.com.ph

< Open D Save ][ Cancel

F ;'l “whhile: files from the [ntainet can be useful, some files can potentially

harm your computer. [ ou do not truzt the source, do not open or
zave this file. What's te risk?

& Congratulations and Welcome -

File Edit View Tools Message Help |','
g & 8 = X

Reply Reply All - Forward Print Delete Addresses

From: Canadian Immigration Consultancy

Date: Monday, September 12, 2011 §:09 PM

To: michelle_villasan@yahoo.com

Cc: raguilari@ogo2canada ph

Subject:  Congratulstions and Welcome

[

Diear Michelle,
CONGRATULATIONS!

The CIC farily salutes you for your courage to talee that crucial step to
change the course, not only of yvour life, but your family’s as well, and
the generations to come. Indeed, itis a gift of a lifetime for your entire
family!

| €




IMAP

Internet Message Protocol (IMAP) obtainable information includes Date-Time, Account (with IP/MAC),
Sender, Receiver, CC, Subject with Email content (with attachment if any) and Size.

a T e O B e P =
$21MAP | T Delete | X Search | [8Account List Every Page| 8|[ Confim |
No. 0  Date Time Account Sender Receiver €C Subject Size g'::::': Whols

2009-01-09 . = 3 . 3 i

CRER 15:34:18 fgy azaleanena@ya. rtulod@go2canada com B oS Cpaes it 12677k [T %
2009-01-08 B = ot i

2 17:01:06 o] mvasquez@goZe . od@ge2eanadacom.  F 19 Total Throughput Statistical Rep. 1onpaK [Q, &
2009-01-08 ’ =] o 3

3 17:01.03. ROBOT azaleanena@ya... rtulod@goZcanada. com. B B0 19ABH.A.25 280K (O 4
i E o [ i ok )

4 ROBOT 122alerti@mail. 5. tulod@go2canada com. i [ [ Total Throughput Statistical Rep. o0.02K [T _%

50 ftled) azaleanena@ya. 4\iid@ao2canada.com o B 192.163.1.25 250K [C1 “‘§

Features in this IMAP GUI:

¢ IMAP: Refresh the page content.

e Delete: Delete the Email (that has been checked or ticked).

e Account List: This section shows all the Email Account List. (Refer to 2.1.1)

e Search: Search for Email based on the specified parameters such as Date, Time, IP, Receiver,
Sender, CC, Subject and Account.

* IMAP Search

Date:| 2011-00-01 & ~[2011-08-15 |&

Time:} . he | V;;‘ ~|

(oSSR thiod ! @Eatt] B Sinila
il _ MorelP...
Search method: & Exact | O Similar

Receiver:
| |

Search method: @ Exact | O Similar
|

o SRarvmethot; @FGct| @ Siniilag

Sender:

Search method: @Exacl_!_ 9 Similar |
} |
Search method: & Exact | O Similgr

i i

Subject:

Account:

e Source, Destination IP Address and MAC Address by pointing the mouse to the account column
o [FEvery Paﬂe Display the number of record per page

o [] checkbox: Check or tick the checkbox for deleting
o W Attachment: This symbol shows there is attachment in the Email
e 2 Shows the IP address

o % Forward Email: Forward the Email to a specific Email account

e [*] Source Code: Shows the Email source and path.

e [+] Convertor: Convert the subject name to another language to be readable. This convertor
coverts the character in different coding formats such as zh-ch (Chinese), zh-sg (Singapore), zh-
tw (Taiwan), en (English), utf-8, JP (Japanese).

e Subject: Click on Email subject to view the content of the Email.

° m Similar Search: Search for Email with similar content

. 9 Whois: Provide information of Source and Destination IP and Hostname. It allows you to
search for the IP Address information through the Internet.



View Email Content
Click on the Email subject and Administrator can choose to open and view the Email content or save

it into the hard drive of the accessing PC.

EMap | T Delete | 2 gearch | iﬁﬁA_ccouni List Every Page

No. [[] 0 Date-Time Account Sender Receiver cC Subject Size g:arglrljl:li

1. 00 2??%;‘5? aceliz aceliz@hotmail.com Eppoﬁ@e-meldo'u.com (% 11 Fwd: for printing in colored-Kaye Diego b6 35Kk [T
2008-11-04 e =1

2[00 17:32-33 iiid lasvieper@yahao.com support@e-netdata.com 46.77K [T1
2008-11-04 4

3IOw 173213 doray3  doroy3 116@gmail.com support@ 46 77K [T
2008-11-04

400 17:32:33 9 crg2415@yahoo.com Frort@e-netdata.com 46.77K [T

File Download

D you want o open or save this file?

@ Name: POP3_z5DicR el
Type: Thunderbird Document, 57.3 KB

From: 192,168,160

< Open E_ave Cancel

@ “while file from the: [nteinet can be useful, some files can potentially

harm your computer. {flou do rot trust the source, da not open or

save this file. What's te sk ?

ng i.. colored-Kaye Diego] - Inbox - Mozilla Thunderbind

File Edit Vew Go Message Tools Help
l% Get Mail ~ |_|,{Wr\te Address Book. '\\J. Tag ~ Se NESSa0es )-‘
| [Fwd: for printing in colored-Kaye...[ 5 -

[ Q reply ] il [ G-‘ Furward] [@ archivs] [x deletsl

E{17/2011 3111 AM

From Olivia Herreria

subject [Fwd: for printing in colored-Kaye Diego]

to You other actions =
@ Junk Mail Mok Jurk

~
August 19, 2011 —
Dear Sir,
Please print thank you in colored po.
Thanks again,

Olive
»

(£ for printing | aye Diego.eml T Katherine Die_elo -CAS.PDF ) Kathetine Die.er Letter pdf

I@ Mao messages to download




SMTP (Outgoing)

Simple Mail Transfer Protocol or SMTP (Outgoing) obtainable information includes Date-Time,
Account (with IP/MAC), Sender, Receiver, CC, BCC, Subject with Email content (with attachment if
any) and Size.

~ = 2 — = 3
0PePEPEe0eCC L0l —
Visibility Group & | ALL v

7 Home PAGE | % suTP | TDelete |  Search | 8Account List Every Page
No. [] @ Date-Time Account Sender Receiver cc BCC Subject Size 2:'::;:

. B 2011-09-15 12:45:42 rtulod %llc[l@gananadﬁ com 223leanena@yahoo.com (% 1 @ Re: freinds apli 273K @
2 2011-09-15 11:35:00 rtulod hilecliiod Ca e sz smsales@daoxinternati i [ (3 Fwd: Re: Lacking Infermation (for CIO} 1043K 71

3 0O @ 2011-09-15 113143 rtulod Hulod@goZcanada com MaSaUez@go2eanada c sheilaflor i 1 Re” 2nd review of jd of Sheila Flordsliza 9236k [
M4 123456789 wmEnterPage[ ] Total 4,571 Total Page 229 Current Page 1

Features in this SMTP GUI:

e SMTP: Refresh the page content.

o Delete: Delete the Email (that has been checked or ticked).

e Account List: This section shows all the Email Account List. (Refer to 2.1.1)

e Search: Search for Email based on the specified parameters such as Date, Time, IP, Receiver,
Sender, CC, Subject and Account.

Date:| 2011-03-01 | - 20110915 |&

Time:] . L[ . v

Search method: ®Exact | O Similar
| More IP...

Search method: ®Exact | O Similar

IR

Receiver:|

Search method: ®Exact | O Similar
Sender: =

i Search method: @ Exact | O Similar

i Search method: @VExarcl | Q, Similar

: Search method: ®Exact | O Similar
Subject:|- = 2

Search method: ®Exact | O Similar

Account:

e Source, Destination IP Address and MAC Address by pointing the mouse to the account column
o FEvery Paﬂe Display the number of record per page

o [Z] checkbox: Check or tick the checkbox for deleting
o U Attachment: This symbol shows there is attachment in the Email
e E Shows the IP address

. B Forward Email: Forward the Email to a specific Email account

e [*] Source Code: Shows the Email source and path.

e [¢] Convertor: Convert the subject name to another language to be readable. This convertor
coverts the character in different coding formats such as zh-ch (Chinese), zh-sg (Singapore), zh-
tw (Taiwan), en (English), utf-8, JP (Japanese).

e Subject: Click on Email subject to view the content of the Email.

) r‘L Similar Search: Search for Email with similar content

o =4 Whois: Provide information of Source and Destination IP and Hostname. It allows you to
search for the IP Address information through the Internet.



View Email Content
Click on the Email [Subject] link and you can choose to open and view the Email content or save it
into the hard drive of your PC.

Similar

0 a Date-Time Account Sender Receiver CcC Subject Size
Search
O 2011-09-15 124542 rtulod E\ud@gukanada com 8zaleanena@yahoo com 5 [ (1 Re- freinds apli 273k @
O 2011-09-15 11:35:00 rtulod rulod@gocanada com SMSAEs@dorintemati. i M 11 Fwd: Re: Lacking Information (for CIO} 043K T
3. 0O 0 2011-09-15 11:31:43 rtulod mvasquez@goZcan sheilaflor. 928K [T1

rtuled@go2canada.com

W 123456789 wwEnterPags| | Total 4,571 Total Page 229 Current Page 1

File Download

Do you want to open ar save this file?

Mame: Fwd_Re_Lacking Information (For C10).m
Type: Internet E-Mal Message, 10,4€6

From:  edceb.prodatanet.com.ph

ik files from the Inteffet can be useful. some files can potentially
(; harm your computer, | 4 do not st the source, do not open or
save this file. What's thilisk?

Fwd: Re: Lacking Infon ' .ion (for CIO)

Fie  Edt Wiew Tooks Message Help 3
B A e
g & v & X 0 O w
Reply  Reply Al Farward Print  Delete  Provous  Hed | Addresses
From: Reqgie Tulod
Date:  Wednesday, September 14, 2011 8:34 P
To: Sheryl Sales; Regie Aguilar; bergris munez

Subject:  Fud: Re: Lacking Information {for CIO)

Hi Ma'am Sheryll Please find below for your reference. Thanks, reggie ;)

———————— Original Message -------- ||
Subject:Re: Lacking Information (for CIO)
Date:Tue, 13 Sep 2011 18:1645 -0700 (PDT)
From:bergris munez <bergris@yahoo com>
Reply-To:bergns munez <bergns@yahoo.com=
To: Canadian Immigration Consultancy =ecpsi@goeanada com=
CC:Eeggie Tuled =rtulod@ge2canada com?=, bergris puerto <bergris@yahoo.com>

Good day!

T can no longer edit my encoded online application forms because it was already locked. Can T answer the lacking informations
thru email and would 1t be okay if T ask you to edit it for me? &




Webmail Read

Webmail supported includes Yahoo Mail, Windows Live Hotmail, Gmail etc. Webmail (Read)
obtainable information includes Date-Time, Account (with IP/MAC), Sender, Subject (with content)
and Webmail Type.

Oeeoee@oecCCO® I

Visibility Group : |ALL e

m-HOME PAGE | = WebmailiRead) | L Delete | ! Search IA'SAccount List Every Page

Ne. [0 W@ Date-Time Account Sender Subject Webmail Type gg‘;‘rl;:
1 L) 2011-09-15 13:37:41 sredido raguilar@go2canada p 45 1 FW- Received Letters from Canadian Embassy dated September sezesnsds Lsil @
20N[F] 2011-09-15 13:35:03 sredido ecps@go2canada.com s [ GENERIC FORM FOR PRINTING =
1 | 2011-09-15 13:34:37 sredida myvasquez@go2canada.c... +g [ Ret copy of LH Contracts @
£ 2011-09-15 13:24-28 jaze_shame |_bantilan@yahoo com g ™ djd =8
5 0O 2011-09-15 12.50 36 il_dianesy juliepearl_arco@ysho 45 [ follow up question @,
6 O 2011-09-15 12:45:57 flowinstream cposthou@yahoo.com.a... 415 [ Re: Application Forms for me n Ken =8

WM« 123456789 wwEnterPags[ ][ Go | Total 17,422 Total Page 872 Current Page 1

Features in this Webmail (Read) GUI:

¢ Webmail (Read): Refresh the page content.

o Delete: Delete the Email (that has been checked or ticked).

e Account List: This section shows all the Email Account List. (Refer to 2.1.1)

e Search: Search for Webmail based on the specified parameters such as Date, Time, IP, Receiver,
Sender, CC, Subject and Account.

¢ Webmail(Read) Search |
Date:2011-09-01 [& - [2011-09-15 [&
nme| M:[ 8- &: &
IP.Eearch method: @Exa_cl | & Similar
) | More IP...
. |Search method: ®Exact | O Similar
Subject:| |
WebMail Type:| |
Search method: ®Exact | O Similar
JQcc{’u“t: i s e IR o R TR o ot S s - |

e Source, Destination IP Address and MAC Address by pointing the mouse to the account column

o FEvery Page Display the number of record per page

. eckbox: Check or tick the checkbox for deleting
"] checkbox: Check or tick the checkbox for delet

. achment: This symbol shows there is attachment in the Emai
W Attachment: This symbol shows th ttachment in the Email

e & Shows the IP address

o % Forward Email: Forward the Email to a specific Email account

e [*] Source Code: Shows the Email source and path.

e [+] Convertor: Convert the subject name to another language to be readable. This convertor
coverts the character in different coding formats such as zh-ch (Chinese), zh-sg (Singapore), zh-
tw (Taiwan), en (English), utf-8, JP (Japanese).

e Subject: Click on Email subject to view the content of the Email.

. 2 Similar Search: Search for Email with similar content

. 9 Whois: Provide information of Source and Destination IP and Hostname. It allows you to

search for the IP Address information through the Internet.



View Email Content
Click on the [Subject] link and the following GUI which is the Webmail read content will be displayed.

Every Page 20 Gonim |

(] Date-Time

0 Account Sender Subject Webmail Type g';:'rl:;

1. B 20110815 133741 sredido raguilar@go2canada p -+ B FW. Received Letters from Canadian Embassy dated September nads Msil @

2 0O 2011-08-15 133503 sredido ecps@goZcanada com  + M GENERIC FORN FOR PRINTING @

3 W 2011-08-15 133437 sredido mvasquez@goZcanada ¢ 43 B Re: copy of LH (bntracts @,
| 2011-09-15 1324 28 jaze_shame |_bantilan@yahoo com  +3 B djd m

5 M 2011-09-15 12 50 36 il_dianesy juliepearl_arco@yaho. i3 ¥ follow up questi @

6 2011-09-15 12.48'57 cpost coma 43 [ Re: Application fbrms for me n Ken YAHOO Mail @
WH 123456789 mmEnterPaga[ |

Total 17,422 Total Page 872 Current Page 1

{= hitps:/edceb. prodatanet.com. ph/general/common/mailfopenweb. php?_AUTO-118875& TYPE-3&mime_val-... ‘Z”i"z‘

— m—— - — —
TS [0 pradatenet.com.ph v [l certfcate Errer || 3[4 || X | 89 (e coun 2B

File Edit view Favorites Tools Help

o Fevorites | g [B] sunaected Sies @] Free Hatmail @) Wb slice Gallory +

»

‘ehttps:ffedceh.prndatar\at‘cnm‘phtganeva\tmmmnn/m..‘ ‘7| - [ feh v Fege - Sefety - Tooks - @~
FROM : juliepear]_arco@yahoo.com
DATE / TIME : 25‘1'_14}?»1'512]50’.36
TO : juliepearl_arco@yahon.com
SUBJECT : follow up guestion

i
himam.gud am. thanks for sending to me the list of documents needed. mam, ask lang ko, should we submit all the
documents needed under common law partner eventhough he will not accompany my travel to canada? We plan to
declare my bovfriend and my future baby as my dependents but are not acccompanyving my travel what would be the
requirements as for the baby?
mam, still haven't written the letter to my parents but will be doing it today. thank vou for all the help and hope things
will be fine.
From: Dianna Magdalina Sy <diannesy@ golcanada ph
To: nilienearl arca <wlenearl arco@vahoo com> |
Done €D Internet $3 - Biow - |




Webmail Sent

Webmail (Sent) obtainable information includes Date-Time, Account (with IP/MAC), Sender,
Password (if available), Receiver, CC, BCC, Subject with Webmail content (with attachment if any)
and Webmail Type.

0LeO@EeeeeC Ll —

Visibility Group : | ALL v
P HomEe PAGE | ! Webmail (Sent) | Woelete | MPass Hide | ™ Search | A2Account List Every Page
No. [0 0 Date-Time Account Sender Password Receiver cC BCC Subject Webmail Type gggfs{
1 = 2‘1];)15391-25 Hladianesy ﬁannesy@goz:an wz_gabrielle N0 please read asap Donit be | geZeanade Meil =}
4. ] 2(1];10-_0191-;5 il_dianesy diannesy@goZcan kimborgie@ya 153 detailed job description format [
0O 2?;‘529525 i_dianosy l[%ﬂnnes}@g[&can asamson@go2c 153 B kindly validate, 30k Emborgo =18
4+ O 2(1];15713]94715 liadianesy. %ﬂnnesy@gnﬂcan dbr_orion@ya 168 4 please read asap. Don\t be | goZcansds Msil [a
5. 0O 23;14395;5 Hlidianesy ‘(%annesy@goZ:an juliepearl_a 45 1 Re: follow up question gezaansas sl [T
M4 123456789 wmEnterPage[ | Go | Total 4209 Total Page 211 Current Page 1

Features in this Webmail (Sent) GUI:

Webmail (Sent): Refresh the page content

Delete: Delete the Email (that has been checked or ticked)

Pass Show: Shows the login password if available.

Account List: This section shows all the Email Account List

Search: Search for Webmail based on the specified parameters such as Date, Time, IP, Receiver,
Sender, CC, BCC, Subject, Webmail Type and Account

Time:| ¥|: el ¥ =

Search method: ®Exact | O Similar
| | More IP...
Search method: ®Exact | O Similar

IP:

Receiver:

Search method: ®Exact | O Similar
S e i AR TF HIEAD

- Search method: & FExact | O Similar

Search method: ®Exact | O Similar
BCC:|

. |Search method: ®Exact | O Similar
Subject:|— L S :

WebMail Type:| |

Account:

Search method: ®Exact | O Similar

Source, Destination IP Address and MAC Address by pointing the mouse to the account column
Every Page Display the number of record per page

"] checkbox: Check or tick the checkbox for deleting
il Attachment: This symbol shows there is attachment in the Email
& Shows the IP address

“% Forward Email: Forward the Email to a specific Email account

[*] Source Code: Shows the Email source and path.

[¢] Convertor: Convert the subject name to another language to be readable. This convertor
coverts the character in different coding formats such as zh-ch (Chinese), zh-sg (Singapore), zh-
tw (Taiwan), en (English), utf-8, JP (Japanese).

Subject: Click on Email subject to view the content of the Email.

m\ Similar Search: Search for Email with similar content

Q Whois: Provide information of Source and Destination IP and Hostname. It allows you to
search for the IP Address information through the Internet.



View Email Content
Click on the [Subject] link and the following GUI which is the Webmail sent content will be displayed.

20}[ Confirm

Every

[0 @ Date-Time Account Sender Password Receiver cc BCC Subject Webmail Type EL";:I:':
o 2?;13—39{;5 ILdianesy  Giannesy@gozean wz_gabrielle. 153 M please read ssap Donitbe | sszssnsssbiail [T
2 0 2?;16331é5 llidianesy diannesy@goZcan kimborgie@ya.- 153 1 detailed job description format  gs2esnsaa iisil =
3 O 232115292;5 il_dianesy fannesy@gn&:an asamson{@goZc Iy validate, 30k Emborgo, ... ge2esnsds Msil =}
< 23?54;9415 llidian=sy fﬁnnesy@go?can . dbr_orion@ya - [ please read asap. Donit be | .. ge2ssnses Wil 3
= 232”4[9195;5 didianesy fﬁnnasy@gu2can_ x juliepsar_a 153 B Re- fallow up question geZeansds Wil @

p edceb. prodatanet.com. phfgeneralfco 0 ailfope eb.php P i AUTO |
B [ e prodstanst,com,phsene e sl epenieb pone EE g st | bl Certificate Ervar | R
FROM : diannesy@goZcanada ph
DATE / TIME : 2011-09-15 12:49-52
TO : juliepearl_arco@yahoo com’ "p'"Julie Pearl Arco
SUBJECT : Re: follow up question
A
Dear Juliz Pearl,
Yes, uhave to submit if u r going to declare him and the baby.. that will be submitted ONLY during
vour medical . .the baby is nso be, pic and passport onlv. Hence, be ready with it. =
Regards.
Diatme
p.s. My dear Julie, it would be better to start composing that letter and sent it today f possible.. so
vou will have peace of mind._. the more vou delay it. the more u keep on agonizing about it. what if's
etc_. Pray that vou will be guided what to write and pray that when thev received it they will accept
it as calmly as thev could be... Good luck and God bless!
----- Original Message -----
\"Julie Pearl Arco”
: "Dianna Magdalina Sy\"
Sent: Tuesdav, September 13_ 2011 5:05:07 PM
Subject follow up question 2
Done & Internet - Bioow -




Instant Messaging & Chat

Windows Live Messenger (aka MSN)

MSN obtainable information includes Date-Time, Account (with IP/MAC), User Handle (User

Account), Participant Account, Conversation with content which includes file transferred and

MSN webcam (video) session.

2 MSN | T Delete |& Search | :2Account List

No. [0 W@ Date-Time Account User Handle

1. O 2889521&133 tom S torm_D102@hotmail. com

2. [F] 28394312;3 tam “ tom_D102E@hotmail. corm

g. B 23394312;3 chris 5 christine0225@& hatmail. com
A8 23394211;3 friend B friendygg@hatmail com

5 O 2839321513 tarm B tom_0102@hotrnail.com

Features in this MSN GUI:
e MSN: Refresh the page content.

. =

Every Page [ _6|[ Confim |

Conversation

Participants

sunnyB24@pchome. com 4Conversation

friendyga@@hotmail. com +Conversation

she0430@hotmail.com LConversation
torm(511 msn@hatmail. com +Conversation

christine0225@& hatmail. com 4 Conversation

o Delete: Delete the MSN chat record (that has been checked or ticked).
e Account List: This section shows the MSN Account List. Administrator can download the monthly
chat record (in Excel format) and search for the chat record as shown below.

Download

No. Account Count moathly Search
1 webnetdata@hotmail.com 3 <4 m
2 crg241 5@yahoo.com [=
3 aaronngui@heotmail.com
4 support@e-netdata.com

e 1w

& R0 e
0 0 1] 0

Do you want to open or save this file?
] Name: support@e-nefdata.com
[ Type: Microsoft Office Excel 97-2003 Worksheet, 3.06KB
From: 192.168.10.70

[ Open

| o] ()

While files from the Intemet can be useful, some fles can potentially
ham your comptter. ff you do net trust the source, do not open or
save this file. What's the rsl?

a

0 0 0
Every Page[ 6| Confim |
No. [ @ DateTime Account User Handle Participants Conversation Count
1. B 233%32331 webnetdatal B webnetdate@hotmail.com crg?415@yohoo.com LConversation 2
W 1w Total 1 Total Page 1 Current Page 1
File Dowinload =)

Com I
1 m,
2 Q.
19 .
. [
2@



e Search: Search for MSN record based on the specified parameters such as Date, Time, IP, User
Handle, Participants and Account.

® MSN Search

Date: 2009-02-01 & . 20090201 &

Time: - . v - -
P Search method: @ Exact | © Similar
More IP...
Search method: @ Exact | © Similar

User Handle:

Search method: @ Exact | © Similar

Particitants:

Search method: @ Exact | © Similar

Account:

o (EveryPage| 5f| Confirm | pjgplay the number of record per page

o [T checkbox: Check or tick the checkbox for deleting
e W Fjle Transferred: This symbol shows there is file transferred over the MSN

. B Friend List: This will show the entire friend list for the particular MSN account.

2 Friend List webnerdato@hatmail com . Every Page :[3][ Confirm |
Mo Account Hickname
54 wiptan@hotrna il com wijtat
GE tom_0102¢Ehotmail.com tom
66 supporti@e-neldala. com supportiie-neldato.com

ww 151617 1B 192021 2223 wmEnerPage[ |[ Go | Total 65 Total Page 23 Current Page 22

e | Download: Download the MSN chat record.
e Conversation: Click on Conversation to view the chat content.

. r:l\ Similar Search: Search for chat record with similar content.

" Visibility Group : | ALL v
04510 | 0 Delete [ Search | Bhceount List Every Page [ 20][ Confm |
Mo F1 Detis furie [ User Handle Penfcpants € s natlins Cond Z'e";'r':,:
[ i
W 1w Total 1 Total Page 1 Current Page 1
= - o - - o x
@ o P ¢ k. 3 @ @ & g = & A
0 0 0 0 0 1 0 [} 0 0 0 [} 0
L4 2 ] & ] < £ Q ] (3 &= = e
0 0 0 1] 0 0 0 ] 0 0 0 ] 0
| A4S | W Delete |2 Search Every Page | 20][ Conim |
No. O @ Date-Time Account User Handle Participants Conversation  Count
b (| 2011-05-26 20.03.23 gotocanada_cic sredido@hotmail.com 1421610941 +Conversation 1
el Total 1 Total Page 1 Current Page 1




MSN Conversation Content

Click on the [Conversation] link and the following GUI will pop up and you can view the whole chat
session content. It includes chat text message, file transferred (which can be opened and downloaded)
and webcam session reconstructed in mI20 format.

21 Date Time: 2008-06-26 13:32:37 | User Handle: webnetdata@hotmail.com * Export | Every Page :
No. Date-Time User Handle Message Type File Name File Size

1. 23283:2 5335 webnetdato@hotmail.com helo MSHN

2 2328325335 webnetdata@hotmail.com how r u? MSN

3 2[11583:35336 webnetdato@hotmail.com i hope u r fine MSH

4 235%&? webnetdata@hotmail com thanks MSN

2008-06-26 . L
hi 13-32.55 webnetdata2@hotmail.com great to see u online too.. MSH
6. 23[;8325035 webnetdata2@hotmail.com how is things going on? MSHN

2008-06-26

T 139324 webnetdata2@hotmail.com MSHN 357K
g e webnetdata@hotmail.com thanks MSN
9 2328325535 webnetdata2@hotmail.com welcome MSHN
2008-06-26 : 2008-06-26 13:34:28 ~ 2008-06-26
10. 13-24.98 webnetdata2@hotmail.com A MSN ® 153K
i zsgaggsngﬁ webnetdata2@hotmail.com alright! MSN
Me 1l wm Total 11 Total Page 1 Current Page 1

File Download

Do you want to save thiz file. or find a program online to open
it?
i Mame: MM, 1arhSz.ml20
|32
Typpe: Unknown File Type, 1,69MB
From: 192.168.1.122

[ Find ][ Save ]L Cancel |

|~"‘ 1 ‘wihile files fram the Internet can be useful, some files can potentially
@ harm your computer. If wou do not trust the source, donot find &
pragram to open this file or save this file, What's the risk?

To playback the MSN webcam session, click on the video icon and download the webcam file
(in mI20 format) to your PC and play back using the MSN web recorder tool.



MSN Webcam Playback
1. Download and install MSN web recorder 1.0.2 from the following website at
http://ml20rc.msnfanatic.com/download.html|

2. Start or execute the MSN web recorder

% MSN Webcam Recorder - 1.0.2 (=3
File View Advanced Help

Mame Size Diate |

3. Open mi20 file: File - Open — OPEN and select the file to play

% MSN Webcam Recorder - 1.0.2 CEXK
IZIEN View Advanced Help

[5e=[oae |
Elay
giop
Restart
Rename

Remove
Save
Export

Exit

Loak in: |E}Haw Data - VOIF and ‘Webcam _:_J & £¥ B2~

(CIrawdata.Msh

£ ) rawidata YAHOO

My Recent
Docurnents

¢ IR

My Documents

@

My Computer
‘g Fikrame: [MSN 127 h8z mi20 = [oe ]
My Net.work Filez of type: |mI2D stream :.J —Eﬂi—J

Places
[™ Open as read-only



http://ml20rc.msnfanatic.com/download.html

|

|
[ il < [oe] Tt e =5 2 ] 51 ]
0 1] 1] 4

B s
00:00: 00:00 0 e Lt 00:00:54:18
00 00:00: 00 00:00:00:00 00:00:54:18
[
] E wport I

4. Click on [Play] to play back the record MSN webcam session



ICQ

ICQ Messenger obtainable information includes Date-Time, Account (with IP/MAC), User Handle
(User Account), Participant Account, Conversation with content and Count.

@e0eEEPOePCL0e - =

b ICQ | T Delete | & Search [_iihccount List Every P_a_ge.:__ _
No. [[] @ Date-Time Account User Handle Participants Conversation Count g:girlcar:
¢ mg A 192.158.1.78 207706947 290333023 \Comversation 24 @,
M1 M Total 1 Total Page 1 Current Page 1

Features in this GUI:

e ICQ: Refresh the page content.

o Delete: Delete the ICQ chat record (that has been checked or ticked)

e Account List: This section shows the ICQ Account List. Administrator can download the monthly
chat record (in Excel format) and search for the chat record as shown below

e Search: Search for ICQ record based on the specified parameters such as Date, Time, IP, User
Handle, Participants and Account

® |CQ Search

Date:| 2009-02-01 & - 2009-02-16 &

Time: - . | - . -
- Search method: @ Exact | 0 Similar
) More IP...

Search method: @ Exact | © Similar
User Handle:

. Search method: @ Exact | ) Similar
Particitants:

Search method: @ Exact | 0 Similar
Account:

o FEvery Pﬂﬂe Display the number of record per page

o [] checkbox: Check or tick the checkbox for deleting
o W Fjle Transferred: This symbol shows there is file transferred over the ICQ
. B Friend List: This will show the entire friend list for the particular ICQ account.

e + Download: Download the ICQ chat record.
e Conversation: Click on Conversation to view the chat content.

. m Similar Search: Search for chat record with similar content.



ICQ Conversation
Click on the [Conversation] link, the following conversation window content will pop up and you can
view the entire chatting session and files transferred as shown in the diagram below.

Date Time : 2008-09-22 09:38:02 | User Handle : 447852636 * Export | Every Page :
No. Date-Time User Handle Message File Name File Size

1. 2353339[]—52 485185665 hela

7 2358339152 447852636  vyes

3. 23533391;2 447852636 stupib dog

4. “langry 485185665  howru? MAIL rar 3.8K

5 zggaagsggz 485185665 i hope u rfine

6. Eggﬁaga—?? 447852636 thanks

T 2358359552 447852636 great to see u online too..

8. zggaagangz 485185665 how is things going on?

% 23533591-%2 485185665 fine

10. Eggﬁag%%? 447852636 32035:—.045825 13:34:28 ~ 2008-06-26

11 zggaagsggz 447852636 welcome

12 Eggﬁagi-%? 447852636 32038505525 13:34:28 ~ 2008-06-26 Ui;:iii-srjlgée- 13
3 485185665 alright!

09:39:49
WK 1w Total 13 Total Page 1 Current Page 1



Yahoo Messenger

Yahoo Messenger obtainable information includes Date-Time, Account (with IP/MAC), User Handle
(User Account), Participant Account, Conversation (with content), file transferred, VOIP and Webcam

session etc.
FU=1 - [ JOIO[ < Sl wde [ 7] ——
b 4 - . , r - s ’
FIYAHOO | T Delete | & Search | “8Account List Every Page : [ 20][ Confirm |
No. [0 O Date-Time Account User Handle Participants Conversation Count :22:';:
1 O 2011-09-1513.33:03 il_dianesy B il_dianesy eurz07 +Conversation 5 [}
2 O 2011-09-1513:31.08 miillaceran A d_nhetz twinkleberrys AConversation 4 A
3 4| 2011-09-15 13:21:12 jaze_shame 3 jaze_shame mark_jason14344 4Conversation 2 =}
4 O 2011-09-15 13:20044 jaze_shame B jaze_shame blue09englis 4Conversation 2 171
123456769 wwEnterPage[ || Go | Total 9,552 Total Pags 478 Current Page 1

Features in this GUI:

e YAHOQO: Refresh the page content

e Delete: Delete the YAHOO chat record (that has been checked or ticked)

e Account List: This section shows the YAHOO Account List. Administrator can download the
monthly chat record (in Excel format) and search for the chat record as shown below

e Search: Search for YAHOO record based on the specified parameters such as Date, Time, IP,
User Handle, Participants and Account

® YAHOO Search

Date:[2011-09-01 | - [2011-09-15 |&
|

Time:| Vg:i__1i=| *'i:i__‘_’

” Search method: ®Exact | O Similar
1 | More IP...

Search method: @ Exact | ' Similar

User Handlu.i |

it Search method: & Exact | O Similar
Particitants:| |

Search method: & Exact | O Similar
! — ]

Account:

. [EveryPage[ 9| Display the number of record per page

« [Z] checkbox: Check or tick the checkbox for deleting
o Wl Fjle Transferred: This symbol shows there is file transferred over the YAHOO

. B Friend List: This will show the entire friend list for the particular YAHOO account.
e + Download: Download the YAHOO chat record.
e Conversation: Click on Conversation to view the chat content.

° m Similar Search: Search for chat record with similar content.



Yahoo Messenger Conversation, VOIP and Webcam Sessions

Click on the click the [Conversation] link and the following conversation window will pop up and you
can view the entire text chat session, file transfer, VolP (audio) and webcam (video) sessions. For
webcam play back, you just need to click on the webcam (video) icon and it will play back the
webcam video. For VolIP play back, you need to follow the instructions as follow.

¥ Date-Time : 2008-06-26 13:49:14 | User Handle : juventus_ita 8 Export | Every Page : Confirm
No. Date Time User Handle Type Message Time started Finish Time
1 bl e webnetdata2 Message helo
' 13:49-14 8
2008-06-26
2. 134915 webnetdata2 Message how ru?
3 2?28486256 juventus_jta Message hi
2008-06-26 = :
4. 13-49-95 juventus_ita Message | am fine thank you
5 2008-06-26 s T e 2008-06-26 2008-06-26
13:50:03 J = 13:49:37 13:50:02
6 2008-06-26 = TS i Aud Q 2008-06-26 2008-06-26
; 135003 Ll i s e 134937 1350 02
: 2008-06-26 gttt i Video @ 2008-06-26 2008-06-26
’ 13:50:28 J = 13:50:02 13:50:28
8 2008-06-26 AT Video @ 2008-06-26 2008-06-26
F 13:50:54 J = 13:50:45 13:50:52
2008-06-26
9. 13-50-56 webnetdata2 Message good
10. 2?285?50%5 webnetdata2 Message great thanks
1 2008-06-26 A T Video @ 2008-06-26 2008-06-26
) 13:51:07 J = 13:50:31 13:51:06
12. 211]?85(1]50_35 juventus ita Message thanks!
M1 M Total 12 Total Page 1 Current Page 1

Yahoo Messenger VolIP Play Back

To play back Yahoo VolIP session, you can click and download the VolP (audio) file in GIPS format to
your own PC. You must have GIPS Decoder installed on your PC in order to playback the GIPS VolP
(audio) file.

File Download &J

Do you want to open or save this file?

Mame: YAHOOWVOIP_RQkGsE.gips
Type: MyProgramFile, 56.9KE
From: 192.168.1.60

| Open | [ Save | l ' Cancel J

[V] Always ask before opening this type of file

[ 1 While files from the Intemet can be useful, some files can potentially
d harm your computer. f you do not trust the source, do not open or
2 save this file. What's the risk?

GIPS Decoder for Yahoo Messenger VolIP Play Back
This software is used to play back recorded Yahoo VOIP audio file (.GIPS file format). GIPS Decoder
is provided and supported by GIPS community.

Note: GIPS Decoder is maintained by GIPS Community. User would be required to purchase GIPS Decoder directly from GIPS
Community in order to play back Yahoo VolIP audio file.



QQ Messenger *

QQ chat obtainable information includes Date-time, account (with IP/MAC), user handle (user

account), participant account, conversation with content and count.
* Optional Purchase License — Sniffer Agent for QQ 2010, QQ 2010 only supported by using Sniffer Agent (Sold as Optional
License)

COOGEOOEE!

A aa | 1 Delete | # Information [A Search | /2Account List Every Page :[ 20][ Gonfim |

No. [ O Date-Time Account User Handle Participants Conversation Count g::;lrls:
1. H 2338;9&2 superuserdema 152310738 NULL LConversation 27 ([}
2 O 2338529052 flyy 318624984 572670102 +Conversation 3 [al
3 E W 2338529032 diesis 572670102 318624984 +Conversation 3 o}
4 [ 233852911122 flyy 318624984 NULL LConversation 24 [al
5 [F 2[1138129‘1? 192.168.1.142 291676563 NULL LConversation 24 [}
M 1w Total 5 Total Page 1 Current Page 1

Features in this QQ GUI:

¢ QQ: Refresh the page content.

o Delete: Delete the QQ chat record (that has been checked or ticked).

e Account List: This section shows QQ Account List. Administrator can download the monthly chat
record (in Excel format) and search for the chat record as shown below. (Refer to 2.2.1)

e Search: Search for QQ record based on the specified parameters such as Date, Time, IP, User
Handle, Participants and Account.

Date:| 2009-02-01 & - 2009-0217 &
Time: v . v~ v . -
. Search method: @ Exact | O Similar
' More IP...
Search method: @ Exact | O Similar
User Handle:
n Search method: @ Exact | ' Similar
Particitants:
Search method: @ Exact | O Similar
Account:

o Every Page Display the number of record per page

o [ checkbox: Check or tick the checkbox for deleting
e U Fjle Transferred: This symbol shows there is file transferred over the QQ

. 3 Friend List: This will show the entire friend list for the particular QQ account.
e + Download: Download the QQ chat record.
e Conversation: Click on Conversation to view the chat content.

. m Similar Search: Search for chat record with similar content.



How to view the encrypted conversation content for QQ?
The captured conversation in QQ is encrypted. This section explains the process on how to use the
QQ cracker to decrypt the information.

Step 1 — Download the QQ cracker
The following diagram shows the steps to download the QQ cracker. Click on Information and a
Window will pop up as shown below.

QQ | 1 Deletg]# informatio Haccount List Every Page :[ 20][ Confirm |
Fra Similar
S

Search
b S 2006-11-06 18:51:06 §2°165.1.78 318624984 NULL +Conversation 30 @
M4 1 W Total 1 Total Page 1 Current Page 1

unt User Handle Participants Conversation Count

Export

Update Information

1D Filellame

318624984 0061106105106
318624984 318624994 20061106105404

Total 2 Total Page 1 Current Page 1

€ Intemnet | Protected Mode: OFff G #Hi00% -

" File Dowrlaad

Do you want to open or save this file?

@ Mame: setup.zip
Type: WinRAR ZIP archive, 1.25MB

From: 192.168.1.60

Cpen I [ Save ] [_ Cancel ]

Always ask before opening this type of file

ham your computer. F you do not trust the source, do not open or
save this file. What's the risk?

l.-"‘y While files from the Intemet can be useful, some files can potentially

Step 2 — Install QQ cracker into computer

e Unzip the file and install the QQ cracker tool “setup.exe.”

e Click [Next] to continue.

e Click [Next] to continue. You may want to change to different directory to install the QQ
Cracker Tool.
Click [Next] to continue and the system will create a Desktop icon on your computer. The
QQ cracker will then be ready to be installed in your PC system.
Click [Next] to complete the Installation.
Click [Finish] and Launch the QQ Cracker 2 Tool.



Step 3 — Decrypt the conversation.
At Information Export page, download the conversation file.

@ hitps://192.168.1.60/ - QQ PASSWORD INFORMATION - Windows Internet Explorer

Update/ Update Information/ Expart

(S S

=

EileN
I

No. 1D

1. 318624984

2. 316624964
M 1 e

Total 2 Total Page 1 Current Page 1

Done

€D Internet | Protected Mode: Off G ®10% -

'-Ele Download - Security Warning -

T |

Do you want to save this file?

Mame: 318624984 _20061106105106
Type: Unknown File Type, 184 bytes
From: 192.168.1.60

Save

| [ Canesl

save this software. What's the rsk?

I = I While files from the Intemet can be useful, this file type can
\i_p) potentialy ham your computer. i you do not trust the source, do not

Launched QQ Cracker 2 Tool

R 00 Cracker 2.1

sl 2 3 4 5

iz »-I\‘ I B ~I_T.‘

L) @- & RAlLL
Option 6 7 8 9
Range ‘D ~a V| Minirnal and Maximal Length Ell = 8 | % LimitTime |limitless Vi Use Dictionary

Select A UnSelect A1l Clear Finished

‘ Filenarme Time Progress Crack Progress Limit Range Lirnit Length Lirmit Tirme Dictionary Status !
318624984_20080328063226 0% 0% 0-9 B~6 limitless use ready

Password Length

Password length.

Limit Time

Set time limitation.

Function Function Description
1 |Import Encrypted File +and — signs. + means import, - means delete.
2 |QQ ID List QQ decrypted password information.
3 |Speed Test Password cracking capability (number per second).
4 |START Start the process to decrypt.
5 |PAUSE Pause the process to decrypt.
6 |Range Password character range.
7
8
9

Use Dictionary

Whether to use dictionary attack method.




Process of Decryption:
1. Import QQ conversation files to decrypt.

2. Select all configurations.

3. Start to decrypt.
4. Look for the decrypted information at QQ ID List.

& 0Q Cracker 2.1

Fil] Help 4 3

> o

Q 5

R @ é e }
Oplion
[ = " . "
IRange 0~8 Minimal and Maximal Length D m Limit Time Use Dictioriaty I

Limit Time Dictionary Status |
finished

Select Ml UnSelect &1 Clear Finizhed

Limnit Length

Crack Progress Limit Range
B ~h limitiess

ime Progress
1%

Information in QQ ID List with password cracked:

Password Information
—
k I Start Time i Stop Time _Passwurd | Detail
lgggggf;gi 318624984  2008-04-181012:03  2008-04-18 101203 | 123456 (et PASSWORD in Dictianary 1
&l L]

QQ Database Update
Click on Information — Update — Create. A Window will pop out and click [OK] to continue.

= [ B ]

Every Page [ T0[ Carim |

FileName Update

No Data
Total 0 Total Page 0 Current Page 1

® ®0% -

& Internet | Protected Mode: Off

Explorer User Prompt |

Seript Prompt:
Please enter gq's id/password {ex: 319912512/qq1234) -
Cancel

318624384/123456




Then click on the radio button [Update]

|
%@ https://192.168.160/ - QQ PASSWORD INFORMATION _ Windows Internet Expiorer T o s

Update \Update Information/ Export

& Create | W Delete
No. &)
1. B

Every Page :
FileName

318624984 123456

Total 1 Total Page 1 Cui

€D Internet | Protected Mode: Off @  ®100%

-

Windows Internet Explorer

& hitps://192.168.160/general/common/qa/qq_pwd/msg..

Program run... Please close window then go to Update
Information Tag. Watch the information
close

Close the Window and go to Update Information page. This page will show the information of QQ

Database being update.

@)~ o| o

Date/Time

2008-06-29 17:26:37
2008-06-29 17:26:37
2008-06-29 17:26:37
2008-06-29 17:26:37
2008-06-29 17:26:37
2008-06-29 17:26:37
2008-06-29 17:26:37
2008-06-29 17:26:37

Tmm

Message
Account: 318624964Password: 123456

==Program start==

Start decrypt login data

get password key- 428089a5a03812751f504cc 10ee8as
Account not exist or session key is updated!!

Start decrypt message

Account not exist or MESSAGE is updated!!

==Program end==

Total 8 Total Page 1 Current Page 1

Done

& Internet | Protected Mode: Off @

1ok -

You may now return to the QQ page and click on the [Conversation]. It will display the content of the

conversation.

 Date-Time - 2006-11-06 15:51.06 | Usex Handle ; 113524364

" Export | Every Page ;[ 20][ Confim |

No. Date Time User Handle Type

5, Ceaniie 10000 << truncate message >>
P 318624984 yos

g, HSLE 318624084 helo

A A 572670102 how ru?

G e 572670102 hi

e 572670102 1 am fine thank you
B g 572670102 [ ]

go e 572670102 @

5. Andlds 572670102 e
(e 572670102 great thanks
w12 ww

Message

Time started

Finish Time |

i

Total 30 Total Page 2 Current Page 1



UT Chat Room

UT Chat Room is popular chat room in Taiwan. UT Chat Room retrievable information includes Date-
Time, Account, User Handle, Conversation (with content) and count.

To1 - TalFIOlal - IC Sl la] ——_

UT UT Chatroom | 1 Delete | & Search L.:.\gAccount List Every Page :_

No. [F Date-Time Account User Handle Conversation Count f'm'ia'
Search
. | gsgaégadlg reqgistry webnetdata LConversation 27 @
- 2008-06-19 DEC- i i .
] uventus_ita 2
2 O 13:65:54 4XXVRGMYNBU.. I i Conversation 124 1
2008-06-19 "
3. B P vie webnetdata2 LConversation 19 =
B 2?235[1]55;9 e webnetdata2 LConversation 6 (=}
) Total 4 Total Page 1 Current Page 1

Features in this UT Chat Room GUI:

e UT Chat room: Refresh the page content.

e Delete: Delete the UT Chat Room chat record (that has been checked or ticked).

e Account List: This section shows UT Chat Room Account List. Administrator can download the
monthly chat record (in Excel format) and search for the chat record as shown below

e Search: Search for UT Chat Room record based on the specified parameters such as Date, Time,
IP, User Handle, Participants and Account

. Eeenlange Display the number of record per page.

o [ checkbox: Check or tick the checkbox for deleting.
e | Download: Download the UT Chat Room chat record.
e Conversation: Click on Conversation to view the chat content.

. m Similar Search: Search for chat record with similar content.

Sample Conversation:

UT pate. Every Page:[ S][ Confim ]
Date-Time User Hanidle Message

2007-11-28 12:0310 48518856 great to see

2007-11-28 12:03:16 4785 how r u?

2007-11-2812:03:16 2636 i hope u rfine

2007-11-28 12:03:16 5185 thanks

2007-11-28 12:03:16 78526 u online too..

M 1234567 wm Total 33 Total Page ¥ Current Page 2



Skype *

Skype (Voice Call Log) obtainable information includes Date-Time, account (with IP/MAC), User
Handle (user IP), Participants (peer IP), Conversation (with Voice Call Duration Information) and
count. User can also purchase optional Skype Text Chat Message and Voice Recording Module
(Skype Sniffer Agent for Skype version 4.2 and below). This add on module can record Skype Text
Chat Message by manually installing an Agent software on targeted user PC.

* Skype Sniffer Agent for Content Capturing License sold separately

= (@ @ NAS(E=mSIT) B -
“* SKYPE | F Delste | & Search | /&Account List Every Page[ 20][ Confim |
No. [7] Date-Time Account User Handle Participants Conversation Count g:g':;:
1 [ 28581?4237 frankie 192.168.1.10 213.244.170.76 sConversation 1 =
o, ) SEE frankie 192.168.1.10 204.9.163.160 +Conversation 1 i,
09:27:03
L Total 2 Total Page 1 Current Page 1

Features in this Skype GUI:

e Skype: Refresh the page content.

e Delete: Delete the Skype chat record (that has been checked or ticked).

e Account List: This section shows Skype Account List. Administrator can download the monthly
chat record (in Excel format) and search for the chat record as shown below

e Search: Search for QQ record based on the specified parameters such as Date, Time, IP, User
Handle, Participants and Account

o [Every Page Display the number of record per page.

o [ checkbox: Check or tick the checkbox for deleting.
e + Download: Download the Skype chat record
e Conversation: Click on Conversation to view the Skype Voice Call details

. m Similar Search: Search for chat record with similar content.

Conversation Sample:

" Date-Time, 2007-11-28 11:56:25 | User Handle: 192.168.1.190 Every Page :[ 20][ Confim |
Date-Time User Handle How long to talk

2007-11-28 11:56:25 192.168.1.190 0 Day 0 Hour 1 Min 8 Sec

2007-11-28 12:15:16 192.168.1.190 0 Day O Hour B Min 55 Sec

M T Total 2 Total Page 1 Current Page 1



Gtalk (in HTTP Gmail)

Gtalk obtainable information includes Date-Time, Account (with IP/MAC), User Handle (user account),
Participant Account, Conversation with content (text and voice call) and count.

(=] - (e JOIOL T IS @] ®{e [ 7}

No. [ @
.
2 ddl

Features in this Gtalk GUI:

Date-Time
2011-09-14 11:55:31
2011-09-12 17.27:23

WMu 123 »wEmerPagel:l

S'GOOGLETALK | T Delete | & Search | :24ccount List

Account User Handle
like_loneliness 009861238@chikka im
192 168 5 61

e GOOGLETALK: Refresh the page content.
o Delete: Delete the Gtalk chat record (that has been checked or ticked).

e Account List: This section shows the Gtalk Account List. Admin can download the monthly chat
record (in Excel format) and search for the chat record as shown below

e Search: Search for Gtalk record based on the specified parameters such as Date, Time, IP, User
Handle, Participants and Account

o [FEvery Page[ 5[ Confirm | Display the number of record per page.

o [ checkbox: Check or tick the checkbox for deleting.

o Il File Transferred: This symbol shows there is file transferred over the Gtalk.

-1000002163883832@chat facebook com

Participants

009861238@chikka im
-536805224@chat facebook com

. B Friend List: This will show all the friend list for the particular Gtalk account
e | Download: Download the Gtalk chat record.
e Conversation: Click on Conversation to view the chat content.

. m Similar Search: Search for chat record with similar content

Conversation Sample:

" Date-Time - 2008-06-19 13:56-27 | User Handle : neoyuxxx@gmail.com

No. Date-Time
2008-06-19
13:56:27
2008-06-19
13:56:27
2008-06-19
13:56:27
2008-06-19
13:56:27
2008-06-19
13:56:27
2008-06-19
13:56:27
2008-06-19
13:56:27
2008-06-19
13:56:33
Me 1w

User Handle

webnetdata@hetmail.com
webnetdata@hotmail.com
webnetdato@hotmail.com
webnetdoto@hotmail.com
neoyuxxx@gmail.com
neoyuxxx@gmail.com
neoyuxxx@gmail.com

webnetdoto@hotmail.com

Type
Message
Message
Message
Message
Message
Message
Message

Audio

Message
helo
yes
gavy
ookl
great
how is going on?

fine

e

“ Export| Every Page :

Time started Finish Time

2008-06-19 2008-06-19
13:56:27 13:56:28

Total 8 Total Page 1 Current Page 1

[ ]

Visibility Group : | ALL

Every Page :

Conversation

+Conversation

+Conversation

Count
6
1

v

Similar
Search

=8

Total 49 Total Page 3 Current Page 1



Internet Relay Chat — IRC

IRC obtainable information includes date-time, account (with IP/MAC), user handle (user account),
conversation with content and count.

No.

1
Z

CE000ree00e0000 —

IRSRC Chatraom | W Delete | 3 Search | S2Account List
O Date-Time

HostName

[0 2011-09-13 17.27.32 DOX-CCUISOM sendak freenode.net
[] 2011-08-09 17:08:15
WMe 1w

calvino freenode net

Features in this IRC GUI:

IRC: Refresh the page content.
Delete: Delete the IRC chat record (that has been checked or ticked)

Account List: This section shows the IRC Account List. Administrator can download the monthly
chat record (in Excel format) and search for the chat record as shown below

Search: Search for IRC record based on the specified parameters such as Date, Time, IP, User
Handle, Participants and Account

Every Page Display the number of record per page.

[”1 checkbox: Check or tick the checkbox for deleting.

Sample Conversation:

1 Download: Download the IRC chat record.

Visibility Group : | ALL ~
Every Page:[ 20 G |
Channel Conversation Count Similar
Search
puppylinux +Conversation 9 =}
Puppylinux +Conversation 135 =

Total 2 Total Page 1 Current Page 1

Conversation: Click on Conversation to view the chat content.

m Similar Search: Search for chat record with similar content

IR Date-Time : 2011-08-08 17:08:15 | User Handle :

No.
1

o e W R

Date-Time
2011-08-09 17:08:15
2011-06-09 17:09:.07
2011-08-09 17:09:31
2011-08-09 17:10:59
2011-08-09 17:11:13

channix
User Handle

channix

BigMike "
channix

v Export | Every Page : Confirm
Message
helle
ello
eelo
jello

anyone knows how to add puppy linux into windows domain ?



File Transfer

File Transfer Protocol - FTP

FTP obtainable information includes Date-Time, Account (with IP/MAC), Username, Password, Action
(Upload/Download), FTP Server IP, File Name with File Transferred and Whois.

20{[ Confirm

O Date-Time Account Username Password Action FTP Server IP File Name Size 2:':[':; Whols
1 [0 20110915 04:17:21  anonymous anonymous =t Download 68.159.161.62 repomd xml 191k [T \%
2 [0 2011-09-1005:06:38  anonymous anonymous TR Download 88.159 161 62 repomd xml 191K [ t%
3 [0 2011-09-05 041825  anonymous anonymous i Download 88159 161 62 repomd xml 191k [ \%
4 [0 2011-09-04 04:16:48  anonymous anonymous S Download 88 159 161 62 repomd xml 191k [ l.%
i [0 2011-09-0304:1706  anonymous anonymous AR Download 88.159.161.62 repomd xml 191K [0 '%
12345 wwEnterPage| || Go | Total 90 Total Page 5 Current Page 1
e Features in this FTP GUI:
e FTP: Refresh the page record List.
e Delete: Delete the Email (that has been checked or ticked).
e Pass Show: Display FTP account password.
L]

Search: Search for FTP record based on the specified parameters such as Date, Time, IP, User,
Action, FTP Server IP, File Name and Account.

Date :[2011.08-01 [& -[2011-09-15 [

Time ::~:

Search method: ®Exact | O Similar
More IP...

Search method: & Exact | & Similar
User : ‘

Search method: & Exact | O Similar

1B

FTP Server IP ‘ ‘
Search methad: @ Exact | O Similar

File Name ‘ ‘
Search method: & Exact | O Similar

Account ‘ ‘

o [Every Page | 5[ Confirm_ Display the number of record per page.
. Checkbox: Check or tick the checkbox for deleting.
. [CL Similar Search: Search for FTP record with similar content.

O DateTime Account Usemanme Password Action FTP Server P File Name Size oMyl &
O £,
[l 2011-0910050638 anomymous  anonymous Downioad 89159161 62 repomd xml
[l 2010905041625 anomymous  =nonymous Dowmioad 89.159.16162 repomd .zl
4. [0 2010904041648 anonymous  anomymous Downioad 89.159.161 62 repomd xml
W& 12345 wwEnterPage| | Go
S o2 8 L ki 3 % = ] ur
. SO :
0 0 0 0 ] 0 0
Date.Time Account Username Password Action FTP Server IP File Name
1 0O 2011-08-1504:17:21  anonymeus anonymous e Download 88.159.161.62 repomd.xm| 191K
2 [J 2011-09-1005.06:38 anonymous anonymous Laage Download 88.159.161.62 repomd xm| 191K
3 [0 2011-09-0504:16:25 anonymous anonymous e, Download 88.159.161.62 repomd xm| 191K
w123 wwEnterPage[ ][ Go | Total 47 Total Page 3 Current Page 1




e Whois: Provide information of Source and Destination IP and Hostname. It allows you to search
for the IP Address information through the Internet.

Hostname query IP query
SrcIP :192.168.5.250 Whois query Src Host : WWhois query
Google Map Google Map
Hostname query IP query
DstIP :38.159.161.62 Whais query Dst Host : VWhois query
Google Map Google Map
Query Result
IP : 192168 5250 HOST : 192.168.5.250

===
Whois query Whois query

Whois Domain Premium Domains Web Search DNS Whois Index P Index FAQ

who.s =

Whois Archive Information Suggestions Premium Domains Web Search DNS Records

Premium Domains Available for Purchase at name.com: (info? call: 866-830-6479)
Loading.

TLD Availability”  Taken Domains
192.com 192.net 192.0rg 192info 192.us 192.biz

Ads by Google
Domain Name Server Singapore Web Hosting $$5 Singapore Web Hosting
Simple & Secure DNS/DHCP Server Singapore Email / Web Hosting Reliable SG Web Hosting Provider
Try a Live Dema MNow! Reseller, 86 Domains, Blags, Cpanel Hosting more than 3000 Customers !
www BlueCatMetworks com www poznetcom www pozhub com

Registry Whois

OrgName: Internet Assigned Numbers Autharity
OrgiD:  IANA

Address: 4676 Admiralty Way, Suite 330

City: Marina del Rey

StateProv: CA

PostalCode: 90292-6695

Country:  US

NetRange: 192.168.0.0- 192.168.255.255
CIDR: 192.168.0.018

NetName: |ANA-CBLK1

NetHandle: NET-192-168-0-0-1

Parent  NET-192-0-0-0-0

NetType: |ANA Special Use




Peer to Peer File Sharing — P2P

P2P File Sharing obtainable information includes Date-Time, Account (with IP/MAC), P2P Tool Used,
File Name, Last Activated Date-Time, Send Throughput, Received Throughput, Detail (Each
Connection Session, Peer IP, Port Used, Peer Port etc.). P2P protocols supported are Bittorent,
eMule/eDonkey, Gnutella and Fast track.

@eeeeroeerCoe — ®

g?’ P2P | 4 Delete | & Search Every Page : __

= : . . Send Receive ., Similar
Mo [T] Date-Time Account Tool File Name Last Activated ThraugHpt FHehpt Detail Saarah
—  2008-06-27 2008-06-27
1 = 11-08:45 frankie LimeWWire/4 16.6 Bon Jovi - Bad Medicine.m... 11-08:45 {13 643 8K Detal m
= 2008-06-27 ] . ) S 2008-06-27
2 7 11-04-09 frankie LimeWire/d 16.6 Bon Jovi - Living on a Pr... 11:04-09 0B 3K Detail [Q
M1 W lal Page 1 Current Page 1
g?’ Date-Time: 2008-06-27 11:08:45 | IP: 192.168.1.10 | File Name: |ch Jovi - Bad Medicine.mp3 Every Page : Confirm
No Date-Time Action PP Port P-Port
1 2008-06-27 11:08:45 Download 69.66.198.229 59156 16968 643 8K
W1 Total 1 Total Page 1 Current Page 1

Features in this P2P GUI:
o P2P: Refresh the page content List.
o Delete: Delete the record that is checked (by clicking the Checkbox and Delete button).

e Search: Search the P2P record based on the specified parameters such as Date, Time, IP, Tool,
File Name and Account.

® P2P Search

Date :|2009-02-01 & - 2009-02-01 &
Time : - - o - . -
P Search method: @ Exact | © Similar
’ More IP...
Tool : -
. Search method: @ Exact | © Similar
File Name :
Search method: @ Exact | © Similar
Account :

o FEvery Page Display the number of record per page.

o [l checkbox: Records can be deleted by checking the Checkbox and Delete button.

. m Similar Search: Search for P2P record with similar content.



HTTP

When the targeted user surfs the Internet (World Wide Web), ICI system will capture and reconstruct
the Web page contents which include HTTP URL Link, HTTP Content and HTTP Reconstruct. ICI
system will also reconstruct files upload/download (HTTP Upload/Download) as well as video steam
(HTTP Video Stream) such as YouTube, Google Video, Metacafe etc.

HTTP Link

HTTP Link provides information of Web Sites accessed which includes Date-Time, Account (with
IP/MAC) and Host (URL/Web Sites Tag). The Web Sites can be accessible by clicking on the
URL/Web Sites Tag with connection to the Internet.

ePEeEe0e®

Visibility Group : ALL V}

HBHTTP Link | M Dslste | & Ssarch Every Page : [ 20|[ Confirm |

No. | Date-Time Account HOST ggg:‘:hr Whols

] Ldl} 2011-09-15 14:17:02 anonymous fb-client-0.empire zynga.com = %

2 [udl] 2011-09-15 14:16:59 jaze_shame www facebook.com = gﬁx

3 ] 2011-09-15 14:16:58 anonymaous fh-client-0.empire zynga.com [ %

4 O 2011-09-15 14:16:58 il_dianesy presence.msg.yahoo.com =8 Q\

L El 2011-09-15 14:16:56 anonymous fh-client-0 empire zynga com =} u&
M« 123456789 wmEnterPage[ | Total 929,908 Total Page 46,49 Current Page 1

Features in this HTTP GUI:

e HTTP Link: Refresh this page content List.

e Delete: Delete the record that is checked.

e Search: Search the HTTP record based on the specified parameters such as Date, Time, IP, Host
and Account.

® HTTP LinkSearch

Date : 2009-02-01 & _ 2009-02-01 &
Time : - - - - -
IP_Search method: @ Exact | © Similar
’ More IP...
Search method: @ Exact | © Similar
HOST :
Search method: @ Exact | © Similar
Account :

o [FEvery Page[ 5[ Confirm | Display the number of record per page.

o [ checkbox: Records can be deleted by checking the checkbox.
. m Similar Search: Search for HTTP Link with similar content.



e Whois: Provide information of Source and Destination IP and Hostname. Allows you to search for
the IP Address information through the Internet.

Hostname query IP query
SrcIP:192.168.5.77 Whaois query Src Host : Whois query
Goagle Map Google Map

Hostname query IP query
DstIP: Whois query Dst Host :apps facebook com Whois query
Google Map Google Map

Query Result

IP: 192168577 HOST : 192168 577

===
Whaois query VWhois query

Who.is Search I

Whois Archive Information Suggestions Premium Domains Web Search DNS Records

Premium Domains Available for Purchase at name.com:  (info? call- 866-830-6479)
Loading

TLD Availability”  Taken Domains
192.com 192net 182.0rg 192info 192.us 192.Diz

Ads by Google

Domain Name Server Singapare Web Hosting 5$5 Singapore Web Hosting
Simple & Secure DNS/DHCP Server Singapore Email / Web Hosting Reliable SG Web Hosting Provider
Try a Live Demo Now! Reseller, SG Domains, Blogs, Cpanel Hosting more than 3000 Customers !
www BlueCatNetwarks.com www poznet.com www pozhub.com

Registry Whois
OrgName: Internet Assigned Numbers Authority
OrglD:  1ANA
Address: 4676 Admiralty Way, Suite 330
City: Marina del Rey
StateProv. CA
PostalCode: 90292-6695
Country: US

NetRange: 192.168.0.0 - 192.168.255.255
CIDR: 192.168.0.0/16

NetMame: |ANA-CBLK1

NetHandle: NET-192-168-0-0-1

Parent. NET-192-0-0-0-0

NefType: |ANA Special Use content on y bpages depending on

Quickly and easily helps you display alternate




HTTP Content

HTTP Content obtainable information includes Date-Time, Account (with IP/MAC), URL/Web Sites
Tag with Web Pages Content (consists of html text, java script, flash etc. of the web sites browsed).

@HTTP Content | W Delete | & Search

MW 123456789 wmEnterPage || Go |

No

P T T SCPICH C

O

FEEEEEEE

Date-Time
2011-09-15 14:42:05
2011-09-15 14.41:59
2011-09-15 14:41:59
2011-09-15 14:41:59
2011-09-15 14 41:56
2011-09-15 14.41.56
2011-09-15 14:41:56
2011-09-15 14:41:53

SIECIIAIOLCICIS

Account
anonymous
jaze_shame
anonymous
jaze_shame
flowinstream
anonymous
jaze_shame

jaze_shame

Features in this HTTP Content GUI:
HTTP Content: Click on to refresh the content List.
Delete: Delete record which is checked.

Search:; Search HTTP Content record based on the specified parameters such as Date, Time, IP,

Content and Account
Every Page Display the number of record per page.

["1 checkbox: Records can be deleted by checking the Checkbox.

Content
[-]%Em;:\res & Allies
[1%Facebock
[1%apps facebook com
£1%uww facebook com
[%api zynga.com
[H%Empires & Allies on Facabook
1% facehook com

1%y facebook com

[¢] Source Code: Click on the red icon to view the source codes.
% Link: Open the URL link and access the Website.

p
m\ Similar Search: Search for HTTP Link with similar content

“4 Whois: Provide information of Source and Destination IP and Hostname. It allows you to
search for the IP Address information through the Internet

=

Visibility Group : | ALL v
e

Similar
B Whols

AAaf@AaaanA
EBASEERRS

Total 930,286 Total Page 46,515 Current Page 1



Source Code: [°]
When click on , the following Ul will pop up to display the source code of webpage.

Every Page : '-ﬁ ZDL Confirm L

No. (i} Date-Time Account Content g;":rll;: Whols
1. 0O 2011-09-15 14:42.05 ananymous F%Empires & Allies = Q
v Fi 2011-08-15 14:41:59 jaze_shame H%Facehook =t q
3 o 2011-09-15 1441 59 ananymous ©%apps facebook com = g
4 0 2011-09-15 14:41°59 jaze_shame 1%uwww facebook com L= q
5. E 2011-09-15 14:41:56 flawinstream [-]%ap\_zynga_cum k= ‘%
6. O 2011-09-15 14:41:56 ananymous H%Empires & Allies on Facebook = N
T O 2011-09-15 14:41:56 jaze_shame E1% v facebook com EL ‘%
5. O 2011-08-15 14:4153 jaze_shame E1%uwwiw facebook com =t EN
g E 2011-09-15 14:41:53 ancnymous 1% facebook com m\ ‘%
10. ¥ 20110315 144152 jaze_sha F%chat meebo ec2 conduit com =t q
il 8 Fl 2011-09-15 14:41:32 flowins] 1%fb-tc-2 farmville.com m\ ‘%
12 Fi 2011-08-15 144112 floygffbtream 1%uww facebook com = q
13 0o 2011-09-15 14:41:09 onymous 1%ad yieldmanager.com i, 8
14, o 2011-09-15 144108 anonymous ©%insider msg yahoo com = Q
15. O 2011-09-15 14:40:36 ananymous W%fb-client-1.empire.zynga.com 1=} g

M4 123456789 wwEnter Page Go Total 930,286 Total Page 46,515 Current Page 1

">
<style type-"lextlcss > bedy {margin Opx. padding Opx,} </style>

<script type="text/javascript™

rubicon_cb = Math.randem(). rubicon_rurl = document referrer. ifitop. locaticn==document locatien}{rubicon_rurl =

ldocument location’) rubicon_ru
pwindow rubicon_ad = *3202860
fwindow: rubicon_creative = "3226561" + "" + "js”
</script>

</head>

<body>

<!-- BEGIN STANDARD TAG - 728 x 90 - ROS: Run-of-site - DO NOT MODIFY >

<IFRAME FRAMEBORDER=0 MARGINWIDTH 0 MARG‘NHEIGHI"O SCROLUNG'NO WIDTH=728 HEIGHT=90
{SRC="http//adsel i ion=1810368"></IFRAME>

<!-- EMDTAG -><img src="http./pixel quanlsem :amfpwulfpedekonFWc gifflabels=SocialNetworking” style="display:
Inone;” border="0" height="1" width="1" alt="Quantcast"/><script defer="defar" type="text/javaseript™>

f (Math flsor{Math random()*100) < 1}

pvar url

fvar iframe = (window != top)

url = “http:/tap 7pe=8423/13634&pte=! pn="-+iframe
lsctTimeoutifunction(}{ new Image() src = url ), 1000}

</scripts

<img sre= “hitp/Argea.opt fimserve. com/fp gif? 7-0366998dir 7. " style="display

Inone;” border="0" height="1" width="1" al!' »'MDIVST\"LE helgm Dpx \Mﬂthﬂpx mfﬂnw hidden"><IFRAIME
ISRC="http://tap2-cdn. ily_html?rtb, 3/13634" FRAMEBORDER="0"

IMARGINWIDTH="0" MARGINHEIGHT="0" SCROLLING="NO" WIDTH="0" HEIGHT—
wadth: 0px”> </IFRAME > </DIV>

</body>

</html>

height Opx

Done @ Internet L L S |




HTTP Reconstruct

HTTP Reconstruct function will rebuild/reconstruct the entire web page that has been browsed by
users. The obtainable information includes Date-Time, Account (with IP/MAC) and HTTP Web Page
reconstructed content.

Every _.Pﬂgg_:._._.

*4 HTTP Reconstruct | T Delete | & Search

No. | Date-Time Account Content

& i} 2008-06-22 12:07-29 e-netdata [lhttp:/f www.e-netdata.com

2. ] 2008-06-22 11:41:53 e-netdata Fhttp:/fyahoo.com

3 [ 2008-06-22 11:41:48 e-netdata Elhttp:/fwww.google.com

4. [ 2008-06-22 11:40:25 e-netdata [lhttp ffwanw internet-recordor com

o El 2008-06-22 11-40-09 e-netdata [Fhttp /fwww.e-nefdata.com =

6. | 2008-06-22 11:40:02 e-netdata Flhttp:/f www.e-nefdata.com

Iz | 2008-06-22 11:39:48 e-netdata Flhttp:/fwanw_straitstimes_com/Home_html

8. ] 2008-06-22 11:38:22 e-netdata [lhttp:/fad. yieldmanager com/iframe3

9. = 2008-06-22 11:37:53 e-netdata [lhttp:/fwww thestar.com. my

10. il 2008-06-22 11:37:49 e-netdata Elhttp:login.live.com/login.sif L3

it [ 2008-06-22 11:37:30 e-netdata [Ihttp:/fwww. msn.com

12 [ 2008-06-22 11:37:22 e-netdata [Flhttp-ifads yimg com/hbiifadvitest/m_ysm_iframe_2008061. .

13 El 2008-06-22 11:3719 e-netdata Ehttp #fyahoo com/

14. ] 2008-06-22 11:37.01 e-netdata Flhttp:/fwnanw google.com !
M1.1_12345h6789 »_»-I" T o o . " C Total 165 Total Page 9 Current Page 1

Features in this HTTP Reconstruct GUI:

e HTTP Reconstruct: Click on to refresh the page content List

o Delete: Delete record which is checked

e Search: Search the particular records based on the specified parameters such as Date, Time, IP,
URL and ID

o Display Mode: Display either IP or computer (PC) name on this Ul

o Every Page Display records per page. Input the number and click on the confirm
button to set up

« 71 checkbox: Records can be deleted by checking the Checkbox.
e [*] Source Code: Click on the red icon to view the source codes.



Sample Reconstructed Web Page

*J HITR ¥ h age:[ 20][ Confim |
No. |l Date-Time Account Content e
1. = 2008-06-22 12:07:29 e-netdata [Ihttp://www.e-nefdata.com
2. Il 2008-06-22 11:41:59 e-netdata Clhttp:/fyahoo.com
b ] 2008-06-22 11:41:48 e-netdata [http:/fwww.google.com
4. (| 2008-06-22 11:40:25 e-netdata [lhttp:Afwww internet-recordor.com
5 El 2008-06-22 11:40:09 e-netdata Ehttp:/fwww.e-netdata.com L
[ ] 2008-06-22 11:40:02 e-netdata [FIhttp:/fwww.e-netdata.com
[z | 2008-06-22 11:3%:48 e-netdota [Ihttp: /. straitstimes.com/Home _html
B | 2008-06-22 11:38:22 e-netdata [lhttp:ifad yieldmanager comfiframe3
9 = 2008-06-22 11:37:53 e-netdata [lhttp:/fwwnw.thestar. com. my
10 i 2008-06-22 11:37:49 e-netdata [Flhttp:#login live comilogin.sf g
i ] 2008-06-22 11:37:30 e-netdata Flhttp:fwww. msn.com
12 [l 2008-06-22 11:37:22 e-netdata [Ihttp:/fads yimg.com/hbii/advitest/m ysm iframe_2008061. .
13 El 2008-06-22 11:37:19 e-netdata Elhttp:#yahoo_com/
14. [ 2008-06-22 11:37-01 e-netdata Elhttp:/fwaww.google.com L
I«Q.'l_1234;5789 »_»-l--"" T - . . " o Total 165 Total Page 9 Current Page 1

2 Monitoring - Google Search - Microsoft Internet Explorer

Fle Edt Vew Favortes Took Help r

O © HEAG Puo s @ -5 8- B-UHYS

Address @https:ﬂflgz.163‘l.6Dﬂdatasf2EID7rl1VZB_EIZ:EIEI:EISﬂ1577&3D3351427977374/3495DD71DE‘htm\ V|Gu Links
Web Images Groups Dlews Scholar more » -

Google

H Soarch | Advanced Search

‘Mnmtnnng Freferences

Search: @ the web O pages from Singapare

Web Results 1 - 10 of about 177,000,000 for Monitoring [definition]. (0.19 seconds)
Monitoring - Wikipedia, the free encyclopedia Sponsored Links
Look up monitoring in Wiktionary, the free dictionary. To monitar or menitering generally
means ta he aware of the state of a system. ... System Management Portal
enwikipedia.orgfwiki/Monitoring - 17k - Cached - Similar pages Ope Monitor, Control & Alerting b
Up in 20 ming. Download free copy!
MNetwork monitoring - Wikipedia, the free encyclopedia Hyperic.com
The term netwark monitoring describes the use of a system that constantly manitors a . o )
computer network for slow or failing systems and that notifies the ... Monitor Citrix Easily
enwikipedia orgfwiki/Metwork_monitoril 27k - Cached - Bimilar pages Scenarios frorm the User Perspective
Join satisfied companies today.
HostTracker [WWebsite Uptime Monito Service e Ctrise NRGglobal. com
keywards: tracker, website tracker, website monitoring services, web site monitor, web site -
monitoring service, serer monitoring, website monitoring, ... MNetwork Monitoring
host-tracker.com? - 17k - Cached - Similar pages network monitoring sewvice promo
Servers, Apps, DBs, Networks
Vihat is monitoring? wwny bayarea.net
Monitoring is about collecting information that will help you answer questions about your
project. It is important that this infarmation is collected in a ... Status Map Centreon
wwiaw. ceg-vol.org.ukfindex. cfm?pg=166 - 9k - Cached - Similar panes “isualisation Haut Niveau
Navigation Drill-Down

Blohararle Mamitarvime Tosle sty InRrAthis nom

S & Internet

. IR

Note:
To view the reconstructed content, firstly, you are required to turn on Web Page Reconstruction
Capturing Module.

HTTP File Transfer Capturing Module Start Stop

HTTP Content Capturing Module Start [ Stop ] [ Setup ]

Web Page Reconstruction Capturing Module Start

HTTP Request Capturing Module Stop




Then, you are required to start HTTP Reconstruct Proxy Server as the HTTP Reconstruct in
ED2-1.15.0 has been upgraded to use Proxy Service.

Throughput Alert Service Stop

SYSLOG Server Stop [ Start ] [ Setup ]

Account Detection Start [ Stop ] [ Setup ]

Sniffer Agent Management Stop [ Start ] [ Setup ]
HTTP Reconstruct Proxy Server Start Stop

SNMP Read Community Stop
Firewall Setting Stop l!
E-mail Retrieval Service Stop

You are also required to set your web browser configuration to access from by following proxy setting:

= Proxy Address: IP Address of the ICI system, ex: 192.168.1.60
= Port: 8888

Local Area Metwork (LAN) Settings L&J

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[7] automatically detect settings

D |Jse automatic configuration script

Proxy server

|m:i..lse a proxy server for your LAN (These settings will not apply to
= dial-up or VPM connections).

Address: 192,163, 1.60 Port: 8888 Advanced

[T Bypass proxy server for local addresses

] Lo

With the above setting, you will be able to click on the link on the HTTP Reconstruct and view the
reconstructed web page content.



HTTP Upload/Download

HTTP Upload/Download obtainable information includes Date-Time, Account (with IP/MAC), Action
(Upload/Download), File Name (with actual file content) and Upload/Download URL Link, Whois etc.

S HTTP Upload/Download | F Delete | & Search | Rule Set Every Page:[_9][ Confirm |

Qi W

Mo. [O] Date-Time Account Action File Name URL F,“e SIrI"Iarh"u’hol.r,
Size Search
1. B 2335;3_20(1]6 frankie Download [ robots txt http:/flists.mplayerhg - hu/roba.. 248 [T, %
2 2338629452 diesis Upload [ ball zip http://mail.pchome.com 625K [0 @
3. @ 2338629452 superuserdemoDownload [ Install_ICQ6U2 exe  http://http icq com edgesuite. 755M [0 %
4 [0 2338629422 flyy Downloadl ymsgrd00 1389 exe. . http:/idownload yimg.com 574.28K [T1 =9
5 [ 2338629452 guest Download [ adrmpro2 exe http://superwin.swmirror.com 574.80K [ h\’g
M 123456789 wwEnterPage| | Total 307 Total Page 62 Current Page 1

Features in this HTTP Upload/Download GUI

e HTTP Download/Upload: Click on to refresh the page content List

e Delete: Delete record which is checked and ticked

e Search: Search the particular records based on the specified parameters such as Date, Time, IP,
File Name and Account

¢ Rule Set: Define the file extension which the system reconstructs. There are two settings:
Reconstruct All or Set Manually. Administrator can opt to enter the specific file extension by select
Manual option.

Rule Set

Rule: All ©  Manual @

File extension: exe;zip;rar;torrent;doc;pdf xls;txt:mp3;avi;rm;

O Please separated by ; when file extension is greater than one!

No. File Extension List
1 ape
asf

avi

owom

doc

o  [Every Page Display records per page. Input the number and click on the confirm
button to set up

« 71 checkbox: Records can be deleted by checking the Checkbox
. 2 Similar Search: Search for HTTP Link with similar file name or link

e 4 Whois: Provide information of Source and Destination IP and Hosthame. It allows you to
search for the IP Address information through the Internet



Sample HTTP Upload/Download

4 HTTP Upload/Download | M Delete | & Search | Rule Set ‘Every Page :| 2I)l Confirm
- 2 File Similar »
No. [ Date-Time Account Action File Name URL Size Search 3
1 [ 2??%;;1235 vic Upload [=1 1CQ-03 doc http:/fhttp.icq com 768 00K F:L
2008-11-05 4 i -
b A | 1147-28 vie Upload [11CQ-03. http:ffmail_pchome com 0B 2|

. _ : _ —
File Download —_— =5

Do you want to open or save this file?

5 Mame: ICQ-03.doc
== Type: Microsoft Office Word 97 - 2003 Document, 768KE
From: 202.39.29.27

[ ooen |[ save |[ Cancel |

= While files from the Intemet can be useful, some files can potentially
. @ harm your computer. f you do not trust the source, do not open or
save this file. What's the risk?




HTTP Video Streaming (FLV Video)

HTTP Video Streaming (FLV Video Format) obtainable information includes Date-Time, Account,
Host, File Name, URL link of the video stream and file size. Video Stream supported includes
YouTube, Metacafe etc.

No. [
.4

;B W N -

Il
O
]
El

CPPOPER0EE!(

Myideo Stream | M Delete | X Search

Date-Time
2011-09-15 14:53.34
2011-09-15 14:37:18
2011-09-15 14:21:51
2011-09-15 14:15:28
2011-08-15 13:54.05

Account
dlauta
dlauta
dlauta
dlauta

dlauta

M« 123456789 wwEnterPage[ || Go |

HOST
202.78.113

202.78.113..

20278113
20278113
202.76.113

File Name

LHTTPVIDEO_BBPABX fiv

LHTTPVIDEO Jg1fvP fiv

AHTTPVIDEQ _tVs9IVY fiv

LHTTPVIDEO_ONISy4 fiv

LHTTPVIDEO_9Qbz83 fiv

Features in this HTTP Video Streaming GUI:
e Video Stream: Click on to refresh the page content List.
¢ Delete: Delete record which is checked.
e Search: Search the particular records based on the specified parameters such as Date, Time, IP,

File Name and Account

Every Page Display records per page. Input the number and click on the confirm
button to set up

« [l checkbox: Records can be deleted by checking the Checkbox
. (2 Similar Search: Search for HTTP Video with similar file name or link

http
http
http
http
http

11202.78.113.223
11202.78.113.20
/1202 78 113 223
/1202 78 11316
/1202.78.113.208

el

L=

Visibility Group : | ALL
Every Page :- -_Cunﬁrm

File  Similar
Size  Search Whols

1238 3
13.86M  [TL
150 [T
537m [T
gaom [T

Total 2,983 Total Page 150 Current Page 1

w|
|

BEERS

e 4 Whois: Provide information of Source and Destination IP and Hostname. It allows you to
search for the IP Address information through the Internet



Sample HTTP Video Stream

EeorPEe0ECCCO@ m—

Visibility Group : |

Mideo Stream | T Delete | & Search Every Page
No. [ Date Time Account HOST File Name URL g:’; g’e";‘r’;: Whols
1. O 20110915 14:53:34 diauta 202.78.113 JHTTPVIDEQ_BBPABK fiv hitp://202.78.113.223 12.38m [T q
2 [0 2011-09-15 14 3718 diauta 20278 113 WHTTPVIREQ_Jq 1P fiv hitp //202 78 113 20 13gem [T Q
3 [0 2011-09-15 14.21:51 diauta 202.78.113 hitp.//202.78.113.223 150m [ a
4 [ 201109-15 14-15:28 diauta 20278 113 hitp://202 78113 16 sam [T Q
5 [0 2011-09-15 1354 03 diauta 20278 113 JHPIPVIDEC_0@bz83 v Pitp //202 78 113 206 gdom [T q
6. [0 2011-09-15 13:50:22 diauta 202.78.113 TTPVIDEQ_ilpbMh fiv hitp://202.78.113.17 8.5 O Q
7 [0 2011-09-15 13 45 55 diauta 20278 113 VHTTPVIDEQ Xee33e v hitp //202 78,113 24 123m [T Q
8. [0 2011-09-15 11.00.35 diauta 202.78.113 SHTTPVIDEQ_dZ5wjn fiv hitp:#/202.76.113.219 2474w T =S
9 [ 2011-09-15 10:51-06 diavta 20278113 JHTTPVIDED_foevsP fiv hitp://202 78113 17 2457 [0 Q
10. 00 2011-09-1510.22.42 hmike2007 ds sening. IHTTPVIDEQ_BGWTLT fiv Ritp /ids sening-sys com/BurstingRes//Sits-27237/Type-12/34ca0fd . 3490 [T 4
1. O 2011-09-15 10:20:00 anonymous IHTTPVIDEQ_hsYKOP fiv hitp://202.78.113.211 siom [0 =
12 [0 2011-09-14 1924 01 anonymous JHTTPVIDED _anasal v hitp //208 117 243 91 765M [T @
13 0O 201109-14 19:13:47 anonymous SHTTPVIDEQ_grlJbC fiv Pitp:#/208.117.238.211 10410 T q
14 [ 2011-09-14 19:00:20 anonymous JHTTPVIDEQ_A1BOXx fiv hitp-//208 117 243 96 2917m [T &
15 00 2011-09-14 18.59.44 anonymous SHTTPVIDEQ_RGKKAN fv hitp //202.78.113.210 4460 [ Q

WM« 123456739 wmEnterPage[ | Go |

Total 2,983 Total Page 150 Current Page 1

_ _Erodatanet._comfh_'. C !'Szﬁi Certificate Err_DL

1] | @002 = 18 %

€ Internet /- | B0 <




HTTP Request

HTTP Request captures pre-defined web pages record such as Host, Content Type, Referrer and
other defined Rules or Definitions. The obtainable information includes Date-Time, Account, Action
and HTTP Link (URL).

Request | 1 Delete | & Search | Rule Set Every Page :[ 20|[ Confirm |n ]

No. [ Date-Time Account Action URL gimilar Whals 2
earch h

1 [ 2009-09-21 12:04:18 tom GET  http:/iyahoo.com/269308 [ R = N

2. [ 2009-09-2112:04:18 frignd GET  lhttp:/lyahoo comip gif?t=12535058958 yip=A3xselln 7ZKas0 . [T N

3 [0 2009-09-29 12:04:01 chris GET  ‘http:/lyahoo.com/269375 T} < |

4. |71 2009-09-2112:03:48 friend GET  ‘http:/iyahoo.com/?p=us [T @y

W 1w Total 4 Total Page 1 Current Page 1

Features in this HTTP Request GUI:
e HTTP Request: Click on to refresh the page content List
e Delete: Delete record which is checked

e Search: Search the particular records based on the specified parameters such as Date, Time, IP
and Account

e  Every Page: Display records per page. Input the number and click on the confirm
button to set up

o [ checkbox: Records can be deleted by checking the Checkbox
. A Similar Search: Search for HTTP Video Stream with similar file name or link

« 9 Whois: Provide information of Source and Destination IP and Hostname
¢ Rule Set: Setup and Define HTTP Request Capture Rules and Configuration

For example: Setup the Host Type Value.
Edd Rule]

Rule Delete  Value

]Add Rule

Rule Set

Header Value

= I yahoo.com I Submit

Host

Content-Type
Rule Delete  Value

Header Value

Rule Delete Value

1 ¥ Host:yahoo.com




Sample HTTP Request Content:

@ hitps://192.168.1.13/general/common/http/http_original.php? file=LzxQbmt%25252Ba30vPFABOjpDOKMS - Window... L= | E] [WE3

“~

CGET /s/2609375 HTTR/1.1
Accept: *f¥
Referer: http://fsg.vahoo.cond Yp=us
Accept-Language: en-s5g
Tser-dzent: Mozilladd.0 {compatible; MRIE 8.0; Windows NT A.0; Tridentf4.0; Foxw/l; SLCC1; .NET CILE 2.0
sccept-Encoding: zzip, deflate
Host: sg.wahoo.com
Comnnectlon: Keep-Alive
Cookle: Y=v=ldm=aslblinhshaaldl=0k14djki_2j0/ odp=mnd iyl 130005008 b=24 70 [%1z=75450&=Th¥]l z=on-Tskint -




HTTP Social Network Sites

Facebook (Wall, Chat and Games)

Facebook obtainable information includes Facebook Wall, Chat and Games Records. The obtainable
information includes the POST and GET content of Facebook Wall. The GET contents would consist

of the user’s Facebook Homepage content. The POST contents would consist of the users’ Facebook
Posting content.

ime Account User Handle Content Method

=B
&

O
1 O 2011-09-15 14:55:42 miillaceran 100000032094043 Hame GET
2 ] 2011-09-15 14.34. 14 millaceran 100000032094048 Haome GET
3 O 2011-09-15 14.32.39 jaze_shame 757943081 ganahan kaau kos linya aning @[100000523420332.Job Rea Cantetiera). pang Ms. U jud! POST
4 m] 2011-09-15 14:31:58 jaze_shame 757943081 Heme GET
5 ] 2011-09-15 14:25:22 diauta 100000916393659 Home GET
6 O 2011-09-15 14:24°58 jaze_shame 757943081 Hame GET
7 o 2011-09-15 14:20-35 jaze_shame 757943081 malou’ LDR diay? hahaha something in common. me and you! pak! POST
8 O 2011-09-15 14:16:29 diauta 100000916393659 Home GET
o [ 2011-09-15 14:15:56 jaze_shame 757943081 Home GET
10 O 2011-09-15 14:09:34 anonymous 1827326713 Home GET
W 123456789 mwEnterPage| || Go Total 11,611 Total Page 581 Current Page 1

Facebook (Chat) will show the reconstructed results of chat content between the user and the friend
List in his/her Facebook account. Facebook (Games) will show game played and the reconstructed
Games pages accessed by the users.

HTTP Social Network Sites - Twitter

Twitter obtainable information includes date-time, account, user handle and content. The content
consists of POST and GET data.

()Wall C)Chat
No. Ell Date-Time Account User Handle Content Method
il O 2011-09-15 14:55:42 millaceran 100000032094048 Home GET
2 (m] 2011-09-15 14:34 14 nvillaceran 100000032094048 Home GET
3 [m] 2011-09-15 14:32:39 jaze_shame 757943081 ganahan kaau kos linya aning @[100000523420332 Job Rea Cantotiera]. pang Ms. U jud! POST
4 O 2011-09-15 14:31:58 jaze_shame 757943081 Home GET
5 O 2011-09-15 14:25:22 diauta 100000916393659 Home GET
6 O 2011-09-15 14:24:58 jaze_shame 757943081 Home GET
T. O 2011-09-15 14:20.35 jaze_shame 757943081 malou: LOR diay? hahaha. semething in common. me and you! pak! POST
8 (] 2011-09-15 14.16:29 dlauta 100000916393659 Home GET
% O 2011-09-15 14:15:56 jaze_shame 757943081 Home GET
10 O 2011-09-15 14:09:34 anonymous 1827326713 Home: GET
W 123456789 wwEnterPace| || Go Total 11,611 Total Page 581 Current Page 1

HTTP Social Network Sites - Plurk
Plurk obtainable information includes date-time, account, user handle and content. The content
consists of POST and GET data.

a __Every Page[ 20][ Contim |

No. | Date-Time Account User Handle Content Method
1 E 2011-07-25 0847 58 sredide 1921685 94 Twitter / CIC: New ten-year multiple-entr GET
2 | 2011-06-29 15:13:41 millaceran 192168 5 11 CIC {CitimmCanada) on Twitter GET
3 B 2011-06-25 1421 07 raguilar 192 168 5 155 CIC (CitimmCanadal on Twitter GET
4 O 2011-06-23 17:23:40 sredide 192 168 5 94 Twitter / CIC: Any 5 Canadian citizens or GET
5 E 2011-06-17 15:03 55 irresistible_ir imesistible_i Twitter / Profile GET
6 O 2011-06-17 15:03:43 irresistible_ir imesistible_i Twitter / Settings GET
i E 2011-06-17 15:01:53 irresistible_ir imesistible_i Twitter / Profile GET
i} (] 2011-06-17 14:55:31 irresistible_ir iresistible_i Twitter / Profile GET
9 4] 2011-06-16 10:44:44 anna_cones46 192168 5.22 Tuwitter / Gmail We're excited about the pe GET
10 O 2011-06-14 10:55:17 nervezmarlon marlonnenez Twitter / Profile GET
1 B 2011-06-14 10°:53:50 nervezmarlon marlonnenez Twitter / Profile GET
12 ] 2011-06-03 11:40-14 evesandales 192.168.5 .92 Janicel C. Caminade (zany_nice) on Twitter GET
13 o 2011-05-31 10.24 43 gotocanada_cic marlonnervez Twitter / Settings GET
14, (] 2011-05-31 10.22.44 gotocanada_cic marlonnenez Twitter / Settings GET
15 4] 2011-05-31 10:08:45 gotocanada_cic marlonnervez Twitter / Settings GET
16. fudl] 2011-05-25 16:56:49 jaze_shame 192.168.5.77 Dan Yega (threesmorefun) on Twitter GET
17 o 2011-05-13 13:24:25 gotocanada_cic sredido Twitter / Home (sredido) GET

me 123 »wEnter Page Dli] Total 49 Total Page 3 Current Page 1



Telnet

Telnet is an Internet protocol use on Internet and LAN. Telnet clients have been available on most
Unix systems and are available for all platforms. Most network equipment (router, switches etc.) and
OSs with a TCP/IP stack support some kind of Telnet service server for their remote configuration.
Telnet obtainable information in ICI system includes date-time, account (with IP/MAC), username,
password, server IP and session play back.

Ee6GEO0©E ——

B8Telnst | frDelete | & Search Every Page :._

No. [ Date-Time Account User Password Server Record File Sizegln;iE:Whols
sl e fyy fiyy1229 flyy203154 14011217211 TELNET e27077a7d396etb.dat 77.47K [0 &
2 EEC gusst lafa188 lafa1965 14011217211 TELNET 9%c0eacTd396ei7 dat 121.37K [0
3| A gliest new yos 14011247211 TELNET 1913f2d7d396ab3.dat189.25K [T, (4
4 [ 200E09E2 cuperuserdemo doiecisionboss  jmyohxbe 14011217211 TELNET ac5c07867d396237 dat 6252K [T, L
5 B T quest guest 14011217211 TELNET_dde7397d36076e dat 4 67K [T
e 123 wwEnter F'age|:| Total 11 Total Page 3 Current Page 1

Features in this Telnet GUI:
e Telnet: Click on to refresh the page content List.
e Delete: Delete record which is checked

e Search: Search the particular records based on the specified parameters such as Date, Time, IP,
File Name and Account

® Telnet Search

Date : 2009-02-01 % - 2009-0217 &

Time : - . A LA -

Search method: @ Exact | ' Similar
More IP...

Search method: @ Exact | ) Similar

IP :

Account :

o  EveryPage:[ 5|[ Confirm | Display records per page. Input the number and click on the confirm
button to set up

o [l checkbox: Records can be deleted by checking the Checkbox
. A Similar Search: Search for Telnet session with similar Telnet server etc
« 4 Whois: Provide information of Source and Destination IP and Hostname



View the Telnet Session
The following GUI will be popped up when Administrator click the link [Record File]. This GUI acts as

a video player. Administrator can view the process step by step.

Every Page ;[ 20][ Confim |

Ne. [T Date-Time Account User Password Server Record File Size g::':r:
1 2008-06-27 14:35:52  192.168.1.78 guest 163.23.203.77 TELMET_a9fc83453743ad02 dat 506K 2
2 [ 2008-06-27 14:35:51 192.168.1.78 140.112.50. LNET_70c730993743aedc.dat 502K r:L
WM T W Total 2 Total Page 1 Current Page 1

A Month in Paris part |
com7v

Birm

‘-,-34

& f{; s

ssen-,uaﬁm_-n
LA

";,\_-_‘ ‘u"erd:u

=t :
Dusseldorf

Get directions: To here - From here
Search nearby - Save to My Maps

P Play || 1¥ Fast ” B Reset




Others

Online Games

Online Game log obtainable information includes Date-Time, Account (with IP/MAC), Port, Game
Server IP, Server Port and Game Name.

£ Orline Game | 1 Delete | & Search Every pﬂﬂﬁ

No [F] Date-Time Account Port Server-IP Server-Port HName Similar
Search
1 H| 2007-03-07 14:07:22 192.168.1.34 1085 210:208.56.69 80 Mabinogi =
il ) 2007-03-03 10:50:17 192.168.1.34 1393 210.208.86.12 80 Kartrider =
LA Total 2 Total Page 1 Current Page 1

Features in this Online Game GUI:

e Online Game: Refresh the page content List.

Delete: Delete the record that is checked (by clicking the Checkbox and Delete button).
Search: Search the Online Game record based on the specified parameters such as
Date, Time, IP, Port, Game Server IP, Game Server Port, Game Name and ID.

® GAME Search

Date :[2007-1201 [& - [2007-1208 [&

Tne | _®:| 9 9 ]

P :| |More IP...
Port ;| |

DIP ;| |
D-Port ;| |

GameName:
0 |

e  EveryPage: Display records per page. Input the number and click on the confirm
button to set up

« [l checkbox: Records can be deleted by checking the Checkbox
. A Similar Search: Search for Online Game record with similar content



VolIP (Optional Purchase License)

VolP Capture and Reconstruction Module is able to capture, decode and reconstruct VolP sessions
(RTP sessions). It allows the play back of voice calls on network. The supported protocols include SIP
(technology that is most commonly used) and H.323. The supported CODECSs include G.729, G.711-a
law and G.711-u law, G.723, G.726 and ILBC. Obtainable information includes Date-Time, Account,
Caller Number, Called Number, Mode of VolP, VolP Protocol Type, Codec and VolP Audio File with
play back capability. Note that this is additional license module.

206 00 [E[F]S r—
i F . = - A £ ¥ N > &

() VOIP | ir Delete | & Search | Upload Every Page | 20
NO. [[] Date-Time Account Caller Callee Mode Type Codec File Name Time
1t B 2?293335?5 192.168.6 8 E8610044407 E3610000104 peer to peer SiP G723 VOIP_VXdHcR.wav 10 Sec
Z- A 2?392_?45?5 192 168 1.132 28610044420 E35610044421 peer to peer SIP iLf VOIP_i9d6zK wav 58 Sec
3 | 2?39134458 192.168.1.132 E8610044420 B3610044421 peer to peer SIP G729 VOIP_HKr7PR wav 50 Sec
4. [F 2??9524538 192 168 1.132 EL3610044420 B 3610044421 peer to peer GT11a VOIP_DM1QFr wav 1 Min 3 Sec
5 B 2??90341_55 192 168.1.132 E8610044420 B5610044421 peer to peer SIP Gt VOIP_JKofpk wav 1 Min 2 Sec
WM 1w Total 5 Total Page 1 Current Page 1

Features in this VolP GUI:
e VoIP: Refresh the page content List.
o Delete: Delete the record that is checked (by clicking the Checkbox and Delete button).

e Search: Search the VolIP record based on the specified parameters such as Date, Time, IP, Caller,
Called Number and Account.

® \VOIP Search

Date:| 2009-09-01 & - 2009-03-21 &
Time: * . v ~ - . -
P Search method: @ Exact | © Similar
’ More IP...
Search method: @ Exact | © Similar
Caller:
Search method: @ Exact | © Similar
Callee:
Search method: @ Exact | © Similar
Account:

e  Every Page: Display records per page. Input the number and click on the confirm
button to set up

o [T checkbox: Records can be deleted by checking the Checkbox



¢ Upload VolIP License: Please ensure that you have activated the VolIP license (which is optional
purchase). Upload the VolIP license at Registration GUI. Browse for the VolIP License, licence.txt
and upload for activation. Ensure that you have also started the VolP Reconstruction Module at
System Setting — Service — System Services GUI.

X
=¥ Upload Licence File
Licence File : C:\Users\Frankie\Desktop\E-
Upload
X

=¥ Upload Licence File

Licence File :
Upload

Upload Time  File Name Maturity Date Sessions

2009-08-01 13:11  licence.txt 2003/8M 20




Unknown Connection

This section will List out the Unknown connections information like source IP, destination IP, source
port, destination port, source MAC, destination MAC, connection size, packets and protocol
(TCP/UDP). This information can be useful for network Administrator to detection unusual

connections.

i

No.
1

&
3.
4
b

6.
HH

Date-Time

BUnknown Connection List | W Delete | & Search | 4 2009-12-14.
Src Port  Dst Port

] Src IP Dst IP
2009-12-14

O "osig03 192168111 11310122108 1241
2009-12-14

O “osgo3 61165106 164 192 168.1.11 17788
2009-12-14

L 192168111 21818672249 1211
2009-12-14

I 192168111  116.87.96.238 1241
2009-12-14

O “oe7s7 192168111 218186232118 1211

L] 233?‘;}3;;“ 192168111  119.234.187.48 1211

123456789 ww Enter Page | G |

11107

1241

44244

9272

9868

10257

Src MAC

00:24:21:A1-92:TF

00-50-7F-29:58-11

00:24:21:A1-92:TF

00:24:21:A1:92:7TF

00:24:21:A1:92:7F

00:1A:80:5C:58:DE

Dst MAC
00:50:7F:29:58:11

00:1A:80-5C-5B:DE

00:50:7F:29:58:11

00:50:7F:29:58:11

00:50:7F:29:58:11

00:50:7F:29:58:11

Size

106 96K

408

153K

1.08K

1.38K

426 46K

262

4

986

 Export| Every Page : [ 20][ Confim |

Packets Protocol *

UDP

UDP

UDP

ubrP

uprP

m

uprP

Total 2,426 Total Page 122 Current Page 1

Done

Features in this Unknown Connection GUI:
Unknown Connection Lists: Refresh the page content List.

* Unknown Cennactlen List Search

Delete: Delete record checked (by clicking the Checkbox and Delete button).

€ Internet | Protected Mode: OFff

$n -

#100%

Search: Search the Unknown Connection record based on the specified parameters such as Date,
Time, Source IP, Destination IP, Source Port, Destination Port, Source MAC, Destination MAC

and Protocol.

Date : | 2009-12:01 & - 20031214 %
Time : - - L3 -
Search method: @ Fxact | Similar
SrclP:
Search method: @ Fxact | Similar
DstlP :
Search method: @ Fxact | Similar
Src Port :
Search method: @ Fxact | Similar
Dist Part :
Search method: @ Exact | Similar
Src MAL :
Search method: @ Exact | Similar
st MAL -
Protocol -

W

Every Page :[ ][ Confim | Display records per page. Input the number and click on the confirm

button to set up

[”] checkbox: Records can be deleted by checking the Checkbox



System Setting

Network Setting

Device NMode Capture Setting
ethl MANAGE € 192 168.10.200 255.255.255.0 192.166.10.2556 192.168.10.1

Configuration Default New Setting

Primary 192.168.10.1
Second

€D If you want to restore the system to original setting,
Please input COM port key, then reboot!

System Action : [ ShutDown,| [ Reboot.

Current System Time : 20090217 21:08:09
@ Manual © Automatic

Time Zone : Asia - .Tajpei v
Year Month Day Hour Minute

Time: 2009 v 02 v 17 v 21 v 06 v | .Setupus

e Device Setup: Setup the system operation mode. The next section will give more detail regarding
the operation modes and how to setup the operation mode properly.

e DNS Setup: Setup the Domain Name Server (DNS) IP. The IP can be obtained from your ISP
providers.
System Power off Setup: Reboot or shut down the system.
System Time Setup: Defining the system date-time.



Network Setup

This section allows the Administrator to setup different modes of operation for the ICI system.

i} Network Set - Device Setup '

Device Mode Capture Setting
ethl  MANAGE - 192.168.1.85 255255 255 0 192.1658.1.255 192.168.1.1
eth1 = C
eth2
eth3
eth4 £
eth5 : .Finished || Reset
Device Mode Capture Setting
ethl -
eth1 -
eth2 -
ethl -

Network Set: @ Manage ' Sender  Bridge
IP - 192.168.1.60
E ~ nNetMask - 255 255 255 0

GateWay - 192.168.1.1

There are basically two parts need to be configured for the network setting. One is the configuration of
management port and the other is configuration of the capture port. These two configurations can
operate together in one NIC card or separately operate in different NIC cards.

There are two operation modes can be configured for the ICI System, however, Mirror Mode is highly
recommended for best performance result.

A. Mirror Mode
B. Bridge Mode (Inline Mode)



A. Mirror Mode

In terms of Mirror Mode, it uses two NIC cards to operate. One is for data capturing, and the other is
for system management. The following diagram shows the concept of how this mode is operated. The
NIC card (labelled Number 1) with port “eth0” is connected to the top HUB/Switch to capture the data.

The NIC card (labelled Number 2) with port “eth1” for management (system web/telnet access) can
be connected to the HUB or Switch.

Firewall

Management

ICI-1000

This section illustrates the way of how to set up the Mirror Mode with the following diagrams step by

step:

Step 1:
1.
2.
3

4.

athD
ethl
eth2

athd

% NETWORK SET - DEVICE SET

DEVICE MODE CAPTURE STATUS

Management Port Setup

Select and tick the option “MANAGE"

Select the NIC card called “eth0”.

Setup the information of IP, Mask IP, Broadcast IP and Gateway IP. Please check with your
network Administrators if you are not sure the IP setting.

Click on the button [Transfer] to submit.

Finished || Resat

winal]
NETWORK SET TS MANAGE O SENDER O RECEIVER O BRIDGE
w:[iszEarom [ 3

& —————  MetMask : |[255 265 256.0
2 Tethd —_—

T praadcase - [192.168.1.255

otway : [[22160 11 | ianai— 4




Set 2: Capture Port Setup
5. Click on the button [Set] on Device ethl or eth2 or eth3. Only one Ethernet port can be set to
capture the data.

i NETWORK SET - DEVICE SET

DEVICE MODE CAPTURE STATUS
ethil 192168 1,001 265 265, 265.0 142 168, 1,285 152,168.1.1
ethi
et
ethd

HETWORK SET:  MANAGE ) SENDER O RECEIVER O BRIDGE

.

Set 3: Finish Setup
6. Click on the button [Finished], the system will reboot and the network setup is completed.

!-j NETWORK SET - DEVICE SET

6 gl ]

DEVICE MODE CAPTURE STATUS
athl IANSGE - 192.163.1.201 255 255 255.0 152.1608.1.255 192.168.11
athl E C
athiz
eth3

HETWORK SET:  MAMAGE O SENDER O RECEIVER O BRIDGE

M




B. Bridge Mode (Inline Mode)
This mode uses two NIC cards to operate in the ICI system. The following diagram shows the concept
of how this mode is operated.

ICI-1000

Firewall

Core Swiich

This section illustrates the way to set up the Bridge Mode with the following diagrams step by step:

Step 1: Bridge Setup
1. Select and tick the option “BRIDGE”
2. Select Bridge port 1 and 2 (two NIC cards) as shown on the following diagram.
3. Setup the information of IP, Mask IP, Broadcast IP and Gateway IP. Please check with your
network Administrators if you are not sure about IPs.
4. Click on the button [Transfer] to submit.

DEVICE MODE CAPTURE STATUS
sthd - Set
sthl - Set
eth2 - Set 1
eth3 Set l
NETWORK SET : O MANAGE O SENDER O RECEIVER & BRIDGE

BRIDGE 1 PORT : 2
BRIDGE 2 PORT : | eth1 |+

IP: [192.1658.1.60 _'3

NethMask :

BroadCase :

GetWay = 192.165.1.1 | Transfer | >4




Set 2: Capture Setup

5. This step produces one visual device called “br0” to manage the data. It is suggested that
Administrator to choose this visual device “br0” to capture the data as well.

3 NETWORK SET - DEVICE SET
DEVICE MODE CAPTURE STATUS

ethd BRO

ethi BRO

eth2 - Set

eth3 - Set

b MANAGE D 192.168.1.60 255.265.255.0 192.165.1.265 192.168.1.1

NETWORK SET:  MANAGE O SENDER O RECEIVER  BRIDGE

Set 3: Finish Setup
6. Click on the button [Finished], the system will reboot and setup the Bridge mode.

f-! NETWORK SET - DEVICE SET

6 sty e
DEVICE MODE CAPTURE STATUS
ethl ERO
eth1 BRO
eth2
ethl
bl MANAGE c 192.166.1.60 255.255.255.0 192.168.1.255 192.168.1.1
NETWORK SET:  MANAGE O SENDER C RECEIVER  BRIDGE




DNS Setup

Input the primary and secondary DNS provided from your ISP provider; click on the button
[Reset] to set up.

Configuration Default New Set

Primary  192.168.1.3 | |

Second | |

Shutdown and Reboot
Administrator can shut down or reboot the system through this GUI.

@ If you want to restore the system to original setting,
Please input COM port key, then reboot!

System Action : | Shut Down, |“




System Time Setup

Administrator can select Manual or Automatic setup for system time.

3 Network Set - System Time Setup

Current System Time : 2008-11-05 13:54:56
© Manual @ Automatic
Time Server: time stdtime govph ~ Add Delete. Test
Time Zone : Asia = Philippines -
Week Day Hour

Cron Time : - - - |cSetup __Cancel

Manual setup allows Administrator to setup the time zone and system time.

% Network Set - System Time Setup

Current System Time : 2008-11-05 13:54:56
' Manual @ Automatic
Time Server: time. stdtime gov.ph -+ Add Delete. Test
Time Zone : Asia - Philippines -
Week Day Hour

Cron Time : hd - ~ | aSetup . Cancel

Automatic setup allows Administrator to add additional time server for time synchronization. It also
allows Administrator to setup the time zone. Besides, it allows Administrator to setup the
synchronization time (week, day or hour).



Filter Setup

It allows the Administrator to define the List of IPs or Protocols to be captured and stored into the ICI
system database base on tcpdump format.

Delete Filter Content
x larp -
Font Size: + - r-:—
TCPDUMP(8) TCPDUMP(8)
NAME

ffcpdump - dump traffic on a network

SYNOPSIS

ftcpdump [ -AdDeflLnNOpgRStulviX ] [ -c count ]
[-Cfile_size][-Ffile]

[ -i interface ] [ -m module ] [ -M secret ]
[-rfile][-ssnaplen][-Ttype][-wiile]

[ -W filecount ]

[ -E spi@ipaddr algosecret,... |

[ -y datalinktype ] [ -Z user]

[ expression ]

DESCRIPTION
Tcpdump prints out a description of the contents of packets on a net-

G PO o D ot {5 Rt ol S YOO S et D Ly A S

Some Samples Setup:

Sample 1:
Record all information captured from IP 192.168.1.10
Key in: host 192.168.1.10

Sample 2:
Records all information captured from IP 192.168.1.10 and 192.168.1.20 or 192.168.1.30. Key in:
host 192.168.1.10 and (192.168.1.20 or 192.168.1.30)

Sample 3:
Records all Telnet sessions of 192.168.1.10
Key in: tcp port 23 host 192.168.1.10



Storage

It shows the hard disk utilization information which includes hard disk capacity, utilization, and
available space (size in Gbytes and %) left. Warning message can be configured to be issued to
Administrator when utilization reaches the threshold. The system memory status and system server
status is also provided here.

HD size Used Pvailable Space Available(%)

4505 216M 430G 99%

Type Total (KB) Available Space (KB) Available(%)
Memory 1034092 29360 3%
Swap 1048565 1048565 100%
W
Type Byte Size
RX 9656582211 [920.98i8)
TX 3103 (3.0KIE)

Type Status Pont
SSH Open 22
RPCBIND Open il
HTTPS Open 443
MYSQL Open 3305

AJP13 Open a00g




Services

It consists of 4 sub sections: System Services, Logger Services, Set Logger File Size and Sniffer
Agent Management.

System Services
This section allows the Administrator to setup the system services such as FTP server, packet source
module, syslog server, auto Email retrieval service etc.

; -Eystem fewim&etup
Service Status Action Setup
S5H Daemon Start
FTP Server Stop | Start
Mail Server Stop @
Packet Source Module Start Ttup
Full Text Search Engine Start
Packet Parsing Module Start | Stop
System Time Synchronizer {NTP) Stop
Throughput Alert Service Stop Start
SYSLOG Server Stop | Start l I Setup J
Account Detection Start l Stop l [ Setup ]
Sniffer Agent Management Stop | Start l l Setup J
HTTP Reconstruct Proxy Server Start
SHMP Read Community Stop
Firewall Setting Stop Setup
E-mail Retrieval Service Stop




Service

Function Description

SSH Daemon

Allow SSH Secure Shell Client or File Transfer access.

FTP Server Start the FTP server service for downloading of
reserved raw data files, backup ISO file or syslog
message.

Mail Server System Mail delivery service.

Packet Source Module

Allow Administrator to switch between Sniffer Mode and
ICAP Server Mode (proxy server mode). Allow system to
capture raw data packets through the mirror mode. Allow
Administrator to setup in order to reserve (keep) raw data
files collected. Setup can be configured to allow the raw
data reserving function.

Full Text Service Engine

Allow full text search function, search by key word.

Packet Parsing Module

Packets parsing function

System Time Synchronizer (NTP)

Allow system time synchronization with the NTP server.

Throughput Alert Service

Allow throughput alert function.

Account Detection

Auto capture AD account name.

Syslog Server

Syslog server — syslog message collection

Sniffer Agent Management

Skype Agent Port Management

HTTP Reconstruct Proxy Server

Start this service for using Proxy service for HTTP
Web Page Reconstruction

SNMP Read Community

SNMP service.

Firewall Setting

Firewall service to allow only specified IP to access the
system.

Email Retrieval Service

Retrieving Emails from a specific Email Account through POP3
or IMAP service.




Packet Source Module

This section allows Administrator to setup the packet source which could be Sniffer Mode (system
default) or ICAP Server Mode (Internet Content Adaption Protocol). Sniffer mode means the system
will utilize the mirror/sniffer mode to capture traffic from the network (port-mirror capable switch or
hub). ICAP mode allows the data to be provided by the ICAP proxy server from the network users
which are connecting to the Internet through the ICAP proxy server. It requires the ICAP proxy server
to be properly configured to send the data to the ICI system for reconstruction.

Besides, this section also allows Administrator to setup raw data reserving function. It allows
Administrator to keep or store the captured raw data in the size of 100MB per raw data files basis. It
also allows the Administrator to define storage size of raw data files. The raw data file reserved is
stored in first in first out basis. New raw data file will replace the old raw data file. These raw data files
reserved can be downloaded by using FTP client (with Console username/password set). The raw
data files are automatically hashed with MD5 checksum to protect the raw data files integrity.

X

_
=8 packet Source

Source : @ Sniff Mode ) ICAP Server | Submit

(=5 Rawdata Storage
Size

Status : ) Start @ Stop

Set Size : GB | Submit




Syslog Server Service

This function allows the system to be a syslog message collector. Syslog messages collected from
router, switches, servers and network equipment can be stored inside the ICI system. Administrator
can export or download these syslog messages by using FTP client (with Console
username/password set). Administrator needs to manually calculate the MD5 hashed value from this
GUI before exporting or downloading the syslog message to protect the syslog message integrity.

X

e N
% Syslog - Settings

@ Split Log File by Size 100 MB
Split Log File by Time Daily -
Number of Log Files to keep 10

{Z Syslog - MD5 Check Sum

7 Sysiog - MD5 CheckSum

© Please download files from links below by using Ftp software!

;ftp:,a",a"192.168.1.121Hsgslogx’messages.zip |
|ftp://l19z.1658.1.121/syslog/messages. cip . mds

SNMP Read Community
This section allows the Administrator to set the SNMP Read Community.

X

ET

Community

Status : () Start @ Stop
Please setting Community :

Value

SMNMP Read Community : public




Firewall Setting

This service allows Administrator to specify the IP address or subnet that has the permission to
access the ICI system.

1. Allow Access by Specific IP Address

FireWall Setup
Create Allow IP ; 192168123 1 | [Add
WirDelete | firDelete Al
O Allow IP
E 192.168.1.10
O 192.168.1.23
2. Allow Access by Subnet
Firewvall Setup

Create Allow IP : 192,168.1.0/24 1: l

P =Y

1 Delete | WirDelete All
] Allow [P
O 192.168.1.0/24

Sniffer Agent Management

If Administrator needs to change the default sniffer agent port, please click the setup button and input
the port to submit.

Sniffer Agent Management Stop [ Start I [ Setup ]

E=3 spiffer Agent Management Setting

Port : 5225




Email Retrieval Service

This section allows the system to retrieve Email from a specific account from an Email Server. This

function will solve the issue on the Email protocols not supported by ICI, such as MAPI/RPC of
Microsoft Exchange Server etc.

Sample Implementation

Administrator setup a specific Email account on the Email server where all the Emails received (by all
Email accounts) will be forwarded to. Then, Administrator can setup the following services where ICI
system will retrieve the Emails (as scheduled) from the specific Email account of Email server.

Take the initiative to receive e-mail
@ ON @ OFF
E-mail mede : @ POP3  IMAP
secure connection(S5L) : " Yes @ No
E-mail server : mail.server.com
E-mail port: 110
Account : frankie

Password : esesese

retrive email every 05 - mins

Submit IMail Test




Logger Services
This section allows the Administrator to start or stop the logger services — protocols decoding and
reconstruction.

%5 Logger Services Setup
Service Status Action Setup

Active Directory Capturing Module Start

FTP Capturing Module Start

On-Line Game Capturing Module Start

Google Talk Message Capturing Module Start

Google Talk Voice Capturing Module Start

ICQ Capturing Module Start

IMAP Capturing Module Start

IRC Capturing Module Start

MM SN Official Server Capturing Module Start

MSN Turn Server Capturing Module Start

MSN Proxy Server Capturing Module Start

MSN SIP Capturing Module Start

MSN P2P Capturing Module Start

MSN RTP Capturing Module Start

MSN Webcam Capturing Module Start

Windows Network Neighbor Capturing Module Start

P2P Capturing Module Start

POP3 Capturing Module Start

QQ Message Capturing Module Start

QQ File Capturing Module Start

SKYPE Capturing Module Start

SMTP Capturing Module Start

TELNET Capturing Module Start

UT Capturing Module Start

WEB Gmail Chat Capturing Module Start

WEB Google Talk Capturing Module Start

WEBMSN Capturing Module Start
WEBMAIL Capturing Module Start

HTTP Video Stream Capturing Module Start
HTTP Link Capturing Module Start

HTTP File Transfer Capturing Module Start
HTTP Content Capturing Module Start @

Web Page Reconstruction Capturing Module Start |E

YAHOO Message Capturing Module Start

YAHOO File Capturing Module Stat [ Stop |

YAHOO Webcam Capturing Module Start

YAHOO Voice Capturing Module Start |E




Webmail Capturing Module
This section allows the Administrator to activate or de-activate Webmail (Read and Send) content
search function.

. Webmail Content Search

Settings
Webmail Receive Status : ) Start @ Stop

Webmail Send Status : ) Start @ Stop

HTTP Link Module
This section allows the Administrator to activate or de-active HTTP Link search function.

X

=8 Http Link Search Settings

Http Link SearchStatus : O Start @ Stop

HTTP Content Module
This section allows the Administrator to activate or de-activate HTTP Content search function.

X

Http Content Search
Settings

Http Content Search Status : ©) Start @ Stop

Note: Without activating this setup, the system by default will not provide the search function for
Webmail and HTTP Content.



Set Logger File Size
This section allows the Administrator to set the file size limit for different Internet services which the
system will reconstruct and stored.

Example:

R Sef reconied Hes wize

modle Setting Storage file size
POP3 @ Mot Restrictions ) Over size of MB not storage
SMTP @ Mot Restrictions ) Over size of '| MB not storage
IMAP @ Mot Restrictions ) Over size of MB not storage
WEBMAIL(S) @ Mot Restrictions ) Over size of MB not storage
WEBMAIL(R) @ Mot Restrictions ) Over size of MB not storage
IA15N File Video @ Mot Restrictions ) Ower size of /| MB not storage
ICQ File @ Mot Restrictions () Over size of MB not storage
YAHOO File Video @ Mot Restrictions ) Over size of '| MB not storage
QQ File @ Mot Restrictions ' Over size of MBE not storage
FTP @ Mot Restrictions ) Over size of '| MB not storage
TELNET @ Not Restrictions ) Over size of MB not storage
HTTP File @ Mot Restrictions ) Over size of MB not storage
HTTP Content @ Mot Restrictions 7 Over size of MB not storage
HTTP Video @ Mot Restrictions ) Over size of !| MB not storage
GOOGLETALK Video @ Mot Restrictions (7 Over size of MB not storage

Set FTP file limit to 10 MB. This means if the FTP download/upload file size is more than 10
MB, the system will not store this file in the system. However, the FTP log will still be obtained.

YAHOO File Video @ Mot Restrictions ) Over size of MB not storage
QQ File @ Mot Restrictions ) Qver size of MB not storage

FTP (2) Mot Restrictions @ Over size of 10 MB not storage
TELNET @ Mot Restrictions ) Over size of MB not storage
HTTP File @ Mot Restrictions ) Over size of MB not storage




Sniffer Agent Management (Additional Paid Service)

ICI supports QQ 2010 version and Skype text message + VolP conversation recording through the
implementation of Audit/Sniffer Agent. This Audit/Sniffer Agent needs to be manually pre-installed on
the targeted user’s PC on the network.

Administrator needs to start the Skype Sniffer Agent service at system service setup page.

Account Detection Start

Sniffer Agent Management Start [ Stop ] Setup I
SNMP Read Community Stop

‘;: Sniffer Agent Management
Refresh | Delete all | Search
NO. Delete IP Status Log Management Function
1 x 192.166.10.11 Normal View BAgent 100
2 et 204.9.163.160 Mot installed View
LI Total 2 Total Page 1 Current Page 1
The latest version:  &¥Agent 1.0.0 . Upload

The Sniffer Agent Management page will List out the local network PC (IP Address) with Skype Agent
installed or not yet installed. Administrator need to select the target PC with the Audit/Sniffer Agent
installed and register it on the ED system. Administrator can refresh this page, delete and search for
local PC using this management GUI.

Besides, Administrator can also update the latest version of Skype Agent once through this GUI.




= ALL -

“SKYPE | ¥ Delete| R Search | BAccount List Every Page| 99| Confim |

No. [0 @ Date-Time Account User Handle Participants Conversation Count :':;LI:': i
1 | 2?141‘;23532 webnetdata frankie santos Dialog2084818 +Conversation 122 =
2 | @ 2?;;23232 webnetdata frankie santos Dialog1905752 4Conversation 5 7L
i< T 2?11 12'83532 webnetdata frankie sanfos Dialog7081042 4Conversation 33 @
4 5] 2?11 162%?2 webnetdata frankie santos Dialog527466 4Conversation 3 (@

5 @ 21022 webnetdato frankie santos Dialog329926 1Conversation 12 =
6 H 2%53%32 webnetdata 192.168.1.4 CCR {Conversation 4 [
T [} 2%:33232 webnetdata frankie sanfos Dialog724244 1Conversation 12 A
g B 2%14'3%(22 webneidata frankie santos Dialog790626 4Gonversation 13 (@
8 O 2?:)1:;235?2 webnetdata 192 168 1.4 CDR +Conversation 3 =

0 0O ANITN2 1e2168.14 192.188.1.4 COR +Conversation 7 B s

LLE Total 10 Total Page 1 Current Page 1

Diagram: Skype Text Chat Message and Voice Call Capture by Sniffer Agent

" Date-Time: 2011-03-02 11:29:52 | User Handle: frankiechan1 | Participants: Dialog7081042 ‘.“Exporll Every Page :
No. Date-Time Type Message Time
1. 2011-03-02 11:29:52 Message Conference call 10:50 AM
2 2011-03-02 11:29:52 Message Decision Group 10:50AM
3. 2011-03-02 11:29:55 Message Conference call 10:50 AM
4. 2011-03-02 11:29:55 Message Decision Group 10:50AM
5 2011-03-02 11:30:27 Message CCCCCConference callC 10:10:50 AM
6 2011-03-02 11:30:27 Message Decision Group 10:50AM
T 2011-03-02 11:30:31 Message Conference call 10:50 AM
8 2011-03-02 11:30:31 Message Decision Group 10:50AM
9. 2011-03-02 12:15:19 Message Call ended, duration 51:00 11:41 AM
10. 2011-03-02 12:15:19 Message Conference call 11:41 AM
it 2011-03-02 12:16:00 Audio e
HMa 1w Total 11 Total Page 1 Current Page 1

Diagram: The conversation will contain the text chat and voice call record

Note: Please ensure the Sniffer Agent (purchased) has been installed successfully at target user PC.
Go to Task Manager and verified that decage.exe and s_mo.exe are running.




Edit Password

Administrator can change the system console (client console access — by putty or monitor console)
and FTP access password through this GUI. The console account name is default set as “admin” and
not is editable.

4 Edit Password

Console account: admin
* New Password : * At Least 5 Characters

* Confirm New Password :

(9] Reset




Backup Data

There are 3 configuration modes for data backup which are Auto Backup, Manual Backup and FTP
Backup.

Auto Backup
Auto Backup will automatically backup the reconstructed data files (DBtag files) into 1ISO file. It
contains 3 sections: Scheduling, Selection of Backup Modules and Notification.

Auto Backup — Schedule

[%, Auto Backup

O please check hd!.

Time : Hour Day Month Week

- - - -

Status :  Stop O Start

. OK || Reset ||FTF backup|
[

On this section, the Administrator can setup the schedule to enable the system to start the backup
process automatically at pre-defined date-time. It allows the Administrator to schedule the auto
backup by hour (0-24 Hour of the Day), day (1-31 Day of the Month), week (Sunday-Saturday) and
month (January-December). It also allows the Administrator to upload this auto backup reconstructed
data to FTP server for storage.



Auto Backup - Backup Categories

Fﬂnﬂmp Categories .

Categories : [V|POP3 SMTP IMAP
WEBMAIL-R [VIWEBMAIL-S WMSN
ICQ YAHOO Qo
uT SKYPE IRC
GOOGLETALK FTP P2p
GAME HTTP-L HTTP-C
HTTP-D VIDEQ STREAM TELNET
VOIP [CIHTTP Request

Delete the backuped recording data which expired 10 days.

Administrator can select the service categories for backup. Administrator can also define storage days
of the reconstructed data files (DBtag file) after the backup file (in ISO format) has been created.

Auto Backup — Administrator Notification

Receiver :

TrDelete

No Receiver

No Data
Total 0 Total Page 0 Current Page 0

Once the system complete the automatic backup (created the ISO file at the specified date-time), the
system can send notification to the defined user Email.



Manual Backup

This section allows the Administrator to create backup ISO file manually. Administrator can select the
reconstructed data files (DBtag files) and backup service categories for backup into ISO format before
burning out in to CD/DVD or export into external storage.

“Bﬂckup-mlmﬁe

0 Please ensure you have at least 700 MB free in HD

Delete * [[] Directory Name Size 150
[ 20081106102501 28K
X [ 20081105170918 16M
X o= O 20081104142213 19M  20081104142213_20081104142213.is0 (2008-11-6 10:40:32)

Select Directory :

POP3 SMTP IMAP WEBMAIL-R
WEBMAIL-S MSN ICQ YAHOO

Backup Categories : QqQ ut SKYPE IRC
GOOGLETALK FTP P2P GAME
HTTP-L HTTP-C HTTP-D VIDEO STREAM
TELNET

Backup ISO files can be burned into CD/DVD or can be exported out or downloaded by FTP Client
(with Console username/password). Backup 1SO files can also be deleted.

”Bﬂdﬂm-&lﬂmﬂl?ﬂﬂe

O Please use FTP software to download the Backup 150 image !
Please use 'admin’ as FTP login account.

150 File :  20081104142213_20081104142213.is0 - 50M -

CDROM/DVD :  Optiarc DVD RW AD-7530B -

oo

Delete 1SO File : -




FTP Backup

FTP Backup function allows the Administrator to upload Backup ISO file to a storage server such as
NAS and SAN via FTP upload. It will upload the Backup ISO files created by Auto Backup to the FTP
storage server. Please ensure that the Storage Server to support FTP upload function.

Note: User can opt to purchase Backup Server System from ICI which will allow user to store Backup
ISO file and viewing the Backup 1SO file.

'ﬂ" FTP Login Information

) This 150 image will be uploaded to the FTP and
will be deleted in the ED system after backup 150 !

@ ON © OFF
Ftp Host : 192.165.10.50
User : admin
Password : ssssse
Port Number : 21
Directory : /home

Backup Record :

Submit Reset FTF test

Features in this GUI:

1) FTP Host: The FTP server IP address where the backup ISO file is to be sent to

2) User: The FTP username account.

3) Password: The FTP password.

4) Port Number: The FTP port number used to transmit the data

5) Directory: The directory where the backup I1SO file is stored.

6) Backup Record: User can download the ISO file after it has been uploaded successfully to
FTP server.

7) ONJ/OFF is to activate/de-activate the FTP backup function.

8) Click on [Submit] button to save the setting. Click on [Reset] button to clear up all values on
each field.

9) FTP Test: To test the FTP server/storage connection



Disk Space Control

The Disk Space Control allows Administrator to control the data storage inside the hard disk of the ICI
system with Red Threshold and Green Threshold setting.

Q"Disk Space Control

Setup Set 1
Space Contral fenable @ disable O

1st priority to delete DATA
2nd pririty to delete 150 Set 2

Green Threshaold 749
80/ %
Shauld | Stap Capture Service Yes O Mo &

Set3
Red Threshold

Set4

Set 1: Enable or disable the disk space control function.

Set 2: Select either ISO Backup File as first priority or DATA file as first priority. Administrator can
reset the setting by click on the [Reset] button.

Set 3: Red Threshold and Green Threshold Setting. Red Threshold is the hard disk space capacity in
% where it will trigger the alert for delete off the old data (%) defined by Green Threshold. For
example: Red Threshold is set at 80% and Green Threshold is set at 50%. When the hard disk space
reaches 80% capacity, it will delete off 30% of the older data from the hard disk.



System Status

Port Number

This function allows the Administrator to inspect each protocol and set the port number value for
those service categories where the port number is variable. Administrator can add and delete port
number manually for different defined Internet protocols.

- Port Number Setting
Protocol Ports Comment
SMTP 0 FIXED  SMTP Senice
POP3 0 FIXED  POP3 Serwvice
IMAP 0 FIXED  IMAP Senice
FTP 21,3128 Add FTP Senice
TELNET 23 Add | TELNET Senice
AD 88 FIHED  Active Directory Semvice
NBNS 137 FIXED  NetBIOS Name Senice
MSN 1863 FED  Official Message Senvice
MSN 443 FIXED  Peer-to-peer Data
MSN 5060 FIXED  Session Initiation Protocol Register
MSN 3128,8080,80,443 Add Message Senice via HTTP Proxy
MSN 0 FIXED  Peer-to-peer Data Transfer
MSN 0 FIXED  Realtime Transport Protocol
MSN 0 FIXED  Webcam Video Transfer
WEBMSN 80 Add Official Web Messenger
YAHOO 0 FIXED  YAHOO File Senvice
YAHOO 5100 FIXED  YAHOO Video Semice
YAHOO 5000.5001 FIXED  YAHOO Voice Semvice
1CQ 5190,3128 Add Cfficial Message Senice
QQ 0 FxED Official Message Semvice
QaQ 0 FIXED  Official File Service
P2P 0 FIXED  Peerto-peer File Transfer Senvice
GAME 0 FIXED Online game Service
SKYPE 0 FIHED  SKYPE Senice
Wwww 80,3128 Add [ WWW Senice
WEBMAIL 80,3128 Add | Webmail Semvice
WEBCHAT 0 FiXED UT Webchat Senice
WEBCHAT 0 FIHED  Google Talk in Gmail Service
WEBCHAT 0 FIXED  Google Talk Webchat Sernvice
WEBVIDEO 80,3128 Add | Web Video Streaming Service
GOOGLETALK 0 FIXED  Google Talk Message Senice
GOOGLETALK 0 FIXED  Google Talk Voice Senice
IRC 6667 Add IRC chat




Add New Port

By clicking on the [Add] button, Administrator can add new port number. Click [Submit] to finalize the
adding of port number.

Service Port Number Option “i Port Number Setting
AD 83

DNS &5 Port Humhber: 20

FTP 21

Service Port Humber tion
AD 83

DNS 53

| FP 2120 | [(Aw ]

Delete Port Number
By clicking on the port number, admin can delete the port number for the particular service.

Service Port Humher Option

AD farai Microsoft Internet Explorer [i|

DHS 53 | ': Setup SuccessH!
FTP 20 Add
>




Online IP

Online IP will List out all the IP addresses with Accounts on the targeted organization network
automatically. ICI system will auto detect these online IP addresses through network packets

transmitted and collected from the organization network.
6 T m—

EePOPE@0OE(

Online IP List | Add/Delete | Set IP | Import/Export P | Skipped IP List | SBearch | Account Detection | Mail Report @: 1| Every P_age:_ _

No. 7] £ 5mtu5_¢ User IP Client Search g:gz:‘ PC Name Account Last Connection Time
1 | =) $192 168112 aQ, aQ, frankie 2010-01-16 23:30:20
2 [ %192 16811 y! q, 192 168.1.1 2010-01-15 16:13:48
3 B %85 64 142 100 Q, [v§ 85.64 142 100 2010-01-15 15:27:44
4 [0 %192 168.1 60 &, (% 192 168.1.60 2010-01-16 22:49:09
5 [ %24 21114323 &, (=% guardian 2010-01-15 14:41:01
6 [0 75179130143 L% Q 75.179.130.143 2010-01-15 12:01:42
TA - | $202.156.56.78 a q guardian 2010-01-15 12:22:01
8 O 3173183 84197 g, @ 173.183.84. 197 2010-01-15 11:49:28
8 | $192.168.150 G, Q, 192 168 1 50 2010-01-16 14°50-26
0. P g H192 168111 q, Q, 192 168 1 11 2010-01-16 02:58-24

e 1w Total 10 Total Page 1 Current Page 1

Features in this Online IP GUI:
1) Online IP List: Click to refresh the Online IP List content.
2) Add/Delete: To create, delete and auto search for Online IP
3) Set IP: To hide or skip certain IP.
4) Import/Export IP: To import IP List or export the Online IP List
5) Skipped IP List: List out all IP that is not recorded.
6) Search: To search for IP or account.
7) Account Detection: Start or stop the service of Account Detection
8) Mail Report: Send online IP List report to a specific Email.



Add/Delete — Create IP
Administrator can create IP List with PC Name and Group.

Create IP information

IP PC Name Status| At least time Group

GROUPT -

Add/Delete — Delete
Administrator can also delete the IP List by tick the IP check box at the Online IP List page. Then,
click on Add/Delete — Delete to delete the IP record.

Add/Delete — Search
Administrator can also search for the IP in the organization network by subnet.

[searcn

range

IP range : 192.168.1.1,192.168.1.255

Ex :192.168.1.1,192.168.1.255

(&Update Total / Version : 0/5000
No [[] search from Ip User Group
1. ] 19216811 GROUP1 =
2. [7] 192.168.1.9 GROUP1 =
3. [] 192.168.1.85 GROUP1 -
4. [C] 192.168.1.10 GROUP1 -
5 [C] 192.168.1.11 GROUP1 -
6. [C] 192.168.1.4 GROUP1 =
7. [C] 192.168.1.32 GROUP1 ~

Set IP — Hide IP
Administrator can hide the IP record so that the specific IP information related to the particular IP will
not be displayed.

¥ Hide IP
1P 192.168.10.10 Add
TrDelete Every Page :
No. IP
Mo Data
Total 0 Total Page 0 Current Page 0




Set IP — Skip IP
Administrator can skip specific IP so that all information related to this specific IP will not be captured.

X

IP - 192.168.10.10
i Delete Every Page :
No. P
No Data

Total 0 Total Page 0 Current Page 0

Import/Export 1P

Administrator can import targeted IP List in Excel file format into the ICI system. Besides,
Administrator can also download the IP List. Format: IP, PC NAME, GROUP. Please save the Excel
file as *.CSV

&3 Import IP
. select | 1 (GB18030) ~
anguage :
File :

|Upload __ ||, Download |

Import Excel File Format

| Home Insert Data Review WView

& | Calibri L = =] Seneral A || S=msert
— b3 (B2 wol|aaw - |8 % o = Delete
=Ry [ETRAT |[=ER] |mas || Erme-

Clipboard & Faont LF Allgnment ‘ Number [ || Cells Editing
F6 -0 x v £

| A | B

1192.168.10.10 Frankie

1192.168.10.11 Charles

1192.168.10.12 vic

1192.168.10.13 James

1192.168.10,14 John

1
z
3
2
5
6

Wt~




Skipped IP

Skipped IP will display the IP addresses skipped and not captured by the system.

Date IP
2008-10-27 17:17:54 74 6155239
2008-10-27 17:17:54 192.168.1.21

2003-10-27 17:17:53
2008-10-27 17:17:53
2003-10-27 17:17:582
2008-10-27 17:17:52
2003-10-27 17:17:49

119160243113

124.108.103.241
192.188.1.121
192.1658.1.150

119.160.245 215

2008-10-27 17:17:09 211756835
2003-10-27 17:17:09 192.188.1.33
2008-10-27 17:17:05 42519127
2003-10-27 17:17:.05 21175837
2008-10-27 17:17:05 211756833

Search IP

This section allows the Administrator to search for a specific IP address.

® OnLine search from Ip

Search method: @ Exact |

More IP...

) Similar

Search Account
This section allows the Administrator to search for a specific account.

® OnLine search from Account

Search method: @ Exact | O Similar

Account:




Account Detection

This section allows the Administrator to start or stop the account detection service. Administrator can
start or stop the account detection service for entire network (all online IPs) or Administrator can even
specify to start or stop the account detection service for specific online IP.

e
=8 Account Detection

Account Detection Status : @ Start ) Stop

Enter IP :

Account Detection Disable List

. 192 168.1.101

Mail Report
This section allows the Administrator to send Online IP List Report to Administrator through Email.

Email Report Setting

Receiver :
Subject : Online IP List
Rule: @ ON © OFF

@ Every Hour

) Every Day 01 = Hour

O Every Week  Monday ~ Day 01 ~ Hour
O Every Month 1~ Date 01 ~ Hour



Online IP List — Traffic Statistics and Traffic Content

Online IP — User IP Statistics

When click on the User IP, Administrator can obtain the Daily Throughput Statistical Report of that
particular IP.

W Expont I | Skipped IP List | Search._| Acsount Detection | Wal Regart 12:11) Every Page :|_ 21 Confim |

- | 1 b User IP Client Search Server Search PC Name Account Last Connection Time
1 ] (3] =2 192 168.5.250 =} Q, anenymous 2011-09-15 15 30°52
2. O O g 192 168 5 144 Q [+§ prodatacsbu 2011-09-15 153000
3 O (o] =] 3192 168513 Q e rtulod 2011-09-15 15.31.00
4 O (@] = B192 5517 =% aQ asamson 2011-09-15 15:30:57
5 0O (o} g B192 a5 04 Q a sredido 2011-09-15 15:31:08
8 O (0] B192 18577 Q Q jaze_shame 2011-09-15 15:31:04
7 [m] 3] g 192 15.5.96 Q e, dlauta 2011-09-15 15:30-29
8 O (@] = 3192 118.5.63 e Q imesistible_irene 2011-09-15 15:22:41
9 O @] =) 3192 118.5.43 =8 Q, flowinstream 2011-09-15 15-30°42
10. [l (0] = H192 5576 a Q, il_dianesy 2011-09-15 1530 03
1 E (¢} g B192 551 Q Q millaceran 2011-09-15 1530 54
12 [l (@] 98 13900 148 ey (2§ dafellah 2011-09-13 13:07.56
3. O O 93 139000 151 Q, a dafellah 2011-09-10 18:12:06
14 O (o] 3216 154195 239 a q dafeliah 2011-09-10 16:05:16
15. B o] 8180 234112 159 q Q shambaf9 2011-08-14 13:01:15
16. O O B125.14§136.101 Q {5 125 141136 101 2011-09-14 13:2106
A ] @] $95.139fp00.174 =} Q, dafellah 2011-09-12 19:52-15
13 ¥ O 3192 148.5.61 Q, Q, -100000216888632 2011-09-12 17 32 03
W4 123 wwEnterPage| || Go Total 44 Total Page 3 Current Page 1
192.168.5.250 Throughput Month Statistical (2011-09) #Lastionth ¥ HNextMonth® il Report
Weekly Traffic
S Cotogary 2011-09-11 ~ 2011-09-17 Mol
Quantity Throughput Report Quantity Throughput Report

Tatal 16,364 968.043 KB [l 69,882 4255836 KB il

B POP3 0 oKkB i 0 0KB il

E2 VAP 0 0KB il 0 0KB [l

EMAIL < sMTP 0 0KB [l 0 0KB [l

[d Webmail(Read) 149 1.085 KBl il 544 5522KB i

[ Webmail {Sent) 25 76 KB il 124 336 KB (il

Ay MSH i] 0KB [l 0 0KB [l

qica 0 0KB il 0 0KB (il

¥ yaHOO 0 0KB [l 0 0KB [l

A oo 1] 0KB [l 0 0KB il

CHAT

% SKYPE 0 okB i 0 0KB i

|JT UT Chatroom 0 0KB (il 0 0KB i

& GOOGLETALK 0 0KkB il 0 0KB il

|R% IRC Chatroom 0 0KB [l 0 0KB [l

‘alt FTP ] 1 KB 7 7T KB

FILE TRANSFER i k. 1 b

£ P2P 0 0KB il 0 0KB il

TELNET BN Telnet 0 0KB [l ol 0KB (il



IP Relationship
Click on the icon as shown in below diagram will provide you the List or related user accounts of
various Internet services for that particular user IP.

No. il Et User IP Search Ip aarch Server Search PC Name Account Last Connection Time
1 L — 7:ﬁcnum Q, =% anonymous 2011-09-15 15:34-11
2 f e Q, prodatacebu 2011-09-15 15.30.00
3| Relationship between Account & & it SO0 1558400
4 and IP Address Q O‘ i asamson 2011-09-15 15:33:59
5 [o§ €, sredido 2011-09-15 15-33 39
5. 192.168.5.154 Q Q jaze_shame 2011-09-15 153414
P, : _ AT Q e, dlauta 2011-09-15 15:34:16
8. _ than;ﬁx?.} Q Q, == irresistible_irene 2011-09-15 15:32:40
) _ srodataceb Q 0‘ il flowinstream 2011-09-15 15:34-08
10 _ S e, Q, il_dianesy 2011-09-15 153003
. [ Q, nvillaceran 2011-09-15 1533 45
12. Q (+§ dafellah 2011-09-13 18:07:56
13 Q Q, dafellah 2011-09-10 18:12:06
14. a, Q, dafellah 2011-09-10 16:05:16
15 [o% Q, shamba79 2011-09-14 13-01-15
16 Q, a 125 141 136 101 2011-09-14 13-21-06
17 @, Q, dafellah 2011-09-12 195215
18. Q 2 -100000216685832 2011-09-12 17:32.08
W« 123 wwEnterPage| | Go | Total 4 Total Page 3 Current Page 1

Client Search
Click on the following client search will provide you all the traffic content of that particular user IP —
client.

User IP Client Search oy PC Name Account Last Connection Time

o e L Search
(5] B192.168.1 12 @ G frankie 2010-01-16 23-35:04
© $192.168.1.1 - 192.168.1.1 2010-01-15 16:13:48

Date-Time Account Content Wheols

[

1048 231, 2010-01-16 14:14:56 frankie 11%singapore custom Woodlands checkpoint Camera - Google Search ‘%

e 232 2010-01-16 14-14.24 frankie 1%ICA - Home - Immigration & Checkpoints Authority of Singapare &
233 2010-01-16 14:14:21 frankie H%Amiving in Singapore . @
234, 2010-01-16 14:14:18 frankie [']%s'rﬂgapure custom checkpoint - Google Search &
235, 2010-01-16 14:14:08 frankie % Goagle Q
23 [ 2010-01-16 14:06:45 frankie H%COPEAC g
231, 2010-01-16 14:06:43 frankie [-]%aﬁ\iates.copeac’.cam Q
28 [ 2010-01-16 14:06:37 frankie F% affiliates.copeac.com g
239. 2010-01-16 14:06:34 frankie % affiliates copeac.com ‘%.
240. '2010-01-16 14:06:27 frankie [1%affiliates copeac com Q

= Total 936 Total Page 94 Current Page 24




Online IP — Account Statistics
Account Statistics will show you the daily throughput statistics of that particular user account.

5t LhadDelela | Se ARE Search | Accour Iail Raport |
No. ol 4 St 3 User IP Client Search Server Search PC Name Account Last Connection Time
i E (¢] 192 168 5 250 = Q ananymous 2011-09-15 15:68:05
2 O o =] 3192.168.5.43 a a flowinstream 2011-08-15 15 55 27
% O (0] 8192 168.5.13 =} Q, rtulod 2011-09-15 15:68:02
4 O (@] =] 8192.168.5.17 a a samson 2011-09-15 15:58:27
5 O 5] =) 45192 168.5.94 L% Q sredido 2011-09-15 15:57 28
6. O (o) $192.168.5.96 a, Q dlauta 2011-08-15 15:57-46
i O o] g B192 168577 a Q jaze_shame 2011-09-15 15:55.27
8. [E] O g 45192 168.5.63 (o} aQ irresistible_irens 2011-09-15 15:56:40
9 O o $192.168.5.8 =% Q hmike2007 2011-09-15 15:55:27
10 O (9] =] 4192 168 5 154 =% Q prodatacebu 2011-09-15 15:57:56
" O O a8 $192.168.5.76 e Q, iI_dianesy 2011-09-15 15 58 27
12. [l (@] =] 192 168 5 11 =8 Q millaceran 2011-09-15 15:57 42
13 O @] 4898.139.200.151 a =} dafellah 2011-09-10 18-12.06
14. (] (o] 48216 155195239 o} Q dafellah 2011-09-10 16:05-16
15 O @) $130.233.112.159 a Q shamba79 2011-09-14 130115

Total 44 Total Page 3 Current Page 1

Wu 123 »mEmerPageD

Total Throughput Statistical Report == flowinstream Throughput Month Statistical

flowinstream Throughput Month Statistical (2011-09) #LastMonth & NextMonth® HMail Report

;
Soriee Catenry e L_roa1fﬁ1?094 7 _ Montty amo _
Quantity Throughput Report Quantity Throughput Report
Total 13677 511479KB  [ih, 53828 1674572 KB (il
&1 POP3 0 0KB il ol 0KB il
1 IMAP 0| 0K il 0| 0KkB b
EMAIL <& SMTP 0 0KB b | 0 0KB b
Wehmail{Read) 14 903 kBl (il 32| 2332KB  ih
[l Webmail (Sent) 2 10KB | 6 6IKB
|2 SN 0 0KE [l 0 okel I
Ica 0 0KB b | 0 0KB i
¥ vAHOO 14| 152402KB [, 28 558520 KB [,
A aa 0 0KE b | ol 0KB b
CHAT | - _ L
3 SKYPE 0 0KB i 0 0KB  ih
UT UT Chatraom 0 0KB il 0 okel i
& GOOGLETALK 0l 0KB  [lih 1] 0KB  lih
IS IRC Chatroom 0 0KB b | 0 0k i
FILE TRANSFER o g 0KS fth | 9 g KE'; .
|2 P2P 0 0KB  [llh,. 0 0KB  ih
TELMET BN Telnet i 0KB  [lih o 0KB b



Login

10
i
42:
13
14
15
16.
7.
18.
19
20
M4 12345

List

It shows all login attempts to the ICI system (whether it is a successfully login or a failed login).
Information obtainable includes IP, Login ID, Login Date-Time and Login Language.

P
20271176 115
20271176 115
20271176 115
202.71.176.33
202.71.176.115
202.71.176.113
202.71.176.113
20271176 115
202 71176 115
202 71176 115
20271176 115
20271176 115
20271176 115
202.71.176.115
202.71.176.33
202.71.176.33
202.71.176.33
202.71.176.33
202.71.176.33
202 71.176.33

6769 wmEnterPage[ || Go |

A ) B T

Login ID

root

2011-09-15 14:35:52
2011-09-15 13:31°-21
2011-09-15 12:09-01
2011-09-15 10:53:50
2011-09-15 104446
2011-09-12 12:01:32
2011-09-12 10:12:43
2011-09-01 15:26:37
2011-08-01 15:06:02
2011-09-01 1450 54
2011-09-01 14°50 39
2011-08-18 16:26.02
2011-08-18 16:11:34
2011-08-18 16.11.04
2011-06-30 10:50.12
2011-06-30 10:49:55
2011-06-30 10:48:45
2011-06-30 10:46:11
2011-06-30 10°42°58
2011-06-30 10:42:42

Login Language
English
English
English
English
English
English
English
English
English
English
English
English
English
English
English
English
English
English
English
English

Login Status
Login Success
Login Success
Login Success
Login Success
Login Success
Login Success
Login Success
Login Success
Login Success
Login Success

Legin Fail
Login Success
Login Success

Login Fail
Login Success

Lagin Fail
Login Success
Login Success

Lagin Fail

Login Fail

Total 262 Total Page 14 Current Page 1



Update

Update section allows the Administrator to upload update patch released to update and upgrade the
system.

Step 1: Administrator browses for the update patch (file) and upload the file to the system.

UpLoad File ; |C:\Dacuments and Setting[_OK__|

Step 2: If upload is successful, click on [Execution] to run the Update process.

Step 3: Check on the Update Detail Files and History of update packages List for successful update of
the system.

No. UpdateTime PackageMame Finish-time

1 [07_09.03 103031 update_Normal 070831 1gz  07_09 03 10:30.32 |

a1 »ow Total 1, Total Page 1, Current Page 1




Maintenance

This feature allows the Administrator to check on the system main processes status or health

condition which includes Sniff Mod, OpenRaw, Parser, Disk Space and Software Version. You may
refresh or restart the services if necessary.

= Maintenance

Sniff Mod

Sniff Mod
Graph

OpenRaw

Parser

Disk Space

Software Version

TimeElasped
ReceivedPackets
ReceivedSize
LostPackets

LostSize
DroppedPackets
DroppedSize
ReceivedTcpPackets
ReceivedTcpSize
ReceivedUdpPackets
ReceivedUdpSize
ReceivedlcmpPackets
ReceivedlcmpSize
ReceivedOthersPackets

ReceivedOthersSize

Current File Name :
Captured interface :
Rawdata Path :
Status :

Rawdata File Split Size :

13,959
242,760
169,702,876
0

]

0

]

234,538
168,515,099
7,130
1,137,489

4

240

1,088
50,048

raw_eth0.1254287094
eth0

Idatas/rawdata
running

Every 100 MB

Restart OpenRaw l

m




Sniff Mod: Packet capturing process. This process is responsible for collecting raw data from the
Capturing Network Card Interface. Click on [Refresh] button to view the increment of raw data
collected and to check whether raw data is being captured using mode of operation like Mirror Mode.

You can also check on the network throughput by clicking on Graph.

Sniff Mode Graph showing the maximum throughput, minimum throughput and average throughput of
the targeted network (point of interception).

Sniff Mod & Download File £2Print
Sniff Mod
Graph
Daily Traffic Trend Report
(Kbps) Maximum Throughput:2, 236 (Kbps)
' Minimum Threughput:11(Ebps)
Average Throughput:308 (Kbps)
OpenRaw
Parser
Disk Space
Software Version
o T o TR o S 5 D D O 0D O 9O O D 09 9O 0O a0
o OO D o O 0 D o O 0 0 o O 0 o0 g O
O = 00 O = o @ b Oy o~ 03 0 e s LN
— = =t =t O] = vt v = = vt = o~ =t = v = T

Open Raw: Raw data packets service categorization process. This process is responsible to
categorize raw data according to different services/applications/protocols.

Parser: Raw data decoding and reconstruction process. This process is responsible to reconstruct
the raw data which has been captured and categorized. Administrator may check on incremental of
the session in the different parser processes. If the certain parser process/service does not show the

result, you may press the [Restart] button to restart the process.

Disk Space: Displays the system drives and file system information (size, available space, used

space etc.)

Software Version: Displays the version of different parser function/service.



Domain

This section allows the Administrator to set the domain or subnet. If domain is set, ICI will only
capture and reconstruct Internet traffic from that particular domain set. By default, ICI captures and
reconstructs Internet traffic from all domains.

@ If this domain list has only one item,you cannot delete it!

Delete Domain List
x 0.0.0.0/0.0.0.0

Explorer User Prompt

Script Prompt:
Please input Domain {ex:152.168.1.0/255.255.255.0)

132.168.1 07255 255 255.0

Create a new domain by clicking on [Create] and the Domain Setting Windows will pop up. Input
domain by ex: 192.168.1.0/255.255.255.0. Click [OK] to complete.

O I this domain list has only one item,you cannot delete it!
Delete Domain List
* 192.168.1.0/255.255.255.0

Implementation sample:

You may have a network with 1000 users with 5 subnets or domains. However, you may only want to
include one domain users for monitoring. For instant, you only want to include
192.168.1.0/255.255.255.0 domain for monitoring.



System Tools

Delete Data

A. Delete Data by Category

One Time Delete
Administrator can delete data based on specific category or protocol such as Email, FTP, Chat, HTTP,

Webmail, and Telnet in the category List.

# Delete Data

(®)One Time O Scheduled O Record Count

Category - w
Date : (3 ]
Time : = - v~ v |- v
Field 1| v
Value :
OK Reset

Features in this GUI:
1) Mode: choose what data type you want to delete, e.g. POP3
2) Date & Time: Delete the data within the period specified
3) Field: Specify the record such as IP, sender, receiver
4) Value: The value of the item of record

Scheduled Delete
Administrator can delete all data records at specific scheduled time.

2 Delete mode data

Olntime @ Schedule C Record Count
®MNo OEvery Day
Time Set : O Every Month : W
O Every Week v

| (0174 || Reset




Record Count

Administrator can specify the threshold record for each service category. The Administrator can
specify a number which the system can keep the record. Only the latest number of records is left if the
actual number of record exceed the threshold specified (FIFO theory apply). For example: The
threshold number for the data type POP3 is 50. The actual number of records for POP3 is 55. ED
system will delete the first 5 oldest records in the POP3 and keep the latest 50 records.

.# Delete Data

One Time Only Scheduled @ Record Count
@) This function has not been started yet !l

POP3 © 100000
IMAP - 100000

SMTP - 100000
WEBMAIL-R - 100000
WEBMAIL-S © 100000
MSH - 100000

ICQ: 100000

YAHOO - 100000

FTP - 100000

P2P - 100000
TELNET : 100000
HTTP-L 100000
HTTP-C - 100000
HTTP-D : 100000
HTTP-R : 100000

Qa: 100000

GAME - 100000

UT * 100000

SKYPE : 100000
GOOGLETALK : 100000
IRC - 100000

VIDEO STREAM - 100000

[T T

B. Delete All Data

Administrator can select to delete all data with or without configuration through this Delete All Data
section.



Authority

This section allows the Master System Administrator to assign different levels of authority for users to
login to the ICI system for viewing or configuring the system.

Visibility Group

This section allows the Administrator to setup Group of Users with different visibilities. For example,
the Administrator can create a Group known as Sales Department Visible Group. Then, the
Administrator can define what this Group can view (view all or view none or view with selected
exceptions) as shown in diagram below. Please refer to screen shot below for setting up the Visibility
Group. The Administrator can select Finish then complete this Visibility Group setting or click next to
go to next Authority configuration.

Visibility Group Name
1 | 2009-09-25 15:53:2: Administration
[ Total 1 Total Page 1 Current Page 1

i X
r“t_P_IViSibi“ Group Name : |_Visibility Mode | © Not Visible for All Categories @ Visible for
ales Department All Categories
[Tl Service Categories System Settings [T] Search Functions
FlPoP3 Elimap [ElsmTP [¥| NETWORK [CIRECORD
CIWEBMAILR FIWEBMAILS ~ EIMSN [Z1 INFORMATION [C]ACCOUNT
Fica EvAHOO [Efele! [¥] SERVICE [CIFULLTEXT
[CISKYPE Eur [ElIRE [¥| ACCOUNT [IDATA
[CIGOOGLETALK  [CHTTPLOG [EIHTTPPAGE [VIBACKUP [C]ASSOCIATION
[EIHTTPFILE FIHTTPVIDEQ  [EIHTTPRECONSTRUCT [F]SYSTEM [C1Reporting
[CIHTTPREQ EFTP Elpzp [V] OMLINE Functions
[C1GAME [ TELNET Civor [V NOTIFICATION [CISTATISTICS
[T SCHEDULE
IP Domain Add | Delete | Account Add ‘ Delete
192.168.2.0/255 255 255 0
R | Flant

Visibility Group

S¥Refresh [@Add Visibility Group | T Delete.

Every Page : [ 20|[ Confirm |

NO. [T] Add Time Visibility Group Name
1. [ 2009-09-25 15:53:22 Administration
2 [l 2009-09-30 153035 Sales Department
M 1w Total 2 Total Page 1 Current Page 1



Viewing by Visibility Group at ED Management GUI

Total Throughput Statistical Report

Refresh Mail Report {2010-11-14 23:20:54 ) g
| | Daily Traffic Weekly Traffic Manth Traffic
Service Category _ 20101114 | 20101134 ~ 20101120 201011 J
Quantity  Throughput  Report Quantity ~ Throughput | Report Quantity — Throughput  Report
Total 192367 18264541 KB| [l | 192367 18.264541KB |l | 254698 24037837 K5 [l |
Authority

This section allows the Administrator to setup the visibility group with different operating authorities
(by setting up 4 different rules: read only recorded record, read recorded content, read and set the
content, read and write capabilities). Please refer to screen shot below for setting up this Authority.

NG [ Add Time Group Name
1. [ 2009-09-25 15:53% Administrator
MH 1w Total 1 Total Page 1 Current Page 1
X
Group Name : |Sales Department - Full |
Rules Selection | @ Setup All © Setup one by one
Visibility group list operation items for All
1. il Administration Read only records/logs
2. Sales Department Read records/logs with content

Read only system settings

Read and write system settings (ex: Delete,
Setting etc.)

Reset |I Finish I Mext |

Group Name
1. [] 2009-09-26 15:53:22 Administrator
2 [C] 2009-09-30 15:46:28 Sales Department - Full

1w Total 2 Total Page 1 Current Page 1



User
This section allows the Administrator to create the users. It also allows the Administrator to assign the

Group to the specific user created. Please refer to screen shot below for the setup of the User Group.

Yisinility Group

User Name Group
Administrator

Total 1 Total Page 1 Current Page 1

User Name : sales_manager

Password : sessss

Password Verification : sssses

Group : Sales Department - Full -

Save | Reset |

NO Add Time User Name Group
1. | 2006-06-13 11:48:00 root Administrator

2. [ 2009-09-30 15:54:59 sales_manager Sales Department - Full

M 1w Total 2 Total Page 1 Current Page 1



Import/Export
This section allows the Administrator to import or export the users with pre-defined setup. The
template (XML format) can be downloaded for editing.

Visibllity Group/ Authoritef.

) Import/Export Authority Setting
File : Browse...
|..Upload.__||. Downioad |

File Download g

Do you want to open or save this file?

By Mame: permissionManage.xml
Type: xml_auto_file, 1.54KE
From: 192.168.1.13

[ open J[ seve | [ Concel |

hamn your computer. If §u do not trust the source, do not open or

@ While files from the Intefhet can be useful, some files can potentialy
save this file. What s thig risk?

v

Bl pEdit SWiow s lsed = Foumat Help
e d & # 2B B

|<?xm1 wversion="1.0" encoding="utf-8"32>
<PermissionManagement>
<OperationGroups>
<OperationGroup id="1" label="Administration™>
<OperationGroupSet item="READONLY" parameters=""/>
<OperationGroupSet item="READCONTENT" parameters=""/>
<OperationGroupSet item="READSETTING" parameters=""/>
<OperationGroupSet item="READWRITE" parameters=""/>
</OperationGroup>
</OperationGroups>
<VisibilityGroups>
«<ViszibilityGroup id="1" label="Administration" policy="ACCEPT"/>
<VisibilityGroup id="2" label="Sales Department"™ policy="ACCEPT">
<VisibilityGroupSet group="SETUE" item="NETWORE"
parameters=""/>
<VisibilityGroupSet group="SETUE" item="INFORMATIOH"
parameters=""/>
<VisibilityGroupSet group="SETUE" item="SERVICE"
parameters=""/>
<VisibilityGroupSet group="SETUE" item="ACCOUNT"
parameters=""/>
<VisibilityGroupSet group="SETUE" item="BACKUEF" parameters=""/>
<VisibilityGroupSet group="SETUE" item="S5YSTEM" parameters=""/>
<VisibilityGroupSet group="SETUP" item="ONLINE"™ parameters=""/>
<VisibilityGroupSet group="SETUP" item="NOTIFICATION™
parameters=""/>

[For Help, press F1




Storage Alert

Storage Alert consists of the follow: Alert — Storage Capacity, Alert — Notification Parameters and
Alert — Daily System Status Report.

Storage Capacity

&4 Alert - Storage Capacity

Alert Upload :

Del
w

Storage Capacity Alert Setting(%) : 70

O nNote: Sample text message connot be delete!

(Biowse. ) [wulploadi

File Name

sample.txt

Administrator can define the storage capacity alert. When the system storage has approach certain %,
the system can send alert Email to the Administrator. Administrator can upload the sample alert Email
to the system.

Notification Parameters

&4 Alert - Notification Parameters

Forward :
Subject :
Alert File : v Ok
No. Del Forward Subject Warn File

No Data

Administrator can specify the Email account that the alert message can be send to in Forward field.
Besides, Administrator can define the subject and the alert file.

Daily System Status Report
[
&4 Alert - Daily System Status Report

Forward :
Subject :
No. Del Forward Subject
No Data

Administrator can also setup the system to automatically send a system storage status to the
Administrator Email daily.



Throughput Alert

Throughput Alert function allows Alert Email to be sent to the Administrator when the pre-defined IP
has consumed and reached the throughput threshold defined.

‘Show Monitored IP | Edit Admin Mail | Edit Monitored IP | Search IP | Interval Time:24H Every Page :[ 20
; ; ; oK

NO 1P IN{(MegaByte) OUT(MegaByte) Total{MegaByte)

581 190.45.136.203 0.000146 0.000120 0.000266

582 190.75.245.108 0.000211 0.000270 0.000481

583 190.75.71.224 0.000074 0.000060 0.000134

584 190.77.215.65 0.036300 0 0.036300

585 192.168.1.15 0.093842 0 0.093842

586 192.168.1.19 0.000140 0 0.000140

587 192.168.1.2 0.000614 0 0.000614

588 192.168.1.58 0.000318 0 0.000318

589 192.168.10.1 3.149433 4167613 7.317046

590 192.168.10.10 951.246357 441.518543 1,392.764900

5 192.168.10.11 0 0.025931 0.025931

592 192.168.10.12 6.427589 0.693210 7.120799

593 192.168.10.255 1.095944 0 1.095944

594 192.168.10.50 0.000090 1.030410 1.030500

595 192.168.10.59 8.245754 7.831752 16.077506

596 192.168.111.1 0.000318 0 0.000318

597 192.168.139.1 0.000318 0 0.000318

598 192.168.88.5 0.227240 0 0.227240

599 192.192.114.45 0.000120 0.000120 0.000240

600 192.192.203.71 0.003180 0.000420 0.003600

M4 262728293031323334 ww Total 2,044 Total Page 103 Current Page 30

Show Monitored IP
Click on the [Show Monitored IP] link and targets which are being monitored will be displayed. The
information for each target is shown as the following diagram.

Interval Time : 24H 20 20081106 222005 EveryPage:| 20|[ Confim |
NO IP IN{MegaByte) OUT(MegaByte) Total{MegaByte) CheckSize Client Mail

1 192.168.10.10 952 012762 442 164192 1,394.176954 100 juventus_ita@yahoo.com
R Total 1 Total Page 1 Current Page 0



Edit Admin Mail
The following window will pop up if the link [Edit Admin Mail] is clicked. Administrator can add the

admin Email account here. The alert/warning message will be sent to these Email accounts specified
if there is any monitored target exceeds the bandwidth quota.

@Mminiﬁrmur Mail list
| |
1 Delete Every Page
NG O Admin Mail
1 O admin@e-netdata.com
HMH 1w Total 1, Total Page 1, Current Page 1

Edit Monitored IP
Admin can edit the monitored IP/PC parameters such as Bandwidth (GB), Client Mail etc.

Monitored IP List
P Eandwidth{GB) Client Mail
| [ [ |
i Do every Page [ [ 0K_]
NO [ B/W{GB) Client Mail
1z [ 192.168.1.100 0.1 support@e-netdata.com
2. [ 192.168.1.101 0.1 suppori@e-netdata.com
e 1 Total 2 , Total Page 1, Current Page 1

Interval Time (H)
The interval time specify the duration that the target IP/PC is to be monitored for the throughput usage.

For example: The interval time is 5 hours. ICI system time is currently at 12:00 on 12/Dec/2007. ICI
system will then count the total size of information occurred between 12:00 of 12/Dec/2007 and 17:00

of 12/Dec/2007 for each target (monitored IP).

Explorer User Prompt
Script Prompt:
Fleaze enter interval time[H] = I
ancel




AD Import
This section provides the targeted PC or station information. It includes station List, NetBIOS PC List

and AD List.

A.Station List
The section List out the Date-Time, IP Addresses, Traffic Type and Account detected.

Ceee@ee0eEeUCOE L

= Station List | & Search
Account Status

No. Date Time+ P Type Account
1 2011-09-15 15:59:42 192 168 5 77 YAHOO jaze_shame System default
2 2011-09-15 15:59:38 192 168 513 SMTP rtulod System default

Total 290 Total Page 15 Current Page 1

M4 123456789 wwEnterPage| || Go |

It also includes function that allows the Administrator to manually import IP Address, Type and
Account List into the system and allows retrieval or accessing of reconstructed data based on the List.
Administrator can use Excel/csv file which contains the input of user account and MAC to upload to

the system.

By clicking on the [IP Settings] Administrator can edit the IP Setting by manually input IP and match
with Type of Services and Account Name.

® |P Settings

IP:
Type :| AD -

Account :

By clicking on [Import] icon, the following window will appear and user can upload the Excel/csv file
containing the pre-defined IP-Type-Account to the system.

&3 Import IP and Coresponding Account

File
| Upload ||, Download |




Excellcsv file that can the Administrator can pre-defined the IP Address, Type and Account.

ACCOUNT
192168.1.10 POP3 frankie
58.11.72.115 FTP ‘nforce

Search by IP Address or Account

The Administrator can click on the IP Address or Account to find the data related to that particular 1P
Address or Account.

-+ 20][ Confirm |

Account Status

134 Type Account

No. | L
: 2011-09-15 15:59:42 192.168.5.77 YAHOO jaze_shame System default
Z 2011-09-15 15.59.33 192 168.5.13 SMTP tulod System default
M« 123456789 wmEnterPage[ || Go ] Total 290 Total Page 15 Current Page 1

O a Date-Time Account Sender Subject Webmail Type
* /| 2011-09-15 14:58:28 jaze_shame germylenoval@yahoo ¢ vig [ P ticket geZeenzss Miail
2T 2011-09-15 14:25:18 jaze_shame germylenoval@yahoo ¢ +ig [ Fw: ticket ge2eanzas Mail
3. N 2011-09-15 13:24-28 jaze_shame |_bantilan@yahoo com +i5 H did 3e2zansas lisil
4 0O 2011-09-14 17 1603 jaze_shame ecps@goZcanada com g [ Application Forms for Printing goZcanada Mail
5 0O 2011-08-14 16.57-21 jaze_shame raguilar@go2canada p i [l Fw: CIO Statistics of FSW Applications Received as of Septembe .. gozcanzas Wil
G 2041-09-14 16 3705 jaze_shame raguilar@go2canada p +i5 M1 Fwe ClO Statistics of FSW Applications Received as of Septembe .~ gozcanacs wiail
7. H 2011-09-14 163043 jaze_shame raguilar@go2canada p . +i5 [l Fw: CIO Statistics of FSW Applications Received as of Septembe .. gozcansas Wisil
WM« 123456789 wwEnterPage | Go | Total 2,985 Total Pags 150 Current Page 1



B. NetBIOS PC List

NetBIOS (Network Basic Input/Output System) normally runs over TCP/IP, gives each computer or
PC in the network both a NetBIOS name and an IP address corresponding to a (possibly different)
host name. ICI system can display the NetBIOS PC List on the network and Administrator can search
the related reconstructed data based on this List as shown in diagram below.

No. IP NetBIOS Name Group Name Search
1 192.168.0.199 RPIALAN CICCEBU =
2 192.168.5.5 DOX-CCUISON CLGC [
M1 » Total 2 Total Page 1 Current Page 1
D OH ¢ W & 3 % @ & @ o= ow R
] (i] 0 0 0 0 0 0 0 0 0 i] 1
v b & - o | =4 Q | § = & e
11 0 0 257 257 1] 0 0 0 0 0 1] 1]
| |3 1RC Chatroom | B Delete | & Seasch Evory Page : [ 20][ Confm
Ho. [ Date.-Time Account HostHame User Handle Channel Conversation Count
i O :;1:12-59?;.? DOK-CCUISON sendak faenade net Pupllserdd18e3 puppyinu Conwersation ]
L

Total 1 Total Page 1 Cumrent Page 1

C. Active Directory Account List

When there is Active Directory (AD) server running on the network, Administrator can start the AD
Server service at SETTING — SERVICES. Therefore, the system will auto retrieve and show the IP
and AD Account for all categories of data reconstructed as shown diagram below. Administrator can
also search the related information from particular AD account.

Besides this automatic AD account retrieval function (which might not work in some network
environment due to network implementation architecture), we also provide an AD Probe tool which
allows AD server to manually send this AD account information to ICI system.

Ho. [] 0 Date-Time P Uger Handle Particly Accaunt! i Count ::::I:t:
1. OJ0 28?7530435 192.168.1.180 ssm3188@hotmail.com diesis@hotmail. com aduser] |Conversation 45 [—L
2ol [P | 232?{;[;18 192.1658.1.180 ssm3188@hotmail.com neoyuoa@hotmail. com aduser! |Conversation 2 =
2 JE 23??{30%5 192 1681 180 ssm31BBE@hotmail.com howanchieh@hotmail.com aduser! |Conversation a8 F‘L
4. 00 28270;0437 192 168 1.180 ssm3188@hotmail com digsis@hatrmail com aduser! |Conversation 18 [l
& 9] 28270100';7 1921681120 ssm3188@hotmail.com shih@ecomuniversal.com aduser] |Conversation 14 [—L

Similar Search for Particular AD Account

Ho. 1P Account Hoziname Search
1 192.1668.1.190 aduser] DEC.LOCAL =
2 192.1658.1.21 rick group I}
3 192.166.1.140 J¥lin DEC.LOCAL [
4 192168 .1.34 dannier group !
M1 Total 4 Total Page 1 Current P% 1
[ Fora : W E suiets n | wEBMALREI 0 wEBMALSE® 0 [wenh 1) oo vanoowo [Fe@ o] re o X]
GaPOP3 | Delete | @ lonore | 8] [gnore and Delete | & Search Every page
Mo. [ ® Date-Time Sender Recelver cc Subject Size
i, H§ copergmmcom B o 50 Gcge Dovces 121.7%
2 O Q?gigaﬁgz rick@hotmil.com cglmr\ess@gmml.mm i3 4] Re: Wersion Mumber 47K
3 0O A rick@hotmail.com B Srabooscom ph 55 1 [Bug 211] New: Core Micro System 48K
i | E?g?égaégZ rick@hotmail.com c‘ghcr\ess@gmml.cnm :'-:'% AT MR Dl S 2
5 O 2?27556522 R L - (E;M s milicam G ¢ [Bug 212) Mews: Jon R. Han 32K
=l 2?2732%22 rick@hatmail.com ﬁmpshm@whm com v 1 [Bug 212] New: Jon R Han 39K
) 2?27255432 support@e-nefdata.com s%ppoﬂ@e-ne?dﬂm.mm % [ Re: Devices - question fram H-11... 1686.2K
M 123456789 w Total 2,112 Total Page 302 Current Page 1




Registration

This page shows the system registration information. For system registration and activation, please
follow the below steps.

Signature File
Step 1: Enter the Serial Number and click on [Download Signature File] to download the Signature
File. Sample format of the Signature File is signature_file_ DC071121N1027NY8.

-F Step 1 : Download System _Signafure File

Serial No : |DCD?1121N1D2?NYB
User License :

Expired Date :

Download Signature File{p;,:i

Step 2: Please send the Signature File by email to support@levell.com with the subject : ICI License
File Request.

Step 3 : After Registry has been verified the details, it will send the user the license file with the format
like license_file_ DC071121N1027NY8.

Step 4 : Upload this license file to ICI system for service activation.

“F Step 2 : Upload License File

License File : [ \Documents and Settings\ (2583 1
Upload j— 2

Step 5: Successful registration will show the user license and expiry date as shown below.

=¥ Step 1 : Download System _Signafure File

Serial No : [DCO71121 1027 WY
User License : 200

Expired Date : 2008-11-20
Download Signature File

If the registration process fails (shown by Error message), please download register_import.log and
send it to support@levell.com

L} Failed 11! Tf wo want to know error information Flease click Error link o download |
L



mailto:support@level1.com
mailto:support@level1.com?subject=ICI%20Internet%20Content%20Inspector

VoIP License
Voice over IP License (Optional Purchase) is to be uploaded at this Registration GUI as well. The
license file will be named “licence.txt.”

“¥ Step 3 : VOIP License File

License File :
Upload

By default, the ICI system (appliance based) shipped out is already pre-registered. Please check by
clicking the registration page. You will be able to see the following diagram with the serial no, user
license and license expiry date.

@ Registration Function

Request Serial Number fom

Eeiey ¥ Step 1: Download Systsm Signature File
Serial No 2 [DCO7112101027MY3
Ger the Serial Tumber from 5 = ) )
Registry User License : 200
L Expired Date : 20081120
Download Signature File

To falfll Serial Nusiber and
Downicad the Sigeatuss Fils

Yo LWLE =¥ Step 2 Upload License File
Fegistry
S Rt LicenseFile:[ ok
L Uplead
Trpload the Licease Fite
< Finish

You can also check from the login page. Information like N/ED2-1.0.0:20 (ED version 2-1.0.0 and this
system supports a maximum of 20 concurrent users) will be shown when the pointer is placed at the
ICI system, Login ID or Password.

Internet Content Inspector

N/EDZ-1.0.0:20

Password : | |

Login ID : |

Language : |Eng|ish V|
ngin




Data Search

Full Text Search

Full Text Search provides the capability of searching into the database content of Email (such as
POP3, SMTP, IMAP, Web Mail, IM Text Chat etc with the key word(s) inputted by the user. It is even
capable to search in to attachment, file transfer, zipped file etc. and Listed the output result that
contains the matching search criteria.

Key word(s) search supports full Boolean Algebra concept. For full details of Full Text Search, please
refer to Appendix in this guide.

string up to 32 words, 128 bytes per word

& AND

OR

NOT

NEAR

Logic Application “

@ : . - These 5 symbols, cannot be at the end of a word, such
- as “love@"”, system will filter out automatically

Alphabet A B, C,...
Number
? Wildcard search

? represent one alphabet
* represent multiple alphabet
First search character cannot be wildcard character

For example:
li?e => to find out similar words like => live, life

li *e => to find out similar words like => live, life, license, little



Following are the limitation of Full Text Search:

Natural language. Some of the words as follow will be automatically neglected by Full Text Search
engine as it would have appeared too many times in the database content. Therefore for accuracy
and performance, we neglect these words which we have known in as “Stop Words”.

For example “and“, nareu, ||asul "at", "be", "but", "by", "fOf", “if", "in", ||int0||1 "iS", "it", unou, "nOt", "Of",
uonn’ norn’ "SUCh", "that", "the", "their", "then", "thel’e", “these", "they", "thiS", utou, "WaS", "Wi"", "With"

Does not support a single English alphabet search. Same concept as “Stop Words”

For example: "a" ,"b"

User can input key word or IP and press on Q% and the system will query and List out the content that
match the search criteria as shown below.

T

Select and click on the application List (with the relevant number of hit), system will then List out all
the record of that application.

U] Date-Time Account Sender Receiver €c Subject Size

D 1
1 O 2011-09-10 09.09 59 asamson diannesy@go2can. A i I a1 kindly validate, 31600 BALANCE OF 624 80K
_0d- g e 3 |
2 O 2011-09-06 11:04:58 raguilar dlauta@ge2canad... e A eruedas@go... % ™ [ Re: Josell Enecio 244K

-09- g ] [

% B 2011-09-01 165710 raguilar rtulod@go2canad. R ... chejelia@p ¢ [ () Re: deadline for contract 323K
4 O 2011-09-01 13.28.06 raguilar jrodriguez@doxi... ﬁ\od@gnkanad chejelia@p... 5 [ (1 Re: deadline for contract 3.04K;
e 3 ] : e 2 .

5 O @ 2011-09-0113:28:068 raguilar Jrodriguez@doxi. - adevera@doxinte... i) 1 9 [Fwd: Re: bpi receipts - barcenas] zusrzgp(: |
W« 12345678 wmEnter Page[ | Total 141 Total Page 8 Current Page 1

Export Search Records
Export the query result as Excel .csv file.

asamson

BookMark
Add

BookMark
management

Date-Time Account Sender Receiver Subject
1 E 2011-09-10 09.09.59 raguilar jredriguez@doxi... BT @go2cana. i U 4 for your info pls 23K
2 [F] 2011-09-06 11:04:58 raguilar dlauta@go2canad. .. e eruedas@go... & [ ) Re: Joseil Enecio 244K

nparanga@goZcan



Similar Search

It provides relative search function which search for similar words, account names etc. in the
database and display them according to application.

The key source of search is from:

Similar Group

Words Source

SMTP, POP3, IMAP, WEBMAIL

subject

from

to

cc

bcc
attachments
content

ICQ, MSN, QQ, YAHOO

sender
receiver
messages

P2P, FTP

account
flename

Click on "L and the Similar Search function will show the results in subsequent diagram.

[ A £ 5 1 wEBMALRIES 0 WEBMALSE 0 cal o vaHoo3 0 3|
% POP3 | T Delete | R Search | RAccount List Every Page| 20]
No. [ W@ Date-Time Account Sender Receiver €L Subject Size Ssi;-g'rl;: Whols
o | 2011-09-14 16:43:31 raguilar ecps@go2canada ‘r%gul\ar@gﬂcan raguilar@g i U (= Your CIC username and password 2126 [T q
2 F 2011-09-14 16.05.01 raguilar scps@go2canada ‘Egmar@gﬂcm raguilar@g i [ 0 Your CIC username and password 2126 [T @
30O @ 20110914 15:52:41 raguilar mramos@go2canad. ﬂna“wu@gu?m ) 1 (4 Received Letters from Canadian Em . 103.99K [T =%
4 0O 2011-09-14 15:562:41 raguilar flores@go2cana e rose@go2ca. (3 I 4] JD cases for review [cap reached) 270k [T a
5 [0 @ 2011-09-14 15:52:41 raguilar acrivera@nuskin %amuejm@yaha (% [ ) RE FFG Donors’ Recognition Letter . 25 20K [T, =
B El 2011-09-14 14.55-19 raguilar missjerelyne@ya s 13 [ 1 [SPAM]EVA N CABRERA DJD 5K [T @
| 2011-09-14 12:36:53 raguilar carlyslec13@yah ragllsg2ca % ™ @ Re: canada assessment 2097k [0 - 8
W4 123456789 wwEnter Pags| | Total 4,917 Total Page 246 Current Page 1
5 & o b ke 3 = @) n Ut = & e
13 0 {1} 0 0 0 i} 0 0 0 0 0 0
e & & @ <1 £ Q [ §| t = ] e
0 0 0 0 0 0 a 1] 1] 0 0 0 0
%2 POP3 | i Dalete | & Search Every Page [ 20][ Confim
No. O # Date . Time Account Sander Recelwer cc Subjact Size
1. 0O 4@ 2000814155241 raguilas miramesi@goicanad mstenzoEgEea % [ 19 Recened Letters from Canadian Emba . 103 94K
2 O @ 20110810 09.09:559 ragul s mramaosfgoleansd mmstenzoggolca ) Recetved Letters from Canadian Emba . 119 41K
k| O @ 20110902 135113 raguilas miamas@goeanad ﬁmal-en:a@go!ca * Received Letters from Canadian Emba .. 108 80K
4 O & 201108.26 163500 raguilar mramasi@go2canad ﬂnahenm@gozca % I 1 Recened Letters fam Canadian Emb 133 91K
5 O & 2010812150108 raguilar mamasi@godcanad ﬁmalle“zc@sﬂca & [ i) Recened Letters from Canadian Emb . 103 05K
6 O & 20110810 155032 raguilar mramosi@godcanad mmatisnzogalea % [l 1) Recened Letters from Canadian Emb . 106.51K
T r d 20110805 13 5340 raguilar mramesi@aoicanad a -~ & Il 9 Recerad Lettors from Canadian Emb . 116 22K
CUEN Total 13 Total Page 1 Current Page 1




Data Search — Conditional or Parameter Search

The system provides advanced Data Search (Conditional or Parameters Search) function. Information
or data recorded can be searched based on different applications and parameters set.

Search Parameters Search Category History Query

Date : G~ &
Time : -] - ¥: - Al
Source IP -
Email Address - [[1Sender [[]Receiver [[]CC [[IBCC %g
Subject :
Webmail Type : - bd &l
FTP Server:
FTP User:
P2P Tool : -
P2P File : £
Game Name : - ]
1.
MSN Account : |2 A

[[lUser Handle [C]Participants
1.
ICQ Account : |2
[[lUser Handle [C]Participants
1
Yahoo Account : |2 R <]
[[lUser Handle [C]Participants
1

QQ Account : |2 8
[[JUser Handle [[]Participants
UT Account : ur
1.
SKYPE Account : |2 L5

[[lUser Handle [C]Participants
1.

GOOGLETALK Account: |2 &
[[lUser Handle [C]Participants
IRC Account : RS
URL : B@daAuNR
Telnet User : ]
1
VOIP Account : |2 €]
[[ICaller [ Callee
Other : All

[ Reset ] [ Search ] [ Close ] [ Save As




Search Parameters by Application or Service Category

ltem Description Example
Date From Xto X: Format Date (Year/Month/Day) 2007-11-10
Time From X to X: Format Time (Hour: Minute) 23:11

Source IP The IP address to search 192.168.1.100

Email Address

The Email address in Sender, Receiver, CC or BCC

frankie@abc.com

Subject The subject or title keywords Hello ...

Webmail Type The webmail type Yahoo

FTP Server The FTPIP address 192.168.1.249
FTP User The FTP user account admin

P2P Tool The P2P tool use LimeWire

P2P File The P2P file name Abc.mp3

Game Name The name of the online game Kartrider

MSN Account The account of MSN (User Handle/Participant) abc@hotmail.com
ICQ Account The account of ICQ (User Handle/Participant) 11244567

Yahoo Account

The account of YAHOO (User Handle/Participant)

abc@yahoo.com

QQ Account The account of QQ (User Handle/Participant) 23456995
HTTP URL Link www.yahoo.com.au
Telnet User The user account

VoIP Account

SIP Caller and Called Number

Other

Searching the related information from all data type by

the keyword

Movie, Carlos, Tom



mailto:frankie@abc.com
mailto:abc@hotmail.com
mailto:abc@yahoo.com
http://www.yahoo.com.au/

Example: Search the records of specific source IP

Step 1: Type the Source IP “192.168.1.20" and click on the button [search].

= T ]
‘ } ) Search Conditions , I
Date G~ &
Time | ;[ N[ S:[ o Al
Source IP: [192.168.1.20 |
|
E-Mail Address 1o der ClReceiver ICC CIBCC gg
Step 2: Result will be shown.

P a".‘,‘
‘ J] Search Conditions , i

@ Aee

Search the result

Search The Condition

Search Mode

Date : &~ &

Time v_| ; E

Source P 192.168.1.20

|F&e'e;ults come up here Al

Step 3: Click on the SMTP icon above, the records will be shown as the following diagram.

No. [] W Account Sender Receiver cC
1. O @ 2011-09-15 17:05:29 rtulod ilud@gﬂcaﬂada.cum poshypop@yahoo.com

2 [0 @ 2011-09-15 16.15:56 rtulod Hulod@go2canada com dlauta@goZcanada ph

3. 0O @ 20110915 15:51:24 rtulod rlulud@gchanada.cummmf‘ald@yamo com

4 O 2011-09-15 12.4542 rtulod Hulod@go2eanada com azaleanena@yahoo com

5. W 2011-09-15 11:35:00 rtulod Hulod@go2canada.com smsales@doxinternati..

6 [ @ 2011-09-15 113143 rtulod tulod@go2canada com mvasquezi@goZcanadac  sheilaflor
7. O @ 2011-09-15 10:55:36 rtulod Hulod@go2canada.com dfulton@nocglobal.co.

8 O 2011-09-14 17:07-36 raguilar raguilar@go2canada p. Vlnpeiyishen@yahnn,cu,,

9. E 2011-09-14 16:08:45 raguilar raguilar@go2canada p __smnjr_castardn@yah

10 [ @ 2011-09-14 16.00.03 raguilar fgU”Er@gﬂgﬂanma7pmiben\ol@gchanada.ph...

W« 123466789 wwEnterPage[ || Ga |

Subject S22 Saarch
3 ™ (4 sample COE 303K M
i [ (4] Fwd. New Generic Forms 999 41K EL
i) [ [ Affidavit for final printing_LABIS, TONIROSE ... 79.08K m
% [ @ Re: freinds apli 273K 3
(3 1 4 Fwd: Re: Lacking Information (for CIO} 10.43K m
(% [ (11 Re: 2nd review of jd of Sheila Flordeliza 92 36K [T
(3 (1 [ Fwid: DID Affidavit for review TUMULAK. TO ... 809.13K @
15 3 FW Your CIC username and passward 475K [T
i3 (1t FW: Your CIC usemname and password 691K [T
i [ (4 FW- Received Letters from Canadian Emba . 102 45K @

Total 4,574 Total Page 229 Current Page 1



Example: Search the records of specific source IP and MSN account.

Stepl: Type the Source IP “192.168.1.20", Msn account “she0430@hotmail.com” and click on the

button [search].

Search The Condition Search Mode

Date [ &~ | &
Time:| || ~k| ¥ ¥ Al
Source [P |192.168.1.20 |
E-Mail Address: |
[OSender [JReceiver [JCC OBCC %
Subject ; |
Webrmail Type : |
FTP Server :
: @
FTF User
P2P Tool : ~|
P2P File : | £
1 |she0430i@hotmail. com
MSMN Account ;|2 X
User Handle [FParticipants

Step 2: Result will be shown.

| au®)

Search Conditions

Search the resuf
Search The Conuition

‘eSS

Search Mode

Date Y~ &
Time:| #:[ #] M \ Al
Source P [192.168.1.20 ‘ Rpgljlfg cnrrlp LD hprp
|
Evell frdrogs: [ISender [IReceiver (ICC [IBCC | %g
Subject | .
Webmail Type : | e
FTF Server :
FTF Usear:
PZP Tool: |
P2Z2F File é
1| she0430@hatmail.com
MSN Account : |3 | A
Flser Handle [IParticipants

Step 3: Click on the MSN icon above, the records will be shown as the following diagram.

2 wsh | 1 Delate | ' Display set | & Search

Show Mode : & IP O PC Name | Every page Caniirm

No. [J @ Date-Time P User Handle
10O 233?33443‘1 152 166,120 shel430@hatmall com
2 0O 2%373?“4? 152 166,120 shel430@hatmail com
o] R 192.188.1.20 shel430@hotmal. com
40O AL T2 192.188.1.20 shel430@hotmail. com

14:18:47

Participants Conversation Count
kenleeB37SiE@hotmail. com Conversation 23 2
ssm3188@hotmail.com Conversation 0
sunnyB24i@pchome. com.tw Corwersation 2
test3@decision.comn.tw Corwersation 5



Example: Search the records of the specific MSN account.

ol
e
— =
() Search Conditions
rd
Search The Condition Search Mode
Date : | G~ | &
Time : vI;I 'l~| |- h All
Source P :
E-Mail Address : I
™ Sender [T Receiver [T [T BCC HBOm
Subject : |
Webmail Type : =l EBE
FTP Server:
&
FTP User: |

1 IarlesD?ZA@msn.cum
MSN Account : |3 |shelld30@hotmail. com &
¥ User Handle ¥ Participants
1]
ICO Account : 2_|
™ User Handle T Participants

1)

ahoo Account: | | ko]
[ User Handle T Participants
URL : | 8dn
Telnet User : | o]
Other : | Al
Resgat | Search | Close | =
[E1pane [ e grenee

The data search based on the search parameters of user reference account (user handle) and
participant reference account. User reference account as [aries0724@msn.com] and participant
reference account [she0343@hotmail.com].

2 msh | B Delete | ' Display Set | & Search Show Mode :  IP " Name | Every Page :
Ho. T @ Date-Time IP User Handle Participants Conversation Count
L I 2??52380;7 192.168.1.20 she0430&hotmail.com atiesD7 24@msn. com Conversation 19
A ] 2??523805 192.168.1.10 aries07 24@msn.com sheld30@hotmail.com Conversation 20
I Total : 2, Total Page : 1, Current Page 1

So it can be categorized as two combined groups:
1. User reference account as [aries0724@msn.com] and participant reference account
[she0343@hotmail.com].
2. User reference account as [she0343@hotmail.com] and participant reference account
[aries0724@msn.com].

Instruction:

When you key in two textbox column, the first textbox column is as single account [dc@levell.com],
the second textbox column is as single account [web@]Ievell.com], then checkbox column will be
enabled.

It is not allowed to modify and search the data as below:

[(user reference account = dc@levell.com and participant reference account = web@levell.com ) or
(participant reference account = web@levell.com and user reference account = dc@levell.com )],
then use "and" combining the other search row with other application.



Example: Input two or three user reference accounts and one participant
reference account at MSN/ ICQ/YAHOO

<2 search all - Microsoft Internet Explorer oo ] 5|
- =
( ( ) Search Conditions )
&
Search The Condition Search Mode
Date : | &~ | &
Time : v;I |~ v;I - All
Source IP :
E-Mail Address : I
" Sender I Recewer [T CC [T BCC L=kt
Subject : I
Webmail Type : j i Y]
FTP Server :
'
FTP User : |

1 IanesU?Zd@msn.cum‘chADZEH@hutmall.cum‘d\esws@msEE.hmel net
MSHN Account : 2_|5h90430@h0tma\\ com 1]
[ User Handle 7 Participants
1]
1CQ Account : |5 | b
[T User Handle T Participants

1]

'Yahoo Account : 2_! b <]
[T User Handle T Participants
URL : | B
Telnet User : I =
Other : | All
Reset | Search | Close | |
Eoore RNET I

The data search based on the search parameters of user reference account aries0724@msn.com or
dc040201@hotmail.com or diesis@ms62.hinte.net] and participant reference account
aries0724@msn.com

2o msn | W Delete | Display Set | & Search Show Mode : & IP © MName | Every Page :
No. [C @ Date-Time IP User Handle Participants Conversation Count
1w O 2?251_282'1? 192.168.1.25 de040201@hotmail.com she0430&hatmail. com Conversation 3

2= O 2??553808? 192.168.1.33 aries0724@msn. com she0430Ghatmail.com Conversation 13

s Toor w1l 2??523802? 192.168.1.10 aries07 24 msn. com shel430i@hotrmail.com Conversation 20
HMd 1 e Total : 3, Total Page : 1, Current Page 1

So it can be categorized as three combined groups:
1. User reference account as [aries0724@msn.com] and participant reference account
[she0343@hotmail.com].
2. User reference account as [dc040201@hotmail.com] and participant reference account
[she0430@hotmail.com].
3. User reference account as [diesis@ms62.hinet.net] and participant reference account
[she0430@hotmail.com].

Instruction:

When you key in two textbox column, the first textbox column is as [web@levell.com ;
ken@levell.com] for multi-account (maximum only 3 multi-account), the second textbox column is as
single account [web@levell.com], then checkbox column will be enabled.

It is not allowed to modify and search the data as below :

[(Participant reference account = dc@Levell.com and user reference account = web@Levell.com) or
(user reference account = Ken@Levell.com)], then use "and" combining the search of other row or
application.


mailto:aries0724@msn.com
mailto:dc040201@hotmail.com
mailto:diesis@ms62.hinte.net
mailto:aries0724@msn.com

Example: Input one user reference account and two or three participant
reference accounts at MSN/ ICQ/ YAHOO.

<2 search all - Microsoft Internet Explorer g0 ] 5|
— =
( ( ) Search Conditions ’
&
Search The Condition Search Mode
Date : | &~ | &
Time : v;I B v;I - All
Source IP :
E-Mail Address : I
I Sender I Receper [T CC [T BCC L=kt
Subject : I
Webmail Type : j i Y]
FTP Server :
'
FTP User : |

1 I she0430@hotmail.com

MSN Account : 2_|ariesﬂ724@msn,cnm; dc040201 @hotmail.com; suppert@e-netdata.com &
[ User Handle 7 Participants

1

1CQ Account : |5 |
[T User Handle T Participants

1]

'Yahoo Account : 2_! R <]
™ User Handle T Participarts
URL : | =
Telnet User : I =]
Other : | All
Reset | Search | Cloze | |
Eoore RRET I

The data search based on the search parameters of user reference account she0430@hotmail.com
and participant reference account aries0724@msn.com or dc040201@hotmail.com or
diesis@ms62.hinet.net

2wz | W Delete | <’ Dizplay Set | & Search Show Mode : & IP ¢ Name | Every Page :
Ho. 7 @ Date-Time IP User Handle Participants Conversation Count
1. ST 192.168.1.20 sheD430@hotmail.com do040201 Ghotmail. com Conversation 2
2 r Srsa 192.168.1.20 sheD430@hotmail.com diesis@msB2. hinet.net Conversation 18
- 2??52380;7 192.168.1 20 shed430@hotmail.com aries724@msn. com Comversation 19
HMH 1 M Total : 3, Total Page : 1, Current Page 1

So it can be categorized as three combined groups:
1. User reference account as [she0343@hotmail.com] and participant reference account
[aries0724@msn.com]
2. User reference account as [she0430@hotmail.com] and participant reference account
[dc040201@hotmail.com]
3. User reference account as [she0430@hotmail.com]and participant reference account
[diesis@ms62.hinet.net]

Instruction:

When you key in two textbox column, the first textbox column is as single account dc@Levell.com ,
the second textbox column is as multi-account [web@Levell.com]; ken@Levell.com (maximum only
3 multi-account), then checkbox column will be enabled.

It is not allowed to modify and search the data as below :

User reference account = dc@Levell.com and participant reference account = web@Levell.com or
participant reference account = ken@Levell.com, then use "and" combining the other search row and
application.


mailto:she0430@hotmail.com
mailto:aries0724@msn.com
mailto:dc040201@hotmail.com
mailto:diesis@ms62.hinet.net

Example: Input two or three user reference accounts without key in participant
reference accounts at MSN/ ICQ/ YAHOO.

=
= =
( () Search Conditions ,
&
Search The Condition Search Mode
Date : I & ~| &
Time : il hd B ~ R > All
Source IP :
E-Mail Address : I
™ Sender ™ Receiver T CC [T BCC b=kt
Subject : |
Webmail Type : = =
FTP Server:
B
FTP User: |

1 |ariesD?24@msn.cum;ch4DZD1@hotmail.cum;diesis@msEZhinet.net
MSN Account : 7 | ;)
¥ Uzer Handle M Participants
1
ICQ Account: 5 | ]
T User Handle ™ Paticipants

1]

[Yahoo Account: |5 | ko]
T User Handle ™ Participants
URL : | 8
Telnet User : | =
Other: | Al
Reset | Search | Cloge | =l
= [T B

The data search based on the search parameters of user reference account or participant reference
account aries0724@msn.com or dc040201@hotmail.com or diesis@ms62.hinet.net

A msn | W Delete | .2 Display Set | R Search Show Mode : * IP © Hame | Every Page :
No. T Date Time IP User Handle Participants Conversation Count
1. O 2??51385;’ 192.168.1.256 deD40201 @ hatmail. cam aries724@msen.com Conversation 3
2 0 g 192.188.1.10 aries0724@msn. com de040201@hotmail.com e
5 e 2?25125217 192.165.1.20 she0430@hotmail.com de040201 @hotmail. com FeneaseT 2
4. O 2??%@%;? 192.168.1.33 diegis@ms62 hinet.net aresd724@msen.com Conversation 3
£ 0O Q?gigaué? 192.168.1.10 aties0724@msn.com diesis@msE2 hinet.net Conversation 2
S 2?25Dgﬂzé? 192.168.1.33 office_vic@hotmail.com diesis@hotmail.com Conversation 3
FA 2??23%5 192.168.1.20 she0430@ hatmail.com diesis@hatmail.com Conversation 18
R 2??:52'3:80';7 192.163.1.20 sheD430@hotmail.com SHsaD T3k e Gom Emeiaston Mg
HMH 1 B Total : 8, Total Page : 1, Current Page 1


mailto:aries0724@msn.com
mailto:dc040201@hotmail.com
mailto:diesis@ms62.hinet.net

So it can be categorized as six combined groups:

1.

2.

User reference account as [aries0724@msn.com] and participant reference account will be
as any account.

User reference account as [dc040201@hotmail.com] and participant reference account will
be as any account.

User reference account as [diesis@ms62.hinet.net] and participant reference account will be
as any account.

User reference account will be as any account and participant reference account as
[ariesO0724@msn.com |

User reference account will be as any account and participant reference account as
[dc040201@hotmail.com]

User reference account will be as any account and participant reference account as
[diesis@ms62.hinet.net]

Instruction:

1.

When you key in the first textbox column as multi-account [dc@Levell.com,
web@Levell.com] (maximum only 3 multi-account), then checkbox column will be enabled,
the data will be searched like as below:

user reference account = dc@Levell.com or user reference account = web@Levell.com,
then use "and" combining the other searching column.

When you key in the first textbox column as multi-account dc@Levell.com ,
web@Levell.com (3 multi-account maximum), then only select the participant account at
checkbox column, the data will be searched like as below: (participant reference account =
dc@Levell.com or participant reference account = web@Levell.com ), then use "and"
combining the other searching column.

When you key in the first textbox column as multi-account dc@Levell.com ,
web@Levell.com (3 multi-account maximum), then select the participant account and user
reference account at check box column, the data will be searched as below:

(user reference account = dc@Levell.com or participant reference account =
web@Levell.com or participant reference account = dc@Levell.com or user reference
account = web@Levell.com ).



mailto:dc@Level1.com
mailto:web@Level1.com
mailto:dc@Level1.com
mailto:web@Level1.com
mailto:dc@Level1.com
mailto:web@Level1.com
mailto:dc@Level1.com
mailto:web@Level1.com
mailto:dc@Level1.com
mailto:web@Level1.com
mailto:dc@Level1.com
mailto:web@Level1.com

Example: Input one user reference account without key in participant
reference account at MSN/ ICQ/ YAHOO.

; Search All - Microsoft Internet Explorer

O

.
> :

Search Mode

Search Conditions

Search The Condition
Date : | & &

f
Time : ’_;I l_;l~|_;l l_;[ Gl

Source [P :

E-Mail Address :

[ Sender [ Receiver [T CC [T BCC

Subject :

b=l

Webmail Type :

[

FTP Server :

FTP User:

MSH Account

2]

1_|sheDABD@hUlma\l com

M User Handle ¥ Participants

ICQ Account :

1)

2]
" User Handle I Participants

Yahoo Account: |5 |

1]

[T User Handle T~ Participants

URL :

8dn

Telnet User :

Other: I
Reset | Search | Close | =
[&] pone l_l_ré_ # Internet v

The data search based on the search parameters of user reference account or participant reference
account she0430@hotmail.com

A msn | W Delete | < Display Set | & Search

No. T @ Date-Time IP User Handle Participants Conversation Count
1. 10 2?2533825’ 192.168.1.14 sevenrxaighotmail. com she0430Ehatmail. com Conversation 3
2. - 2?253582;7 122.168.1.20 she0430@hotrmail.com wuedenigihotrmail. com Conversation 3]
10 2?251'2_82'1? 192.168.1.25 dc040201 @hotmail com shal430@hotrmail com Comversation 3
4 A 192.168.1.20 she0430@hotrail.com de040201@hotmail.com Conversation 2
5 2?250383;7 192.168.1.20 she0430@ hotmail.com milkmayl935@Ehotmail.com Conversation 2
B - 2?353281}7 122.168.1.20 she0430@hotrmail.com mptom007ighotmail. com Conversation 3]
Al 2?255?85;7 192.160.1.20 she0430@hotrmail.com flyinghunters@hotmail. com Conversation 3
5 2?2542:8&;? 192.168.1.20 she0430@hotrail.com alexlind@msn.com Conversation 32
3. O 2??5558Dé7 192.1658.1.33 diesis@msE2. hinet.net she0430@&@hatmail. com Conversation 18
0. M Srsa 192.168.1.20 sheD430@hotmail.com diesis@msE2. hinet.net Conversation 18
"o 2??52'%;7 192.168.1.20 she0430@hotmail.com ariesl724@man. com Conversation 19
10 4 2??52'3_80';? 192.168.1.10 ariesO724@msn.com shel430@hotmail com Comversation 20
W41 e Total : 12, Total Page : 1, Current Page 1

Show Mode : * IP ¢ Mame | Every Page :


mailto:she0430@hotmail.com

So it can categorize as two combined groups:

1.

2.

User reference account as [she0430@hotmail.com] and participant reference account will be
as any account.

User reference account will be any account and participant reference account is as
[she0430@hotmail.com]

Instruction:

1.

2.

3.

When you key in the first textbox column as single account dc@Levell.com , then checkbox
column will be selected only user reference account and searched the data like as below:
(user reference account = dc@Levell.com ) then use "and" combining the other searching
column.

When you key in the first textbox column as single account dc@Levell.com , then checkbox
column will be selected only participant reference account and searched the data like as
below:

(participant reference account = dc@Levell.com ) then use "and" combining the other
searching column.

When you key in the first textbox column as single account dc@Levell.com , then checkbox
column will be selected both user reference account and participant reference account, then
the data will be searched like as below:

(user reference account = dc@Levell.com or participant reference account =
dc@Levell.com ), then use "and" combining the other searching column.



mailto:dc@Level1.com
mailto:dc@Level1.com
mailto:dc@Level1.com
mailto:dc@Level1.com
mailto:dc@Level1.com
mailto:dc@Level1.com
mailto:dc@Level1.com

Association Search

It allows the association search by Account or by IP Address.

For instance, click on Account — [SEARCH] button and a Window will pop out. You may key in to
search for KEYWORD/IP/ACCOUNT. After select the search condition and input the information to
search, click on [SEARCH] and the system will look up the related information in the database and
List them down. You may select and click on the item Listed. It will direct you to back to the original
Window and you may then select Time Interval and Protocol/Service to Search for the information you
want. By clicking on [Submit], the system will search for the related information and Listed them down.

[ _B-[o11095 O] B[ &

4

Time interval - [2011-09-15 & |

& Account SEARCH| ©  IP Address i- .

[ALL

b
@ KEYWORD QIP OACCOUNT

Keyword | [searci|

asamson 2

rtulad

raguilar

jlenglis

aotocanada cic bt

(& Account :_bob SEARCH O IP Address | _
|Time interval : 2008-06-01 & | %[ v .lomoe0e-19 & v+

AL v || Submit

Date Time Category Description Functisns Related Account 7=
20080618 08:47:58. AmaN diesis@hotmail com 5
20090618 08.48:04 Zmisn dissis@hotmail.com Total 0 Total Page 0 Current Page 1
2008-06-18 08:49:46 éHWPLOG digsis@@hotmail corm
2008-06-18 08 49:46 WHTTPPAGE  diesis@hotmail com
2008-06-18 08:49:47 BrrrPLoc diesis@hotmail com
2008-06-18 05-49:56 BHTTPLOG  diesis@hotmail com
2008-06-18 08:49:56 SHTTPLOG digsis@hotmail corm
2008-06-18 08:4%:56 BrTTPLOG diegiz@hatmail.com
2008-06-18 08:49:56 BHTTPPAGE diesis@hotmail com
2008-06-18 D8:49:56 SHTTPPAGE  diesis@hatrail.com
2008-06-18 08.49:56 @BHTTPPAGE diesis@hotmail.com
2008-06-18 08:49:57 BrrrrLos diesisi@hotmail com Related IP
2003-06-13 08:49:57 BrrrPLoG digsis@hotrail corm
2008-06-18 08:49:57 “:HTFFF‘AGE diesis@hotmail corn Total 0 Total Page 0 Current Page 1
2008-06-18 08:50:01 SHTTPLOG  dissis@hoatmail.cam

MH 123466789 wm Total 1,269 Total Page 85 Current Page 1




You may click on the description Listed to search for the particular record and content information as

shown in diagram below.

Date-Timi Calirgary D=
2008-05-10 00:52:49 EhTTeLoG webmail seed.net
2000-06-10 00:52:49 WRTTIPPAGE  webmail seed net
20080518 09:53:40 o webmail seed. net
20080518 09:53.40 WhiTeeaGE  webmall seed.net
20080518 08:53:42 (CAWEBMAILE
0080513 08:53:43 Birieios  webmal seed.net
2008-06-18 09:53.43 “ATI'PP.I’\GF webrnal, seed. nel
ARG 08 53 45 BTG
20050518 08 53,45 & rLoG
0080518 09:53:45 WhTTPPACE  wetimail seed.net
000518 08:53:45 WTTPPAGE  webrail seed nat
20050518 08:53.48 BreoG webmail seed net
2008-05-18 08:53:48 WhitreraGe  webmall seed. net
2008-06-18 09:53:48 [EZWEBMAILR  Subject: OFsenouscondil
20080518 09.53:52 Sireios webmal ssed net

mu 123456720 wm

Tot

1 1.269 Total Page 85 Cumernt Page 4

Funclions

ciation

Helated Account

-

P

Total 0 Total Page 0 Current Page 1

Helated 1P

Total 0 Total Page 0 Current Page 1

i i = 3 T =
DR C oL 3R w8 S8 e al B¢ RO
0 1) 0 ] 1 0 1] 0 ] ] ] 0 0 o o 1] 0 ] i} ] 1]

T W (S| WDl RSBz S| Such Evory Page_20][ Confim_|

Mo. [] #  Dute-Time Account Sendar Pagsword Racelver cC BCC Subject Webmall Type

1. O8 2&:65'036‘53 VICTEST i"&u'\: b wppertide-neldata.com 455 11 Fuwd:025choal police-... SEELHET Mail

LA 2] Tatal 1 Total Page 1 Currant Page 1

Searching for Association or Relationship
By clicking on the [Association] at the Function column of the Listed information, you may search for
account that is related to this interaction (chat/email etc.). The account related will be Listed. You may
also click on the [Search Account] to List down the account that is related this account.

Date-Time Category
2006-06-18 16:24:58 BHTTPLOG
2000-06-18 16:24:55 BuTerAcE
2006-06-15 16:25:01 BHrTRLoG
2008-06-15 16:25:01 BUTTRLOG
2008-06-18 16:25-07 BuTTRLOG
2008-06-18 16:25:07 @urrerace
2008-06-18 16:25:12 BrRLOG
2008-06-18 16:31:41 ErrreLoc
2008-06-18 16:31:41 @rTerace
2006061 a4 BRORS
2008-0B-18 16:44:34 EPoP3
2008-06-18 16:44:34 BaPoP3
2006-06-18 16:44:57 BrreLoG
2006-06-18 1B:44:57 Burrerace
2006-06-18 16:44:59 BHrrLoG

M 0111213141516 17 18 wa

Description

sourceforge. net

sourceforge.net
pagead2.googlesyndication.com
pagead2 googlesyndication com
sourceforge net

sourceforge.net

pagead2. googlesyndication corm
rad msn_corm

rad-rsn_com

‘Subject: Re: him

Subject: Re: how are yau!!!
Subject: [Bug 1083] New: [MAP
viewy atdrt.com
viewy atdrt.corm
. google. com

Total 716

Functions Related Account e
vincent Search Account
neoywo Search Account
jirnrny Search Account
ghostjack arch Account
e Search Accaunt ~
MM 123 B Total 12 T, Page 3 Current Page 1
Related IP
K 2
Association ]l otal 0 Total Page 0 Current Page 1
neoyuxxx fal

Total Page 48 Current Page 14

angl126

(o)

182.168.1.134
182.168.1.135

122.168.1.101
incent
192.168:1.23

ghostjack
e

D724244D7FOB4CT

DEC-FSAZ9D0ESSE



Captured File List

This section will List out all the files that have been reconstructed by ICI system with information such
as file name, file extension, count (humber of time this file has been appeared in the captured record)
and file size. It also allows the Administrator to search for the file usmg the search function.

File Name Extension

1 Reiluke_MailBruteforcer.e. .. exe 5 3382K Q
2. GDF-ED2-1.14.0-4-100114- . iso 2 463.76M Q
3 receiveim.mp3 mp3 2 8.20K %
4 GDF-ED2-1.14.0-r4-100114-.. iso 1 6.31M Q
5 GDF-ED2-1 14 .0-r4-100114- iso 1 6.31M %
6. DiagnosticCD_ED2-1-15-0.i... iso 1 166.55M Q
T br_msg.zip zip 1 520K %
8. nForce Sales Forecast FY1.. ®lsx 1 20.87TK Q
g dictmkr.zip zip i) 142 41K %
10. runasdate zip zip 1 21 31K Q
W12 wwEnterPage[ || Go | Total 20 Total Page 2 Current Page 1

Search for the Captured File

[ Browse.. || Upload Lm

File Name Extension Count
GDF-ED2-1.14.0-r4-100114-... iso 2 463.76M % =
receiveim.mp3 mp3 2 8.20K %
GDF-ED2-1.14 0-r4-100114- iso ki 6.31M Q L4
GDF-ED2-1.14.0-14-100114-. iso k4 B.31m %
1 16655 L=}

DiagnosticCD_ED2-1-15-0.i... iso

(-}
Total 20 Total Page 2 Current Page 1

No. [[] Date-Time Account Action File Name URL

im fiankie  Download 1 Reiluke_MailBrutefor . http:/irapidshare com/files/197202811/Reiluke_MailB _ 33.82K E‘
2 [ zg;ggﬁgs flankie  Download 14 Relluke_MaiBrutelor  hitp/irapidshare comiles/ 19720281 /Reiluke_MailB . 33826 &
&m G fiankie  Download [ Reiluke_MailBrutefor . http./ftapidshare. com/fles/97202814/Reiluke_MailB __ 33.82K &
PR famtin Poeiand BT Tiaibe A s 4 Paietn MiE 29 e AT
Mu1m Total 9 Total Page 1 Current Page 1

Search for a file (with the similar content)

Administrator can also upload a file and try to find whether this file is found within the captured file List.
In this case, the Administrator can know whether such file has been send out by anyone in the
organization even the file name has been changed by the user.

File Name Exlensmn

1 runasdate zip zip 1 21.31K %
L Total 1 Total Page 1 Current Page 1



Bookmark

This function allows the Administrator to make a bookmark or record whenever he searches with the
Free Text Search function. This will allow him to view back all the items that he has searched before
and with the original search result.

Whenever the Administrator does a Free Text Search, he can bookmark it by clicking the icon on the
left hand corner of the List of result. Select [Bookmark Add] to add the record into bookmark. A
Window will pop up for you to name the bookmark record.

imilar,
Cearch Whols—

- Account Sender Receiver CC Subject Size

lunko  lunko@gmail.com ﬁ@whw_mm admin@e-n... 51 06block 87 10K

a
- E0 65192 NEebibn =oh
2009-03-01

" 1] 165101 vic vic@yahoo.com -charless@gmail.com % [ 11 RE: Issues still exist. B6.35K

R
SO 23gig?£1 charless@gmail... fbe"_che_ﬂ@mm admin@e-n... (5 B RE: Issues still exist 489 25K
o
A 2(1)292-235-301 charless@gmail... ﬁwpshu,k@hmm_“ (7 U1 1 RE: Issues still exist.. 484 18K
w EgARe
.o 2?292_235_301 lunke@gmail.com
e
meSEe
iz 920089301 & i@yohoocom 2 3 B 1 Fw: Odother informatio... g6 35K [

W« 123456789 wmEnterPage| ][ Go | Total 642 Total Page 33 Current Page 1

&

2009-03-01

charl  charless@gmail... % U1 0tnorthem lig... 86.36K

L

£

vic  vic@yohoo.com __;?c@whwvwm 3 B B Fwd-Fw Ofnorthern fig... 573 20K

E

£

e

lunke@gmail.com '?c@yuhon‘mm 155 B[ Fwd:-Fw: Otnorthem lig..  87.11K

5

lunko@gmail.com f’ Stosleem 53 U1 [ Fw: 04other informatio... 932 66K

i [ 1 Fw: O6block 1.03M

&

charless@gmail.com

L

vic vic@yahoo.com albert.chen@pro... 5 U1 [ other informatio.... 87.10K

. = g
lunke  lunke@gmail.com T support@e-net...i53 [ [ Fw: 06block B6.36K

&

g8 4da848:848:8:48-H8H4dH-

o=

EY
Q
=Y
Q
Y
Q
q U
Q
EY
Q
EY
é.

Bookmark name of search results

B ——




Bookmark Management
The Administrator can delete the bookmark as well as export the bookmark (in ISO format).

Mo.RemoveExport l[}ate Name Export |1SO Name
i B O® e alfie
2 X @ 22??[;?:3;31 philippines
I X @ zggs;)e;} ! e-netdata bookmark_20090301170121_87d441 iso
[ Total 3 Total Page 1 Current Page 1
. Windows Internet Explorer ﬁ

.

|@ Do you want making bookmark's IS0 7

Backup Categories : WEBMAILS [#] POP3 ¥ SMTP

LETMM

v

'\E - Webpage Diaipg"—b‘ g

9.38 %
Making_iso

The Administrator can use FTP client to access and download the 1SO file from the system. The
Administrator can login to the system by using FTP client with the Console/FTP username and
password with port 21 or port 22.



Search for Bookmark Item
The Administrator can search for the bookmark item. This will show the previously searched and
bookmarked record.

N S 2 A
~ EveryPage:[ 20|[ Confirm |

No.RemoveExport Date Name Export I1SO Name
1 X @ 23 %gﬁ? alfie
2 ; W 22}?9{;23;31 philippines
1 x @ 2R bookmark_20090301170121_97d141.iso

Total 3 Total Page 1 Current Page 1

o 0 0 o
Every Page[ 20][ Confim ]

Sender Recaiver CE Subject Size Whols =
10w 232:5;2:3;21 fiyy  dlfie@e-netdata... ffie@e-neldqfu.com support@e-net... (5 [ [ Re: letter to insurance ... 87.10K E
200 23295_332_31 o e aeidai ﬁﬁg@e-nelda?a.com support@e-net... - 1 F1 Company logo 86.36K 4,
100 232%33[;31 olft  alfisdia-nstdaa... ﬁﬁg@e-neldam.com support@e-net... g [T 1 Post office letter 86.35K
4 Fl 0 292%9%91 alf support@e-netdat... ﬁﬁe@e-neldma.com i [ [ Fwd:Fw: Otnorthemn lig... 573.20K & -
M4 123456789 wwEnterPage[  |[ Go | Total 582 Total Page 30 Current Page 1




Send Malil Service

Administrator can be alerted or notified by Email (with content) if the alert condition met the parameter
set. In Alert with content, Email (POP3, SMTP, IMAP and Webmail) and Chat (MSN, YAHOO, ICQ,
QQ, AOL) content can be sent to the Administrator through Email if the pre-set parameters (sender
account, receiver account, IP and key words) met or triggered. For example, administrator can
forward all emails (POP3, SMTP, IMAP or Webmail) from account abc@xyz.com to himself/herself at
admin@levell.com

Alert with Content

Administrator can set up the alert parameters based on the different service categories. Alert
parameters such as sender account, receiver account and key word can be configured in each
service category. The alert can be send to the specific email account(s) defined by the Administrator.
@ https://60.251.127.208/general/commony/notification/ule.edit.php - Windows Internet Explorer [E=EEE

Create a New AlertSelﬁn q

Alert Condition Setting Fire Alert Mail To ...([Empty for logging only)

POP3 Kéywﬁrd - ﬁger f.t;an"k_ie-@-e.—r;éida'ta.com

IMAP Sender -

SMTP -Seﬁde r -

|Webmail Received Sender -

Webmail Sent Senﬂer -

MSN| User Account

YAHOO| User Account -

]

ICQ| User Account -

QQ| User Account ~

UT WebChat| User Account -

SKYPE| User Account ~

GOOGLETALK| User Account

IRC Chat| User Account -

FTP| User Account -

P2P| P - -
GAME| P hd
HTTP Link| 1P -
HTTP Content| IP -

BEEEEREEEEEEEEEERRR

HTTP File Transfer]  IP .

Administrator can check the alert List as well as modifying the alert rule through the alert List GUI.
Besides, the Administrator can also query for the defined alert parameter through this GUI.

@ Create a New Alert

_ T Reon T
X | Bwsn Key Word s Price, forecast, invoice -—T=F’Fw to: support@e-netdata.com Modify | Query
X | ®pop3 Key Word is Price 5w to: support@e-netdata.com Modify | Query
X | Esure Key Word is Price. forecast, invoice Cw to: support@e-netdata.com Madiy | Query

1 Total 3 Total Page 1 Current Page 1


mailto:abc@xyz.com
mailto:admin@level1.com

Alert Mail Box

Administrator needs to setup the Alert Mail Box so that all notification and alert Emails can be sent out
by the system.

#L Alert Mail Box

CiLocal & Remote : | e-nefdata.com |
Sender Email ‘u\beﬂ.chen@pmdaMnet.com.ph ‘
Sender Name - [PostMan |

Server requires authentication

Account : |

Password : | |

—OK | |_Resel | |SendTest

Features in this Alert Mail Box GUI:

1) Local/Remote: The SMTP domain name. Administrator ticks the local one if you have set up
the mail server locally

2) Sender Email: Administrator provides one Email account for ED system for sending out the
system Emails

3) Server requires authentication: Tick this option if the mail server used requires authentication

4) Account and Password: Provides the account name and its password here for authentication

5) The button [OK] is to submit the setting

6) The button [Reset] is to clear up the setting

7) The button [Send Test] is to test this function based on the given conditions

Testing of Mail Server Setup
The following GUI will pop up when Administrator click on the button [Send Test]. Fill in the
information required to test the Mail Server setup.

& hitps://60.251.127,208/ - Send Mail Test - Windaws Intemnet Explorer  L==lEk

Sending Mail Test

Mailto: |support@e-netdota.com |
Subject: | Send Mail test 2009-03-01 08:13:29

Date: | 2009-03-01 08:19:29

Content:

This is sending mail test

Smip sever ismail.e-netdata.com
Sender email is support@e-netdata.com

ISend I

[Test Result:Send Success!!

essage:
Send Mail Success !

Send Mail Success means that the Email can been successfully sent out. Send Mail Failed means
that the system failed with send out the Email. Therefore, please recheck your Email server and
username/password.



Alert Sensitive File

Administrator can upload certain files to the system. If these files are found in any of the
Internet content communications, alert email can be sent to the Administrator.

&3 Upload Sensitive File

: C‘LL.Isers_‘uFraniﬂe‘nDesktn[;‘nWHITE_F’ _m
File Name : ‘u“u’HITE_F*AF*ER_SIMF’LYING_LI_dn:c
Alert mail receiver : admin@Ievel1.com

Severity : INFO -

Upload Sensitive File

Fy|

Comment :

&) Refresh | £ Upload Sensitive File | 1if Delete

Every Page| 10| Confirm
No. [ Date-Time File Name File Size Severity Alert Settings Search Logs
1T B 2010-01-16 23:56:42 WHITE_PAPER_SIMPLYING_LI.... 3350K INFO - &= 58 ad
Mu 1w

Total 1 Total Page 1 Current Page 1



Report Management

This section will List out all the scheduled reports setup by the Administrator. The
Administrator can delete this schedule report delivery setup.

Total Throughput Statistical Report

|

Refresh (20080301 20:24:48 ) Online User List
Service: Categony _ ggﬂﬂ?@? _20093?;;@2?&03_01 T
Ouootibe Theouohou—RocadOuantibeThicuabontRaoprt Quantity  Throughput  Report
5 X1 144425659 509 647 KB [l
& 2531 33.030.052 KB [lh,
g Email Report Setting ) 1,004 6.335,389 KB i
EMAL 1431 19,379,916 KB ||,
lTS B suppod@e-neidao.com 1466 7,908,831 KB [l
= O — - —— Ee jj;‘;;g;ﬁg :"mhhﬁ
fule @O OOk 6 72283KB [l
® Evany HourR ' 3 7430133KB iy
C/EveryDay 01 ~Hour _ 8 4637.685 KB [l
CHAT © EveryWeek Monday ~Day 01 ~Hour | 14 10.083.119 KB [il,
© EveryMonth 1 ~Date 01 ~ Hour _ 1 645225KB. [l
et E 28 KB il
2 720KB [lih.
. 1.421269.220.645 KB, [l
FILE TRANSFER £ il
10 66,296,665 KB [l
ONLINE GAME 4 i — 204 174KB (il
TITTE ik FETE ORD M 57541 OKB T, | 67.541 178 KB [fl,

No. Delete DATE-TIME Rule Receiver Subject

1. ¥ 2009-03-02 10:3746 Every Hour suppert@e-netdata.com Tatal Throughput Statistical Report:




Event Management

Event Management provides logging of users’ action on ICI system such as delete of record, stop of
services, change of network settings etc. It provides information of Date-Time event occurred, Event
Severity (Warning-5, Notice-6 and Info-7), Event Type (System Event or User Even) and Event
Subject.

No. Date Time Event Severity Event Type Event Subject
1. 2011-03-02 12:10:45 Motice(6) User Event Delete single data record
2 2011-03-02 12:10:08 Warning(5) ‘User Event Stop services manually
3. 2011-03-02 12:04:03 Notice(B) User Event Domain Setting
4 2011-03-02 12:04:03 Notice(6) User Event Network seftings
5 2011-03-02 12:03:58 Notice(6) User Event Daomain Setting
6. 2011-03-02 12:03:58 Notice(8) User Event Network settings
i 2011-03-02 10:45:53 Notice(6) User Event Delete single data record
8 2011-03-02 10:45:26 Info{7) User Event Delete online IP manually
M 1w Total 8 Total Page 1 Current Page 1

Click on the Event Subject will provide you details of the event.

No. Date Time Event Severity Event Type

1. 2011-03-02 15:26:09 Info(7) User Event W
2 2011-03-02 14:43:44 Info(7) System Event
Ticket Number 31
Event Trigger Time 2011-03-02 15:26:09
Event Source root
Event Type User Event
Event Severity Info
Event Title User login successful

Event Content

Login successful
Account:root
1P:192.168.1.4

Note




Event Management Search function allow you to search for particular event according to
Event occur Date, Time, Severity, Type of Event and Event Subject.

Event Date :|2011-03-01 % ~ 2011-03-02 <
Time : - . - | - -
Severity : [ -
Type: v
Subject|>S2roh method: © Exact | © Similiar

Note: Do ensure that you turn on Event Log service at System Settings — Services — System Services
to enable this function.



Event Trigger Management

Event trigger management allows user to alert email to be sent to Administrator whenever the
specified condition met.

Step 1: Setup Alarm Report Management
Click on [Alarm Report Management] and the following Windows will appear. Input the Alarm Method
Subject, Mail Receiver, Mail Subject and Mail Content and Save. Then, go to Step 2.

Alarm Method Subject : E-Mail Administrator
Method : [Mail Alarm - |
Mail Receiver: support@e-netdata.com
Mail Subject : Alarm Event - {{subject}}
Mail Content :
E-Detective Event Triggered -

Event Subject:{{subject}}

Event Trigger Time:{{created datetime}}
Event Content:

{{description}}

Step 2: Setup Create Alarm Rule
Click on [Create Alarm Rule] and the following Windows will appear. Select the Event Type that you
want alert email to be sent and save it.

Event Type: User login failed -

Alarm Rule Subject: |User login status |

Alarm Method Forward To

E-Mail Administrator support@e-netdata.com

No. | Create Time Alarm Rule Method
1. il 2011-03-02 22:59:51 Delete online IP manually E-Mail Administrator
2 2011-03-02 22:59:40 User login failed E-Mail Administrator
e 1w Total 2 Total Page 1 Current Page 1

Diagram: Alarm Rules created.



Statistical Reports

ICI system provides comprehensive statistical reporting function. It can generate different types of
reports based on single application or protocol, group of users’ different online activities as well as
various statistical reports.

Conditional Reports (Single Report)

Step 1

Identify the period that the specific category (protocol) to be displayed in the report. Category: POP3,
SMTP, FTP, P2P, MSN, ICQ, YAHOO, HTTP Link, HTTP Content, WEBMAIL-R, WEBMAIL-S,
TELNET etc.

a hitps:£f202 39 29 37 - Beport - Microsoft Internet Explorer |Z||E|r$__<|

mITo Group
Mode ;| POP3 | Field i Date-Time

Start Date 120050901 | & |00 v|. 00 v|

End Date 20050928 | & [23 /. (539 v

Please Click Search Buttom

3 hitps:1202.30.29 27 - Report - Microsoft Internet Explozer T E|&|

m.To Graup

Mode | POP3 v| Field | Date-Time v
Start Date ;20050901 | (00 v . |00 v |
End Date ;200509-28 | & |23 v . |53 v|

Show Chart Every Page

No. Date-Time Count File count File size
1 2005-09-03 2 1] B0.5k,
2 2005-09-09 4 1] 102,31
3 2005-09-15 2 1] B2 Bk
4 2005-09-19 5 1] 164,71
A 2005-09-27 39 34 1.2M
MM 1 M Total : 5, Total Page : 1, Current Page 1




Step 2
Click Show Chart.

2} htips:/202 39 20 27 - Report - Microsoft Internet Explorer |Z||§”')Z|
mlTo Froup
Mode ; POP3 v | Field ; Date-Time |
Start Date ;20050901 | & |00 v |- |00 ~|
End Date 120050928 | & |23 v|. |59 v
show Chart| Every Page :
No. Date-Timet Count File count File size
1 2005-05-08 2 o B0.5K
2 2005-05-09 4 o 102.3K
3 2005-059-15 2 o B2.6K
4 2005-09-15 G o 184.7K
5 2008-09-27 39 34 1.2M
M1 MW Total : 5, Total Page : 1, Current Page 1

[Ghart Typed Sar Chart | Show Togs 17 ¥ Sont b/ Court ¥ ] Changa Chan EiDownload File -4 Print

Type:POP3  Field:Date=Time




{ehart Typs Fie Chart | Show Top: 17~ Sart by Court =) 6 Changa Char éﬂmbnd Fila = Print
Type:POP3 Field:Date-Time Sort by:Count
ime : 2005=09=01 00:0072005=-00-28 23:509
'''''' N} { le_\\I
Chart Type:
Bar Chart
Pie Chart

Show Top: Select to display the first 10, 20, 30 data row.

Sort by:
Count: total data.
File count: all included attached file data.

File size: all included attached file size.

Change Chart
Select Chart Type, Show Top, Sort by. Clip Change Chart then can display you the type you would
like to display.

Download File
The report can be downloaded in chart figure (.png) format.

Print
The report can be printed.

Note : Because the charset of sender and receiver of POP3, SMTP, Web Mail, and the user handle
and participant of YAHOO is not saved by Unicode. When showing the chart, you can choose the

correct charset (unicode, big5, gh2312).

)

Chart Type:i_ﬂif Chart _"i Show Top:l 10 ¥ hsSon hy:{ Count |

@vmail
080@seed.ne, py
sweep@garden, seed ne
Supuar“{rﬂe‘r\eidmc com
udmw‘n@c-neﬁmm com
serw‘ge(fr_hpcaumerco
olbert chen@prodofanet com.ph

Mailer-Daemon,



Conditional Report (Group Report)

a hitps:/f202 30 30 27 - Report - Microsoft Internet Explorer 1 |

2[Datel:2006-10-01 | & [00 v|: |00 |~ |2005-1008 | & |23 v |53 ¥
3[Protocal} ] poP3 HsmtP  MFTP FIMSN
Micao FlvaHOO  [FHTTP  [FIDYMAMIC
[ WEBMAILR [ WEBMAILS [ TELNET

4[1P}
Fanp
XK selacted IF 6
I@ Show Chartlg Every Page : canfirm

IP

8
192.168.1.16
192 168.1.17
192.165.1.18
192 1658.1.201
192.1658.1.202
192.168.1.203
192 1658.1.204
192 1658.1.208

10 192.1658.1.207
MH 1234 ww Total : 35, Total Page : 4, Current Page 1

=
=l

LUn B B p 6 I N R O O )

After select the Group Report, it will display the Group Report List (see above diagram)

1) To Single: Select the icon to link to Single Report.

2) Date: Date and time setting.

3) Protocol/Category: Selection or Protocol/Category of different Internet applications such as
POP3, SMTP, FTP, MSN etc.

4) |IP: Key in IP address manually.

5) IP List: Administrator can select the IP addresses based on the List of IP displayed.

6) Delete All/Delete Selected: Administrator can delete all IPs or just the selected IPs.

7) The record IP List that have Listed in the present ICI system

8) By using the mouse to select any IP, it can be added the IP to the new IP List, the maximum
can be selected 10 IP.

9) Show Chart: Display the chart report.

Cifhow Waline O Nal Show Valus '_*I!Jmurinld_Fih & Frrd

it PO SMTI FTR  MSN IO YAHGD HTTP DVHARET WEBMAILR WEHRAIL S FELHET
140 5 o o 0 0 0 o 0 o i i o
140 N N W f2° = B 0 n 7304 £y B | m
1430 N 3 18 2 1] 1} a o 3532 EBET a0 1 5
140 TR ¥ 10 0 13 0 a i} 808 LAl 13 0 {1
140 £ & = s . 151 34 1] o 977 805 g o g
140 = B 2 105 ex} a 0 1052 s h &0 1} 3
gL LS S U plrc] 2 a7 2 a D 1954 543 16 n ¥
140 0N 31 o o e m a o i3 aor i 2

Multiple IF Lo Pultipls Protocal
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Network Services Usage Report

It shows the number and percentages of different services (protocols) usage on the network. By
clicking on the service on the pie chart, it will link to List out all the related service as shown below.

Network Services Usage Report

POP33,26%

MASH: 23 56%

N0

HTTRRAGE: BT B5%

ih, 1Tetwrorlc Senﬁcqs Usage Weeklf Eeport
Back | | Menu |

A8 | B Delete | 2 Display St R Ssarch Account List | Show Mode : © 1P O PG Name | Every Page [ 10][ Confimn |
Mo.[J 0 Date-Time 1P User Handle Partiol A t G ian Count s
m.g I ages tam_0102@hotrnail.com rockman@yatioo. com Comversation 278 L
102 233%;%? 192.168.1.7 tom_0M02@hatmail.com athursss@hotmail.com Conversation 217 [,
mam TR agees tam_0102@ Hotrnail.corm bokiDB25@yahoo.com Conversation 61 0L
104, [ 2337%03-;6 192:168.1.10 diesis@hotrmail com zilBEEhotmail.com Conversation 180 I,
105 O 23370!13['3;5 192 158,121 Zil1BE@hotmail com Hiesis@hatrail corm comwersation 180 [T
w6 00 MR 4o 166136 decision_senice_center@hotmailcom  tokiDB25@yahon com comraia 4 EL
107. O Zggrgluaés 192.168.1.10 diesis@hotmail com howeanchieh@hotmail. com Conversation 1418 =
a0 HIEE ey 4621 ziBE@hotrail.com 0331198 1@ys hoo.com Comvefsation’ 44 [T
LU=E ] APIEIE oppeige zINBEB@hotmail com diesisi@hatmail.com Conversation 14 @
1o 192.168.1.37 diEkBIT 11 T@yahao.com pige200 @ hotriail car Cofwrsation: 20

Mu 789101112 13‘14 15w Total 201 Total Page 21 Current Page 11



Network Services Usage Weekly Report

It shows the weekly (last 7 days) different network services count. By clicking on particular service
such as HTTP Page, it will direct you to the bar chart of HTTP Page report for last 7 days. By clicking
on the specific day bar chart for HTTP Page, it will List out the entire HTTP Page (URL) visited by the

network users.

14,000
12,000
10,000 ~
2,000
5,000 o
4,000

2,000

12,000 -

10,000 -

@ HTTP Content | T Delete | R Search

Ho.

L e U Gl B b

10

2,000 -|

6,000 |

4,000 o

2,000 4

W Forz
| EEN
| Bad

E IO EEE O EEE

2007(10/12

SMTR

2007/10/13

MNetwork Services Usage Weekly Report

2007710714

[ weemons [l wesmanLr

| Bl W voHoo M oo
M rze I HrTePAGE

10,210

2007/10412 2007/10413

Date-Tlme!
2007-10-17 23 50:28
2007-10-17 23:50:25
20071017 23:50:24
2007-10-17 23.50:23
2007-10-17 23.50:22
2007-10-17 23 50:22
20071017 23:50:22
2007-10-17 23.50:22
2007-10-17 23:50:21
2007-10-17 23:50:21

MW 1234567689 wm

2007/10/15 200710716 2007/10/17 2007/10/15

Network Service Usage Weekly Report

20071014

HTTPPAGE

200711015 20071016 2007/10417 2007/10413

1P O PC Name | Every Page ;[ 10][ Conim |

_ Show Mo

IP
192.168.1.237
192165 1 237
192:168.1.37
192, 168.1.237
192.168.1.37
192 1B8.1.237
192/168:1,37
192.168.1.37
192.168.1.237
192168 1,237

HTTP Cantent Account

=1 wivy. google. com

[ waneee. google. com

[+ pagead2. googlesyndication.com
[ v google com

[ pagead2. googlesyndication.com
=] v gongle com

1 ernuch. net

= emuch.net

1wy google. com

[ v google. com

Total 5,688 Total Page 569 Current Page 1



Top Websites Report

It shows the top web sites visited by users on the network. By clicking on the TOP 10 of each Listed
URL, it will direct to the page which shows the IP List that visited the website (URL) most often. From
there, admin can click on Relations, Daily Usage or Weekly Usage Report as shown in diagrams
below.

‘ I Web Server URL ‘ Count | User
il—iyahoo.ovemlre.com | 335 TOP 10
i 2 | isedown, qo.com | 26 | qu?,]ﬂ_l
i 3 %]kasoo.bahamut.cmn 25| T0P 10
i 4 !fczmr_n.gamer.com 165 TOP 10
i 5 !yiahoo.u:om | 165 TOP 10
i ) Inews.yahoo.u:om | 155 TOP 10
’7 103 Count User Behavior
i;.192.168.1.10 i Relatinnsh] 1851  Daily Usageﬂ,hl Weakly Usage '
Ei192,168_1,190‘ Relafons 6! Daily sageul Weekl Usage
v
192.168.1.10
IS <o com

Service Usage Daily Report
192.168.1.10

(ﬁ

Service Usage Weekly Report
192.168.1.10

- . - : r : - r 8 =
D007[10/13 aorfiofis UL rjrojee E UL ojiofe ;T
M e i B wemeans [l weoeans
| =0 | F= W Mo
| 3 | -2 W wrteease




Onl

It shows the Online IP List and Account with throughput statistics.

ine Users Report

Online IP List | Add/Delete | Set 1P | Import/Export IP | Ski

d IP List | Search | Account Detecti

12115 Every Page ;[ 20][ Confim |

ip? | Mail Repart

No. [ £2 Stalusd User IP Client Search ;Server PC Name Account
earch

1 B & & %192 188 1.10 e, Q, vic vic
2 0 8 B $192.168.1.9 a, Q, 123 lunke
3 B & B H192 1681 14 @ Q, 92 192 168.1.14
4 B & & H192.168 118 o) Lo USERE DEC-USERE
s B o & $192168 130 @ Q, DEC-0D256E63458
6 0 o = %192 1681.21 ¥ Q 321 SUNNY-D95948A3C
T |\ e 8 $192.1681.11 a, €, 192.168.1.11
. O o 8 192 166 1 246 (7N € DEC-707
. BHB o & $192.168.1.101 Q Q, 192 168.1.101
. B0 & = %192 168.1 111 qQ, Q, sis MAS
M. B & & 19216817 aQ, aQ 074 TDX-BOF4C433074
2 B & & #1921681.26 €, q, #s G
B BH & B %192 166.1 179 Q Q, 192 166 1.179
- S A T~ | 5192 168 1.33 ! €, flyy flyy
B @ o & $192.168.1 142 =} €, peter
B [0 © 5192 188124 @ &, e 192 168.1.24
7w B @ 5192168 1 122 e, o 122 192 168.1.122
s B B8 %192 168 1.3 &, Q, DEC DEC-707332DFF5B
1. B @ %192 168 123 Q, Q, CCH DEC-CCH
M4 12 »mEnterF’agel:l

Click on the icon beside the User IP, it will show you the relationship of this IP with the accounts or
usernames captured from different services.

15.
16.
17.
18.
19:

4 Stalust

$192168 118
$192.168 130
H$192168 1.21
3192168 1.1
3192 1681 248
5192168 1 101
%192 168 1 111
$192.168.17
192168 1.26
51921681179
5192168133
51921681 142
(3] 35192 168.1.24
51921681122
© 3192168 1.1
@ 192168123

IO EOoEEEOAEE

il ls
(G (@ (6 6 (@ (6 (66 666666 G

i N

W12 »lNEnterPagel:l

Last Connection Time

2009-12-14 21:28.14
2009-12-14 21:28:04
2009-12-14 21:24:15
2009-12-14 21:27:53
2009-1214 21:28:07
2009-12-14 21:28.06
2009-12-14 21:27:44
2009-12-14 21:28:07
2009-12-14 21:28:06
2009-12-14 21:28:07
2009-12-14 21:28.06
2009-12-14 21:27:26
2009-12-14 21:27:30

°2009-12-14 21:28:10

2009-12-14 21:28:14
2009-12-14 21:15:17
2009-11-17 12:32:07
2009-12-14 21-14:42
2009-12-14 21:14:13

m

Total 21 Total Page 2 Current Page 1

1 15 Every Page : [ 20][ Confim |

Client Search SS:;\::; PC Name Account Last Connection Time =
a, Q, vie vie 2009-12-14 21:28-14
(3% o 123 lunko 2009-12-14 21-26:04
- ~ = 92.168.1.14 2009-12-14 21:24-15
EC-USERG 2009-12-14 21:27:53
Relationship between Account -0D256E63458 2009-12-14 21:-23-.0r
s NY-DISI4BAIC 2009-12-14 21:28.06
and IP Address 52168 1 11 2009-12-14 212744
192.168.1.10 DEC-707 2009-12-14 21:28:07

; b2 165.1.101 2009-12-14 212806 |_

w VICAEST NAS 20091214 212807 |
e oo diesis -BOF4C433074 2009-12-14 21:26.06
- IEE vie GM 2009-12-14 21:27:25
- EEENN e-netdata P2 168 1179 2009-12-14 21:27:30
ISEEGEIN dicsis2ks flyy 2009-12-14 21:28:10
JEEEGERAIR skype pater 2009-12-14 21-28-14
- DEEE vic 92.166.1.24 2009-12-14 211517
- EGE vic 2.166.1.122 2009-11-17 123207
T oy BEC DEC-707392DFF58 2009:12-14 21:14:42

o, @, CCH DEC-CCH 2009-12-14 211413 =

Total 21 Total Page 2 Current Page 1



Click on search client will provide you all the data reconstructed for the particular client or IP Address.

ik

B0 GEROL s R om (e

110
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12 [[] 0 2009-12-14 210822
13

Date-Time

. [T 0 2009-12-14 21:44:10

Gl
[ @ 2009-12-14 21:32:50

0l 2009-12-14 21-40°46

0 2009-12-14 21:31:12.

(]
0 2009-12-14 21:24-34
[C] @ 2009-12-14 21:16:38
[ @ 2009-12-14 21-15-00
Fl
[] 0 2009-12-14 21-11:46

2009-12-14 21:31:12

=

2009-12-14 21:15:00

[ @ 2009-12-14 21:00:26

0 2009-12-14 21:27:58

Account

tom
i

z

diesiz
tam
tom
rack
arthur
zil

=il

Sender
tam_0102@hotmail com
tom_0102@hatmail.com
zil Eﬁ@hufm‘ail.tum
diesisi@hotmail.com
tom D102@hotmail.com
tom 0102 hotmail.com
rockmani@yahoo.com
arthursssighotmail.cam
zillBB@Ehotmail.com
zillB8E@hotmail. com

chie  howanchieh@hotmail.cam

arthur

rock

arthursss@hatrmail.com

rockmani@yahoo. com

M« 1234565789 wwEnter Page[ |

Receiver
=)
zilB8Ehotmail. com
=N
arthursssigzhuotmail. com

=
zillBEEhatmail.com

tom_0102@&@hatmail.com

zillBBE hotrmail. com

tom_0102@hotmail.com
tom_0102@&hotmail.com
esis‘@hmm_ail.'corﬂ

tom_0102@hotmail.com
aﬂhgrass_@hntmaii.-cum
rockmani@yahoo com
zﬂmaa@hutm__a;n.cam zZilEsE.

zillBBEhotmail.com

Subject
i [ p Fwd:Fw: 0fnorthernlights -

i 1 RE. |ssues still exists on .

i [ (31 Fwd:Fw: 023choolpolice ..

- 5 B [ Fw: 02Schoolpolice

i ™ (1 02Schoolpolice

i 1 [ Fwd:Fw: O1narthemlights
5 [ 1 RE: Issues still exists on .
i [ [ Fwd:-Fw: b25chuolp9ﬁce
e [ 1 Issues still exists on .

i [ P I_)ZScboolpoﬂce

i [ (31 Fwd -Fw: 01northernlights .
i [ 1 RE: Issues still exists on
iz [ (1 Fwd:Fw: 025choolpolice ..

Size Whols

573.20K
489 25K
1.03M
B86.35K
269K
573.20K
489 25K
1.03M
86.35K
2 69K
573.20K

489 25K

1.03M
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Last Month Key Word Trend Report

Admin can search particular keyword on the database and the report can display the number of time
(count) the keyword appears daily for the last one month. For example, by key in the keywords “vic”
and search for it in database. The report obtained is as follow.

| vic . Submit |

Last Month Keword Trend Report
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2008-11-06 23:51:17
2008-11-06 23:51:12
2008-11-06 23:34:39
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2008-11-06 23:33:28
'2008-11-06 23:33:23
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4y [ Please open record file
iy I Please open record file
l@ [l Please open record file
iz, B Please open record file
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45, [ Please open record file
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Daily Report (Excel Log Report)

This function allows Administrator to schedule report generation in Excel format. The Daily Report can
be configured to be sent to the Administrator every day at specific time. Click on Start at the Status
and fill the information such as receiver, subject, content, send time and click [OK] to activate this
service.

Export Mail Setting
Status : G Start O stop
Receiver : 'boss@level'] .com
Subject : Dailyl R'epori . -

Daily Reports with Details

Content :
Setting Send Time : (23 v|: |59 v| Mailing Test OK
Log

Download Daily Report
Administrator can download the daily report (in excel format) manually.

< < 2008/2 = =
Sun Mon Tue Wed Thu Fri Sat
1 2
3 4 5 7 8 9

10 |11 |12 |13 | 14 | 1
17 | 18 | 19 | 2 21 | 224 23

24 | 25 |26 |27 | 28 |2 1

B3 Microsoft Excel - Book1 rg
(] Fle  Edit Wiew Insert Format  Tools Data  Window  Help Type agquestion forhelp | o & X
NS SAVE B S8 A2 o
{ dial -10 - B 7 U |EE=[EHS % o B
Ha - B |IELTS cedificate
A B B D E F G T T O I —

1 Date IE Account From To CC BCC Subject

2 | 21652008 10:43)152.165.1.131 adstech_adve|adelrio2875G. Changes for October

3 | 2A62008 112119216816 arielitugfyalarohi_an@E@ya|. Rermove the words "R

4 | 21652008 11:22192.168.1 .6 aceliz@goZcdcrg2d 15@val. Semminar schec

5 | 21652008 11:37152.165.1.23 gsorianof@uoldoray3 1166, Follow Up letter to Pare—
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7| 21652008 13:23)192.168.1.176 Ibautile@go2qrmaryjoy. arger. MNatinoal Heroe:

8 | 21652008 13:.37|152.165.1.10 mpramirez@drreyes@doxin. IELTS cerific
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Appendix A: P2P Supported

Bittorrent Protocol BitCometdz uTorrent BitSpirit
BitTornado BitLord BitBuddy Flashget 1.81
Azureus BitTorrent BitTyrant ezpeer+

Gnutella Protocol Foxy LimeWare BearShare
eDonkey/eMule eDonkey eMule Fasttrack Protocol
Kazaa




Appendix B: Online Games Supported

Maplestory HE Nobol Metin
Kartrider zZU FDO MS

BnB Cabala GHOSTSOUL SUN
Mabinogi Jyl AL Stoneage
Hotdance JY2 CPW A3
Getamped WonderLand GVO Hero
GrandChase SA CG HB

Pangya TS DOMO Mystina
Heatproject LoveBox BO T

DTG SANGO SWDOL FairyLand
Superrich Dekaron DOMOFREE King of king 2
0O02jam WOW RICHOL WES

Seal Cabal RO FongShen
COCOCAN Rohan Mir3 FongShen2
Nage 1003b X Q3baby
Gersang 9D X2 FongShen2
Laghaim EverQuestll TTH Q3baby
Hot Nostale RF Online SHE

3P Flyff SOL Megaten
SF Silkroad?2 Elysium 12q

Noritel




Appendix C: Retrieve Data Log via FTP

System admin can retrieve the ICI system data log via ftp. Please make sure that you have configured
the FTP/Console Username and Password, also make sure that you have started the FTP service at
Services section

Login Name: admin
Password: 000000 (six zero)

& =3min@192.168.10.14 - File
Eile Edit View Transfer Server Help New version available!

|- EREQRLO®R |} S

|ﬂost: 192.168.10, 14 Username: admin Password: eesssse Fort: I Quickconnect B

Commiand: LIST -
Fesponse: 150 Here comes the directory listing.

F.esponse: 226 Directory send OK. 3
lStams: Directory listing successful it

Local site | Remate site: |/ 5

backup
(i ? packet
fi 2 syslog

‘b

Filer * | Filename / Filesize Filetype Last modified Permissions  Owner / Gr...

_., ?!= | backup File Folder 09/15/08 06:19:00 drwarwserwx 00

@G_. | packet File Folder 02/24/09 05:56:00 drwar-xr-x 00

O 1. syslog File Folder 09/15/08 06:19:00 drwaraserwx 00

o

e

@D

e

e

DE

e

4 b 4] [ |
13 files 2 |3 directories

Server / Local file Direction Remote file Size Priority  Status



Appendix D: Field Definition of Full-Text
Search Function

Full-Text Search function not only supports the keyword search but also supports data search by the
specified fields of record. For example, if | want to query the sent mail records from rick@Levell.com
on 2008/09/16, | can give a query statement as below:

type:SMTP AND date:20080916 AND from:rick@Levell.com

The wild card searching is also supported in Full-Text Search Function. For example, if | want to get
all the mail records sent from 'rick’, | can give a query statement as below:

type:SMTP AND from:rick*

The detail document of supported query syntax is Listed in the extension chapter. What kinds of fields
searching you can apply for each decoding record are defined as below:

[SMTP Mail Sending] (type:SMTP)

account - The target account of record srclp - Source IP address of record

mac - Source MAC address of record

date - Syntax format is ‘'YYYYMMDD'. Ex. 20080916 time - Syntax format is ‘HHMMSS'. Ex. 231020
subject - Mail subject

from - Sender to - Recipients

cc - Carbon copy

bcc - Blind carbon copy

ext - File name extension. Ex. doc, txt, exe, ...

[POP3 Mail Retrieving] (type:POP3)

account - The target account of record srclp - Source IP address of record

mac - Source MAC address of record

date - Syntax format is “YYYYMMDD'. Ex. 20080916 time - Syntax format is ‘HHMMSS'. Ex. 231020
subject - Mail subject

from - Sender

to - Recipients

cc - Carbon copy

bcce - Blind carbon copy

ext - File name extension. Ex. doc, txt, exe, ... login - Mail server login account

[IMAP Mail Retrieving] (type:IMAP)

account - The target account of record srclp - Source IP address of record

mac - Source MAC address of record

date - Syntax format is ‘'YYYYMMDD'. Ex. 20080916 time - Syntax format is ‘HHMMSS'. Ex. 231020
subject - Mail subject

from - Sender to - Recipients

cc - Carbon copy

bcc - Blind carbon copy

ext - File name extension. Ex. doc, txt, exe, ... login- Mail server login account

[Web Mail Sending] (type:WEBMAILS)
account- The target account of record srclp - Source IP address of record
mac - Source MAC address of record


mailto:rick@Level1.com

date - Syntax format is ‘YYYYMMDD'. Ex. 20080916 time - Syntax format is ‘HHMMSS'. Ex. 231020
subject- Mail subject

from- Sender to - Recipients

cc - Carbon copy

bcc - Blind carbon copy

service - Webmail service. Ex. YAHOO, GMAIL, HINET, ...

[Web Mail Retrieving] (type:WEBMAILR)

account- The target account of record srclp - Source IP address of record

mac - Source MAC address of record

date - Syntax format is ‘'YYYYMMDD'. Ex. 20080916 time - Syntax format is ‘HHMMSS'. Ex. 231020
subject- Mail subject from- Sender

to- Recipients

cc- Carbon copy

bcce - Blind carbon copy

service- Webmail service. Ex. YAHOO, GMAIL, HINET, ...

[MSN Messenger] (type:MSN)

account- The target account of record srclp - Source IP address of record

mac - Source MAC address of record

date- Syntax format is ‘'YYYYMMDD'. Ex. 20080916 time - Syntax format is ‘HHMMSS'. Ex. 231020
msnOwner- Initiator of message communication msnWhom- Participant of message communication

[ICQ] (type:ICQ)

account- The target account of record srclp - Source IP address of record

mac - Source MAC address of record

date - Syntax format is ‘YYYYMMDD'. Ex. 20080916 time - Syntax format is ‘ HHMMSS'. Ex. 231020
icqOwner - Initiator of message communication icqWWhom - Participant of message communication

[Yahoo Messenger] (type: YAHOO)

account- The target account of record srclp - Source IP address of record

mac - Source MAC address of record

date - Syntax format is ‘YYYYMMDD'. Ex. 20080916 time - Syntax format is ‘HHMMSS’. Ex. 231020
yahooOwner- Initiator of message communication yahooWhom- Participant of message
communication

[QQ] (type:QQ)

account- The target account of record srclp - Source IP address of record

mac - Source MAC address of record

date - Syntax format is ‘YYYYMMDD'. Ex. 20080916

time - Syntax format is ‘HHMMSS'. Ex. 231020 ggOwner - Initiator of message communication
ggwWhom - Participant of message communication

[SKYPE] (type:SKYPE)

account- The target account of record srclp - Source IP address of record

mac - Source MAC address of record

date - Syntax format is ‘'YYYYMMDD'. Ex. 20080916 time - Syntax format is ‘HHMMSS’. Ex. 231020

[UT Webchat] (type:UT)

account- The target account of record srclp - Source IP address of record

mac - Source MAC address of record

date - Syntax format is ‘'YYYYMMDD'. Ex. 20080916 time - Syntax format is ‘HHMMSS'. Ex. 231020
utOwner - Initiator of message communication utWhom - Participant of message communication



[IRC Messenger] (type:IRC)

account- The target account of record srclp - Source IP address of record

mac - Source MAC address of record

date - Syntax format is 'YYYYMMDD’. Ex. 20080916 time - Syntax format is ‘HHMMSS'. Ex. 231020
ircOwner - Initiator of message communication ircWhom - Participant of message communication

[Google Talk Messenger] (type:GOOGLETALK)

account- The target account of record srclp - Source IP address of record

mac - Source MAC address of record

date - Syntax format is ‘'YYYYMMDD'. Ex. 20080916 time - Syntax format is ‘HHMMSS'. Ex. 231020
googletalkOwner- Initiator of message communication googletalkWhom- Participant of message
communication

[HTTP URL Record] (type:HTTPLOG)

account- The target account of record srclp - Source IP address of record

mac - Source MAC address of record

date - Syntax format is 'YYYYMMDD’. Ex. 20080916 time - Syntax format is ‘HHMMSS'. Ex. 231020
host - Web Site hosthame. Ex. www.google.com.tw

[Web Page Record] (type:HTTPPAGE)

account- The target account of record srclp - Source IP address of record

mac - Source MAC address of record

date - Syntax format is ‘YYYYMMDD'. Ex. 20080916 time - Syntax format is ‘ HHMMSS'. Ex. 231020
host - Web Site hosthame. Ex. www.google.com.tw

[HTTP File Download/Upload] (type:HTTPFILE)

account- The target account of record srclp - Source IP address of record

mac - Source MAC address of record

date - Syntax format is ‘YYYYMMDD’. Ex. 20080916 time - Syntax format is ‘'HHMMSS'. Ex. 231020
host - Web Site hostname. Ex. www.google.com.tw filename - Transferred file name. Ex. test.doc
ext- File name extension. Ex. doc, txt, exe, ...

[HTTP Video Clip] (type:HTTPVIDEO)

account- The target account of record srclp - Source IP address of record

mac - Source MAC address of record

date - Syntax format is 'YYYYMMDD’. Ex. 20080916 time - Syntax format is ‘HHMMSS’. Ex. 231020
host - Web Site hostname. Ex. www.google.com.tw filename - Transferred file name. Ex. test.doc
ext- File name extension. Ex. doc, txt, exe, ...

[FTP File Transfer] (type:FTP)

account- The target account of record srclp - Source IP address of record

mac - Source MAC address of record

date - Syntax format is ‘'YYYYMMDD'. Ex. 20080916 time - Syntax format is ‘HHMMSS’. Ex. 23102
server- FTP Server IP Address user - FTP login account

filename - Transferred file name. Ex. test.doc ext- File name extension. Ex. doc, txt, exe, ...

[P2P File Transfer] (type:P2P)

account- The target account of record srclp - Source IP address of record

mac - Source MAC address of record

date - Syntax format is ‘'YYYYMMDD'. Ex. 20080916 time - Syntax format is ‘HHMMSS’. Ex. 23102
tool - P2P toolkit. Ex. BitTorrent, Foxy, ...



ext- File name extension. Ex. doc, txt, exe, ...

[On-line GAME Record] (type:GAME)

account - The target account of record srclp - Source IP address of record

mac - Source MAC address of record

date - Syntax format is ‘'YYYYMMDD'. Ex. 20080916 time - Syntax format is ‘HHMMSS'. Ex. 23102
tool - Name of on-line game. Ex. WOW, ...

[Telnet Communication] (type: TELNET)

account - The target account of record srclp - Source IP address of record

mac - Source MAC address of record

date - Syntax format is ‘'YYYYMMDD'. Ex. 20080916 time - Syntax format is ‘HHMMSS'. Ex. 23102
server- Telnet Server IP Address user - Telnet login account



Extension — Query Syntax Definition

Overview

This page provides the Query syntax in ICI Inner Search Engine. Before choosing to use the provided
Query, please consider the following:

1. If you are programmatically generating a query string and then parsing it with the query parser
then you should seriously consider building your queries directly with the query API. In other
words, the query parser is designed for human-entered text, not for program-generated text.

2. Untokenized fields are best added directly to queries, and not through the query parser. If a
field's values are generated programmatically by the application, then so should query
clauses for this field. An analyzer, which the query parser uses, is designed to convert
human-entered text to terms. Program-generated values, like dates, keywords, etc., should
be consistently program-generated.

3. Inaquery form, fields which are general text should use the query parser. All others, such as
date ranges, keywords, etc. are better added directly through the query API. A field with a

limit set of values, that can be specified with a pull-down menu should not be added to a
query string which is subsequently parsed, but rather added as a TermQuery clause.

Terms

A query is broken up into terms and operators. There are two types of terms: Single Terms and
Phrases.

A Single Term is a single word such as "test" or "hello".
A Phrase is a group of words surrounded by double quotes such as "hello dolly".

Multiple terms can be combined together with Boolean operators to form a more complex query (see
below).

Note: The analyzer used to create the index will be used on the terms and phrases in the query string.
So it is important to choose an analyzer that will not interfere with the terms used in the query string.

Fields

Inner Search Engine supports fielded data. When performing a search you can either specify a field,
or use the default field. The field names and default field is implementation specific.

You can search any field by typing the field name followed by a colon ":" and then the term you are
looking for.

As an example, let's assume an Inner Search Engine index contains two fields, title and text and text
is the default field. If you want to find the document entitled "The
Right Way" which contains the text "don't go this way", you can enter:

title:"The Right Way" AND text:go

or



titte:"Do it right" AND right
Since text is the default field, the field indicator is not required.

Note: The field is only valid for the term that it directly precedes, so the query

title:Do it right

Will only find "Do" in the title field. It will find "it" and "right" in the default field (in this case the text
field).

Term Modifiers

Inner Search Engine supports modifying query terms to provide a wide range of searching options.

Wildcard Searches

Inner Search Engine supports single and multiple character wildcard searches.
To perform a single character wildcard search use the "?" symbol.
To perform a multiple character wildcard search use the "*" symbol.

The single character wildcard search looks for terms that match that with the single character
replaced. For example, to search for "text" or "test” you can use the search:

te?t

Multiple character wildcard searches looks for O or more characters. For example, to search for test,
tests or tester, you can use the search:

test*
You can also use the wildcard searches in the middle of a term.
te*t

Note: You cannot use a * or ? symbol as the first character of a search.

Fuzzy Searches

Inner Search Engine supports fuzzy searches based on the Levenshtein Distance, or Edit Distance
algorithm. To do a fuzzy search use the tilde, "~", symbol at the end of a Single word Term. For
example to search for a term similar in spelling to "roam" use the fuzzy search:

roam-~

This search will find terms like foam and roams.

Starting with ICI Inner Search Engine 1.9 an additional (optional) parameter can specify the required
similarity. The value is between 0 and 1, with a value closer to 1 only

terms with a higher similarity will be matched. For example:

roam~0.8

The default that is used if the parameter is not given is 0.5.



Proximity Searches

Inner Search Engine supports finding words are within a specific distance away. To do a proximity
search use the tilde, "~", symbol at the end of a Phrase. For example to search for "apache" and
"jakarta" within 10 words of each other in a document use the search:

"jakarta apache"~10

Range Searches

Range Queries allow one to match documents whose field(s) values are between the lower and upper
bound specified by the Range Query. Range Queries can be inclusive or exclusive
of the upper and lower bounds. Sorting is done lexicographically.

mod_date:[20020101 TO 20030101]

This will find documents whose mod_date fields have values between 20020101 and

20030101, inclusive. Note that Range Queries are not reserved for date fields. You could also use
range queries with non-date fields:

title:{Aida TO Carmen}

This will find all documents whose titles are between Aida and Carmen, but not including
Aida and Carmen.

Inclusive range queries are denoted by square brackets. Exclusive range queries are denoted by
curly brackets.

Boosting a Term

Inner Search Engine provides the relevance level of matching documents based on the terms found.
To boost a term use the caret, "", symbol with a boost factor (a number) at the end of the term you
are searching. The higher the boost factor, the more relevant the term will be.

Boosting allows you to control the relevance of a document by boosting its term. For example, if you
are searching for

jakarta apache

and you want the term "jakarta" to be more relevant boost it using the * symbol along with the boost
factor next to the term. You would type:

jakarta™4 apache

This will make documents with the term jakarta appear more relevant. You can also boost
Phrase Terms as in the example:

"jakarta apache"~4 "Apache ICI Inner Search Engine"

By default, the boost factor is 1. Although the boost factor must be positive, it can be less than 1 (e.g.
0.2)



Boolean Operators

Boolean operators allow terms to be combined through logic operators. ICI Inner Search Engine
supports AND, "+", OR, NOT and "-" as Boolean operators(Note: Boolean operators must be ALL
CAPS).

The OR operator is the default conjunction operator. This means that if there is no Boolean operator
between two terms, the OR operator is used. The OR operator links two terms and finds a matching
document if either of the terms exist in a document. This is equivalent to a union using sets. The
symbol || can be used in place of the word OR.

To search for documents that contain either "jakarta apache” or just "jakarta” use the query:

"jakarta apache" jakarta

or

"jakarta apache" OR jakarta

AND

The AND operator matches documents where both terms exist anywhere in the text of a single
document. This is equivalent to an intersection using sets. The symbol && can be used in place of the
word AND.

To search for documents that contain "jakarta apache" and "Apache ICI Inner
Search Engine" use the query:

"jakarta apache" AND "Apache ICI Inner Search Engine"

+

The "+" or required operator requires that the term after the "+" symbol exist somewhere in a the field
of a single document.

To search for documents that must contain "jakarta” and may contain "ICI Inner
Search Engine" use the query:

+jakarta apache

NOT

The NOT operator excludes documents that contain the term after NOT. This is equivalent to a
difference using sets. The symbol ! can be used in place of the word NOT.

To search for documents that contain "jakarta apache" but not "Apache ICI Inner
Search Engine" use the query:

"jakarta apache" NOT "Apache ICI Inner Search Engine"

Note: The NOT operator cannot be used with just one term. For example, the following search will
return no results:

NOT "jakarta apache"



The "-" or prohibit operator excludes documents that contain the term after the "-" symbol. To search

for documents that contain "jakarta apache" but not "Apache ICI Inner
Search Engine" use the query:

"jakarta apache" -"Apache ICI Inner Search Engine"

Grouping

Inner Search Engine supports using parentheses to group clauses to form sub queries. This can be
very useful if you want to control the boolean logic for a query.

To search for either "jakarta" or "apache" and "website" use the query:
(jakarta OR apache) AND website

This eliminates any confusion and makes sure you that website must exist and either term jakarta or
apache may exist.

Field Grouping

Inner Search Engine supports using parentheses to group multiple clauses to a single field.
To search for a title that contains both the word "return” and the phrase "pink panther" use the query:

title:(+return +"pink panther")

Escaping Special Characters

Inner Search Engine supports escaping special characters that are part of the query syntax. The
current List special characters are

+-&& PO {7~ 7?0

To escape these character use the \ before the character. For example to search for (1+1):2 use the
query:

\(L\+1)\:2
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