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1 WEB MANAGEMENT LANDING PAGE

1.1 LOGINTO THE SWITCH MANAGEMENT PAGE WEB

Configuration computer's IP address and the switch must be set to the same subnet (switch

default IP address is 192.168.1.1, the default subnet mask of 255.255.255.0).Run WEB browser, in
the address bar enter http://192.168.1.1. Enter, enter the user name and
password(admin/admin), click "Login" button or directly enter into the WEB management

€ > C | ® 192.168.1.1/index.htm

& User Login
Please input your user name and password!

User Name: [admin

levelone

Password:

Device Name Device Location Contact Name

Figure 1-1: The login page WEB

After landing successfully, the switch management page WEB page:

L, b N |
" e - Current User:admin e g -

B system Home
B cuick Configuration 16017

» Port Management
» VLAN Management
» Fault/ Safety

» System Management

Keyword:
Porta
Gion
Gioz
Gios
Gi o4

Gi 05

GiDB

unit type:GES-2451-v2 _Har

GES-2451.V2 Hardware Version: CPU: 6% Available Memory71MB Available Flash-11MB

Device Time: 2000-1-101:44:27
[ S — — Device Name: Switch

Flow Trend Device Configuration Port Statistics
Search U Refresh
Description Input Flow{Bps)  Output Flow({Bps) Status Connection Status VLAN
0K 0K Enabled K Not Connected
0K 0K Enabled K Not Connected
0K 0K Enabled x Not Connected
0K 0K Enabled x Not Connected
0K 0K Enabled x Not Connected
0K 0K Enabled x Not Connected

ey

Trunk Port

No

No

No

No

¥™ 1072008 gy 1000 i Dizcomnnect Y Dizsbl

Edit

Check the Flow Trend

Check the Flow Trend

Check the Flow Trend

Check the Flow Trend

Check the Flow Trend

Check the Flow Trend

Figure 1-2: switch WEB management page Home
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2 QUICK CONFIGURATION

The quick configuration contains five chapters.Click on "Quick Configuration", can quickly to
Configuration of the device commonly used functions, such as a VLAN, Trunk port ,port

class ,SNMP and others. According to the steps, the configurations of step by step, also can choose
configuration.

2.1 VLAN SETTING

Click on "Quick Configuration" “VLAN Settings" into the Quick Configuration of VLAN Configuration
page. Can view the current equipment VLAN information, according to the demand of new VLAN,
modify VLAN, delete VLAN, etc. after the completion of the configuration, click "Next".

PHievelone Y e
ilevelo Gl Usecacmi \ ———
+ System Home Trunk Port Settings Port Class SNMP Settings Other Settings

VLAN

O

» Port Management

» VLAN Management

VLAN ID VLAN Name VLAN IP Port Edit
» Fault/ Safety efault 92168100150

» System Management 100 VLANO100

Figure 2-1: VLAN Setting

2.2 TRUNK PORT SETTING

Click on "Quick Configuration" "Trunk Port Settings" into the Trunk of Quick Configuration Settings
page. Trunk can view the current equipment configuration information, and according to the
demand of new Trunk, modify Trunk, delete the Trunk opening operation, such as after
configuration is complete, click "Next" to enter the Port Class Settings page. Or click on "Previous"
back to the VLAN Settings page.



Current User:admin

8 system Home VLAN Settings Trunk Port Settings ‘ Port Class ‘ SNMP Settings || Other Settings
1 l ' I

8 Quick Configuration

Description: Ifa portis allowed to send messages through muitiple VLANS, the port should be set as a trunk
» Port Management
» VLAN Management I i dantin

» Fault/ Safety ( Port Native VLAN Allowed VLAN

Eadit

» System Management 3 iz x
7 1,100 z X

8 1 1,100 2 R

9 1,100 4 x

0 1,100 z X

1 1,100 z X

1,100 z R

Io New Trunk Port List @ Delete Trunk Port l First Previous 1] Next Last1 /1Page

I Previous Next

Figure 2-2: Trunk Port Setting

2.3 PORT CLASS

Click on "Quick Configuration" "Port Class" into the Port Class of Quick Configuration Settings
page. can view the current equipment configuration information, and according to the demand of
new a classification of port , modify port class, configure port class such as after configuration is
complete, click "Next" to enter the SNMP Settings page. Or click on "Previous" back to the TRUNK
Port Settings page.

I |

Current User:admin

8 system Home VLAN settings | | Trunk Port Settings Port Class SNMP Settings Other Settings

® Quick Configuration
Description ‘According to different classification of port system deployment of security policy and network optimization strategy, please contact, according to the actual correct classification specified port.
» Port Management

» VLAN Management I POl ton W

» Fault/ Safety Port category Port DHCP Anti-attack Storm suppression value MAC Anti-attack Edit
F Systam Memepessts Connect switch of router port Enabled 900000 Disabled

Connectto the server port Disabled 900000 64 2

Important PC port connection Disabled 900000 64 4

The connection of PC port Disabled 300000 64 z

Unclassified port 1-26 Disabled Disabled Disabled Zz

© Newa classification of port First Previous [1) Next Lasty /1Page

l Previous Next

Figure 2-3: Port Class



2.4 SNMP CONFIGURATION

Click on "Quick Configuration" "SNMP Settings" into the Quick Configuration of the SNMP
Settings page. Can configure SNMP function on the current equipment, such as open/close
function of SNMP, configure SNMP TRAP services, etc. Configuration is complete, click "Next" to
enter POE Settings page. Or click on "Previous" back to the Trunk port Settings page.

T

8 system Home VLAN Settings Trunk Port Settings Port Class SNMP Settings Other Settings
® Quick Configuration

Description: SNMP is used for remate monitoring and switch control. This feature can be enabled by toggling the ‘SNMP Service' switch
» Port Management Notice: The SNMP monitor software must match the selected SNMP version, mismatched versions will cause communication failure
» VLAN Management SR
SNMP Service: ()
» Fault/ Safety s e
SNMP TRAP Service: ( i)
» System Management

Community Settings: Community Name maximum number of community name is 8 Permissions @ RO RW OK Cancel

SNMP Trap Host: HostIP Trap Community Name SNMP Versio

I Community Name List

Community Name Permissions Remove
private w x
public 0 x
First Previous [1] Next Last1 1Page
Previous Next

Figure 2-4: SNMP Setting

2.5 THE OTHER SETTINGS

Click "Quick Configuration" "Other Settings" into the quick Configuration of equipment
information system Settings page. Can the current equipment basic information system and
manage password configured. End of the configuration is Complete, click on "Complete" rapid
configuration, or click the "Previous" back to the SNMP Settings page.

-
P levelone ...

8 system Home VLAN Settings Trunk Port Settings Port Class SNMP Settings Other Settings

8 Quick Configuration I Basic System Settings

» Port Management

Management VLAN: | vian 1 v DHCP: | Static Allocaion ¥

» VLAN Management

Management IP: [182. 168. 100. 150 Device Name: ‘Switch
» Fault/ Safety

Subnet Mask: 255,255 255.0 Device Location:

» System Management

Default Gateway: [0.0.0.0 Contact Name:

Login Timeout(s): 1800 Contact Information:

MAC: 2405. OFAB 8714
I Modity the super user password

Old Password:
New Password:

Confirm New Password:

Figure 2-5: other settings

3 PORT MANAGEMENT

3.1 BASIC SETTINGS

3.1.1 CHECK THE PORT CONFIGURATION
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Click on the navigation bar "Port Management"
of the switch ports:

"Basic Settings" to view the current configuration

levelone ..

B system Home
E Quick Configuration

* Port Management

+ Basic Settings
* Storm Control

* Flow Control

* PortClass

+ Port Aggregation
+ Port Mirroring

+ Port Speed Limit

Basic Settings

Description: Selectthe port(s) you want

to configure. Click on individual ports or click and drag the mouse to select multiple ports.

Note: Ifthe parameters selected are not supported, the changes will not take effect

MTU(64-10240):

Select a port to configure:

Apply

5 7
R S S W )
SREEREEEEEED

20 22 24 25 26

[ Optional port i Fixed port G Selected port [17 Aggregalion port  Selectall Selectall oihers Cancel

¥ VLAN Management Description: Status: | Do Not Modify v
= VIANEES0SEE Rate: | Do Not Modify v Duplex Mode: | Do Not Madiy B
w Fault/ Safety T
* Aftack Prevention
* Path Detection I PortList
+ Loop Delection Port Description Status Rate Duplex Mode MTU
* Access Control 1 Enabled Auto Auto 1522
T 2 Enabled Auto Auto 1522
w System Management ~
3 Enabled Auto Auto 1522
* System Seftings
+ System Upgrade 4 Enabled Auto Auto 1522
+ System Information 5 Enabled Auto Auto 1522

Edit

NN KK

Figure 3-1: Port list information

In the port list attribute which shows the current switch port configuration information:
1.Port: The number of the port;

2.Port Description: Displays the contents of the switch port description;

3.Port Status: switch port status information, on / off;

4.Port Rate: Displays the switch port speed configuration, auto-negotiation / 10/100/1000;

5.Working Mode: Displays the switch port configuration duplex, auto-negotiation / full / half
duplex;

6.MTU: Indicates the port is the maximum length of the packet;

3.1.2 CONFIGURING PORT PROPERTIES

Z After the icon, you can configure the selected port attributes:




Current User:admin

B system Home

+ Quick Configuration
w Port Management

* Basic Settings

* Storm Control

* Flow Control

+ PortClass

* Port Aggregation

* Port Mirroring

* Port Speed Limit
» VLAN Management
» Fault/ Safety

Basic Settings

Description: Select the port(s) you wantto configure. Click on individual ports or click and drag the mouse to select multiple ports.

Note: If the parameters selected are not supported, the changes will not take effect.

MTU(84-10240):

[ Apply |

Select a port to configure:

1 a BT 3 9B 3 15 17 19 21 23
e laln e s ala s alala
T e e e

2 4 20 22 24 25 26

{73 Optional port §ig Fixed port i Selected port {73 Aggregation port Selectall Selectallothers Cance

» System

Description: Status: Do Not Modify v
Rate:[Do NotModify v Duplex Mode: | Do Not Modity v
(|
| portust
Port Description Status Rate
Enabled Auto
2 Enabled Auto
3 Enabled Auto

Duplex Mode MU Edit
Auo 522
Auto 1522 Z
Auto 1522 74

Figure 3-2: Port Properties configuration of FIG.

To configure port properties as follows:

Stepl:Click the "Edit" icon # ,step2:In the Port Properties configuration page Fill / select the value
to be configured,step3:Click the "Save" button to complete the configuration.

3.2 STORM CONTROL

3.2.1

CHECK THE PORT SETTINGS STORM

Click on the navigation bar "Port Management" "Storm Control" to view the current switch port
storm control information:

Current User:admin

B system Home

W Quick Configuration
w Port Management

* Basic Settings

* Flow Control

* PortClass

* Port Aggregation

* Port Mirroring

* Port Speed Limit
» VLAN Management
» Fault/ Safety

» System Management

Storm Control

Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports.

Note: If the parameters selected are notsupported, the changes will not take effect.

Select a port to configure:

Storm Control Value:

Broadcast

Disabled

13 67 9 1 131171923
OROOORRRRNRNRN
A0S A0 A A A0 A 5 A0 A A
2 4 6 8 10 12 14 16 18 20 22 24 25 26
§7Optional port 8 Fived port @ Selected port {73 Aggregation port  Selectall Selectall others Cancel
Storm Control Type: | Disabled v
save
I Port List
Port Unicast
1 Disabled
2 Disabled

Disabled

(Unit: kbps, Value: multiples of 16 between 16-1000000)

Multicast Edit
Disabled 2
Disabled iz

Figure 3-3: Storm Control List information



In the list of ports which shows the property values of the current storm control switch:
1.Port: The number of the port

2.Unicast: unknown unicast packets control

3.Broadcast: Broadcast packet control

4.Multicast: multicast packets control prompt

5.When set the control value is not a multiple of 64, the system automatically matches similar
multiples of 64.

6.Control value unicast, broadcast, multicast, while only a single value for the control.

By clicking on the port panel " " corresponding port" , select the port to be controlled.

Storm Control

Description: Selectthe port(s) you wantto configure. Click on individual ports or click and drag the mouse to select multiple ports

Note: Ifthe parameters selected are not supported, the changes will not take effect

Select a port to configure:

i 5 7 49 13 15 17 19 21 23
(I A R AU A N A B
2 4 6 8 10 12 14 16 18 20 22 24 25 26
Qcmonal port DFixed port ESelected port E.Aggregatmn port Selectall Selectall others Cancel
Storm Control Type: | Broadcast v Storm Control Value: (Unit: kbps, Value: multiples of 16 between 16-1000000)
Save
I Port List
Port Unicast Broadcast Multicast Edit
Disabled Disabled Disabled 2
2 Disabled Disabled Disabled 2

Figure 3-4: Configuring Storm Control information
After You can also select multiple ports, and batch editing.

Storm Control

Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple poris

Mote: Ifthe parameters selected are not supported, the changes will not take effect

Selecta port to configure:

q 19 21 23

3 5 7 13 15 17
R R R i A S,
B e P

20 22 24 25 26

EC)utinna\ port E Fixed port E Selected port E Aggregation port Selectall Selectall others Cancel

Storm Control Type: Broadcast A Storm Control Value: (Unit: kbps, Value: multiples of 16 between 16-1000000)
Save
I Port List
Port Unicast Broadcast Multicast Edit
Disabled Disabled Disabled iz
2 Disabled Disabled Disabled iz

Figure 3-5: Bulk edit configuration information

After the selected ports in the Storm Control category, set the unicast, multicast, broadcast value,
such as setting the port number 1 unicast storm control is 1008. Click Save Settings.



Current User:admin The system will automatically truncate your entry to the closest multiple of
s 16
Storm Control | U Prevent this page from creating additional dialogues.
Description: Select the pori(s) you want to configy
Note: Ifthe parameters selected are not supparteq s
Selecta port to configure:
1 3 5 7 8§ 11 13 158 17 19 21 23
(RN AL IO (N O 00 AL AU A
2 4 6 8 10 12 14 16 18 20 22 24 25 26
"] Optional port G5 Fixed port S Selected port [T] Aggregation port  Selectall Select all others Cancel
Storm Control Type: | Unicast v Storm Control Value: 1000 (Unit: kbps, Value: multiples of 16 between 16-1000000)

Figure 3-6: Configuring Storm Control information

After the configuration, as shown below:

Port List
Port Unicast Broadcast Multicast
1008 Disabled Disabled
2 Disabled Disabled Disabled

Edit

Figure 3-7: Configuration successfully Storm Control information flow control

3.3 VIEWING TRAFFIC CONTROL LIST

Click "Port Management" "configuration information flow control "Flow Control" view of the

switch:

Current User:admin

& system Home Flow Control
B uick Gonfiguration
Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports.
v PortMansgsSu Mote: ffthe parameters selected are not supported, the changes will not take effect
* Basic Settings

Select a port to configure:
* Storm Control

- 13 5 7 9 11 13 15 17 19 21 23

Flow Control T T T T
+ PorClass Ininiutuintetnintutn ity ]min|
e PortAggregaie 2 4 6 8 10 12 14 16 18 20 22 24 25 26

+ PortMimoring [} optional port i Fixed port J Selected port [17 Aggregalion port  Selectall Selectall oihers Cancel

+ Port Speed Limit

Flow Control Type: | Off v
w VLAN Management T
+ VLAN Management
I Port List
w Fault/ Safety
* Aftack Prevention Port Flow Control
* Path Detection 1 of
* Loop Detection
2 aff
* Access Control
3 off
* IGMP Snooping
w System Management 4 o
+ System Seftings 5 off
* System U d
ystem Upgrade G o

*+ System Information

m
2
Ed

NN RERER

Figure 3-8: Flow Control Information

3.3.1 CONFIGURING FLOW CONTROL

Open port flow control function: select to open port traffic control, click the "Flow control type"

Select "On", "Save":




velone ..
me V= ' . Current User:admin

1Ho

me

Flow Control

M Quick Configuration

jplion: Select the port(s) y
w Port Management

* Flow Control

* PortClass

* Port Aggregation

* Port Mirn

* Port Speed Lim -
Port Speed Limit IFlawCunlmlType.‘VOn v I
» VLAN Management T
» Fault/ Safety
| [P

Figure 3-9: Open port flow control function
Open port traffic control, follow these steps:

Stepl:Select Open port traffic control;step2:Select Open in "Flow control type" on;step3:Click
"Save".

View Configuration list to display configuration is successful:

Port List
Port Flow Control Edit
on =z
2 oft &z
3 Gn 74
4 off B
5 o >

Figure 3-10: Port flow control status

Modify the port flow control function: Click on port traffic control list corresponding to the rear
port of the "" button in the Port Settings page "Flow control type" select "Off", "Save Settings":

Flow Control

Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports.

Note: Ifthe parameters selected are not supported, the changes will not take effect

Select a port to configure:

1 3 56 T 9 11 13 15 17 19 21 23
3 PR S W W S B RS i S i )
U Bl b el e B Bl Tl el Bl ) B [ [
2 4 6 8 10 12 14 16 18 20 22 24 25 26
§"1 Optional port i Fixed port §igf Selected port {17 Aggregation port  Selectall Selectall others Cancel
I FlowControl Type:[Of v |
| Save I
I Port List
Port Flow Control Edit
-
2 off j
: s
4 off 2z

Figure 3-11: Close the port flow control

Close port traffic control, follow these steps:

Stepl:Select the button to the right of the port or directly selected port;step2:In the "Flow control
type" select Off;step3:Click "Save".



3.4 PORT CLASS

3.4.1 VIEWING PORT CLASS

Click "Port Management" "Port class" to view the current switch configured port class
information:

Current User:admin

E System Home Port Class
B quick Configuration
Description :According to different classification of port system deployment of security policy and network optimization strategy, please contact, according to the actual correct classification specified port.
w Port Management
+ Basic Seftings I Port classification list
« Storm Control Port category Port DHCP Anti-attack Storm suppression value MAC Anti attack Edit
* Flow Control Connect switch or router port 78 Disabled 216656 255 iz
* PortClass B
Connectto the server port Enabled 900000 Disabled 74
* Port Aggregation
Important PC port connection Disabled 900000 64 4
* Port Mirroring
« Port Speed Limit The connection of PC port Disabled 300000 G4 4
+ VLAN Management Unclassified port 1-6,9-26 Disabled Disabled Disabled =z
* VLAN M; it p. P
Anageies @ Newa classification of port First Previous [1] Next LasHPagE
w Fault/ Safety

Figure 3-12: port class configuration information

3.4.2 MODIFYING PORT CLASS

2 After the icon, you can configure the selected port classification:

Port Class

Description :According to different classification of port system deployment of security policy and network optimization strategy, please contact, according to the actual correct classification specified port.

| portciassincation st

Port category Port DHCP Anti-attack Storm suppression value MAC Anti-attack Edit
Connect switch or router port Enabled 900000 Disabled
Connect to the server port Disabled 900000 64 j
Important PC port connection Disabled 900000 64 j
The connection of PC port Disabled 300000 64 74
Unclassified port 1-26 Disabled Disabled Disabled z
@ Newa classification of port First Previous [1] Next Lasl;1 |/ 1Page

Figure 3-13: to modify port class information

3.4.3 CONFIGURE ANTI-ATTACK

Port classification list |

Port category: l[:onnect to a switch or router por-
Security Policy
DHCP Anti-attack: ¥ Open DHCP trust |
Flow Anti-attack: || Storm suppression value
MAC Anti-attack |/ Limited number of MAC(1-256)

—

Choose to join this port

3 5 7 9 11 13 15 17 19 21 23
W RS PSS S W W W R .

12 18 20 22 24 25 26

;

)

LS
2

[ Optional port @Fixed port Selected port [1] Aggregation port Selectall Selectall others Cancel
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Figure 3-14: to configure port DHCP anti-attack

Open port traffic control, follow these steps:

Stepl:Select Open port DHCP anti-attack,step2:Select Open in "Flow control type" on;step3:Click
"Save".

View Configuration list to display configuration is successful:

Port Class

Description :According to different classification of port system deployment of security policy and network optimization strategy, please contact, according to the actual
correct classification specified port.

I Port classification list
Port category Port DHCP Anti-attack Storm suppression value MAC Anti-attack Edit

Connect switch or router port 9 Enabled Disabled Disabled 74

Figure 3-15: port DHCP anti-attack status
Port classification list =20

Port category: Connect to a switch or router pgr‘: ‘
Security Policy ‘
DHCP Anti-attack: | | Open DHCP trust

Flow Anti-attack: ¥/ Storm suppression value .‘ ) 16 |
MAC Anti-attack |/ Limited number of MAC(1-256)

Choose to join this port

1. .3 8 F 9:1 13 15 17 219 21 23
NSNS SRR WA W A
bl Bl Bl B Il Bl il Bl Bl Bl Ul Bl e [
2 4 6 8 10 12 14 16 18 20 22 24 25 26

ptional po ixed po elected po ggregation po electall Selectall others Cance
Optional port §3 Fixed port Selected port A ti it Selectall Selectall off & I

Figure 3-16:to configure Flow anti-attack
Port classification list XY

Port category: Connect to a switch or router por'}
Security Policy
DHCP Anti-attack: |/ Open DHCP trust
Flow Anti-attack: || Storm suppression value
MAC Anti-attack ¥ Limited number of MAC(1-256) [258] | |

Choose to join this port

1 3 5 7 11 13 15 17 19 21 23
Qﬁﬁﬂﬁﬁﬁﬁﬁﬁﬁﬁ
QEQQUUUQBUUUDD

4 12 14 16 18 20 22 24 25 26

{1 Optional port G Fixed port Jg Selected port [T Aggregation port Selectall Selectall others Cancel

Figure 3-17:to configure MAC anti-attack
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3.5 PORT AGGREGATION

3.5.1 VIEWING PORT AGGREGATION CONFIGURATION

Click "Port Management" "Port Aggregation" to view the current switch configured port
aggregation information:

. = eV9|D% Current User:admin \ y

[9)

.
L

tem Home Port Aggregation

guration
Portaggregation allows multiple ports to be combined to form a single logical link Each group can contain up to 8 ports. Aggregation groups must contain an even number of ports
w Port Management
* Basic Setings Load Balancing:|mac v || Apply

Aggregation ID (1-8):

Select a port to configure:

+ PortClass

* Port Aggregation

*+ Port

* Port Speed Limit

» VLAN Management Aggregation Type:

» Fault/ Safety Save Cancel

» System Management

Figure 3-18: Aggregation port configuration information

In the port aggregation list which shows the current switch port configuration information for the
polymerization properties:

1.Aggregation number: display link aggregation group number value;
2.Load Balancing: Displays the current link aggregation group load balancing judgment condition;
3.Aggregate types: Displays whether to use a polymerization port LACP protocol;

4.Member ports quantity: Displays the number of ports in the link aggregation group contains a
total of member port: Displays the current port link aggregation group member prompt

5.Each aggregate port can bind up to eight member ports, port to transfer data among members
of the network traffic through the shunt rules.

6.Port aggregation group must ensure that the port speed, duplex, port state agreement, or can
not ATTACH after configuration.

3.5.2 ADD PORT AGGREGATION

Enter aggregation port number, select the desired aggregation port, select aggregation type, click
Ilsavell

Port Aggregation

Description: Port aggregation allows multiple ports to be combined to form a single logical link. Each group can contain up to 8 ports. Aggregation groups must contain an even number of ports.

Load Balahcing:|mac v || Apply

I Aggregation ID (1-8): |2 |

Select a port to configure:

1 3 /5 T 9 1 43 15 7 9 21 23
&~ WIS w i W W S W S
e

3 Optional port G Fixed port g Selected port [ 17 Aggregation port Selectall Selectall others Cancel

I Aggregation Type: | Static v I

I Save | Cancel

Figure 3-19: Port Aggregation Configuration area
Increase port aggregation, follow these steps:
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Stepl: Select the option to load the shunt in the load balancing list.step2: Enter the number in
the "Aggregation number" in.step3: Select the aggregated ports in the panel.step4:Select the
aggregation type.step5:Click the "Save" button to complete the configuration.

3.5.3 MODIFYING PORT AGGREGATION

Click on "Aggregation List" in the need to modify the port aggregation right icon in this area to the
port aggregation port aggregation group corresponding modification:

Port Aggregation
iption: Port aggregation allows multiple ports to be combined to form a single logical link. Each group can contain up to 8 ports. Aggregation groups must contain an even number of ports.

Load Balancing: | mac v || Apply

Aggregation ID (1-8):

Select a port to configure:

1 3 5 7 9 11 13 15 |17 19 21 23
2R RS R S RSy RS Rl
AR eI g g e

2 4 6 8 10 12 14 16 |18 20 22 24 25 26

{2 Optional port G Fixed port G Selpcted port {17 Aggregation port  Selectall Selectall others Cance

Aggregation Type:  Not Selected v

Save Cancel
I Aggregation List
Aggregation ID Aggregation Type Number of Ports Member Port Edit

Static 2 13 X

First Previous [1] Next Last1 / 1Page

Figure 3-20: To modify the port aggregation

Modify Link Aggregation Procedure:

Stepl:In the "Aggregation List Click to modify the right of the port aggregation,step2:In the port
aggregation configuration page to modify the load balancing type and click Next to
“Save”.step3:Select the port to be added to the aggregation port.step4:Click the "Save" button to
complete the configuration.

3.6 PORT MIRRORING

3.6.1 PORT MIRRORING CONFIGURATION

Click "Port Management" "configuration of port mirroring "Port Mirroring" view of the switch:
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T ST 0 W

* System Home Port Mirroring
M cuick Configuration

Current User:admin

Description: Port mirroring is used to send network traffic from multiple source ports o a destination port Network analyzers can be connected to the destination port to analyze network traffic

~ Port Management Note: A port aggregation group cannot be set as a destination or source port. The destination and source ports cannot be the same. Both a source and destination port must be selected for this feature to work correctly

* Basic Settings

i Choose the source port:(Selecting multiple source ports can affect the device performance.
* Storm Control

1. 3 5§ T 9 11y & yr1s 21 28
R 28 elwielnlwlielwiwl el
g oo oo o o o e o f o |

2 4 6 8 10 12 14 16 18 20 22 24 25 26

+ PortAggregation

+ Port Mirroring {7 Optional port i Fixed port {8 Selected port [13 Aggregation port [§H Mirroring Group  Selectall Selectall others Cance

* Port Speed Limit Choose the destination port:(choose only one port
» VLAN Management 3 5 7 9 1 1B 15U 182 2
e 2adAAtBanAas
» System Management AL U ey LS [f i:j ed % L3 = Lj

"3 0ptional port | Fixed port i Selected port {77 Aggregation port
Save Refresh Mirroring Group | Not Selected v
I Mirroring Port List
Mirroring Group Source Port Destination Port Edit

First Previous[1] Next Lasft /1Page

Figure 3-21: Port mirroring configuration information
In the Port Mirroring is a property list which shows the configuration of the current mirror switch:

Mirroring group: mirroring group ID, can be configured up to seven mirroring group;
Source Port: The port forwarding on the source data is mirrored to the destination port;
Destination port: mirror data sent to the destination port.

1.Port aggregation port can not be used as the destination port and source port;
2.Destination port and source port can not be the same;

3.Same group mirroring group can have only one destination port.

3.6.2 ADD PORT MIRRORING GROUP

On the panel, select "Source Port" and "Destination Port" add port mirroring group.

B system Home Port Mirroring
W quick Configuration
Description: Port mirroring is used to send network trafic from multiple source ports to a destination port. Network analyzers can be connected to the destination portto analyze network trafic
~ Port Management Note: A port aggregation group cannot be set as a destination or source port. The destination and source ports cannot be the same. Both a source and destination port must be selected for this feature to work correctly
* Basic Settings

Choose the source port:(Selecting multiple source ports can affect the device performance.
* Storm Control

17 19 21 23

1 3 5 7 9 11 13 15
* Flow Control QEUQEQQQUQQQ

* PortClas: ] ) A o B 2
ot I 2
« PortAggregation 2 4 6 8 10 12 14 16 18 20 2 5 26
+ Port Mirroring Y optional port G Fixed port i Selected port {17 Aggregation port [§ Mirroring Group  Selectall Selectall others Cance
* PortSpeed Limit Choose the destination port:(choose only one port

» VLAN Management 13 5 7 9 11 131517 19 21 23
» Fault/ Safety BREOOERROOOININN
bl f U st U el e U U sl i R =l )
2 4 6 8 10 12 14 26

» System Management e &

{1 Optional port i Fixed port g Selected port {17 Aggregation port

Refresh Mirroring Group | Not Selected v

I Mirroring Port List

Mirroring Group Source Port Destination Port Edit

Figure 3-22: Add port mirroring group
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Choose the source port:(Selecting multiple source ports can affect the device performance. ).

3 5 7 9 13 15 17 19 21 23
EEE I E RN rIryy
2 4 6 8 10 12 14 16 16 20 22 24 25 26

[ 1 Optional port [ Fixed port g Selected port [1] Aggregation port 8% Mirroring Group  Selectall Selectall others Cancel

Choose the destination port:(choose only one port)

9 21 23

B 8 £2 07 5959 £ 59
Sisfsisintntatsinln

8 20 22 24 25 26

{1 Optional port 55 Fixed port g Selected port [17 Aggregation port
Save Refresh Mirroring Group | Not Selected v

I Mirroring Port List
Mirroring Group Source Port Destination Port

9

Edit

z R

Figure 3-13: Add port mirroring group results
Port mirroring configuration steps are as follows:

Step1:Select "Source Port",step2:Select "Destination Port",step3: select mirroring
group ,step4,Click"Save".

Configuration instructions:

1.0n the switch can be configured 7 mirroring group.

2.Aggregated port mirroring can not be configured are shown in gray in the panel.
3.Has been selected port mirroring port, displayed in the faceplate is gray.
4.Aggregated port mirroring can not be configured are shown in gray in the panel.

5.Has been selected port mirroring port, displayed in the faceplate is gray.

3.6.3 TO MODIFY THE PORT MIRRORING GROUP

Select the group to modify, click on the action bar " 2 " button. Modify the corresponding

mirroring group.
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Port Mirroring

Description: Port mirroring is used to send network traffic from multiple source ports to a destination port. Network analyzers can be connected to the destination port to analyze network traffi
Note: A portaggregation group cannot be set as a destination or source port. The destination and source ports cannot be the same. Both a source and destination port must be selected for this feature to work correctly

Choose the source port:(Selecting multiple source ports can affect the device performance. )

15 17 19 21 23
QDDDQQ
?NUBBHDD

16 18 20 22 24 25 26

§"3 Optional port il Fixed pdrt i Selected port {9 Aggregation port [ Mirroring Group  Selectall Selectall others Cancel

O] 18-
ol
of] Do
o] <
a1 B+
nHC] Eﬂ} |

Choose tife inafion port:(choose only one port)
1 3 5 709 11|13 15 17 19 21
2R 2 B | SIRS TS S B
g T 7 i
Pl e Dl T g ol Vgl Ul gl el Ul el
2 4 6 8 10 12 14 16 18 20 22 24 25 26
§73 Optional port G Fixed port i Selected port {19 Aggregation port
Save Refresh Mirroring Group | Not Selected v
I Mirroring Port List
Mirroring Group Source Port Destination Port Edit
‘ 9 “
First Previous [1] Next Lasf1 /1Page

Figure 3-23: To modify the port mirroring group

Port Mirroring

Description: Port mirroring is used to send network traffic from muitiple source ports to a destination port. Network analyzers can be connected to the destination port to analyze network traffi

Note: A portaggregation group cannot be set as a destination or source port. The destination and source ports cannot be the same. Both a source and destination port must be selected for this feature to work correctly

Choose the source port:(Selecting multiple source ports can affect the device performance. ).

19 21

Sy tapslatalala
It il 5 08 A e =

16 18 20 22 24 25 26

3
i)
LS

4

G~
C]EZ}D

oC -
o] s

=]

{1 Optional port G Fixed port § Selected port §19 Aggregation port 8% Mirroring Group  Selectall Selectall others Cancel

Choose the destination port:(choose only one port)

¥ 5 T 9 17 19 21 23
QQEEQ@EEEEEE
PP TR EOEREEEES

[ Optional port G Fixed port i Selected port [T Aggregation port

Save Refresh Mirroring Group | Not Selected v

I Mirroring Port List
Source Port Destination Port Edit

I : o

First Previous [1] Next Last1 /1Page

Mirroring Group

Figure 3-14: Modify successful port mirroring group
Modify the port mirroring configuration steps are as follows:

Stepl:In the image you want to modify the operation of the group column, click on “ " ;
step2:Add or remove the corresponding port in the panel;,step3:Click "Save

3.6.4 DELETE A PORT MIRRORING GROUP

Remove the current port mirroring, click the " 2 " button in the action bar, click on the source
port and destination port, respectively cancel the currently selected port, and click Save. (Note:

The current version supports only one port mirroring group)
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Port Mirroring

Description: Port mirroring is used to send network traffic from multiple source ports to a destination port. Network analyzers can be connected to the destination port to analyze network traffic
Note: A port aggregation group cannot be set as a destination or source port. The destination and source ports cannot be the same. Both a source and destination port must be selected for this feature to work correctly

Choose the source port:(Selecting multiple source ports can affect the device performance. )

1. 3 5 7 9 91 17 19 21 23
QQEQQ@E}EQQBE
LA £ L L N L e
2 4 6 8 10 12 14 16 18 20 22 24 25 26

"3 Optional port §i Fixed port G Selected port 17 Aggregation port 5§98 Mirroring Group  Selectall - Selectall others

Choose the destination port:(choose only one port)

9 21 23

Qﬁﬁﬂu@ﬂﬂﬁﬁﬁﬂ
Sisisisisisistsisisints

2 16 18 20 22 24 2’ 2“

"1 Optional port §i Fixed port §i Selected port {17 Aggregation port

Save Refresh Mirroring Group | Not Selected v

I Mirroring Port List
Mirroring Group Source Port

g9

Cancel

Destination Port

First Previous [1] Next Lasf1 /1Page

Edit

Figure 3-24: Delete port mirroring group

Choose the source port:(Selecting multiple source ports can affect the

device performance. ).

3 85 7
B3R
LILSES

4 & 8

12 14 16 18 20 22 24 25 26

o] G-

Choose the destination port:(choose only one port)

g

19 21 23
Pirery
AL AL S0

20 22 24 25 26

3 5 7
ERERT T
LIL 5L LS

4 6 8 10

IO 1~ B

[ Optional port 03 Fixed port g Selected port {17 Aggregation port

Save Refresh Mirroring Group | Mot Selected A
Mirroring Port List
Mirroring Group Source Port

[ Optional port G Fixed port g Selected port §17 Aggregation port (8% Mirroring Group  Selectall Selectall others Cancel

Destination Port

First Previous [1] MNext Lasi1i

Et

Figure 3-25: Deleted successfully port mirroring

Remove port mirroring configuration steps are as follows:

Stepl:In the image you want to modify the operation of the group column, click ““ ” ; step2:In
the panel, click Cancel the source port, destination port and then click Cancel;step3:In the panel,
click Cancel the source port, destination port and then click Cancel;step4:Click "Save"

3.7 PORT SPEED

3.7.1 VIEW PORT RATE LIMITING
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Click "Port Management" "Port Speed Limit" switch to view the current port speed configured
information:

8 system Home Port Speed Limit

W Quick Configuration

Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports.
~ Port Management Notice: 1000Kbps = 1Mbps
* Basic Settings

Selecta port to configure
* Storm

trol

¥ 3 §°T 9 W AN WA a3
Flow Contro o - A
ERERTIIRIR IR IR iR
+ PortClass I TRIRTRTRS 737
BISISIIStS ISt u e tote mim
* Port Aggregation 2 4 6 8 10 12 6 18 20 22 24 25 26
+ PortMirroring {7 Optional port R Fixed port §if Selected port {779 Aggregation port  Sele: Selectall others Cancel
+ Port Speed Limit
» VLAN Management Input Speed Limit: @ Maximum The left side for the Minimum speed limit value. the right end to the Maximum limit value, its no speed limit
» Fault/ Safety
Output Speed Limit: @ Maximum The lett side for the Minimum speed limit value, the right end to the Maximum limit value, Its no speed limit
» System Management
Save
| port speed imitist
Port Input Speed Limit Output Speed Limit Edit
2 MAX MAX 2

Figure 3-26: View Rate Configuration information
In the port speed list which shows the current speed limit switch attribute configuration

information:
Port: The number of the port;
Input limit: uplink port speed;

Output speed: port downstream rate;

3.7.2 CONFIGURE PORT ACCESS RATE

Select the panel to set the speed limit of the port, set the rate limit value by dragging the speed
bar.

Port Speed Limit

Description: Select the pori(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports.
Notice: 1000Kbps = 1Mbps

Select a port to configure

T SRR
e

10 18 20 22 24 25 26

§"1 Optional port i Fixed port gl Selected port [17 Aggregation port Selectall Selectall others Cancel

Input Speed Limit: . 216.078MBit/s The left side for the Minimum speed limit value, the right end to the Maximum limit value, it's no speed limit
Output Speed Limit: . 446.028MBit/'s The left side for the Minimum speed limit value, the right end to the Maximum limit value, it's no speed limit.
Save

Figure 3-27 Configure port rate limiting entrance

I Port Speed Limit List

Port Input Speed Limit Output Speed Limit Edit

2 MAX MAX z

4 MAX MAX 74

5 MAX MAX 74

6 MAX MAX »

7 MAX MAX 7

8 MAX MAX 74

I 9 216.080Mbit's 446.032Mbit's z

Figure 3-28: Port entrance speed limit results
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Entrance port rate limiting configuration steps are as follows:

Stepl: Click on the right side of the port “ S Icon or select multiple icons;step2:Set rate
limiting strip port value;step3:Click the lower right corner "Save" button to complete the
configuration.

3.2.2 REMOVE THE PORT SPEED LIMIT

Click the need to remove the limit on the right port icon " in the configuration area of the port rate
value pull bar to the far right, "Save" to complete the operation.

Port Speed Limit

Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports.

Notice: 1000Kbps = 1Mbps

Select a port to configure

aRaLABALAn A
SLPPEEEEEEEE

4
"3 Optional port G Fixed port i Selected port {77 Aggregation port Selectall Selectall others Cancel
Input Speed Limit: 7 Maximum The left side for the Minimum speed limit value, the right end to the Maximum limit value, it's no speed limit.
Output Speed Limit: i \ Maximum The left side for the Minimum speed limit value, the right end to the Maximum limit value, it's no speed limit.
Save

I Port Speed Limit List

Port Input Speed Limit Output Speed Limit Edit
MAX MAX 2
4 MAX MAX
MAX MAX
6 MAX MAX z2
MAX MAX 2z
8 MAX MAX

216.080Mbit/s 446.032Mbit/s |

Figure 3-29: Remove the port speed limit

Remove uplink port rate limiting steps are as follows:

Step1:Click on the right side of the port -“ icon ; step2: In the area of the port rate configuration
value rate strip pulled to the far right;step3: Click the "Save" button to complete the

configuration.

4 VLAN MANAGEMENT

4.1 VLAN MANAGEMENT

4.1.1 CHECK VLAN CONFIGURATION INFORMATION

Click on the navigation bar "VLAN Management" "VLAN information "Vlan Management" to view
the switch configured:
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ﬁEVEISE 1(;;:n;u;er:admm ‘ "" 'F* 7 " »

8 system Home VLAN Settings Trunk Port Settings |
®o quraton [ van
Port M: it
¥ Ten e aeme VLANID VLAN Name VLAN 1P Port Edit
+ Basic Settings
default 192.166.100.150
100 VLANO100 2712 7 X
© NewVLAN @ Delete VLAN First Previous [1] Next Las{1 P

+ Port Speed Limit
~_VLAN Management

+ VLAN Management
» Fault/ Safety

» System Management

Figure 4-1: VLAN configuration information

In the VLAN list which shows the properties of the configuration information of the current switch
VLAND:

1.VLAN ID: VLAN ID value is displayed;

2.VLAN Name: The name of the VLAN, the default VLAN ID to name;
3.VLAN IP address: Displays the switch's management IP;

4.Port: Displays the port VLAN that exist.

5.By default, all ports belong to VLAN 1.

4.1.2 ADDING A VLAN

Click "NEW VLAN" button, you can increase the VLAN configurations:

| VLAN settings || Trunk Port Settings |
New VLAN
VLAN ID(1-4094): 200 C
VLAN name(1-31): vLaweagl |
: Select a port 10 at 0 the VCANT

1 3 5] 7 8 11 13J15 17 19 21 23

PIRPIEM §= 5= R0 ) MW R .

S - ¥ - - ¥ | BYSEE Y S R .
2 4 6| 8 10 12 14|16 16 20 2 24 25 26

{1 Optional port G Selected port [ Aggregation port [ Trunk Port Selectall Selectall others Cancel

e 0] e

Figure 4-2: Adding a VLAN

Adding a VLAN, follow these steps:

Step1:Click "NEW vlan" connection;step2:Value added VLAN VLAN ID of the page to fill
in;step3:Click the lower right corner "Save" button to complete the configuration.

4.1.3 REMOVE VLAN
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4.1.3.1 Single vlan delete

To delete the selected VLAN, click the "X" button to delete the selected VLAN:

|  VLAN settings ‘ Trunk Port Settings |
I VLAN
VLAN ID VLAN Name VLAN IP Port Edit
1 default 192.168.100.150 412,15 g2 74
100 VLANO100 2,7-12 74
200 VLAND200 7-14 74
&) NewVLAN @ Delete VLAN First Previous [1] Next Last1 / 1Page

Figure 4-3: Delete a single VLAN

4.1.3.2 Delete multiple vlan

First select the VLAN you want to be deleted before the "" checkbox, then click "Delete VLAN"
button to delete the selected VLAN:

| VLAN settings ‘ | Trunk Port settings |
I VLAN
VLAN ID VLAN Name VLAN IP Port Edit
default 192.168.100.150 4-12,15-26,Ag2 Z
v 100 VLANO100 2712 4 x
v 200 VLAN0200 7-14 2 %
+) NewVLAN First Previous [1] Next Lasf1 / 1Page

Figure 4-4: Delete multiple VLAN

Delete multiple VLAN, follow these steps:

Stepl:l want to delete VLAN check box;setp2:Click on the bottom left "Delete VLAN"
connection;step3:Confirm delete.

4.1.4 EDITING VLAN

4.1.4.1 Port to a VLAN
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Click on the icon can be added to the selected port in the VLAN:

VLAN Settings || Trunk Port Settings |

Edit VLAN
VLAN ID(1~4094): [200
VLAN name(1-31): VLANOZ00

Select the ports to modify the VLAN: D

ninfal T T ¥ Jalatatals
Sistsr 111 {sisininis{ml=

16 18 20 22 24 25 26

i Sptional port i\,elected port MAggregﬁon port umm Port Selectall Selectall others Cancel

Figure 4-5: Add the port to the VLAN
Add the port to the VLAN, follow these steps:

Step1:Click” " ”icon.step2:Selected to join the ports in the port panel.step3:Click the lower right
corner "Save" button to complete the configuration.

4.1.4.2 To remove the port from a VLAN

Click on the icon, you can remove the port from this VLAN:

VLAN Settings Trunk Port Settings

Edit VLAN

VLAN ID(1~4094): 200
VLAN name(1-31): VLANO200

Select the ports to modify the VLAN: D

DIrIel T 1. (=] apelalala
SO BB RS0

2 22 24 25 26

§"1Optional port g Selected port [ Aggregation port [-.3 Trunk Port  Selectall Selectall others Cancel

Figure 4-6: To remove the port from the VLAN.
Procedure to remove the port from VLAN as follows:

Step1:Click on the icon “ " ” ; step2:Remove the port to be removed from the port panel;

step3:Click on the lower right corner of the "Save" button to complete the configuration;

4.1.5 VIEW TRUNK PORT SETTINGS

Click on the "VIan Management" "TRUNK Port settings" view switches has been configured trunk

port information:
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8 system Home VLAN Settings | Trunk Port Settings I
® ration

Ita portis allowed to send messages through multipie VLANS. the port should be set as a trunk

" en
VLAN Management | ek portuist
Port Native VLAN Allowed VLAN Edit

Fault / Safety

Figure 4-7: View trunk configuration information

Displayed in the TRUNK port list is the property value of the TRUNK port configuration of the

current switch:

1.The port name: display port number used;

2.The Native VLAN's native VLAN: display port;

3.The VLAN allows the display message can be through vlan;

4.The default port is 1 VLAN native vlan,

23



4.1.6 INCREASED TRUNK

Click the "Trunk Port List New" button, can be carried out to increase the configuration of the
trunk port:

‘ VLAN Settings ‘ ‘ Trunk Port Settings

New Trunk Port List

Select a port to add to the TRUNK:

7 9 11

TRt I 1 Ieislelatala

"1 Optional port g Selected port [ Aggregation port {3 Trunk Port  Selectall Selectall others Cance

Native VLAN(1-4094): 1
Allowed VLAN(eg 3-5,8,10): |1, 100, 200

Figure 4-8: Trunk

The steps to increase trunk are as follows :

Step1:Click on the "new trunk port list" button;step2:Select the port to be set on the port
panel;step3:Set local VLAN;step3:Set local VLAN;step4:Set by allowing the VLAN
number;step5:Click on the lower right corner of the "application" button to complete the
configuration.

4.1.7 DELETE TRUNK PORT

4.1.7.1 Delete a single trunk port

Selected to remove the trunk port, click the "X" button, you can delete the selected trunk. port:

VLAN Settings Trunk Port Settings

Ifa portis allowed to send messages through multiple VLANS, the port should be set as a trunk
» Port Management

~ VLAN Management I Wil

* VLAN Management Port Native VLAN Allowed VLAN Edit

» Fault/ Safety 3 1 00,200 >
w System agement =
« System Settings 10 1 100,200 »

Figure 4-9: Delete a single trunk port

4.1.7.2 Multiple trunk ports simultaneously deleted

First selected to need to be removed before the trunk port of the "\/" check box, click "Trunk Port

Delete" connection, you can delete the selected trunk port:
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VLAN Settings Trunk Port Settings 192.168.100.150 says: x

Description: If a portis allowed to send messages through mu
Are you sure you want to delete the trunk port?

| Trunk Port List Prevent this page from creating additional dialogs.

Port ved VLAN Edit
‘L‘ Cancel
v 9 100,200 > R
e 10 1 T 1,100,200 2 R
1" 1 1,100,200 72 X
12 1,100,200 > X

&) New Trunk Port Llsi @ Delete Trunk Port | First Previous [1] Next Last1 /1Page

Figure 4-10: Delete multiple trunk ports
The procedure for removing multiple trunk ports is as follows:

Stepl:select the check box to delete the trunk port;step2:Click on the lower left corner of the
"Trunk Port Delete" button;step3: Confirm complete delete.

5 FAULT / SAFETY

5.1 ATTACK PREVENTION

5.1.1ARP SNOOFING

5.1.1.1 View ARP configuration

Click the "Fault/Safety" “Attack Prevention ” "ARP Spoofing “ to check the current switches has
been configured for ARP information:

: eveloﬂ . —
one: ARP Spoofing I Port Security DHCP Snooping

B i Cormin
W, Quick Conoraation Protection status

» Port Management e N » o
cription: To protect network resources, the ARP Spoofing function will block illegal ARP messages and prevent ARP flood attacks.
~ VLAN Management

*+ VLAN Management L ON _J
~ Fault/ Safety
I Protection Settings
+Attack Prevention
tion rote Settings: This feature can be used to protect om ARP attacks.

of static IP ad: nst ARP deception or attack, an IP can only bind a MAC. a MAC can bind multiple IP.

[ MAC: format0000.0000.0000 Save
* IGMP Snooping
» System Management L MAC Edit

@ Delete choose IP + MAC First Previous [1] Next Last1 1Page

Figure 5-1: View port ARP configuration information

5.1.1.2 ARP spoofing function

In the ARP spoofing configuration , input IP and mac ,then click the "Save" button to complete the
configuration prevent ARP deception .

Figure 5-2: ARP spoofing configuration
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’ ARP Spoofing H Port ity H DHCP Snooping

I Protection status

Description: To protect network resources, the ARP Spoofing function will block illegal ARP messages and prevent ARP flood attacks.

I Protection Settings

Protection Settings: This feature can be used to protect equipment from ARP attacks.

IP+MAC: To prevent the distribution of static IP address users against ARP deception or attack, an IP can only bind a MAC, a MAC can bind multiple IP.

|IP 192.168.100.55 MAC: (format:0000.0000.0000) Save '\
P MAC Edit
@ Delete choose IP + MAC First Previous [1] Next Last1 /1Page
m] ] MAC Edit
()] 192.168.100.55 4016.A1B1.3355 2z x

@ Delete choose IP + MAC First Previous [1] Mext Last1

I1Page

Figure 5-3: ARP spoofing status table

5.1.1.3 Disable ARP anti cheat function

In the ARP spoofing configuration table, click the button from on to off to disable the ARP
spoofing and then click the "OK" button to complete the configuration.

BTl p— —
m Current User:admin 192.168.100.150 says:

[ ARP Spoofing || Port Security l Sure you want to close the ARP attack prevention function?

I Protection status | LI Prevent this page from creating additional dialogs. ‘

i H ork resources, the AR ks

I Protection Settings

Protection Settings: This feature can be used to protect equipment from ARP attacks.
IP+MAC: To prevent the distribution of static IP address users against ARP deception or attack, an IP can only bind a MAC, a MAC can bind multiple IP.

IP:|192.168.100.55 MAC: [4015.7819.1740 (format:0000.0000.0000) Save

Figure 5-4: Disable ARP spoofing function
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5.1.1.4 Delete IP+MAC

| ARP Spoofing | [ Port Security | | DHCP Snooping
I Protection status
Description: To protect network resources, the ARP Spoofing function will block illegal ARP messages and prevent ARP flood attacks.

I Protection Settings

Protection Settings: This feature can be used to protect equipment from ARP attacks.
IP+MAC: To prevent the distribution of static IP address users against ARP deception or attack, an IP can only bind a MAC, a MAC can bind multiple IP.

P:[192.168.100.55 MAC: [40157819.1740 | (format0000.0000.0000)

= P MAC Edit

[ 192.168.100.55 4015.7819.1740

@ Delete choose IP + MAC First Previous [1] Next Last1 3/1Page
]

Figure 5-5: Delete IP+MAC

5.1.2 PORT SECURITY

5.1.2.1Configuration port security
Click the "Fault/Safety" "Attack prevention" "Port Security", configure the switch port security:

i LI = W i
i
Current User:admin

B systemHome ‘ ARP Spoofing ‘l Port Security H DHCP Snooping ‘

M quick Configuration I Port Security

» Port Management
Description To protect network resources, the Port Securlty function will prevent malicious attack to take up a large number of MAC address table entries. It will wam and discard the message when exceed the limited
~ VLAN Management

* VLAN Management

w Fault/ Safety
+_Attack Prevention

* Path Detection I Protection Settings

POt MAC number.

After enabling Port Security, It will accord the configuration of Port Class page, to open MAC attack prevention which port set up the limited MAC number”.

* Loop Detection
The limited MAC number of port : Display the maximum allowed MAC number of port

In order to ensure the security of important data, suggest to add the server MAC address and other important equipment MAC address to the static MAC address table

+ IGMP Snooping
The limited MAC number of port Static MAC address

» System Management

* Access Control

Port category MAC Anti-attack Port
Connect switch or router port Disabled
Connectto the server port 64
important PC port connection 64
The connection of PC port 64
Uncassified port Disabled 2426 Ag2

First Previous [1] Next Lasts 11Page

Figure 5-6: Port security configuration

5.1.2.2Manual configuration
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ARP Spoofing H Port Security H DHCP Snooping

Configure MAC Binding

User MAC: 1@00; 1451, 4797| | * (format:0000.0000.0000)
VLAN ID(1-4094): |200
SeleCTa POTTDINT 10 e MAT:

1 g 3}/ 7T 9 "W 13 15 47 19 2% 23
nlnlateleialslatelslals
R ek

§3 Optional port S Fixed port i Selected port {173 Aggregation port {3 Trunk Port

Figure 5-7: Port security manual configuration

5.1.2.3Cancel port security binding configuration

In the binding list, select the IP address, MAC, and port to which you want to cancel the binding
||Xll:

ARP Spoofing Port Security || DHCP Snooping

I Port Security

Description To protect network resources, the Port Security function will prevent malicious attack to take up a large number of MAC address table entries. It will warn and discard the message when exceed the limited
port MAC number.

[ ON ] After enabling Port Security, It will accord the configuration of Port Class page, to open MAC attack prevention which port set up “the limited MAC number”.

I Protection Settings

The limited MAC number of port : Display the maximum allowed MAC number of port
In order to ensure the security of important data, suggest to add the server MAC address and other important equipment MAC address to the static MAC address table.

The limited MAC number of port Static MAC address

MAC Iisl:{W\ Configure MAC Binding
User MAC Port Port Type VLAN Edit
1001.1451.4797 10 Static 200 E
© Dynamic MAC to Static MAC @ Delete Static MAC First Previous [1] Next Last1 /1Page

Figure 5-8: Cancel port security bound

5.1.3 ANTI DHCP ATTACK

5.1.3.1view anti DHCP attack configuration

Click the "Fault/Safety" "Attack prevention" "DHCP snooping", the configuration information show
the anti DHCP attack:
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m i ‘ L4 | | B
” i e V Current User:admin C)

8 system Home | ARP spoofing || Port security
M Quick Configuration

| DHCP Snooping

| oHce snooping

» Port Management

» VLAN Management

Description: DHCP snooping will filter untrusted DHCP messages.

[“onN ] After enabling DHCP snooping, you can select trusted ports.

Select a port to configure:

* Loop Detection 1 3 5 7 9 1113 15 17 19 21 23
IIF ISR s - S S W R e S v}

* Access Control

* IGMP Snooping

» System Management {7 Optional port g Fixed port i Selected port {19 Aggregation port Selectall Selectall others Cancel

Save Refresh
Trust port Edit

First Previous [1] Next Lastt 1Page

Figure 5-9: View anti DHCP attack configuration information

Click "Refresh" button, display refresh configuration information.

5.1.3.20pen anti DHCP attack function

Click on a "Fault/Safety" "DHCP Snooping"click the button — to open the anti
DHCP attack:

8 system Home ‘ ARP Spoofing || Port Security DHCP Snooping
M Quick Configuration I DHCP Snooping
» Port Management
Description: DHCP snooping will filter untrusted DHCP messages.

» VLAN
w Fault/ Safety
+ Aftack Prevention

@G fner enabling DHCP snooping, you can select trusted ports.

* Path Detection
* Loop Detection
* Access Control
+ IGMP Snooping

» System Management

Figure 5-10: Activation of anti DHCP attack function

5.1.3.3Sets the port to DHCP non trusted port

In the trusted port list, select the port that needs to be disabled to prevent DHCP attacks, and click
the "" button to disable the function:

8 system Home ARP Spoofing \ Port Security DHCP Snooping

M quick Configuration I DHCP Snooping

» Port Management

Description: DHCP snooping will fiter untrusted DHCP messages

» VLAN Management

v Fault/ Safety [“on ] After enabling DHCP snooping, you can select trusted ports
+ Aftack Prevention
+ Path Detection Select a port to configure:

* Loop Detection

= b

* Access Control e e
* IGMP Snooping 10 [z 3

» System Management §_30ptional port G Fixed port §ig Selected port {17 Aggregation port Selectall Selectall others Cancel

-

Trust port Edit
9-10

First Previous [1] Next Last1 1Page

Figure 5-11: Disable anti illegal DHCP server functions
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The activation of anti DHCP attack function, is the port setting for trust status;

Disable - preventing DHCP attack, is set to a non trusted state port.

5.1.3.40ff anti DHCP attack function

Click the "ON" button, will prevent the DHCP attack function off:

» Port Management
» VLAN

ARP Spoofing Port Security DHCP Snooping

DHCP Snooping
I 192.168.100.150 says:

DHCP snooping will filter untrusted DHCP messages
Are you sure you want to disable DHCP Snooping?

v Fault/ Safety

» System Management

| [ ON ] | After enabling DHCP snooping, you can select trusted pi Prevent this page from creating additional dialogs.

RTINS -~ S Wi w s W W S W
SRV Ih &3
Z & 5 8 %
ectall Selectal a

§71 Optional port i Fixed port §P Selected port §17A

Save Refresh
Trust port

First Previous [1] Next Last1

Edit

x

1Page

Figure 5-12: Off anti DHCP attack function
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5.2 PATH DETECTION

Click the "Fault/Safety" "path Detection" or “Tracert detection” can view the Path Detection
configuration:

Current User:admin

B system Home ‘ Path Detection ” ‘ Tracert Detection |
“ Quick Configuration

Description: Use the ping function to determine whether the network connection is functional and whether the host is reachable.
» PortM :

» VLAN Management [ Destination 1P Tiez. 168. 100.1 |
~ Fault/ Safety Start Test

* Attack Prevention

* Path Detection

* Loop Detection

TestResuits

* Access Control
* IGMP Snooping

» System Management

Figure 5-13: Path detection information

Current User:admin

8 system Home Path i ﬂ Tracert Detection ‘I
M Quick Configuration 2 -
Description:
» Port Management Tracert detection can defectto the destination through the gateway. the function is used to etect whether can reach the destination and the path to the destination, if a destination unreachable, diagnose problems
» VLAN Management Ifthe testing is a domain name, it may need to wait for a long time (2-3 minutes), please be patient
~ Fault/ Safety
g Destination IPor domain name :
Timeout (1-10s) [10
+ Path Detection
Start Test
* Loop Detection
Test Results

Access Control
* IGMP Snooping

» System Management

Figure 5-14: Tracert detection information

5.3 LOOP DETECTION

Click the "Fault/Safety" "loop detection" can view the current loop detection configuration:

Current User:admin

B system Home Loop Detection

M Quick Configuration I ST oo Benin

» Port Management
» VLAN Management

w Fault/ Safety
« Aftack Prevention The spanning tree state: || Enabled

Description: Open the STP [oop, not only can avoid the loop caused by the broadcast storm probiem, and can provide fink redundancy backup.
Notice: Ifthe user PC on the device to open the feature will lead to user PC1~2 minutes delay, so itis recommended only to open the STP loop in non access devices

* Path Detection

* Loop Detection

* Access Control

* IGMP Snooping

» System Management

Figure 5-15: View spanning tree configuration information

When the detected loop occurs when the port opened, after the port UP will automatically
eliminate the loop.

5.3.1 TO CHANGE THE SPANNING TREE MODEL
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Figure 5-16: Changing the spanning tree pattern

5.3.2 CLOSE SPANNING TREE FUNCTION

Click the button on the page, click the "save" button to close the spanning tree:

LE

Current User:admin

B8 5ystem Home

Loop Detection
8 Quick Conguration I STP loop prevention
» Port Management
» VLAN Management
~ Fault/ Safety

* Attack Prevention

Description: Open the STP loop, not only can avoid the loop caused by the broadcast storm problem, and can provide link redundancy backup.
Notice: Ifthe user PC on the device to open the feature will lead to user PC1~2 minutes delay, so itis recommended only to open the STP loop in non access devices.

l The spanning tree state: . Enabled l

+ Path Detection S

* Loop Detection
* Access Control

+ IGMP Snooping

» System Management

Figure 5-17: close the spanning tree pattern

5.4 ACCESS CONTROL

5.4.1 ACL ACCESS CONTROL LIST

5.4.1.1 view access control list

Click the "Fault/Safety" "Access Control" you can view the configuration information of the access

control list:

. 1E Current User:admin

E System Home | ACL | |W

E, Quick Configuration
Description: Access control lists (ACLs) ensure that only authorized users have access to specific resources while blocking off any unwarranted attempts to reach network resources.

» Port Management Motice: The ACL rule priority will follow the order of the list (i.e , 1 isfirst, 2 is second, etc ). Creating many rules can cause operational delays.

P VLAN Management

* Access Control

* |GMP Snooping

¥ _System Management

Wildcard: Awild card mask is a matching rule. The rule for a wildcard mask is: 0 means that the equivalent bit must match, 1 means that the equivalent bit does not matter. For more details, see

w Fault/ Safety the manual
* Aftack Prevention New ACL Rules
* PamiDeciog I Displaying ACL Configuration | v
* Loop Detection 3 - Destination IP/ oot Desti -
No. Action Protocol Source IP/MAC Source Wildcard | Source Port MAC Wildcard Port Edit

Figure 5-18: Access control list

5.4.1.2 Increased access rules

1. Increase the standard IP access rules
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Click "ACL rules New", in the pop-up dialog box, select "standard IPV4 ACL Configuration", in the
list of ID:0, ID:0 ACE, rules to allow. IP address is: any source IP address. Click "Save" to complete
the new rules:

cveiom m. TN —

+ System Home | AcL || ApplyAcL

W quick Configuration
» Port Management
» VLAN Management New ACL Rules

e :
* Aftack Prevention

* Path Detection

Select
Configuration [ Configuration standard IPACL v

* Loop Detection

* IGMP Snooping ACEID: ACED v
» System Management Rules Permit v
1P Address: ® Any source IP address

Specify the IP address range

Figure 5-:19 Configuration standard IP access control list

2. Increase the extended IP access rule

Click "ACL rules New", in the pop-up dialog box, select "Expand IPV4 ACL Configuration", in the list
of ACE, ID:0 ID:10, rules for "Permit"". Agreement: TCP, source IP address: any source IP address;
purpose IP address: any destination IP address, click "Save" to complete the new:

AWIT | T o i
ev Current User:admin
B system Home ACL Apply ACL
B cuick Configuration
» Port Management
» VLAN New ACL Rules
~ Fault/ Safety I I
* Aftack Pre u Select
Configuration [ Configuration Expand IPACL v
* Path Detection Type: =
* Loop Detection
+ Access Control ListID Expand IP ACL 10 v
* IGMP Snooping ACE ID: ACE 0 v
» System Management Rules Permit v
Protocol [3 v
Source IP @A
ny source IP addr
Address: Any source IP address
Specify the IP address range
Destinalion I @ any estination IP address
Address:
Specity the IP address range

Figure 5-20: Configuration standard IP access control list

3. Increasing expand MAC access rules:
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Click"New ACL rules" > select "Configuration Expand MAC ACL" in the pop-up window - in list
ID : 20 > ACEID : 0 > Rules "Deny" ~ Source MAC address : 0088.9999.999A

Destination MAC address is the random MAC - MAC protocol type : 0x0086 - After After the

configuration is complete, click "Save" :

ACL Apply ACL \

» Port Management
» VLAN Management New ACL Rules

N :

Configuration Expand MAC ACL v

*+ Access Control ListID Expand MAC ACL 20

* IGMP Snaoping ACED v

» System Management

(<0x0600-0xfE=)(optiona

Figure 5-21: Configuration extended MAC access control list

Configuration instructions
ACE ID is an optional rule. Do not fill: the default is O;

The extended IP protocol access control list, type: TCP, UDP, IP

5.4.1.3 Modify configuration
Rules for modifying port applications

Select the rules to be replaced, click "", enter the modified ACL rules page, the rules are: "Deny",
click "Save":

M levelone ...

B system Home AcL ‘ Apply ACL |
B Cuick Conguraton

» Port Management
» VLAN Management Modify the ACL rules
w Fault/ Safety

* Attack Prevention

* Path Detectio

* Loop Detection

+ Access Control ListID T -

* IGMP Snooping ACE ID:
» System Management Rules Deny
IP Addres Any sour
Specity t

Figure 5-22: To modify the ACL rule
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Configuration instructions

The modified extended MAC and extended IP for the same operation.

5.4.1.4 Delete rule

To delete the rule, click "X" to delete the current list of ACE under a ACL rule:

Current User:admin

B system Home

W cuick Configuration
» Port Management
» VLAN Management
~ Fault/ Safety

* Attack Prevention

* IGMP Snooping

» System Management

ACL || Apply ACL
Description: Access control lists (ACLs) ensure
Notice: The ACL rule priority will follow the orde
Wildcard: Awild card mask is a matching rule. ]

New ACL Rules

L I
192.168.100.150 says:

Are you sure you want to remove the ACL rule?

Prevent this page from creating additional dialogs.

e

|y unwarranted attempts to reach network resources.

bnal delays.
s that the equivalent bit does not matter. For more details, see the manual

I Displaying ACL Configuration Standard IP ACLO v
* Path Detection —
i Destination 9
No. Action Protocol Source IPMAC Source Wildcard Source Port  Destination IP /MAC  Destination Wildcard Edit
* Loop Detection Port

Figure 5-23: Delete rules

Remove all of the ACE rule table under a ACL, click "Delete":

Current User:admin

B 5ystem Home

& Quick Configuration

» Port Management

* Attack Prevention
+ Path Detection
* Loop Detection

* Access Control

| AcL Apply ACL |

Description: Access control lists (ACLs) ensure tf

Are you sure you want to delete ACL List 0?7

Prevent this page from creating additional dialogs.

oK Cancel

unwarranted attempts to reach network resources.

I Displaying ACL Configuration || Stanoara 1P ACLO 5

No. Action Protocol

0 permit

Source IPIMAC Source Wildcard Source Port

any

Destination IP /| MAC

Notice: The ACL rule prionity will follow the order | 1al delays
» VLAN Management Wildcard: A wiid card mask is @ matching rule. The fule for a wildcard mask is: 0 means that the equivalent bit must match, 1 means that the equivalent bit does not matter. For more details, see the manual
w Fault/ Safety New ACL Rules

Destination Wildcard De‘:"“‘“’" Edit

any [ 4 X

+ IGMP Snooping

» System Management

=3

Figure 5-24: Delete ACL rules

Configuration instructions

Delete - after the success of the kneeling in port configuration table deleted together.

5.4.2 APPLICATION ACL

5.4.2.1 View application ACL

The configuration information and click on the "Fault/Safety" "Access Control" "Apply ACL" can
view access control using ACL:
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Current User:admin

B 5ystem Home

(IAEE [ Tee RS

M Quick Configuration
Description: The table below shows the ACLs that are applied to the switch ports.

» Port Management Notice: ACLs cannot be applied to ports on the panel that are gray.

» VLAN Management
ACL Rules A tion
v Fault/ Safety | sies App¥ca
* Aftack Prevention
Please select the ACL list: Standard IP ACLO v
* Path Detection
« Loop Detection Select a port to configure:
* Access Control 1 3.5 7 0 11 13 15 17 1921 23
|—|ms 30 520 57 €7 50 €2 50 3 0 50 2 6
* IGMP Snooping
A 2 G a2 2 o |
» System Management 2 4 6 8 10 12 14 16 18 20 22 24 25 26
" Optional port |3 Fixed port §iP Selected port T3 Aggregation port Selectall Selectall others Cancel

Figure 5-25: View application ACL rules

5.4.2.2 Increased application ACL

Select the rules that need to be applied, then select the port of application, click "Save" to
complete the configuration:

B s5ystem Home

R Cuick Configuration
» Port Management
» VLAN Management

~ Fault/ Safety
* Aftack Prevention

* Path Detection

* Loop Detection

* Access Control 3 15 17 19 21 23
* IGMP Snooping g g g g % g og
» System Management 14 16 18 20 22 24 25 26

ACL | ApplyACLiJ

Description: The table below shows the ACLs that are applied to the switch ports.
Notice: ACLs cannot be applied to ports on the panel that are gray.

| Act Rutes Appication

Please select the ACL list: Standard IP ACLO v

Selecta port to configure:

{77 Optional port R Fixed port g Selected port {17 Aggregation port  Selectall Selectall others Cance

I ACL

Figure 5-26: Add applications ACL

5.4.2.3 Delete application ACL

Click to delete the application rule on the right side, cancel the application of the rules in the port:

CRToRL User-admin Are you sure you want to remove the ACL rule?

B8 system Home

B cuick Configuration
» Port Management
» VLAN Management
w Fault/ Safety

* Attack Prevention

* Path Detection
* Loop Detection
* Access Control
* IGMP Snooping

» System Management

Prevent this page from creating additional dialogs.

ACL ‘J Apply ACL

Description: The table below shows the ACLSs thi
Notice: ACLs cannot be applied to ports on the pi

Cancel

!

| Act Rues appiication
Please select the ACL list: | Standard IP ACLD v

Selecta port to configure:

1 s 8 T 8N 3 15 17 19 21 23
erteiat 1 Jalalalalalala!
Sistsisisisteisteistetsin]=

10 12 14 16 18 20 22 24 25 26

{73 Optional port g3 Fixed port §if Selected port [T3 Aggregation port Selectall Sefectall o

Save
| Act
acL

Standard IP ACLO

Port

Figure 5-27: Delete application ACL

36




5.5 IGMP SNOOPING

5.5.1 VIEW IGMP SNOOPING CONFIGURATION

Click the "Fault/Safety" "IGMP Snooping" to check the current switch configured multicast
monitoring information:

T g

Current User:admin

8 system Home IGMF Snooping

E Quick Configuration
Description: Internet Group Management Protocol (IGMP) snooping is a feature that allows a switch to forward multicast traffic intelligently on the switch.

» Port Management Notice: 1. The default multicast monitor is not a static routing port, if required, a static routing port can be set

» VLAN Management 2. Dynamic routing ports can not be removed manually, only static routing ports can be removed manually. Dynamic routing ports will be removed through aging.
'+ Fault/ Safety

* Aftack Prevention @: Enable or disable the multicast listener, when enabled, the static routing port can be set

* Path Detection
I IGMP Version Selection

* Loop Detection

* Access Control IGMP Version  IGMP_V3 v
* IGMP Snooping
Save
+ System Management
+ System Seftings I Multicast Routing Port Settings
System Upgrade Select a port to configure:

g 11 13 15 17 19 21 23

NS S S U
[N N N N I U AL R

0 12 14 16 18 20 22 24 25 26

8ystem Information

Configuration Management

=] [~

* SNMP

Sysembiaqaceis |1 Optional port G Fixed port G Selected port {7} Aggregation part
» WEB Console

VLAN | vian 1 v

Add Routing Port

VLAN Port Status Edit

Figure 5-28: View Snooping IGMP configuration information

5.5.2 ACTIVE MULTICAST LISTENER FUNCTION

Click the "Fault/Safety" "IGMP Snooping", click "Off" button to activate the multicast monitoring
function:

- ev Current User:admin

B 5y5tem Home IGMP Snooping
M Quick Configuration
Description: Intemet Group Management Protocol (IGMP) snooping s a feature that aliows a switch o forward multicast raffic intelligently on the switch
» Port Management Notice: 1. The default multicast monitor is not a static routing port, if required, a static routing port can be set
» VLAN Management 2. Dynamic fouting ports can not be removed manually, only static routing ports can be removed manually. Dynamic routing ports will be removed through aging

~ Fault/ Safety
* Aftack Prevention

Erfable or disable the multicast listener, when enabled, the static routing port can be set.
* Path Detection

* Loop Detection

* Access Control

+ IGMP Snooping

» System Management

Figure 5-29: Open multicast listener configuration

The default multicast listener (IGMP Snooping) did not open;
The default on multicast listener (IGMP Snooping), all VLAN are open;

The default version of V2 - IGMP.

5.5.3 DISABLE MULTICAST LISTENER FUNCTION
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Click the "Fault/Safety" "IGMP Snooping", click "ON" button to disable multicast monitoring
function:

88 system Home IGMP Snooping

N ik Contoumc Description: Internet Group Management Protocol (IGMP) snooping is a feature that allows a switch to forward multicast traffic intelligently on the switch
» Port Management Notice: 1. The default multicast monitor is nota static routing port, if required, a static routing port can be set
» VLAN Management 2. Dynamic routing ports can not be removed manually, only static routing ports can be removed manually. Dynamic routing ports will be removed through aging.
~ Fault/ Safety

* Aftack Prevention

ghable or disable the multicast listener, when enabled, the static routing portcan be set

* Path Detection

fersion Selection

E

* Access Control IGMP Version | IGMP_V3 R

* Loop Detection

* IGMP Snooping
Save
» System Management

I Multicast Routing Port Settings

Selecta port to configure:

13 5 7 9 111315 17 19 21 3

AWM

ISR AR 8 I A0 A 5 A
8 10 12

2 4 6 14 16 18 20 22 24 25 26

77 Optional port § Fixed port P Selected port T Aggregation port

VLAN vian 1 v
Add Routing Port
VLAN Port Status Edit

First Previous [1] Next Lastt 11Page

Figure 5-30: Closed multicast listener function operation

5.5.4 CONFIGURATION MULTICAST ROUTING

Select VLAN, click "Router Port Add" button, to configure the multicast routing in the port panel:

T LB T L i)

Current User:admin

8 system Home IGMP Snooping
M, quick Configuration
Description: Internet Group Management Protocol (IGMP) snooping s a feature that allows a switch to forward multicast traffic intelligently on the switch.
» Port Management Notice: 1. The default multicast monitor is not a static routing port.if required, a static routing port can be set.
» VLAN Management 2. Dynamic routing ports can not be removed manually, only static routing ports can be removed manually. Dynamic routing ports will be removed through aging.
w Fault/ Safety
* Attack Prevention [Fon ) Enable or disable the multicast listener, when enabled, the static routing port can be set.

* Path Detection
| 15me version setection
* Loop Detection

* Access Control IGMP Version | IGMP_V3 v
+ IGMP Snooping
Save
» System Management
I Multicast Routing Port Settings

Select a port to configure:

1 3 5 7f9 1 13 15 17 19 21 23
PSP ISWE |} SIS e W Wi

B 2 G OB A
2 4 6 8 1

0 12 14 16 18 20 22 24 25 26

{7 0ptional port il Fixed port i Selected port {7 Aggregation port

Add Routing Port

vian Dart Statue Edit

Figure 5-31: Configuration of multicast routing

Multicast routing configuration steps are as follows:
Step1:In the port panel to select multicast listener routing port; step2:Select vlan;

Step3:Click on the "Add Router Port" button to complete the configuration.
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5.5.5IGMP V

ERSION

Click the "Fault/Safety" "IGMP Snooping", set the IGMP version of the page:

B8 5ystem Home

= auic
» Port Management
» VLAN Management
~ Fault/ Safety

* Attack Prevention

Configuration

* Path Detectio
* Loop Detection
* Access Control
* IGMP Snooping

» System Management

IGMP Snooping

on: Internet Group Management Protocol (IGMP) snooping is a feature that allows a switch to forward multicast traffic Intelligently on the switch.

1. The default multicast monitor s not a static routing port, if required, a static routing port can be set

2. Dynamic routing ports can not be removed manually. only static routing ports can be removed manually. Dynamic routing ports will be removed through aging
Enable or disable the multicast listener. when enabled. the static routing port can be set

I IGMP Version Selection

IGMP Version | IGMP_V3 v]

IGMP_V2

IGMP_V3

Sa

I Multicast Routing Port Settings

Selecta port to configure:

1 3 65 7 9 11 13 15 17 19
(RIS EWE SRS WE WA
IS I el Bl S B S
6 8 10 12 14 16 18 20

108

131

JJEH

=

tesh o)
2 &

It

§ 3 Optional port §3 Fixed port §§ Selected port [T Aggregation port

VLAN | vian 1

Add Routing Port

Figure 5-32: Configuration IGMP version

IGMP version configuration steps are as follows:

Stepl:Select the required version number; step2:Click the "Save" button to complete the

configuration.

6

6.1 SYSTEM

SYSTEM MANAGEMENT

SETTINGS

6.1.1 MANAGEMENT VLAN

6.1.1.1 CONFIGURATION BASIC SYSTEM SETTINGS

Click on the navigation bar "System Management" "System Settings" " Management VLAN" to
view the management address of the current switch configuration information:

LLi L i

Current User:admin

TN ——

i
ome

Quick Configuration

» Port Management

FHlevelone

Management VLAN ||  System Restart Change Password SystemLog || Log Export ARP Table MAC Management

Description: Management VLAN parameters: IP, MAC, gateway and the user's contact details. *** denotes required field

| Basic system setungs

» VLAN
» Fault/ Safety
w System Management
* System Settings
« System Upgrade

¢ System Information

* Configuration Management

* SNMP

* System Diagnostics

* WEB Console

Management VLAN: | vian 1 v MAC: 2405 OFAB 871A

DHCP: [ Static Allocation v | Device Name: Switch

Device Location:

Management IP: (192, 168. 100. 150
Subnet Mask: 255.255.255.0 Contact Name:
Defauit Gateway: 0.0.0.0 Contact Information:
Login Timeout(s): 1800
Shve

I System time synchronization

ttime by setting the time synchronization server IP address to the NTP server from your selected time zone

Notice: The switch time can be synchronized with the

Tip: The system will selecta default time syncronization server if no IP address is entered

The Current System Time: January 01,2000 03:38:29 NTP Server IP Address:

Time Zone (T): | (UTC-12:00)International Dz v

Synchronize

Figure 6-1: basic system settings

39




To configure the switch Basic System Settings as follows:

Management VLAN: switch management VLAN ID, the default is 1

1. Inthe DHCP text box ,choose static allocation

2. Inthe Management IP text box ,enter the IP address, such as 192.168.100.52

3. Inthe Subnet Mask text box, enter the subnet mask, such as 255.255.255.0

4. Inthe Gateway Address text box to enter the gateway address, such as 192.168.100.1
5. In the Device Name text box ,enter the Device Name ,such as dx

6. Inthe Device Location text box ,enter the Device Location ,such as china

7. Inthe Contact Name text box ,enter the Contact Name ,such as john

8. In the Contact Information text box ,enter Contact Information ,such as 12345678900

9. Click on "Save Settings" button to complete the configuration

6.1.1.2 SYSTEM TIME SYNCHRONIZATION
Meveloﬂg Ree Uoecaamin ’

= )

8 system Home Management VLAN System Restart Change Password System Log Log Export | ARP Table MAC Management

W Quick Configuration

jon: Management VLAN parameters: IP, MAC. gateway and the user's contact details. *** denotes required field

» Port Management
» VLAN Management I Basic System Settings
» Fault/ Safety Management VLAN: | vian 1 v MAC: 2405, OFAB.8T1A
v System Management DHCP:  Static Allocation v Device Name: Switch

SUSIIetih Management IP: [182. 165. 100.150 Device Location:

Subnet Mask: [255. 255 255.0 Contact Name:

Default Gateway: 0.0.0.0 Contact Information:
Login Timeout(s): |1800

Save

I System time synchronization

Notice: The switch time can be sy

oniz
The Current System Time:
Time Zone (T):
Synchronize

Figure 6-2: System time synchronization

NTP Server IP Address:

To configuration system time,in the NTP Server IP Address text box,enter NTP Server IP Address
such as 202.118.1.81(local NTP servers or internet NTP servers),in the Time Zone (T) text box,you
can choose any time zone you want,such as UTC+08:00.

6.1.2 SYSTEM RESTART

Click on the navigation bar "System Management" "System Settings" "System Restart" to reboot
the switch:
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e C | [§ 192.168.1.1/switch.htm
it Apps [@] BE @ DNSERTZREEE-w .tﬁeﬁm[—m EEFY x BEE|FE

& ceni s =
19216811 says: (=

m 2 .168.1. 3 Sg" =
EVEI g! Ig Current User:admin | Restart the device now? F

RIPvIRRE: - BEFHamS

9 &

_ B

w Systemn Management

+ System Settings

* System Upgrade

* System Information

* Configuration Management
* SNMP

* System Diagnostics

* WEB Console

O

B oo Prevent this page from creating additional dialogues. —

= System Home | Management VLAN ‘ ‘ System Reg prt ‘ ‘ ARP Table | | MAC Management |

B ouick Configuration

Description: To restartthe switch, click on the 'reg OK Cancel pssis completed. The browser will automatically refresh when the restart is

» Port Management completed
* VLAN Management
» Fault/ Safety Restart the device immediately

Figure 6-3: System Restart

Restart the device, follow these steps: stepl1:Click on "Restart the device immediately"
button,step2:Click OK in the box that pops up "OK" button,step3:Prompted to save the current
configuration, depending on your need to select "OK" or "Cancel",step4:After the restart the
progress bar moves to 100%, reboot the device.

6.1.3 CHANGE PASSWORD

Click on the navigation bar "System Management" "System Settings
modify the super user password:

8 system Home Management VLAN System Restart Change Password System Log Log Export ARP Table MAC Management

LT I Modify the super user password

change password" to

» Port Management

Notice: After setting a new password, you must logout and login agal x
» VLAN Management 192.168.100.150 says:
» Fault/ Safety Old Password: [+++++
Settings saved!
w System Management New Password: [+«

. Prevent this page from creating additional dialo
System Suttings Confirm New Password: ++++ < g i

=

ation Management

Figure 6-4: change password

Change password follow these steps: step1:Enter the old password: password;step2:Enter the new
password: admin;step3:Confirm new password: admin,step4:Click the "save" button;step5:Pop-up
dialog box, click "OK" button.

6.1.4 SYSTEM LOG

Click on the navigation bar "System Management" "System Settings" "System Log" to enter the
log management interface, you can query the system log, clear the log:
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TR

Current User:admin

B system Home

B Quick Configuration
» Port Management
» VLAN Management
» Fault/ Safety

| Management VLAN H System Restart H Change Password H System Log H Log Export || ARP Table || MAC Management ‘
Description: The system log displays system operating information.
I System Log

Keyword: Search Clear

w System
+ System Settings

* System Upgrade

* System Information

« Configuration Management
* SNMP

* System Diagnostics

* WEB Console

Log messages in buffer

5,Jan 01 2000 00:00:51;%SYSTEM-5-INFO: Logging is enabled

5.Jan 01 2000 00:00:51,%SYSTEM-5-RESTART. System restarted - Warm Start

5:Jan 01 2000 00:00:51;%LINEPROTO-5-UPDCWN: Line protocol on GigabitEthemnet0/23, changed state to up
5:Jan 01 2000 00:00:55;%LINEPROTO-5-UPDOWN: Line protocol on GigabitEthernetd/ 19, changed state to up
5.Jan 01 2000 00:53:17,;%SYSTEM-5-LOGIN: New console connection for user admin, source async ACCEPTED
5,Jan 01 2000 00:58:27 %LINEPROTO-5-UPDOWN: Line protocol on GigabitEthemet0/23, changed state to down
5:Jan 01 2000 01:00:52;%LINEPROTO-5-UPDOWN: Line protocol on GigabitEthernetd/23, changed state to up
5.Jan 01 2000 01:39:57 %LINEPROTO-5-UPDOWN: Line protocol on GigabitEthermetd/19, changed state to down
5,Jan 01 2000 01:40:06,%LINEPROTO-5-UPDOWN: Line protocol on GigabitEthernet0/119, changed state to up
5:Jan 01 2000 01:40:33;%SYSTEW-5-LOGIN: New console connaction for user admin, source async REJECTED
5:Jan 01 2000 01:40:38;%SYSTEM-5-LOGIN: New console connection for user admin, source async ACCEPTED
5.Jan 012000 01:41:28;%LINEPROTO-5-UPDOWN: Line protocol on GigabitEthernet0/23, changed state to down

Figure 6-5: system log

Log management system WEB page to view the contents of the command line is consistent with

the results of the command show logging;Click "Clear" button to clear the current log information

switch.

6.1.5 LOG EXPORT

Click on the navigation bar "System Management" "System Settings" "Log Export" to export log

information into

the interface, you can export the log information through tftp server.

Current User:admin

* System Home

B qQuick Configuration
» Port Management
P VLAN Management
P Fault/ Safety

w System Management

System Settings

System Upgrade

System Information

Configuration Management

SNMP

System Diagnostics

WEB Console

‘ Management VLAN H System Restart H Change Password H System Log H Log Export H ARP Table H MAC Management
Description: This is a log upload to an external TFTP server.
ILogExpon

TFTP Server (IP):
File Name:
Export

Figure 6-6: Log Export

6.1.6 ARP TABLE

Click on the navi

gation bar "System Management" "System Settings" "ARP Table" to enter the

ARP entry interface, you can view the ARP information:
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T T T T 7 @!KQ“ gmm ng?%\g!
Current User:admin b, i "

B system Home ‘ Management VLAN || System Restart || Change Password || System Log H Log Export || ARP Table || MAC Management |
!‘ Quick Configuration

Description: The table below contains the ARP entries. To clear the table, click the ‘Clear ARP Table Entries’icon
» Port Management

» VLAN Management I ARP Table
» Fault/ Safety P MAC
~ System Management 192.168.151 40:167TE:B1EBBD
+ System Settings
@ Clear ARP Table Entries First Previous [1] Next Lasfl 11Page

* System Upgrade

* System Information

+ Configuration Management
¢ SNMP

* System Diagnostics

* WEB Console

Figure 6-7: ARP message

Click "Clear ARP table entries" button to clear the display ARP information.
6.1.7 MAC MANAGEMENT

6.1.7.1 MAC address lookup

Click the "System Management" "System Settings" "MAC Management" can switch MAC address
information query:

& system Home | Management VLAN ‘ ‘ System Restart ‘ | Change Password ‘ ‘ System Log | | Log Export ‘ ‘ ARP Table ‘ ‘ MAC Management |
B8 Quick Configuration I Protection Settings
» Port Management
Static MAC: To enhance the safety of important data, add the MAC addresses of the server and other important equipment to the static MAC address table.
* VLAN Management
* VLAN Management MAC list: All v Configure MAC Binding
» Fault/ Safet
1y a User MAC Port Port Type VLAN Edit
[* Systemn Management
+ System Settings o 0000.0000.0033 15 Dynamic 1 oo
* System Upgrade [m] 0001.7A55.ETDE 15 Dynamic 1 (=2 »]
* SyEminRpEE @ 0001.7AD2.4D90 15 Dynamic 1 oo
+ Configuration Management
(m] 000C.2069.96CA 15 Dynamic 1 [« »]
* SNMP
+ Systsm Diagnostics [m] 000C.20EE.192E 15 Dynamic 1 [« »]
« WEB Console @ 000C.4328.8078 15 Dynamic 1 oo
@ 001E.6756.1804 15 Dynamic 1 (2]
a 0087.1211.00F5 15 Dynamic 1 (=2 ]
a 0087.4131.0BDF 15 Dynamic 1 [« ]
a 0DDAA BB2A 2C2D 15 Dynamic 1 o0
@ Dynamic MAC to Static MAC @ Delete Static MAC First Previous [1] [2][3] [4][5] Next Last1 15Page

Figure 6-8: MAC address lookup display

In the MAC address list which shows the current switch port to learn MAC addresses:
1.User MAC: MAC address of the switch that currently exists is displayed;

2.Port: Displays the source port number of the MAC address;

3.Port Type: There are two types of dynamic and static;

4.VLAN: VLAN ID display value.
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You can query the MAC address type:according to the type of query MAC address,Type in the MAC
address MAC check list next to the drop-down box Select: All / static / dynamic.

6.1.7.2 Add a static MAC address type

1.Use manual binding MAC address
Click the "Configure MAC Binding" After, you can configure a static MAC address type in the MAC
address configuration area:

T oy

Management VLAN | System Restart Change Password System Log Log Export ARP Table MAC Management

W Quick Configuration
» Port Management

» VLAN Management Configure MAC Binding
» Fault/ Safety

User MAC: (format0000.0000.0000
~ System Management

VLAN ID(1-4094):
* System Settings ( )

Configure MAC type: | Static
Select a port bind to the MAC:

2 % B 10 42 0 24 25 26

"3 Optional port i Fixed port §if Selected port [T Aggregation port §'-3 Trunk Port

Figure 6-9: MAC addresses statically bound static configuration
Statically typed MAC address configuration steps are as follows:

step1:Click the "Configure MAC Binding" button;step2:In the "User MAC" text box to enter the
MAC address, such as 0001.7A4F.74D2;step3:In the "VLAN ID" text box to enter the VLAN ID, such
as 1;step4:Select ports in the port panel;step4:Click on "save"to complete the configuration.

2.Use” “%0 7 Bytton binding static MAC address

In the MAC address list, select the MAC address to be bound, click on the left “ GO -~ Button, to
achieve binding:

evel i CRTeRt U ser:admin Sure you want to bind as static MAC? )

— Prevent this page from creating additional dialogs.
B systemHome Management VLAN System Res ort \ ARP Table MAC Management
W Cuick Configuration
- 9 I Protection Settings Cancel
» Port Management
Static MAC: To enhance the safety of important di Htic MAC address table
» VLAN Management
» Fault/ Safety MAC list: All v Configure MAC Binding
w System Management
o User MAC Port Port Type VLAN Edit
* System Settings
s SysemUpoR0s v 00017455 £7DE a2 Oynarmic
+ System Information 0001.7AD2 4D90 Ag2 Dynamic (2]
« Configuration Management 20 yynami co
* SNMP
000C 4328.80FB A Dynami [=¥>)
+_Svstem Diaanostic

Figure 6-10: MAC address of the static binding configuration

3. Using the "Dynamic MAC to Static MAC" link Bulk Bind static MAC

In the MAC address list by checking the front of the column you want to bind, "V" check box, click

on the "Dynamic MAC to Static MAC" button to complete the configuration:
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- R
mucmmm Settings saved!
—pET ] Prevent this page from ereating additional dialogs.
2 System Home | Management VLAN ‘ System Res ort ‘ ARP Table MAC Management
R quick Configuration I Protection Settings E
» Port Management
Static MAC: To enhance the safety of important ¢ Mtic MAC address table
» VLAN Management
» Fault/ Safety MAC list: All v Configure MAC Binding
~ System Management
User MAC Port Port Type VLAN Edit
+ System Settings
+ System Upgrade v 0001.7A55 E7DE Ag2 Dynamic oo
+ System Information v 0001.7AD2.4D90 Ag2 Dynamic co
* Configuration Management @ 000C 207G AD29 Ag2 o
* SNMP
000C.4328.80FB Ag2 Dynamic oo
+ System Diagnostics
1E.6758.1804 2 y
By e i 001E 6758.180 Ag: Dynamic co
04BD.70C5 9E7C Ag2 Dynamic oo
1001.1451.4797 10 Static 200 X
1060.4B6E E76F A2 Dynamic oo
1CAF F7BE 7708 Ag2 Dynamic o
2C44 FD34 C4E0 Ag2 Dynamic 1 [« ]
@ Delete Static MAC First Previous [1] 2] 3] [4]15] Next Lasti /5Page

Figure 6-11: Batch-MAC binding configuration

6.1.7.3 Remove the static MAC address type

1. Single MAC records are deleted

Select the need to delete the MAC address, click the "X" button to delete a static MAC address
type:

Rt User-acmin Are you sure you want to delete the selected static MAC?

B system H Prevent this page from creating additional dialogs. =
W SyseatHoma Management VLAN System Res prt ‘ ARP Table || MAC Management
M uick Configuration 5 :
I Protection Settings ‘ oK Cancal
» Port Management
Static MAC: To enhance the safety of important d Jtic MAC address table.

» VLAN Management
» Fault/ Safety MAC list:{ Al v Configure MAC Binding
~ System Management
User MAC Port Port Type VLAN
+ System Settings

+ System Upgrade [ 0001.7A55 E7DE Ag2 Static

* System Information 0001.7AD2 4D90 Ag2 Static
Configuration Management

Edit
! X
1 X
P v 000C 297CA029 Ag2 Static 1 | % |
+ S

Figure 6-12: MAC address deletion

Remove MAC address configuration steps are as follows:

Step1:To delete the selected MAC address,step2:Click” * ” button to delete the configuration

2. Batch delete a static MAC address

In the MAC address list by checking the front of the column you want to bind, "V" check box, click
"Delete Static MAC" button:
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H ; " i W
i FF I ¥
mev e I M CINToN Usar-admin Are you sure you want to delete the selected static MAC? o)

Prevent this page from creating additional dialogs.

em Home Management VLAN System Res ort ARP Table \ MAC Management
» Port Management
Static MAC: To enhance the safety of important d{ Mtic MAC address table.

» VLAN Management
» Fault/ Safety MAC list: Al v Configure MAC Binding

~ System Management

g e User MAC Port Port Type VLAN Edit
Ag. Stat x

* Systel Ag2 Sta X
* Configuration Management Ag2 Staf x
Ag: Dynamic oo

Ag: Dyna co

Ag: Dyna [« 2]

92 Dyna co

0 Static 00 b 4

Ag: Dyna oo

1CAF FTBE 7708 Ag2 Dynamic oo

& Dynamic MAC to Static MAQ @ Delete Static MAC First Previous [1] [2)3] 4] (6] Next Lasit 15Page

Figure 6-13: MAC address batch deletion deletion

6.2 SYSTEM UPGRADE

Click the "System Management" "System Upgrade" to upgrade the software on the switch:

System Home System Upgrade

B Quick Configuration
Notice: 1. Please confirm the name and version of the upgrade file is appropriate for your switch mode|.

» Port Management 2. Do not refresh the page or close the upgrade process until it has completed or the upgrade will fail

» VLAN Management 3. During the upgrade process the page may be temporarily unavailable, do not remove power or reboot the device until the upgrade process completes,
» Fault/ Safety
w System Management File Name: |_Choosefile | ¥o file chosen Upgrade

* System Seftings

* System Upgrade

Figure 6-14: Switch System Upgrade

Switch system upgrade steps are as follows:

Step1:Click "Choose File" button to select the switch upgrade file;step2:Click the "Upgrade" button
switch to start the upgrade new software;step3:When the upgrade progress bar is at 100%, the
switch will automatically reboot, completion of the upgrade is completed.

6.3 SYSTEM INFORMATION

6.3.1 MEMORY INFORMATION

Click on the "System Management" "System Information" "of" the Memory Information into the

Memory Information interface, can view the System Memory Information:
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8 system Home | Memory Information | | CPU Information
-

Quick Configuration
Description: Display system memory information.

» Port Management
» VLAN Management
» Fault/ Safety

I System Memory Information

Clear Refresh

w System Management — — . 5 s e P
total (EB) used (KB} free (KB) shared (KB) buffer (KB) cache (KB)
* System Settings = |||-——————

127324

—/+ buifers/cache:
Swap: a

= System Upgrade

= System Information

* Configuration Management
* SNMP

* System Diagnostics

* WEB Console

Figure 6-15: System memory information

See the WEB page of memory information content consistent with the results show the memory
command command line;Click on the "Clear" button to Clear the current switches in the memory
information;Click on the "Refresh" button to Refresh the current switches in the memory
information.

6.3.2 CPU INFORMATION

Click on the "System Management" "System Information" "CPU Information" to enter the CPU
Information interface, can view the System task Information:

& system Home | Memory Information | | CPU Information |

B Quick Configuration
Description: Display system CPU information.
Port Management

VLAN Management
Fault [ Safety

I CPU Information

vy v .awe

Clear Refresh
« Systemn Management

&% used,
* System Settings
K buff, 22284K cached

ing R=running, W=waiting)

* System Upgrade

* System Information

* Configuration Management
* SMMP
* System Diagnostics

* WEB Console

RN R R R R R R R ]

3 dhcpéc
5 3 sh
57 3 sh
5 298 sh
2 232
280
2 220
21 2038 inetd
7 W< 0 MSTP FSM Thread
W i
W
SW<

Figure 6-16: CPU information
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WEB pages to the content of the system task view consistent with the results show the CPU
commands command line;click on the "Clear" button to remove the current switches in the
system;Click on the "Refresh" button to Refresh the current switches in the system task.

6.4 CONFIGURATION MANAGEMENT

6.4.1 CONFIGURATION MANAGEMENT
1. To see the current configuration

Click on "System Management" "Configuration Management" "Configuration Management", and
click the button "View of the current Configuration", View the current Configuration information:

- - ev j Current User:admin

8 system Home I Configuration Management l Restore the Factory Settings

+ Quick Configuration

» Port Management
» VLAN Management Current Configuration
» Fault/ Safety |1 System Version: v16301
|| System Name: Switch
~ System Management \I System Up Time: 0 days, 2 hours, 39 mins, 1 secs

¢ System Settings class—gvcup Connect switch or router port

Iclass-group Connect switch or router port dhcp-snooping trust
* System Upgrade }:»assgrouo Connect switch of router port storm-control 300000
no class-group Connect switch or router port address-limit
|class-group Connect to the server port
s fno group Connect to the server port dhcp-snooping trust
Connect to the server port storm-control 900000
. SNMP c»ass—qrouu Connect to the server port address-limit 64
SNM class-group Connectto the server port
|no class-group Connect to the server port dhcp-snooping trust
iclass-group Connect to the server port storm-control 900000

* System Information

)

« System Diagnostics |

fclass-group Connect to the server port address-limit 64

[class-group The connection of PC port

‘HO ¢ The of PC port dhc trust
The of PC port ol 300000

Iclass-group The connection of PC port address-limit 64
class-group Unclassified port

[no class-group Unclassified port dhcp- trust
Ino class-group Unclassified port storm-control

|no class-group Unclassified port address-limit

1

WEB Console

Figure 6-17: View the current configuration

2. Save the current configuration

Click on the "System Management" "Configuration Management" "Configuration Management",
click "Save" button, the running - the content of the config files saved to the startup --config file:

m g‘m N | o ‘f" |
| H 48 !
v Current User:admin Success o

Prevent this page from creating additional dialogs.

B system Home Configuration Management ‘ ‘ Re|

B Quick Configuration |
Description: View, save or export the current runn
» Port Management

» VLAN Management I Configuration Management

» Fault/ Safety View The Current Configuration
w System Management

® Import Configuration Export Configuration
* System Settings
Notice: 1. Do not close the page or refresh the page during the import process or the import will fail.
* System Upgrade pag oo 9 pcre! P
2. After importing a configuration, the switch must be restarted in order for settings to take effect
* System Information

* Configuration Managemen

File Name: | Choose File |No file chosen Import Configuration

* SNMP

Figure 6-18: To save the current configuration

48



3. The configuration

Click on the "System Management" "Configuration Management" "Configuration Management",
select "Import Configuration", click "Choose File" button to find Configuration File to Import, click
the "Import Configuration" button, complete the Configuration Import:

Configuration Management Restore the Factory Settings

Description: View, save or export the current running configuration. Import a previous

» Port Management

b VAN Managemeint l Configuration Management

» Fault/ Safety View The Current Configuration | | Save
v System

+ Configuration Managemen e
Fie Namd | Choose File |fo file chosen Vmport Configuration
* SNMP

Figure 6-19: Imported configuration

Import the configuration steps are as follows:

Stepl:Select the "Import Configuration";step2:Click "Choose File" button to find you want to
import the configuration File;step3:Click on "Import Configuration" button;step4:Confirm the
restart.

4. Export configuration
Click on the "System Management" "Configuration Management" "Configuration
Management", select "Export Configuration", Export Configuration.

Configuration Management Restore the Factory Settings

): View, save or export the current running configuration. Import a previously saved configuration.

Port Management

>
» VLAN Management
>

I Configuration Management

Fault/ Safety View The Curent Configuration Save
System Management

Import Configuratio I Export Configuration

| Export Configuration l

* System Settings

* Configuration Managemen

Figure 6-20: Export configuration

6.4.2 RESTORE FACTORY SETTINGS

Click on the "System Management" "Configuration Management" "Restore the Factory Settings"
to switch to Restore the Factory Configuration actions:
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Prevent this page from creating additional dialogs

8 system Home Configuration Management Re

M Quick Configuration
Desc ion: Click ‘Restore’ to reset the switch to | Cancel
» Port M

» VLAN Management | Restore |

» Fault/ Safety

* Configuration Managemen

* SNMP

Figure 6-21: Restore factory Settings

Factory default operation steps are as follows:

Stepl:Click the "Restore the Factory Settings" button,step2:In the pop-up confirmation box, click
the "OK" button,step3:After the completion of the reset switch, wait for equipment to restart,
switch back to factory default configuration.

6.5 SNMP

6.5.1 CHECK THE SNMP

Click on the "System Management" "SNMP", you can view the SNMP configured information:

B system Home SNMP
=

Quick Configuration
Description: SNP s used for remote monitoring and switch control. This feature can be enabled by toggling the 'SNMP Service' switch
» Port Management

» VLAN Management

Notice: The SNMP monitor software must match the selected SNMP version, mismatched versions will cause communication failure.

SNMP Service: (| )
» Fault/ Safety —

SNMP TRAP Service: (| )
~ System Management ervice: (il
+ System Settings Community Settings: Community Name mazimum number of community name is 8)  Permissions ® RO RW | OK | | Cancel
+ System Upgrade SNMP Trap Host: HostIP Trap Community Name SNMP Version [1_¥ OK | Cancel

* System Information
I Community Name List
* Configuration Management

Community Name Permissions Remove
- SNMP
+ System Diagnostics private w x
+ WEB Console public © 2
First Previous [1] Next Las1 I1Page

Figure 6-22: View the SNMP configuration information

By default SNMP is not open;

SNMP monitoring software and switches the SNMP version is consistent, if inconsistencies can
lead to communication failure.

6.5.2 ACTIVATE THE SNMP

Click ON the "System Management" "SNMP", choose the SNMP service, click ON the "OFF" to
"ON", click ok:
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Prevent this page from creating additional dialogs.

8 system Home SNMP

M Quick Configuration
Des tion: SNMP is used for remote monitoring witch.
» Port Management o ¢

The SNMP monitor software must match
» VLAN

SNMP Service: (iell]
» Fault/ Safety ——
SNMP TRAP Service: (_ elaad)

¥ System Management
* System Settings Community Settings: Community Name (maximum number of community name is 8 Permissions ® RO RW OK Cancel
* System Upgrade SNMP Trap Host:  HostIP Trap Community Name SNMP Version|1 v OK Cancel
+ System Information

I Community Name List
+ Configuration Management

Community Name Permissions Remove
+ SNMP
+ System Diagnostics private - x
+ WEB Console public 0 x
First Previous [1] Next Lasti 1 1Page

Figure 6-23: Activation SNMP function
Activation function SNMP configuration steps are as follows:

Step1:Choose open SNMP options;step2:Click "OK" button to complete the configuration.

6.5.3 TO DISABLE THE SNMP

Click ON the "System Management" "SNMP", choose the SNMP service, click ON the "ON" to
"OFF", complete the configuration:

T Eiioog il it

ev CITert User-admin Are you sure you want to disable the SNMP service 2 ' P0)

T E— — Prevent this page from creating additional dialogs.

B Quick Configuration
Description: SNMP is used for remote monitoring Cancel Viteh.
» Port Management

Notice: The SNMP monitor software must match t
» VLAN

» Fault/ Safety

SNMP service: (I

SNMP TRAP Service: | (Qelaa)

w System Management
+ System Seftings Community Settings: Community Name (maximum number of community name is 8| Permissions ® RO RW oK Cancel
+ System Upgrade SNMP Trap Host:  HostIP Trap Community Name SNMP Version[1_ v OK | | Cancel
* System Information

I Community Name List
+ Configuration Management

Community Name Permissions Remove
. SNMP

+ System Diagnostics private v X
+ WEB Console public P X

Figure 6-24: Disable the SNMP function

Disable the SNMP function configuration steps are as follows:

Step1:Choose close SNMP options;step2:Click "OK" button to complete the configuration.
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6.5.4 ACTIVATE THE TRAP

After open the SNMP, select the SNMP TRAP service, click ON the "OFF" to "ON", click ok:

Current User:admin

W Quick Configuration
SNMP is used

remote monitoring:

» Port Management The SNMP monitor software must match t
» VLAN Management

SNMP Service:

» Fault/ Safety
SNMP TRAP Service:

w System

Community Settings: Community Name

SNMP Trap Host: HostIP

I Community Name List
Community Name

private

public

Settings saved!

Prevent this page from creating additional dialogs.

maximum number of community name Permissions ® RO RW OK Cancel
SNMP Version[1 v OK Cancel
Permissions Remove
v x
First Previous [1] Next Lastt /1Page

Figure 6-25: Activation function of the TRAP

Activate the TRAP function configuration steps are as follows:

Stepl:Select "ON" option;step2:Click "OK" button to complete the configuration.

6.5.5 DISABLE THE TRAP

Choose the SNMP TRAP service, click ON the "ON" to "OFF", click "OK", complete the configuration:

PEilevelone ..o
B s rins

SNMP
W ouick

fguration

Description: SNMP is used for remote monitoring
» Port Management Not
» VLAN Management

» Fault/ Safety

MP monitor software must match tt

SNMP service: (@D
|snmp TRAP Service: LD |

w System

Community Settings: Community Name

SNMP Trap Host: HostIP

ation
I Community Name List

ration Management

Community Name

private

Diagnostics

Sure you want to close the SNMP TRAP service?

e o

Prevent this page from creating additional dialogs.

== [c8

(maximum number of community name is 8 Permissions @ RO RW oK Cancel
n Name SNMP Version v OK Cancel
Permissions Remove
ro X

Figure 6-26: Disable TRAP function
Disable the TRAP function configuration steps are as follows:

Step1: Select "ON" to "OFF" option.step2:Click "OK" button to complete the configuration.

6.5.6 INCREASE OF COMMUNITY

Click on the "System Management" "SNMP", in the community name text box input: public,

permissions choice: read and write, click the "OK" button, complete the configuration:
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s Home SNMP

meve'am Current User:admin W

» Port Management

» VLAN Management
SNMP Service: | N
» Fault/ Safety Rt

SNMP TRAP S W onN )
w System Management ervice: (el

« System Seftings Community Settings: I Community Name [pub ll’\E"{“w"V number of community name is 8 ermissions @ RO RW Cancel

* System Upgrade SNMP Trap Host: HostIP ommunity Name SNMP Version|1 v OK Cancel

Sonfiguration
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Notice: The SNMP monitor software must match the selected SNMP version, mismatched versions will cause communication failure

Figure 6-27: Increase community

B system Home SNMP

M quick Configuration
Description: SNMP is used for remote monitoring and swi

feature can be enabled by toggling the 'SNMP Service' switch
» Port Management

» VLAN Management —
SNMP Service: §

Notice: The SNMP monitor software must match the se jon, mismatched versions will cause communication failure.

» Fault/ Safety —
v System Management SNMP TRAP Service: (el
Community Settings: Community Name [pub| kmaximum number of community name is 8| Permissions ® RO RW OK Cancel

SNMP Trap Host: Host IP Trap Community Name SNMP Version|1 v OK Cancel

I Community Name List
* Configuration Management

Community Name Permissions Remove
+ SNMP
* System Diagnostics private %
* WEB Console I pub 0 x
public o x
First Previous [1] Next Last1 1Page

Figure 6-28: Community results
Increase community configuration steps are as follows:

Stepl:In the community name dialog box input: the pub;step2:Select "RO" permissions;step3:

Click on "OK" button, complete the configuration.

6.5.7 DELETE THE COMMUNITY NAME

Click on the "System Management" "SNMP", in the community list choose need to delete the

object, click “ % "finish configuration:

& system Home SNMP
W quick Configuration
Description: SNMP is used for remote monitoring and swit This feature can be enabled by togaling the ‘SNMP Service' switch
» Port Management Notice: The SNMP monitor software must match the select on, mismatched versions will cause communication failure.
» VLAN Management =
SNMP service: (LD
» Fault/ Safety e
SNMP TRAP Service: (@]}
~ System Management o
« System Setings Community Settings: Community Name [pab “maximum number of community name is 8 Permissions ® RO RW OK Cancel
SNMP Trap Host: Host IP Trap Community Name SNMP Version[1 v OK Cancel
I Community Name List
* Configuration Management
Community Name Permissions Remove
+ SNMP
+ System Diagnostics priimis: x
= = E
public - %
First Previous 1] Next Lasty 1Page

Figure 6-29: Delete community

6.5.8 ADDED THE SNMP TRAP SERVICE HOST

Click on the "System Management" "SNMP", in the host IP text box input: 192.168.100.83, TRAP
community name: public, SNMP version choice: V2C, click the "OK" button, complete the
configuration:
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SNMP

» Port Management

» VLAN Management

» Fault/ Safety
SNMP TRAP Service:

~ System Management vice:

s ® RO rw [[OK | | Cancel

Community Settings: Community Name

SNMP Trap Host:  HostIP 192. 168. 100, 83 OK Cancel I

Figure 6-30: Increases the SNMP TRAP service host

I SNMP Trap service host list

Trap Community Name P Version Remove

pub 192.168.100.83 SNMP Ver v2Zc x
First Previous [1] Next Last1 I1Page

Figure 6-31: SNMP TRAP service host
Increase the SNMP TRAP service host configuration steps are as follows:

Stepl:In the host IP dialog box input: 192.168.100.83;step2:In TRAP community name dialog input:
public;step3:Select the SNMP version: V2C;step4:Click on "OK" button, complete the configuration.

When an SNMP closed, hide the SNMP TRAP service host list.

6.5.9 DELETE THE SNMP TRAP SERVICE HOST
Click on the "System Management" "SNMP", in the SNMP TRAP service host list need to delete

the object, click Izl "finish" configuration:

I SNMP Trap service host list

Trap Community Name P Version Remove
tindse E
First Previous [1] Next Lasti 1Page

Figure 6-32: Delete community

6.6 SYSTEM DIAGNOSTICS
Click on the "System Management" "System Diagnostics", can collect the equipment failure

information.

B

System Diagnostics

guration
es sed o rt current system status

System diagnostics can be used to export current syste

» Port
» VLAN Management System Diagnostics
» Fault/ Safety

agement

v System M

on
« Configuration Management
* SNMP

+ System Diagnostics

Figure 6-33: Key fault collection

54



6.7 THE WEB CONSOLE

Click on the "System Management" "WEB Console", can enter commands for operating
equipment.

méVéfM Current User:admin ' ] - BT

88 system Home WEB Console
L ! figuration
Description: Press Enter key o click the send button to send CLI command in the command input boxe
» Port Management
e CLIOutput:
> n
VLAN Management Switch#

» Fault/ Safety
¥ System Management

* System Settings

* Configuration Management
* SNMP

+ System Diagnostics

Enter command:

Send || Clear Command | Clear

Figure 6-34: Web console

Input in the input box legal name, such as: the show version click on the Send button, Send the
Command, if the input error Command, click on the button to Clear the Command to remove the
current haven't Send orders, Clear the contents of the orders after click the Clear button.

&8 system Home

I Cuick Configuration
» Port Management
» VLAN Management
» Fault/ Safety
w System Management
+ System Seftings
* System Upgrade
+ System Information
+ Configuration Management
* SNMP
+ System Diagnostics

* WEB Console

WEB Console

Description: Press Enter key or click the send button to send CLI command in the command input boxe
CLI Output:
Switch#show version

ps Operating System Software
(GES-2451-V2 system Image file (linux.bin), version 16017, Compiled on Feb 13 2017 - 09:41:16
Copyright@2017 levelone Systems, Inc

GES-2451-V2 Version Information
Hardware Version
SN number 6921611280016
MAC Address 24050FABB71A
Loader Version : 15240
Loader Date Aug 29 2016 - 15:06:44
Firmware Version : 16017
Firmware Date :Feb 13 2017 - 09:41:16
System Uptime is 4 hours 5 minutes 2 seconds

Switch#

[Enter command:

show version Send | Clear Command  Clear

Figure 6-35: Web console operation
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