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Overview

LevelOne FCS-7111 is a 1-CH video server supporting the high-performance H.264 compression format
that drastically reduces file sizes and conserves valuable bandwidth and storage space. With MPEG-4
and MJPEG compatibility, video streams also can be transmitted in either of these formats for versatile
applications. The streams can also be individually configured with separate frame rates, resolution, and
image quality so as to meet different needs or bandwidth constraints. Users can receive multiple streams
simultaneously in different settings for viewing on different platforms such as PCs or mobile phones.

The integrated 802.3af compliant PoE function reduces cabling problems, making the FCS-7111 a cost-
effective surveillance solution. The built-in SD/SDHC card slot offers a convenient and portable storage
option to prevent data loss in case of network disconnection. Since all data can be stored on a SD/SDHC
card, the on-board storage design significantly reduces bandwidth consumption.

The FCS-7111 comes with LevelOne’s ST7501 32-CH central management software for high scalability
and easy-to-use operation. With the FCS-7111, you can upgrade to a full-featured, high-end IP
surveillance solution using existing infrastructure.

Read Before Use

The use of surveillance devices may be prohibited by law in your country. The video server is not only
a high-performance web-ready camera but can also be part of a flexible surveillance system. It is the
user’s responsibility to ensure that the operation of such devices is legal before installing this unit for its
intended use.

It is important to first verify that all contents received are complete according to the Package Contents
listed below. Take note of the warnings in the Quick Installation Guide before the video server is installed;
then carefully read and follow the instructions in the Installation chapter to avoid damage due to faulty
assembly and installation. This also ensures the product is used properly as intended.

The video server is a network device and its use should be straightforward for those who have basic
networking knowledge. It is designed for various applications including video sharing, general security/
surveillance, etc. The Configuration chapter suggests ways to best utilize the video server and ensure
proper operations. For creative and professional developers, the URL Commands of the video server
section serves as a helpful reference to customizing existing homepages or integrating with the current
web server.

Package Contents

m FCS-7111

m Power Adapter

m Software CD

m Quick Installation Guide
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Physical Description

Front Panel
SD/SDHC Card Slot BNC Video Input
RCA Audio Input
Recessed Reset Button RCA Audio Output
Back Panel

Ethernet 10/100

RJ45 Socket <—— Power Cord Socket

General I/O Terminal Block

Status LEDs

General 1/0 Terminal Block

This video server provides a general I/O terminal block which is used to connect external input /
output devices. The pin definitions are described below.

Power +12V
Digital output
Digital input
Ground

AC 24V input
AC 24V input
RS-485 +
RS-485 -

s

][]
B

O ~NO OB WN -
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DI/DO Diagram
Please refer to the following illustration for the connection method.
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Status LED

The LED indicates the status of the video server.
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Hardware Reset

Recessed Reset Button

The reset button is used to reset the system or restore the factory default settings. Sometimes
resetting the system can return the video server to normal operation. If the system problems
remain after reset, restore the factory settings and install again.

Reset: Press and release the recessed reset button with a paper clip or thin object. Wait for the
video server to reboot.

Restore: Press and hold the recessed reset button until the status LED rapidly blinks. It takes

about 30 seconds. Note that all settings will be restored to factory default. Upon successful
restore, the status LED will blink green and red during normal operation.

SD/SDHC Card Capacity

This video server is compliant with SD/SDHC 16GB / 8GB and other preceding standard SD
cards.
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Network Deployment

Setting up the Video Server over the Internet

This section explains how to configure the video server to an Internet connection.
1. Make video connection from the camera to the BNC video input.

2. Make audio connection from the Line-Out audio source to the RCA audio input.
3. Make audio connection from RCA audio output to the speaker.

‘Analog Camera |

4. If you have external devices such as sensors and alarms, connect them to the general I/O
terminal block.

5. Connect the video server to a switch via Ethernet cable.
6. Connect the power cable from the video server to a power outlet.

1: Power +12V |
2: Digital output
3: Digital input o

4: Ground
5: AC 24V £ \
6: AC 24V T
7: RS485+ Sl H ]
8: RS485-

Ethernet Switch

There are several ways to set up the video server over the Internet. The first way is to set up
the video server behind a router. The second way is to utilize a static IP. The third way is to use
PPPoE.
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Intern nnection vi r r

Before setting up the video server over the Internet, make sure you have a router and follow the
steps below.

1. Connect your video server behind a router, the Internet environment is illustrated below.
Regarding how to obtain your IP address, please refer to Software Installation on page 10 for
details.

2. In this case, if the Local Area Network (LAN) IP address of your Video server is
192.168.0.3, please forward the following ports for the Video server on the router.

m HTTP port

m RTSP port

m RTP port for audio

m RTCP port for audio

m RTP port for video

m RTCP port for video

If you have changed the port numbers on the Network page, please open the ports accordingly
on your router. For information on how to forward ports on the router, please refer to your
router’s user’s manual.

3. Find out the public IP address of your router provided by your ISP (Internet Service Provider).

Use the public IP and the secondary HTTP port to access the Video server from the
Internet. Please refer to Network Type on page 33 for details.

Int i ith static |P

Choose this connection type if you are required to use a static IP for the Video server. Please
refer to LAN on page 33 for details.
Int i ia PPPOE (Point-to-Poin Ett ]

Choose this connection type if you are connected to the Internet via a DSL Line. Please refer to
PPPoE on page 34 for details.
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Set up the Video Server through Power over Ethernet (PoE)
Wi . PoE-enabled switcl

The video server is PoE-compliant, allowing transmission of power and data via a single
Ethernet cable. Follow the below illustration to connect the video server to a PoE-enabled switch

via Ethernet cable.

When using a non-PoE switch

If your switch/router does not support PoE, use a PoE power injector (optional) to connect
between the video server and a non-PoE switch.

PoE Power Injector
(optional)

Non-PoE Switch
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Software Installation

The following are steps for the software installation.

Note: The default user name is root and the password is blank
How to Use Installation Wizard

Installation
The following are steps for the software installation.

STEP. 1 Put the Installation disk into the CD-ROM drive, and the installation should start
automatically. If the installation does not start, click on “Start” on the lower left corner of your
screen, open “My Computer” and double click on the CD-ROM icon. The Installation Wizard
Installation Window will appear.

STEP. 2 There are links on this page, including Install Software, User’s Manual and Customer
Homepage. Click on “Install Software” to enter Install Software page.

=t LevelOne Network Camera @@

LevelOpe

Metwork Camera

opynght [z 2007 Digttal . d. Al Rights Resenced.

STEP. 3 There are links on this page, including Installation Wizard, User’s Manual and
Surveillance Software. Click on “Installation Wizard” to launch the setup program.

M=) <

S| Setup will install Installation Wizard in the following folder, Tao installin a
[}y different Folder, click Browse and seleck another folder. Click Install ko start
"~ the installation.

program Filesit svelonenstallation Wizard | [ Browse. |

{Destination Falder

Space required: &,0MB
Space available: 19.6GE

Mullsoft Install System w2, 46 I < Back ” Install I

Destination Location for Installation
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STEP 4: After clicking “Install” button, the install system will install the Installation Wizard to your
computer, and a progress bar will display on the dialog. After completed the installation, please

click on the “Close” button.

Shaow details

| Cancel Hiullsaft Install System w2, 46 | < Back

Completed

Using Installation Wizard
User Interface

Once you run the Installation Wizard, after a short searching time, you will see the user interface
as below. “Manual Setup” button, a “Refresh Devices” button and an arrow button on the left
panel of your user interface. When you click on the arrow button, you will see more advanced
functional buttons: “Firmware Upgrade”, “Restore Default” and “About IW”. You can select
your device by double-clicking it in the device list. The left three buttons (“Manual Setup”,
‘Firmware Upgrade”, and “Restore Default”) won’t be enabled until you select at least one

device.

Installation Wizard |Z|

-
Device Selection I I -
;}’?— & T_}-‘-ﬁl—i. e | i i
- r -_‘_ ' ,__‘ LR ':"
MaL | IP Address | Madel
00-11-6B-80-88-0C 192.168.50.156 FCS-3021

Firrmwyare:
~ Upgrade
: Model No: FCS-3
Please check the MAC and model name in the Eﬁ_“ﬂ.
Restare product label of your device first. .
CAc consesnni 2

Default Then, you can start to link to your device and
show the main screen by double clicking the
About item in the above selection list.

I

If you are not able to find your device in the
ah;llve selection I'f" pleas;mdall(e sure T" = You can find the product label in
cables are properly connected to your device g oo onom part of your

and then click on the "Refresh Devices devi

button. evice.

Installation Wizard allows you to setup one device at one time and upgrade multiple devices
(of the same model) at the same time. If you selected different models, then the “Firmware

Upgrade” button would be disabled.
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Installation wizard allows you to setup or upgrade multiple devices (of the same model) at the
same time. If you selected different models, then the buttons will be disabled. There are five
buttons on the bottom of the main page, and five buttons on the left panel of the main page.

Buttons
Fefresh Click on this button to clean up the device list and search all devices on
Dievices the within the same subnet again. It will take about 5 seconds.
MariLial Click on this button to modify the settings of the selected devices. For
Setup more detail, please refer to 0 Setup.
Firmmweare Click on this button to upgrade the firmware of the selected devices. For
Lpgrade more detail, please refer to 0 Upgrade.
Plfi?agi:taﬂte Click on this button to reset the selected devices to default settings.
Aot Click . . . . .
TiAy ick on this button to get information about the Installation Wizard.

Manual Setup

When you select one device in the selection list, the “Manual Setup” button will be enabled.
Click on it to modify the settings of the selected device. After clicked on the “Manual Setup”
button, Installation Wizard would try to connect to the selected device.

The default Administrator’s password is blank and the Network Camera initially will not ask for
any password. If the authentication is failed, there would be a pop-up dialog window to ask for
correct password. If you failed three times, the Installation Wizard would show you a warning
dialog window and abort the connecting to the selected device.

Connecting to the device 00-11-6B-80-8B... X

Please enter the administrator password:

Llser name: |r|:u:|t

Password! | ki)

Authentication Dialog Window
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[Authenticationerror 5|

You have entered wrong password three times.
Abort the connection to the device.

If you forget your root password, you could reset
the device to factory default setting.

Authentication error

System Setting

After connected to the selected device, the Installation Wizard will switch to system setting page

as below.

General Settings

Installation Wizard 2 - Setnp Your Device |§|

-System setup

Hostname: |FCS-3021 PoE IP Dome Camera |

-Adrmiristrator

User narne: |rggt

Password: |

Confirm password: |

~DatefTime setup
Date: |2007-08-15 v
Time: |15:00:47 (hhrrm:ss)

@ keep current date and time
O gynchranize with computer time
(OSet date and time manually

(Orsynchronize to network time server automatically

For security consideration, you can assign the hostname and administrator
password for your device. Anyone who does not have correct password
cannot access the device. If you forget your administrater password, your
device must be restored to default settings.

Cancel Mext | A
b

System setting page
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|| Cancel Click on this button to cancel the setup progress.

| Mext Click on this button to keep the present setting and go to the next page.

Change Host Name _ _ o o
The “Hostname” is used for the homepage title of main page and is displayed as the title in the

video window of the main page. The maximum string length is 40 characters or 20 characters
in double-byte-character-systems like Chinese or Japanese. But for some models supported
Unicode, the maximum string length depends on the characters you input, and it may less than
20 characters.

Change root password _
To change the administrator’s password, type the new password in both “Password” and

“Confirm Password” text boxes identically. What is typed will be displayed as asterisks for
security purposes. The maximum password depends on the server you connected.

Adjust date and time

~DatefTime setup

Date: |zo10f 623 |+

Time: |17:27:56 (hh:mm:ss)

& Keep current date and time
O synchronize with computer time
(O 5et date and time manually

O synchronize to network time server automnatically

Date/Time setup

There are three ways to adjust system date and time:

1. “Synchronize with computer time”: The easiest way is to make device synchronized
with your computer time.

2. “Set date and time manually”: Set the date and time manually by entering new values.
Notice the format in the related field while typing.

3. “Synchronize to network time server automatically”. Make device automatically
synchronize with timeservers over the Internet every hour.

If you want to keep the current date and time, please choose “Keep current date and time”.
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Network Setting

The Installation Wizard can help you to setup the network connection with LAN or PPPoE. After
you clicked on the “Next” button on the System page, the Installation Wizard would lead you to
the PPPoE setting page. If you want to connect your server to Internet via PPPOE, please click
on “Yes” to start the PPPoE setting process, or click on “No” to invoke the LAN setting.

Network Type

\‘p ety s ey A E o b

| Yes Jf mNo |

Choosing the network type

PPPoOE Setting

Installation Wizard - Setup ¥Your Device |§|

Internet Account Settings

I z DIN YWiZal
3‘ 4 d Li 13

@ Step 1= System ﬁ Step 2=> PPPoE Setting

PPPoE username: | |

PPPoE password: | |

Please enter the username and password provided by your ISP {Internet
Service Provider) to connect to Internet by PPPoE.

Network setting for PPPoE

If you click on “Yes” in the “Network Type” dialog window, you will be led to the PPPoE setting
page. In this page, you can input the “PPPoE username” and “PPPoE password” provided by
your ISP, and then the server will be set to PPPoE mode rather than LAN mode when the setup
is completed. If you don’t know the account information, please contact your ISP. After inputting
the account information, please click on the “Next” button to continue your next step.
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LAN Setting

If you click on “No” in the “Network Type” dialog window, you will be led to the Network setting
page. In this page, you can change the server’s IP address, subnet mask, default gateway,
primary DNS server, secondary DNS and DHCP server. Please refer to the below page.

Installation Wizard - Setup ¥Your Device §|

! 248 ..‘;fﬁ. i

[l Get IP by DHCP Server automatically

IP address: 192.168:50,156

Subnet mask: 205,235:250.0
Default gateway: 192,168,501

Primary DNS server: 168.95,192.1

Secondary DMS server: 168:.05:1,1

Network Setting for LAN

You could set up the network with DHCP or fixed IP:

1.DHCP: Check the “Get IP by DHCP Server automatically” will force the device to renew its
IP address whenever it reboots, and the related network configuration is provided by the DHCP
server.

2.Fixed IP: If you want the device to use a fixed IP, please uncheck the “Get IP by DHCP Serv-

er automatically” checkbox and assign a valid IP address, subnet mask, default gateway and
DNS server for the device.

Mobile Access

After finished the DDNS setting and click on the Next button. If your device supports mobile
viewer and you want to access the device by mobile phone, you can enable the “Mobile Access”
by clicking on the Yes button. The Installation Wizard will do some setting for mobile viewing
toward the device:

1.Video: The video codec will be set to MPEG-4, and the resolution will be set to 176x144 pix-
els.

2.Audio: The audio codec will be set to AAC.
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.
\v Do you want to access the device by mobile phone? If you click on the "Ves" button, the video resolation of the device will be set to 17601 44.

| Yes J{ Mo |

Mobile Access

Apply to selected device
After configuring all the settings, the apply page will show up. Click on “Apply” button to apply
the changes to the selected device or click on “Back” button to go back to the previous page and

modify the setting again.

Installation Wizard 2 - Setnp Your Device |§|

Apply Settings

Ay Js to the devi

@ Step 3 == Wireless @ Sten 4 == Apnly ‘ Ei

Please check the following settings.

@ Systern/DateTime

If you would like to change the above settings, please click on
the "Back” button.Click on the "Apply” button to apply the
settings to the device.

o J T |

Apply page
When you click on the “Apply”, it will start to update your settings to server.

Upgrade

When you select one device or multiple devices (of the same model), the “Firmware Upgrade”
button will be enabled. Click on it to upgrade the firmware of the selected device(s). After click
on the “Firmware Upgrade” button, Installation Wizard will try to connect the selected device(s)
and lead you to the firmware upgrade page.
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Installation Wizard

Device Selection

MAC

| IP Address | Model

—_—
Refresh
Devices

Firmmwvare

00-11-68-80-88-0C

192.168.50.156 FC5-3021

Upgrade

Restore
Default

show the

About
Iy

button.

Please check the MAC and model name in the
product label of your device first.
Then, you can start to link to your device and

item in the above selection list.

If you are not able to find your device in the
above selection list, please make sure all
cables are properly connected to your device
and then click on the "Refresh Devices™

Model No: FCS-3021

main screen by double clicking the

o ST

e isasxxX o
o

T -
o s o e
T
T T e
Pty

[reap—

device.

You can find the product label in
the rear’bottom part of your

Click on the “Firmware Upgrade”

Device Information

After connected to the selected device(s), it would display as below. If you select more than one
device, then the device information will show all the selected devices. You can switch to the

server info by click on the tab control.

Installation Wizard - Firmware Opgrade

Firmware Upgrade
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FCS-3021

Selected model:

Selected devices information

MAC address: 00-11-66-80-88-0C

Firmware version: 0100d

:; Selected firmweare information -

Firmware version: (unspecified)

Please select a firmware to upgrade the selected devices.

[Select firrmware J |

Device information

=N



Installation Wizard - Firmware Opgrade

Firmware Upgrade

Selected model: FCS-3021
~Selected devices information

172167851 172.16.7.44 | 172.16.7.25 | 172.16.7.105 | 172.16.7.38 | 172.16.7.21
MAC address: 00-11-66-50-86-0C

Firmware version: 0100d

,:- Selected firrmware information -

Firmware version: (unspecified)

Please select a firmware to upgrade the selected devices.

[ Select firmware J |

Multiple devices information

Firmware Information
The selected firmware information will show the information about the file that you selected.

Firmware version: The version number of the selected firmware.

Select Firmware
You can use the “Select firmware” button to browse the file that you want upgrade onto the se-
lected device(s). After selected the file, Installation Wizard will check whether the file you select-
ed is correct. If it's the correct version, then the package information will display the information
about the file and enable the “Start Upgrade” button. Therefore you can click on the button to
upgrade the firmware. If not, then it will be a pop-up warning message.

Select firmware

'O | O CIRER: B=dw
Recent
S
i pizat s
SAVEAE
T |FCs-3021-01000 £ pke |
BRAETD: PR files (Fphe) ~] EE |

Select firmware
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Installation Wizard - Firmware Opgrade

Firmware Upgrade

Selected model: FCS3021
- Belected devices information

MAC address: 00-11-6B-80-88-0C

Firmware version: 0100d

-~ Selected firmweare infarmation

Firmware version: (unspecified)

Please select a firmware to upgrade the selected devices.

[Select firrmweare J |:uments and Settingsfw\FCS-3021-0100d. fev.pkg

Start Lpgrade

[ cancel |

Firmware Information

Firmware

@ The model is unmatched.
[ o |

Warning message for unmatched firmware
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Start Upgrade
Clicking on the “Start Upgrade” button to upgrade the firmware of the selected device(s), and

it will be a pop-up dialog window to show the progress of the upgrading process. Usually, it will
take about 5 to 10 minutes to finish the firmware upgrading. It depends on your server model
and network bandwidth. We recommend you do the upgrade process in wired LAN environment
rather than PPPOE or wireless environment.

Firrmware upgrade is in progress,
01 upgrade is completed,

Elapzed time :  0:00:06

Update progress

After the upgrade process had been done, you could see the dialog window as below.
Please click on the button “OK?” to finish it.

»
\y Firmwaxe upgrade for all selected devices succeeded.

o]

Upgrade Done
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Accessing the Video Server

This chapter explains how to access the video server through web browsers, RTSP players,
3GPP-compatible mobile devices, and LevelOne recording software.

Using Web Browsers

Use Installation Wizard 2 (IW2) to access to the video servers on the LAN.

If your network environment is not a LAN, follow these steps to access the Netwotk Camera:
1. Launch your web browser (ex. Microsoft® Internet Explorer, Mozilla Firefox, or Netscape).
2. Enter the IP address of the video server in the address field. Press Enter.

3. The live video will be displayed in your web browser.
4. If it is the first time installing the LevelOne video server, an information bar will pop up as

shown below. Follow the instructions to install the required plug-in on your computer.

etwsah Camesa - Mazia Firedsx

ey I —
Q= O RGP e @ 35 E D s e % (0 memms - BRI 7
ks [ Ehetp WIS2.AG 5 A5 B [ [ CRES I ArkRcrelchiks 2 ey el el ol Pk L s e verge | @
Py H|eve|0ne Video Server
kilevelone Vidoo Sorvar o svan 1] T a
ideo Stream [1 | TS iS5 8 plug-in [ACIVEX). § you See DS D, Your DRowSer 1S nel SUppOrt of disabk Acives Digta Cups (IR Thrkhers tn downbosd plugin.
s Ll o2 (n)(n) o] ([ ] ) (& ) 2
el gl Dol
Tha kg phagrn s ae:
] Apple cpacitinn
- T ]
__. .
(L 8 iieret = e

» For Mozilla Firefox or Netscape users, your browser will use Quick Time to stream the live
video. If you donn’t have Quick Time on your computer, please download it first, then launch

the web browser.

De Gk Ben frr ek ok thb

Lo € O G [ niminse 1665 1 0nden vt

e Gk Ben ey Quirwh ok ek

et L1 L LT TR

= 5

an- € X g [O]nmm 154 frces it o | [ P
L SR R (et | zmmecze] [ @] | 2 o oawst roteoeestcionn Imcnleazal ]
Flevelone Video Server Ellevelone Video Server
Vidao Stiram (1 %] S
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, B £

=~ N
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» By default, the video server is not password-protected. To prevent unauthorized access, it is

highly recommended to set a password for the video server.
For more information about how to enable password protection, please refer to Security on

page 26.

» If you see a dialog box indicating that your security settings prohibit running ActiveX®
Controls, please enable the ActiveX® Controls for your browser.

1. Choose Tools > Internet Options > Security > Custom Level.

2. Look for Download signed ActiveX® controls; select Enable or Prompt. Click OK.

Internet Options

[ General] Secirity | Privacy " Content " Connections” F'rograms" Advanced]

Select a*Web content zone to specify its security settings.

® Q@ 0 @

nh—nn—r Local intramet  Trusted sites Restricted
sites

Internet
This zone containg all wWeb sites you Sites
hawen't placed in other zonez PSSR —

- Secunty level for thiz zone

Custom

Custom settings.
- To change the settings, click Custom Lewel.
- To uze the recommended settings, click Default Lewvel.

@m Drefault Lewvel ]
P4

e

I 0] 4 I[ Cancel ]| Apply |

Security Settings

Sektings:

Activer contrals and plug-ins
] Download signed Ackived controls

Disable
Enable
@) Prompt

|¢| Download unsigned Activel controls

Disable
Enable
Frompt

. Initialize and script Activelr controls not marked as safe

i

Disable
Enable
Prompt @
[T Y o= ] T IR
Reset custorn sektings
Reset ko |Medium @ [ Reset ]

I Ok I[ Cancel ]

3. Refresh your web browser, then install the Active X® control. Follow the instructions to

complete installation.
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Using RTSP Players

To view the MPEG-4 streaming media using RTSP players, you can use one of the following
players that support RTSP streaming.

(A Quick Time Player
; Real Player

1. Launch the RTSP player.

2. Choose File > Open URL. A URL dialog box will pop up.

3. The address format is rtsp://<ip address>:<rtsp port>/<RTSP streaming access name for
stream or stream2>

As most ISPs and players only allow RTSP streaming through port number 554, please set the
RTSP port to 554. For more information, please refer to RTSP Streaming on page 46.

For example: =
Open URL |§|

Enter an Internet URL to open:

risp://192.168.5 151 554five sdp | ~

| 0K I[ Cancel ]

4. The live video will be displayed in your player.
For more information on how to configure the RTSP access name, please refer to RTSP
Streaming on page 46 for details.

SEVEY
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Using 3GPP-compatible Mobile Devices

To view the streaming media through 3GPP-compatible mobile devices, make sure the video
server can be accessed over the Internet. For more information on how to set up the video
server over the Internet, please refer to Setup the video server over the Internet on page 7.

To utilize this feature, please check the following settings on your video server:

1. Because most players on 3GPP mobile phones do not support RTSP authentication, make
sure the authentication mode of RTSP streaming is set to disable.
For more information, please refer to RTSP Streaming on page 46.

2. As the the bandwidth on 3G networks is limited, you will not be able to use a large video size.
Please set the video and audio streaming parameters as listed below.

3. As most ISPs and players only allow RTSP streaming through port number 554, please set
the RTSP port to 554. For more information, please refer to RTSP Streaming on page 46.

4. Launch the player on the 3GPP-compatible mobile devices (ex. Real Player).

5. Type the following URL commands into the player.
The address format is rtsp://<public ip address of your camera>:<rtsp port>/<RTSP streaming

access name for stream 3>.
For example:

Open URL

Enter an Intermet URL to open:

risp:/{192.166.5.151:554ffve sdp | ~

| oK I[ Cancel ]
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Using LevelOne Recording Software

The product software CD also contains recording software, allowing simultaneous monitoring
and video recording for multiple video servers. Please install the recording software; then launch
the program to add the video server to the Channel list. For detailed information about how to
use the recording software, please refer to the user’s manual of the software or download it from
http://www.LevelOne.com.




Main Page

This chapter explains the layout of the main page. It is composed of the following sections:
LevelOne INC. Logo, Host Name, Camera Control Area, Configuration Area, Menu, and Live
Video Window.

Fia Kt Wen Pwwhm Tod M [ ]

Qe - @ [H B @) Pree fprs @ (@3- 5 [F B
ek | 8] e 19183 5.V e b 1>
VIVOTEK ING. Logo .i E |eve|0ne-| video Server Host Name

Camera Control Area

Live View Window

Conhiguration Area—

LevelOne INC. Logo
Click this logo to visit the LevelOne website.

Host Name
The host name can be customized to fit your needs. For more information, please refer to System on page
24,

Camera Control Area

Video Stream: This video server supports multiple streams (stream 1 ~ 4) simultaneously. You can select
either one for live viewing. For more information about multiple streams, please refer to page 56 for
detailed information.

Digital Output: Click to turn the digital output device on or off.

Configuration Area

Client Settings: Click this button to access the client setting page. For more information, please refer to
Client Settings on page 21.

Configuration: Click this button to access the configuration page of the video server. It is suggested that
a password be applied to the video server so that only the administrator can configure the video server.
For more information, please refer to Configuration on page 23.

Language: Click this button to choose a language for the user interface. Language options are available
in: English, Deutsch, Espafiol, Francais, ltaliano, H7z&, Portugués, FS{kH3z, and %487 ~ .
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Live Video Window

m The following window is displayed when the video mode is set to MPEG-4:
MPEG-4 Protocol and Media Options

Time

- ’
218 ][] se] 1) 1] [£] [#] 51} Video and Audio Controt Buttons

Video Title: The video title can be configured. For more information, please refer to Video Settings on
page 53.

MPEG-4 Protocol and Media Options: The transmission protocol and media options for MPEG-4 video
streaming. For further configuration, please refer to Client Settings on page 21.

Time: Display the current time. For further configuration, please refer to Video Settings on page 53.

Title and Time: The video title and time can be stamped on the streaming video. For further configuration,
please refer to Video Settings on page 53.

Video and Audio Control Buttons: Depending on the video server model and video server configuration,
some buttons may not be available.

@ Snapshot: Click this button to capture and save still images. The captured images will be displayed
in a pop-up window. Right-click the image and choose Save Picture As to save it in JPEG (*.jpg) or BMP
(*.bmp) format.

Digital Zoom: Click and uncheck “Disable digital zoom” to enable the zoom operation. The navigation
screen indicates the part of the image being magnified. To control the zoom level, drag the slider bar. To
move to a different area you want to magnify, drag the navigation screen.

foom Factors: 100%%
woe T a0

w Pause: Pause the transmission of the streaming media. The button becomes the E Resume button
after clicking the Pause button.

El Stop: Stop the transmission of the streaming media. Click the E Resume button to continue
transmission.

EI Start MP4 Recording: Click this button to record video clips in MP4 file format to your computer.

Press the | @ Stop MP4 Recording button to end recording. When you exit the web browser, video
recording stops accordingly. To specify the storage destination and file name, please refer to MP4 Saving
Options on page 22 for details.
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Volume: When the Mute function is not activated, move the slider bar to adjust the volume on the
ocal computer.

Mute: Turn off the volume on the local computer. The button becomes the EAudio On button after
clicking the Mute button.

@ Talk: Click this button to talk to people around the video server. Audio will project from the external
speaker connected to the video server. Click this button . again to end talking transmission.

m Mic Volume: When the @ Mute function is not activated, move the slider bar to adjust the
microphone volume on the local computer.

@ Mute: Turn off the m Mic volume on the local computer. The button becomes the Mic On button
after clicking the Mute button.

Full Screen: Click this button to switch to full screen mode. Press the “Esc” key to switch back to normal
mode.

m The following window is displayed when the video mode is set to MJPEG:

Time

ol 2| ez - Video Control Buttons

Video Title: The video title can be configured. For more information, please refer to Video Settings on
page 53.

Time: Display the current time. For more information, please refer to Video Settings on page 53.

Title and Time: Video title and time can be stamped on the streaming video. For more information, please
refer to Video Settings on page 53.

Video and Audio Control Buttons: Depending on the video server model and video server configuration,
some buttons may not be available.

@ Snapshot: Click this button to capture and save still images. The captured images will be displayed
in a pop-up window. Right-click the image and choose Save Picture As to save it in JPEG (*.jpg) or BMP
(*.bmp) format.

Digital Zoom: Click and uncheck “Disable digital zoom” to enable the zoom operation. The navigation
screen indicates the part of the image being magnified. To control the zoom level, drag the slider bar. To
move to a different area you want to magnify, drag the navigation screen.

IZl Start MP4 Recording: Click this button to record video clips in MP4 file format to your computer.

Press the Stop MP4 Recording button to end recording. When you exit the web browser, video
recording stops accordingly. To specify the storage destination and file name, please refer to MP4 Saving

Options on page 22 for details.
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Full Screen: Click this button to switch to full screen mode. Press the “Esc” key to switch back to normal
mode.

foom Factors: 100%
e nx
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Client Settings

This chapter explains how to select the stream transmission mode and saving options on the
local computer. When completed with the settings on this page, click Save on the page bottom
to enable the settings.

H.264 /| MPEG-4 Media Options
— H.264/MPEG-4 Media Options

® Video and Audio
O video Only
O Audio Only

Select to stream video or audio data or both. This is enabled only when the video mode is set to H.264 or
MPEG-4.

H.264 /| MPEG-4 Protocol Options
— H.264/MPEG Protocol Options

) UDP Unicast
2 UDP Multicast
®TCP

OHTTP

Depending on your network environment, there are four transmission modes of H.264 or MPEG-4
streaming:

UDP unicast: This protocol allows for more real-time audio and video streams. However, network
packets may be lost due to network burst traffic and images may be broken. Activate UDP connection
when occasions require time-sensitive responses and the video quality is less important. Note that each
unicast client connecting to the server takes up additional bandwidth and the video server allows up to
ten simultaneous accesses.

UDP multicast: This protocol allows multicast-enabled routers to forward network packets to all clients
requesting streaming media. This helps to reduce the network transmission load of the video server
while serving multiple clients at the same time. Note that to utilize this feature, the video server must be
configured to enable multicast streaming at the same time. For more information, please refer to RTSP
Streaming on page 46.

TCP: This protocol guarantees the complete delivery of streaming data and thus provides better video
quality. The downside of this protocol is that its real-time effect is not as good as that of the UDP protocol.

HTTP: This protocol allows the same quality as TCP protocol without needing to open specific ports for
streaming under some network environments. Users inside a firewall can utilize this protocol to allow
streaming data through.
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MP4 Saving Options

— MP4 Saving Options

Folder: | ci\Record

| Browse...

File name prefix | CLIP

Add date and time suffix to file name

Users can record live video as they are watching it by clicking EI Start MP4 Recording on the main

page. Here, you can specify the storage destination and file name.

Folder: Specify a storage destination for the recorded video files.

File name prefix: Enter the text that will be appended to the front of the video file name.

Add date and time suffix to the file name: Select this option to append the date and time to the end of the

file name.
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Configuration

Click Configuration on the main page to enter the camera setting pages. Note that only
Administrators can access the configuration page.

LevelOne offers an easy-to-use user interface that helps you set up your video server with
minimal effort. To simplify the setting procedure, two types of user interfaces are available:
Advanced Mode for professional users and Basic Mode for entry-level users. Some advanced
functions (HTTPS/ Access list/ Homepage layout/ Application/ Recording/ System log/ View
parameters) are not displayed in Basic Mode.

If you want to set up advanced functions, please click [Advanced Mode] on the bottom of the
configuration list to quickly switch to Advanced Mode.

In order to simplify the user interface, the detailed information will be hidden unless you click on
the function item. When you click on the first sub-item, the detailed information for the first sub-
item will be displayed; when you click on the second sub-item, the detailed information for the
second sub-item will be displayed and that of the first sub-item will be hidden.

The following is the interface of the Basic Mode and the Advanced Mode:

Basic Mode

ailevelone

Configuration

>System

Home — System
System Host name: Video Server
Security []Turn off the LED indicator
MNetwork — %g;g?nu{?ﬂgn LSt
DONS (&) Keep current date and time
(O Synchronize with computer time
- C wanual
O Automnatic
Camera tampering detection
— DIl and DO
Mainienance Digital input: The active state is . the current state detected is High
[ Advanced mode | Digital output The active state is ‘he current state detected is Open
Save

Click to switch to Advanced Mode

“ersion; 0100k Firmware Version
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Advanced Mode

Each function on the configuration list will be explained in the following sections. Those functions that are

displayed only in Advanced Mode are marked with |Advanced Mode|. If you want to set up advanced
functions, please click [Advanced Mode] on the bottom of the configuration list to quickly switch over.

System

This section explains how to configure the basic settings for the video server, such as the host
name and system time. It is composed of the following three columns: System, System Time
and DI and DO. When finished with the settings on this page, click Save at the bottom of the

| xilevelone

Home

Security
HTTPS

SNMP

Audio and video

Motion detection

Camera tampering detection
Camera control

Homepage layout

Application

Recording

Local storage

[ Basic mode ]

Wersion: 01000

page to enable the settings.

System

Host name: Enter a desired name for the video server. The text will be displayed at the top of the main

page.

Turn off the LED indicators: If you do not want to let others know that the video server is in operation, you

Hostname: ‘Video Server |

[] Turn off the LED indicator

— Cyet
Y

Time

Time zone: | GMT+08:00 Beijing, Chongging, Hong Keng, Kuala Lumpur, Singapore, Taipei lg]

hote: You can upioad your Daylight Saving nienance page of use ihe camera

default value

® Keep current date and time
O gynchronize with computer time
O wanual

) Automnatic

r— Dl and DO
Digital input: The active state is ; the current state detected is High
Digital output The active state is | Grounded Lg ; the current state detected is Open

Save

Configuration List

Click to switch to Basic Mode

Firmware Version

System

Host name:

Video Server

[1Turn offthe LED indicator

can select this option to turn off the LED indicators.
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System Time

— System Time

Time zone: | GMT+08:00 Beijing, Chongging, Hong Kong, Kuala Lumpur, Singapore, Taipei lvj

Mote: You can upload your Daylight Saving Time rules an Maintenance page or use the camera
defaultvalue.

® Keep current date and time
) 8ync with computer time;
) Manual:

O Automatic;

Keep current date and time: Select this option to preserve the current date and time of the Video server.
The video server’s internal real-time clock maintains the date and time even when the power of the
system is turned off.

Sync with computer time: Select this option to synchronize the date and time of the video server with the
local computer. The read-only date and time of the PC is displayed as updated.

Manual: The administrator can enter the date and time manually. Note that the date and time format are
[yyyy/mm/dd] and [hh:mm:ss].

Automatic: The Network Time Protocol is a protocol which synchronizes computer clocks by periodically
querying an NTP Server.

NTP server: Assign the IP address or domain name of the time-server. Leaving the text box blank
connects the video server to the default time servers.

Update interval: Select to update the time using the NTP server on an hourly, daily, weekly, or monthly
basis.

Time zone |Advanced Mode|: Select the appropriate time zone from the list. If you want to upload
Daylight Savings Time rules on the Maintenance page, please refer to Upload / Export Daylight Saving
Time Configuration File on page 93 for details.

Dl and DO

DI and DO
Digital input: The active state is i the current state detected is High

Digital output: The active state is :the current state detected is Open

Save

Digital input: Select High or Low to define normal status for the digital input. The video server will report
the current status.

Digital output: Select Grounded or Open to define normal status for the digital output. The video server
will show whether the trigger is activated or not.
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Security

This section explains how to enable password protection and create multiple accounts.

Root Password

— Root Password

Mote: Leaving the root passwaord field empty means the camera will not be protected by
passward.

Root Password: (LTI LY

Save

The administrator account name is “root”, which is permanent and can not be deleted. If you want to add

more accounts in the Manage User column, please apply the password for the “root” account first.

1. Type the password identically in both text boxes, then click Save to enable password protection.

2. A window will be prompted for authentication; type the correct user’'s name and password in their
respective fields to access the video server.

Confirm root password: ssssssssssssns

Manage Privilege |Advanced Mode|

— Manage Privilege

Digital Cutput:
PTZ control:

Operator

Viewer

O

Save

[] Allow anonymous viewing

Digital Output & PTZ control: You can modify the manage privilege of operators or viewers. Check or
uncheck the item, then click Save to enable the settings. If you give Viewers the privilege, Operators will
also have the ability to control the video server through the main page. (Please refer to Main Page on
page 17.)

Allow anonymous viewing: If you check this item, any client can access the live stream without entering a
User ID and Password.

— Manage User

Manage User

User name:
Lser password: Delete

Confirm user password:

Privilege: Administrator Iv; Update

Administrator

Operator
Viewer

Administrators can add up to 20 user accounts.
1. Input the new user’s name and password.
2. Select the privilege level for the new user account. Click Add to enable the setting.

Access rights are sorted by user privilege (Administrator, Operator, and Viewer). Only administrators can
access the Configuration page. Though operators cannot access the Configuration page, they can use
the URL Commands to get and set the value of parameters. For more information, please refer to URL
Commands of the video server on page 96. Viewers access only the main page for live viewing.

Here you also can change a user’s access rights or delete user accounts.
1. Select an existing account to modify.
2. Make necessary changes and click Update or Delete to enable the setting.
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HTTPS (Hypertext Transfer Protocol over SSL) |Advanced Mode|

This section explains how to enable authentication and encrypted communication over SSL
(Secure Socket Layer). It helps protect streaming data transmission over the Internet on higher
security level.

Enable HTTPS
Check this item to enable HTTPS communication, then select a connection option: "HTTP & HTTPS"
or "HTTPS only". Note that you have to create and install a certificate first in the second column before
clicking the Save button.

— Enable HTTPS

*To enable HTTPS, you have to create and install certificate first.

Enable HTTPS secure connection:

@ HTTF & HTTPS O HTTPS only

— Create and install certificate method

@ Creats self-signed cerificate automatically

O Create self-signed cerificate manually:

O Create certificate request and install:

Create and Install Certificate Method

Before using HTTPS for communication with the video server, a Certificate must be created first. There
are three ways to create and install a certificate:

Create self-signed certificate automatically

1. Select this option.

2. In the first column, check Enable HTTPS secure connection, then select a connection option: “HTTP
& HTTPS” or “HTTPS only”.

3. Click Save to generate a certificate.

— Enable HTTPS

*To enable HTTPS, you have to create and install cerificate first.

Enable HTTPS secure connection:

& HTTP & HTTPS O HTTPS enly

FPlease wait while the cerificate is being

generated...
R

&) TEAE S eTEe e G ATe ST ety

) Create self-signed certificate manually:

) Create certificate request and install:

— Certificate Information

Btatus: Mot installed w

| Property || Remove |
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4. The Certificate Information will automatically de displayed in the third column as shown below. You can
click Property to view detailed information about the certificate.

— Certificate Information

Status: Active
Country:

State or province:

Locality:

Qrganization:

Qrganization Unit:

Common Mame:

Remove

5. Click Home to return to the main page. Change the address from “http://” to “https://“ in the address

bar and press Enter on your keyboard. Some Security Alert dialogs will pop up. Click OK or Yes to
enable HTTPS.

N Metwork Caimers - Bicrosalt Ietednet Dupledc
i:'i| | ' Video Server
Hilevelone
Videa Stream (1 =
Digital Cutput
w hlprt ®
ﬂ‘; Vi et Bl 10 A AR A BT (OO r ¥
nmsnses e )
[CI0rithes P, ok rod shiea his pesanien] " %
[ ok [ Hombic | y: %
Security Alert |X

Infarmation vou exchange with thiz site cannot be viewsed or Security Information
:J.

changed by others. However, there is a problem with the site's
security certificate.

?rin_ Thiz page containzs both zecure and nonsecure
iterns.

& The zecurity certificate waz issued by 5 company pou have :".

nat chozen bo trust. Wiew the certificate to determine whether

o . Do you want to display the nonsecure items?
ou wank bo bugt the certifping authority, ¥ Ry

G The zecurity certificate date iz valid.

E ‘es ” Mo J[ b ore |rfo J

& The narme on the security certificate is invalid or does not
match the name of the site

Do pou want to proceed?

[ Yes J i Mo i I_View Centific:ate ]
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Create self-signed certificate manually

1. Select this option.
2. Click Create to open the Create Certificate page, then click Save to generate the certificate.

— Create and install certificate method

O Create selfsigned certificate autormatically

® Create selt-signed cedificate manually:

Self-zigned cerdificate;

O Create certificate request and install:

— Create Certificate

Country:

State or province:

Locality:

Crganization:

Qrganization Unit:

Commaon Name:

Walidity: 9999 days

JERARIL

Please wait while the cerificate is being
generated. .

3. The Certificate Information will automatically be displayed in the third column as shown below. You
can click Property to see detailed information about the certificate.

— Certificate Information

Status: | Active v

Country:

State or province:
Locality:
Organization:
Qrganization Unit:

Comman Mame:

| Remove |

Create certificate and install : Select this option if you want to create a certificate from a certificate
authority.

1. Select this option.
2. Click Create to open the Create Certificate page, then click Save to generate the certificate.
— Create and install certificate method

O Create self-signed certificate autormatically

O Create self-signed cerdificate manually:

* Create certificate request and install:

Cetificate request:

Select cerificate file: | || Browse.. || Upload |
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— Create Certificate

Country:

State or province:
Locality:
Qrganization:
Qrganization Unit:

Common MName:

Validity: 89949 days

Flease wait while the certificate is heing
generated...

3. If you see the following Information bar, click OK and click on the Information bar at the top of the page

to allow pop-ups.

A HTTPS - Microsoft Internet Explorer
File Edt ‘Wiew Favorites Tools  Help

Qs+ © ¥ & G P S @ 2- 5 8

Address I@ htkp:ff192,168.5.151 [setup https. htral

Pop-up blocked, To see this pop-up or additional options click here. ..

>HTTPS

Information Bar [

Did you notice the Information Bar?
The Information Bar alerts you when Intermet Explorer blocks a
pop-up window or file download that might nat be safe. If a

‘web page does not display properly, look: for the Information
Bar [near the top of yaur browser).

[ Do nat show this message again.

Learn ahout the Infoimatior Bar..

4. The pop-up window shows an example of a certificate request.
— Create Certificate Request Completed

Copy the PEM format request helow and send itto a CA for identify validation. After that, you have to
install it by clicking the "Upload" button on HTTPS page.

— Certificate Request (PEM format)

HNIIBuDCCASECADESHOSwC QY DVOOGEwI MV eERMASGAITECEMITH I vdml uY2 TLE jAQ
BogNVEBAc TCUNpdHkgTwF £ ZTEAMByGAITECKHMRETI JTnYWEpewF 02O uIEShl WTxE j LQ
BogWVEASTCVVUaXOgTF C ZTETHEEGAITE AXMESV AGOWEKewV e eCEn s ANEokghkiG
OWOBAQEFLAOE JOAwg T CYEAUOT?EEY 2 gsSyPF N Z7wHAQlobPesesXLTHODF wE
OMEheukFaXZFDEkN+5xK+ESoEPEP g 77 vhH+edUHIEZ TEFSLGSThI9Soxr TuLh3wERZW
mCD+/ / LiJE864dT/ miHnT e S SGFagMvb AL ex T+hCIeDCUTnRah/ pENj+BxvwVoll
TecCAWELLalAMADGCSgGS Th3DQEEEQUALYGEAAN Az WOAL £eETAdyFyTxOTOLID/ 20
FOTkbnDOQG15e4fcJ3rRODITwIIN g3 KSes A58 GAS pMEle jgL YoBrta3gqdClgGiy
S0bLGlsubWsEr38PngabBw ) YoTpGdgqlevUPJ ZLAVIAL S ne Sur ThABEOScCHOOGE HY
PEOAwdOIWEICS OV
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5. Look for a trusted certificate authority that issues digital certificates. Enroll the video server. Wait for
the certificate authority to issue a SSL certificate; click Browse... to search for the issued certificate,

then click Upload in the second column.
— Create and install certificate method

(O Create self-signed certificate autamatically
(O Create self-signed cerificate manually;
® Create certificate request and install:

Certificate request; Create

Select certificate file: |[Browse__ ]| Upload

— Certificate Information

Status: Waiting for certificated

NOTE

» How do | cancel the HTTPS settings?
1. Uncheck Enable HTTPS secure connection in the first column and click Save; a warning dialog
will pop up.
2. Click OK to disable HTTPS.
— Enable HTTPS

*To enable HTTPS, you have to create and install cerdificate first.

[] Enable HTTPS secure connection:

Microsoft Internet Explorer

\p This will stap the HTTPS service, do you really want to skop it?

— Create and install certificate method —

i Ok i[ Cancel J

© Create self-signed cerificate autamatically

L T e e ey e BT dh Tt o e T TR Ty I [V ||

3. The webpage will redirect to a non-HTTPS page automatically.

» If you want to create and install other certificates, please remove the existing one. To remove the
signed certificate, uncheck Enable HTTPS secure connection in the first column and click Save.
Then click Remove fo erase the certificate.

— Certificate Infermation

Status: Active

Country: Microsoft Internet Explorer

State or province:

. > Are vou sure you want to delete the certificate?
Locality:

0 ization:
rganization [ o« ” Cancel J

Qrganization Unit:

Commaon Mame: IP Address

[ Property || Remove |
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SNMP (Simple Network Management Protocol) |Advanced Mode|

This section explains how to use the SNMP on the video server. The Simple Network
Management Protocol is an application layer protocol that facilitates the exchange of
management information between network devices. It helps network administrators to remotely
manage network devices and find, solve network problems with ease.

m The SNMP consists of the following three key components:

1. Manager: Network-management station (NMS), a server which executes applications that monitor and
control managed devices.

2. Agent: A network-management software module on a managed device which transfers the status of
managed devices to the NMS.

3. Managed device: A network node on a managed network. For example: routers, switches, bridges,
hubs, computer hosts, printers, IP telephones, video servers, web server, and database.

Before configuring SNMP settings on the this page, please enable your NMS first.

SNMP Configuration

Enable SNMPv1, SNMPv2c

Select this option and enter the names of Read/Write community and Read Only community according to
your NMS settings.

Enable SMMPVT, SNMPvZC

SHMPv1, SNMPv2c Settings
Read/\Write carmmunity: Private

Read only community: Public

Enable SNMPv3
This option contains cryptographic security, a higher security level, which allows you to set the
Authentication password and the Encryption password.

m Security name: According to your NMS settings, choose Read/Write or Read Only and enter the
community name.

m Authentication type: Select MD5 or SHA as the authentication method.
m Authentication password: Enter the password for authenrication (at least 8 characters).

m Encryption password: Enter a password for ecryption (at least 8 characters).
Enable SMMPv3

— SHNMPv3 Settings
Read/\Write Security name:  Private
Authentication Type:
Authentication Passwaord:

Encryption Password:
Read only Security name; | Public

Authentication Type:

Authentication Password:

Encryption Passwaord:
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Network

This section explains how to configure a wired network connection for the video server.

Network Type

— MNetwork Type

® Lan:
& GetIP address automatically
O Use fixed IP address:
Enable UPnP presentation
[] Enable UPnP port farwarding

O PPPoE:

[] Enable IPv6

LAN

Select this option when the video server is deployed on a local area network (LAN) and is intended to be
accessed by local computers. The default setting for the Network Type is LAN. Rememer to click Save
when you complete the Network setting.

Get |IP address automatically: Select this option to obtain an available dynamic IP address assigned by
the DHCP server each time the camera is connected to the LAN.

Use fixed IP address: Select this option to manually assign a static IP address to the video server.
— MNetwork Type

& LAN:

O GetIP address automatically

() Use fixed IP address:
IP address: 192.168.5.109
Subnet mask: 255.255.255.0
Default router: 192.168.51
Primary DMS: 192.168.0.10
Secondary DNS: 192 168.0.20

Primary WINS server:

i

Secondary WINS server:
Enable UPnP presentation

[:Enable UPRP port forwarding

() PPPOE:

[] Enable IPvE

1. You can make use of LevelOne Installation Wizard 2 on the software CD to easily set up the Network
Camera on LAN. Please refer to Software Installation on page 10 for details.
2. Enter the Static IP, Subnet mask, Default router, and Primary DNS provided by your ISP.

Subnet mask: This is used to determine if the destination is in the same subnet. The default value is
“255.255.255.0".

Default router: This is the gateway used to forward frames to destinations in a different subnet. Invalid
router setting will fail the transmission to destinations in different subnet.

User's Manual - 43




Primary DNS: The primary domain name server that translates hostnames into IP addresses.

Secondary DNS: Secondary domain name server that backups the Primary DNS.

Primary WINS server: The primary WINS server that maintains the database of computer name and IP
address.

Secondary WINS server: The secondary WINS server that maintains the database of computer name
and IP address.

Enable UPnP presentation: Select this option to enable UPnP™ presentation for your video server so that
whenever a video server is presented to the LAN, shortcuts of connected video servers will be listed in
My Network Places. You can click the shortcut to link to the web browser. Currently, UPnP™ is supported
by Windows XP or later. Note that to utilize this feature, please make sure the UPnP™ component is
installed on your computer.

= My Network Places |:| |§| |g|
Fil=  Edit View Favorites Tools Hep 1 -n.'
eBack & Q 5 ﬁ |p Seatch % Falders v

[E= | i

.Address-.q M-y Ne-t;:\lork.PIaces T - i Go- .

Local Network

Network Tasks

iwd Add anetwork place D Wireless Network Camera
(192.168.5,128)
i

& view network connections
et up & home or small ; __
office network. Wireless Metwork Camera with
* Wigw workgroup camputers PanTilk (1592.168.5.141)
1 —p—

Enable UPnP port forwarding: To access the video server from the Internet, select this option to allow the
video server to open ports on the router automatically so that video streams can be sent out from a LAN.
To utilize of this feature, make sure that your router supports UPnP™ and it is activated.

PPPoE (Point-to-point over Ethernet)
Select this option to configure your video server to make it accessible from anywhere as long as there is
an Internet connection. Note that to utilize this feature, it requires an account provided by your ISP.

Follow the steps below to acquire your video server’s public IP address.

1. Set up the video server on the LAN.

2. Go to Home > Configuration > Application > Server Settings (please refer to Server Settings on page
76) to add a new email or FTP server.

3. Go to Configuration > Application > Media Settings (please refer to Media Settings on page 79). Select
System log so that you will receive the system log in TXT file format which contains the Network
Camera’s public IP address in your email or on the FTP server.

4. Go to Configuration > Network > Network Type. Select PPPoE and enter the user name and password
provided by your ISP. Click Save to enable the setting.

— MNetwork Type

O LAN:
& PPPOE:

5. The video server will reboot.
6. Disconnect the power to the video server; remove it from the LAN environment.
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NOTE

» If the default ports are already used by other devices connected to the same router, the video server
will select other ports for the video server.

» If UPnP™ is not supported by your router, you will see the following message:
Error: Router does not support UPnP port forwarding.

» Steps to enable the UPnP™ user interface on your computer:
Note that you must log on to the computer as a system administrator to install the UPnP™

components.

1. Go to Start, click Control Panel, then click Add or Remove Programs.

Fle Edt View Favartes Took Hel

Q- O - @ ‘ s 2 s |

Change o
Remave
Programs

Add Mew
Programs

AddfRemave
‘Windaws
Components

Pick a category
(=
‘& Appea

Network and Internet Connections

-
i 6 Add or Remove Programs

o)1) Sounds, Speech, and Audio Devices Accessibility Options

B8 1nstallation Wizard
©5 Microsoft Office Professional Edition 2003

@ Mozila Firefox (2.0.0.6)

5 PostgresnL 8.2

& quickTime

2y virtual Machine Additions

ﬂ Windows #P Hotfix - KBS33407

ﬂ windows P Hotfi: - KBE35732

ﬁ Windows Genuine Advantage Yalidation Tool (KBS92130)
45! windows 5P Hotfix - KBE23559

5! windows 2P Hotfix - KBE28741

5 windows 5P Hotfix - KBE33407

5] windows 1P Hotfix - KBE3S5732
Pl

1.18MB
351.00ME
20.34MB

57 .50ME
74.39MB
0.90ME

5.50ME —
66, 96ME

Close:

3. In the Windows Components Wizard dialog box, select Networking Services and click Details.

Windows Components Wizard

‘Windows Components
“fou can add o remove components of Windows <P

To add or remove a component, click the checkbox, 4 shaded box means that only
pant of the component will be installed. To see what's included in & component, click
Details

Components:
[ 52 Message Queuing

MNebwarking S 85
‘a:) Other Network File and Print Services
W1 FE= | Indate: Rt Cetifivates

0OME
NNMe .gj
Diescription: Cantains a variely of specialized, network related services and protocols

0.0 MB
121254 ME

Total disk space raquirsd:
Space available on disk:

[ <Back J[_mest> | [ cancel ]
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4. In the Networking Services dialog box, select Universal Plug and Play and click OK.

Networking Services | |

To add ar remove a component, click the check box. A shaded box means that only part
of the component will be installed. To see what's included in a compaonent, click Details.

Subcomponents of Metworking Services:

= RIF = 0.0ME
Simple TCPAP Services 0.0MB
|r Uriversal Flug and Flay 0.2 ME "
™|

Deszcription:  Listens for route updates sent by routers that use the Routing Information
Frotocol wergion 1 [RIP+1].

Total disk space required; 0.0 ME | Dietails.. |
Space avallable on digk: 121254 MB -

| ak |[ Cancel ]

5. Click Next in the following window.

Windows Components Wizard

Wwindows Components
“Y'ou can add or remove components of Windows P,

To add or remove a campanent, click the checkbox A shaded box means that anly
part of the component will be installed. To see what's included in a companent, click

Dretails.

Components:

[] e Message Queuing 0.0ME QJ
] ¥ MM Explorer 135 ME
Netwarking Services

O =:] Other Network File and Print Services 0.0MEe @
W FE ndate Rrnt Certifinates nnwe ¥

Description: Cantains a variety of specialized, netwark-related services and protocals.

Tatal disk space required: 0.0 B -
12125.4 MB

Space available on disk

[ < Back I Mext » I[ Cancel _]

6. Click Finish. UPnP™ js enabled.

» How does UPnP™ work?
UPnP™ networking technology provides automatic IP configuration and dynamic discovery of devices
added to a network. Services and capabilities offered by networked devices, such as printing and file
sharing, are available among each other without the need for cumbersome network configuration. In
the case of video servers, you will see video server shortcuts under My Network Places.

» Enabling UPnP port forwarding allows the video server to open a secondary HTTP port on the router-
not HTTP port-meaning that you have to add the secondary HTTP port number to the video server’s
public address in order to access the video server from the Internet. For example, when the HTTP port
is set to 80 and the secondary HTTP port is set to 8080, refer to the list below for the video server’s IP

address.
hittp:f203.67.124.123:8080 hittp:1 02 168.4.160 or

hittp:if182_ 188 4 .160-:8080

» If the PPPOE settings are incorrectly configured or the Internet access is not working, restore the
video server to factory default; please refer to Restore on page 92 for details. After the video server is
reset to factory default, it will be accessible on the LAN.
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Enable IPv6
Select this option and click Save to enable IPv6 settings.

Please note that this only works if your network environment and hardware equipment support IPv6. The
browser should be Microsoft® Internet Explorer 6.5, Mozilla Firefox 3.0 or above.

— Network Type

@ LAN:
() GetIP address automatically
O Use fixed IP address:
Enable UPnP presentation
[ Enable UPNP port forwarding

O PPPoE:

Enable IPvE

[ IPvG Information J

[ Manually setup the IP address

When IPv6 is enabled, by default, the video server will listen to router advertisements and be assigned
with a link-local IPv6 address accordingly.

IPv6 Information: Click this button to obtain the IPv6 information as shown below.

IPv6 NET Information

[ethD address]

| 1Pv6 address list of host |
[Gateway]

[ 1Pv6 address list of gateway |
[DNS]

| IPv6 address list of DNS |

If your IPv6 settings are successful, the IPv6 address list will be listed in the pop-up window. The IPv6
address will be displayed as follows:

Refers to Ethernet

[eth() address]

|2001:0c08:2500:0002.0202 1 -4 6554464 @Glokal —+{— Link-global IPv6 address/network mask
|feEO:mmmmmmmmdlﬂ“:femzﬁﬁfdﬂ@uﬂ: —|— Link-local IPv6 address/network mask
[Gateway]

|feED::211:dEff:feai:132b |

[DNS]

|2ﬂ10;05a3;9r?3d;; |
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Please follow the steps below to link to an IPv6 address:

1. Open your web browser.

2. Enter the link-global or link-local IPv6 address in the address bar of your web browser.
3. The format should be:

hitpc/ /21 DA -2500-0002-1202- A1 F-falM-6 4]

T

Pyl cokoness

4. Press Enter on the keyboard or click Refresh button to refresh the webpage.
For example:

3 Network Camera - Microsoft Internet Explorer

Sile  Edit Wiew  Favoites  Tools  Help

°Back - @ - Ia @ G ’@SE-arch *Fauurites @‘ @v %% 3

fddress a bty 2001 20c08: 25000002 0202 o LF:febd:65f4 ]/

Hllevelone

NOTE

» If you have a Secondary HTTP port (the default value is 8080), you can also link to the webpage in
the following address format: (Please refer to HTTP on page 43 for detailed information.)

hitp-//[2001-OciE-2 100020202 o BE-Fa (M4 4] -0

t )

1Py enc s Seconoary HTTP port

» If you choose PPPoE as the Network Type, the [PPP0O address] will be displayed in the IPv6
information column as shown below. [zth() address)

|fe80:0m0m0:03:02m:d1ff;fe1 1:22904 @Link |
[ppp0 address]

|§£80:0000:0000:0000:0202:dL €71 1 229941 0@Link |
| 2001 BLOGOL 00002 002 d 1 fel 1 2295454 @Glokal |
[Gateway]

|fe80::90;1a03;4142:aoad |
[D1S]

|2r:01 B0 |

Manually setup the IP_address: Select this option to manually set up IPv6 settings if your network
environment does not have DHCPV6 server and router advertisements-enabled routers.
If you check this item, the following blanks will be displayed for you to enter the corresponding

information: Enable IPv6

[ IPvE Information ]

Manually setup the IP address

DpﬁonalIF’address.‘PreﬁxIengm| MB:I ‘

Optional default router | |

Optional primary DMNS | |
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IEEE 802.1x |Advanced Mode |

Enable this function if your network environment uses IEEE 802.1x, which is a port-based network
access control. The network devices, intermediary switch/access point/hub, and RADIUS server must
support and enable 802.1x settings.

The 802.1x standard is designed to enhance the security of local area networks, which provides
authentication to network devices (clients) attached to a network port (wired or wireless). If all certificates
between client and server are verified, a point-to-point connection will be enabled; if authentication fails,
access on that port will be prohibited. 802.1x utilizes an existing protocol, the Extensible Authentication
Protocol (EAP), to facilitate communication.

m The components of a protected network with 802.1x authentication:

TG

SuppEcant Authenticater Authentication Server
(Network Camera) (Network Switch) (RADIUS Server)

1. Supplicant: A client end user (camera), which requests authentication.

2. Authenticator (an access point or a switch): A “go between” which restricts unauthorized end users
from communicating with the authentication server.

3. Authentication server (usually a RADIUS server): Checks the client certificate and decides whether to
accept the end user’s access request.

m LevelOne video servers support two types of EAP methods to perform authentication: EAP-PEAP and
EAP-TLS.

Please follow the steps below to enable 802.1x settings:

1. Before connecting the video server to the protected network with 802.1x, please apply a digital
certificate from a Certificate Authority (ie. MIS of your company) which can be validated by a RADIUS
server.

2. Connect the video server to a PC or notebook outside of the protected LAN. Open the configuration
page of the video server as shown below. Select EAP-PEAP or EAP-TLS as the EAP method. In the
following blanks, enter your ID and password issued by the CA, then upload related certificate(s).

— IEEE 802.1x

Enable 802.1x

EAP method: EAP-PEAP v

FPasswaord: | |
|

[ Browss.. || Upload

|dentity:

CA cerificate:

Status: no file | Remove |
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— IEEE 802.1x

Enable 802 1x

EAP method: EAP-TLS &

|dentity:

|
Private key passord: | |
|

CA cerificate: [ Browss.. || Upload |
Status: no file [ Remove |
client certificate: | [ Browss.. || Upload |
Status: no file [ Remove |
Client private key: | [ Browss.. || Upload |
Status: no file [ Remove |

3. When all settings are complete, move the video server to the protected LAN by connecting it to an
802.1x enabled switch. The devices will then start the authentication automatically.

NOTE

» The authentication process for 802. 1x:

1. The Certificate Authority (CA) provides the required signed certificates to the video server (the
supplicant) and the RADIUS Server (the authentication server).

2. A video server requests access to the protected LAN using 802.1X via a switch (the authenticator).
The client offers its identity and client certificate, which is then forwarded by the switch to the RADIUS
Server, which uses an algorithm to authenticate the video server and returns an acceptance or
rejection back to the switch.

3. The switch also forwards the RADIUS Server's certificate to the video server.

4. Assuming all certificates are validated, the switch then changes the video server’s state to authorized
and is allowed access to the protected network via a pre-configured port.

Cerlificate Authority

o (CA)

o

- o M

m Network Switch RADIUS Server
Metwork Camera

50 - User's Manual




QoS (Quality of Service) JAdvanced Mode |

Quality of Service refers to a resource reservation control mechanism, which guarantees a certain quality
to different services on the network. Quality of service guarantees are important if the network capacity
is insufficient, especially for real-time streaming multimedia applications. Quality can be defined as, for
instance, a maintained level of bit rate, low latency, no packet dropping, etc.

The following are the main benefits of a QoS-aware network:
m The ability to prioritize traffic and guarantee a certain level of performance to the data flow.

m The ability to control the amount of bandwidth each application may use, and thus provide higher
reliability and stability on the network.

Requirements for QoS

To utilize QoS in a network environment, the following requirements must be met:
m All network switches and routers in the network must include support for QoS.
m The network video devices used in the network must be QoS-enabled.

QoS models

CoS (the VLAN 802.1p model)

IEEE802.1p defines a QoS model at OSI Layer 2 (Data Link Layer), which is called CoS, Class of
Service. It adds a 3-bit value to the VLAN MAC header, which indicates prioritization from 0~7 (Eight
different classes of service are available). The priority is set up on the network switches, which then use
different queuing disciplines to forward the packets.

Below is the setting column for CoS. Enter the VLAN ID of your switch (0~4095) and choose the priority
for each application (0~7).

— CoS
Enable CoS
WLAM 1D: 1
Live video:
Live audio:
Event/Alarm: 0w
Management 0w

If you assign Video the highest level, the switch will handle video packets first.

NOTE

» The web browsing may fail if the CoS setting is incorrect.

» Class of Service technologies do not guarantee a level of service in terms of bandwidth and delivery
time; they offer a "best-effort." Users can think of CoS as "coarsely-grained" traffic control and QoS as
"finely-grained" traffic control.

» Though CoS is simple to manage, it lacks scalability and does not offer end-to-end quarantees since it
is based on L2 protocol.
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QoS/DSCP (the DiffServ model)

DSCP-ECN defines QoS at Layer 3 (Network Layer). The Differentiated Services (DiffServ) model is
based on packet marking and router queuing disciplines. The marking is done by adding a field to the
IP header, called the DSCP (Differentiated Services Codepoint). This is a 6-bit field that provides 64
different class IDs. It gives an indication of how a given packet is to be forwarded, known as the Per Hop
Behavior (PHB). The PHB describes a particular service level in terms of bandwidth, queueing theory,
and dropping (discarding the packet) decisions. Routers at each network node classify packets according
to their DSCP value and give them a particular forwarding treatment; for example, how much bandwidth
to reserve for it.

Below are the setting options of DSCP (DiffServ Codepoint). Specify the DSCP value for each application
(0~63).

— @oS/DSCP

Enable QoS/DSCP

Live video: 0 |
Live audic: |U |
Event/Alarm: 0 |
Management: |U |
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HTTP |Advanced Mode |

To utilize HTTP authentication, make sure that your have set a password for the video server first; please
refer to Security on page 26 for details.

— HTTP

Authentication:
HTTR port

Secondary HTTP port: a0s0

Access name for stream 1: |'u'1deo.mjpg |
Access name for stream 2: |v1de:)2.mjpg |
Access name for stream 3: |v1de:>3.mjpg |
Access name for stream 4: |v1deo4.mjpg |

Authentication: Depending on your network security requirements, the video server provides two types of
security settings for an HTTP transaction: basic and digest.

If basic authentication is selected, the password is sent in plain text format and there can be potential
risks of being intercepted. If digest authentication is selected, user credentials are encrypted using MD5
algorithm and thus provide better protection against unauthorized accesses.

HTTP port / Secondary HTTP port: By default, the HTTP port is set to 80 and the secondary HTTP port is
set to 8080. They can also be assigned to another port number between 1025 and 65535. If the ports are
incorrectly assigned, the following warning messages will be displayed:

Microsoft Internet Explorer _ Microsoft Internet Explorer

" ﬁ HTTP port must be 80 or from 1025 ko 65535 : ' ﬁ Secondary HTTP port must be from 1025 ko 65535

To access the video server on the LAN, both the HTTP port and secondary HTTP port can be used to
access the video server. For example, when the HTTP port is set to 80 and the secondary HTTP port is
set to 8080, refer to the list below for the video server’s IP address.

hitp:ff182.168.4.180 or
hitp:f182.168.4.180:8080

Access name for stream 1 ~ 4: This video server supports multiple streams simultaneously. The access
name is used to differentiate the streaming source. Users can click Configuration > Audio and Video >
Video Settings to set up the video quality of linked streams.

When using Mozilla Firefox or Netscape to access the video server and the video mode is set to JPEG,
users will receive video comprised of continuous JPEG images. This technology, known as “server push”,
allows the video server to feed live pictures to Mozilla Firefox and Netscape.
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URL command -- http://<ip address>:<http port>/<access name for stream 1 ~ 4>
For example, when the Access name for stream 2 is set to video2.mjpg:

1. Launch Mozilla Firefox or Netscape.

2. Type the above URL command in the address bar. Press Enter.

3. The JPEG images will be displayed in your web browser.

! video2.mjpg (JPEG Image, 320x240 pixels) - Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help {:}

¢ L '* = e 6 @ ||_|Pttp:ff192.1.es.5.151.vidnnz.mjpg! |v| Ir] |'|Google |Q,]

D Custormnize Links B Free Hotmai D Windows Media B Windows

NOTE

» Microsoft® Internet Explorer does not support server push technology; therefore, using http://<ip
address>:<http port>/<access name for stream 1 ~ 4> will fail to access the video server.

HTTPS

HTTPS
|7HTI'F'S port: 443

By default, the HTTPS port is set to 443. It can also be assigned to another port number between 1025
and 65535.

Two way audio

Two way audio
|7Twc| way audio port:
By default, the two way audio port is set to 5060. Also, it can also be assigned to another port number
between 1025 and 65535.

The video server supports two way audio communication so that operators can transmit and receive
audio simultaneously. By using the video server’s built-in or external microphone and an external
speaker, you can communicate with people around the video server.
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Note that as JPEG only transmits a series of JPEG images to the client, to enable the two-way audio
function, make sure the video mode is set to “MPEG-4" on the Audio and Video Settings page and the
media option is set to “Video and Audio” on the Client Settings page. Please refer to Client Settings on
page 21 and Audio and Video Settings on page 53.

Mute

CEAOOFEOPOE

Talk Button Mic Volume

Click m to enable audio transmission to the video server; click E to adjust the volume of microphone;
click | ¥ to turn off the audio. To stop talking, click E again.

FTP

FTP

The FTP server allows the user to save recorded video clips. You can utilize LevelOne's Installation
Wizard 2 to upgrade the firmware via FTP server. By default, the FTP port is set to 21. It also can be
assigned to another port number between 1025 and 65535.
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RTSP Streaming
To utilize RTSP streaming authentication, make sure that you have set a password for the video server
first; please refer to Security on page 26 for details.

— RTSP Streaming

Authentication: disable %

Access name for stream 1:

Access name for stream 2

Access name for stream 2

Access name for stream 4:

RTSP port

RTP port for video:
RTCP port for video: BBET
RTP port for audio:

RTCP port for audio: titatt

Authentication: Depending on your network security requirements, the video server provides three types
of security settings for streaming via RTSP protocol: disable, basic, and digest.

If basic authentication is selected, the password is sent in plain text format, but there can be potential
risks of it being intercepted. If digest authentication is selected, user credentials are encrypted using
MD5 algorithm, thus providing better protection against unauthorized access.

The availability of the RTSP streaming for the three authentication modes is listed in the following table:

‘Disable 0 o
Basic 0 o
‘Digest 0 X

Access name for stream 1 ~ 4: This video server supports multiple streams simultaneously. The access
name is used to differentiate the streaming source.

If you want to use an RTSP player to access the video server, you have to set the video mode to MPEG-
4 and use the following RTSP URL command to request transmission of the streaming data.

rtsp://<ip address>:<rtsp port>/<access name for stream1 ~ 4>

For example, when the access name for stream 1 is set to live.sdp:

1. Launch an RTSP player. Open URL

2. Choose File > Open URL. A URL dialog box will pop up. .

3. Type the above URL command in the text box. rsp:/1192.168.5.151:554five.sdp| ¥

4. The live video will be displayed in your player as shown
below.
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RTSP port /RTP port for video, audio/ RTCP port for video, audio
m RTSP (Real-Time Streaming Protocol) controls the delivery of streaming media. By default, the port
number is set to 554.

m The RTP (Real-time Transport Protocol) is used to deliver video and audio data to the clients. By
default, the RTP port for video is set to 5556 and the RTP port for audio is set to 5558.

m The RTCP (Real-time Transport Control Protocol) allows the video server to transmit the data by
monitoring the Internet traffic volume. By default, the RTCP port for video is set to 5557 and the RTCP
port for audio is set to 5559.

The ports can be changed to values between 1025 and 65535. The RTP port must be an even number
and the RTCP port is the RTP port number plus one, and thus is always an odd number. When the RTP
port changes, the RTCP port will change accordingly.

If the RTP ports are incorrectly assigned, the following warning message will be displayed:

Microsoft Internet Explorer

:" } Irwalid part number, RTP video part must be an even number.

Multicast settings for stream 1 ~ 4: Click the items to display the detailed configuration information.
Select the Always multicast option to enable multicast for stream 1 ~ 4.

o Multicast settings for stream 1:

[ Always multicast

Multicast group address: 238.128.1.99
Multicastvideo port: 4560
Multicast RTCP video port: 5561
Multicast audio port: a562
Multicast RTCP audio port: 5563
Multicast TTL [1~254]: ]

= Multicast settings for stream 2;
[ Always multicast

Multicast group address: 2391281100
Multicastvideo port: A564
Multicast RTCP videa part: 4565

Multicast audio port: S566

Multicast RTCP audio port: 5567

Multicast TTL [1~255]: 5

Unicast video transmission delivers a stream through point-to-point transmission; multicast, on the other
hand, sends a stream to the multicast group address and allows multiple clients to acquire the stream at
the same time by requesting a copy from the multicast group address. Therefore, enabling multicast can
effectively save Internet bandwith.

The ports can be changed to values between 1025 and 65535. The multicast RTP port must be an even
number and the multicast RTCP port number is the multicast RTP port number plus one, and thus is
always odd. When the multicast RTP port changes, the multicast RTCP port will change accordingly.

If the multicast RTP video ports are incorrectly assigned, the following warning message will be
dISp|ayed Microsoft Internet Explorer Eq

{! h Trwvalid port number, Multicast stream 1 video port must be an even number,

Multicast TTL [1~255]: The multicast TTL (Time To Live) is the value that tells the router the range a
packet can be forwarded.
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DDNS

This section explains how to configure the dynamic domain name service for the video server.
DDNS is a service that allows your video server, especially when assigned with a dynamic IP
address, to have a fixed host and domain name.

DDNS: Dynamic domain name service

— DDNS: Dynamic domain name service

[] Enable DDMS:

Fraovider: |Dyndns.org(Dynamic) l‘f;|

Host name: | |

User name: | |

ressrs ]

Save

Enable DDNS: Select this option to enable the DDNS setting.

Provider: Select a DDNS provider from the provider drop-down list.

LevelOne offers Safe100.net, a free dynamic domain name service, to LevelOne customers. It is
recommended that you register Safe100.net to access LevelOne’s video servers from the Internet.
Additionally, we offer other DDNS providers, such as Dyndns.org(Dynamic), Dyndns.org(Custom), TZO.
com, DHS.org, CustomSafe100, dyn-interfree.it.

Note that before utilizing this function, please apply for a dynamic domain account first.

m Safe100.net

1. In the DDNS column, select Safe100.net from the drop-down list. Click | accept after reviewing the
terms of the Service Agreement.

2. In the Register column, fill in the Host name (xxxx.safe100.net), Email, Key, and Confirm Key, and
click Register. After a host name has been successfully created, a success message will be displayed
in the DDNS Registration Result column.

— Register

Host name: |WTK.k3afe‘IU{J.r1et| |

Email: | |

Key: Farget key
Contrm e ]

To apply for a domain name for the camera, or to modify the previously registered information, fill in

the following fields and then click "Reagister”.
DDMNS Reagistration Result:

[Register] Successfully Your account information has
been mailed to registered e-mail address

CAMEY

Upon successful registration, you can clickm[o automatically upload relevant information to the

DOMNE form or you can manually fill itin. Then, click "Save™ to save new settings.

3. Click Copy and all the registered information will automatically be uploaded to the corresponding fields
in the DDNS column at the top of the page as seen in the picture.
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— DDNS: Dynamic domain name service
Enable DDMNS:
Pravider: |Safe‘|0{].net @I
Host name: |\u"\fTK.safe‘Iﬂ{].net | [*.5afe100.net]
Ernail: | |
| |
— Register
Host name: |WTK.safe1{J{].net |
Ermnail: | |
Key [Gese ([ Forgetkey |
Confirm key: |uu |

To apply for a domain name for the camera, or to modify the previously registered information, fill in

the following fields and then click "Register”.

DDME Registration Result;

[Reqister] Successfully Your account information has
been mailed to registered e-mail address

e

Upon successful registration, you can click copy to automatically upload relevant information to the

DDME form or you can manually fill it in. Then, click "Save” to save new settings.

4. Select Enable DDNS and click Save to enable the setting.

m CustomSafe100

LevelOne offers documents to establish a CustomSafe100 DDNS server for distributors and system
integrators. You can use CustomSafe100 to register a dynamic domain name if your distributor or system
integrators offer such services.

1. In the DDNS column, select CustomSafe100 from the drop-down list.

2. In the Register column, fill in the Host name, Email, Key, and Confirm Key; then click Register. After a
host name has been successfully created, you will see a success message in the DDNS Registration
Result column.

3. Click Copy and all for the registered information will be uploaded to the corresponding fields in the
DDNS column.

4. Select Enable DDNS and click Save to enable the setting.

Forget key: Click this button if you have forgotten the key to Safe100.net or CustomSafe100. Your
account information will be sent to your email address.

Refer to the following links to apply for a dynamic domain account when selecting other DDNS
providers:

m Dyndns.org(Dynamic) / Dyndns.org(Custom): visit http://www.dyndns.com/

m TZO.com: visit http://www.tzo.com/

m DHS.org: visit http://www.dhs.org/

m dyn-interfree.it: visit http://dyn-interfree.it/
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Access List |Advanced Mode |

This section explains how to control access permission by verifying the client PC’s IP address.

General Settings

General Settings

Maximum number of concurrent streaming connection(s) limited to: [ 10 » [ Yiew Information J

[[JEnable access list filtering

Maximum number of concurrent streaming connection(s) limited to: Simultaneous live viewing for 1~10
clients (including stream 1 and stream 2). The default value is 10. If you modify the value and click Save,
all current connections will be disconnected and automatically attempt to re-link (IE Explore or Quick
Time Player).

View Information: Click this button to display the connection status window showing a list of the current
connections.

For example:
Connection status

IF address Elapsedtime UseriD
M 192.168.1.147 12:20:34 root
1 61.2215.3 00:10:09
Q 192.168.3.25 45:00:34 greg
[ Refresh ] [ Add to deny list ] [ Disconnect ]

m |IP address: Current connections to the Video server.
m Elapsed time: How much time the client has been at the webpage.

m User ID: If the administrator has set a password for the webpage, the clients have to enter a user name
and password to access the live video. The user name will be displayed in the User ID column. If the
administrator allows clients to link to the webpage without a user name and password, the User ID
column will be empty.

There are some situations which allow clients access to the live video without a user name and

password:

1. The administrator does not set up a root password. For more information about how to set up a root
password and manage user accounts, please refer to Security on page 26.

2. The administrator has set up a root password, but set RTSP Authentication to “disable“. For more
information about RTSP Authentication, please refer to RTSP Streaming on page 46.

3. The administrator has set up a root password, but allows anonymous viewing. For more information
about Allow Anonymous Viewing, please refer to Security on page 26.
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m Refresh: Click this button to refresh all current connections.

m Add to deny list: You can select entries from the Connection Status list and add them to the Deny List
to deny access. Please note that those checked connections will only be disconnected temporarily
and will automatically try to re-link again (IE Explore or Quick Time Player). If you want to enable the
denied list, please check Enable access list filtering and click Save in the first column.

m Disconnect: If you want to break off the current connections, please select them and click this
button. Please note that those checked connections will only be disconnected temporarily and will
automatically try to re-link again (IE Explore or Quick Time Player).

Enable access list filtering: Check this item and click Save if you want to enable the access list filtering
function.

Filter Type

Select Allow or Deny as the filter type. If you choose Allow Type, only those clients whose IP addresses
are on the Access List below can access the Network Camera, and the others cannot access. On the
contrary, if you choose Deny Type, those clients whose IP addresses are on the Access List below will
not be allowed to access the Network Camera, and the others can access.

Filter

Then you can add a rule to the following Access List. Please note that the IPv6 access list column will not
be displayed unless you enable IPv6 on the Network page. For more information about IPv6 Settings,
please refer to page 37 for detailed information.

— Filter

— IPvd access list

— |Pv@ access list

m Add a rule to Allowed/Denied list: Click Add to add a rule to Allowed/Denied list.

There are three types of rules:
Single: This rule allows the user to add an IP address to the Allowed/Denied list.
For example:

filter address

IP address: |192_1as_2_1

[ oK || Cancel |
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Network: This rule allows the user to assign a network address and corresponding subnet mask to the
Allow/Deny List.
For example:

filter address

Network address / Network mask  192.168.2.0 124

[ OK ][Cancel]

IP address 192.168.2.x will be bolcked.

Range: This rule allows the user to assign a range of IP addresses to the Allow/Deny List.
Note: This rule is only applied to IPv4.
For example:

filter address

Rule:

P address - IP address |192.158.2.{} | . |192_1as_2.255

[ oK ][Cancel]

Administrator IP address
Always allow the IP address to access this device: You can check this item and add the Administrator’s
IP address in this field to make sure the Administrator can always connect to the device.

Administrator IP address

[] Always allow the IP address to access this device

Save
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Audio and Video

This section explains how to cofigure the audio and video settings of the video server. It is
composed of the following two columns: Video Settings and Audio Settings.

Video Settings

— Video Settings

Video title:

Calar:
Modulation:

Select caching stream:
Video orientation: [] Flip [] Mirrar

[] Overlay title and time stamp onvideo and snapshot.

[] Enable time shift caching stream

[ Image Settings ” Privacy Mask J

Video title: Enter a name that will be displayed on the title bar of the live video.

GO EYEMICRI AR

Color: Select to display color or black/white video streams.
Modulation: Select Auto, NTSC or PAL according to your linked device.

Select caching stream: This video server supports time shift cache stream on the video server. Select
one stream and check the below option Enable time shift cashing stream.

Enable time shift caching stream [Advanced Mode|: Check this item to enable the time shift cache
stream on the video server, which will stores video in the video server’s embedded memory for a period
of time depending on the cache memory of each video server. This function can work seamlessly with
LevelOne’s ST7501 recording software. When an event occurs, the recording software can request time
shift cache stream from the camera, which allows the user to get an earlier video data.

Video orientation: Flip--vertically reflect the display of the live video; Mirror--horizontally reflect the display
of the live video. Select both options if the linked device is installed upside-down (ex. on the ceiling) to
correct the image orientation.

Overlay title and time stamp on video: Select this option to place the video title and time on the video
streams.
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Note that when the frame size is set to 176 x 144 as shown in the picture below, only the time will be
stamped on the video streams.

Video(TOR-AY) 2008/06/25 17.08:56

MO EYEA|EBIT AEA 7 e

Image Settings |Advanced Mode |

Click Image Settings to open the Image Settings page. On this page, you can tune the White balance,
Brightness, Saturation, Contrast, and Sharpness settings for the video.

Connectingto 17216991 ...

Image Adjustment

Brightness: Saturation:
Contrast: Sharpness:

Preview ] [ Restore ] [ Save ]

Close

Image Adjustment

m Brightness: Adjust the image brightness level, which ranges from -5 to +5.
m Saturation: Adjust the image saturation level, which ranges from -5 to +5.
m Contrast: Adjust the image contrast level, which ranges from -5 to +5.

m Sharpness: Adjust the image sharpness level, which ranges from -3 to +3.



You can click Preview to fine-tune the image, or click Restore to recall the original settings without
incorporating the changes. When completed with the settings on this page, click Save to enable the
setting and click Close to exit the page.

Privacy Mask [Advanced Mode |

Click Privacy Mask to open the settings page. On this page, you can block out sensitive zones to
address privacy concerns.

[] Enable privacy mask

— Wi ddth— “Width 36
Y— Height— Height72
Tl ey | Sanve | Save

m To set the privacy mask windows, follow the steps below:

1. Click New to add a new window.
2. Use the mouse to size and drag-drop the window, which is recommended to be at least twice the size

of the object (height and width) you want to cover.
3. Enter a Window Name and click Save to enable the setting.
4. Select Enable privacy mask to enable this function.

NOTE
» Up to 5 privacy mask windows can be set up on the same screen.

» If you want to delete the privacy mask window, please click the x’ on the upper right-hand corner of
the window.
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Video quality settings for stream 1 ~ 4

Advanced Mode

Click the items to display the detailed video quality settings.

~ Video quality settings for stream 1

O MPEG-4:

& H 264:
Frame size:
Maximum frame rate:
Intra frame period:

Video quality:

0 Constant bit rate:

¥ Fixed quality:
O JPEG:

~ Video quality settings for stream 2

& MPEG-4:
Frame size:
Maximum frame rate:
Intra frame period:

Video quality:

() Constant bit rate:

* Fixed quality:
(O H.284:

NOTE

= Video quality settings for stream 3:

D1
30 fps

Good

K ®

fixed

O MPEG-4:
O H.264;
D1 v @) JPEG:
301ps v Frame size:
Maximum frame rate:
Video quality:
512Kbps v
= Video quality settings for stream 4:
& MPEG-4:
Frame size:

Maximum frame rate:
Intra frame period:

Video quality:

& Fixed quality:
H.264.
812 Kbps o

cood O JPEG:

s
Bl =
EANES L

QCIF |»

O Constant bit rate;

30 fps
13

Good

Bl = 7

» The frame size of stream 4 is fixed to QCIF. If you want to stream out the video to a mobile device,

please select stream 4.

This video server offers real-time H.264, MPEG-4, and MJPEG compression standards (Triple Codec)

for real-time viewing.

If H.264 | MPEG-4 mode is selected, the video is streamed via RTSP protocol. There are four parameters
for you to adjust the video performance:

(®H.264:
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Intra frame period:
Yideo quality:

O Constant bit rate:

2048 Khps [1~4000]

* Fixed quality:

7 [0~51]




m Frame size
You can set up different video resolution for different viewing devices. For example, set a smaller
frame size and lower bit rate for remote viewing on mobile phones and a larger video size and a higher
bit rate for live viewing on web browsers. Note that a larger frame size takes up more bandwidth. The
frame sizes are selectable in the following resolutions: QCIF, CIF, 4CIF, and D1.

m Maximum frame rate
This limits the maximum refresh frame rate per second. Set the frame rate higher for smoother video
quality.
If the power line frequency is set to 50Hz, the frame rates are selectable at 1fps, 2fps, 3fps, 5fps,
8fps, 10fps, 15fps, 20fps, and 25fps. If the power line frequency is set to 60Hz, the frame rates are
selectable at 1fps, 2fps, 3fps, 5fps, 8fps, 10fps, 15fps, 20fps, 25fps, and 30fps. You can also select
Customize and manually enter a value. The frame rate will decrease if you select a higher resolution.

m Intra frame period
Determine how often to plant an | frame. The shorter the duration, the more likely you will get better
video quality, but at the cost of higher network bandwidth consumption. Select the intra frame period
from the following durations: 1/4 second, 1/2 second, 1 second, 2 seconds, 3 seconds, and 4 seconds.

m Video quality
A complex scene generally produces a larger file size, meaning that higher bandwidth will be needed
for data transmission. Therefore, if Constant bit rate is selected, the bandwidth utilization is fixed at
a selected level, resulting in mutable video quality performance. The bit rates are selectable at the
following rates: 20Kbps, 30Kbps, 40Kbps, 50Kbps, 64Kbps, 128Kbps, 256Kbps, 512Kbps, 768Kbps,
1Mbps, 2Mbps, 3Mbps, and 4Mbps. You can also select Customize and manually enter a value.

On the other hand, if Fixed quality is selected, all frames are transmitted with the same quality;
bandwidth utilization is therefore unpredictable. The video quality can be adjusted to the following
settings: Medium, Standard, Good, Detailed, and Excellent. You can also select Customize and
manually enter a value.

If JPEG mode is selected, the video server continuously sends JPEG images to the client, producing
a moving effect similar to a filmstrip. Every single JPEG image transmitted guarantees the same
image quality, which in turn comes at the expense of variable bandwidth usage. Because the media
contents are a combination of JPEG images, no audio data is transmitted to the client. There are three
parameters provided in MUPEG mode to control the video performance:

(= JPEG:
Frame size: D1 | »
Maxirnum frame rate: 30fps W
Yideo quality: Good w

m Frame size
You can set up different video resolution for different viewing devices. For example, set a smaller
frame size and lower bit rate for remote viewing on mobile phones and a larger video size and a higher
bit rate for live viewing on web browsers. Note that a larger frame size takes up more bandwidth. The
frame sizes are selectable in the following resolutions: QCIF, CIF, 4CIF, and D1.

m Maximum frame rate
This limits the maximum refresh frame rate per second. Set the frame rate higher for smoother video
quality.
If the power line frequency is set to 50Hz, the frame rates are selectable at 1fps, 2fps, 3fps, 5fps,
8fps, 10fps, 15fps, 20fps, and 25fps. If the power line frequency is set to 60Hz, the frame rates are
selectable at 1fps, 2fps, 3fps, 5fps, 8fps, 10fps, 15fps, 20fps, 25fps, and 30fps. You can also select
Customize and manually enter a value. The frame rate will decrease if you select a higher resolution.



m Video quality
The video quality can be adjusted to the following settings: Medium, Standard, Good, Detailed, and
Excellent. You can also select Customize and manually enter a value.

NOTE

» Video quality and fixed quality refers to the compression rate, so a lower value will produce higher
quality.

» Converting high-quality video may significantly increase the CPU loading, and you may encounter

streaming disconnection or video loss while capturing a complicated scene. In the event of occurance,
we suggest you customize a lower video resolution or reduce the frame rate to obtain smooth video.

Audio Settings

— Audio Settings
[ Mute
Internal microphone input gain:
Audio type:
O sac:
® GSM-AMR:
GSM-AMR bit rate:

Mute: Select this option to disable audio transmission from the video server to all clients. Note that if
mute mode is turned on, no audio data will be transmitted even if audio transmission is enabled on the
Client Settings page. In that case, the following message is displayed:

The media type has been changed to video only because the media from server contains no audio

Internal microphone input gain: Select the gain of the internal audio input according to ambient
conditions. Adjust the gain from +21 db (most sensitive) ~ -33 db (least sensitive).

Audio type: Select audio codec AAC or GSM-AMR and the bit rate [Advanced Mode
m AAC provides good sound quality at the cost of higher bandwidth consumption. The bit rates are
selectable from: 16Kbps, 32Kbps, 48Kbps, 64Kbps, 96Kbps, and 128Kbps.

m GSM-ARM is designed to optimize speech quality and requires less bandwidth. The bit rates are
selectable from: 4.75Kbps, 5.15Kbps, 5.90Kbps, 6.7Kbps, 7.4Kbps, 7.95Kbps, 10.2Kbps, and
12.2Kbps.

When completed with the settings on this page, click Save to enable the settings.
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Motion Detection

This section explains how to configure the video server to enable motion detection. A total of
three motion detection windows can be configured.
Enable motion detection
Video{TC
YWindow Name
Zensitivity
I 0%

| 0%

[ ey Sawe

Follow the steps below to enable motion detection:
Follow the steps below to enable motion detection:

1. Click New to add a new motion detection window.

2. In the Window Name text box, enter a name for the motion detection window.
m To move and resize the window, drag and drop your mouse on the window.
m To delete window, click X on the top right corner of the window.

3. Define the sensitivity to moving objects and the space ratio of all alerted pixels by moving the
Sensitivity and Percentage slider bar.

4. Click Save to enable the settings.

5. Select Enable motion detection to enable this function.

For example:
P Enable motion detection

YWlindow Marme
Wi

Sensitivity
—_— I_ B0%:

Fercentage
10%4

R= Sawe

The Percentage Indicator will rise or fall depending on the variation between sequential images. When
motions are detected by the video server and are judged to exceed the defined threshold, the red bar
rises. Meanwhile, the motion detection window will be outlined in red. Photos or videos can be captured
instantly and configured to be sent to a remote server (Email, FTP) by utilizing this feature as a trigger
source. For more information on how to set an event, please refer to Application on page 70.
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A green bar indicates that even though motions have been detected, the event has not been triggered
because the image variations still fall under the defined threshold.

NOTE

» How does motion detection work?

i oo el

|l ]
gy
—_——

CEo e
_.'_:n;

Y=

“rwirier Haleisirk

|l ]
CErasemy
— e R

Fermasiags
_.'_:l'l;

q ﬁﬁQ

There are two motion detection parameters.: Sensitivity and Percentage. In the illustration above,
frame A and frame B are two sequential images. Pixel differences between the two frames are
detected and highlighted in gray (frame C) and will be compared with the sensitivity setting. Sensitivity
is a value that expresses the sensitivity to moving objects. Higher sensitivity settings are expected fo
detect slight movements while smaller sensitivity settings will neglect them. When the sensitivity is set
to 70%, the video server defines the pixels in the purple areas as “alerted pixels” (frame D).

Percentage is a value that expresses the proportion of “alerted pixels” to all pixels in the motion
detection window. In this case, 50% of pixels are identified as ‘alerted pixels”. When the percentage is
set to 30%, the motions are judged to exceed the defined threshold, therefore, the motion window will
be outlined in red.

For applications that require a high level of security management, it is suggested to use higher
sensitivity settings and smaller percentage values.
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Camera Tampering Detection

This section explains how to set up camera temper detection. With tamper detection, the
camera is capable of detecting incidents such as redirection, blocking or defocusing, or even
spray paint.

Camera tampering detection

Enable camera tampering detection

Trigger duration: secunds [10~600]

Please follow the steps below to set up the camera tamper detection function:

1. Check Enable camera tampering detection.

2. Enter the tamper trigger duration. (10 sec. ~ 10 min.) The tamper alarm will be triggered only when the
tampering factor (the difference between current frame and pre-saved background) exceeds the trigger
threshold.

3. Set up the event source as Camera Tampering Detection on Application page > Event Settings /
Server Settings (how to send alarm message) / Media Settings (send what type of alarm
message). Please refer to page 79 for detailed information.
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Camera Control

This section explains how to control the Network Camera’s Pan/Tilt/Zoom operation by
connecting to a PTZ driver or scanner via RS485 interface.

RS485 Settings
— RS5485 Settings

&) Disable
) PTZ camera

) Transparent HTTP Tunnel

Disable: Select this option to disable this function.

PTZ camera: Select this option to enable PTZ operation.
To utilize this feature, please connect the Network Camera to a PTZ driver or scanner via RS485
interface first. Then you can configure the PTZ driver and RS485 port with the following settings.

(%) PTZ camera
() Transparent HTTP Tunnel
Camera D
PTZ driver: 'None |
Port settings:
Baud rate: 9600 1”.'::
Data bits: 8 v
Stop bits:
Parity bit:
[ Preset Position ] [ Custom Command ]

LevelOne offers three PTZ drivers: DynaDome/SmartDOME, Lilin PIH-7x00, and Pelco D protocol.
If none of the above PTZ drivers is supported by your PTZ scanner, please select Custom camera
(scanner). Please refer to the user’s manual of your PTZ scanner to determine the Camera ID, PTZ
driver, and Port settings. The Camera ID is necessary to control multiple cameras. If you click Save to
enable this function, the camera control panel will be displayed on the main page. Please refer to the
illustration on page 64.

Transparent HTTP Tunnel: If you want to use your own RS-485 device, you can use UART commands to
build a Transparent HTTP Tunnel. The UART commands will be sent through HTTP tunnel established
between the RS-485 device and the linked camera. For detailed application notes, please refer to URL
Commands on page 96 or http://www.LevelOne.com/downloadfiles/faq/videoserver/UART_HTTP_

Tunnel'pdf' (%) Transparent HTTP Tunnel
FPuort settings:
Baud rate:
Data bits: B v
Stop bits:
Parity bit:
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Preset Positions

If you select DynaDome/SmartDOME, Lilin PIH-7x00, or Pelco D protocol as the PTZ driver and click
the Save button, the Preset Position button will be enabled. Click Preset Position to open the settings
page. You can also select preset positions for the camera to patrol. A total of 20 preset positions can be
configured.

Please follow the steps below to preset a position:

1. Adjust the shooting area to the desired position using the buttons on the right side of the window.

2. Enter a name for the preset position, which allows for up to forty characters. Click Add to enable the
settings. The preset positions will be displayed under the Preset Location list on the left-hand side.

3. To add additional preset positions, please repeat steps 1~2.

4. To remove a preset position from the list, select it from the drop-down list and click Delete.

5. The preset positions will also displayed on the main page. Please refer to the illustration on the next
page.

6. Click Save to enable the settings.

Widen(TC P-A4)

[ et | [ Home | [ Right |
A e

FPan speed 1] D";

Tilt speed
Zoom speed 0 v
0 Functions are the same

as the Control Panel on
Patrol selection: the home page

Freset position name:

Preset Position: e
Goto || Delete

m Remuove Down I{] I Update .
G Save
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m The Camera Control Panel and Preset Positions will be displayed on the home page:

preset position.

m Click Go to: Select one from the drop-down list, and the Network Camera will move to the selected

ailevelone

Video Stream

o

3 Client Settings
2= Configuration
EB Language

FRODDI AP

Video Server

Goto | - Select one —

— Select one —
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Patrol Settings

You can select some preset positions for the Network Camera to patrol.

Please follow the steps below to set up a patrol schedule:

1. Click a preset location on the list and click Select.

2. The selected preset location will be displayed on the Source list.

3. Set the Dwelling time for the preset location during auto patrol. You can also manually enter a value
in the blank and click Update.

4. Repeat step 1 and 3 to select additional preset locations.

5. If you want to delete a selected location, select it from the Source list and click Remove.

6. Select a location and click Up or Down to rearrange the patrol order.

7. Click Save to enable the settings.

[—] [ Auto Focus ] [+]

Pan speed
Tilt speed
Zoom speed

Patrol selection:

Q@  rseowne

nght
down

| (g

Preset Position:

Goto || Delete
o [ oo ] |

5

Selecl
Save e
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Custom Command

If Custom Camera (scanner) is selected as the PTZ driver, the Preset Position and PTZ Control
Panel on the main page will be disabled. You will need to configure command buttons to control the PTZ
scanner. Click Custom Command to open the Custom Command page to set the commands in the
Control Settings session. Please refer to your PTZ scanner user's manual to enter the commands in the
following fields. Click Save to enable the settings and click Close to exit the page.

Control settings:
Up NOTE
Down » If you select DynaDome/SmartDOME, Lilin
Left PIH-7x00, or Pelco D protocol as the PTZ
Ri driver, the Control Settings column will not
ght i
be displayed.
Home
Zoomin
Zoom out
Closer focus

Mare distant focus

Auto Focus

» For all PTZ drivers, a total of five additional

Leaving the "Button name™ field empty means the command button will not be
command buttons can be configured.

displayed in the homepage.

Butten name Command

Command 1: Upleft

Command 2: Upright

Command 3 Downleft

Command 4: Downright

Command 5:

» The command buttons will be displayed on the main page:

(111}
(] . .
=I|9V9|0ﬂe Video Server
Vides Stream

Digital Output

B Language

ol [2] (][] ) B ] [¥][=

|| Uplsi |  Upright |  Downlst | Downrigt ]|
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Homepage Layout JAdvanced Mode]

This section explains how to set up your own customized homepage layout.

Preview
This column shows the settings of your hompage layout. You can manually select the background and
font colors in Theme Options (the third column on this page). The settings will be displayed automatically
in this Preview field. The following shows the homepage using the default settings:

— Preview

uilevelone  Mega-Pixel Network

Video Stream

Digital Output

DR (o210l i it

m Hide Powered by LevelOne: If you check this item, it will be removed from the homepage.

Logo
Here you can change the logo at the top of your homepage.
— Logo graph

You can upload a small logo(Gif, IPG ar PNG), which will be resized to 160x50 pikels
{if it is not already that size) and which will be visible on the main page. Upload a
new logo will replace the old custom logo (if there was one uploaded)

O Default ® Custom
silevelone  Elevelone wes

Logo link:

Follow the steps below to upload a new logo:

1. Click Custom and the Browse field will appear.

2. Select a logo from your files.

3. Click Upload to replace the existing logo with a new one.
4. Enter a website link if necessary.

5. Click Save to enable the settings.
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Theme Options
Here you can change the color of your homepage layout. There are three types of preset patterns for you
to choose from. The new layout will simultaneously appear in the Preview filed. Click Save to enable the

settings.
— Theme Options
— Themes — Color:
Font color: W
@ ]
Preset Patterns | Font color of configuration H
area:
(O ] Font color of video tide: -
| Bk color of control area: #cdoaff
o -. Bk color of configuration area: -
| .
Bk color of video area: #cdoaff
©  Custom Frame calor: -
Previmw
-Fi | | ' Video Sarver —— Pl Caarof e e
mi EVE Oﬂe L
Fomd Widen Stream
Diigitad Ciuitpa]
Bachgrossl Colormiiee ———
g Color sl
E.IE@IE@E-EIEI Ve
—— P Clar
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m Follow the steps below to set up the customed homepage:
1. Click Custom on the left column.
2. Click the field where you want to change the color on the right column.

Custom
Pattern

3. The palette window will pop up as shown below.

— Theme Options
— Themes

O

O
e
¢ N RO

— Color

Font color:

Font color of configuration area:

Font color of video title:

Bk color of control area:

Bk color of configuration area:

Bk color of video area:

#FFFFFF

| Frame color:

Hex:
Greean: l:l
Blue: l:l
Saturation: l:l
Walue: l:l

Color Selector

|

B i g
Saturation: |f4.b

‘ o,

Value: 54.1
A Select

4. Drag the slider bar and click on the left square to select a desired color.
5. The selected color will be displayed in the corresponding fields and in the Preview column.
6. Click Save to enable the settings.
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Application JAdvanced Mode|

This section explains how to configure the video server to responds to particular situations
(event). A typical application is that when a motion is detected, the video server sends buffered
images to an FTP server or e-mail address as notifications.

In the illustration on the right, an event can be triggered
by many sources, such as motion detection or external - g -
digital input devices. When an event is triggered, YOU | . wosem oot
can specify what type of action that will be performed. S Bebict ! \
You can configure the video server to send snapshots - -
or videos to your email address or FTP site.
o, Snapetert. Video e w. Emall. M, HETP S,
SyviwnLog, Dol Culpot — Mphrwek Hwage
— Ewvent Settings
HName Status Sun Mon Tue Wed Thu Fri  Sat Time Trigger
—— Customized Script
Hame Date Time

Customized Script
This function allows you to upload a sample script (.xml file) to the webpage, which will save your time on
configuring the settings. Please note that there is a limited number of customized scripts you can upload;
if the current amount of customized scripts has reached the limit, an alert message will pop up. If you
need more information, please ask for LevelOne technical support.

Customized Script

Click to modify the

script online

=
==

ser

=
9]

s5er

Date Time
20081113 18:13:46
20081113 18:11:32

Click to upload a file ——{Add]|user1 v|[ Delete |

<schedule id="0">
<duration>
<weekday>l-5</weekday>

<?xml version="1.0" encoding="UTF-8"2>
<eventmgr version="0102">
<maxprocess>l</maxprocess>
<!-- from 08:30:00-20:30:00 on Monday to Friday every week -->

<Time»08:30:00-20:30:00</cime>
</duration>
</schedule>
<!-- Motion -->
<motion condition="0"

<status id="0">trigger</status>

<status id="1">trigger</status>

</motion>
<event id="0">

<description>Mail system log to email adddress</description>
<condition>cO</condition>
<scheduleno>0</scheduleno>
<delay>10</delay>
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Event Settings
In the Event Settings column, click Add to open the Event Settings page. On this page, you can
arrange three elements -- Trigger, Schedule, and Action to set an event. A total of 3 event settings can be

configured.

Eventname:| |

[] Enable this event

Detect next event after secund{sl.

Mote: This can only applied to maotion detection and digital input

— Trigger
) Video motion detection

) Periodically

O Digital input

® System boot

O Recording notify

L] Camera tampering detection
) Video loss

O video restore

— Event Schedule
Sun Man Tue Wed Thu Fri Sat
Time

@® Always

O From 2000 o 2400 [hh:mm]

— Action

[] Trigger digital outputforseconds
[[] Move to preset location:

Mote: Please configure Preset locations first

[ Add Server || Add Media |

Server  Nedia Extra parameter

[J1SD |—Mone— v|[ sDTest |[ view |

Event name: Enter a name for the event setting.

Enable this event: Select this option to enable the event setting.

Priority: Select the relative importance of this event (High, Normal, or Low). Events with a higher priority
setting will be executed first.

Detect next event after [[] seconds: Enter the duration in seconds to pause motion detection after a

motion is detected.
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An event is an action initiated by a user-defined trigger source; it is the causal arrangement of the
following three elements: Trigger, Event Schedule, and Action.

Trigger

This is the cause or stimulus which defines when to trigger the video server. The trigger source can be
configured to use the video server’s built-in motion detection mechanism or external digital input devices.
There are several choices of trigger sources as shown below. Select the item to display the detailed
configuration options.

m Video motion detection
This option makes use of the built-in motion detection mechanism as a trigger source. To enable this
function, you need to configure a Motion Detection Window first. For more information, please refer to
Motion Detection on page 59 for details.

— Trigger

& Video motion detection:

Mormal: [J1[]2[]3
Mote: Please configure Motion detection first

O Periodically,

O Digital input

) systermn boat

) Recording notify

O Camera tampering detection
() video loss

) video restore

m Periodically
This option allows the video server to trigger periodically for every other defined minute. Up to 999
minutes are allowed.

— Trigger

O video motion detection:
@® Periodically:
Trigger every otherminutes
) Digital input
) Systemn boot
) Recording notify
L] Camera tampering detection
O video loss

O video restore

m Digital input
This option allows the video server to use an external digital input device or sensor as a trigger source.
Depending on your application, there are many choices of digital input devices on the market which
helps to detect changes in temperature, vibration, sound, and light, etc.

m System boot
This option triggers the video server when the power to the video server is disconnected.

m Recording notify
This option allows the video server to trigger when the recording disk is full or when recording starts to
rewrite older data.
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m Camera tampering detection
This option allows the video server to trigger when the camera detects that is is being tampered with.
To enable this function, you need to configure the Tampering Detection option first. Please refer to
page 61 for detailed information.

— Trigger

2 Video motion detection:
O Periodically:

) Digital input

O System boot

O Recording notify

® Camera tampering detection:
Mote: Please configure Camera tampering detection first

O Video loss

O video restore

m Video loss
This option triggers the video server when the transmitted media files are missing.

m Video restore
This option triggers the video server when the camera starts to transmit video files.

Event Schedule
Specify the period for the event.

— Event Schedule
Sun Mon Tue Wed Thu Fri Sat
Time

® Always

O From 00:00  to 2400 [hhemm]

m Select the days of the week.

m Select the recording schedule in 24-hr time format.

Action
Define the actions to be performed by the video server when a trigger is activated.
— Action

[] Trigger digital outputforseconds
[] Move to preset location:

Mote: Please configure Preset locations first

[ Addserver |[ AddMedia |

Server  Media Extra parameter

[JsD |—None— +|[ sDTest |[ view

m Trigger digital output for [] seconds
Select this option to turn on the external digital output device when a trigger is activated. Specify the
length of the trigger interval in the text box.

m Move to preset location
Select this option, the Network Camera will move to the preset location when a trigger is activated.
Please setup the preset locations on camera configuration page first.
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To set an event with recorded video or snapshots, it is necessary to configure the server and
media settings so that the video server will know what action to take (such as which server to
send the media files to) when a trigger is activated.

m Add Server / Add Media
Click Add Server to configure Server Settings. For more information, please refer to Server Settings
on page 76.
Click Add Media to configure Media Settings. For more information, please refer to Media Settings on
page 79.

Here is an example of the Event Settings page:

Event name:|

[[] Enable this event
Detect next event aﬂersecond(s}.

Mote: This can only applied to motion detection and digital input

— Trigger

) Video motion detection

O Perodically

) Digital input

@ sgystem boot

) Recording notify

) Camera tampering detection
O video loss

O video restore

— Event Schedule
Sun Mon Tue Wed Thu Fri Sat
Time

® Always

O From 0000 to 2400 hhmm]

— Action

[] Trigger digital cutput forseconds
[] Move to preset location:

Mote: Please configure Preset locations first

[ AddServer || AddMedia |

Server Media Extra parameter
] sD —Mone— @ [m [W]
0 Fre
[] Create folders by date time and hour automatically
0 e

0 Emai
0 vrre
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When completed, click Save to enable the settings and click Close to exit Event Settings page. The new
event settings / server settings / media settings will appear in the event drop-down list on the Application
page.

Here is an example of the Application page with an event setting:

—— Event Settings

Name Status Sun Mon Tue Wed Thu Fri  Sat Time Trigger
Event1 On W W W W W W W 00:00~24:00 di

[E] Evenﬁ.lr: Delete | [Help

— Server Settings

Hame Type Address/Location

TP ftp

HAS ns W182168.5.122nas

Email email

HTTP hitp hitp:i192.168.5.10/cgi-binfupload.cai
[Add] FTP  +|[ Delete

— Media Settings
Available memory space: 8000KB

Hame Type
Snapshot snapshot
Video Clip videoclip
System log systemlog

m| Snapshot Iz:| Delete

—— Customized Script

Name Date Time

|add| v [ Delete |

When the Event Status is ON, once an event is triggered by motion detection, the video server will
automatically send snapshots via e-mail.

If you want to stop the event trigger, you can click ON to turn it to OFF status or click Delete to remove
the event setting.

To remove a server setting from the list, select a server name from the drop-down list and click Delete.
Note that only when the server setting is not being applied to an event setting can it be deleted.

To remove a media setting from the list, select a media name from the drop-down list and click Delete.
Note that only when the media setting is not being applied to an event setting can it be deleted.
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Server Settings

Click Add Server on Event Settings page to open the Server Setting page. On this page, you can specify
where the notification messages are sent when a trigger is activated. A total of 5 server settings can be
configured.

Server name: Enter a name for the server setting.

Server Type
There are four choices of server types available: Email, FTP, HTTP, and Network storage. Select the item

to display the detailed configuration options. You can configure either one or all of them.

Email: Select to send the media files via email when a trigger is activated.

Server name: |Emai| |

— Server Type

@& Email:

Sender email address:

Recipient email address:

Server address:

User name:

Password:

i_____

Server port
[] This server requires a secure connection (SSL)
QO FrP:
O HTTP:

) Network storage:

[TestJ [Sa\-’eJ [ CIoseJ

m Sender email address: Enter the email address of the sender.

m Recipient email address: Enter the email address of the recipient.

m Server address: Enter the domain name or IP address of the email server.

m User name: Enter the user name of the email account if necessary.

m Password: Enter the password of the email account if necessary.

m Server port: The default mail server port is set to 25. You can also manually set another port.

If your SMTP server requires a secure connection (SSL), check This server requires a secure
connection (SSL).

To verify if the email settings are correctly configured, click Test. The result will be shown in a pop-up
window. If successful, you will also receive an email indicating the result.

7 hitp:192.160.5.121/c gi-binfadmindiestserver.czi- ... [ || |[3€]

<} hitp-/1192 168 5 121/cgi-binfadmin/testserver cgi - |._

The email has been sent successfully. Error in sending email.

Click Save to enable the settings, then click Close to exit the page.
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FTP: Select to send the media files to an FTP server when a trigger is activated.

Server name: ‘ FTP |

— Server Type

O Email:

@® FTP:

Server address:

Senerpon

User name:

Password:

FTP folder name:

Passive mode
O HTTP:

() Network storage:

[Test] [Save] [ Close ]

m Server address: Enter the domain name or IP address of the FTP server.

m Server port
By default, the FTP server port is set to 21. It can also be assigned to another port number between
1025 and 65535.

m User name: Enter the login name of the FTP account.
m Password: Enter the password of the FTP account.

m FTP folder name
Enter the folder where the media file will be placed. If the folder name does not exist, the video server
will create one on the FTP server.

m Passive mode
Most firewalls do not accept new connections initiated from external requests. If the FTP server
supports passive mode, select this option to enable passive mode FTP and allow data transmission to
pass through the firewall.

To verify if the FTP settings are correctly configured, click Test. The result will be shown in a pop-up
window as shown below. If successful, you will also receive a test.txt file on the FTP server.

A hitp://192.168.5.121/cgi-binfadminfiestserver.ci - . [ |01 [[X] 2 hitp:##192.168.5.121/cgi-binfadminftestserver.cgi - .. [= | [1|[X)

ftp transmission successtully, ftp transmission failed.

Click Save to enable the settings, then click Close to exit the page.
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HTTP: Select to send the media files to an HTTP server when a trigger is activated.

Server name: | HTTF |

— Server Type

O Email;
O FrP:
@ HTTF:

URL: | hitp:41192.168.5 10/cgi-binfupload.cgi

ser name: | |

Password: | |

' Network storage:

[Test] [Save] [ Close]

m URL: Enter the URL of the HTTP server.

m User name: Enter the user name if necessary.
m Password: Enter the password if necessary.

To verify if the HTTP settings are correctly configured, click Test. The result will be shown in a pop-up
window as below. If successful, you will receive a test.txt file on the HTTP server.

2 http:#/192.168.5.121 fogi- binfadmin/testserver.cgi- ... [ || L1 |[30)

2} hitp:#/192 168 5.121/cgi- binfadmin/testserverozi - - [ |

HTTF Transmission successfully. Thanks HTTP Transmission failed.

Click Save to enable the settings, then click Close to exit the page.

Network storage: Select to send the media files to a network storage location when a trigger is activated.
Please refer to Network Storage Setting on page 83 for details.

Click Save to enable the settings, then click Close to exit the page.

When completed, the new server settings will automatically be displayed on the Event Settings page.
For example:

[ Addserver || AddMedia |

S Media Extra parameter
[1sD |—None— [ SDTest |[ View |
[]FTP  |—None—
[]NAS [—None— v [[] Create folders by date time and hour automatically
[] Email |—MNong— i
[] HTTP [—None— v
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Media Settings

Click Add Media on the Event Settings page to open the Media Settings page. On this page, you can
specify the type of media that will be sent when a trigger is activated. A total of 5 media settings can be
configured.

Media name: Enter a name for the media setting.

Media Type
There are three choices of media types available: Snapshot, Video Clip, and System log. Select the item

to display the detailed configuration options. You can configure either one or all of them.

Snapshot: Select to send snapshots when a trigger is activated.

Media name:| Snapshot |

— Media Type
(# Snapshot
Source:| Stream1 v |

Send pre-event image(s) [0~7]
Send post-event image(s) [0~7]

File name prefix | Snapshot_

Add date and time suffix to file name
O video Clip

) System log

m Source: Select to take snapshots from stream 1 ~ 4.

m Send [] pre-event images
The video server has a buffer area; it temporarily holds data up to a certain limit. Enter a number to
decide how many images to capture before a trigger is activated. Up to 7 images can be generated.

m Send [] post-event images
Enter a number to decide how many images to capture after a trigger is activated. Up to 7 images can

be generated.

For example, if both the Send pre-event images and Send post-event images are set to 7, a total of 15
images are generated after a trigger is activated.

o o o e .?........

Tripger Acfeolion

m File name prefix
Enter the text that will be appended to the front of the file name.

m Add date and time suffix to the file name
Select this option to add a date/time suffix to the file name.
For example:

Snopshol_20080104_100341

t1

Fie name prelxy  Dohe and frme aufftx
The frmat & FYTYRMMDD HHWWES

Click Save to enable the settings, then click Close to exit the page.

User's Manual - 89




Video clip: Select to send video clips when a trigger is activated.

Media name:|‘u"ideo Clip |

— Media Type

O Snapshot:

@ video Clip

Source:

Pre-event recnrding:lzl seconds [0~9]

Maxirmum duration: seconds [1~10]

Maximum file size: Kbytes [50~800]

File name prefix |"u"idE!Cl Clip_ |

) system log

m Source: The video source. The stream source will be identical to the preset time shift caching stream.
For more information about time shift caching stream, please refer to page 53.

m Pre-event recording
The video server has a buffer area; it temporarily holds data up to a certain limit. Enter a number to
decide the duration of recording before a trigger is activated. Up to 9 seconds can be set.

m Maximum duration
Specify the maximum recording duration in seconds. Up to 10 seconds can be set.
For example, if pre-event recording is set to five seconds and the maximum duration is set to ten
seconds, the video server continues to record for another 4 seconds after a trigger is activated.

.....?....

o e

m Maximum file size
Specify the maximum file size allowed.

m File name prefix
Enter the text that will be appended to the front of the file name.

For example:

VYideo JO0BOT04 100341

4

Fie name prelin Dol and fme sl
The format B T TYRBMDD HHMMES

Click Save to enable the settings, then click Close to exit the page.

System log: Select to send a system log when a trigger is activated.
Click Save to enable the settings, then click Close to exit the page.

When completed, click Save to enable the settings and click Close to exit this page. The new media
settings will appear on the Event Settings page.
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You can continue to select a server and media type for the event. Please go back to page 66 for detailed

information.

| AddServer || AddMedia |

| SDTest || view |

[] FTP Snapshot
Yideao Clip
System loa
] NAS | —none v
| ¥ S
] Email |—Nnne— l\g|
[] HTTP |—Nnne— l\g|

Extra parameter

[] Create folders by date time and hour automatically

m SD Test: Click to test your SD card. The system will display a message indicating success or failure. If
you want to use your SD card for local storage, please format it before use. Please refer to page 83 for

detailed information.

m Create folders by date, time, and hour automatically: If you check
folders automatically by date.

m View: Click this button to open a file list window. This function
Storage.

this item, the system will generate

is only for SD card and Network

If you click View button of SD card, a Local storage page will pop up for you to manage recorded files
on SD card. For more information about Local storage, please refer to page 86 for illustration.

If you click View button of Network storage, a file directory window will pop up for you to view

recorded data on Network storage.

The following is an example of a file destination with video clips:

The format is: YYYYMMDD

] 8
] (3]
[ [

—  Delete

20081120
20081121
20081122

| | Deleteall +——

Click to delete selected items

Click to open the directory

~Click to delete all recorded data
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Click 20081120 to open the directory:

The format is: HH (24r)
Click to open the file list for that hour

|-¢: 07 08 09 10 11 12 13 14 15 16 17 =

file name size date time
[1|Recordingl 58.mp4 2520004 2008/11/20 075828
[]|Recordingl 59.mp4 2563536 2008/11/20 07159 28

| DelletE | | Deleteall | | Back |

I
Click to delete Click to go back to the previous
selected items level of the directory

Click to delete all
recorded data

< 07 03 09 10 11 12 13 14 15 16 17 =

file name size date time
[]|Recordingl 58.mp4 2526004 2008/11/20 07:58:28
[]|Recordingl 59.mp4 2563536 2008/11/20 07:59:28

[ Delete ||| Deleteall | | Back |

The format is: File name prefix + Minute (mm)
You can set up the file name prefix on Media Settings page.
Please refer to page 79 for detailed information.
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Recording |Advanced Mode|

This section explains how to configure the recording settings for the video server.

Recording Settings

— Recording Settings

Mote: Before setup recording, you have to setup network storage first via Server page

Name  Status Sun Mon Tue Wed Thu Fri  Sat Time Source Destination

[Add) [ SD Test || v|[Delete

Insert your SD card and click here to test

NOTE

» Before setting up this page, please set up the Network Storage on the Server Settings page first.
» Please remember to format your SD card when using for the first time. Please refer to page 86 for
detailed information.

Network Storage Setting
Click Server to open the Server Settings page and follow the steps below to set up:
1. Fill in the information for your server.

Forexample: | i 0 4
2
Server name: | 1145 |
— Qarvar Tuna
er Type
Ermail
RLLE Network storage path
HTTR: (\server name or IP address\folder name)

1 ® Metwork storage:

Metwark storage location: |11192.168.5.1221nas |

(For example:

Nry_naswdiskifolder)

Fasswoard: SR TTTTTIT T <
I[Test]ISave |[ciose
2 4 User name and password for your server
~|
&1Done [ mternet
2. Click Test to check the setting. The result will be shown in the pop-up window.
A http:/192.168.5.151/cgi-binfadminftestserver... = ||1/[5| l-@ http:/1192.168.5.151/cgi-binfadminitestserver... [= || 51|[X]
Wlount successfully. Thanlks Idount faled.
@ Dane | | | | | | ) Internet _:;| a Dane | | | | | | # Internet
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If successful, you will receive a test.txt file on the network storage server.

# NAS on ritali

File Edit Miew Favorites Tools  Help ”
@ Back - e = @ ‘ p Search B\E‘-‘j Folders -
address | L YrkalijNAS C’]| e

= test.kxt
File and Folder Tasks @ = | TextDocument

=
= 1 KB
Eﬁ Renarne this file
& Move this file

D Copy this File

I® test.txt - Notepad
File Edit Format  Wiew Help

' Publish this file to the Web
@ E-mail this File

% Print this Filz

¥ Delete this file

[MOTIFICATION]The rResult of serwver Test of vour IP Camera A
| L

(g
o

Other Places @

3. Enter a server name.
4. Click Save to complete the settings and click Close to exit the page.

Recording Settings
Click Add to open the recording setting page. In this page, you can define the recording source,
recording schedule, and recording capacity. A total of 2 recording settings can be configured.

Recording name:| |

[] Enable this recording

— Trigger

& Schedule
O Metwork fail

— Recording Schedule
Sun Mon Tue Wed Thu Fri Sat

Time

® Always

O From 0000 to| 2400 | [hhmm)]

O Entire free space

& Limit recording size in Mhytes

Enable cyclic recording

Reserved amount; Mbytes

Mote: To enable recarding notification please configure Application first

Recording name: Enter a name for the recording setting.

Enable this recording: Select this option to enable video recording.

Priority: Select the relative importance of this recording setting (High, Normal, and Low).
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Source: Select the recording source (stream 1 ~ 4).

Trigger: Select a trigger source.

m Schedule: The server will start to record files on the local storage or network storage (NAS).

m Network fail: Since network fail, the server will start to record files on the local storage (SD card).

Recording Schedule: Specify the recording duration.

m Select the days of the week.
m Select the recording start and end times in 24-hr time format.
Destination: You can select the SD card or network storage that was set up for the recorded video files.

Capacity: You can choose either the entire free space available or limit the recording size. The recording
size limit must be larger than the reserved amount for cyclic recording.

File name prefix: Enter the text that will be appended to the front of the file name.

Enable cyclic recording: If you check this item, when the maximum capacity is reached, the oldest file
will be overwritten by the latest one. The reserved amount is reserved for cyclic recording to prevent
malfunction. This value must be larger than 15 MBytes.

If you want to enable recording notification, please click Application to set up. Please refer to Trigger >
Recording notify on page 72 for detailed information.

When completed, select Enable this recording. Click Save to enable the setting and click Close to exit
this page. When the system begins recording, it will send the recorded files to the Network Storage.
The new recording name will appear in the drop-down list on the recording page as shown below.

To remove a recording setting from the list, select a recording name from the drop-down list and click
Delete. — Recording Settings

Mote: Before setup recarding, wou have to setup network storage firstwia Server page

Name Status Sun Mon Tue Wed Thu Fri  Sat Time Source  Destination
Video ON W W W i i W W 00:00~24:00  streamt MAS

(add] [ SD Test | video v [ Delete |

m Click Video (Name): Opens the Recording Settings page to modify.
m Click ON (Status): The Status will become OFF and stop recording.

m Click NAS (Destination): Opens the file list of recordings as shown below. For more information about
folder naming rules, please refer to page 82 for details.

[]= 20081120
] = 20081121
[]= 20081122

[ Delete | [ Deleteall |
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Local Storage |Advanced Mode

This section explains how to manage the local storage on the video server. Here you can view

SD card status, search for recorded files to playback, download, etc.

— 5D card management

#* 5D card control:

* 5D card status: Detached

no SD card

* File attributes:

= Triggertime:

— Searching and viewing the records

— Search results

Shuw entries

Trigger time

Media type

Search:

Trigger type

Locked

Showing 0to 0 of 0 entries

Mo matching records found

]

| view || Download || Uncheckall || JPEGstoAvI || LockWUnlock || Remove |

Maote: “View™ and "Download” only apply to the highlight item

SD Card Management

SD card status: This column shows the status and reserved space of your SD card. Please remember to
format the SD card when using for the first time.

— 5D card management

w 30 card status: Ready
Total size:

sed size:

Format
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SD card control

m Enable cyclic storage: Check this item if you want to enable cyclic recording. When the maximum

capacity is reached, the oldest file will be overwritten by the latest one.

= 50 card control:

[] Enahle cyclic storage

[] Enable automatic disk cleanup

Maximum duration for keeping files: days

m Enable automatic disk cleanup: Check this item and enter the number of days you wish to retain a file.
For example, if you enter “7 days”, the recorded files will be stored on the SD card for 7 days.

Click Save to enable your settings.

Searching and Viewing the Records
This column allows the user to set up search criteria for recorded data. If you do not select any criteria
and click Search button, all recorded data will be listed in the Search Results cloumn.

~ File attributes:

Trigger type:

Media Type:
Locked:

= Triggertime:
From:

Ta:

— Searching and viewing the records

[] Digital input

[] System boot

[] Periodically

[] video Clip

[] Locked

Date

Date

2009-03-05

2009-03-05

yyyy-mim-dd)

[] video loss

[] Recording notify
[] Metwark fail

[] Snapshot

[] Unlocked

Time 00:00:00

Time 23:58:59

(hh:mm:ss)

[] video restaore
[ Motion
[] Tampering

[] Text

File attributes: Select one or more items as your search criteria.

Trigger time: Manually enter the time range you want to search.

Click Search and the recorded data corresponding to the search criteria will be listed in Search Results

window.
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Search Results
The following is an example of search results. There are four columns: Trigger time, Media type, Trigger

type, and Locked. Click

Numbers of entries displayed on one page

— SEarJh results

to sort the search results in either direction.

Enter a key word to filter the
search results

Show 10 ,v' entries

Trigger time

Media type

Search:

Trigger type

|
|

Locked

OOooOoo0oOooOoo0oaod

O

2009-03-05 10:48:58

2009-03-05 10:49:58

2009-03-05 10:50:58

2009-03-05 10:51:58

2009-03-05 10:52:58

2009-03-05 10:53:58

2009-03-05 10:54:58

2009-03-05 10:55:57

2009-03-05 10:56:57

Showing 11 to 20 of 32 entries

Yideaclip
Yideaclip
Yideaclip
Yideaclip
Yideaclip
Yideoclip
Yideaclip
Yideoclip

Yideaclip

FPeriodically
FPeriodically
FPeriodically
FPeriodically
FPeriodically
Periadically
FPeriodically
Periadically

FPeriodically

Mo

Mo

Mo

Mo

Mo

Mo

Mo

Mo

Ak

— Highlight an
item

Click to switch

pages

[ Wiew

|| Download || UncheckAll |[ JPEGstoAVI || LockiUnlock || Remove |

Maote: View™ and "Download” only apply to the highlight item

View: Click on a search result which will highlight the selected item in purple as shown above. Click the
View button and a media window will pop up to play back the selected file.

For example:

Click to adjust the image size
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Download: Click on a search result to highlight the selected item in purple as shown above. Then click
the Download button and a file download window will pop up for you to save the file.

JPEGs to AVI: This functions only applies to “JPEG" format files such as snapshots. You can select
several snapshots from the list, then click this button. Those snapshots will be converted into an AVI file.

Lock/Unlock: Select the desired search results, then click this button. The selected items will become
Locked, which will not be deleted during cyclic recoroding. You can click again to unlock the selections.

For example:

— Search results

Showing 11 to 20 of 32 entries

Show entries Search:

Trigger time Media type Trigger type Locked
2009-03-0510:47:57 Yideaclip FPeriodically Yes
2009-03-0510:48:58 Yideaclip FPeriodically
____

] 2009-03-0510:50:58 Yideaclip FPeriodically

] 2009-03-0510:51:58 Yideaclip FPeriodically Mo
] 2009-03-0510:52:58 Yideaclip FPeriodically Mo
] 2009-03-0510:53:58 Yideaclip FPeriodically Mo
] 2009-03-0510:54:58 Yideaclip FPeriodically Mo
] 2009-03-05 10:55:57 Yideaclip FPeriodically Mo
] 2009-03-0510:56:57 Yideaclip FPeriodically Mo

Alr

[

Wiew

|| Download || Uncheckall || JPEGstoAvl | [~ LockiUniock || Remove |

Remove: Select the desired search results, then click this button to delete the files.
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System Log |Advanced Mode|

This section explains how to configure the video server to send the system log to the remote
server as backup.

Remote Log
— Remote Log
[]Enable remote log
Log server settings
port: 514

You can configure the video server to send the system log file to a remote server as a log backup.
Before utilizing this feature, it is suggested that the user install a log-recording tool to receive system log
messages from the video server. An example is Kiwi Syslog Daemon. Visit http://www.kiwisyslog.com/
kiwi-syslog-daemon-overview/.

S, f Kiwi Syslog Daemon (Yersion 7.1.4)

File View Help
& m [Display 00 (Defaul)  ~]

D ate | Time | Friority | Hostname |Message |g]
01-12-2008 15:21:32 User.Info 192.168.5.121 ;[RTSP SERVER]: Stop one session, IP=192.168.5.122 EJ
01-12-2008 15:21:31 User.Info 192.168.5.121 [RTSP SERVER]: Start one session, IP=192.168.5.122

01-12-2008 15:20:47 Syslog.Info 192.168.5.121 syslogd 1.4.1: restart.

=
100% | IMPH | [15:34 | p1-12-2008

Follow the steps below to set up the remote log:

1. In the IP address text box, enter the IP address of the remote server.

2. In the port text box, enter the port number of the remote server.

3. When completed, select Enable remote log and click Save to enable the setting.

Current Log

— Current Log
Sep 18 10:28:43 syslogd 1.5.0: restart.
Sep 18 10:28:45 [swatchdog][308]: Ready to watch hitpd.
Sep 18 10:28:46 [EVENT MGR]: Starting eventmar with support for EcTun
Sep 18 10:28:46 [EVENT MGR]: Task conffile: there is no valid event in recording_taskxml, skip it
Sep 18 10:28:46 [EVENT MGR]: Task conffile: there is no valid event in event_taskxmil, skip it
Sep 18 10:28:51 [DRM Senvice]. Starting DRM service.
Sep 18 10:28:55 automount[651]); == mount: mounting /dewmmchlk0p1 on imntfauto/CF failed:
Mo such device or address
Sep 18 10:28:55 automount[651]); mount{generic). failed to mount /dewimmchlkOp1 (type viat)
on /mnt/auto/CF
Sep 18 10:28:55 automount[560]; == mount. mounting /devimmcblk0p1 on imnt/auto/CF failed:
Mo such device or address
Sep 18 100:28:55 automount[660]: mount{generic): failed to mount /dewimmeblkOp1 (type vfat)
on imnt/auto/CF
Sep 18 10:28:56 [SYS]: Seral number = 00020109C260
Sep 18 10:28:56 [SY3]: System starts at Fri Sep 18 10:28:56 UTC 2009
Sep 18 10:28:56 [MET]: === NET INFO ===
This column displays the system log in chronological order. The system log is stored in the video server’s
buffer area and will be overwritten when reaching a certain limit.

E3
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View Parameters |Advanced Mode

The View Parameters page lists the entire system’s parameters in alphabetical order. If you
need technical assistance, please provide the information listed on this page.

— Parameter List

(=

system hostname='Wideo Server'

system ledoff='0"

system date='2009/09/21"

system time="11:02:13"'

system datetime=''

system ntp="'"

system timezoneindex='"320"'

system dayvlight enable='0"'

system dayvlight dstactualmode='1"'
system daylight auto begintime='NCONE'
system dayvlight auto endtime='NCONE'
system daylight timezones=',-360,-320,-280,-240,-241,-200,-201,-1
system updateinterval='0"'
system info modelname='WV58102°'

system info extendedmodelname='V52102°'
system info serialnumber='0002D103C260"
system info firmwareversion='V52102-VVIK-0100b"
system info language count='3"'
system info language 10='English'
system info language 1il1='Deutsch'’
system info language 12=' Espafiol’
system info language 1i3='Frangais'
system info language i4='Italianc'
system_info_language_iS='H#AF"
system info language i16=' Fortugués'
system info language i7='fE{Echi
system _info language is="Egfichz
system info language_ iS=''

system info language il0=''

system info language ill=‘"'

system info language il2=''

system info language il3='"'

system info language il4=''

system info language il5='"'

system info language ilé="'

system info language il7="'

%

- 0 . "

>
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Maintenance

This chapter explains how to restore the video server to factory default, upgrade firmware

version, etc.
Rehoot
|7Reb0mthe device

This feature allows you to reboot the video server, which takes about one minute to complete. When
completed, the live video page will be displayed in your browser. The following message will be displayed
during the reboot process.

Reboot

The device is rebooting now. Your browser will reconnect to hitp:/M192.168.5.151:80/
Ifthe connection fails, please manually enter the above IP address in your browser.

If the connection fails after rebooting, manually enter the IP address of the video server in the address
field to resume the connection.

Restore

Restore

Restore all settings to factory default except settings in

[] Metwork Type [ ]| Daylight Saving Time [ ] Custom language

This feature allows you to restore the video server to factory default settings.

Network Type: Select this option to retain the Network Type settings (please refer to Network Type on
page 33).

Daylight Saving Time: Select this option to retain the Daylight Saving Time settings (please refer to
System on page 24)

Custom Language: Select this option to retain the Custom Language settings.

If none of the options is selected, all settings will be restored to factory default.

The following message is displayed during the restoring process.

The device is rebooting now. Your browser will reconnect to http:/192 168.5.151:80/
Ifthe connection fails, please manually enter the above IP address in your browser.
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Export / Upload Files | Advanced Mode|

This feature allows you to Export / Upload daylight saving time rules, custom language files, and setting
backup files.

— Export files

Export daylight saving time configuration file Export

Export language file Export

Export setting backup file

Export

— Upload files

Update daylight saving time rules | |[ Browse... || Upload
Update custom language file | | Browse... || Upload
Upload setting backup file | |[ Browss... || Upload

Export daylight saving time configuration file: Click to set the start and end time of DST.

Follow the steps below to export:

1. In the Export files column, click Export to export the daylight saving time configuration file from the
video server.

2. A file download dialog will pop up as shown below. Click Open to review the XML file or click Save to
store the file for editing. 3] e X

Do pou want to open or zave this file?

<@ Marme:  config_dst.:ml
= Type: %ML Document, 11.1 KB
From: 192.168.5.151

[ Open J[ Save JI Cancel I

W'hile filez from the Internet can be useful, zome files can potentially
harm your computer. 1F pou do not trugt the zource, do not open o
zave this file, What's the risk?

3. Open the file with Microsoft® Notepad and locate your time zone; set the start and end time of DST.
When completed, save the file.

In the example below, DST begins each year at 2:00 a.m. on the second Sunday in March and ends at
2:00 a.m. on the first Sunday in November.

= config_dst - Notepad

File Edit Format View Help

<Day=</Dayr
4 <%eek"|nMonth>F"|rst</week1'nMonth> !J
<Dayofweek>sunday</Dayofweek >
<HouUr=2</Hour >
EndTime E]
</TimezZonex
<TimeZone id="-240" name="{GMT-06:00) Central Time (Us and Canada)">
<StartTimes
<shift=60<¢/shift>
<Monthz3</Month:
<Day></Day>
<weekinMonth:second<weekinMonths
<Dayofweek>sunday</Dayofweek >
<HOUr=2<//Hour >
</ /startTimes
<EndTimes>
<shiftz-a0</shifts
<Month=11<,/Mont b
<Day></Day>
<weekinMonth:First< weekinMonths
<Dayofweek >sunday< /Dayofweeks
<HOoUr=2<//Hour:
</EndTime>
</TIMEZ0one:

<Timezone fd="-241" name="(EMT-06:00) Maxico City"> !J
e I
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Upload daylight saving time rule: Click Browse... and specify the XML file to upload.

If the incorrect date and time are assigned, you will see the following warning message when uploading
the file to the video server.

I® config_dst - Notepad

A http:4/192.168.5.121 /cgj-binfadmin/upload.cei - Micresoft Int... [= || Z1/[X]

File Edt Faormat View Help

<Day»</Day> -
<waekinMonth>First< weakinMonths= 8
<bayofweek>sunday</Dayofweek>
<HOUF>2 </ Hour >

Imvalid <Month» walue in TiweZone id: -240 . . .

</EndTimex>
</Timezone:
<Timezone id="-240" name="(GMT-06:00) cCentral Time (Us and cCanada)'s
<StartTime>
<shift>60</shifts
<Day><,;Day>
<wieekinMmonthz>second< AweekinMonths
<bayofweek>sunday</Tayofweek>
<HOUF =2 < HOUr =
</startTimes
<EndTimex
<shift>-60</shift>

[

<Month>1ll</Months
<Day»</Day>
<waekinMonth>First< weakinMonths=
<bayofweek>sunday</Dayofweek>
<HOUF>2 </ Hour >
</EndTimex>
</Timezone:
<Timezone jd="-241" name="(GMT-06:00) Mexico City">

3]

&

1| — . ] [}

The following message is displayed when attempting to upload an incorrect file format.

Microsoft Internet Explorer

" E The File must have a .xml filename suffix,

Export language file: Click to export language strings. LevelOne provides nine languages: English,
Deutsch, Espafiol, Francais, Italiano, HZEE, Portugués, fifRK$3, and %4 ¥ <.

Upload custom language file: Click Browse... and specify your own custom language file to upload.

Export setting backup file: Click to export all parameters for the device and user-defined scripts.

Upload setting backup file: Click Browse... to upload a setting backup file. Please note that the model
and firmware version of the device should be the same as the setting backup file. If you have set up a
fixed IP or other special settings for your device, it is not suggested to upload a settings backup file.

Upgrade Firmware

Upgrade firmware

Select firmware ﬁle| | Browse. ..

This feature allows you to upgrade the firmware of your video server. It takes a few minutes to complete
the process.
Note: Do not power off the video server during the upgrade!

Follow the steps below to upgrade the firmware:

1. Download the latest firmware file from the LevelOne website. The file is in .pkg file format.

2. Click Browse... and specify the firmware file.

3. Click Upgrade. The video server starts to upgrade and will reboot automatically when the upgrade
completes.

If the upgrade is successful, you will see “Reboot system now!! This connection will close”. After that, re-
access the video server.
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The following message is displayed when the upgrade has succeeded.

Reboot system nowll
The connechon will cliose.

The following message is displayed when you have selected an incorrect firmware file.

Shorling frrmeore Lpgrods

[ ot power doam the server duing The upeproale.
The =rver wil reshart ausiomatcaly ofter the upgrane E
compleied

This will toke obowt 1 - 5 minutes.
Wrong PRG file Famot

Lirnpock fal
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Appendix
URL Commands for the Network Camera/Video Server

Overview

For some customers who already have their own web site or web control application, the Network
Camera/Video Server can be easily integrated through URL syntax. This section specifies the external
HTTP-based application programming interface. The HTTP-based camera interface provides the
functionality to request a single image, control camera functions (PTZ, output relay etc.), and get and set
internal parameter values. The image and CGl-requests are handled by the built-in Web server.

Style Convention

In URL syntax and in descriptions of CGl parameters, text within angle brackets denotes content that
is to be replaced with either a value or a string. When replacing the text string, the angle brackets
should also be replaced. An example of this is the description of the name for the server, denoted with
<servername> in the URL syntax description below, that is replaced with the string myserver in the URL
syntax example further down in the page.

URL syntax is denoted with the word "Syntax:" written in bold face followed by a box with the referenced
syntax as shown below. For example, name of the server is written as <servername> and is intended to
be replaced with the name of the actual server. This can either be a name, e.g., "mywebcam" or "thecam.
adomain.net" or the associated IP number for the server, e.g., 192.168.0.220.

Syntax:

http://<servername>/cgi-bin/viewer/video.jpg

Description of returned data is written with "Return:" in bold face followed by the returned data in a box. All data is
returned in HTTP format, i.e., each line is separated with a Carriage Return and Line Feed (CRLF) printed as \r\n.

Return:

HTTP/1.0 <HTTP code> <HTTP text>\r\n

URL syntax examples are written with "Example:" in bold face followed by a short description and a light grey box
with the example.

Example: request a single snapshot image

http://mywebserver/cgi-bin/viewer/video.jpg
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General CGI URL Syntax and Parameters

CGI parametsrs are written in kewwercase and as one word without any undersoores o other separatns,

When the OGI rpeest incdudes, irmtemal armem parametesrs, these parameters must be written exactly as
they are named in the camera or videa serven. The DGls are crganired in funcionally related directones
urder the op-hin directory. The file edension .o s required.

Syriax:

hitp: ff < sorverrames foep- hinf < subdiv=-[ [ < subsdrs . | <op=> . «<ext>
[F<pararmeter>=<wahe>[k<pamameter> =<value>... ]

Examsple: St digial antpan #1 o ative

http:/mywebserver/cgi-bin/dido/setdo.cgi?dol=1

Security Leveld

SECURITY LEVEL | SUB-DIRECTORY DESCRIPTION

o J NEETYITI S Unproteched.

1 [wiexr] anoimymku s, viewer, dida, | 1. Can view, isten, talk to camem.
i 2. Can correl DI/DO, PTZ of the camera.

4 [operator] anomymku s, viewer, dida, | Operator aoess rights can mndify most of the cmer's
T, operator paramEiers et same privileges and network options.

6 [admin] anomymu s, viewer, dida, | Adminshator aoess rAights can fully ool e camera’s

T, operator, admin

opeabhons

WA

Irmtemal parameters. Unable to be changed by any
extemal rmerfanes

Gel Server Parameier Values

Role: The aaess right deperds on the UL direciorg
Method: GETPOST

Syriax:

hitp: < sorverrames fog- hinfan orymious) petparam g i 4 <parcmeter =]

[N parametor=- _]

hitp: ff < serverrames fog - hinfvieve dgetparam o <parameier > |




[N parametor=- _]

hitp: {f < serverrmames fog - hinfoperatr/geipamam.og H < parametors |
[N parametor=- _]

hitp: ff < serverrames fog - hinfad minfostparam o] <paameter =]
[N parametor=- _]

Where the <paramater> shoukd be <groop>] <mame>] or <gmoup > .<name>]. ¥ you do not specfy any
parameters, all the parameters on the server will e retumed. IF you specily only <groap=, the parameterns
of the related greup will e nebumed.

When querying parmameter values, the osment parameter values are returmed.
A sxreecchil mntrel recpesst nehumes prRmeterr pars a5 ollms:
Retum:

HTTR/1.0 X0 OK\ryn
Contert-Type: tesdfhtmiyrin
Conmtext-Length: <length=Yrin
rin

“porareler pars

where <parameter pair> is
“parameters>=<yahe>Yin
[<parameter pair=]

<dength> is the actual lkength of corbent.

Bxample: Request TP adkdress and its nesponse
Request:
http://192.168.0.123/cgi-bin/admin/getparam.cgi?network_ipaddress

Response:

HTTR/1.0 200 OK\r\n

Content-Type: text/htmlirin
Context-Length: 33V\n

Wwin
network.ipaddress=192.168.0.123Yr\n



Sel Server Parameter vValues

Role: The aaess right deperds on the URL direciong
Method: GETPOST

Syriax:
hitp: ff < serverrames fog - hinfanorymous setparamai? <parameters = <yalia>
[E=pamameter>=<valpe> _ ][ Bupdate=<vabe > |[krstum=<retum page=>]

hitp: f < serverrames fog-hinfvieve fortparam o ? < paameier s —<vahe s
[Kx=parmametors=<values ][ Bupdate=«<vahe>] [Rretbam=<retum page>]

hitp: ff < sorverrmames fog-hinfoperabrfseipamam. o ¥ < parametpr > —Cvalies-
[Kx=parmametors=<values ][ Bupdate=«<vahe>] [Rretbam=<retum page>]

hitp: ff < serverrmames fogp-hinfad minfsstparam.ai? <paameiers=<vake>
[Kx=parmametors=<values ][ Bupdate=«<vahe>] [Rretbam=<retum page>]

PARAMETER VALLIE DESCRIPTION

goup> name (vahe o axigned  (Aesign <vadue 1o the parameler <oroup>  CRame> .

updale <hoolean: S5et tn 1 to updabe all fields [no need o update parameter in each
graup).

el CrEiiNn poget Redirect o the page <retimn poge> after the paameter s assioned.
The <reforn page> can be a full URL path or relative path acoeding tn

the current: path. If you ocmit this parameter; & will redirect to an
empty page. {Note: The rehun page can be a general HTML file
{.htm, .html} or a VIVOTEK server sooipt exenutable {avsp) file. [t
annat be a CG1 command or have ary extra parameters. This
parameter must be placed at the end of the parameter list

HTTR 1.0 200 OK\r\n
Contert-Type: tesxdfhtmiyrin
Comext-Llength: <length=Yn
'

<parareler par=

where <parameter pair> is
<parameters=<vahke>Yyin
[<parameter pair=]




Only the parameters that you set ard are readable will be retumed

Examsple: Set the [P address of server 1o 192 168,111 23:

Request:

http:f/myserver/cgi-bi

Response:
HTTR/1.0 200 OK\AR

admin/setparam.cgi?network ipaddress=192,168.0.123

Content-Type: text/htmiirin

Context-Length: 33V\n

Win

network.ipaddress=192.168.0.123r\n

Available Parameters on the Server

Valid values:

WALID VALUES DESCRIPTION

string[ <n=] Tt strings sharter than "n® characters. The dharacers ™), <> 8 are immlkd

string[n—m] Text strings [onger than ™ n" characters ard shorter than " m” chareces. The
charaders ™, <, & are imabd.

pasward[ <n>] The same as string but displays "™ instead.

inbeger Aury number betwesn {-7% — 1y and (2 - 1).

posithe inbener Aury number bebwesn 0 and {23 — 1],

o =L Ay mumber between 'm” and "n’

domain name[<n=] A string limited 1o a domain name shorter than *n” characters (eg. wsnesibm.coom).

email address [<n] | A string Fmited 1o an email address sharter than "'n’ characters (eq.

ip axkdness A string mited 1o an TP adklress (pg. 192.168.1.1).

mar adkd rees

A siring limited 1o corain a MAC addess without hwphens or mkons.

boalean

A baclean value of 1 ar O reepresents [¥es or Nal. [True or False], [Enahle or
Diesable].

<ahel s, ameXs,

Erumeration. Dnly given values are valal.

swahmel=, _

hlank A hlank string.

everything insikle <= | A description

inteqger primary key 500 ite data bype. A 32-bit signed Tnteger: The value is a=xigned a unique Tmteger by
the server.

et S50Lite data type. The value is a text string, stored using the database encoding




(LTS, UTF-168F or UTF16E).

ocmrdinate

¥ ¥ condinate [eq. 0,0)

window e

wintkrw wikith and height (pg. S00b:600)

NOTE: The camera should nat be restarted when parameters are changed.

Greup: sychesmn
NAME WALILE SECURITY | DESCRIPTION
[get/set)
hostname siring[40] j F, 3 Hiost name of server {Hetwork Camera, Wirsless Netwark
Camera, Viden Server, Wireless Viden Server].
beclolf <boalean> &G Turm on {0) or turn off (1] all led indcators
date <yyyyimmfdd>, | &6 Current date of system. Set o "keep” o keep dabe
keep, autc unchanged. Set o "aurin” tn use NTP to synchronize date.
time <hh:rmm:ss>, &6 Current time of the system. Set o "keep” o koeep time
keep, auin unchanged. Set o "are” tn use NTP tn synchronie time.
dabetime <MMDDh ¥y | 66 Another curment time format of the system.
W
nip <domain mme>, | &6 NTP server
<ip ackdress >, *Da not use “skip i immke default server” for default
«<hlankc= vake.
timeameind | 489 = 579 &6 Indicate timezone and area.
-480: GMT-12:00 Enfweick, Kwajalkein
-H40: GMT-11:00 Midway Islard, Samoa
—H10: GMT-111: 00 How il
-360: GMT119:00 Alasla
-320: GMT1H:10 Las Vegas, San_Fanosm, Yanmuver
-280: GMTHI 10 Maumiain Time, Demeer
-281: GMT-HI7:10 Arirona
-240:; GMT-15: 00 Central America, Central Time, Mexim
Gty Sas kalrhenwan

-H0: GMT-05: 00 Eastern Time, New York, Toromo

-AI1: SMT-15:00 Bogota, Lima, Quito, Indiana

=181k GMT-04::H Cararas

-160: GMT-04: 00 Atantic Time, Canada, La Paz, Sartiago
-140: GMT-13: 30 Newkundand

-120: GMT-03-00 Brasiia, Buenos Ares, Genmeiown,
Greenland

-Bl: GMT-0Z2:=00 Mid-Arantic

~1: GMT-0=H] Azores, Cape Verde TS.

[z GMT Casablama, Greenweich Mean Times Dublin,




Edinburngh, Lisbon, Landen

H1: GMT 00 Armsterdam, Berlin, Rome, Stoddwoim,
Vienna, Madrid, Raris

A1: GMT [H:00 Warsaw, Budapest, Bem

Bil: GMT 02:00 Athens, Helsinkd, Istanbul, Riga

Bl: GMT 12:00 Caim

B2: GMT 02:00 Lelancn, Minsk

B3: GMT 02:00 Israel

120: GMT 13:00 Baghcdad, Kinwait, Riyadh, Moscow, St
Peterchurn, Nairabi

121: GMT I13:00 Iraq

140: GMT {13:30 Tehran

16£0: GMT 04z Abu Dhahi, Mu=cat, Baku, Thils, Yerevan
180: GMT {4 :31 Kabul

HI0: GMT 115:00 Eksterinburg, Ilamahad, Karadhi,
Tashiaemt

220: GMT 115: 30 Caloutta, Chennal, Mumbai, Mew Delhi
230: GMT 15:45 Kathrmandu

240: GMT D6:00 Almaty, Mowasibirsk, Astana, Dhala, Sri
Jayawandenepura

260: GMT 06: 30 Rangacn

280: GMT O7:00 Bangkok, Hanoi, lalarta, Kresxaarsk
320: GMT 08:00 Beijing, Chongging, Hang Kong, Kuak
Lumpaur, Singapare, Riped

360: GMT [9:00 Osala, Sappoer, Talom, Secul, Yaknck
380: GMT 9:30 Adelaide, Darwin

A0: GMT 10:00 Brichane, Canberma, Malbourne, Sydney,
Guam, Viadivociok

A40: GMT 11:00 Magadan, Solomon ks, Hew Caledonia
AR0: GMT 1.2:00 Auckdan, Welington, Fif, Kamnchatka,
Marshall i<,

520: GMT 1.3:00 Nula'Alofa

daylight en | <boolean> &6 Enahle automatic daylght saving bme in time zmne.
able

daylight_dst | <boalean> &7 Chedk T aument Gme s under daylight saving time.
arhabimnde (Used imemally)

daylight_aurt | string[19] &7 Display the oarent daylight saving start time.
o_begirtime (prod uct dependert)

dayiight_aut | string[19] &7 Display the ourrent daylight saving end Bme.
o_endtime [prod uct dependert)




daylght tim | sring &6 List time zune index which suppaort daylight sawing tme.
Emnes
updateinker | 4, 35001, B0, | &6 I} to Disable automatic trme adjistment, athernwess, i
val [MB00, 259.M100 indicates the serxaxds between NTP ariomatic usdabe
inervals,
resicne i, <pasitive e Restrore the system parameters o defoult vahees after
iMteger> vahe> semnds.
reset i, <pasitive e Restart the server after <values seoonds F <valuve> s
rheoger> N -negalhee.
resicresxce | <Ay vahe> e Restrore the systemn paramebers o default vabhues exoept
pinet (ipaddress, subnet, rates, dnsl, dns?, pppoe).
This command an ocpeate with cther
resioreeoept XY commands. When cooperabing with
others, the systern parameters will be restored o the
default vahe exxcept for a union of the combined resuls
resicresxce | <Ay valie> e Restore the system parameters o default values except all
phdst daylight sving time settings.
This command an ocpeate with cther
resioreeoept XY commands. When cooperabing with
others, the systern parameters will be restored o defaulkt
valses maept for a union of combined results.
resicreexce | <Ay Walues 76 Restore the systemn parameters o defaulk valves except the
ptlang osiom language file the wser has uploaded.

This command an occpeate with cther
resioreeaept XY commands. When cooperabing with
others, the systern parameters will be restored o the
default vahe exxcept for a union of the combined resuls

Subgraup of systesn: mfa {The Felds n this group are unchangeable.)

NAME VALUE SECURITY | DESCRIPTION
(get/set)
meadelname siring{ 4] | OFF Internal mdel name of be server {eg. 1P7139)
exterded model name siring] ] | o7 ODM speciic madel name of server (eg. DCS-5610].
K it s not an OOM model, this Fekl will be eqpal m
“modename”
serainumber <mac ofr 12 characters MAL address {withant yphens].
axchl s >
firrmwaneye rsian siring ] | O F Rmmeare wversion, induding model, company, and

wersian number in the format
<MODH -ARAND-YERSION >




lancuane ount <immoger> | OFF Number of webpage lanquages availahle on the
SErVEr,
bnguane i<ll=[ount-1)= | sring(16] | O F Mmilahle languange lisks,
oslombmuage Moo | <irbeger> | Of6 Maximumn number of orstom lanpuages supparted
nt on the sorver
osiombBnguage ount <irteger> | OMG Number of orstom languages which hawe been
uploaded tn the server.
osiombmuage i<0~[m | string oG Custom Bnguage name.
axcounk-1)>
Group: shalws
NAME VALUE SECURITY DESCRIPTION
(get/set)
di_i<l~[nck-1)> <boolean> 17 1 == Inactive, rarmal
1 == Active, triggened
do_i<0~[ndo-1)> <hanlean> Ry 1 == Inactive, normal
1 == Aative, riggened
onlinenumn_risp Thecer a7 Curment number of RSP aennections
orlinenum_hitppash ThecEr a7 Curment numberof HTTP push server monnections.
eth Hl =xiring > o Get netwerk Infrmation from mia-oal.

Grup: 4 i<lv{ndi-1)> [mpahiliendi = O]

NAME VALLE SECURITY DESCRIPTION
(get/set)
namalsiaie | high, kw 111 Indicates. apen crout ar dosed drauit {inactive stahus)

Group: do_iclw{ndao-1}> [@pabilioy.nda > 0

MAME WVALLE SECURITY | DESCRIPTION
(get/set)
narmalsiahe cpen, grounded | 1F1 Indicate open druit or dosed drouit {inactive stahus)
Grup: security
NAME VALUE SECURITY | DESCRIPTICN
(get/set)
privilege_da view, aperalor, admin | 6/& Indicate which privileges and abcwe cGan
mmnirel digital cutput
privilege_camcir] view, aperailor, axdmin | 6/& Indicate which privileges and abcwe can
ool PFTZ
ws=r Hl_name string] 4] af7 User name of root




wser j<1=-20 name strimg[B4] af7 User name
wser Hl_pass passweard[654] ahG Roat passward
wser_ji<l=Ml> paes passwerd[64] 7ha User password
wser_{l_privilege viewer, operatorn admin | &7 Roat privilege
wser_i<1=Ml> privilege | viewer, operator admin | 676 User privilege
Group: network
NAME VALUE SECURITY | DESCRIPTION
(get/set)
type lan, pppoe &G Network onnection type.
prepxess | =15 &6 Sop relabed prooess before setting port value.
reselip <hbaclean> &6 1 =» Get iparkiress, subnet, ruter, dns1, dns? from DHCP server
at next reboot.
I => Use preset ipaxkdnress, subnet, munter, dnsl, and dns2.
ipaddress | <ip address> | 66 1P addres of sereer.
subnet <ip address> | &G Subnet mask,
remrier <ip address> | BfG Default gateway
dnsl <ip address> | BfG Primary DNS sorver,
dns2 <ip address> | 6fG Secondary DNS server.
wins1 <ip address> | 6fG Primary WINS server.
vins? <ip address» | 6fG Secondary WINS server.
Subgraup of network: TeeeBll> 1x
NAME VALUE SECURITY | DESCRIPTION
(get/set)
enable <boolean> &6 Enahle/disable IEEE BO2.1x
eapmethad eap-peap, eap-tls | 6f6 Selected EAP rmethead
identity _peap String{64] &f& PEAP identity
identity_ts Stringl64] 6/6 TLS identity
passward String[254] &6 Password for TLS
privaieypa=word | Sting] 254] &5 Paword for PEAP
& exist <haolean> a6 CA installed flag
& _time <inbegers afF CA installed time. Represented in BROCH
(I F <integer: afF CA file size [in bytes)
certificate_ st <boolean> afa Certificate nstalled Aag (for TLS)
certificate_Hme <inbegers af7 Certificate installed Grme. Represerted in EPOCH
ertifiate_sire <inbegers &7 Certificate file size {in brytes)
privateloey exist <baclean> &6 Private key installed flag {for TLS)
privasey time <inteners &f7 Private key installed time. Represenied in BPOCH




privateley s <intener:> &f7 Private ley file sire [in bytes)
Subgreup of neshamek: gos
MAME VALUE SECURITY | DESCRIPTION
(get/set)

o enahle <hoalean> &G Enablefdisahle CnS [0BEE BOZ. 1p)
e whanid 1—4195 &G VAN D
o= _video 07 &G Viden channel for CoS
oxs._awdka 07 &G Auddic dannd for CoS
o= eventalarm 0-7 &G Eventfalarm channel for CoS
XS Il NEge TNt 0=7 &6 Managerment channel for CoS
o eventunned o~7 &6 EventfComtrol channel for CofS5
d=p_enable <hoalean= &fe Enablefdisahle DSCP
d=p_viden O=—53 &G ¥iden channed for DSCR
d=p_aulia O—&1 &6 Al dannd for DSCF
d=p_evertalarm O~&1 &G Eventfalarm channel for DS0P
d=p_managerment | 0—&3 &G Managerment channe! for DSCP
Subgraup of nebendk: iprS
MAME VALLE SECURITY | DESCRIPTION

{get/set)
erable <honlean ()] Enahle IPwvh.
addonipakiress <ip axkdress > (3 IPvh TP address,
addon prefixlen 0~-128 (] IPvhi prefix kength.
addonrouter <ip axklness» [ IPwhi rowuter adkdress,
addondns <ip axklness» [ IPwhi DNS akdness,
al lrwropticnal <honleanz> (/3 Allw manually sstup of IP akiress seting.
Subgroup of nehenek: fip
MAME VALLUE SECURITY | DESCRIPTION

(get/set)
port X, 1025-65515 | &6 Local fip server port.
Subgroup of nebhamalk: BHp
MAME VALUE SECURITY | DESCRIPTION

(get/set)
port BI, 1025 ~ 65535 | &6 HTTP port
atemateport 1025~a5335 &G Albermate HTTP part.
aurthmode basic, digest /e HTTP autherticaticn mode.,




sll s na me sirineg] 32] /e HTTP server push aooess name for stream 1.
{capability. protoen] sposh mjpeg =1 and
videostream«cunt> 11

51 aoresna me sirineg] 32] /e HTTP server push acooess name for stream 2.
{capability. protoen] sposh mjpeg =1 and
viderstreamaountk>1]

52 aTrEssname shring 32] e Hup server push aoess name for stream 3
{capability. protoa] spush_mijpeg =1 and
video. streamsount= 2]

53 aTrEsname shring 32] e Hup server push aoess name for stream 4
{capability. protoa] spush_mijpeg =1 and
video. streamount=3)

od  acreona me shring 32] e Hup server push aoess name for stream 5
{capability. protooe] spuesh_mijpeq =1 and
video . streamcount=4)

anonpmousiewing | <booleans 176 Enable anaprmous sireaming viesing.

Subgraup of neheosk: bitps

NAME VALUE SECURITY | DESCRIPTION

(get/set)

port 443, 1025 - 655535 | &/ HTTPS port.

Subgraup of nehanek: rtsp

NAME VALLE SECURITY | DESCRIPTION

(get/set)

port 554, 1025 ~ 65545 | 1/6 RSP port. {apabiity.promoe]. risp=1)

anomprmoisy | <boolean= e Enahle anoyrmows streaming viewing.

Ewing

arthmnde deable, basic, diges | 176 ISP authertication mode.

{capability. protoend. risp=1])

ol xmescna | shing[32] i F, RI5F aoess name kr stream 1.

me {capability. protoxc]. rsp =1 and viden stream. court >0

sl_axmescna | shing[32] i F, RSP aoxess name kr stream 2.

me {capability. protoxcn]. rsp =1 and viden stream. court > 1)

52 axmescna | shing[32] I, RSP aoess name kr stream3

me {capability. protoxce]. risp =1 and viden stream. court > 2]

53 axmessna | shing[32] I, RSP aoess name kr streamd

me {capability. protoxce]. risp =1 and viden stream. court > 3]

sl audictrac | <inbeger> &G The current audic track for streamL.




-1 => aulic mute

sl auadichrac

<ineger>

The current andio track for stream2.
-1 => aulic mute

52 aunlictrac

Cinteaners>

E

The current audio track for stream2.
-1 => aulic mute

53 aundictrac

Cinteaners>

The current audio track for stream2.
-1 => aulic mute

Subgraup of nebheoerk isp  s€Clom-1]>: mliasct, n s steam oot
[apabiity.protoml. rip ubicast=1)

MAME WVALLE SECURITY DESCRIPTION
{get/set)

alwaysmu bicast: <hoolean:> 454 Enable always mubicast.
ipaddress <ip address= 454 Multicast [P add ress,
videoport 1025 ~ R55d5 afq Mu it video part.
andioport 1025 ~ R55d5 afq Mulbirast axha port.
d 1~=255 a4 Multast time o ve valoe
Subgreup of nehamek: sip
MAME VALLUE SECURITY | DESCRIPTION

(get/set)
port 1025 = B3535 1/6 SIP port. [capahility protool. sip=1)
Subgraup of nehemedk: rip
MAME VALLE SECURITY | DESCRIPTION

(get/set)

videoport | 1025 = 655J5 | &6 Video channel port for KTR {apability. protosce].fip_unicast=1)
audioport | 1025 ~ 655J5 | &6 Auxhio channel port for KTR {apability. protoce].fip_unicast=1)
Subgraup of nebheoek: pppoe
NAME VALLUE SECURITY | DESCRIPTION

(get/set)
(Te-1y siring[12H] (9] PPPcE aonunt iser name.
pass parrcc 64] (9] PPPcE aonunt password.
Grup: ipfiter
MAME WALLIE SECURITY | DESCRIPTION

(get/set)
enable <hoalean> a6 Enable acoess st filbering.




aimin_enahle <hoalean:» B/6 Enable adminstrator [P addrecs,
admin_ip String[44] &/6 Achministratrr 1P addnes.
masxconrection 1-10 [0 Modrmum mumber of concurment streaming
onnechcs).
type o1 66 Ipfilker palicy :
0 == alow
1 == deny
ipvdlist <=9z Single address: <ip | &6 Py address list.
adkdrecs>
Network addnecs:
<ip address f
netrerk mashcs
Range
axddress: <start ip
axdress - end ip
adkdrecs>
pvelist j<d-9> String[44] &/5 Py address |t

Group: videoim c<ll~[m-1)> for n channel products, and m is stream number

NAME VALUE SECURITY | DESCRIPTION
(get/set)
menlulation misc, pal, s 44 Set vider: input madulation type. [videain.ype=il)
{product dependent)
milor L1 414 0 ==manoch rame
1 == mlor
fiip <Imolean: 4f4 Flip the mage.
mmr “hoolean> 474 Mirror the Tmange.
prrstatus imtegars 7 A Z¥-bit integer, each bit can be sot ceparately as

ool l s

it il => Support carmera control function; [ net
support), W{suppart]

Bt 1 => Beilt-m or extenal carmera;
{extemal), 1[builk-in)

Hit 2 => Support pan opeatikan; Oinat support),
1{=uppaort)

Hit 2 => Support Hilt operation; [Knot support),
1{=uppaort)

it 4 => Support zoom operation; {not suppon),
1{=uppaort)

Hit 5 => Suppart fooss operation; {not support]),




1{=ppart)

et string[16] 174 End=e caption.
mprirtamestamp <boolean> 474 Overlay Grme stamp an videa.
s<i={m1)>_coder | h2&1, mpegd, 1’4 Viden coxder type.
ype jpeg
s<i={m1)>_ resalu | QCIF, 176120, 174 Viden resoluticn in pixels.
Hon 1Mx144,
CIF, 352240,
danomi, AC0F
MBIl
HAHxSFE D1,
T BI1
TS TE
s<l={m-1]>_ h*c4 | 250, 500, 1M0, | 4/4 Irtra frame period in milkseconds
_intraperiad 2000, HI00, 00
s<i={m-1)>_h?64 | dw;, vir 414 b, constant bitrate
_ratecomrolmode vhr; fix quality
ssl={m1)> h*4 |99, 1-5 414 Quality of video when choosing vbr in
_cuant *ratecentralmode”.
99 is the ostomired manual input setting.
1 = worst puality, 5 = best quality.
s<i={m-1)>_h*e4 | =31 74 The sperific quality parameter of e H264
_«pralup enxnder
0 = best quality, 51 = worst quality.
s<i={m-1)>_h?64 | 1000—HHMOMI 414 Set bt rate in hps when daesing chr in
_bitrate " ratecntralmode”,
s<l={m-1]> h*e4 | 1-3 174 St maximum frame rate in fps [for H264).
_maxfrarme
s<l={m-1]> h*:4 | =2 474 0 == Baseline profile
_proile 1 == Main profile
2 == High prhile
scl={m1)>_mpeqg | 250, 30i, 1[H)D. | 4/4 Irntra frame period n milliseronds,
A _intraperiod 2000, 100, HI00
s<l={m-1]> mpeg | dr vir 474 che, constart hitrate
4 ratemnbrolmode whr, fix quality
szl={m1)> _mpeg | I, 1-5 414 Quabity of video when cheosing vbr in
4 quamt *rateconiralmode”,
0 is the astomized mamal input seting.
1 = worst puakity, 5 = best quality.
szl—{m-1)]> mpeg | 1-3L 4 The specific quality parameter of the Mpegd




A guanthevsl wrxnder,

1 = best quality. 31 = worst quality.
s<l={m-1]> mpeqg | 1000—HHIOOM 474 5ot hit ate i hps when dansing chr in
A hitrate *ratecniralmode”.
s<i={m1]>_mpeqg | 1-3 1’4 Set maximum frame rate in fps [for MPEGA).
4 rmexdrame
s<l={m-1]>_mpeg | 1-3L 474 Manual viden quality lewel input - choose ostomios
4 gvalue Tnput “mpegd_ quart = 0" (for MPEG4].
s<l={m-1)> mjpe (1-=5 474 Quality of IPEG video. 0 is the ustomired manual
g_guamt Tnput setting. 1 = werst quality, 5 = best quality
s<l={m-1]> mjpe | 2-97 74 The spedific quality parameter of the JEG enxoder.
g_gquantlevel 2 = best quality, 97 = worst quality.
s<i={m-1]>_ mjpe | 1-3 174 Set maximum frame rate in fps [for PEG).
g_maxframe
s<i={m-1)>_ mjpe | 2-97 414 Manual viden quality lewel input - chopse ostomios
g_gvalue Tnput "mjpeq guant = 0" {kr MPEG).
s<i={m-1)>_forcs | 1 & Force 1 frame.
enablesndr <hmolean: &6 Enablefdisahle wDRt

Grup: amdigin_ o m-1)> for n channel products [apabiliog awdicine-0)

MAME VALUE SECURITY | DESCRIPTION
(get/set)

SCMITE Enein 4 4 Linein == use line input.
mute Q1 qja Enable andio rane.
gain a-37 4/4 Gain of input
boostmic a-3I7 44 Gain of input
s<={m-1]>_ codectype aacd, ga 4}4 St axlia codec bype For input.
s<l—{m-1)> asc4 hitrate | L5000, 32000, 48000, G000, | 474 Set AACA bitrate in bys.

G50, 1.281H0
s<={m-1)>_gamr_birate | 473, 5150, 540, 701, 414 Set AMR bitrate Tn bps

7400, 7950, 11200, 122410
Group: inge c<lx{m-1) for n channe products
MNAME WALLE SECURITY | DESCRIPTION

(get/set)

brighiness | <product dependent= | 44 Ad st brightness of image aoording 1o mede settings.
cahwation | -5~ 3 454 Adjust sahuration of image aoording tn mode settings.
CeaTirast -5 =1 454 Acdust oot of mage anording I mode ssttings.
sharpres | <product dependent> | 454 At sharpres of image acxrding tn mode settings.




Grup: imagepreview  CCle{n-1)> for 0o channe] produds

NAME VALUE SECURITY | DESCRIPTION
(get/set)

brighiness | <prodicct dependent> | 474 PFreview of brighiness adjustmert of image aoonling 1o
mende seHings.

cahmation | -5~35 474 Preview of saturation adjustment of image acording 1o
made SEgs.

oTtrast -5~=5 474 Preview of orrast adjustmer t of mage acoeding o
made SEgs.

shampress | <product dependent= | 474 Preview of sharpnes adjstment of image acoonding o
mxade setings

Group: timseshil, ¢ for n dannel products, m s stream mumber

NAME VALLUE SECURITY | DESCRIPTION

(get/set)
enable <boolean> | 474 Enable me shift streaming.
c<i={n-1)>_s<i=[ | <boolean> | 474 Enable tme shift streaming for spedic stream.
m-1)>_allmw [produt dependent)

Group: eotion <D m-1)> for m profile and n channel product

NAME VALUE SECURITY | DESCRIPTION

(get/set)
enable wloalean> | 44 Enahle rmotion detection.
win_i<l=2>_ mnable <hoolean> | 44 Enahle motion window 1-—3.
win_i<0-2> name aring(14] | 4/a Name of mation windme 1-3.
wAn_i=<l=-2>_ ket 0~ 320 44 Left rnordinate of windme pasiticn.
vin_i<0—2>_top D~-240 | 4/3 Top coandinate of window positian.
win_i<0=2> wiith 0~ 230 474 Wikth of motion detection wind ow.
win_i<0—-2> _height D~-240 |44 Height of mizion detection vindow.
win_i<l=2>_objsie 0~ 100 414 Percent of motion detection wirdos.
win j<0-2> sersitivity | 0~ 100 | 4/4 Sensitivity of mation detection windaw.

Group: tanmpersg colk{n-1)> for n dannel product

MNAME WALLE SECURITY | DESCRIPTION
EI=E)
enable <boolean> | 474 Enable or disable amper detection.
threshald | 1 = 255 A4 Threshold of amper detecticn.
thraticn | 10 - 600 | 454 If tampering vahe exreeds the ‘thresholl’ for maore than “duation”,
then tamper detection s triggened.

Grup: dkdms




NAME VALUE SECURITY | DESCRIPTION
(get/set)

enable <hooleans> G Enable ar dsable the dynamic DRS.
prowider Safel0d, &G Safel0f = safelHl.met

Dyrdn=Dynamic, Dyrdr=Dynamic == dyrdns.om [dyramic)

DymdnsCustom, DyrdnsCustom = dyndns.om [oustom)

TZ0, T2 => be.om

DHE, DHES == dhs.org

Dynlnterfres, Dynirterfres ==dyn-imerfres.

PearutHull, Pearttiul == Peanutiul

CustomSalel 00 CustomSaliel 00 = Custom server using safelM

methead
=prnvider> _hostname | string] 128] &G Your dynamic hastname.
<prerider>  usernam | siring[64] a6 Your user or email to login to the DDNS servioe
eemai prenfider
<prerider> pasoword | string[64] &G Your password or key I login to the DDNS service
by pravider.
<previder> serverma | string] 128] &6 The server name for safelMl. (This field anby
me exists i the provider is nustormsale 1001
Grup: uymppreseriation
NAME VALUE SECURITY | DESCRIPTION
(get/set)
enable <hoclean: &6 Enable ar disable the LIPNIP presentation service.
Grup: upnppardorwanding
NAME VALUE SECURITY | DESCRIPTION
(get/set)
enable <hoolean> | &6 Emable or disahle the LR port forwanding service.
upnpnatstatus | D=3 &7 The status of UpnP port forvwanding, vssd imemal 0=0K, 1 =
FAIL, 2 = no 6D routes 2 = na nesd ko port forwanding
Graup: syslog
NAME VALLE SECURITY | DESCRIPTION
{get/set)

enableremateks | <boalean> &G Enable remate k.
Serverip <]P address > &G Log server TP addness.,
SEFVErpOrt 514, 12565515 | &/6 Server port used for k.
beve| 0~7 (1 Levels used m distinguish the mportance of the




informaticn:

: LDE EMERG

: LDG AL EAT

: LG CRIT

: LDGE ERR

: LDG WARNING
: LDE NOTICE
:LDG INAD

: LDGE DEBLG

w B WA W Moo= D

Grup: caeschd cx@n{m-1}>> for n channel product {capability, poenahled)

MAME VALUE SECURITY | DESCRIPTION
(get/set)
panspeed |-5-5 1/4 Pan speed
tih=peed -5-5 1/4 Tik speed
ammspesd | -5 =5 1/4 Foorn speed
anpspeed | -5 -5 14 Autn pan spesd
focusspeed | -5 -5 1/4 Autn fones speed
patroks sring[&4] | 1/4 [For external device] The indexes of patrol points, segamated by ™"
patroidwelll | sing[128] | 174 [For external device) The dwelling time of each patrol point,
ng separated by *.”

Grup: samgp {apabiitysomp] (product dependent])

NAME VALUE SECURITY | DESCRIPTION
(get/set)
w2 O~1 &' SMMP vZ enahled. O for disahle, 1 for enable
vi O~1 &' SMMP v2 enahled. O for disahle, 1 for enahle
SELTE TR shring 31] &G Readfwrite security name
SELTE ITHET] shring[31] &G Read anly senurity rame
authparey shring{B—12H] &G Readfwrite authentication password
arthtypery M5, SHA &G Rexlfwrie authentication bype
authiypern M5, SHA &' Read anly authentiation type
EFCTYpLTaT sring(3~128] | &M% Readfwrite passwmd
ENCTypiwm sig[8—-178] | &% Read anly password
ErCTYPthyperw DES &6 Readfwrite encryption bype
ErCTypthypem DES &6 Read anly encrypbion type
WIS Uiy styineg 21] &G Readfwrite armmunity
TNty styineg 21] &G Ready only community




sysIncation

stringl 128]

&6

Deariptikn of Camera lecation (B Addnes)

cysenaact

string 128]

&6

Desription of Camera ocotactor {Ex. E-mail)

Group: privacymask c<i~{m-1}> for n channel product

MAME VALUE SECURITY | DESCRIPTION
(get/set)
enable <hoolean: 404 Enahle privacy madc,
win_i<[=4> enable | <boolean:> 404 Enahle privacy mask windaw.
win_i<l—4> name string[14] a4 Narme of the privacy mask wintdosr.
win_i=<l—4= |t 0 — 3M1/352 a4 Lefi coordinate of window position.
win_i<[—4>_top I — 21/ 28R a4 Top oxrdinate of window position
win_i<l—4>_ wich I — 3M1f352 af4 wikh of privacy mask wintkny.
win_i<l—4> height |0 - 23/288 a4 Height of privacy mask wirndow.
Grup: capahility
MAME WALUE SECURITY | DESCRIPTION
(get/set)
api_Fitversicn (2003 7 The HTTI AP vessian.
beatuptime “pasitive Tntegers 7 Server bootup Bme.
nir I, <positive integer> | 7 Number of IR interfaces.
npir I, <postive integer> | If7 Number of FRs
nchi I, <positive Tneger> o7 Number of digital Tnputs
e I, <podtive imeger> | 17 Numnber of digital cutputs.
naaxdicain I, <podtive imeger> | 17 Number of axda inputs,
naxkoout I, <positive Tmeger> 7 Number of axlio outputs.
mviceoin parsitive Tegers 7 Number of video inputs.
nmechasiream <arEtive Ttegers o7 Number of mediia stream per channels.
mvideosetting prsitive Iniegers (1) Number of vikder settings per channgl.
nanchasriting pritive Integers (1) Number of axka sttings per channel.
nuart I, <positive Tmegars> o7 Number of LART inberfaoess.
mvidecinprofile “pitive integer> 7 Number of videoin profiles.
nmationprofile pitive Integers 7 Numnber of motion profiles.
ptzenabled “<positive Tieger: o7 An 22-bit integer, each bit can be set
separately as folows:
B I => Suppart camera conbrol functiong
ot support], 1{suppart)
Bi 1 => Buit-in or extermal amera;
Kexternal), 1[buik-n])
B 2 => Suppart pan aperation, [ not




sppoit). 1{suppurt]

B 3 => Support tiltoperation; [{not support),
1{suppmrt)

Bit 4 => Suppart room opeaton: Ofnat
sppoit). 1{suppurt]

Bit 5 => Suppart fcus aperation; I not
sppoit). 1{suppurt]

Bit b => Suppert iris operationg Ofnot
sppoit). 1{suppurt]

Bt 7 => BExtermal or buile-in PFT; Ofbuilke-in),
1{emdwrnal]

BB =>[maklae bt 1 = F; Hbit L = ¥ are
walud), 1(bit 1 — 7 are irvalid)

Bit 9 => Reserverd bit; Invalddate lens. pan,
Lens tih, lens_aoan, kens fooss, [en s
Hfelds are vakd), 1{felds are imvalid])

npEreset prsitive Iniegers (1) Number of preet kacations.
eptz <pOsitive Tteger> o7 A 22-bit irmteqer; each bit can be st sepaately
2, Tollows:
Bi [ => stream 1 suppnris BPTS or nat.
B 1 => siream 2 supparis BPTS or nat.
The rest may be deduned by analogy
protol_htips < boolean = o7 [ndicate whether tn support HTTP cver 551
protocol_rbsp < boolean » o7 [ndicate whether tn suppert RTSR
protocol_sip <hoolean > o7 [ndicate whether tn support SIR
protocol_maconn | <positive Tieger> o7 The mexdrmum allowed smulanenus
ection necis
protmxol_maxgenc | <positive Tikeger> o7 The maximum general streaming connections .
ornertion
protocol_macomes | <positive Tnteger 7 The mecdrmum megapixel streaming
amnnertion o nechics
protecol_rip_mult | <boolean:= 7 [ndicate whether to support scalable multicast.
m@st_scalable
proteced_rip_ multi | <boolean> o7 [ndiate whether tn support backchanned
st _backchanna| multicast.
promxsd_rip bp <dmolean > o7 [ndiate whether tn support RTP over TOR.
proxsd_rip hip | <boolean> o7 [ndiate whether tn support RTP cver HTTR
promxs]_spush mj | <boolean> o7 [ndiate whether tn support server push
peg MIPHEG.
protocol_srnp <hoolean o7 [ndicate whether tn support SHMR




protece]_ipeG <Jdmolean > o7 [ndiate whether tn suppor: I,
videsin_type k1.2 7 4 == Interbaewd I
1 => Pregressive OCD
2 ==
videsin_resnlution | <a list of availables 7 Foraibable resnlutions kst
resolution separated by
ETnas™
vikeain_maxfame | «<a list of available o7 Jorailbble maximurm frame list.
rate maximum frame ame
separabed by commas:
videin_rewder <a list of available 07 Fovailable coder ist.
oxder types sepanated
by commas=-
viderout: codec <a list of e awilable | 07 Fovailable coder ist.
oxder types sepanated
by commas)
audic_aec <boolean > o7 [ndicate whether tn support acowstic echa
cance|lation,
audic_extrnic <hboolean: o7 [ndicate whether tn suppert extemal
micrephone input.
audiz_linein <hboolean: 7 [ndicate whether o support external ine inpat.
audic_linenout <hboolean > 7 [ndicate whether tn support line output.
aundic_hesdphanen | <boolean > o7 [ndiate whether tn support headphone
ut artpat.
audicin_oodec «a list of e awiable | 07 Fovailable coder fist.
oaler types sepaated
by mommas)
andivout _odec «<a list of the awilable | 17 Fovailable coader fist.
oaler types sepaated
bry commas)
vart_httptunne| <Jdmolean > o7 [ndiate whether tn support HTTP tunnel for
LMAKT transfer.
amctrl_prvilege | <boolean> 7 [radicate whether tn suppert "Manage Privilege™
aof PTZ control in the Senurity page.
tranami=ion_mexd | T, R, Both o7 [ndicate trarsamission mmde of the madhine: TX
B = corves, Ax = receiver bace, Both = DVA.
nebwork_wire <hoolean: o7 [ndicate whether tn support Bthernet.
nebwrk wirddess | <hboolean> o7 [ndicate whether tn support wirsless.,
wirgless <B0Xdotl | <boolean> o7 [ndicate whether tn support wirsless




1h B02.11b+.

wincless cB0Zdnt]l | <boolean> o7 [ndiate whether tn support wirsless BO2.11.g.

1g

wvircless begincha |1 =14 o7 [ndicate the begin channel of winsess network

nnel

wirgless endchann (1 - 14 o7 [ndicate the end channel of wirsless network

- |

wireless enoorypt <hoolean o7 [ndicate whether tn support wirsless WiEP.

wep

wirgdess enoypt | | <boolean> o7 [ndicate whether tn support wirsless WiPAL

wpa

wirgdess enoypt | | <boolean> o7 [ndicate whether tn support wirsless WIPAZ,

vpa?

derivative_brand <boolean > o7 [ndicate whether tn suppert the upgrade
function for the derivative brand. For example,
i the value s true, the WTK product @an be
upgraxed to WX, [TCWW<->TCXX is
exrepted)

ewctrichannel <boolean > o7 [ndicate whether tn support HTTP tunnel for
event/orre] banshers,

Frystick <hoolean: 7 [ndicate whether tn suppert joystick oorrel.

sioraxpe_dbenahled | <boolean: 7 Media Fles are indeoed in datahase.

namystream <parEtive Tegers o7 mumber of any madia stream per channel

va <dmolean > o7 [ndiate whether tn support Imteligent Viden
analysis

Grup: evernt oustomaddie i<ll-2>

PARAMETER WVALLE SECURITY |DESCRIPTION

(get/set)

name siring{41] &6 Custom script idertification of this emtry.

|date aringl17]  |&/e Date of astom soript.

[time aring[17]  |&/6 Tirne of custorn script.

Grup: =vend §=0-2=

PARAMETER VALUE SECURITY|DESCRIPTION

(get/set)
Iname saringfH] f&/6  [identification of ths emry.
lermable o1 |56  |Enable or disable this event.




prioiity o,L2 |a [ndicate the priciity of this event=
= |ow priarity
1" = nommal priorty
2" = high priority
delay 1-999  |a& [petay in seamnds before detecting the nesd event.
rigger b, l6/a [indicate the brigger condition:
di. "boot™ = Syctem oot
muTtion, "di"= Digial nput
Seq], "motion™ = Videa maotion detection
visignal, "cen” = Perindic condition
virestore, Mvisigral™ = Vides input Signal Inex,
pir, virestnre™ = Viden input signal resotore
recnatily, "pir" = PIR detextion.
m pering. "remoty” = Recording nobificabion.
“Iampering” = Tamper debectian.
rpperskalus Siring[40] |-E.-'ﬁ The stahus for event rigger
di Jr— T Endicate which DI deterts. This fod is requined
trigger condition s ™di™. One bit represents
digital input. The LS8 indicates 31 4.
mudwin <imteger> GG [ndicate which motion detection windows detect.
is Fiek s requinred when trigger condition s
indicabes the 1% window. For eample, o detect
e 1® and 3 windmas, set mdwin as 5
imer 1-999 aha [nberval of snapshots Tn minutes, This field 1s used
|N|'H'! trigger condition is “seq”,
weeklay 0—127 |&/6 [ndicate which weelalay s scheduled. One bit
represents ane weekday.
bit0 {L5H) = Saturday
bitl = Friday
bit? = Thursday
bt} = Wednealay
bit4 = Tieday
bits = Monday
bivh = Sunday
Fr example, 1o detert events on Friday and
nday, set weelday as 66.
begintime hh:mm  |f6 [Benin time of the weekly schedule.
endtime bh:mm 676 End time of the weekly schedule.
[00:00 — 24:IH] sets schedule as alvays on)




action_do_i<l=-{ndo-1]>_enable

|Erdﬂe or dismable rigger digial antpat.

action_do_i<l={rdo-1]>_durabin

|Duration of the cicital putput tricger in seonds

|action_cf_enable o1 |[Enable mexia write on o
laction_cf_fulder stringl124]|6/e [path 1 smre media,
laction_cf_media L, 04 [ae |index of the attached media.
action_of_datefulder cboalean= |6/ Enable this t create folders by date, time, and
hour artcmatically.
action_server <0—4> pnable (0, L a'a Enable or disahle this server actian.
e defauk valuve is 0.
action_server T<0—1> media  [NULL, 14 |a/& [index of the attached meda.
action_server j<0—4>_faefoide | <boolean: |a/6 Enable this to meate folders by date, tme, and
r hour artcmatically.
|a::tinn_qntn_erd:ﬂe *:Ilmhan:*lﬁ."ﬁ |Erﬂin|"dT5ﬁh piz goto preset on event trigge red.,
|il::tinnjntl]_na'rl! strincgAl] I-E.-'ﬁ |Fnsz1: name that piz golo on event triggered.
Group: sarwer §i]—4
PARAMETER WVALLE SECURITY |DESCRIPTION
(get/set)
name string] 1] &6 Idemtification of this entry
|1:ﬂl! emai, &G Indliate the server bype:
Ry, “email® = email cerver
htp, “ftp" = FTP server
ns “hittp™ = HTTP server
“ns" = netwark storane
hitp_urd laring[128]  |6/6 URL of the HTTP server to upkaad.
|htl:|1_|.|5:rrnme |H:|"Tnj:54] |E|FE Username I log in to the server.
lhttp_passwd laringlea]  |6/6 Passward of the user.
lfen_aldress |aringl128] |6/ FTP server ackiress,
|ﬁ:|1_|.|5!rrEl11: siring[ 64] |E,"E- Usermame I [og in to the server,
lfen_passwd aringlea]  [6/6 Passwartl of the user.
|ﬁ:|1 | _port 065335 |E.FE Fort i connect 1o the server,
lfen_loctian laringl128]  |&/6 Loation in uplcad or store the media.
|_passive o1 &6 Enable or dissble passive mode.
0 = cisahle paschee mnde
1 = enable passive mode
|email_address laringl128]  |6/6 Email server address.
|ErET|_5|rrniE |D. 1 |ﬁf5 Enable support S51.
|Er|aT|_p:l't |D—55535 |E|FE- Fort to connect 1o the server.




|ErET|_u5emame |H:|"T|ﬂﬁﬂ] |H'E- Username I lng in to the serer,
lemail_passard laringlea]  |6/6 Passwand of the user.
|email_senderemail laring[12d8]  |&/6 Email address of the sender.
lemail_recipienteral  |sring[128] |66 Email address of the recipient.
Ins._location lsring[128]  |6/6 Lacation tn upload or store the media.
|r|5_u5errﬂmz |H:|"Tnj:54] |E,FE Username I log in to the server,
Ins_passwd laring[64]  |6/6 Passward of the user.
ns_workgroup |5:rTnd:E-4] |EIE wWarkgroup for network sioage.
Group: needia_ HCDac3 > [media freespace Ts used imemallye )
PARAMETER WALUE SECURITY II]EECH]P'I'IEIH
(get/set)
name siring] 1] (413 |[:hrtf|'|zinn of this ertry
|‘|1"|ZE snapshot, (413 Iﬂﬁatﬂmmmﬂmmemrﬂmmmnnﬂ!m
system|ing.
videndip
smapshal_ smame ST (413 [radicate the soune of media stream. 0 means the first
m. 1 means the serond stream and eir. 2 means
e third stream and =ix. 2 means the fourth stream
and i,
smapshat_prefix siring 16] (413 Indicate the prefix of the filename.
capshat dateqrdfce (I, 1 &G ladd date and Bme sulftc o filename:
1 = Adkd date and time @uffic.
|1 = Do not add.
srapshat_preevert 0=7 &G Indicates the number of pre-event images.
capshat postevent (0= 7 &G [The number of post-event images.
viderclip suiroe <integers &G Indiate the sounce of media stream. 0 means the first]
m. 1 means the serond stream and et 2 means!
e third stream and sir. 3 means the fourth stream
d eir.
videcchip_prefix sming(16] |6/ Indicare the prefix of the filename.
viderlip preevent 0-9 |E|FE- Indicates the Gme for pre-event recording in seconds,
viderlip_manccuration (1 — 10 |E|"E |Madmmam duration of ane viden dip in seconds.
viderlip_mexsize  |SH-1300 |66 |Maxirrmum size of coe videa dip file in Kiytes.
Group: reaording i<0=-1>
PARAMETER|WVALUE SECURITY|DESCRIPTION
(get/set)
Iname ctringl411] /6 Ydemtification of this eniry.




schechde, networkail|6/6

(Trigger type of this entry

|E'|iiﬂe

o1

|ﬁfﬁ

Enahle or disahle this reconding.

priority

o 1.2

(4]

Incicate the priority of this recording:
D" indicates kow pricrity.

“1" indicates normmal priority

*2" indicates high priarity.

<integer>

Indicate the s of media stream, 11 means the farst stream.
1 rmeans the seennd stream and et 2 means the thind stream

and eir. 3 means the kurth stream and e

Tmitsiza=

0.1

&6

[z Entire free space mechanism
1: Limnit rexonding sire mechanisam

0.1

(]

I: Disable oydic reconding
1: Enahle opdic recording

o1

Iz Disable renrding notification
1: Emable recording natification

0—21

Indicate which notifuation server s scheduled. One bit
represents cne application server {server_i0—i].

biell {L58) = server i,

bitl = server jl.

bit2 = server j2.

bit2 = server §3.

bid = server M.

For eample, enable server #l, server i2, axd server ¥ as
natfiation servers; the notifyserver vahue is 21.

(413

Incicate which weslday is scheduled. Cne bt represents one
veekoday.

hill {L58) = Saturday

bitl = Friday

b2 = Thursday

b3 = Wedneday

hid = Tuesday

b5 = Marxlay

bt = Sunday

For eample, b detert events an Friday and Sunday, set
veelday as 66,

beqintime

hhzmm

Start time of the weekly schedule,

enddme

hhzmm

5|5

End bme of the wesldy schedule, {00:H1=24:00 indikates
schedule always on)

prefc

siring[ 16]

(3]

Inchicate the prefix of the Alename.




oydesize | 0= &6 [The maximum size for e recording in Kbytes. when
‘ choasing 1o Imik reonding sz
reserveama | 15— (3] The reserved amaunt in Mbytes when chansTng cpdic recording
unt mechanism.
dest o, -4 ] The destination 1o store the recerded data.
"™ means OF @nd.
"0—4" means the index of the network sSioage.
|cHfalder  |string[124] &6 Folder name.
Group: hitps {product: dependent]
NAME VALUE SECURITY | DESCRIPTION
(get/set)
enable «baolean> | &6 To enable or disahle secure HTTR
policy <Boalean> | GG [f the vahe is 1, it will force HTTP connection redirect to
HTTPS cnnectian
methex] Ao, &6 aro =» Create self-signed certificate anomaticalby
manual, manual => Creabe spif-signed certificabe manuoally.
install install =» Create certificate request and Tnstall,
statis -A=-1 &6 Specily the hitps status,

-1 = Centfkate not installed
-2 = Irvalid public key
-1 = Waiting for oertificate

11 = Not installed

1 = Mt
Cuntryname string[ 2] (4] Cowriry name in the certficabe information.
shateorpovinmename | sting[LM] | &6 State or prowince name in the certificate information.
kalityname string[1.M8] | &6 The Iakty name in the corttfcate infomatian.
OrganFEtn name string[&4] | &6 Organization name in the ertficate rforrmation.
unit string[2¥] | &6 Organizaticral unit name in the certificabe information.
XTI TN N TR string[64] | &6 Cormmaon name in the certficate rformation.
valickd ays 0b-9990 |&6 Valid period for the certification.

Group: disk #Bdn-1)> n is the total number of siorage desioes.

PARAMETER VALUE SECURITY |DESCRIPTION
(get/set)
oydic_enabled <hbooleans |E;'-E |EI‘H|:I|I! opdic storage method.

locked media files will be deletedd.
autncleanup_maxane | <positive irIEgH?|Eﬂi Ta speily the expired days for sutomatic dean up.

autncleanup_enabled | <booleans ‘Eﬂi Enahle aurtomatic dean up methexd. Expired and not




Drive the Digital Output

Role: This request requires Viewer privikeges.
Method: GETPOST

Syriax:

hitp: < sorverrames foeg - hinfdiday setrdn ogi 3dnl =< stafe> [Radn 2 =<ctate>]
[BaheE= < ctate - | Bded = < siate> Jhrehem=<refurn pages]

Where shate is 0 or 1; "0" means inadhee or nomal state, while "1" means active or trigoened state.

PARAMETER [vALUE  [DESCRIPTION

destnum> III],] Illl—Inil:l:Tlm.rnrrdElﬂtE

1 — Active, triggered stale

el <rehon |Redirect to the page <refurn page™ after the parameter is assigned. The <nefurn
loages- an be a full LRL path or nelative path acording o the asment path. Ty
it this parameter, it will redirect to an empty page.

Exassple: Drive the digital cutput 1 1o tiggened state and redirect to an empty page.

- L ; -3 —

Query Status of the Digital Input

Role: This request requires Viewer privileges.,
Method: GETPOST

Syriax:

Itz <servermame fi-binfdidefnetd. oo 2 1] [Adi1 | [k Z] [Ad7]

¥ na parameter s specfed, all of the digial npt stabuses will be returmed.
Retum:

HTTR{1.[} 200 OK\r\n
Comtert-Type: texdyfplainryn
Comert-length: <fengrh=Yr\n
win

dif=-<state>ir\n

il =<state>rin

did=-<state>irin




l{ﬂ=¢m=-}h‘m

where <cfae? n be 0 or 1.

Examsple: Query the status of digital input 1.

HTTR/1.0 200 OK\r\n
Content-Type: text/plainirin
Content-Length: 74in

Wwin

dil=1%r\n

Query Status of the Digital Ouiput

Role: This request requires Viewer privikeges.
Method: GETPOST

Syriax:

http: 4/ <servermames fomi-hinfdidef petrin.cgi? [do] [Ado1 | [ Rdn? T Adod ]

H na parameter s spedhed, all e dial anpan stahegs will be retumed.

Retum:

HTTR/1.0 X0 OK\ryn
Contert-Type: texdtfplainryn
Comert-Length: =<fengrth>Yr\n
rin
dol—<state > firin
dol=+«state>irin
dot—state>irin
doi=<state>irin

where =sfare™ n be O or 1.

Examsple: Query the status of digital output 1.
Request:
httos/! rcoi- Bin/didofoetdo coivdol



Response:

HTTR/1.0 200 OK\r\n
Content-Type: text/plainirin
Content-Length: 74in

rin
dol=1\"\n

Capture Single Snapshot

Role: This request requires Mommal User privileoges,
Method: GETPOST

Syriax:

hitp: ff < serverrmames fog- hinfviese divides., jpg ] chan nel = <value ][R ution=<valus =]
[Euality=<wvalue> [ Astreamid=<vahme]

H the user necpascts 3 size lamer than all stream settings an the server,. this request will &i.

|PHRPJII:—|'EH VALLE DESCRIPTION

|=I'_'|!I O—{n-1) The channel number of the viden soume.
|reschation <available reolbtion>  [The resnlution of the image.

|ﬂy I~5 The quality of the image.

I_'dm-'ntl <product depersdent> (B—fm-1) The stream mamber.

The server will return the most up-to-~date snapshot of the selected channel and stream in PEG format. The
size and quality of the Tmage will be st acording o the video settings on the server.

Retum:

1.0 Z00 OX\rin
Conte-Type - irsaged fpegirin
—Lpngth: <image size>Yrin]

<hinary WG image data >

Account Management

Role: This request requires Administrator privileges,
Method: GETPOST



method =<vabe A rssmame= <names] Buserpees = <values [ Bprivilege =< vakmn>]
[Bprivilege =<values ][ ] [Rretum=<mhon page> |

[pEscripTION

an aaxunt o the servern. When usirg this method, e “usermame™ field 15
necessry. 1 will use the default value of ather fields F ot speciied.

|Delete an aoount from the server. When using this method, the ™ wsrmame™|
eld s necessary, ard athers are ignored.
jedic Ihh:i'Frl:l'lEannmtpEHnn:l and privilege. When using this method, the

Musermame™ hekl s nececsary, and other iekls are optional 1 not specihied, T
jwill koeep the arikginal settings.

LESE T “<name>

The name of the user 1o add, delete, or mdic

(Te-21) = = <wae>

The passsnrd of the new user to add or that of the ocld user to madify. The
Kefauk value is an empty string.

privilege <walp>

The privilege of the user b add or o modify

Iq:ailn F]::!raturp'i'ﬂega.
ladmin |Adminisimator privilege.
relum <returmn pages rect tn the page <retwn page> after the paameter is assSgned. The
<rpfewn page> can be a ful UL path or relative path acoding o the osrent
. i you omit this parameter, it will readirect 1o an smpty pane.
Systemn Logs

Role: This request requires Administrator privileges,

Method: GET/POST
Syriax:

Server will retum the most up-to-date system og.

Retum:

HTTR1.0 200 O¥\in
Contert-Type: texdfplainyryn

Contert-Length: <sysiog length=Y'in




=xystwm bog information>win

Upgrade Finmware

Role: This request requires Administrator privileges,
Methnd: POST

Syriax:

Po=t data:

mage=<flke name>[Aretum=<retum page>Tyin
in
<mulipart enmded form datas-

Server will acoept the file named <hile name> tn upgrade the fimmware and retum with <retum page> if
indicated.

Sysbemn Information

Role: This request requires Mommal User privileges, {obrsclete]
Method: GET/POST

Syriax:

Server will return the system irfommation. In HTTP AP] version 2, the CapVersion will be 1200, Al fiekds in the
previous versicn {01H) are obsolete, Mease use "getparam.cgi?apabilioy™ Tnsbead.

Retum:

HTTR{1.1} 200 OK\r\n

Comtert-Type: texdyfplainryn

Conmert-Length: <system information kengthe-yrin
win

Model=<modd name of srver=\rin

CapVersion =200 \n




PARAMETER(supported [VALUE IoESCRIPTION
capability version)

Model system.finrmwareversion Moxcde| name of the server.
P31 33 VWTE-D000a

CapVersicn MMram, MM = major version fram OO — 99 [Capability Fiekd version.
= i versow? o 8 - 99
- MO
IP Filtering

Role: This request requires Administrator aooess privileges.
Method: GETPOST

Syriax:

hitp: i < serverrame fogi - binfad minfiphilen.og 2ovpe] =<value=]

hitp: < servername fogi- bingdad mingiphi er.og 2rmethod =add < vl 8 p =< ipacines = [ B ndecc= <val ue > |
[Breturm=<rehon gage>]

hitp: i < serverrame fogi - binfad ming iphiter.ogi Zrmethod =ded < v i =Rind ex=<value> [Aretum=<retwn

1

|PARAMETER |VALUE [pEscripTION

- NLALL [Ges 10 filer type

allow, dery ISEt 1P filter type

method  [adkhet |Add TPvd addrees intn arees it
ackves |Md TPv6 address intn amess list.
dehet |I]EIH: T4 ackdre=s from access fst.
delvE |ue|-_-m TP ardre== from acre=s [t
p <ip addres> Single address: <ip address>

Nebwrk adkdrees <ip address J network masdcs
Range address: <start ip address - end ip address =

inahex Sl The start position tn add or to debete.
retum <retum Rediredt o the page <reshon page™ after the parameter s s ned. The <nefurn
page=- can be a full LRL path or relative path aoording 1o the current: path. oo

it this parameter, it will redirect to an empty pane.




Get SDP of Sireams

Role: This request requires Viewer o privileges,
Method: GETPOST

Syriax:

|h11:|1:.f.f-:mm?fﬂ:n ek _rsp s<0=-mrl>  arwconame>

"m" & the ciream number.

"netwmrk_acEmame <0-{m-1)" & the aaecname for sheam ™1™ o steam “m”. Bease nefer tn the
“sulmyroup of nebwork: rsp” for ssetting the acesoname of SDP.

Yo an get the SDP by HTTR GET.

Open the Network Stream

Role: This request requires Viswer o privileges,

Syriax:
Far HTTP push server (MIPEG ]z

|hﬂql:f!{mm}f{mhmrk_hﬂp_s€ﬂ—m-lh_amh

For RISF {MP], the user needs @ Tnput the URL belom into an RTSP compatible player:

|rl5p:ﬂisermf€mtunrk_ﬂ5p_5€ﬂ—m—1}_mrﬂmab

"m" & the stream number.
For details on streaming protoml, please refer o the “oontrol sgnaling™ and “data format™ dorumesn s,

Senddata {capability.nuart>D)

Role: This request requires Viewer privileges.,
Method: GET/POST

Syriax:

hitp: i < servername™ fogi - hinfviesre ffse nddata. o r?
[comr=<walue> |[Bdata= <value > | [Bfhsh=<wue>] [Bwait=<valve>] [Aread=<wae>]




PARAMETER|VALLE IDEECRIFT[GN

(a1 )] L= <max. com part [The met COMASAS port number.
number:»

data =hex decirmal datas[L[The <hex decmal data ™ s a ==ries of digies from 0 -9, A - F. Each
<hex decmal data=] jomma separates the cormrmands by 200 millisemrds.

(fsh PES, N0 Receive data buffer of the ODM port will be deared before resd.

no: Do not dear the rereive data bulffer

weaiit 1 - 65535 [wait time in milliseronds befiore read data,

read 1-3128 The data length in bytes tn read. The read data will be in the reham page.

Returm:

HTTR{1.0} 200 OK\r\n

Contert-Type: textfplainryn
Conert-Llength: <system information kengths-yrin

Vin

«hex decimal data=Yrin

Where hexadecimal data s digis from 0~ 9, A~ F

Storage managements (capability.storage.dbenabled—1)

Role: This request requires administraer privieges.
Method: GET and PDST

Syriax:

|hﬂ]1:.".*mmfuj-thfaianfh:M.:g?m‘d=-=nnd_tgrpu?[l¢pum?=*E'u-ahe:-'_]

The commands. wssxpe and their input amuments are as follows.

PARAMETER

VALUE |I]E5CRIPTIGH

omd_type

“string > ‘Ihqlimd. Command I be meaned, incuding search, msorl, delste, update, and

Comrmand : et

PARAMETER [VALUE |[pEscrieTION
label <inbeger Optional. The integer prirmary key column will artomatically be asogned a
primary ley> unique inkeger.
e Type |<hesd> Optional. [ndicate the event trigger bype. Please ermbirace your input vahe
with single qutes,




|E:t. mediaType="mation” Support trigger types ane product deperd et

media Fype

Optional. Indicabe the file media type. Mease embrace your input valie

with sSingle quirtes,
Ex. mediaType="videodip" Support oigger types ane product depend et

destiPath

Optional. Indicabe the file Iocation in camera. Mease enbaoe your Tnpt
vahe with single quotes,
Ex. destPath = mntyanef/CF MO abc rapt

reschrtion

Optional. Indicabe e media file reschriion. Pleass embrace your input
vahe with single quotes,
Ex. resobutinn ="BiNh&00"

“hoolemn>

Optional. Indicabe if the file Ts lockeed or not.

0: Fle s not locked

1: Fle is kacked,

A lodoed file would nat be removed from UL ar oydic storage.

Optional. Indicabe the event trigger tme. {not the file ceabed time)
Fommat s ™¥¥YY-MM-D0 HH: MM : 55" Please embrace your input value with
single quotes,

Ex. triggerTime="M108-[1-01 [H:00:HI"

H you want o seanch for a trme period, please apply *TD" operation.

Ex. triggerTime="2108-[H-01 [H:00:00'+TC+"2008-011H. 23:59:59" is
m search for records from the start: of Jan 1% 2008 o the end of Ian 1*
21HA.

limit

“pasiive meper>

Optional. Limit the maximum number of returmed search remords.

“pasiive mbeper>

Optional. Specifies hovw mamy rows 1o skip at the beginning of the matched
recoids. Note that the offset keeyword is wsed after mic keywond.

To inoease the flexibility of sranch command, you may use "OR" connecors. for [ogical “OK" search
operations. Moremver, Ta seanch for a specific time period, you Gn wse T onnecior

Ex. To search records triggened by motion or di or sequential and alse triggered between 2008-1H-01
[H1:00: M1 and 2008-011H Z3:59: 7.

http:// <servername>/ogi-bin/admin/lsctrl.cgi?emd=search&triggerType="motion "+ 0R+ di'+ OR+ seq Btrigge
rTime="2008-01-01 00:00:00+T0O+"2008-01-01 23:59:39"

Comrmarnd : delete

[PARAMETER

VALUE

[pEscripTION

label

<imteger primary key>  |Required. Identify the desgnated record.

Ex. label=1

Ex. Delete records whose key numbers are 1, 4, and B.




http /' <servername>ogi-bin/admin/lsctrl.cgi?cmd =delete&label=1&label=4&label=8

Comrmand : mpdate
|MHAH|:—I'ER VAalLUE |DEECFIIF'TH}N
label <imteger prirmary koey> iredd. klentify the decignated reaord.
. label=1
lidocked  |<buolean> Reqqired. [ndicate # the file is lacked or not.

Ex. Update records whose key numbers are 1 and 5 to be lockoed status,

http /! <servername=/ogi-bin/admin/lsctrl.cgiZemd=updatefisLocked=18&label=1Elabel=5

Ex. Update neords whose key numbers are 2 and 3t e unkadoed stats,

http:/f <servername>{ogi-bin/admin/lsctrl.cgi?cmd=updatefislLocked=08label=2Elabel=3

Comrmand : quenyStatus

PARAMETER |"||I’F|.L|.|E DESCRIPTION
retType or javascript |Optional.
Ex. retype=javasaipt
The defauk return message s in XML format.

Ex. Query ol shorage stadus and @l for javasaript format retum messge.

http:// <servername>{ogi-bin/admin/lsctrl.cgi?cmd=queryStatushretType=javascript




