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Before you use this Product

This LevelOne product has been designed with safety in mind. However, if not used properly electrical products
can cause fires which may lead to serious body injury. To avoid such accidents, be sure to heed the following.

Legal Caution
Video and audio surveillance can be forbidden by laws that vary from country to country. Check the laws in your

local region before using this product for surveillance purposes.

Heed the safety precautions
Be sure to follow the general safety precautions and the “Operation Notice.”

In case of a breakdown
In case of system breakdown, discontinue use and contact your authorized LevelOne dealer.

In case of abnormal operation
« If the unit emits smoke or an unusual smell,
« If water or other foreign objects enter the cabinet, or
« If you drop the unit or damage the cabinet:
1 Disconnect the cable and the connecting cables.
2 Contact your authorized LevelOne dealer or the store where you purchased the product.

Operation Notice - Operating or storage location

Avoid operating or storing the camera in the following locations:

« Extremely hot or cold places (Operating temperature: 0 °C to +50 °C [32 °F to 122°F])

» Exposed to direct sunlight for a long time, or close to heating equipment (e.g., near heaters)
* Close to sources of strong magnetism

« Close to sources of powerful electromagnetic radiation, such as radios or TV transmitters

« Locations subject to strong vibration or shock

Ventilation
To prevent heat buildup, do not block air circulation around the device.

Transportation
When transporting the camera, repack it as originally packed at the factory or in materials of equal quality.

Cleaning

« Use a soft, dry cloth to clean the external surfaces of the device. Stubborn stains can be removed using a soft
cloth dampened with a small quantity of detergent solution, then wipe dry.

Do not use volatile solvents such as alcohol, benzene or thinners as they may damage the surface.
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Installation

Check the package contents against the list below.
Package Contents

1. FCS-1101

6mm Fixed Lens

Camera Stand

CD Manual/Utility

Quick Installation Guide

a bk b

Hardware Installation

Body

Fixed Iris Lens

\

'n',i-""

Rear Panel :

Audio In Power In
Audio Out
Network
SET NETWORK
Reset
LJ

Depending on the user’s application, an Ethernet cable may be needed. The Ethernet cable
should meet the specs of UTP Category 5 and not exceed 100 meters in length.

A Connect the power adapter jack to the Network Camera before plugging in to the power
socket. This will reduce the risk of accidental electric shock.

Since FCS-1101 is a PoE IP camera, it could work without attaching to power outlet as long
1



as it connects to PoE switch.

The Network Camera will first detect Ethernet. Until the Network Camera is connected to
Network, the LED will become green and flash. Operating in the Network mode, the green
LED will flash every second as heartbeat to indicate alive.

To adjust the lens
There is a fixed lens free bundled. Whereby revolving the lens, it can be focused on. However,
users shall loosen or tighten the gray loop by using the wrench attached in the package.

1.Unscrew it first

2.Loosen or
tighten the gray




Software Installation

In this manual, "User" refers to whoever has access to the Network Camera, and
"Administrator” refers to the person who can configure the Network Camera and grant user
access to the camera.

At the end of the hardware installation, the Administrator must place the product software CD
into the CD-ROM drive of the PC running in MS Windows. An auto-run program will pop up (If
the program is not on auto-run, go to the root directory of the software CD and click on
“autorun.exe”).

Install “IP CamLocator”

Click on “Install Software” item, after the window contains changed, click on “IP
CamLocator” to run installation program.

LevelOne Network Camera.

level”

one

LevelOne

et




Upon IP CamLocator’s start up, this program searches for LevelOne’s products on the same
LAN. After searching, LevelOne Video Servers or Network cameras will be located by the IP
CamLocator. There may be several entries shown in the window. The Administrator may

differentiate the Network cameras with the model number and MAC address.
=]

B camera i-’:’« User | @ about

~UPnP device list

IP Address MAC Address Mod. Mame 9P Setup l
132.168.50.140 001166730633 FCS-1101 PoE IP Camera FCS
= Upgrade I
3% Faclory defaull '
[U] Reboot '

d search | @&  LinktoE |

Hint
‘ou can click on the device listto select a device and click an function buttons to execute. Click on Search
to clean up the device list and search all devices within the same suhbnet again

The IP addresses shown in the "IP Address" field reflect those on the local network. They
may be from the DHCP server. If there is no DHCP server, the camera will try to find a free
IP address (this takes from 15 second to 3 minutes, depending on the LAN status). The
method of finding IP address is seeking from 192.168.0.2, to 192.168.0.254. If any of the
address inside this range is free, the Network Camera will be assigned to this IP address, and
its subnet mask would be 255.255.255.0.

Install “IP CamSecure”

Click”Install Software”

LevelOne Network Camera (3[E] )

are
Explore the CD




Click’IP CamSecure” and follow the onscreen instruction or refer to the user’'s manual to
complete installation.

LevelOne Hetwork Camera.

LevelOne

I amera
P cure )

Custom Setup Type:

You may install the system to the directory of your
preference and choose which feature(s) you want to
install to the PC.

Digital Surveillance System - InstallShield Wizand

Setup Type
Select the setup type to install

Plaase select a setup type.
O Complate

ﬁ Al program featuses wil be instaled. (Risquires the most disk space |

© Cugiont

ﬁ Sebect which program leatutes you want mitaled Recommended for
advanced users.

Digital Swrveillance System - Tmstalfhirld Wizand ! . . .
e - Hint: You may, for instance, install only Playback
R | and/or LiveView on the PC at home or other remote
P Tt et site from which you do not install the camera but are
0 i o crse] i .
i e D Suvedce Sy going to watch them remotely.
108 23 MB of space megueed on the C deve
57 24 ME ol space avalable or e [ dee
Lok ]| tiow> | [ coca |




How to Use IP CamLocator

This chapter introduces how to monitor the image from the camera using IP CamLocator.
The LevelOne video server and Network camera can be used with Microsoft web browsers
and IP CamLocator in Windows operation systems. This document focuses on introducing IP
CamLocator.

Initial use IP CamLocator
Click Start -> Program Files -> LevelOne -> IP Cam Locator -> I[P Cam Locator.

Programs |@ Accessories »
I Eset »
y  Documents i) Games »
I Startup »
Settings > @
@& Internet Explorer
Search » 1:2] Qutlook Express

.. Remote Assistance

@ windows Media Player
E Windows Movie Maker
\% MSN Messenger 7.5

i) winRaR ’
& levelone _lfﬁ IP CamlLocator

Run...

Log Off jennet...

n IP CamlLocator
g IP CamlLocator Uninstaller

Fe)
3
Jo
@jw Help and Support
=
2
©

Turn Off Computer...

EEX
O Camera ]r‘1 User | @ ahout J Mai r Men u

‘\ Setup

il Upgrade
2% Faclory defaull
(U] Reboot

1P ddress | MAC Address |
193 16350140 00116A730533

SRR
FC5-1101 PoE |P Camera

CFCSIm

J Geach | &  Linknle |

Hint

“fou can click on the device listo select a device and click on function buttons to execute. Click on Search
to clean up the device list and search all devices within the same subnet again

Main Menu
Camera

Click this button to get into common information of all Network Cameras in local network.
You can connect the specific Network Cameras to get live video and to optimize video setting.



User
Click this button to get into user basic setting information of all Network Cameras in network.
You can connect the specific Network Cameras to get and set basic values. This section
includes Info, User, Date Time, TCP/IP, PPPoE and DDNS.
Note:
* Only the administrator has access to the Settings.

About
Click this button to get the information of IP CamLocator.

Camera
The Camera page provides you all Network Cameras in the network with product factory
information, including product Name, IP Address, MAC, Mod. Name and Mod. ID.

B camera }-’3« User }0 About }

UPnP device list

Marne

% Setup

el Upgrade
2% Factory default
[U] Rehoot

FCS-1101 Pok IP Camera

=
a= IF Camera

d search | & Lkt |

Hint
‘ou can click on the device listto select a device and click an function buttons to execute. Click on Search
to clean up the device list and search all devices within the same suhbnet again

Search : Click it to search Network Cameras in the network, it displays Network Cameras
information including Name, IP Address, MAC, Mod. Name and Mod. ID.
Note:
If the camera is not located in local network, it will appear in red text. Some information is
not available when the IP camera is not in local network.
The IP addresses shown in the "IP Address" field reflect those on the local network. They
may be from the DHCP server. If there is no DHCP server, the video server will try to find
a free IP address (this takes from 15 second to 3 minutes, depending on the LAN status).
The method of finding IP address is seeking from 192.168.0.2, to 192.168.0.254. If any
of the address inside this range is free, the Network Video server will be assigned to this
IP address, and its subnet mask would be 255.255.255.0.

Link to IE : After searching Network Cameras in network, you can click to specific Network
7



Cameras in search area and press Link to IE to use IP cameras with Microsoft web browses.

Setup
% Setup J

Choose a network camera, click on Setup to change the

configurations. You have to key in the username and password of the administrator to enter
the setup page.
The following screen will display:

Note:
For IP cameras not in local network area (which appears in red in the search screen),

you can still use setup to change the configurations of these cameras.

System Information: The system information is displayed.

IP CamLocator

Systern information - 192,168.50.140

<« Pravious
Product Name ‘FCS—HEH PoE [P Camera
= Mext ]
Firrmware Version 1LM-1 6.16.00B1
Weh version 1LM.1 6.16.00B1
X Cancel

Hint
Systern information displays device product name, firmware and YWeb version.

Press “Next” to continue, “Previous” to go back, “Cancel” to go to the main page.



Account settings: The account setting is displayed. You can change the account setting
here.

IP CamLocator

Account settings - 182.168.50.140
User name Fassword Canfirm Mode <« Previous
aminisar oo e e CETT— I
beert | | | T
bser2 | | | famn ]
User3 ‘ ‘ ‘ JAdmln j X Cancel
Users | | | famn =]
veers | | | famn =]
ssers | | | CTT—
beor7 | | | framn =]
Vsers | | | T
vsera | | | B =
Viewer authentication @ on o of
Hint
:I's‘élsw.ange the authentication account, type the new account and password and select security mode in

Press “Next” to continue, “Previous” to go back, “Cancel” to go to the main page.



Date/Time settings: You can set the date/time of the network camera here. See "Hint” for
details.

IP CamLocator

Netwonk.Camera . Conficuration

DatefTime settings - 192.168.50.140

< Previous
Current Setting 1 J ‘ 314 =

= Next
PC clock” | = [ =

Adjust: © Keep current setting

" Synchronize with PC

X Cancel
" Manual setting :

2008/ 1/ 1 j ‘uu.uu 0 8

@ Synchronize with MTP ©

MNTP senver name : 0 s v Auto

Interval ol - hours

Time zone . | (GMT+08:00) Taipei =]

Hint

There are three ways to adjust system date and time. The easiestway is to make Network Camera
Synchronize with PG The second way Manual setting is to setthe date and time manually by entering new
values. The third way Synchronize with NTP is to make MNetwork Camera automatically synchronize with
timeseners aver the Internet

Press “Next” to continue, “Previous” to go back, “Cancel” to go to the main page.

10



Network settings: You can change the network settings of the network camera here. See

“Hint” for details.

IP CamLocator

Metwork settings - 192.168.50.140

<« Pravious

Hitp Port : & Portan  others ] (1024 - 655349)
MAC Address © 00:11:68:73:06:39 = Mext
IP Address DNS Setting

(& Ohtain IP autarnatically (DHCP) (s Obtain DNE server automatically
X Cancel

" Use the following 1P ™ Use the following DNS server

IP Addrass i 4 Primary DNS -
Subnet mask Secondary DNE @

Default Gateway © ]

Hint
You can change the device HTTP port, IP address, subnet mask, default getway, primary DNS, and
secondary DNS. Ifyou use PPPoE, skip IP address and DNS settings. Then click an Mext to setup PPPoE

Press “Next” to continue, “Previous” to go back, “Cancel” to go to the main page.

11



PPPOE settings: You can change the PPPOE settings here. See “Hint” for details.

IP CamLocator

amera.Configuration

PPPoE seftings - 192.168.50.140

PROE con e[ e )
DMS Setting
IP Address & Obtain Dh ; - = MNext
UserID ’7 € Usa the fall e

Fassward Frimary DNS - x —
Canfirm Secondary DNS ©

Hint
Please input correct PPPOE settings include login user |D, password, primary DNS, and secondary DMS.

Press “Next” to continue, “Previous” to go back, “Cancel” to go to the main page.

12



DDNS settings: You can change the DDNS settings here.

IP CamLocator

amera.Configuration

DDMS settings - 192.168.50.140

<« Pravious

= Next

DDNE  0n & Off

Sener Name : ’ﬁ
UserID: ’7
Pasgword ’7 R Cacel J
Confirm : "—
Hostname : ’7

Hint
Please input correct Dynamic DNS settings include login user ID, password, and registered DDNS
Hostname

Press “Next” to continue, “Previous” to go back, “Cancel” to go to the main page.

13



Apply settings: Click on “Apply” to use the new settings.

IP CamLocator

Apply settings - 192.168.50.140

<« Pravious
Click Apply button to update the current settings and to selected < Apply

device, Or click Previous to modify changes.

X Cancel

V¥ Reboot systern to apply new (network) settings

Hint
Make sure all settings are correct and valid.

Choose “Reboot system to apply new (network) settings” to reboot after the settings are
applied.

14



Upgrade

Lpgrade

Choose a network camera, click on Upgrade J to upgrade the firmware.

You have to key in the username and password of the administrator to enter the upgrade

page.
The following screen will display:

IP CamLocator

<« Pravious

Image file name: 0 Browse

Image wersion:

Hint

Click on Broweser button to select the file you want to upgrade and check the package image
infarmation Click on Upgrade to start upload valid image onta selected device

Choose the firmware image file you want to upgrade and press “Upgrade” to start. The device
will automatically reboot after upgrade.

15



Factory Default

%.¢  Factory default J

Choose a network camera, click on Factory default to reset the

configurations to default. You have to key in the user name and password to use the factory
default function.

T Camera ]r‘1 User |® About.
UPnP device list
Name |P Address MAC Address M Name M. \D LY Setup

* Carnera FCS FCS5-1101
ey Ungrade
%% Factory default
IPCamManager (U] Reboot

The target will be rebooted. Are you sure?

] B

J seah | & LinkiolE |

Hint

*ou can click on the device listto select a device and click on function buttons to execute. Click on Search
ta clean up the device list and search all devices within the same subnet again

Click on “OK” to continue. The device will automatically reboot after the configurations set to
default.

16



Reboot

(U] Reboot

Choose a network camera, click on Reboot to reboot the device. You

have to key in the user name and password to use the reboot function.

T Camera ]r‘1 User | @ apout.

UPnP device list—
Name P Address MAC Addhess Mod, Name Mod. |0 LY Setup
=% P Camera 192,168.50.140 k] FC5-1101 Pok IP Camera FCS-1101
ey Ungrade
45 Factory default
IPCamManager (U] Reboot

The target will be rebooted. Are you sure?

4 TW

J search | &  LinkiolE |

Hint

*ou can click on the device listto select a device and click on function buttons to execute. Click on Search
ta clean up the device list and search all devices within the same subnet again

Click on “OK” to continue. The device will automatically reboot.

17



User

The System page provides you all Network Cameras configurations in the network with
product or downloaded configuration file information, including Info, User, Date Time, TCP/IP,
PPPoE and DDNS.

IP CamLocator

T camera © User IO About. }

Load configuration File  From PC File & From Device d}
f Load l
Current Setting © 19216850140

Irifo ] User | Datefime | TCRIF | PPPoE | DONS |

Product Name |FC5-1 101 PoE IP Camera
Firrmware Version |LM 1.6.16.0081
Wieb version |LM 1.8.16.0081

< Apply J m Save J

Load configuration File : Select From PC File or From Device, the former can load
information of downloaded configuration file and the latter can load Network Camera
configurations in the network.

18



From PC File : Click it and press Load to select configuration location from PC.
Note: « Configuration file format is *.conf.

ZF IP CamLocator
Ie

FI Netwonk.Camera

Confiauration
Camera User 1 About. |

Load configuration File &+ From PG File " From Device
Current Setting :  No selected config

info | User | DateTime | Tceip | PRPoE | DDna |
BRE

7]
#2ED: [ 00C = o+ B E-
Product [ CFGJDIFDDLLM 0.303_DDC FCE1081 conf
CPY}_TUIFDUI_LM 0.2.03_DDC FCE4000 conf
Serjal o[BI CFG_TOIFOOL_LM.0 303 DDC FCS5011 conf
[ device.conf
Firrmware Ve
Hardware Ve
BEAHN: [ RSB0}
BFERIT): [Contig Files (*.conf) =l BT >
i

19



From Device : Click it and press Load to select the specific device in the network. Type the
Username and Password to load configuration from device.
Note: If you have connected to the specific device before, you don’t have to type the
Username and Password again.

ZF IP CamLocator
Iy

l I Netwonk.Camera.Confiaguration

Camera User ‘Ahnut |

Load configuration File & From PC File " From Device

Current Setting :  No selected config

info | User | Datemime | Tceap | PRPoE | DDna |

[ Mame [ P Address [ mac [ Mo, Marne [ wod. it oK |

IP Camera

102.162.1.180 FCE-a011.. FCE-5
IP Carnera c REN

1621681147 Foo-4000.  FCS-4

Cancel

4] | il

Usernarme: |admin Password: ™

20



After loading, you can get configuration from PC files or devices. IP CamLocator displays

the sub folders including Info, User, Date Time, TCP/IP, PPPoE and DDNS.
Info

The Info page provides you with product factory information, including Product Name,
Firmware Version and Web version.

IP CamLocator

leve
n Netwonk.Camera.Conficquration

T camera © User IO About. ]

Load configuration File  From PC File

& From Device

d.} Load |.
Current Setting © 19216850140

Irifo ] User | Datefime | TCRIF | PPPoE | DONS |

Product Name |FC5-1 101 PoE IP Camera
Firrmware Version |LM 1.6.16.0081
Wieb version |LM 1.8.16.0081

< Apply J m Save ]

21



User

The Network Camera default account and password setting is “root/MAC address of IP
camera (in capital letters)”. IP CamLocator provides to assign a password if the Network
Camera is intended to be accessed by others. Use this menu to set the username and
password of Administrator and up to 9 different users (User 1 to User 9), and the
authentication access right of each group.

IP CamLocator

k.Camera.Conficquration
":‘aera B User IO About. }
Load configuration File  From PC File & From Device d} oad
Current Setting © 19216850140
Infa User } DateTime | TCPIP | FPPOE | DONS |

User name Password Canfirm Mode

Administratar |root

IR
Operator
Viewar
AT

User 2

User 3

Userd |Admm

Users |Admm

|Admm

User T |Admm

User 8 |Admm

|
User 1 | |

|

|

|

|

|

|

|

|

1m
\
J
\
\
\
\
[
\
J

|
|
|
|
UserB |
|
|
|

Lof Lol Lef Lef L] L]

Userd |Admm

Yiewer authentication & On " Off

< Apply J m Save J

Username : Set a user name between 5 and 16 characters.
Password : Set a password between 5 and 16 characters.

Confirm : Re-type the password to confirm.

Mode : Set a user to Admin, Operator or Viewer mode.

Viewer authentication : Allows any viewer direct access to Live View.

22



Date/Time

cne
T camera © User IO About. }
ion Fi € From PC File & From Device
Load configuration File d} hi
Current Setting © 19216850140
Info | User  DaterMime } TCPIP | PPPOE | DONS |
Current Setting ‘ J | =7
PCclack: |10 =] =
Adjust: ® eep curren sefing
™ Synchronize with PC
" Manual sefting :
2008/ 14 1 j |uu 00:00 =
" Bynchranize with NTP
MNTP sarver name ol nt v Auto
Interval L4 haours
Timezone - | (GMT+08:00) Taipel B
< Apply J E:l' Save J

Current date & time : This displays the current date and time of the camera.
PC clock : This displays the date and time of the monitoring PC clock.
Adjust : Select one of four time adjusting modes.
Keep current setting : Select this mode to keep the current date and time of the camera.
Synchronize with PC : Select this mode to make the date and time of the camera the same
as the monitoring PC.
Manual setting : Select this mode to manually adjust the date & time of the camera.
Synchronize with NTP : Specify the NTP server name and the Refresh Interval to
synchronize the date and time of the camera with those of the time server, known as the NTP
(Network Time Protocol) server.
Note:
 The NTP server (Network Time Protocol) is the time server which is an Internet
standard protocol (built on top of TCP/IP) that assures accurate synchronization to the
millisecond of computer clock times in a network of computers.
NTP server name : Type the host name or IP address of the NTP server, up to 64 characters.
Time zone : Select the time zone and time difference from Greenwich Mean Time in the area
where the camera is installed from the pulldown box.

23



TCP/IP

T camera © User IO About. } %

Load configuration File ¢ From PC File & From Device @
v] Load
Current Setting © 19216850140

Info | User | DateMime  TCPIP | PRPOE | DONS |

Hitp Part f# Portgo ¢ others (1024 - B5535)

MAC Address : 00:11:68:73:06:39

IF Address DME Setting
& Obtain IP automatically (DHCF) (& Ohtain DNS server automatically

 Use the following IP " Use the following DNS server

IP Address : Primary DNS
Subnet mask : Secondary DNS
Default Gatewsay

< Apply ) [ Save ]

HTTP Port : Select port 80 in general situations. If you want to use a port number other than
80, select the text box and enter a port number between 1024 and 65535.

Note -

* When you have set the HTTP port number to a number other than 80 on the Network
setting page or in the Setup Program, access the camera by typing the IP address of
the camera on the web browser as follows:

Example: when HTTP port number is set to 2000 - http://192.168.0.100:2000/

MAC Address : Display the MAC address of the camera.

IP Address

Obtain IP automatically (DHCP) : If a DHCP server is installed on the network, to select this
while the IP address is assigned by the DHCP server.

Note -

* When you set Obtain IP automatically (DHCP), make sure that the DHCP server is
working on the network.

Use the following IP : Select this when a fixed IP address is set.

IP Address : Enter the IP address of the camera.

Subnet mask : Enter the subnet mask.

Default Gateway : Enter the default gateway.

DNS Setting

Obtain DNS server automatically : If a DHCP server is installed on the network, to select this
while the DNS server is assigned by the DHCP server.

Use the following DNS server : Select this when you set the fixed address as the IP address
of DNS server.

Primary DNS : Enter the IP address of the primary DNS server.
24



Secondary DNS : Enter the IP address of the secondary DNS server, if necessary.

25



PPPoOE
Use this when you connect the camera through PPPoE (Point -to- Point Protocol over

Ethernet). PPPOE connection is the protocol that is widely used in xDSL (digital affiliate line
such as ADSL, VDSL or SDSL) as the authentication and connection system.

NetwonkCamera Configuration
one
T camera © User IO About. }
ion Fi € From PC File & From Device
Load configuration File d} hi
Current Setting © 19216850140
Info | User | DateMime | TCPIP  PRPOE | DONS |
PPPOE  On  of
DME Setting
IP Agdress = BRI BIS Sawver sitamateain
UserlD: " Use the following DMS sener
Passward © Primary DNS -
Confirm : Secondary DNS
< Apply J E:l' Save J

IP Address : The IP address obtained at the PPPoOE connecting with network.

User ID : Enter the user ID for authentication necessary for PPPoOE connections. Type it up to
64 characters.

Password : Enter the password for authentication necessary for PPPoOE connections. Type it
up to 32 characters.

Confirm : Re-type the password to confirm.

Obtain DNS server automatically : Select this to obtain the address of DNS server
automatically.

Use the following DNS server : Select this when you set the fixed address as the IP address
of DNS server.

Primary DNS : Enter the IP address of the primary DNS server.

Secondary DNS : Enter the IP address of the secondary DNS server.

26



O Camera © User |® About.

Load configuration File " From PC File &« From Device
Current Setting © 19216850140

nfo | User | Dateime | TCRIP | PPPGE  DDNS |

DDNS  on = Off

Server Name : ,—4|
UserlD : ,7
Password ’7
Confirm ,7
Hostname ,7

& apply

) B

Save

)

Server Name : Select the DDNS Server

User ID : Enter the user ID for authentication necessary for DDNS connections. Type it up to

64 characters.

Password : Enter the password for authentication necessary for DDNS connections. Type it

up to 32 characters.
Confirm : Re-type the password to confirm.

Hostname : Enter the host name that is registered to the DDNS server.

Note .

* When you want to use DDNS function, you need to register an account in DDNS server

first.

27




About
This page displays IP CamLocator information including Version, Copyright and Product
Date information
Note
» This computer procedure is protected of the right law and international convention.
Making all or part which spread a procedure again without permission, may cause
serious civil and criminal sanction and mention most severe telling in accordance with
the law.

IP CamLocator

T Camera }ﬂ User @ apout. 1

Varsion 1116

Copyright 2008 level

Jan 28 2008 - 18:32:02 I;.!
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Using IP Camera via Mobile Phone

To use IP cameras via mobile phones, please make sure your RTSP is set to “ON”.
(Default is “ON”) To change the settings of IP cameras, please see “Settings” for details.

3G Mobile Phone viewing

For 3G mobile phone viewing, type “rtsp://<IP>:<PORT>/video.3gp” into your 3G web
browser. <IP> is the IP address of your IP camera, <PORT> is the RTSP port of your IP
camera (Default value is 8554.)

Example: rtsp://100.10.10.1:8554/video.3gp
Note:
* You can also use RTSP clients (RealPlayer, MPlayer, Windows Media Player,

Quicktime...etc.) to view RTSP streaming, just type in “rtsp://<IP>:<PORT>/video.3gp” as the
Player's URL

2.5G Mobile Phone viewing

For 2.5G mobile phone viewing, type “<IP>/mobile.wml” into your 2.5G web browser. <IP> is
the IP address of your IP camera.
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Using IP Camera via Web Browser

System Requirement

To use the product normally, we strongly recommend your computer follows our minimum
system requirement (Computer level lower than this might cause some problems)

Item Requirements

CPU Pentium 4 1600MHz (or equivalent AMD)

Graphic Card 64MB RAM graphic cards (or equivalent on-board graphic cards)
RAM 512MB

Operating System

Windows 98, ME (Please see Note)
Windows 2000, 2003, XP, Vista

Web Browser

Internet Explorer 6 or later

Note:

« If you're using Windows 98 or ME, please install IP CamLocator before using WEB Ul to
ensure the system runs normally.

30




How to Access to the Network Camera

This chapter introduces how to monitor the image from the device using Microsoft web
browser. The LevelOne IP camera can be used with Microsoft web browsers and Intelligent
IP CamLocator in Windows operation systems. This document focuses on introducing you to
Microsoft web browser. The recommended browser for Windows is Internet Explorer 6.0. If
you want to know how to use LevelOne IP camera with Intelligent IP CamLocator, check
Intelligent IP CamLocator User’s Manual in Windows operation systems.

The functions of the device should be set by the Administrator. For further instructions on
setting the device, see “Setting the Camera”.

Initial accessing the IP camera

1. Start your web browser, and enter the IP address or host name of the LEVELONE IP
camera in the Location / Address field of your browser.

Note -
* If you only want to view the video without setting page, enter “http://<IP>/index2.htm” as
your web URL.

2. Use the default account “root” and default password is MAC address in capital letter.

Note -

» The default user name “root” and the password are set at the factory for the administrator.
You can change them in the Account Menu under Setting.

Connect to 192,148 10,103

]

Lbakr b ﬂi yemd L
Passmrd: FTTT] l.ll-ll-l-ll{

| Rl vy passeord

o=
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Intarmel Explorer - Security Warning

Do s wand Ba inatall this soltware?

Harra: Aidsoiiew.cab
Publisher:

[3] vorn cptions Instal Donit el

‘Wil fled From the Ireenet can b useful, thes. fin type can potentally harm
@ ot compitir, Cinky nstal softvvars from pubhers vou sk, Whit's the sid?

3. The monitor image will be displayed in your browser.
Configuration of Main Menu

English + |  192.168.50.140

Language
You can click the pulldown box to select system language, including English, Traditional
Chinese, German, Danish, Greek and Korean.

Setting

IHSEtting

This function is only for the Administrator. Click this button to get into the Basic and Advance
settings menu.

Client Setting
Mode: Click the pulldown box to choose between MPEG4 and MJPEG video compression

mode.
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Note - MJPEG streaming is unavailable if RTSP mode is ON.
View Size: Select the desired display image resolution to 640X480 or 320X240.
Protocol: Select the transferring protocol from TCP, UDP, HTTP and Multicast.

Video Buffer: Turn the Video Buffer function On/Off. The Video Buffer function makes the

streaming more smoothly in unsteady network environment, but might cause a little delay in
live viewing.

Language | English v | 192.168.50.140
M Setting |
\i Client setting I
Mode |MPEG4 ¥
Viewsize  320x240 v
Video buffer O |

[ [[H Image setup

Image Setup
You can use the tool bar to optimize video brightness, contrast, and saturation.

Language  English | 192.168.50.140
IB Setting |

8 Client setting |

' [H Image setup |

Brightness m :

T i

Caniras! m

Satwation (g

He 50

d
b ..|II|"

Live View
Snapshot:
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You can capture a still image shot by the camera and save it in your computer.

Press @I , and a snapshot window will appear.

Click “Save” to save the picture in your computer.
Click “Close” to return to the view page.

Digital Zoom in / out the image via the monitor window

el Jff

10.0.0.183

L]

(@) ...lli||||l|.|

Click @ to display the digital zoom in window.

Pull the W to adjust the digital zoom range, and it will be

showed on the above window.

You can use the left click of your mouse to move the to any where on the window.

Audio buttons :

: Speakers turned on. : Speakers turned off.

L)

: Microphone turned on. : Microphone turned off.
‘-l.‘ll‘j

Volume control bar.

Note -

. It means the speakers of your computer are turned on to transmit the sounds from the

L)
connected IP camera(s). Similarly, means you can broadcast to the connected IP

camera(s) via the Ethernet using your microphone.
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Video play buttons:

@ : Pause the current video @ : Play the video.

@ : Stop the current video. : Record the current video.

35



Setting

Basic

Click the “Basic” folder to display the sub folders, including System, Camera, Network, and
Security.

System
Information

The Information page provides you with product factory information, including Product name,
Firmware version, and Web version.

FCE-1101 PoE IF Camera
LM BT1B00BT  ThuJdan 17 12:06:09 CET 2008
LhA1.6.16.00BT
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Day & Time

Fe | 2005-02-13 11:20:76
2008-02-13 11:20:25
at | yyymmedd hlvmmess v

poolntp.org Al
(GMT+08:00) Taipei v

(oK ) [ concel |

Current date & time : This displays the current date and time of the device.

PC clock : This displays the date and time of the monitoring PC clock.

Date & time format : Click the pulldown box to select among different time display formats,
including yyyy-mm-dd hh:mm:ss (year-month-day hour:minute:second), mm-dd-yyyy
hh:mm:ss  (month-day-year  hour:minute:second), and  dd-mm-yyyy  hh:mm:ss
(day-month-year hour:minute:second).

Adjust : Select one of four time adjusting modes.

Keep current setting : Select this mode to keep the current date and time of the device.
Synchronize with PC : Select this mode to make the date and time of the device the same as
the monitoring PC.

Manual setting : Select this mode to manually adjust the date & time of the device.
Synchronize with NTP : Specify the NTP server name and the Refresh Interval to synchronize
the date and time of the device with those of the time server, known as the NTP (Network
Time Protocol) server.

Note:

* The NTP server (Network Time Protocol) is the time server which is an Internet standard
protocol (built on top of TCP/IP) that assures accurate synchronization to the millisecond of
computer clock times in a network of computers.

NTP server name : Type the host name or IP address of the NTP server, up to 64 characters.
Time zone : Select the time zone and time difference from Greenwich Mean Time in the area
where the device is installed from the pulldown box.
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Initialize

————

| Foctry deieut |

[Seve

- [ Browse.. J| K |

 |[Erowse. J[ 0K |

Reboot: Click this button to reboot the device. A confirmation dialogue will appear. Click OK to
proceed. It takes about two minutes to reboot the device.

Factory default : Click this button to reset the device to the factory default settings. A
confirmation dialogue will appear. Click OK to proceed, the network indicator on the device
will start to blink. After completing adjustments to the default settings, the device will reboot
automatically. Do not turn off the device until the device reboots.

Backup setting data : Save the setting data of the device to a file. Click Save, and follow the
instructions on the browser to save the setting data file to your specified location.

Restore setting : Load the saved setting data of the device. Click Browse and select the file in
which the setting data is stored. Click OK, and the device is adjusted according to the loaded
data and restarted.

Firmware update : Upgrade the device software. Click Browse and select the file for upgrading.
A confirmation dialogue will appear. Click OK to start upgrading. The device will reboot upon
completion.

Note:

» Use only upgrade files that are special for this device. Problems may occur otherwise.

* Do not turn off the device power or disconnect the network until the upgrading is completed.
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Camera

General

RTSP: Switch the RTSP streaming On/Off.

Note -

* RTSP: Real Time Streaming Protocol. RTSP is supported by most of the media clients .
(RealPlayer, Media Player, QuickTime, etc...)

Deinterlace Filter : Switch the deinterlace filter on/off.
Overlay : Select to add Text Overlay or Privacy Mask on/off the display screen.
Text Overlay : Enables users to see some information on the display screen, including

Date/Time and user-defined text. You can also change the background color.
Privacy Mask : Enables users to conceal an area of the video image.
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MPEG4
Computer View

MPEG4 viewer port (If RTSP mode is OFF)

Unicast streaming Video/Audio port number : Specify the transmission port number of the
video data. It is initially set to 8090. Specify an even number from 1024 to 65534.

Image Size : Specify the image size the network camera transmits. You can choose among
704 x 480, 352 x 240 and 176 x 120 for NTSC mode and 704 x 576, 352 x 288 and 176 x 144
for PAL mode.

Frame rate : Set the frame rate of the MPEG4 image. Selectable values are 5, 10, 15, 20, 25,
30 fps. The unit “fps” stands for “frames sent per second”.

Quality
Auto : The quality and bitrate will be automatically decided according to the frame rate.

Fixed Quality : The selectable values are Medium, Standard, Good, Detailed and Excellent.
Fixed Bitrate : Set the bit rate of MPEG4 image transmission for a line. Selectable values are
64, 128, 256, 384, 512, 768, 1024, 1280, 1536 and 2048 kbps.
Note -
* The selected frame rate and bit rate are a tentative value. The actual frame rate and bit
rate may be different according to the image size, the shooting scene or the network
condition.
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t [ Q ) Off
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o (=) |BO00
() 7000

RTSP (If RTSP mode is ON)

RTSP port: Specify the transmission port number of RTSP streaming video. Default value is
554.

Viewer authentication: If the viewer authentication is ON, users viewing through RTSP will be
requested to key-in username and password.

RTP (If RTSP mode is ON)

Unicast streaming:

Unicast streaming Video/Audio port range: Specify the transmission port range of RTP
streaming video. RTP will select a port randomly from the range.

Multicast streaming:

Multicast address: Specify the multicast server address.

Video / Audio Port: Specify the transmission port number of the video data. Specify an even
number from 1024 to 65534.

Time-To-Live: Set the maximum TTL that multicast can pass through.

MPEG4 viewer port (If RTSP mode is OFF)
Unicast streaming Video/Audio port number : Specify the transmission port number of the
video data. It is initially set to 8090. Specify an even number from 1024 to 65534.

Image Size : Specify the image size the network camera transmits. You can choose among
704 x 480, 352 x 240 and 176 x 120 for NTSC mode and 704 x 576, 352 x 288 and 176 x

144 for PAL mode.
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Frame rate : Set the frame rate of the MPEG4 image. Selectable values are 5, 10, 15, 20, 25,
30 fps. The unit “fps” stands for “frames sent per second”.

Quality
Auto : The quality and bitrate will be automatically decided according to the frame rate.

Fixed Quality : The selectable values are Medium, Standard, Good, Detailed and Excellent.
Fixed Bitrate : Set the bit rate of MPEG4 image transmission for a line. Selectable values are
64, 128, 256, 384, 512, 768, 1024, 1280, 1536 and 2048 kbps.

Note :

» The selected frame rate and bit rate are a tentative value. The actual frame rate and bit rate
may be different according to the image size, the shooting scene or the network condition.

Mobile View

£ (0854 ()(s554 |

@ Qn O Off
226.0.01

(=3 (10000
(=) 11000

-

RTSP (If RTSP mode is ON)
RTSP port: Specify the transmission port number of RTSP streaming video. Default value is
8554.

RTP (If RTSP mode is ON)

Unicast streaming:

Unicast streaming Video/Audio port range: Specify the transmission port range of RTP
streaming video. RTP will select a port randomly from the range.
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Multicast streaming:

Multicast address: Specify the multicast server address.

Video / Audio Port: Specify the transmission port number of the video data. It is initially set to
10000 and 11000. Specify an even number from 1024 to 65534.

Time-To-Live: Set the maximum TTL that multicast can pass through.

Image Size: The Image size of Mobile view is fixed at 176x120.

Frame rate : Set the frame rate of the MPEG4 image. Selectable values are 5, 10, 15, 20 fps.
The unit “fps” stands for “frames sent per second”.

Quality
Fixed Bitrate : Set the bit rate of MPEG4 image transmission for a line. Selectable values are

64, 32, and 16kbps..
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MJIPEG

8071

e Size | 704480 v

15 » | f

Excellent ,}%

Note -
« MIPEG settings are unavailable if the RTSP mode is ON, which means the MJPEG
streaming is closed.

MJPEG viewer port

Unicast streaming Video/Audio port number : Specify the transmission port number of the
video data. It is initially set to 8070. Specify an even number from 1024 to 65534.

Note :

* Unicast streaming : Specify the transmission port number of the video data and audio data
used when UDP (Unicast) is selected with the TCP/UDP transmission switching icon in the
main viewer.

Image Size : Specify the image size the network camera transmits. You can choose among
704 x 480, 352 x 240 and 176 x 120 for NTSC mode and 704 x 576, 352 x 288 and 176 x
144 for PAL mode.

Frame rate : Set the frame rate of the MJPEG image. Selectable values are 5, 10, 15 fps. The

unit “fps” stands for “frames sent per second”.

Quality
Auto : The quality will be automatically decided.

Fixed quality : The selectable values are Medium, Standard, Good, Detailed and Excellent.
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Network

Information

00:11:6E 730635

o ol
| Cancel |

MAC address : Display the MAC address of the device.

Obtain an IP address automatically (DHCP) : If a DHCP server is installed on the network, to
select this while the IP address is assigned by the DHCP server.

Note :

* When you set Obtain an IP address automatically (DHCP), make sure that the DHCP server
is working on the network.

Use the following IP address : Select this when a fixed IP address is set.

IP address : Enter the IP address of the device.

Subnet mask : Enter the subnet mask.

Default gateway : Enter the default gateway.

Use the following DNS server address : Select this when you set the fixed address as the IP
address of DNS server.

Primary DNS server : Enter the IP address of the primary DNS server.

Secondary DNS server : Enter the IP address of the secondary DNS server, if necessary.
HTTP port number : Select 80 in general situations. If you want to use a port number other
than 80, select the text box and enter a port number between 1024 and 65535.

Note -

* When you have set the HTTP port number to a number other than 80 on the Network setting

page or in the Setup Program, access the device by typing the IP address of the device on
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the web browser as follows:
Example: when HTTP port number is set to 2000 - http://192.168.1.100:2000/
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PPPOE

Use this when you connect the device through PPPoE (Point -to- Point Protocol over
Ethernet). PPPOE connection is the protocol that is widely used in xDSL (digital affiliate line
such as ADSL, VDSL or SDSL) as the authentication and connection system.

IP address : The IP address obtained at the PPPoE connecting with network.

User ID : Enter the user ID for authentication necessary for PPPoE connections. Type it up to
64 characters.

Password : Enter the password for authentication necessary for PPPoE connections. Type it
up to 32 characters.

Re-type password : Re-type the password to confirm.

Obtain DNS server address automatically : Select this to obtain the address of DNS server
automatically.

Use the following DNS server address : Select this when you set the fixed address as the IP
address of DNS server.

Primary DNS server : Enter the IP address of the primary DNS server.

Secondary DNS server : Enter the IP address of the secondary DNS server.
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DDNS

Server name : Choose the DDNS Server from the list.

User ID : Enter the user ID for authentication necessary for DDNS connections. Type it up to
64 characters.

Password : Enter the password for authentication necessary for DDNS connections. Type it
up to 32 characters.

Re-type password : Re-type the password to confirm.

Host name : Enter the host name that is registered to the DDNS server.

Note -

* When you want to use DDNS function, you need to register an account in DDNS server first.
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UPNnP

The device includes support for UPnP, which is enabled by default. If also enabled on your
computer, the device will automatically be detected and a new icon will be added to “My
Network Places.” It provides port forwarding for opening a port in a router or firewall in a
private network in order to let a party from the outside world contact a user inside.

HTTP port : Enter the HTTP port number and default HTTP port is 80.

SSL port: Enter the SSL port number and default SSL port is 443.

MPEG4 viewer port : Enter the MPEG4 viewer port number and default MPEG4 viewer port is
8090.

MPEG4 viewer port(SSL): Enter the MPEG4 SSL viewer port and default is 8091.

MJPEG viewer port : Enter the MJPEG viewer port number and default MJPEG viewer port is
8070.

MJPEG viewer port(SSL): Enter the MPEG4 SSL viewer port and default is 8071.

MPEG4 RTSP port: Enter the MPEG4 RTSP port, default value is 8050 for computer view,
8030 for mobile view.
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IP Notification
When network notify type is set to On, you can send an e-mail notification of the completion
of the network setting.

Product MNawe @ <product>
Weh Wersion : <vuweh>

APP Wersion @ <vEirme
http://<ipr:<ports>

Notify type : Select type of DHCP, Static IP and PPPoE will notify.

SMTP server name : Type the SMTP server name up to 64 characters, or the IP address of
the SMTP server.

Authentication : Select the authentication required when you send an email.

Off: Select if no authentication is necessary when an email is sent.

On: When authentication is necessary an e-mail is sent, select one of the authentication
methods from the followings.

SMTP: Select if SMTP authentication is necessary when an e-mail is sent.

POP before SMTP: Select if POP before SMTP authentication is necessary when an e-mail is
sent.

Note -

* When you set to On, be sure to select either or both SMTP or/and POP before SMTP.

POP server name : It is necessary when the POP before SMTP is selected in Authentication.
Type the POP (receiving mail) server name up to 64 characters, or type the IP address of the
POP server. This setting is necessary when the SMTP server which sends e-mails performs
authentication using the POP user account.

User name, Password : Type the user name and Password of the user who has the mail
account. This setting is necessary when the SMTP server which sends e-mails performs
authentication.

Recipient e-mail address : Type the recipient e-Mail address up to 64 characters. You can
specify up to three recipient E-mail addresses.

Administrator e-mail address : Type the Administrator e-Mail address up to 64 characters.
This address is used for reply mail and sending system messages from the SMTP server.

Subject : Type the subject/title of the e-Mail up to 64 characters. With respect to mail which is
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sent according to the IP notification.
Message

Type the text of the E-mail up to 384 characters. Default value provides network information
including IP, Port, MAC, Model, Firmware Version and Web Version.

51



Security

Account

The device default account and password setting is “root/MAC address of IP camera (in
capital letters)”. That means everyone might access the device including the configuration as
long as the IP address is known. It is necessary to assign a password if the device is intended
to be accessed by others. Use this menu to set the user names and passwords of
Administrator and up to 9 different users (User 1 to User 9), and the access right of each user.
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User name : Set a user name between 5 and 16 characters.
Password : Set a password between 5 and 16 characters.

Re-type password : Re-type the password to confirm.

Viewer Mode : Set a user to Admin, Operator or Viewer mode.
Viewer authentication : Allows any viewer direct access to Live View.
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HTTPS

HTTPS is a URI scheme used to indicate a secure HTTP connection. It is syntactically
identical to the http:// scheme normally used for accessing resources using HTTP. Using an
https: URL indicates that HTTP is to be used, but with a different default TCP port (443) and
an additional encryption/authentication layer between the HTTP and TCP. You can use the IP
camera through HTTPS easily by using https:// instead of http://.

Create selfsigned certificate

Mo cerificate installed.
Fropeties. . Femaowve

oet Paolicy

Create & Install: Create a self-signed certificate for HTTPS to recognize.
Installed Certificate: Display or remove the properties of the installed certificate.
HTTPS Connection Policy: Set HTTPS connection policy for different level of users.
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Advance

FTP Client

Use this menu to set up for capturing and sending images to an FTP server. By using FTP
client function, you can send the image and audio file which has been shot and recorded
linked with the external sensor input or with the built-in motion detection function to FTP
server. FTP client setting menu is composed of two tabs, General, Alarm sending and
Periodical sending.

General

FTP client function : To activate the FTP client function, select On. The FTP client setting page
appears. When you do not wish to use the FTP client function, select Off.

Note -

* The frame rate and operability on the main viewer may decrease while a file is being
transmitted by the FTP client function.

FTP server name : Type the FTP server name to upload still images up to 64 characters, or
the IP address of the FTP server.

User name : Type the user name for the FTP server.

Password : Type the password for the FTP server.

Retype password : To confirm the password, type the same characters as you typed in the

Password box.
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Passive mode : Set whether you use the passive mode of FTP server or not when connecting
to FTP server. Select On to connect to FTP server using the passive mode.
Attached file type : Set attached file type to MJPEG or MPEG.4

Alarm sending

Set to forward the image and audio file to the specified FTP server linked with the alarm
detection by the external sensor input or by the built-in motion detection function. Select On
to send the image and audio file to FTP server linked with the alarm detection.

Clear |

ion detectior | Matian detaction

; Alarm buffer |

Schedule |
—_

(oK ]

Remote path : Type the path to the destination in FTP server up to 64 characters.

Image file name : Type the file name you want to assign to the images when sending to the
FTP server. You can use up to 10 alphanumeric characters, - (hyphen) and _ (underscore) for
naming.

Suffix : Select a suffix to add to the file name:

Date & time: The date & time suffix is added to the Image file name. The date/time suffix
consists of lower two-digits of year (2 digits), month (2 digits), date (2 digits), hour (2 digits),
minute (2 digits), second (2 digits), and consecutive number (2 digits), thus 14-digit number is
added to the file name.

Sequence number: A consecutive number of 10 digits between 0000000001 and
4294967295 and two fixed digits 00 is added to the Image file name.

Motion Detection : Click it on for using Motion Detection function as a sensor. You can set the
motion detection function page.

Note -

» Motion Detection works only when the Video mode is set to MPEG4 and the Cropping is set

to Off.
55



Alarm Buffer : Select Use alarm buffer when you forward the image/ audio of before and after
the alarm detection (pre-alarm, post-alarm). If you do not select it, only the image of the
moment of the alarm detection is forwarded. Click Alarm buffer to display the Alarm buffer
setting menu. For details, see “Setting the Alarm Buffer — Alarm buffer setting Menu on page.
Effective period : Set the period when the periodical sending is effective.

Always : The periodical sending is always effective.

Schedule : You can specify the period when the periodical sending is effective in the schedule
setting in the other section. Click Schedule and the setting menu for the effective period is
displayed.

Periodical sending

You can set to send an image file to FTP server periodically by selecting On to send the
image file to FTP server linked with setting period.

Schedule |

[ o N[ cencel ]

Remote path : Type the remote path up to 64 characters.

Image file name : Type the file name of the image sent to FTP server up to 10 alphanumeric
characters, - (hyphen) and _ (under score).

Suffix : Select a suffix to be added to the file name sent to FTP server.

None : The name of the sent file will be the Image file name.

Date & time : The date & time suffix is added to the Image file name. The date & time suffix
consists of lower two-digits of year (2 digits), month (2 digits), date (2 digits), hour (2 digits),
minute (2 digits) and second (2 digits), and consecutive number (2 digits), thus 14-digit
number is added to the file name.

Sequence number : A consecutive number is added to the Image file name.

Sequence number clear : Click Clear and the suffix of the sequence number returns to 1.
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Interval : Set the periodical sending is effective interval. Min value is 1 min and Max value is
24 hour.

Effective period : Set the period when the periodical sending is effective.

Always : The periodical sending is always effective.

Schedule : You can specify the period when the periodical sending is effective in the schedule

setting in the other section. Click Schedule and the setting menu for the effective period is
displayed. (“Setting the Schedule — Schedule setting Menu” on page 34)
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SMTP

Set the SMTP menu when you want to send an image via e-mail. By using Mail (SMTP)
function, you can send a mail with attached image which has been shot linked with the
external sensor input or with the built-in motion detection function. The image file can also be
sent periodically. E-Mail (SMTP) setting menu is composed of three tabs, General, Alarm
sending and Periodical sending.

General
Select On when you use the SMTP function. The common setting options are displayed
below. If you do not wish to use the e-Mail (SMTP) function, select Off and click OK.

& o
@
[<]

|

(o N[ Concet J[es)

Note -

» During transmission of an image file via mail, the frame rate and operation performance of
the monitor image of the main viewer decline.

* While the camera video mode is set to MPEGA4, the image of the composite video signal
output from the video output connector of the camera may be distorted during mail
transmission.

* You cannot send an audio file by using the mail sending function.

SMTP server name : Type the SMTP server name up to 64 characters, or the IP address of
the SMTP server.

Authentication : Select the authentication required when you send an email.
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Off: Select if no authentication is necessary when an email is sent.

On: When authentication is necessary an e-mail is sent, select one of the authentication
methods from the followings.

SMTP: Select if SMTP authentication is necessary when an e-mail is sent.

POP before SMTP: Select if POP before SMTP authentication is necessary when an e-mail is
sent.

Note -

* When you set to On, be sure to select either or both SMTP or/and POP before SMTP.

POP server name : It is necessary when the POP before SMTP is selected in Authentication.
Type the POP (receiving mail) server name up to 64 characters, or type the IP address of the
POP server. This setting is necessary when the SMTP server which sends e-mails performs
authentication using the POP user account.

User name, Password : Type the user name and Password of the user who has the mail
account. This setting is necessary when the SMTP server which sends e-mails performs
authentication.

Recipient e-mail address : Type the recipient e-Mail address up to 64 characters. You can
specify up to three recipient E-mail addresses.

Administrator e-mail address : Type the Administrator e-Mail address up to 64 characters.
This address is used for reply mail and sending system messages from the SMTP server.
Attached File Type: Select to attach the file as JPEG or MPEG4.

Subject : Type the subject/title of the e-Mail up to 64 characters. With respect to mail which is
sent according to the alarm detection when Alarm sending of the alarm tab is set to On, the
characters standing for the sensor type added to the subject.

Message : Type the text of the E-mail up to 384 characters. (A line break is equivalent to 2
characters.)
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Alarm sending
Set to send the mail with connection to the alarm detection by the external sensor input or by
the built-in motion detection function.

n Motion detection

Alarm buffer |

Alarm sending : Select On to set to send mail with connection to the alarm detection.

File attachment : Set whether an image file is attached to the mail sent or not. When On is
selected, the image file made by the settings below is attached. When Off is selected, only
the message is sent.

Image file name : Type the file name you want to assign to the image to attach a mail. You can
use up to 10 alphanumeric, - (hyphen) and _ (underscore) for naming.

Suffix : Select a suffix to add to the file name:

None: No suffix is added. The Image file name is assigned to the image to be sent via an
e-Mail.

Date & time: The date & time suffix is added to the Image file name. The date/time suffix
consists of lower two-digits of year (2 digits), month (2 digits), date (2 digits), hour (2 digits),
minute (2 digits), second (2 digits), and consecutive number (2 digits), thus 14-digit number is
added to the file name.

Sequence number: A consecutive number of 10 digits between 0000000001 and
4294967295 and two fixed digits 00 is added to the Image file name.

Motion Detection : Click it on for using Motion Detection function as a sensor. You can set the
motion detection function page.

Note :

» Motion Detection works only when the Video mode is set to MPEG4 and the Cropping is set
60



to Off.

Alarm Buffer : Select Use alarm buffer when you forward the image/ audio of before and after
the alarm detection (pre-alarm, post-alarm). If you do not select it, only the image of the
moment of the alarm detection is forwarded. Click Alarm buffer to display the Alarm buffer
setting menu. For details, see “Setting the Alarm Buffer — Alarm buffer setting Menu on page.
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Periodical sending
You can set to send an image file by SMTP server periodically by selecting On to send the
image file by SMTP server linked with setting period.

Schadule |

Image file name : Type the file name of the image sent by SMTP up to 10 alphanumeric
characters, - (hyphen) and _ (under score).

Suffix : Select a suffix to be added to the file name sent by SMTP.

None : The name of the sent file will be the Image file name.

Date & time : The date & time suffix is added to the Image file name. The date & time suffix
consists of lower two-digits of year (2 digits), month (2 digits), date (2 digits), hour (2 digits),
minute (2 digits) and second (2 digits), and consecutive number (2 digits), thus 14-digit
number is added to the file name.

Sequence number : A consecutive number is added to the Image file name.

Sequence number clear : Click Clear and the suffix of the sequence number returns to 1.
Interval : Set the periodical sending is effective interval. Min value is 30 min and Max value is
24 hour.

Effective period : Set the period when the periodical sending is effective.

Always : The periodical sending is always effective.

Schedule : You can specify the period when the periodical sending is effective in the schedule
setting in the other section. Click Schedule and the setting menu for the effective period is
displayed. (“Setting the Schedule — Schedule setting Menu” on page 34)
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HTTP Event

Use this menu to set up for capturing and sending images to an HTTP server. By using HTTP
client function, you can send the image and audio file which has been shot and recorded
linked with the external sensor input or with the built-in motion detection function to HTTP
server. HTTP client setting menu is composed of two tabs, General and Alarm sending.
General

Cancel _

—_—

HTTP event: Set up the HTTP server URL, port, user id, password, and proxy server settings.
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Alarm sending
Set to send the mail with connection to the alarm detection by the external sensor input or by
the built-in motion detection function.

kotion detection |

Alarm buffer '

ok |

Alarm sending : Select On to set to send mail with connection to the alarm detection.

Motion Detection : Click it on for using Motion Detection function as a sensor. You can set the
motion detection function page.

Note -

» Motion Detection works only when the Video mode is set to MPEG4 and the Cropping is set
to Off.

Alarm Buffer : Select Use alarm buffer when you forward the image/ audio of before and after
the alarm detection (pre-alarm, post-alarm). If you do not select it, only the image of the
moment of the alarm detection is forwarded. Click Alarm buffer to display the Alarm buffer
setting menu. For details, see “Setting the Alarm Buffer — Alarm buffer setting Menu on page.
Effective period : Set the period when the periodical sending is effective.

Always : The periodical sending is always effective.

Schedule : You can specify the period when the periodical sending is effective in the schedule
setting in the other section. Click Schedule and the setting menu for the effective period is
displayed.
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Schedule

When you click Schedule on the Advanced mode menu, the Schedule setting menu appears.
This is the same menu as the setting menu which is displayed when you click Schedule to set
Effective period and Schedule in FTP client setting menu, e-Mail (SMTP) setting menu, Alarm
out setting menu and so on. Example: When setting e-Mail (SMTP) (the alarm sending) in the
Schedule setting menu.

ra ra ra ro i
sy e £ = [F 5

g
M

Cancel |

Setting

Schedule selection

Select the list box to specify the schedule you want to set. e-Mail (SMTP) — Alarm, e-Malil
(SMTP) — Periodical, FTP — Alarm, FTP — Periodical, HTTP event — Alarm, Alarm output —
Alarm or Alarm output — Timer, can be selected.

Mon (Monday) to Sun (Sunday)

The time period on the right of the checked day is the effective period of the schedule.

Start time, End time

Specify the Start time and the End time.

Use the same time schedule every day

When this is checked, the Start time and End time set to Mon (Monday) are applied to all
days. In this case, the Start time and End time of the other days than Mon (Monday)
cannot be input.
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Alarm Buffer

You can set the Pre-alarm image and audio (the image and audio before the alarm
detection) and the Post - alarm image and audio. These can be set when Alarm sending
FTP client setting menu or Image memory setting menu is set to On, and besides when
Use alarm buffer is selected.

Setting

Alarm buffer : To activate the Alarm buffer function, select On. The basic setting options are
displayed below. When you do not use the Alarm output function, select Off.

Recording capacity

Pre-alarm period : Display the maximum recording capacity of image/audio before the
alarm detection.

Post-alarm period : Display the maximum recording capacity of image/audio after the alarm
detection.

Recording time

Set the recording time for the Pre-alarm image/audio and Post alarm image/audio.

Pre alarm period : Type it with recording time of the image/audio before the alarm
detection.

Post alarm period : Type it with recording time of the image/audio after the alarm detection.
Note -
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» The value of Recording capacity differs depending on Image size, Bitrate (for MPEG4)
and Image quality (for MPEG4 and MJPEG) in the camera setting menu.
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Motion Detection

When you click Motion Detection on the Advance mode menu, the Motion Detection
setting menu appears. There are three Motion Detection functions as sensors to set for
different detecting zones. Each one has Threshold and Sensitivity inputs which you can
adjust to specific zone sequentially. Motion Detection function can support to FTP, SMTP
and Alarm output for capturing and sending images or starting alarm output.

& vome
i T1 Motion Detection 1
SETTING Threshald
») Basic 5
XJ) Advance
v i ) Sensitivity
) FTP client —
a SMTP I™ hotion Datection 2
) HTTP Blgor Threshald
») Schedule "
%) Alarm buffer
ER i o b Sensgitivity
XJ Motion detection e
M Maotion Detection 3
Threshold
—_—
Sensitivity

[=—

O |

Click it On when you use the Motion Detection function and detecting zone appears for
adjusting and moving. The common setting options are displayed below. If you do not wish
to use the Motion Detection function, click it Off and press OK.

Motion Detection 1 : Click it on for using Motion Detection 1 function as a sensor. You can
adjust and move the detecting zone by using mouse.

Motion Detection 2 : Click it on for using Motion Detection 2 function as a sensor. You can
adjust and move the detecting zone by using mouse.

Motion Detection 3 : Click it on for using Motion Detection 3 function as a sensor. You can
adjust and move the detecting zone by using mouse.

Threshold : You can use the tool bar to set up-limit value. When detecting zone signals are
over setting value, it would carry on assigned work.

Sensitivity : You can use the tool bar to set down-limit value. When detecting zone signals
are over setting value, it would carry on assigned work.

Carry out the following steps :
Click On to Motion Detection 1 choose one of eight orders.
A detecting zone 1 appears and use mouse to adjust and move the zone boundaries and
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position.

Use tool bar to set Threshold and Sensitivity value.

Follow the steps to set the other Motion Detection.

Click the OK to save the setting.

Note -~

* Be careful! Motion Detection function don’t work with Patrol function at same time.
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System Log

The System Log function allows users to review any changes and events happened. The
system starts logging automatically after started.
Remote Log: Enables user to send the log data to a specified log server.

Jan 100:00:10 «<info > 5¥5: log started
13 10:54: 32 «info MWET: Starting network...
13 10:54: 32 «info MET: MAC = 00:11:6B:73:06:39
13 10:54: 32 <info NET: Metwork type = DHCP
13 10:54:33 «info ALARM: Alarm Buffer Event Receive
13 10:54:33 <info WOT: watchdog start
13 10:59:45 <info RTSP; TCP from 192,168.50,157
13 11:16:11 <info RTSP; TCP from 192,162, 50,142
13 11:18: 50 =info RTSP: Close from 192.168.50.142
13 11:19:02 <info RTSP: TCP from 192,168.50,142
13 11:19:40 <info RTSP: Close from 192,168.50,142
13 11:21: 12 <info RTSP: TCP from 192,168,.50,142
13 11:21:28 =<info RTSP: Close from 192.168.50.142
13 11:21:53 «=info RTSP: TCP from 192,168,.50,142
13 11:22:10 <info RTSP: Close from 192.168.50.142
13 11:23: 26 <info RTSP: Close from 192.168.50,157
13 11:23: 26 <info YWideo: MPEG4 - Close Connection from 192, 168,50, 157
13 11:23:32 <info YWideo: MPEG4 - Mew Connection from 192.168.50,157
12 11:30: 53 =info Yideo: MPEG4 - Mew Connection from 192,168.50, 142
13 11:31: 20 <info YWideo: MPEG4 - Close Connection from 192, 168,50, 142

WOWOWOM OV W W W N W W N W W W W Y W W
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Trouble shooting sheet

After powering up or inserting LAN cable connected to a PoE switch, the Network Camera
performs a self-diagnostic to detect any hardware defects.

L —,

Reset and Restore
At the rear side of the camera there is a button hidden in the
' pinhole as shown in the picture. It is used to reset the system or
restore the factory default settings. Sometimes resetting the
system sets the system back to normal state. If the system
oJ problems remain after reset, restore the factory settings and

install again.

&Restoring the factory defaults will erase any previous settings. Reset or restore the

system after power on.

Troubles

Probable Reasons

Solutions

No action while power on.
No image.

The Networking indicator isn't

flashing.

Power cable is not in well
connection.

Reconnected.

Firmware is hang up.

Start up with factory default
setting by pressing the reset
button over 10 seconds then
releasing it.

Having image but can’t control.
The indicator isn't flashing.

Firmware is hang up.

Restart the Network camera
by pressing and releasing the
reset button.

] Poor video cable connection Reinsert
Unstable images :
Power W is not enough Change
) ) Adjust the lens or focus
Vague images The focus is out of focus.
manually.
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Streaming Video/Audio Solution

Streaming video is a sequence of "moving images" that are sent in compressed form
over the Internet and displayed by the viewer as they arrive. With streaming, a Web
user does not have to wait to download a large file before seeing the video or hearing
the sound. Instead, the media is sent in a continuous stream and is played as it arrives.

B Snapshot JPEG image
http://servername/cgi-bin/jpg/image
http://servername/jpg/image.jpg

B Snapshot JPEG image through mobile phone
http://servername/mobile.wml
http://servername/mobile.htm

B Stream MJPEG video stream
http://servername:8070/video.mjpg

B Stream MPEG4 video stream
http://servername:8090/video.mp4

B Stream RTSP stream
rtsp://servername:554/video.mp4
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GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not

allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast,
the GNU General Public License is intended to guarantee your freedom to share and change free
software--to make sure the software is free for all its users. This General Public License applies to most of
the Free Software Foundation's software and to any other program whose authors commit to using it. (Some
other Free Software Foundation software is covered by the GNU Library General Public License instead.)

You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for this
service if you wish), that you receive source code or can get it if you want it, that you can change the

soft-ware or use pieces of it in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you
to surrender the rights. These restrictions translate to certain responsibilities for you if you distribute copies

of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the
recipients all the rights that you have. You must make sure that they, too, receive or can get the source code.

And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives

you legal permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that there is
no warranty for this free software. If the software is modified by someone else and passed on, we want its
recipients to know that what they have is not the original, so that any problems introduced by others will not

reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that
redistributors of a free program will individually obtain patent licenses, in effect making the program
proprietary. To prevent this, we have made it clear that any patent must be licensed for everyone's free use

or not licensed at all. The precise terms and conditions for copying, distribution and modification follow.
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GNU GENERAL PUBLIC LICENSE

Terms And Conditions For Copying, Distribution And Modification

0. This License applies to any program or other work which contains a notice placed by the copyright holder
saying it may be distributed under the terms of this General Public License. The "Program", below, refers to
any such program or work, and a "work based on the Program" means either the Program or any derivative
work under copyright law: that is to say, a work containing the Program or a portion of it, either verbatim or
with modifications and/or translated into another language. (Hereinafter, translation is included without

limitation in the term "modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are outside
its scope. The act of running the Program is not restricted, and the output from the Program is covered only if
its contents constitute a work based on the Program (independent of having been made by running the

Program). Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate copyright
notice and disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of

any warranty; and give any other recipients of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty

protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the
Program, and copy and distribute such modifications or work under the terms of Section 1 above, provided

that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the

date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from
the Program or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of

this License.

c) If the modified program normally reads commands interactively when run, you must cause it, when started
running for such interactive use in the most ordinary way, to print or display an announcement including an
appropriate copyright notice and a notice that there is no warranty (or else, saying that you provide a
warranty) and that users may redistribute the program under these conditions, and telling the user how to
view a copy of this License. (Exception: if the Program itself is interactive but does not normally print such an

announcement, your work based on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not
derived from the Program, and can be reasonably considered independent and separate works in

themselves, then this License, and its terms, do not apply to those sections when you distribute them as
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separate works. But when you distribute the same sections as part of a whole which is a work based on the
Program, the distribution of the whole must be on the terms of this License, whose permissions for other
licensees extend to the entire whole, and thus to each and every part regardless of who wrote it. Thus, it is
not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the

intent is to exercise the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work
based on the Program) on a volume of a storage or distribution medium does not bring the other work under

the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or

executable form under the terms of Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must be distributed

under the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no
more than your cost of physically performing source distribution, a complete machine-readable copy of the
corresponding source code, to be distributed under the terms of Sections 1 and 2 above on a medium

customarily used for software interchange; or,

c) Accompany it with the information you received as to the offer to distribute corresponding source code.
(This alternative is allowed only for noncommercial distribution and only if you received the program in object

code or executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an
executable work, complete source code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to control compilation and installation of the
executable. However, as a special exception, the source code distributed need not include anything that is
normally distributed (in either source or binary form) with the major components (compiler, kernel, and so on)
of the operating system on which the executable runs, unless that component itself accompanies the

executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place counts as distribution of the source

code, even though third parties are not compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this
License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will
automatically terminate your rights under this License. However, parties who have received copies, or rights,
from you under this License will not have their licenses terminated so long as such parties remain in full

compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants
you permission to modify or distribute the Program or its derivative works. These actions are prohibited by

law if you do not accept this License. Therefore, by modifying or distributing the Program (or any work based
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on the Program), you indicate your acceptance of this License to do so, and all its terms and condi-tions for

copying, distributing or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically
receives a license from the original licensor to copy, distribute or modify the Program subject to these terms
and conditions. You may not impose any further restrictions on the recipients' exercise of the rights granted

herein. You are not responsible for enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not
limited to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise)
that contradict the conditions of this License, they do not excuse you from the conditions of this License. If
you cannot distribute so as to satisfy simultaneously your obligations under this License and any other
pertinent obligations, then as a consequence you may not distribute the Program at all. For example, if a
patent license would not permit royalty-free redistribution of the Program by all those who receive copies
directly or indirectly through you, then the only way you could satisfy both it and this License would be to

refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance

of the section is intended to apply and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to
contest validity of any such claims; this section has the sole purpose of protecting the integrity of the free
software distribution system, which is implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed through that system in reliance on
consis-tent application of that system; it is up to the author/donor to decide if he or she is willing to distribute

software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this

License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder who places the Program under this License may add an
explicit geographical distribution limitation excluding those countries, so that distribution is permitted only in
or among countries not thus excluded. In such case, this License incorporates the limitation as if written in

the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License
from time to time. Such new versions will be similar in spirit to the present version, but may differ in detail to

address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this
License which applies to it and "any later version", you have the option of following the terms and condi-tions
either of that version or of any later version published by the Free Software Foundation. If the Program does
not specify a version number of this License, you may choose any version ever published by the Free

Software Foundation.
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10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are
different, write to the author to ask for permission. For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we sometimes make exceptions for this. Our decision
will be guided by the two goals of preserving the free status of all derivatives of our free software and of

promoting the sharing and reuse of software generally.
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NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE
PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE
STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES

PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE,
YOU ASSUME THE COST OF ALL NECESSARY SERVICING,

REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL,
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY
TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF
THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER
PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

This product incorporates open source code into the software and therefore falls under the guidelines

governed by the General Public License (GPL) agreement.

Adhering to the GPL requirements, the open source code and open source license for the source code are

available for free download at http://global.levell.com.

If you would like a copy of the GPL or other open source code in this software on a physical CD medium,
LevelOne (Digital Data Communications) offers to mail this CD to you upon request, for a price of US$9.99

plus the cost of shipping.
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