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The device FBR-2000 2-WAN Broadband Router Administration and monitoring control is set
by the System Administrator. The System Administrator can add or modify System settings
and monitoring mode. The sub Administrators can only read System settings but not modify
them. In System, the System Administrator can:

(1) Add and change the sub Administrator’'s names and passwords;

(2) Back up all Multi-Homing Gateway settings into local files;

(3) Set up alerts for Hackers invasion.

What is System?
“System” is the managing of settings such as the privileges of packets that pass through the
FBR-2000 2-WAN Broadband Router and monitoring controls. Administrators may manage,
monitor, and configure Multi-Homing Gateway settings. All configurations are “read-only” for
all users other than the Administrator; those users are not able to change any settings for the
Multi-Homing Gateway.

The eleven sub functions under System are Admin, Setting, Date/Time, Multiple Subnet,
Hack Alert, Route Table, DHCP, DNS Proxy, Dynamic DNS, Logout and Software Update.

Admin: has control of user access to the Multi-Homing Gateway. He/she can add/remove
users and change passwords.

Setting: The Administrator may use this function to backup Multi-Homing Gateway
configurations and export (save) them to an “Administrator” computer or anywhere on the
network; or restore a configuration file to the device; or restore the Multi-Homing Gateway
back to default factory settings. Under Setting, the Administrator may enable e-mail alert
notification. This will alert Administrator(s) automatically whenever the Multi-Homing Gateway
has experienced unauthorized access or a network hit (hacking or flooding). Once enabled,
an IP address of a SMTP(Simple Mail Transfer protocol) Server is required. Up to two e-mail
addresses can be entered for the alert notifications.

Date/Time: This function enables the Multi-Homing Gateway to be synchronized either with
an Internet Server time or with the client computer’s clock.
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Multiple Subnet This function allows local port to set multiple subnet works and connect with
the internet through different WAN 1 IP Addresses.

Hacker Alert When abnormal conditions occur, the Multi-Homing Gateway will send an e-mail
alert to notify the Administrator, and also display warning messages in the Event window of
Alarm.

Route Table Use this function to enable the Administrator to add static routes for the
networks when the dynamic route is not efficient enough.

DHCP Administrator can configure DHCP (Dynamic Host Configuration Protocol) settings for
the LAN (LAN) network.

DNS-Proxy The Multi-Homing Gateway Administrator may use the DNS Proxy function to
make the Multi-Homing Gateway act as a DNS Server for the Internal and DMZ network. Al
DNS requests to a specific Domain Name will be routed to the Multi-Homing Gateway’s IP
address. For example, let’s say an organization has their mail server (i.e., mail. MH200.com)
in the DMZ network (i.e. 192.168.10.10). The outside Internet world may access the mail
server of the organization easily by its domain name, providing that the Administrator has set
up Virtual Server or Mapped IP settings correctly. However, for the users in the Internal
network, their WAN DNS server will assign them a public IP address for the mail server. So
for the Internal network to access the mail server (mail.MH2000.com), they would have to go
out to the Internet, then come back through the Multi-Homing Gateway to access the mail
server. Essentially, the internal network is accessing the mail server by a real public IP
address, while the mail server serves their request by a NAT address and not a real one.
This odd situation occurs when there are servers in the DMZ network and they are binded to
real IP addresses. To avoid this, set up DNS Proxy so all the Internal network computers will
use the Multi-Homing Gateway as a DNS server, which acts as the DNS Proxy.

Dynamic DNS The Dynamic DNS (require Dynamic DNS Service) allows you to alias a
dynamic IP address to a static hostname, allowing your device to be more easily accessed by
specific name. When this function is enabled, the IP address in Dynamic DNS Server will be
automatically updated with the new IP address provided by ISP



Language The software provides English version, German version, Traditional Chinese
Version and Simplified Chinese Version for you to choose.

Permitted IP Only the authorized IP address is permitted to manage the Multi-Homing
Gateway.

Logout  Administrator logs out the Multi-Homing Gateway. This function protects your
system while you are away.

Software Update: Administrators may visit distributor's web site to download the latest
firmware. Administrators may update the device firmware to optimize its performance and
keep up with the latest fixes for intruding attacks.



Admin

On the left hand menu, click on Setup, and then select Admin below it. The current list of
Administrator(s) shows up.
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Settings of the Administration table
Administrator Name: The username of Administrators for the Multi-Homing Gateway. The
user admin cannot be removed.

Privilege: The privileges of Administrators (Admin or Sub Admin)

The username of the main Administrator is Administrator with read / write privilege.

Sub Admins may be created by the Admin by clicking New Sub Admin. Sub Admins have
read only privilege.

Configure: Click Modify to change the “Sub Administrator’s” password and click Remove to

delete a “Sub Administrator.”
-4 -



Adding a new Sub Administrator

Step 1. In the Admin window, click the New Sub Admin button to create a new Sub
Administrator.

Step 2. Inthe Add New Sub Administrator window:
B Sub Admin Name: enter the username of new Sub Admin.
B Password: enter a password for the new Sub Admin.
B Confirm Password: enter the password again.

Step 3. Click OK to add the user or click Cancel to cancel the addition.
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Changing the Sub-Administrator’s Password

Step 1. Inthe Admin window, locate the Administrator name you want to edit, and click on
Modify in the Configure field.

Step 2. The Modify Administrator Password window will appear. Enter in the required
information:
B Password: enter original password.
B New Password: enter new password
B Confirm Password: enter the new password again.

Step 3. Click OK to confirm password change or click Cancel to cancel it.
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Removing a Sub Administrator

Step 1. Inthe Administration table, locate the Administrator name you want to edit, and click
on the Remove option in the Configure field.

Step 2. The Remove confirmation pop-up box will appear.

Step 3. Click OK to remove that Sub Admin or click Cancel to cancel.
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Settings

The Administrator may use this function to backup the FBR-2000 2-WAN Broadband Router
configurations and export (save) them to an “Administrator” computer or anywhere on the
network; or restore a configuration file to the device; or restore the Multi-Homing Gateway
back to default factory settings.

Entering the Settings window

Click Setting in the System menu to enter the Settings window. The Multi-Homing
Gateway Configuration settings will be shown on the screen.
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[ System | Multi-homing Router
Admin Export System Setting to Client
Setting Import System Setting from Client
Date/Time
Multiple Subnet M Reset Factory Setting
Hacker Alert E-mail Setting
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Route Table Device Name
DHCP Sender Address (Required by some ISPs)
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Virtual Server
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Exporting Multi-Homing Gateway Gateway settings

Step 1. Under Multi-Homing Gateway Configuration, click on the Download button next
to Export System Settings to Client.

Step 2. When the File Download pop-up window appears, choose the destination place in
which to save the exported file. The Administrator may choose to rename the file
if preferred.
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ROUtEr Setting

Multi-homing Router

Admin Export System Setting to Client S
Setting Import System Setting from Client | | Browse. |
Date/Time
Multiple Subnet M Reset ‘ 1O
Hacker Alert —
Blaster Alert
Route Table
DHCP Getting File Information:
Host Table | Multi_Home.conf from 192.168.1.1

. ; | (
Jynamic ONS Estimated time left
Language M Download to: File Download
Permitted IPs | Transfer rate:

[] Close this dialog box when dowj Do you want to save this file?

Logout

Software Update

j Name: Multi_Home.conf
5
Type: Unknown File Type, 2.00 MB
From: 192.168.1.1
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MTU Setting
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WAN?1 While files from the Internet can be useful, some files can potentially
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file. ‘What's the risk?
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Importing Multi-Homing Gateway settings

Step 1. Under Multi-Homing Gateway Configuration, click on the Browse button next to
Import System Settings. When the Choose File pop-up window appears, select
the file to which contains the saved Multi-Homing Gateway Settings, then click OK.

Step 2. Click OK to import the file into the Multi-Homing Gateway or click Cancel to cancel

importing.
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Restoring Factory Default Settings

Step 1. Select Reset Factory Settings under Multi-Homing Gateway Configuration.
Step 2. Click OK at the bottom-right of the screen to restore the factory settings.
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Enabling E-mail Alert Notification

Step 1. Select Enable E-mail Alert Notification under E-Mail Settings. This function will
enable the Multi-Homing Gateway to send e-mail alerts to the System Administrator
when the network is being attacked by hackers or when emergency conditions

occur.
Step 2. Device Name: Enter the Device Name.
Step 3. Sender Address(Required by some ISPs): Enter the Sender Address.(Some ISPs
need Required.)
Step 4. SMTP Server IP: Enter SMTP server’s IP address.
Step 5. E-Mail Address 1: Enter the first e-mail address to receive the alarm notification.
Step 6. E-Mail Address 2: Enter the second e-mail address to receive the alarm notification.
(Optional)
Step 7. Click OK on the bottom-right of the screen to enable E-mail alert notification.
Q- HNR® PO R&E-B w -8
level o) .
- W%“”ﬁﬁ'ﬁj‘% Setting
Eo Multi-homing Router
Admin Export System Setting to Client
Setting Import System Setting from Client
Date/Time

M Reset Factory Setting
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Hacker Alert E-mail Setting
DlasterAlert Enable E-mail Alert Notification
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Host Table SMTP Server
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Dynamis E-mail Address 1
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HTTP Port o]
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&] Done & Internet
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Web Management (WAN Interface) (Remote Ul management)

The administrator can change the port number used by HTTP port anytime.
(Remote Ul management)

Step 1. Set Web Management (WAN Interface). The administrator can change the port
number used by HTTP port anytime.
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MTU (set networking packet length)

The administrator can modify the networking packet length.

Step 1. MTU Setting. The administrator can modify the networking packet length.
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To-Multi-Homing Gateway Packets Log

Select this option to the device’s To-Multi-Homing Gateway Packets Log. Once this
function is enabled, every packet to this appliance will be recorded for system manager to
trace.
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Multi-Homing Gateway Reboot

Select this option to the device’s Multi-Homing Gateway Reboot. Once this function is
enabled, the Multi-Homing Gateway will be reboot.

Step 1. Click Setting in the Administration menu to enter the settings window.
Step 2. Reboot Multi-Homing Gateway : Click Reboot.
Step 3. A confirmation pop-up box will appear.

Step 4. Follow the confirmation pop-up box, click OK to restart Multi-Homing Gateway
or click Cancel to discard changes.
O T & ﬁl] ﬂ l 7 % T R % JA‘ .
level " ) .
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Setting

B Enable E-mail Alert Notification

[ System ______|
Admin Device Name
Setting Sender Address (Required by some ISPs)
Date/Time SMTP Server
Multiple Subnet E-mail Address 1
Hacker Alert E-mail Address 2
Blaster Alert Mail Test
Route Table
DHCP Web Management (WAN Interface)
Host Tahle HTTP Port Microsoft Internet Explorer @
Dynamic DNS MTU Setting
Language MTU ;.,/ Are you sure to Reboot ? Bytes
Permitted IPs H
G l\;;zlr(\l?peed I Duplex
Software Update WAN2

Interface

Address Dynamic Routing (RIPv2)

Enable W LAN ® WAN1 H WAN2 M DMZ
Routing information update timer Seconds
Routing information timeout Seconds

Administration Packet Logging
M Enable Administration Packet Logging

Content Filtering
Virtual Server
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System Reboot

Reboot Multi-homing Router Appliance
Statistics

§] http:ff192.168.1.1/cgi-binfgener.cgirtype=setting&reboot="Reboot" & Internet
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Date/Time

Synchronizing the Multi-Homing Gateway with the System Clock
Admin can configure the FBR-2000 Multi-Homing Gateway date and time by either syncing
to an Internet Network Time Server (NTP) or by syncing to your computer clock.

Follow these steps to sync to an Internet Time Server

Step 1.  Enable synchronization by checking the box.

Step 2.  Click the down arrow to select the offset time from GMT.

Step 3.  Enter the Server IP Address or Server name with which you want to
synchronize.

Step 4. Update system clock every 5 minutes You can set the interval
time to synchronize with outside servers. If you set it to 0, it means
the device will not synchronize automatically.

Follow this step to sync to your computer clock.
Step 1.  Click on the Sync button.

Click the OK button below to apply the setting or click Cancel to discard
changes.
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System time : Thu Jan 2 02:06:20 2003

Admin Synchronize system clock
Setting Enable synchronize with an Internet time Server
Date/Time Set offset hours from GMT

Multiple Subnet Server IPIName 131.188.3.220

Hacker Alert

Blazter Alort Update system clock every _ minutes (0 : means update at booting time)
Route Table

DHeD Synchronize system clock with this client (TR

Host Tahle

Dynamic DNS m m

Language
Permitted IPs
Logout

Software Update
Interface
Address

Content
Virtual Server

Log
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&] Done & Internet
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Multiple Subnet

NAT mode

Multiple Subnet allows local port to set multiple subnet works and connect with the internet
through different WAN 1 IP Addresses.
For instance : The lease line of a company applies several real IP Addresses 168.85.88.0/24 - and
the company is divided into R&D department, service, sales department, procurement
department, accounting department > the company can distinguish each department by
different subne works for the purpose of convenient management. The settings are as the
following :
1.R&D department subnet work : 192.168.1.11/24(Internal) <-> 168.85.88.253(WAN 1)
2. Service department subnet work: 192.168.2.11/24(Internal) €<-> 168.85.88.252(WAN 1)
3.Sales depam ent subnet work : 192.168.3.11/24(Internal) <-> 168.85.88.251(WAN 1)
4.Procurement department subnet work
192.168.4.11/24(Internal) <-> 168.85.88.250(WAN 1)

5.Accounting department subnet work
192.168.5.11/24(Internal) <> 168.85.88.249(WAN 1)
The first department(R&D department) was set while setting interface IP, the other four
ones have to be added in Multiple Subnet » after completing the settings, each deparm ent
use the different WAN IP Address to connect to the internet. The settings of each
department are as the following
Service [P Address : 192.168.2.1
Subnet Mask : 255.255.255.0
Default Gateway : 192.168.2.11

The other departments are also set by groups, this is the function of Multiple Subnet.
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Multiple Subnet settings

Click Multiple Subnet in the System menu to enter Multiple Subnet window.
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ﬂ :uwncr = Multiple Subnet

B WAN Interface IP I Forwarding Mode [Alias IP of Internal Interface / Netmask
192.168.100.1 ] 255.255.255.0 llllﬂl'l l (Remove

Admin WAN 1 :61.11.11.11 I NAT
Setting WAN 2 : 211.22.22.22 | NAT
Date/Time
Multiple Subnet
Hacker Alert
Blaster Alert
Route Table
DHCP

Host Table
Dynamic DNS
Language
Permitted IPs
Logout

Software Update

Interface
Address

Content Filtering

-
o
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Q Internet

&

Multiple Subnet
m WAN Interface IP / Forwarding Mode : Display WAN Port IP Address and
Forwarding Mode.

B Alias IP of Int. Interface / Netmask : Local port IP Address and subnet
Mask.

B Modify : Modify the settings of Multiple Subnet. Click Modify to modify the
parameters of Multiple Subnet or click Delete to delete settings.
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Add Multiple Subnet NAT Mode.

Step 1. Click the Add button below to add Multiple Subnet.

Step 2. Enter the IP Address in the website name column of the new window.
Alias IP of LAN Interface : Enter Local port IP Address.
Netmask : Enter Local port subnet Mask.
WAN Interface IP
Add WAN 1 or WAN2 IP
Forwarding Mode
Click the NAT button below to setting.

Step 3. Click OK to add Multiple Subnet or click Cancel to discard changes.
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Date/Time
Multiple Subnet
Hacker Alert WAN1 61.11.11.11 Assist ® NAT O Routing
Blaster Alert WAN2 211.22.22.22 Assist ® NAT O Routing
Route Table
DHCP
Host Tahle
Dynamic DNS
Language

Permitted IPs
Logout
Software Update

Interface
Address

Content Filtering
Virtual Server
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&] Done & Internet
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Modify Multiple Subnet

Step 1. Find the IP Address you want to modify and click Modify
Step 2. Enter the new IP Address in Modify Multiple Subnet window.
Step 3. Click the OK button below to change the setting or click Cancel to discard changes.
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Modify Multiple Subnet IP

Admin Alias IP of LAN Interface 192.168.100.1
Setting Netmask 255.255.255.0
Date/Time

Multiple Subnet
Hacker Alert WAN1 61.11.11.11 Assist ® NAT O Routing
Blaster Alert WAN2 211.22.22.22 _Assist ® NAT O Routing
Route Table
DHCP

Host Table
Dynamic DNS
Language
Permitted IPs
Logout
Software Update

Interface
Address

Content Filtering
Virtual Server
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Delete Multiple Subnet

Step 1.Find the IP Address you want to delete and click Delete.

Step 2.A confirmation pop-up box will appear, click OK to delete the setting or click Cancel to
discard changes.

Q- © KRG P HO RREE-B e

level

Muggﬂ‘ﬁ'gﬂ% Muitiple Subnet

Eo WAN Interface IP | Forwarding Mode [Alias IP of Internal Interface / Netmask
Admin WAN 1 :61.11.11.11 I NAT
192.168.100.1 | 255.255.255.0 Mol Remove
Setting WAN 2 : 211.22.22.22 | NAT m [;]
Date/Time

Multiple Subnet
Hacker Alert
Blaster Alert
Route Table
DHCP 2
Host Table Microsoft Internet Explorer
Dynamic DNS

:.’/ Are you sure you want to remove ?

Language
Permitted IPs

Logour
Software Update

Content Filtering
Virtual Serv
Log

@_] http:f§192.168.1.1/cgi-bin/multiple_nat. cgi?type=multiple_nat&modify=Deletefnum=0&multiple_nat_type=3 & Internet
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Routing Mode

Multiple Subnet allows local port to set Multiple Subnet Routing Mode works and connect
with the internet through different WAN IP Addresses.

For example, the leased line of a company applies several real IP Addresses 192.168.2.0/24 and
the company is divided into R&D, Customer Service, Sales, Procurement, and Accounting
Department. The company can distinguish each department by different subnet works for
the purpose of convenient management.

The settings are as the following :

J )Cabie Router
amaraz
192.168.3. x
Firewall

“f;“‘
B 192.168.1. %
Multiple Subnet
Routing Mode

192.168. 2. x

-24-



Step 1. Click System Configuration on the left side menu bar, then click Multiple
Subnet below it. Enter Multiple Subnet window.
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B WAN Interface IP I Forwarding Mode [Alias IP of Internal Interface / Netmask

Admin WAN 1 : 192.168.10.106 | NAT
192.168.100.1 | 255.255.255.0 [ Remove
Setting WAN 2 : ---] Routing w u

Date/Time
Multiple Subnet
Hacker Alert
Blaster Alert
Route Table
DHCP

Host Table
Dynamic DNS
Language
Permitted IPs
Logout
Software Update

Interface
Address

Content Filtering

-
o
(=]

e_‘] Done ® Internet

Step 2. The definition of Multiple Subnet :

B Forwarding Mode : Display Forwarding Mode which is NAT Mode or Routing
Mode.

B WAN Interface IP: Display WAN Port IP Address.

B Alias IP of Int. Interface / Subnet Mask : Local port IP Address and subnet
Mask.

B Modify : Modify the settings of Multiple Subnet. Click Modify to modify the
parameters of Multiple Subnet or click Delete to delete settings.
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Adding a Multiple Subnet Routing Mode
Step 1. Click the Add button below to add Multiple Subnet.
Step 2. Enter the IP Address in Add Multiple Subnet window.

Forwarding Mode : Click the Routing button below to setting
WAN Interface IP : Add WAN IP.

Alias IP of LAN Interface : Enter Local port IP Address.
Netmask : Enter Local port subnet Mask.

Step 3. Click OK to add Multiple Subnet or click Cancel to discard changes.
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ROUtEr- Multiple Subnet
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[ System _______|
Admin Alias IP of LAN Interface 192.168.2.1
Setting Netmask 265.255.255.0
Date/Time
Multiple Subnet
Hacker Alert WAN1 _Assist NAT Routing
Blaster Alert WAN2 _Assist O NAT @ Routing
Route Table
DHCP
Host Table
Dynamic DNS
Language

Permitted IPs
Logout
Software Update

Interface
Address

Content Filtering
Virtual Server
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& Internet
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Step 4: Adding a new Incoming Policy. In the incoming window, click the New Entry button.
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B WAN Interface IP I Forwarding Mode [Alias IP of Internal Interface / Netmask
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Setting WAN 2 : -] Routing (Modity ] (Remove)

Date/Time WAN 1 :192.168.10.106 | NAT

Multiple Subnet WAN 2 : -/ Routing 192.168.2.1 1 255.255.255.0 ((Modify | (Remove

Hacker Alert

Blaster Alert

Route Table

DHCP

Host Table

Dynamic DNS

Language

Permitted IPs

Logout

Software Update

Interface
Address

Content Filtering
Virtual Server
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8_1 Done ® Internet
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Modify a Multiple Subnet Routing Mode

Step 1. Find the IP Address you want to modify in Multiple Subnet menu, then click Modify
button, on the right side of the service providers, click OK.

Step 2. Enter the new IP Address in Modify Multiple Subnet window.

Step 3. Click the OK button below to change the setting or click Cancel to discard changes.
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Modify Multiple Subnet IP
Admin Alias IP of LAN Interface 192.168.2.1
Setting Netmask 255.255.255.0

Date/Time

Multiple Subnet
Hacker Alert WAN1 _Assist NAT Routing
Blaster Alert WAN2 _Assist O NAT @ Routing
Route Table
DHCP

Host Table
Dynamic DNS
Language
Permitted IPs
Logout

Software Update

Interface
Address

Content Filtering
Virtual Server
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Removing a Multiple Subnet Routing Mode

Step 1. Find the IP Address you want to delete in Multiple Subnet menu, then click Delete
button, on the right side of the service providers, click OK.

Step 2. A confirmation pop-up box will appear, click OK to delete the setting or click Cancel to
discard changes.
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Date/Time WAN 1 : 192.168.10.106 | NAT —

Multiple Subnet WAN 2 : I Routing 192.168.2.1 1 255.255.255.0 ((Modify l (Remove

Hacker Alert

Blaster Alert m

Route Table

DHCP 2
Host Table Microsoft Internet Explorer
Dynamic DNS
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Logour
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Interface
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Hacker Alert

The Administrator can enable the device’s auto detect functions in this section. When
abnormal conditions occur, the Multi-Homing Gateway will send an e-mail alert to notify the
Administrator, and also display warning messages in the Event window of Alarm.
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level ¥ '
n MUILISTOITIIG
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Hacker Alert

[ System | DoSISPI Setting
Admin Detect SYN Attack SYN Flood Threshold (Total) J4Ul Pkis/Sec
Setting SYN Flood Threshold (Per Source IP) Pkis/Sec
Date/Time SYN Flood Threshold Blocking Time (Per Source IP) m Seconds
Multiple Subnet Detect ICMP Flood ICMP Flood Threshold (Total) [RULNN Pkis/Sec
Fackeralen ICMP Flood Threshold (Per Source IP) Pkis/Sec
Blaster Alert x .
ICMP Flood Threshold Blocking Time (Per Source IP) m Seconds
Route Table
Her Detect UDP Flood UDP Flood Threshold (Total) UL Pkis/Sec
e UDP Flood Threshold (Per Source IP) Pkis/Sec
Dynamic DNS UDP Flood Threshold Blocking Time (Per Source IP) S| Seconds
Languege Detect Ping of Death Attack Detect Tear Drop Attack

Detect IP Spoofing Attack Filter IP Route Option
Detect Port Scan Attack Detect Land Attack

Permitted IPs
Logout

Software Update

Content Filtering

&] Done & Internet

Auto Detect functions

B Detect SYN Attack: Select this option to detect TCP SYN attacks that
hackers send to server computers continuously to block or cut down all the
connections of the servers. These attacks will prevent valid users from
connecting to the servers.

[ SYN Flood Threshold( Total) Pkts/Sec] : The System Administrator can
enter the maximum number of SYN packets per second that is allow to enter
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the network/Multi-Homing Gateway.

[ SYN Flood Threshold( Per Source IP) Pkts/Sec] : The System
Administrator can enter the maximum number of SYN packets per second
from attacking source IP Address that is allow to enter the
network/Multi-Homing Gateway.

[ SYN Flood Threshold Blocking Time ( Per Source IP) Seconds] : The
System Administrator can enter the blocking time when the number of SYN
packets per second from attacking source IP Address that is allow to enter
the network/Multi-Homing Gateway exceed the maximum number (define as
above). After blocking for certain seconds, the device will start to calculate
the max number of SYN packets per second from attacking source IP
Address, if the max number still exceed the define value, it will block the
attacking IP Address continuously.

B Detect ICMP Attack: Select this option to detect ICMP flood attacks. When
hackers continuously send PING packets to all the machines of the LAN
networks or to the Multi-Homing Gateway via broadcasting, your network is
experiencing an ICMP flood attack.

[ ICMP Flood Threshold( Total) Pkts/Sec] : The System Administrator can
enter the maximum number of ICMP packets per second that is allow to
enter the network/Multi-Homing Gateway.

[ ICMP Flood Threshold( Per Source IP) Pkts/Sec] : The System
Administrator can enter the maximum number of ICMP packets per second
from attacking source IP Address that is allow to enter the network /
Multi-Homing Gateway.

[ ICMP Flood Threshold Blocking Time ( Per Source IP) Seconds]: The
System Administrator can enter the blocking time when the number of ICMP
packets per second from attacking source IP Address that is allow to enter
the network / Multi-Homing Gateway exceed the maximum number (define
as above). After blocking for certain seconds, the device will start to
calculate the max number of ICMP packets per second from attacking
source IP Address, if the max number still exceed the define value, it will
block the attacking IP Address continuously.
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Detect UDP Attack: The same as ICMP Flood.

[UDP Flood Threshold( Total) Pkts/Sec] : The System Administrator can
enter the maximum number of UDP packets per second that is allow to enter
the network/Multi-Homing Gateway.

[UDP Flood Threshold( Per Source IP) Pkts/Sec] : The System
Administrator can enter the maximum number of UDP packets per second
from attacking source IP Address that is allow to enter the
network/Multi-Homing Gateway.

[ UDP Flood Threshold Blocking Time ( Per Source IP) Seconds] : The
System Administrator can enter the blocking time when the number of UDP
packets per second from attacking source IP Address that is allow to enter
the network/Multi-Homing Gateway exceed the maximum number (define as
above). After blocking for certain seconds, the device will start to calculate
the max number of UDP packets per second from attacking source IP
Address, if the max number still exceed the define value, it will block the
attacking IP Address continuously.

Detect Ping of Death Attack: Select this option to detect the attacks of tremendous
trash data in PING packets that hackers send to cause System malfunction This
attack can cause network speed to slow down, or even make it necessary to restart
the computer to get a normal operation.

Detect IP Spoofing Attack: Select this option to detect spoof attacks. Hackers
disguise themselves as trusted users of the network in Spoof attacks. They use a
fake identity to try to pass through the Multi-Homing Gateway System and invade the
network.

Detect Port Scan Attack: Select this option to detect the port scans hackers use to
continuously scan networks on the Internet to detect computers and vulnerable ports
that are opened by those computers.

Detect Tear Drop Attack: Select this option to detect tear drop attacks. These are
packets that are segmented to small packets with negative length. Some Systems
treat the negative value as a very large number, and copy enormous data into the
System to cause System damage, such as a shut down or a restart.

Filter IP Source Route Option: Each IP packet can carry an optional field that

specifies the replying address that can be different from the source address
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specified in packet’s header. Hackers can use this address field on disguised
packets to invade LAN networks and send LAN networks’ data back to them.

B Detect Land Attack: Some Systems may shut down when receiving packets with
the same source and destination addresses, the same source port and destination
port, and when SYN on the TCP header is marked. Enable this function to detect
such abnormal packets.

After enabling the needed detect functions, click OK to activate the changes.
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Route Table

In this section, the Administrator can add static routes for the networks.

Entering the Route Table screen

Click System on the left side menu bar, then click Route Table below it. The Route Table
window appears, in which current route settings are shown.
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&] Done & Internet

Route Table functions

B Interface: Destination network , LAN or WAN 1/2 networks.

B Destination IP: IP address of destination network.
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B NetMask: Netmask of destination network.
B Gateway: Gateway IP address for connecting to destination network.

B Configure: Change settings in the route table.

Adding a new Static Route
Step 1. In the Route Table window, click the New Entry button.
Step 2. Inthe Add New Static Route window, enter new static route information.

Step 3. In the Interface field’s pull-down menu, choose the network to connect (Internal,
WAN 1 or WAN 2).

Step 4. Click OK to add the new static route or click Cancel to cancel.
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&] Done & Internet
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Modifying a Static Route:

Step 1. In the Route Table menu, find the route to edit and click the corresponding Modify
option in the Configure field.

Step 2. In the Modify Static Route window, modify the necessary routing addresses.

Step 3. Click OK to apply changes or click Cancel to cancel it.
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Removing a Static Route

Step 1. In the Route Table window, find the route to remove and click the corresponding
Remove option in the Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to confirm removing or click
Cancel to cancel it.
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DHCP

In the section, the Administrator can configure DHCP (Dynamic Host Configuration Protocol)
settings for the LAN (LAN) network.

Entering the DHCP window
Step 1. Click System on the left hand side menu bar, then click DHCP below it. The DHCP
window appears in which current DHCP settings are shown on the screen.
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DlosterAlert M Automatically Get DNS
Route Table DNS Server 1
DHCP
Host Table DNS Server 2
Dynamic DNS WINS Server 1
Language WINS Server 2
Permitted IPs
Logout LAN Interface :
Software Update Client IP Range 1

Interface
Address

Client IP Range 2 e re—

DMZ Interface :
Client IP Range 1
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Log

Statistics

&] Done & Internet

DHCP Address functions
Enable DHCP Support : Enable /Disable DCHP Support

B Domain Name : Enter the Domain Name of DHCP

Automatically Get DNS : Automatically detect DNS Server.
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DNS Server 1 : Enter the distributed IP address of DNS Serverl.
DNS Server 2 : Enter the distributed IP address of DNS Server2.
WINS Server 1 : Enter the distributed IP address of WINS Serverl.
B WINS Server 2 : Enter the distributed IP address of WINS Server2.
Internal Interface :

® Client IP Address Range 1: Enter the starting and the ending IP address
dynamically assigning to DHCP clients.

B Client IP Address Range 2: Enter the starting and the ending IP address
dynamically assigning to DHCP clients. (Optional)

DMZ Interface :

m Client IP Address Range 1: Enter the starting and the ending IP address
dynamically assigning to DHCP clients.

m Client IP Address Range 2: Enter the starting and the ending IP address
dynamically assigning to DHCP clients. (Optional)

B [eased Time: Enter the leased time for DHCP.
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Enabling DHCP Support

Step 1. Inthe Dynamic IP Address window, click Enable DHCP Support.

Step 2.

Enable DHCP Support : Enable /Disable DCHP Support

B Domain Name : Enter the Domain Name of DHCP

Automatically Get DNS : Automatically detect DNS Server.

B DNS Server 1 : Enter the distributed IP address of DNS Serverl.

B DNS Server 2 : Enter the distributed IP address of DNS Server2.

B WINS Server 1 : Enter the distributed IP address of WINS Serverl.

B WINS Server 2 : Enter the distributed IP address of WINS Server2.

Internal Interface :

B Client IP Address Range 1: Enter the starting and the ending IP address dynamically
assigning to DHCP clients.

B Client IP Address Range 2: Enter the starting and the ending IP address dynamically
assigning to DHCP clients. (Optional)

DMZ Interface :

B Client IP Address Range 1: Enter the starting and the ending IP address dynamically
assigning to DHCP clients.

B Client IP Address Range 2: Enter the starting and the ending IP address dynamically
assigning to DHCP clients. (Optional)

B |Leased Time: Enter the leased time for DHCP.

Step 3.  Click OK to enable DHCP support.
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Dynamic DNS

The Dynamic DNS (require Dynamic DNS Service) allows you to alias a dynamic IP
address to a static hostname, allowing your device to be more easily accessed by specific
name. When this function is enabled, the IP address in Dynamic DNS Server will be
automatically updated with the new IP address provided by ISP.

Click Dynamic DNS in the System menu to enter Dynamic DNS window.
1. The nouns in Dynamic DNS window :
B Update Status [ ® Connecting; 1'\"."Update succeed; '&Update falil;
A Unidentified error)
B Domain name : Enter the password provided by ISP.
® WAN IP Address : IP Address of the WAN port.
B  Modify : Modify dynamic DNS settings. Click Modify to change the DNS
parameters; click Delete to delete the settings.

2.  How to use dynamic DNS :
The Multi-Homing Gateway provides 3 service providers, users have to regidter first to
use this function. For the usage regulations, see the providers’ websites.

How to register : First, Click Dynamic DNS in the System menu to enter Dynamic DNS
window, then click Add button - on the right side of the service providers, click Register, the
service peroviders’ website will appear, please refer to the website for the way of registration.
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How to register : Firstly, Click Dynamic DNS in the System menu to enter Dynamic DNS
window, then click Add button - on the right side of the service providers, click Register, the
service providers’ website will appear, please refer to the website for the way of registration.
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level ' v
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Multiple Subnet
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Logout
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8_1 Done ® Internet
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Dynamic DNS settings

Step 1: Click Add button.

Step 2: Click the information in the column of the new window.

Service providers : Select service providers.

Register : to the service providers’ website.

WAN IP Address : IP Address of the WAN port.

O automatically fill in the WAN 1/2 IP : Check to automatically fill in the
WAN 1/2 IP. -

User Name : Enter the registered user name.

Password : Enter the password provided by ISP(Internet Service Provider).

B Domain name : Your host domain name provided by ISP,

Step 4: Click OK to add dynamic DNS or click Cancel to discard changes.
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Modify dynamic DNS

Step 1: Find the item you want to change and click Modify.
Step 2: Enter the new information in the Modify Dynamic DNS window.

Step 3: Click OK to change the settings or click Cancel to discard changes.
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Logout
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Interface
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8_1 Done © Internet
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Delete Dynamic DNS

Step 1: Find the item you want to change and click Delete.

Step 2: A confirmation pop-up box will appear, click OK to delete the settings or click Cancel
to discard changes.
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Language

Admins can configure the Multi-Homing Gateway Select the Language version.

Step 1. Select the Language version (English Version/German Version/
Traditional Chinese Version or Simplified Chinese Version).
Step 2.Click [OK] to set the Language version or click Cancel to discard

changes.
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Permitted IPs

Only the authorized IP address is permitted to manage the Multi-Homing Gateway.
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Add Permitted IP Address

Step 1. Click New Entry button.

Step 2. In IP Address field, enter the LAN IP address or WAN IP address.
| IP address : Enter the LAN IP address or WAN IP address.

B Netmask : Enter the netmask of LAN/WAN.
B Ping : Select this to allow the external network to ping the IP Address of the
Firewall.
B Http : Check this item, Web User can use HTTP to connect to the Setting
window of Multi-Homing Gateway.
Step 3. Click OK to add Permitted IP or click Cancel to discard changes.
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Modify Permitted IP Address

Step 1. In the table of Permitted IPs, highlight the IP you want to modify, and then click
Modify.

Step 2. In Modify Permitted IP, enter new IP address.

Step 3. Click OK to modify or click Cancel to discard changes.
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Remove Permitted IP addresses

Step 1. In the table of Permitted IPs, highlight the IP you want to remove, and then click
Remove.

Step 2. In Remove Permitted IP, enter new IP address.

Step 3. In the confirm window, click OK to remove or click Cancel to discard changes.
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Logout

Select this option to the device’s Logout the Multi-Homing Gateway. This function protects

your system while you are away.

Step 1. Click Logout the Multi-Homing Gateway.

Step 2. Click OK to logout or click Cancel to discard the change.
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Software Update

Under Software Update, the admin may update the device’s software with a newer software.
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Interface

In this section, the Administrator can set up the IP addresses for the office network. The
Administrator may configure the IP addresses of the LAN network, the WAN 1/2 network, and

the DMZ network. The netmask and gateway IP addresses are also configured in this
section.
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LAN

Entering the Interface menu:

Click on Interface in the left menu bar. Then click on LAN below it. The current settings of

the interface addresses will appear on the screen.

A FBR-2000 2-WAN Broadband Router. - Microsoft Internet Explorer

File Edit View Favorites Tools Help

QBack - & ﬁ E ' - search ¢ Favorites 62 - &3 ‘i‘i
Address gj http:/f192.168.1.1/ v aGo Links

level LMU e Fﬂm

8- ROUTC LAN
B LAN Interface

[ Interface |

lenEte IP Address 192.168.1.1
Netmask 255.255.255.0

Enable Ping

Content Filtering
Virtual Server

Log

Statistics

&) ® Internet
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Configuring the Interface Settings

Internal Interface
Using the LAN Interface, the Administrator sets up the LAN network. The LAN network will
use a private IP scheme. The private IP network will not be routable on the Internet.

IP Address: The private IP address of the Multi-Homing Gateway’s LAN network is the IP
address of the LAN port of the device. The default IP address is 192.168.1.1.

If the new LAN IP Address is not 192.168.1.1, the Administrator needs to set the IP Address
on the computer to be on the same subnet as the Multi-Homing Gateway and restart the
System to make the new IP address effective. For example, if the Multi-Homing Gateway’s
new LAN IP Address is 172.16.0.1, then enter the new LAN IP Address 172.16.0.1 in the URL
field of browser to connect to Multi-Homing Gateway.

NetMask: This is the netmask of the LAN network. The default netmask of the device is
255.255.255.0.

Ping: Select this to allow the LAN network to ping the IP Address of the Multi-Homing
Gateway. If set to enable, the device will respond to ping packets from the LAN network.

Http: Select this to allow the device WEBUI to be accessed from the LAN network.
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WAN

Entering the Interface menu

Click on Interface in the left menu bar. Then click on WAN below it. The current
settings of the interface addresses will appear on the screen.

A FBR-2000 2-WAN Broadband Router - Microsoft Internet Explorer

File Edit ‘“iew Favorites Tools Help ,','
o Back ~ ) ;x"] \zl] ' / ) Search 3 - Favorites 62 T & ‘is
Address | @] http:/192.168.1.1f v Lnks >
level ‘ il '
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| System | Balance Mode :
WAN No. | Connect Mode | IP Address | Saturated Connections
LAN 1 Static IP 61.11.11.11 % "% (Mouity)

WAN 2 StaticlP  211.22.22.22 % % v

DMZ
Address

Content Filtering

-
o
=]

&] Done & Internet

Balance Mode :

Auto: The Multi-Homing Gateway distributes the WAN 1/2 download by proportion
automatically according to the WAN download bandwidth. (For users who are using various
download bandwidth.)

Round-Robin: The Multi-Homing Gateway distributes the WAN 1/2 download bandwidth 1:1,
in other words, it selects the agent by order. (For users who are using same download
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bandwidths.)

By Traffic: The Multi-Homing Gateway distributes the WAN 1/2 download bandwidth by traffic.
(For users who are connected to the Internet via a fixed WAN IP address.

By Session: The Multi-Homing Gateway distributes the WAN 1/2 download bandwidth by
session. (For users who are connected to the Internet via a fixed WAN IP address.

By Packet: The Multi-Homing Gateway distributes the WAN 1/2 download bandwidth by
packet and saturated connection. (For users who are connected to the Internet via a fixed
WAN IP address.

WAN No: Set the WAN 1/2 order.

Connect Mode: Display the current connection mode: PPPoE, Dynamic IP Address (Cable
Modem User) or Static IP Address.

IP Address: Display the current WAN IP Address.

Saturated Connections: Set the number for saturation whenever session numbers reach it,
the Multi-Homing Gateway switches to the next agent on the list. This function is only
applicable for By Session mode.

Enable: Display Ping/Http functions of WAN 1/2 to show if they are enabled or disabled.
Configure: Click Modify to modify WAN 1/2 settings.

Priority: Set priority of WAN 1/2 for Internet Access.
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WAN 1/2 Interface

Using the WAN 1/2 Interface, the Administrator sets up the WAN 1/2 network. These IP
Addresses are real public IP Addresses, and are routable on the Internet.

For PPPoE (ADSL User): This option is for PPPoE users who are required to enter a
username and password in order to connect, such as ADSL users.

Current Status: Displays the current line status of the PPPoE connection.
IP Address: Displays the IP Address of the PPPoE connection
Username: Enter the PPPoE username provided by the ISP.

Password: Enter the PPPoE password provided by the ISP.

IP Address provided by ISP:

Dynamic: Select this if the IP address is automatically assigned by the ISP.

Fixed: Select this if you were given a static IP address. Enter the IP address that is
given to you by your ISP.
Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.

Service-On-Demand:

Auto Disconnect: The PPPoE connection will automatically disconnect after a length
of idle time (no activities). Enter in the amount of idle minutes before disconnection.
Enter ‘0’ if you do not want the PPPoE connection to disconnect at all.

Ping: Select this to allow the WAN 1 network to ping the IP Address of the
Multi-Homing Gateway. This will allow people from the Internet to be able to ping the
Multi-Homing Gateway. If set to enable, the device will respond to echo request
packets from the WAN 1/2 network.

Http: Select this to allow the device WEBUI to be accessed from the WAN 1 network.
This will allow the WEBUI to be configured from a user on the Internet. Keep in mind
that the device always requires a username and password to enter the WEBUI.
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For Dynamic IP Address (Cable Modem User): This option is for users who are

automatically assigned an IP address by their ISP, such as cable modem users. The
following fields apply:

IP Address: The dynamic IP address obtained by the Multi-Homing Gateway from the
ISP will be displayed here. This is the IP address of the WAN 1 (WAN) port of the
device.

MAC Address: This is the MAC Address of the device.

Hostname: This will be the name assign to the device. Some cable modem ISP
assign a specific hostname in order to connect to their network. Please enter the
hostname here. If not required by your ISP, you do not have to enter a hostname.
Ping: Select this to allow the WAN 1 network to ping the IP Address of the
Multi-Homing Gateway. This will allow people from the Internet to be able to ping the
Multi-Homing Gateway. If set to enable, the device will respond to echo request
packets from the WAN 1 network.

Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.

Http: Select this to allow the device WEBUI to be accessed from the WAN 1 network.
This will allow the WebUI to be configured from a user on the Internet. Keep in mind
that the device always requires a username and password to enter the WebUI.
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For Static IP Address: This option is for users who are assigned a static IP Address from

their

ISP.  Your ISP will provide all the information needed for this section such as IP

Address, Netmask, Gateway, and DNS. Use this option also if you have more than one

public IP Address assigned to you.
IP Address: Enter the static IP address assigned to you by your ISP. This will be
the public IP address of the WAN 1 port of the device.
Netmask: This will be the Netmask of the WAN 1 network. (i.e. 255.255.255.0)
Default Gateway: This will be the Gateway IP address.

Domain Name Server (DNS): This is the IP Address of the DNS server.
Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.

Ping: Select this to allow the WAN 1 network to ping the IP Address of the
Multi-Homing Gateway. This will allow people from the Internet to be able to ping the
Multi-Homing Gateway. If set to enable, the device will respond to echo request
packets from the WAN 1 network.

WebUI: Select this to allow the device WEBUI to be accessed from the WAN 1
network. This will allow the WebUI to be configured from a user on the
Internet. Keep in mind that the device always requires a username and
password to enter the WebUI.
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DMZ

The Administrator uses the DMZ Interface to set up the DMZ network. The DMZ network
consists of server computers such as FTP, SMTP, and HTTP (web). These server computers

are put in the DMZ network so they can be isolated from the Internal (LAN) network traffic.
Broadcast messages from the Internal network will not cross over to the DMZ network to cause
congestions and slow down these servers. This allows the server computers to work
efficiently without any slowdowns.
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&] Done & Internet

DMZ Interface: Display DMZ NAT Mode /DMZ TRANSPARENT Mode functions of DMZ to
show if they are enabled or disabled.

IP Address: The private IP address of the Multi-Homing Gateway’s DMZ interface. This will
be the IP address of the DMZ port. The IP address the Administrator chooses will be a

private IP address and cannot use the same network as the WAN or Internal network.
- 66 -



NetMask: This will be the netmask of the DMZ network.

Ping: Select this to allow the DMZ network to ping the IP Address of the Multi-Homing
Gateway. This will allow people from the Internet to be able to ping the Multi-Homing
Gateway. If set to enable, the device will respond to echo request packets from the DMZ

network.

Http: Select this to allow the device WEBUI to be accessed from the DMZ network. This will
allow the WebUI to be configured from a user on the Internet. Keep in mind that the device
always requires a username and password to enter the WebUI.
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The Multi-Homing Gateway allows the Administrator to set Interface addresses of the Internal
network, Internal network group, WAN network, WAN network group, DMZ and DMZ group.

What is the Address Table?

An IP address in the Address Table can be an address of a computer or a sub network. The
Administrator can assign an easily recognized name to an IP address. Based on the network
it belongs to, an IP address can be an internal IP address, WAN IP address or DMZ IP
address. If the Administrator needs to create a control policy for packets of different IP
addresses, he can first add a new group in the Internal Network Group or the WAN Network
Group and assign those IP addresses into the newly created group. Using group addresses
can greatly simplify the process of building control policies.

With easily recognized names of IP addresses and names of address groups shown in the
address table, the Administrator can use these names as the source address or destination
address of control policies. The address table should be built before creating control policies,
so that the Administrator can pick the names of correct IP addresses from the address table
when setting up control policies.
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LAN

Entering the LAN window

Step 1. Click LAN under the Address menu to enter the LAN window. The current setting
information such as the name of the LAN network, IP and Netmask addresses will
show on the screen.
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Adding a new LAN Address
Step 1. Inthe LAN window, click the New Entry button.
Step 2. Inthe Add New Address window, enter the settings of a new LAN network address.

Step 3. Click OK to add the specified LAN network or click Cancel to cancel the changes.
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-70 -



Modifying an LAN Address

Step 1. In the LAN window, locate the name of the network to be modified. Click the
Modify option in its corresponding Configure field. The Modify Address window
appears on the screen immediately.

Step 2. In the Modify Address window, fill in the new addresses.

Step 3. Click OK to save changes or click Cancel to discard changes.
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Removing an LAN Address

Step 1. In the LAN window, locate the name of the network to be removed. Click the
Remove option in its corresponding Configure field.

Step 2. Inthe Remove confirmation pop-up box, click OK to remove the address or click
Cancel to discard changes.
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LAN Group
Entering the LAN Group window

The LAN Addresses may be combined together to become a group.
Click LAN Group under the Address menu to enter the LAN Group window. The current
setting information for the LAN network group appears on the screen.
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Adding an LAN Group

Step 1. In the LAN Group window, click the New Entry button to enter the Add New
Address Group window.

Step 2. Inthe Add New Address Group window:
B Available Address: list the names of all the members of the LAN network.
B Selected Address: list the names to be assigned to the new group.
B  Name: enter the name of the new group in the open field.

Step 3. Add members: Select names to be added in Available Address list, and click the
Add>> button to add them to the Selected Address list.

Step 4. Remove members: Select names to be removed in the Selected Address list, and
click the <<Remove button to remove these members from Selected Address list.

Step 5. Click OK to add the new group or click Cancel to discard changes.
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Modifying an LAN Group

Step 1. Inthe LAN Group window, locate the network group desired to be modified and click
its corresponding Modify option in the Configure field.

Step 2. A window displaying the information of the selected group appears:
B Available Address: list names of all members of the LAN network.
B Selected Address: list names of members which have been assigned to this group.

Step 3. Add members: Select names in Available Address list, and click the Add>> button
to add them to the Selected Address list.

Step 4. Remove members: Select names in the Selected Address list, and click the
<<Remove button to remove these members from the Selected Address list.

Step 5. Click OK to save changes or click Cancel to discard changes.
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Removing an LAN Group

Step 1. In the LAN Group window, locate the group to be removed and click its
corresponding Remove option in the Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the group or click
Cancel to discard changes.
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WAN
Entering the WAN window

Click WAN under the Address menu to enter the WAN window. The current setting
information, such as the name of the WAN network, IP and Netmask addresses will show on

the screen.
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Adding a new WAN Address
Step 1. Inthe WAN window, click the New Entry button.

Step 2. Inthe Add New Address window, enter the settings for a new WAN network
address.

Step 3. Click OK to add the specified WAN network or click Cancel to discard changes.
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Modifying an WAN Address

Step 1. Inthe WAN table, locate the name of the network to be modified and click the
Modify option in its corresponding Configure field.

Step 2. The Modify Address window will appear on the screen immediately. In the Modify
Address window, fill in new addresses.

Step 3. Click OK to save changes or click Cancel to discard changes.
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Removing an WAN Address

Step 1. Inthe WAN table, locate the name of the network to be removed and click the
Remove option in its corresponding Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the address or click
Cancel to discard changes.
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WAN Group
Entering the WAN Group window

Click the WAN Group under the Address menu bar to enter the WAN window. The current
settings for the WAN network group(s) will appear on the screen.
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Adding an WAN Group

Step 1. Inthe WAN Group window, click the New Entry button and the Add New Address
Group window will appear.

Step 2. Inthe Add New Address Group window the following fields will appear:
® Name: enter the name of the new group.
B Available Address: List the names of all the members of the WAN network.
B Selected Address: List the names to assign to the new group.

Step 3. Add members: Select the names to be added in the Available Address list, and
click the Add>> button to add them to the Selected Address list.

Step 4. Remove members: Select the names to be removed in the Selected Address list,
and click the <<Remove button to remove them from the Selected Address list.

Step 5. Click OK to add the new group or click Cancel to discard changes.
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Modify an WAN Group

Step 1. In the WAN Group window, locate the network group to be modified and click its
corresponding Modify button in the Configure field.

Step 2. A window displaying the information of the selected group appears:
B Available Address: list the names of all the members of the WAN network.
B Selected Address: list the names of the members that have been assigned to this
group.
Step 3. Add members: Select the names to be added in the Available Address list, and
click the Add>> button to add them to the Selected Address list.

Step 4. Remove members: Select the names to be removed in the Selected Address list,
and click the <<Remove button to remove them from the Selected Address list.

Step 5. Click OK to save changes or click Cancel to discard changes.
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Removing an WAN Group

Step 1. In the WAN Group window, locate the group to be removed and click its
corresponding Modify option in the Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the group or click
Cancel to discard changes.
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DMZ

Entering the DMZ window:

Click DMZ under the Address menu to enter the DMZ window. The current setting
information such as the name of the internal network, 1P, and Netmask addresses will show
on the screen.
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Adding a new DMZ Address:
Step 1. In the DMZ window, click the New Entry button.
Step 2. Inthe Add New Address window, enter the settings for a new DMZ address.

Step 3. Click OK to add the specified DMZ or click Cancel to discard changes.
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Modifying a DMZ Address:

Step 1. In the DMZ window, locate the name of the network to be modified and click the
Modify option in its corresponding Configure field.

Step 2. Inthe Modify Address window, fill in new addresses.

Step 3. Click OK on save the changes or click Cancel to discard changes.
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Removing a DMZ Address:

Step 1. In the DMZ window, locate the name of the network to be removed and click the
Remove option in its corresponding Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the address or click
Cancel to discard changes.
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DMZ Group |

Entering the DMZ Group window:

Click DMZ Group under the Address menu to enter the DMZ window. The current settings
information for the DMZ group appears on the screen.
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Adding a DMZ Group:

Step 1.

Step 2.
[ |
[ |

Step 3.

Step 4.

Step 5.

Step 6.

In the DMZ Group window, click the New Entry button.

In the Add New Address Group window:

Available Address: list names of all members of the DMZ.
Selected Address: list names to assign to a hew group.

Name: enter a name for the new group.

Add members: Select the names to be added from the Available Address list, and
click the Add>> button to add them to the Selected Address list.

Remove members: Select names to be removed from the Selected Address list,
and click the <<Remove button to remove them from the Selected Address list.

Click OK to add the new group or click Cancel to discard changes.
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Modifying a DMZ Group:

Step 1. In the DMZ Group window, locate the DMZ group to be modified and click its
corresponding Modify button in the Configure field.

Step 2. A window displaying information about the selected group appears:
B Available Address: list the names of all the members of the DMZ.
B Selected Address: list the names of the members that have been assigned to this
group.
Step 3. Add members: Select names to be added from the Available Address list, and
click the Add>> button to add them to the Selected Address list.

Step 4. Remove members: Select names to be removed from the Selected Address list,
and click the <<Remove button to remove them from Selected Address list.

Step 5. Click OK to save changes or click Cancel to cancel editing.
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Removing a DMZ Group:

Step 1. In the DMZ Group window, locate the group to be removed and click its
corresponding Remove option in the Configure field.

Step 2. Inthe Remove confirmation pop-up box, click OK to remove the group.
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Service

In this section, network services are defined and new network services can be added.
There are three sub menus under Service which are: Pre-defined, Custom, and Group.
The Administrator can simply follow the instructions below to define the protocols and port
numbers for network communication applications. Users then can connect to servers and
other computers through these available network services.

What is Service?

TCP and UDP protocols support varieties of services, and each service consists of a TCP
Port or UDP port number, such as TELNET(23), SMTP(21), POP3(110),etc. The 10/100M 2
WAN /1 LAN /1 DMZ Multi-Homing Gateway defines two services: pre-defined service and
custom service. The common-use services like TCP and UDP are defined in the pre-defined
service and cannot be modified or removed. In the custom menu, users can define other
TCP port and UDP port numbers that are not in the pre-defined menu according to their
needs. When defining custom services, the client port ranges from 1024 to 65535 and the
server port ranges from 0 to 1023.

How do | use Service?

The Administrator can add new service group names in the Group option under Service
menu, and assign desired services into that new group. Using service group the
Administrator can simplify the processes of setting up control policies. For example, there are
10 different computers that want to access 5 different services on a server, such as HTTP,
FTP, SMTP, POP3, and TELNET. Without the help of service groups, the Administrator needs
to set up 50 (10x5) control policies, but by applying all 5 services to a single group name in
the service field, it takes only one control policy to achieve the same effect as the 50 control
policies.
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Pre-defined

Entering a Pre-defined window

Click Service on the menu bar on the left side of the window. Click Pre-defined under it. A
window will appear with a list of services and their associated IP addresses. This list cannot
be modified.
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Custom

Entering the Custom window

Click Service on the menu bar on the left side of the window. Click Custom under it. A
window will appear with a table showing all services currently defined by the Administrator.
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Adding a new Service

Step 1 Inthe Custom window, click the New Entry button and a new service table appears.
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Step 2 In the new service table:

B New Service Name: This will be the name referencing the new service.

B Protocol: Enter the network protocol type to be used, such as TCP, UDP, or Other
(please enter the number for the protocol type).

B Client Port: enter the range of port number of new clients.

B Server Port: enter the range of port number of new servers.

The client port ranges from 1024 to 65535 and the server port ranges from 0 to 1023.

Step 3 Click OK to add new services, or click Cancel to cancel.
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Modifying Custom Services

Step 1. Inthe Custom table, locate the name of the service to be modified. Click its
corresponding Modify option in the Configure field.

Step 2. A table showing the current settings of the selected service appears on the screen
Step 3. Enter the new values.

Step 4. Click OK to accept editing; or click Cancel.
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Removing Custom Services

Step 1. In the Custom window, locate the service to be removed. Click its corresponding
Remove option in the Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the selected service or
click Cancel to cancel action.
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Group

Accessing the Group window

Click Service in the menu bar on the left hand side of the window. Click Group under it. A
window will appear with a table displaying current service group settings set by the
Administrator.
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Adding Service Groups

Step 1. Inthe Group window, click the New Entry button.
In the Add Service Group window, the following fields will appear:
B Available Services: list all the available services.
B Selected Services: list services to be assigned to the new group.

Step 2. Enter the new group name in the group Name field. This will be the name
referencing the created group.

Step 4. To add new services: Select the services desired to be added in the Available
Services list and then click the Add>> button to add them to the group.

Step 5. To remove services: Select services desired to be removed in the Available
Services, and then click the <<Remove button to remove them from the group.

Step 6. Click OK to add the new group.
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Modifying Service Groups

Step 1. In the Group window, locate the service group to be edited. Click its
corresponding Modify option in the Configure field.

Step 2. In the Mod (modify) group window the following fields are displayed::
B Available Services: lists all the available services.
B Selected Services: list services that have been assigned to the selected group.

Step 3. Add new services: Select services in the Available Services list, and then click the
Add>> button to add them to the group.

Step 4. Remove services: Select services to be removed in the Selected Services list, and
then click the <<Remove button to remove theses services from the group.

Step 5. Click OK to save editing changes.
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S AFPaverTCP HTTP
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[Schedue 0
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Content Filtering

Statistics InterLocatar

Err— Ec

8_1 Done ® Internet
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Removing Service Groups

Step 1. Inthe Group window, locate the service group to be removed and click its
corresponding Remove option in the Configure field.

Step 2. Inthe Remove confirmation pop-up box, click OK to remove the selected service
group or click Cancel to cancel removing.

) - O KNG L REE-B i
Fvel' MUlLIEOmIng

-
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0

(=]
FTP,HTTP.HTTPS
Service_2 AFPoverTCP,AOL,DNS...
Pre-defined
Custom
Group

Content Filtering

Microsoft Internet Explorer

:.’/ Are you sure you want to remove ?

@_] http:f{192.168.1.1/cgi-bin/service.cgi?del=19&sq=1 & Internet
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Schedule

The Multi-Homing Gateway allows the Administrator to configure a schedule for policies to
take affect. By creating a schedule, the Administrator is allowing the Multi-Homing Gateway
policies to be used at those designated times only. Any activities outside of the scheduled
time slot will not follow the Multi-Homing Gateway policies therefore will likely not be permitted
to pass through the Multi-Homing Gateway. The Administrator can configure the start time
and stop time, as well as creating 2 different time periods in a day. For example, an
organization may only want the Multi-Homing Gateway to allow the internal network users to
access the Internet during work hours. Therefore, the Administrator may create a schedule
to allow the Multi-Homing Gateway to work Monday-Friday, 8AM-5PM only. During the
non-work hours, the Multi-Homing Gateway will not allow Internet access.
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Accessing the Schedule window
Click on Schedule on the menu bar and the schedule window will appear displaying the
active schedules.

Wy - & X
'I' G
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Schedule

| Name [  Configure |
Interface Schedule_1 ((Modify ) (Remove]

Address
L New Entry 4

Content Filtering

-
o
=3

&] Done & Internet

The following items are displayed in this window:
Name: the name assigned to the schedule
Comment: a short comment describing the schedule
Configure: modify or remove
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Adding a new Schedule

Step 1: Click on the New Entry button and the Add New Schedule window will appear.

Step 2:
Schedule Name: Fill in a name for the new schedule.
Period 1: Configure the start and stop time for the days of the week that the schedule
will be active.

Step 3: Click Ok to save the new schedule or click Cancel to cancel adding the new

schedule.
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Period
Start Time Stop Time

Content Filtering Week Day

Monday All day Allday v
Tuesday All day All day

v
Log Wednesday All day Allday v

Thursday All day Allday v
Statistics Friday Allday ~ Allday
Saturday Disahle v Disahle v
Sunday Disahle ¥ Disahle v

8_1 Done ® Internet
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Modifying a Schedule

Step 1: Inthe Schedule window, find the policy to be modified and click the corresponding
Modify option in the Configure field.

Step 2: Make needed changes.

Step 3: Click OK to save changes.
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Wednesday Disable v Disable
Thursday Disable Disable v
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Week Day

Content Filtering
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Sunday Disable v Disable v

&] Done & Internet
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Removing a Schedule

Step 1: Inthe Schedule window, find the policy to be removed and click the corresponding
Remove option in the Configure field.

Step 2: A confirmation pop-up box will appear, click on OK to remove the schedule.
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Content Filtering

Microsoft Internet Explorer

Log

:.’/ Are you sure you want to remove ?

@_] http:f§192.168.1.1/cgi-binfsche.cgi?del=20&sq=1 & Internet
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Content filtering

The Administrator may setup URL Blocking to prevent LAN network users from accessing a
specific website on the Internet. Any web request coming from an LAN network computer to
a blocked website will receive a blocked message instead of the website.
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URL Blocking
Entering the URL blocking window

Click on URL Blocking under the Configuration menu bar.
Click on New Entry.

A M Wy - & X
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n MUILIATOTIG
-t ROULET

URL Blocking

URL String Configure

ESpRan|
[ Interface | www.yahoo.com Modity | (Bemove)

Interface

| Service |
| Schedule |
URL Blocking
Script Blocking
P2P Blocking
IM Blocking

Download Blocking

8_1 Done ® Internet
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Adding a URL Blocking policy

Step 1: After clicking New Entry, the Add New Block String window will appear.
Step 2: Enter the URL of the website to be blocked.

Step 3: Click OK to add the policy. Click Cancel to discard changes.

O a = \:‘1 L;'j l 7 s 62 M % is "I' E@ X
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Add New URL String
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Content Filtering
URL Blocking
Script Blocking
P2P Blocking

IM Blocking
Download Blocking

Virtual Server

Log

&] Done & Internet
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Modifying a URL Blocking policy

Step 1: Inthe URL Blocking window, find the policy to be modified and click the
corresponding Modify option in the Configure field.

Step 2: Make the necessary changes needed.
Step 3: Click on OK to save changes or click on Cancel to cancel modifications.
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Log

&] Done & Internet
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Removing a URL Blocking

Step 1: In the URL Blocking window, find the policy to be removed and click the
corresponding Remove option in the Configure field.

Step 2: A confirmation pop-up box will appear, click on OK to remove the policy or click
on Cancel to discard changes.
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Content Filtering
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Virtual Server

:.’/ Are you sure you want to remove ?
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Blocked URL site:
When a user from the LAN network tries to access a blocked URL, the error below will appear.

=lel x|

| Ble Edt View Favor Tools  Help ‘_
| weBack - = - @D [#] & | Dsearch [aFavorites (BHistory | - &b A =) ® =
| Addrass [&] http:jfwww.yahoo.com =l @eo || TSP »
|Links & customize Links  4&]Free Hotmail & Windows Media & Windows

=t

This page is blocked!!

-}

i [ (et =
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Script Blocking

To let Popup ~ ActiveX ~ Java ~ Cookie in or keep them out.

Step 1: Click Content Filtering in the menu.
Step 2: [General Blocking] detective functions.

B Popup filtering : Prevent the pop-up boxes appearing.
B ActiveX filtering : Prevent ActiveX packets.

B Java filtering : Prevent Java packets.

B Cookie filtering : Prevent Cookie packets.

Step 3: After selecting each function, click the OK button below.

Wy - & X
'I' G

©

ilej ;/ 62 'v‘"i’%
level

MUILETOTTING

-
IntBIlNNS
one -\u\-‘k.r

Script Blocking
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Content Filtering
URL Blocking
Script Blocking
P2P Blocking

IM Blocking
Download Blocking

Virtual Server

Log

&] Done & Internet
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@When the system detects the setting, the Multi-Homing Gateway Gateway will

spontaneously work.
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Virtual Server

The Multi-Homing Gateway separates an enterprise’s Intranet and Internet into LAN networks
and WAN 1/2 networks respectively. Generally speaking, in order to allocate enough IP
addresses for all computers, an enterprise assigns each computer a private IP address, and
converts it into a real IP address through Multi-Homing Gateway Gateway’s NAT (Network
Address Translation) function. If a server which provides service to the WAN 1/2 networks,
is located in the LAN networks, outside users can’t directly connect to the server by using the
server’s private |P address.

The Multi-Homing Gateway Gateway’s Virtual Server can solve this problem. A virtual server
has set the real IP address of the Multi-Homing Gateway Gateway’s WAN 1/2 network
interface to be the Virtual Server IP. Through the virtual server feature, the Multi-Homing
Gateway translates the virtual server’s IP address into the private IP address of physical
server in the LAN network. When outside users on the Internet request connections to the
virtual server, the request will be forwarded to the private LAN server.

Virtual Server owns another feature know as one-to-many mapping. This is when one virtual
server |IP address on the WAN 1/2 interface can be mapped into LAN network server private
IP addresses. This option is useful for Load Balancing, which causes the virtual server to
distribute data packets to each private IP addresses (which are the real servers). By sending
all data packets to all similar servers, this increases the server’s efficiency, reduces risks of
server crashes, and enhances servers’ stability.
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How to use Virtual Server and mapped IP

Virtual Server and Mapped IP are part of the IP mapping scheme. By applying the incoming
policies, Virtual Server and IP mapping work similarly. They map real IP addresses to the
physical servers’ private IP addresses (which is opposite to NAT), but there still exists some
differences:

B Virtual Server can map one real IP to several LAN physical servers while Mapped IP
can only map one real IP to one LAN physical server (1-to-1 Mapping). The Virtual
Servers’ load balance feature can map a specific service request to different physical
servers running the same services.

W Virtual Server can only map one real IP to one service/port of the LAN physical
servers while Mapped IP maps one real IP to all the services offered by the physical
server.

IP mapping and Virtual Server work by binding the IP address of the WAN 1/2 virtual server to
the private LAN IP address of the physical server that supports the services. Therefore users
from the WAN network can access servers of the LAN network by requesting the service from
the IP address provided by Virtual Server.
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Mapped IP

Internal private IP addresses are translated through NAT (Network Address Translation). If a
server is located in the LAN network, it has a private IP address, and outside users cannot

connect directly to LAN servers’ private IP address. To connect to a LAN network server,
outside users have to first connect to a real IP address of the WAN 1/2 network, and the real
IP is translated to a private IP of the LAN network. Mapped IP and Virtual Server are the two
methods to translate the real IP into private IP. Mapped IP maps IP in one-to-one fashion;
that means, all services of one real WAN 1/2 IP address is mapped to one private LAN IP
address.
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Entering the Mapped IP window

Step 1. Click Mapped IP under the Virtual Server menu bar and the Mapped IP
configuration window will appear.

y ~ & ilej v 7 e & ',,—'.i% v - & x
level - .
UGG
ﬂ Routar Mapped IP

WAN IP Map To Virtual IP
211.22.225 192.168.1.100 ( Modify ) (Remove)

Interface
Address

Content Filtering
Virtual Server
Mapped IP
Virtual Server1

Virtual Server2
Virtual Server3

Virtual Serverd

& oone © mnernet
Definition:

External IP : WAN IP Address.

Map to Virtual IP : The IP address which WAN maps to the virtual network in the server.
Configure : To change the setting, click Configure to modify the parameters; click delete to

delete the setting.
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Adding a new IP Mapping

Step 1. In the Mapped IP window, click the New Entry button. The Add New Mapped IP
window will appear.

B WAN IP: select the WAN public IP address to be mapped.

H Internal IP: enter the LAN private IP address will be mapped 1-to-1 to the WAN
IP address.

Step 2. Click OK to add new IP Mapping or click Cancel to cancel adding.
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Virtual Serverd

8_1 Done © Internet
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Modifying a Mapped IP

Step 1.Inthe Mapped IP table, locate the Mapped IP you want it to be modified and click
its corresponding Modify option in the Configure field.

Step 2. Enter settings in the Modify Mapped IP window.

Step 3. Click OK to save change or click Cancel to cancel.
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Content Filtering

Mapped IP

Virtual Serverl
Virtual Server2
Virtual Server3

Virtual Serverd

&] Done & Internet

@ Note: A Mapped IP cannot be modified if it has been assigned/used as a destination address

of any Incoming policies.
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Removing a Mapped IP

Step 1. In the Mapped IP table, locate the Mapped IP desired to be removed and click its
corresponding Remove option in the Configure field.

Step 2. In the Remove confirmation pop-up window, click OK to remove the Mapped IP or
click Cancel to cancel.
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Virtual Server

Virtual server is a one-to-many mapping technique, which maps a real IP address from the
WAN interface to private IP addresses of the LAN network. This function provides services
or applications defined in the Service menu to enter into the LAN network. Unlike a mapped
IP which binds an WAN IP to an LAN IP, virtual server binds WAN IP ports to LAN IP ports.
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Virtual Server1

Virtual Server Real IP click here to configure
[ Service | WANPort [ ServerVirtualIP

Content Filtering

Mapped IP

Virtual Serverl
Virtual Server2
Virtual Server3

Virtual Serverd

) © Intermer
Definition:

Virtual Server IP : The WAN IP address configured by the virtual server. Click “Click here to
configure” button to add new virtual server address.

Service name : The service names that provided by the virtual server.

Port : The TCP/UDP ports that present the service items provided by the virtual server.
Server Virtual IP : The virtual IP which mapped by the virtual server.

Configure : To change the service configuration, click Configure to change the parameters;

click Delete to delete the configuration.
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This virtual server provides four real IP addresses, which means you can setup four virtual
servers at most ( Setup under the Virtual Server sub-selections Virtual Server 1/2/3/4 in the
menu bar on the left hand side.) The administrator can select Virtual Serverl/2under Virtual
Server selection in the menu bar on the left hand side, click Server Virtual IP to add or
change the virtual server IP address; click “Click here to configure” to add or change the
virtual server service configuration.

Adding a Virtual Server

Step 1. Click an available virtual server from Virtual Server in the Virtual Server menu
bar to enter the virtual server configuration window. In the following, Virtual

Server is assumed to be the chosen option:

Step 2. Click the click here to configure button and the Add new Virtual Server IP

window appears and asks for an IP address from the WAN network.
Step 3. select an IP address from the drop-down list of available WAN network IP addresses.

Step 4. Click OK to add new Virtual Server or click Cancel to cancel adding.
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Modifying a Virtual Server IP Address

Step 1. Click the virtual server to be modified Virtual Server under the Virtual Server
menu bar. A new window appears displaying the IP address and service of the
specified virtual server.

Step 2. Click on the Virtual Server’s IP Address button at the top of the screen.
Step 3. Choose a new IP address from the drop-down list.
Step 4. Click OK to save new IP address or click Cancel to discard changes.
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Removing a Virtual Server

Step 1. Click the virtual server to be removed in the corresponding Virtual Server option
under the Virtual Server menu bar. A new window displaying the virtual server's
IP address and service appears on the screen.

Step 2. Click the Virtual Server’s IP Address button at the top of the screen.
Step 3. Select Disable in the drop-down list in.

Step 4. Click OK to remove the virtual server.
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Setting the Virtual Server’s services

Step 1. For the Virtual Server which has already been set up with an IP address, click the

New Service button in the table.

Step 2. In the Virtual Server Configurations window:

Server Virtual IP: displays the WAN IP address assigned to the Virtual Server

External Service Port: select the port number that the virtual server will use.
Changing the Service will change the port number to match the service.

Service: select the service from the pull down list that will be provided by the
Virtual Server.

Internal Server IP : The internal server IP address mapped by the virtual server.
Four computer IP addresses can be set at most, and the load can be maintained
in a balance.

Step 3. Enter the IP address of the LAN network server(s), to which the virtual server will

be mapped. Up to four IP addresses can be assigned at most.

Step 4. Click OK to save the settings of the Virtual Server.

Note: The services in the drop-down list are all defined in the Pre-defined and Custom
section of the Service menu.
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Adding New Virtual Server Service Configuration

Step 1. Select Virtual Server in the menu bar on the left hand side, and then select Virtual
Server 1/2/3/4 sub-selections.

Step 2. In Virtual Server 1/2/3/4/3/4 Window, click “Click here to configure” button.

Step 3. Enter the parameters in the Server Virtual IP column.

-130 -



2 2 Ny - X
Lll 2] €| P v € - BB “ i

level - ;

AUITIETOTING :
El Mkﬂj ALY Virtual Server1
one IR

irtual Server Configuration
Virtual Server Real IP 211.22.22.16

Service {Custom Service)eDonkey
External Service Port From-Service{Custom)
Load Balance Server Server Virtual IP
1 172.16.1.2
2 1721613
3 172.16.1.4
4 172.16.1.5

Content Filtering

Mapped IP

Virtual Serverl
Virtual Server2
Virtual Server3

Virtual Serverd
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WAN : Enter the WAN IP address that configured by the virtual server.

Server Virtual IP : Enter the WAN IP address configured by the virtual server.

Service Name (Port) : Click the pull-down menu the system will display you the service item
port.

External Service Port : The External Service Port that provided by the virtual server.
Service Name : The service names that provided by the virtual server.

Internal Server IP : The internal server IP address mapped by the virtual server. Four
computer IP addresses can be set at most, and the load can be maintained in a balance.

Click OK to execute adding new virtual server service, or click Cancel to discard adding.
The administrator can click the “Click here to configure” button in the Virtual Server window
to add the service items of virtual server. Remember to configure the service items of virtual
server before you configure Policy, or the service names will not be shown in Policy.
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Modifying the Virtual Server configurations

Step 1.In the Virtual Server window’s service table, locate the name of the service

desired to be modified and click its corresponding Modify option in the Configure
field.

Step 2. In the Virtual Server Configuration window, enter the new settings.

Step 3. Click OK to save modifications or click Cancel to discard changes.
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@Done
WAN : Enter the WAN IP address that configured by the virtual server.

Server Virtual IP : Enter the WAN IP address configured by the virtual server.

Service Name (Port) : Click the pull-down menu the system will display you the service item
port.

External Service Port : The External Service Port that provided by the virtual server.
Service Name : The service names that provided by the virtual server.

Internal Server IP : The internal server IP address mapped by the virtual server. Four

& Internet
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computer IP addresses can be set at most, and the load can be maintained in a balance.Click
OK to execute the change of the virtual server, or click Cancel to discard changes.

@ If the destination Network in Policy has set a virtual server, it will not be able to change

or configure this virtual server, you have to remove this configuration of Policy, and then you
can execute the modification or configuration.

Removing the Virtual Server service

Step 1.In the Virtual Server window’s service table, locate the name of the service
desired to be removed and click its corresponding Remove option in the
Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the service or click
Cancel to cancel removing.
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@ If the destination Network in Policy has set a virtual server, it will not be able to change

or configure this virtual server unless you have already removed this configuration of Policy.
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VPN

The Multi-Homing Gateway’s VPN (Virtual Private Network) is set by the System
Administrator. The System Administrator can add, modify or remove VPN settings.

What is VPN?

To set up a Virtual Private Network (VPN), you don’t need to configure an Access Policy to
enable encryption. Just fill in the following settings: VPN Name, Source Subnet, Destination
Gateway, Destination Subnet, Authentication Method, Preshare key, Encapsulation and IPSec
lifetime. The Multi-Homing Gateways on both ends must use the same Preshare key and
IPSec lifetime to make a VPN connection.

PPTP Server: The administrator could enter the relate setting of VPN-PPTP Server.
PPTP Client: The administrator could enter the relate setting of VPN-PPTP Client.
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IPSec Autokey

The fields in the IPSec window are:

B Name: The VPN name to identify the VPN tunnel definition. The hame must be different for
the two sites creating the tunnel.

B Gateway IP: The WAN interface IP address of the remote Multi-Homing Gateway.
B Destination Subnet: Destination network subnet.

W Algorithm: The display the Algorithm way.

B Status: Connect/Disconnect or Connecting/Disconnecting.

W Configure: Connect, Disconnect, Modify and Delete.
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Content Filtering
Virtual Server
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Log

’e:]Done ® Internet
There are 4 examples of VPN setting.
Example 1. Create a VPN connection between two Multi-Homing Gateway.

Example 2. Create a VPN connection between the Multi-Homing Gateway and Windows
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2000 VPN Client.

Example 3. Create a VPN connection between two Multi-Homing Gateway using Aggressive
mode Algorithm (3 DES and MD5), and data encryption for IPSec Algorithm (3DES and MD5)

Example 4. Create a VPN connection between two Multi-Homing Gateway using ISAKMP
Algorithm (3DES and MD5), data encryption for IPSec Algorithm (3DES and MD5) and GRE.

The definition of VPN:
IPSec Algorithm: The administrator could fill in the following further settings to setup VPN;
IPSec Lifetime and Perfect Forward Secrecy to enable the Multi-Homing

Gateway select or update randomly the unrecognized AutoKey.
W Preshare Key: The IKE VPN must be defined with a Preshared Key. The Key may be up to
128 bytes long.

ISAKMP Algorithm

BEncryption Algorithm: The device selects 56 bit DES-CBC or 168-bit Triple DES-CBC
encryption algorithm. The default algorithm 56 bit DES-CBC.

BESP-Authentication Method: The device -selects MD5 or SHA-1 authentication algorithm.
The default algorithm is MD5.

IPSec Algorithm: The device Select Data Encryption + Authentication or Authentication
Only.

Data Encryption + Authentication

Encryption Algorithm: The device selects 56 bit DES-CBC or 168-bit  Triple DES-CBC
or AES or NULL encryption algorithm. The default algorithm is 56 bit DES-CBC.

B ESP-Authentication Method: The device -selects MD5 or SHA-1 authentication algorithm.
The default algorithm is MD5.

B |[PSec Lifetime: New keys will be generated whenever the lifetime of the old keys is
exceeded. The Administrator may enable this feature if needed and enter the lifetime in
seconds to re-key. The default is 28800 seconds (eight hours). Selection of small values
could lead to frequent re-keying, which could affect performance.

Keep alive IP : Check to allow Remote Client computer IP Address connected to keep alive.
Aggressive mode: The device Select Aggressive mode Algorithm.

GRE/IPSec: The device Select GRE/IPSec (Generic Routing Encapsulation) packet seal
technology.
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Interface
Address

Content Filtering

IPSec Autokey
PPTP Server
PPTP Client

-
o
=]

@Bo;e

IPSec Autokey

»

PN Auto Keyed Tunnel :

Name

® LAN
® WAN1

Subnet/ Mask

To Destination

® Remote Gateway -- Fixed IP

O DMZ
O WAN2

| /1255.255.255.0

Subnet | Mask | |255.255.255.0
O Remote Gateway -- Dynamic IP -
Subnet | Mask |/]255.256.255.0 |

O Remote Client -- Fixed IP or Dynamic IP
Authentication Method
Preshared Key

Encapsulation
ISAKMP Algorithm

Preshare v |

ENC Algorithm DES v
AUTH Algorithm MD5 v
Group GROUP1 v

IPSec Algorithm
O Data Encryption + Authentication -
ENC Algorithm DES b

AUTH Algorithm IMD5 v
® Authentication Only
OPerfect Forward Secrecy
IPSec Lifetime 28800 | Seconds

Keep alive IP :
OAggressive mode

& Internet
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Example 1. Create a VPN connection between two Multi-Homing
Gateways.

Preparation Task:
Company A External IP is 61.11.11.11
Internal IP is 192.168.10.X
Company B External IP is 211.22.22.22
Internal IP is 192.168.20.X
To suppose Company A, 192.168.10.100 create a VPN connection with company B,
192.168.20.100 for downloading the sharing file.

The Gateway of Company A is 192.168.10.1. The settings of company A are as the following.
Step 1. Enter the default IP of Company A's Multi-Homing Gateway, 192.168.10.1. Click VPN

in the menu bar on the left hand side, and then select the sub-select IPSec Autokey. Click
Add.
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0
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o

| Name | GatewaylP | Destination Subnet Algorithm | Status | Configure |
L New Entry

Interface
Address

Content Filtering

IPSec Autokey
PPTP Server
PPTP Client

Log

&] Done & Internet
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Step 2. Enter the VPN name, VPN_A in IPSec Autokey window, and choose From Source to
be Internal. Fill the subnet IP, 192.168.10.0 and subnet mask, 255.255.255.0.

Name WPN_A |
From Source ® LAN O DMZ
Use interface ® WAN1 O WAN2
Subnet | Mask 192.168.10.0 |||255.255.255.0 |

Step 3. In To Destination table, choose Remote Gateway-Fixed IP, enter the IP desired to be
connected, company B’s subnet IP and mask.

To Destination

® Remote Gateway -- Fixed IP 1211.22.22.22 |
Subnet | Mask 1921668200 |[|255.265.255.0 |
O Remote Gateway -- Dynamic IP
Subnet | Mask { |||255.255.255.0 |

L

O Remote Client -- Fixed IP or Dynamic IP

Step 4. In Authentication Method Table, choose Preshare and enter the Preshared Key. ( The
max length is 100 bits.)

Authentication Method EBreghare; ﬁ

Preshared Key 123456789

Step 5. In Encapsulation or Authentication table, choose ISAKMP Algorithm. For
communication via VPN, we choose 3DES for ENC Algorithm and MD5 for AUTH Algorithm.
And select Group to connect.

Encapsulation

ISAKMP Algorithm
ENC Algorithm 13[}5@2}
AUTH Algorithm @Ejﬁﬁ;f
Group GROUP1 v/
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Step 6. In IPSec Algorithm Table , choose Data Encryption + Authentication. We choose
3DES for ENC Algorithm and MD5 for AUTH Algorithm.

IPSec Algorithm

® Data Encryption + Authentication
ENC Algorithm 'DES v
AUTH Algorithm MD5 v |

O Authentication Only

Step 7. Choose Perfect Forward Secrecy, and enter 28800 seconds in IPSec Lifetime and
Keep alive IP to keep connecting.

[vIPerfect Forward Secrecy )
IPSec Lifetime 28800 Seconds

Keep alive IP : 1192.168.20.100

Step 8. Click the down arrow to select the policy of schedule, which was pre-determined in
Schedule. Refer to the corresponding section for details.

Schedule | None v

Step 9. Click OK to finish the setting of Company A.

IPSec Autokey

| Name | Gateway IP | Destination Subnet |Algorithm

VPN_A 211.22.22.22 192.168.20.0 None Disconnect | Connecting | [ Modify | (Remove)

- 142 -



The Gateway of Company B is 192.168.20.1. The settings of company B are as the following.

Step 1. Enter the default IP of Company B’s Multi-Homing Gateway, 192.168.20.1. Click VPN
in the menu bar on the left hand side, and then select the sub-select IPSec Autokey. Click
Add.

Wy - & X
'I' G

T & ilej ;/ e & 'v‘"i’%

vel

n MU i}‘m'm% IPSec Autokey

one

0
=

, ==

A
=
(T

| Name | GatewaylP | Destination Subnet Algorithm | Status | Configure |
L New Entry

Interface
Address

Content Filtering

IPSec Autokey
PPTP Server
PPTP Client

Log

&] Done & Internet
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Step 2. Enter the VPN name, VPN_B in IPSec Autokey window, and choose From Source to
be Internal. Fill the subnet IP, 192.168.20.0 and subnet mask, 255.255.255.0.

Name \VPN_E |
From Source ® LAN O DMZ
Use interface ® WAN1 O WAN2

Subnet | Mask 192168200 |]|256.256.255.0

Step 3. In To Destination table, choose Remote Gateway-Fixed IP, enter the IP desired to be
connected, company A's subnet IP and mask, 192.168.10.0 and 255.255.255.0 respectively.

To Destination

® Remote Gateway -- Fixed IP 61111111 |
Subnet / Mask 192.168.10.0 |]|255.265.265.0 |
O Remote Gateway -- Dynamic IP
Subnet | Mask | | |255.256.285.0 |

O Remote Client -- Fixed IP or Dynamic IP

Step 4. In Authentication Method Table, choose Preshare and enter the Preshared Key. ( The
max length is 100 bits.)

Authentication Method |w‘a
Preshared Key 1_717?,3,4,5}3,?,3,9,—}

Step 5. In Encapsulation or Authentication table, choose ISAKMP Algorithm. For
communication via VPN, we choose 3DES for ENC Algorithm and MD5 for AUTH Algorithm.
And select Group to connect.

Encapsulation

ISAKMP Algorithm
ENC Algorithm [30ES ¥
AUTH Algorithm ‘MD5 v|
Group (GROUP1 |
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Step 6. In IPSec Algorithm Table , choose Data Encryption + Authentication. We choose
3DES for ENC Algorithm and MD5 for AUTH Algorithm.

IPSec Algorithm
® Data Encryption + Authentication
ENC Algorithm 3DES  ¥|
AUTH Algorithm MD5 v |
O Authentication Only

Step 7. Choose Perfect Forward Secrecy, and enter 28800 seconds in IPSec Lifetime and
Keep alive IP to keep connecting.

“IPerfect Forward Secrécy 7
IPSec Lifetime 28800 Seconds

Keep alive IP : 1192.168.10.100

Step 8. Click the down arrow to select the policy of schedule, which was pre-determined in
Schedule . Refer to the corresponding section for details.

Schedule 'None v

Step 9. Click OK to finish the setting of Company B.

IPSec Autokey

| Name |Gateway IP| Destination Subnet [Algorithm

VPN_B 61.11.11.11  192.168.10.0 None Disconnect | Connecting | (Medify | (Remove)
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Example 2. Create a VPN connection between the Multi-Homing Gateway and Windows
2000 VPN Client.

Preparation Task:
Company A External IP is 61.11.11.11
Internal IP is 192.168.10.X
Company B External IP is 211.22.22.22
Internal IP is 192.168.20.X

To suppose Company A, 192.168.10.100 create a VPN connection with company B,
192.168.20.100 for downloading the sharing file.

The Gateway of Company A is 192.168.10.1. The settings of company A are as the following.
Step 1. Enter the default IP of Company A's Multi-Homing Gateway, 192.168.10.1. Click VPN

in the menu bar on the left hand side, and then select the sub-select IPSec Autokey. Click
Add.
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| Name | GatewaylP | Destination Subnet Algorithm | Status | Configure |
L New Entry

Interface
Address

Content Filtering

IPSec Autokey
PPTP Server
PPTP Client

Log

&] Done & Internet
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Step 2. Enter the VPN name, VPN_A in IPSec Autokey window, and choose From Source to
be Internal. Fill the subnet IP, 192.168.10.0 and subnet mask, 255.255.255.0.

Name WPN_A |
From Source ® LAN O DMZ
Use interface ® WAN1 O WAN2
Subnet | Mask 192.168.10.0 |||255.255.255.0 |

Step 3. In To Destination table, choose Remote Gateway-Fixed IP, enter the IP desired to be
connected, company B’s subnet IP and mask.

To Destination

® Remote Gateway -- Fixed IP 1211.22.22.22 |
Subnet | Mask 1921668200 |[|255.265.255.0 |
O Remote Gateway -- Dynamic IP
Subnet | Mask { |||255.255.255.0 |

L

O Remote Client -- Fixed IP or Dynamic IP

Step 4. In Authentication Method Table, choose Preshare and enter the Preshared Key. ( The
max length is 100 bits.)

Authentication Method EBreghare; ﬁ

Preshared Key 123456789

Step 5. In Encapsulation or Authentication table, choose ISAKMP Algorithm. For
communication via VPN, we choose 3DES for ENC Algorithm and MD5 for AUTH Algorithm.

And select Group to connect.
Encapsulation

ISAKMP Algorithm s
ENC Algorithm [3DES ¥
AUTH Algorithm MD5 v |
Group GROUP1 v
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Step 6. In IPSec Algorithm Table , choose Data Encryption + Authentication. We choose
3DES for ENC Algorithm and MD5 for AUTH Algorithm.

IPSec Algorithm
® Data Encryption + Authentication
ENC Algorithm 3DES  ¥|

AUTH Algorithm MD5 v |
O Authentication Only

Step 7. Choose Perfect Forward Secrecy, and enter 28800 seconds in IPSec Lifetime and
Keep alive IP to keep connecting.

[vIPerfect Forward Secrecy '
IPSec Lifetime 28800 Seconds

Keep alive IP : 182.168.20.100

Step 8. Click the down arrow to select the policy of schedule, which was pre-determined in
Schedule. Refer to the corresponding section for details.

Schedule | None v|

Step 9. Click OK to finish the setting of Company A.

IPSec Autokey

' Name | Gateway IP | Destination Subnet |Algorithm
VPN_A 211.22.22.22 192.168.20.0 None Disconnect | Connecting |  Medify | (Remove)
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The Gateway of Company B is 192.168.20.100. The settings of company B are as the
following.

Step 1. Enter Windows XP, click Start and click Execute function.

@ Set Program Access and Defaults

\&&3 windows Catalog

‘Windows Update

?5 HP Director
thg-l HP Gallery

\. Programs
D Documents
E’ Settings
p Search

@) Help and Support

=7 Run...

@ Log OFf skyler...

@ Turn OFf Computer...

Windows XP Professional

72 @ | /A FBR-2000 2-WAN Ero...
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Step 2. In the Execute window, enter the command, MMC in Open.

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you,

Open: l mme v |

][ Browse... ]
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Step 3. Enter the Console window, click Console(C) option and click Add/Remove Embedded
Management Option.

"
iti Console1

[Action View Favorites ‘Window Help

‘ New Ctrl+N l
Open... Ctrl+0
Save Ctrl+5S
Save As...

Add/Remove Snap-in... Ctrl+M

- There are no items ko show in this view,
Options...

1 CYWINDOWS) system32icompmagmt

Exit

Adds or removes individual snap-ins.
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Step 4. Enter Add/Remove Embedded Management Option window and click Add. In Add/
Remove Embedded Management Option window, click Add to add Create IP Security Policy.

!"; Console? - [Console Root]

“ﬁ File Action View Favorites ‘Window Help I-IﬂL’ﬂ
« = (@ @
{3 Console Root Name |

There are no items to show in this view.

Add/Remove Snap-in

Standalone | Extensions |
Use this page to add or remove a standalone Snap-in from the console.
St S Ia Console Root vl = Add Standalone Sna
Available Standalone Snap-ins:
Snap-in Wendor o]
(JFolder Microsoft Corporation
Group Palicy Object Editor Microsoft Corporation
B Indexing Service Microsoft Corporation, ...
3 IP Security Monitor Microsoft Corporation
anagement Microsoft Corporation y
S Microsoft Corporation 3
Q Local Users and Groups Microsoft Corporation ||
- & Performance Logs and Alerts Microsoft Corporation
Description &9 Remavable Storage Management Microsoft Corporation
Resultant Set of Policy Microsoft Corporation R
Description
Intemet Protocol Security (IPSec) Administration. Manage IPSec
policies for secure communication with other computers.
Add... Remove About
ol
Add -—Close
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Step 5. Choose Local Machine (L) for finishing the setting of Add.

: Console1 - [Console Root]

“gfn File ~Action View Favorites ‘Window Help |_|E|5]
-0 @B @

¥ Console Root:

Add/Remove Snap-in There are no items to show in this view.

Standalone | Extensions | Add Standalone Snap-in

Use this page to add or remove a standalone Snap-in from the console. Avallable Standalone Snapins:

Shap-ins added to: Ia Console Root v] & Snap-in WVendor o
Group Policy Object Editor Microsoft Corporation
B3 Indexing Service Microsoft Corporation, |...
Select Computer or Domain &, IP Security Monitor Microsoft Corporation
. L L . 3 IP Security Policy Management Microsoft Corporation
Select whlqh compu_lel or domain l_hls snap-in will manage a @ Link to Web Address Microsoft Corporation
‘When this console is saved the location will also be saved < X
e m Local Users and Groups Microsoft Corporation =
& Performance Logs and Alerts Microsoft Corporation
&9 Remavable Storage Management Microsoft Corporation m
@ Local computer Resultant Set of Policy Microsoft Corporation
The computer this console is running on @ Security Configuration and Analysis  Microsoft Corporation ~|
" The Active Directory domain of which this computer is a member Description

Description : 3 : 3 Internet Protocol Security (IPSec) Administration. Manage IPSec ~
" Another Active Directory domain (Use the DNS name, e.9. "example. microsoft.com''): policies for secure comm’:}.icaﬁo,]. with other ,mmpu,e,f ;;

" Another computer:

!
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Step 6. Finish the setting of Add.

solel - [Console Root\IP Security Policies on Local Computer]

ﬁn File Action View Favorites Window Help

& =

(L] Console Root

| Description
g IP Security Policies on Local Compute

| Policy Assigned
Client {Respond Only) Communicate normally {unsecured). Use the default response rule to negotiate with serv... No
A secure Server {Require Security)  For all IP traffic, always require security using Kerberos trust. Do NOT allow unsecured c...
A server (Request Security)

Mo
For all IP traffic, always request security using Kerberos trust. Allow unsecured communi... Mo

A
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Step 7. Click the right button of mouse in IP Security Policies on Local Machine and choose
Create IP Security Policy(C) option.

onsolel - [Console Root\IP Security Policies on Local Computer]

‘ﬁ] File \ View Favorites Window Help -8 5]
e - :
——————  Manage IP filter lists and filter actions...
(L1 Const I Description l Policy Assigned
'S IF Al Tasks 4 espond Only) Communicate normally {unsecured). Use the default response rule to negotiate with serv... No
NawiWindow From tere erver (Require Security)  For all IP traffic, always require security using Kerberos trust, Do NOT allow unsecured c...  No
equest Security) For all IP traffic, always request security using Kerberos trust. Allow unsecured communi... Mo
MNew Taskpad View...
Refresh
Export List...
Help
< 2 5 |

Create an IP Security policy
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Step 8. Click Next.

IP Security Policy Wizard E]EI

8

Welcome to the P Security policy wizard.

Thiz wizard helps pou create an 1P Security policy. ou will
gpecify the level of securnity bo use when communicating with
gpecific computers or groups of computers [subnets], and faor
particular IP traffic wpes. %

To continue, click Mest.

Meut » ][ Cancel
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Step 9. Enter the Name of this VPN and optionally give it a brief description.

IP Security Policy Wizard

IP Security Policy Hame
Mame this P Security policy and provide a brief description

Ll

M ame:
Site & to Site B

Descrption:

IPSec Tunnel Side A to Side B

¢ Back ” Meut » ][ Cancel
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Step 10. Disable Activate the default response rule. And click Next.

IP Security Policy Wizard

Requests for Secure Communication

FECLNE communication.

[ Activate the default responze rule.

L]
Specify how thiz policy rezponds to requests for secure communication. g
-

The default responge rule responds to remote computers that request security, when no
other rule applies. To communicate securely, the u:u:umputf%must rezpond to requests for

< Back ” Meut > ][ Cancel
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Step 11. Completing the IP Security Policy setting and click Finish. Enable Edit properties.

IP Security Policy Wizard k E]@
- Completing the [P Security policy wizard
a Y'ou have successfully completed specifying the properties
for your nes IP Security palicy.
L

To edit pour P Security policy now, select the Edit properties
check bowx, and then click Finish.

[v Edit properties

To cloze thiz wizard, click Finigh.

¢ Back ” Finizh ][ Cancel
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Step 12. In VPN_B window, click Add and please don’t click Use Add Wizard.

Site A to Site B Properties

Rules | General
=@ Security rules for communicating with other computers
|F Security miles;
IP Filter Lizt Filter Action Authentication... | Tu
O <Dunanmic Default Rezponze K.erberog Me
< | >
Add.. V\’Js Edit.. | | ™ Use Addwizard

[ Ok, ] [ Canicel
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Step 13. In IP Filter List tab, click Add.

Mew Rule Properties

Authentication Methods | Tunnel Setting I Connection Type I
IP Filter List | Filter Action
= The selected [P filer list specifies which netwark. traffic will be
=, affected by this rule.
IP Filter Lists:

M arme | D ezcription |

O AllICMP Traffic Matches all ICMP packets betw. .

O allP Traffic Matches all IP packets from this ..

Add.. %| Edt. |  Remove |

] | Cancel | Apply
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Step 14. In IP Filter List window, please don’t choose Use Add Wizard and change Name to
VPN_B WAN TO LAN. Click Add.

M |P Filter List

A P filter ligt iz compozed of multiple filkers. [nthis way, multiple subnets, [P

—t
i—' addreszes and protocols can be combined into one [P filker.

M ame:

WPH_B wisM TO LAN

Description; Ad %

WERN_B WA TO LAM

Filters: [ Usze Add wizard
irrared | D escription Praotocal Source Part D eztination
< | >

k. | Cancel
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Step 15. In Filter Properties window, in Source address, click down the arrow to select the
specific IP Subnet and fill Company B'’s IP Address, 211.22.22.22 and Subnet mask,
255.255.255.255. In Destination address, click down the arrow to select the specific IP Subnet
and fill Company A's IP Address, 192.168.10.0 and Subnet mask 255.255.255.0. Please
disable Mirrored. Also match packets with the exact opposite source and destination
addresses.

Filter Properties

Addreszing | P'n:utl:u:l:nll D escription

— Source address;
I.-’-'-. specific [P Subnet ﬂ

|Pf-«ddress:| 211 . 22 . 22 . 22
Subnet mask: I 255 . 255 _ 255 . 255

— Destination address:

A zpecific [P Subnet ;I

IF'a-:Idress:I 192 . 168 . 10 . O
Subret mask: I 255 . 255 . 255 . 28b

[ Mirrored. Slso match packets with the exact opposite source and
deztination addreszes.

ak. Cancel
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Step 16. Finish the setting and close IP Filter List window.

M |P Filter List

A P filker ligt iz composed of multiple filters. |n this way, multiple subnets, |P
addrezzes and protocol: can be combined into one |P filker.

YPH_B wiasM TO LAN

Description: ..
WEM_B Wit TO LAM Edi...
Remove
Filters: [ Use Add wizard
M5 Mame | Source Addresz Source Mazk Destination DMS ... | Destinatic
ic|Padd.. 211222222 208,285,255, 255 <0 gpecific IP Sub... 192168
< | >

k. | Cancel
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Step 17. Click Filter Action tab and choose Require Security. Click Edit.

Mew Rule Properties El[z|

Authentication Methods ] Tunnel Setting ] Connection Type ]
IP Filter Lizt Filter Action

The zelected filker action zpecifies whether thiz rule negatiates
for secure network traffic, and how it will zecure the traffic,

Filter Actions:
M arme D ezcription
O Pemit Permit unzecured P packets ta .
O Request Security [Optional) Accepts ungecured communicat...
{2 Require Security Accepts ungecured communicat...

Add... | Edit... [El Remove | W Lze Addwizard

Cloze | | Apply
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Step 18. In Security Methods tab, choose accept unsecured communication, but always

respond using IPSec.

Require Security Properties

Secunty Methodz | General I

 Pemit
i Block
' Negotiate secity:

Security method preference order:

Type | &HIntegiity | ESP Confide... | ESF It Add
Cuigtam <Mones ADES kD5 _
Custom  <Mones aDES SHa Edit...
Cusztom <Maones DES SHa1

Cuztom <Mane: DES MD5 Remove

e up

Rl

< i | % Mave down

¥ Accept unsecured communication, but always respond using IPSec

[ Allow unsecured communication with non-IPSec-aware computer

V¥ Session key perfect forward secrecy [PFS]

Cancel Apply
5|
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Step 19. Click Edit in Custom/ None/ 3DES/ MD5.

Require Security Properties

Secunty Methodz l General ]

" Permit
" Block

{* Megotiate securty:

Security method preference order:

Type AH Integrity | ESP Confidential... | ESP Add...
Cugtam <Mones _
Custom  <Mones IDES SHa Edlt-l 1‘}3
Custam <Moner DES SHA

Cuztam <Mane: DES MD5 Remove
L [ » bave dowr

v Accept unzecured communication, but abways respond uzing IPSec
[ Allow unzecured communication with non- PS5 ec-aware computer

v Seszion key perfect fonward secrecy [PFS)

k. | Cancel
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Step 20. Click Custom(For professional user) and click Edit.

Modify Security Method

Securty Method |

™ Encryption and |ntegrity

Drata will be encrypted and verified az authentic and unmodified

7 Integrity only

Drata will be venfied az authentic and unmadified, but will not be
encrypted

% Custom

Settings... [ !

ak. Cancel
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Step 21. Click Data Integrity and Encapsulation and choose MD5 and 3DES. Click Generate a
New key after every 28800 seconds. And click 3 times OK to return.

Custom Security Method Settings

Specify the settings for thiz custom securty method.

[ Data and address integrity without encreption [4H] :
| ntegrity algarithm:

[MD5 =1

v Dataintegrity and encryption [ESP;
| ntegrity algarithm:

|MDS =l
Encryption algorithinm:

| 3DES Rl
I

Sezsion key zeftings: I"E

[ Generate a new key eveny: W Generate a new key every

|1 Qo000 I
K. bytes 28800 secands

ak. | Cancel
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Step 22. Click Connection Type tab and click all network connections.

Mew Rule Properties

I Filter List ] Filter Action |
Authentication Methods ] Turinel Setting Cannection Type

Thiz rule only applies ko netwark, traffic over connections of
o the zelected type.

(o Al network connections

" Local area network, [LAN)

" Remaote access

Cloze | Apply
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Step 23. Click Tunnel Setting tab, and click The tunnel endpoint is specified by the IP Address.
Enter the WAN IP of Company A, 61.11.11.11.

Mew Rule Properties

I’ Filter List | Filter Action
Authentication Methods Turnel Setting l Connection Type

e

The turnel endpaint iz the tunneling computer clogest ta the
|F traffic: destination, as specified by the aszociated |P filter
izt. [t kakes bwo rules bo descrbe an IPSec tunnel,

HH

" Thiz e does not specify an IPSec tunnel.

* The tunnel endpoint iz specified by this IF address:
61 .11 .11 . 11|

Cloze | Apply
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Step 24. Click Authentication Methods and click Edit.

Mew Rule Properties

I Filter List ] Filter Action |
Authentication Methods Turinel Setting ] Connection Type ]

Authentication methods specify how trust iz establizhed
o between computers. These authentication methods are

offered and accepted when negotiating security with anather
camputer.

Authentication method preference order;

tethod Detailz Add...
K.erberog

Cloze | Apply
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Step 25. Choose Use this string to protect the key exchange (Preshared Key). And enter the
key, 123456789.

Edit Authentication Method Properties

Authentication Method

The authentication method zpecifies how trust iz established
between the computers.

" Active Directory default [Kerberos W5 protocol]

™ Use a certificate from this certification authority [Cé);

Browze, . |

% Uze thiz string [preshared key):

123456789

k. Cancel
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Step 26. Finish the setting, and close the window.

Mew Rule Properties

I Filter List ] Filter Action
Authentication M ethods l Tunnel Setting ] Connection Type

Authentication methods specify how trust iz establizhed

between computers. These authentication methods are

= = offered and accepted when negotiating security with anather
camputer.

Authentication method preference order;

tethod Detailz Add...
Freshared Key 123456783

Edit...

LLE

Cloze Apply
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Step 27. Finish the Policy setting of VPN_B WAN TO LAN.

Mew Rule Properties

Authentication Methods | Tunnel Setting I Connection Type I
IF Filter List | Filker Action
= The selected [P filer list specifies which netwark. traffic will be
=, affected by this rule.

IP Filter Lists:
M arme | D ezcription |
O AllICMP Traffic M atches all ICMP packets bebw.
O allP Traffic Matches all IP packets from this ..
& VPN B WAN TO LaK WEN_BwWAN TO LAN

Add. %J Edt. |  Remove |

Cloze | Cancel | Apply
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Step 28. Enter VPN_B window again and click Add to add second IP Security Policy. Please
don’t enable Use Add Wizard.

Site A to Site B Properties

Hules | General
=@ Security rules for communicating with other computers
P Security rules:

IP Filter List Filter Action Authentication... | Tu
YPR_BWAMN TO ... Require Security Prezhared ey G1
O <Dynamics Default Rezponze F.erberoz Mc
< | >

Add... Edit... | Bemove | [ Use Add wizard
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Step 29. In New Rule Properties, click Add.

Mew Rule Properties

Authentication Methods ] Tunnel Setting ] Connection Type ]
IP Filter List ] Filter Actian |
= The selected [P filer list specifies which netwark. traffic will be
=, affected by this rule.
IP Filter Lists:

M arme D ezcription

O AllICMP Traffic Matches all ICMP packets betw. .

O allP Traffic Matches all IP packets from this ..

O WPH_B WAN TO LaN WEN_BwWiAN TO LAN

Add.. Edt. | Remove |

QK | Cancel |
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Step 30. In IP Filter List window, please disable Use Add Wizard, and change Name to
VPN_B LAN TO WAN. Click Add.

M |P Filter List

A 1P filker ligt iz compozed af multiple filkers. In thiz wap, multiple subnets, [P
addrezses and protocolz can be combined into one [P filker.

VPR_B LAM TO WaN

Description: Add...
WPM_B LaM TO 'wiaM Edit... |
Remove |
Filters: [ Use add wizard
Mirrared | Dezcription | Frotocal | Source Port | Destination
< il | =

ak. Cancel |

A
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Step 31. In Filter Properties window,

in Source address, click down the arrow to select the specific IP Subnet and fill Company A’'s
IP Address, 192.168.10.0 and Subnet mask 255.255.255.0.

In Destination address click down the arrow to select the specific IP Subnet and fill Company
B’s IP Address, 211.22.22.22 and Subnet mask, 255.255.255.255., Please disable Mirrored.
Also match packets with the exact opposite source and destination addresses.

Filter Properties

Addressing l F'ru:utu:ucu:ul] Drescription

Source address:
|.-’-'-. specific [P Subnet j

P Addiess: | 192 . 168 . 10 . O
Subnet mazk: ‘ 255 . 255 _ 255 .

Destination address:

& specific [P Address ﬂ

IPaddiess | 211 . 22 . 22 . 22

[ Mirared. Al match packets with the exact opposite source and
destination addrezses.

| k. | Cancel
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Step 32. Finish the setting and close IP Filter List window.

M |P Filter List

= A [P filker ligt iz composed of multiple filters. |n this way, multiple subnets, |P
E: addrezzes and protocol: can be combined into one IP filker.
Mame

WPR_B LAN TO WaN

Descrption; Al
WEM_B LaM TO wial Edi...
Remove
Filkers: [ Use Addwizard
Source Address Source Mazk Destination DMNS ... | Destination Address
192.168.10.0 2RR. 2R 250 <h zpecific [P Add...  211.22.22.22
< -

k. Cancel
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Step 33. Click Filter Action tab and choose Require Security. Click Edit.

Mew Rule Properties

Authentication Methods Tunnel Setting | Connection Type |
IP Filter Lizt Filter Action
The zelected filker action zpecifies whether thiz rule negatiates
for secure netwark, traffic, and how it will secure the traffic.,
Filter Actions:
M arme | D ezcription |
O Pemit Permit unzecured P packets ta .
O Request Security [Optional) Accepts ungecured communicat...
{2 Require Security Accepts ungecured communicat...
Add... Edit... %J Remove | ¥ Use Add‘Wizard

Cloze | Cancel | Apply
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Step 34. In Security Methods tab, choose accept unsecured communication, but always
respond using IPSec.

Require Security Properties

Securty Methods l General]

" Permnit
" Block

* Megotiate security:

Securnty method preference order:

Type AH [ntegrity ESP Confidential... | ES Add...
Cusgtam <Monesx ADES kL

Cugtarm <Mones JDES SH

Cugham <Mones DES SH

Cusham <Mones DES kAL

< » b ove down

v Accept unsecured communication, but alvways respond uzsing IPSec
[ Allow unzecured communication with non- PSec-aware cormputer

[v Session key perfect forward secrecy [PFS)

k. | Cancel
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Step 35. Click Edit in Custom/ None/ 3DES/ MD5.

Require Security Properties

Secunty Methodz l General ]

" Permit
" Block

{* Megotiate security:

Security method preference order:

Type AH Integrity ESF Confidential... | ES Add...
Cuigtam <Mones ADES kL

Cusham <Mones JDES 5H

Cusgtam <Mones DES SH

Cuztom <Mane: DES L Remove
< | » bave dowr

v Accept unzecured communication, but abways respond uzing IPSec
[ Allow unzecured communication with non- PS5 ec-aware computer

v Seszion key perfect fonward secrecy [PFS)

k. | Cancel
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Step 36. Click Custom(For professional user) and click Edit.

Modify Security Method

Securty Method |

™ Encryption and |ntegrity

Drata will be encrypted and verified az authentic and unmodified

7 Integrity only

Drata will be venfied az authentic and unmadified, but will not be
encrypted

% Custom

Settings... |

ak. Cancel
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Step 37. Click Data Integrity and Encapsulation and choose MD5 and 3DES. Click Generate a
New key after every 28800 seconds. And click 3 times OK to return.

Custom Security Method Settings

Specify the settings for thiz custom securty method.

[ Data and address inkegrity without encrption (&H]

| [

[v Data inkegrty and encryption [ESP):
| ntegrity algarithm:

|MD5 |
Encryption algorithinm:

|3DES |

Sezsion key zeftings:

[ Generate a new key even: [v Generate a new key eveny

K. bytes 28800 secands

ak. | Cancel
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Step 38. Click Connection Type tab and click all network connections.

Mew Rule Properties

I Filter List ] Filter Action |
Authentication Methods ] Turinel Setting Cannection Type

Thiz rule only applies ko netwark, traffic over connections of
o the zelected type.

(o Al network connections

" Local area network, [LAN)

" Remaote access

Cloze | Apply
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Step 39. Click Tunnel Setting tab, and click The tunnel endpoint is specified by the IP Address.
Enter the WAN IP of Company B, 211.22.22.22.

Mew Rule Properties

I’ Filter List | Filter Action
Authentication Methods Turnel Setting l Connection Type

e

The turnel endpaint iz the tunneling computer clogest ta the
|F traffic: destination, as specified by the aszociated |P filter
izt. [t kakes bwo rules bo descrbe an IPSec tunnel,

HH

" Thiz e does not specify an IPSec tunnel.

* The tunnel endpoint iz specified by this IF address:
211. 22 .22 . 27|

Cloze | Apply
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Step 40. Click Authentication Methods and click Edit.

Mew Rule Properties

I Filter List ] Filter Action |
Authentication Methods Turinel Setting ] Connection Type ]

Authentication methods specify how trust iz establizhed
o between computers. These authentication methods are

offered and accepted when negotiating security with anather
camputer.

Authentication method preference order;

tethod Detailz Add...
K.erberog

Cloze | Apply
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Step 41. Choose Use this string to protect the key exchange (Preshared Key). And enter the
key, 123456789.

Edit Authentication Method Properties

Authentication Method

The authentication method zpecifies how trust iz established
o between the computers.

" Active Directory default [Kerberos W5 protocal)

" |sze a certificate from thiz certification authority [C):

.

' |sze thiz sting [preshared key]:

123456739

| k. | Cancel

-190 -



Step 42. Finish the setting, and close the window.

Mew Rule Properties

I Filter List ] Filter Action
Authentication M ethods l Tunnel Setting ] Connection Type

Authentication methods specify how trust iz establizhed

between computers. These authentication methods are

= = offered and accepted when negotiating security with anather
camputer.

Authentication method preference order;

tethod Detailz Add...
Freshared Key 123456783

Edit...

LLE

Cloze Apply
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Step 43. Finish the Policy setting of VPN_B LAN TO WAN.

Site A to Site B Properties

Rules | Eeneral|

=@ Security rules for communicating with other computers

P Security rules:

IP Filter List Filter Action Authertication... | Tunnel
YPH_BWAM TO ... Require Security  Preshared Key £1.11.1
VEM_BLAM TO ... Require Securty  Preshared key
O <Dpnamics Default Rezponze  Ferberos Mone

<

| >

add. | Edt. | Remove | [ |seaddwiosd
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Step 44. In VPN_B window, click General tab. And click Advanced for Key Exchange using
these settings.

Site A to Site B Properties

Fules | General |

IP Securty policy general propertiez

M arme;
|uPNB

Dezcription;
IPSec Tunnel Side & to Side B

Check for policy changes eveny:

180 riinLte(z]

Perfarm key exchange uzing these settings:

Advanced...
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Step 45. Click Master key Perfect Forward Secrecy.

Key Exchange Settings

¥ Master key perfect forward secrecy [PFS)
Authenticate and generate a new key after eveny:

43l minutes

Authenticate and generate a new key after evenn

|'| seszionz]

Pratect identities with theze security methods:

b ethods. . |

ht]

Internet K.ev Exchange [[KE] far Windaws =P
Jointly developed by Microzoft and Cizco Syztems, Inc.

ak,

Cancel
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Step 46. Move IKE/ 3DES/ MD5/ up to the highest order. Finish all settings.

Key Exchange Security Methods

ﬁ Pratect identities during authentication with these security
methods.

Secunty method preference order:

Type | E ncryption | | nkegrity | Diffie-Hellm Add...
IKE 3DES MDO5 b edium [2]
IKE 3DES SHAT b edium [2]
IKE DES SHAT Low (1]
IKE DES D5 Low (1]
bowe up |
< i | > ko down |
] Cancel
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Step 47. Finish the settings of Company B’s Windows 2000 VPN.

onsolel - [Console Root\IP Security Policies on Local Computer]

@n File Action View Favorites Window Help

+ = | &fm|

(L] Console Root
8, 1P Security Policies on Local Compute A Client (Respond Only)

| Description | Policy Assigned
Communicate normally {unsecured). Use the default response rule to negotiate with serv... No

A secure Server (Require Security)  For all IP traffic, always require security using Kerberos trust, Do NOT allow unsecured c...  No

B4 server (Request Security) For all IP traffic, always request security using Kerberos trust. Allow unsecured communi... Mo
EAven B IPSec Tunnel Side A to Side B No

B
|
P
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Step 48. Click the right button of mouse in VPN_B and enable Assign.

solel - [Console Root\IP Security Policies on Local Computer]

ﬁ] File Action View Favorites Window Help

& 4 @@ X 2 33
(L1 Console Root / I Description l Policy Assigned
g 1P Security Policies on Local Compute | @A) client (Respond Only) Communicate normally {unsecured). Use the default response rule to negotiate with serv... No
A secure Server (Require Security)  For all IP traffic, always require security using Kerberos trust, Do NOT allow unsecured c...  No
A server (Request Security) For all IP traffic, always request security using Kerberos trust. Allow unsecured communi... Mo

IPSec Tunnel Side A to Side B

All Tasks »

Delete
Rename

Properties

Help

< | &

|~

Assign this policy, attempt to make it active
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Step 49. To restart IPSec by Start-> Settings—> Control Panel

@ Set Program Access and Defaults

w Windows Catalog

Windows Update

@5 HP Director

HP Gallery

Programs

Documents
‘%«‘ Network Connections

Search ! ¥

%% Printers and Faxes

Help and Support }i Taskbar and Start Menu

Run...

Log OFff skyler...

Turn OFf Computer...
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Step 50. Enter Control Panel and click Administrative Tools.

£ Control Panel

File Edit ‘iew Favorites

)

Tools Help

@ pSearch E Folders v

[

Address | [ Control Panel

v|Go

& =

Accessibility  Add Hardware
Options

P =

Control Panel

Switch to Category Yiew

See Also
Internet Keyboard
£ ‘Windows Update Options
Help and Support 7
@) Help PP : ﬁ @
\
Scheduled Security
Tasks Center

o

Add or

Remov...

D

Sounds and
Audio Devices

w 9
e %

Network
Connections Wizard
Speech System
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Automatic
Updates

P & @ &

Date and Time Display Folder Options Fonts

N

Modem ... Faxes Language ...
d 8 @ g
S
Taskbar and  User Accounts  Windows Wireless
Start Menu Firewall  Network Set...

o

Game
Controllers

3

Metwork Setup  Phone and  Power Options Printers and  Regional and  Scanners and

Cameras



Step 51. After entering Administrative Tools, click Services.

% Administrative Tools

File Edit Yiew Favorites Tools Help

oaack - Q Lﬁ pSearch [C Folders v

Address |4 Administrative Tools v| 59
5 N Component Services Computer Management Data Sources (ODBC)
File and Folder Tasks o7 Shortcut Shortcut Shortcut
2KB [yl 2 KE 2KB
=} Rename this file 2]
B Mave this file ] Event Viewer Local Security Policy Microsoft \NET Framework 1.1
L Shortcut Shorteut Configuration
) Copy this file 2KB 2KB Shorteut
&) Publish this file to the Web
€ E-mail this file Microsoft .NET Framework 1.1 Performance
Wizards Shortcut
¥ Delete this file Shorteut 2KB

Other Places

[ Control Panel

(£} My Documents
[ Shared Documents
% My Computer

& My Network Places

Details
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Step 52. After entering Service, click IPSec Services, Restart the Service.

File Action View Help

- @ FRR @

@ Services (Local)

IPSEC Services Name - | Description l Status | Startup Type | Log On As [ N
By alerter Notifies sel... Disabled Local Service
%;Ptetli:rgéitice %Application Layer G... Providess... Started Manual Local Service
S, %Application Manage... Providess... Manual Local System
%ASP.NET State Serv... Providess... Manual Network S...
Description: . @y automatic Updates  Enablesth... Started  Automatic Local System
;‘gilﬁsfg:kls:;"(';;Eé)p‘:::gytﬁgcll; ts:rctzr';:;/e %Background Intellig... Transfers ... Manual Local System
driver. %ClipBook Enables Cli... Disabled Local System
%COM+ Event System  Supports S...  Started Manual Local System
%COM+ System Appli... Managest... Manual Local System
%Computer Browser Maintains a... Started Automatic Local System
%Cryptographic Servi... Providesth... Started Automatic Local System
DCOM Server Proce... Providesla... Started Automatic Local System
%DHCP Client Manages n... Started Automatic Local System |
%Distributed Link Tra... Maintains li... Started Automatic Local System
“Distributed Transac... Coordinate... Manual Network S
%DNS Client Resolves a...  Started Automatic Network ...
%Error Reporting Ser... Allows erro...  Started Automatic Lacal System
Event Log Enables ev... Started Automatic Local System
%Fast User Switching... Providesm... Started Manual Local System
%Help and Support Enables He... Started Automatic Local System
%HTTP S5L This servic... Manual Local System
%Human Interface D... Enables ge... Disabled Local System
%IMAPI CD-Burning C... Manages C... Manual Local System
4 Indexing Service Indexes co. Manual Local System

%Loglcal Disk Mar Started Automatic Local System
%Logical Disk Mar Manual Local System
%Messengev Disabled Local System
%MS Software Sh Manual Local System
%Net Logon . Manual Local System
%NetMeeting Rer All Tasks » Manual Local System
MNetwork Conne Started Manual Local System
s Network DDE Refresh Disabled Local Svstem bl
Extended /( Standard / Properties
Stop and Start service IPSEC Services on Local Computer |

Help

Consolel -
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Step 53. Finish all settings.

solel - [Console Root\IP Security Policies on Local Computer]

ﬁn File Action View Favorites Window Help

& =

(L] Console Root
g IP Security Policies on Local Compute

| Description | Policy Assigned
Communicate normally {unsecured). Use the default response rule to negotiate with serv... No
A secure Server (Require Security)  For all IP traffic, always require security using Kerberos trust, Do NOT allow unsecured c...  No
B Server (Request Security) For all IP traffic, always request security using Kerberos trust. Allow unsecured communi... Mo
VPN B IPSec Tunnel Side A to Side B

Client {Respond Only)

Yes

B3
| s
-
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Example 3. Create a VPN connection between two Multi-Homing Gateway using Aggressive
mode Algorithm (3 DES and MD5), and data encryption for IPSec Algorithm (3DES and MD5)

Preparation Task:
Company A External IP is 61.11.11.11

Internal IP is 192.168.10.X
Company B External IP is 211.22.22.22

Internal IP is 192.168.20.X

To suppose Company A, 192.168.10.100 create a VPN connection with company B,
192.168.20.100 for downloading the sharing file by Aggressive mode Algorithm.

The Gateway of Company A is 192.168.10.1. The settings of company A are as the following.
Step 1. Enter the default IP of Company A’'s Multi-Homing Gateway, 192.168.10.1. Click VPN

in the menu bar on the left hand side, and then select the sub-select IPSec Autokey. Click
Add.
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T & i]sz ' 7 w © M v"‘i% .

n M—L%”ﬁ-&“ﬂ% IPSec Autokey

0
<
o

| Name | GatewaylP | Destination Subnet Algorithm | Status | Configure |
L New Entry

Interface
Address

Content Filtering

IPSec Autokey
PPTP Server
PPTP Client

Log

&] Done & Internet
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Step 2. Enter the VPN name, VPN_A in IPSec Autokey window, and choose From Source to
be Internal. Fill the subnet IP, 192.168.10.0 and subnet mask, 255.255.255.0.

Name WPN_A |
From Source ® LAN O DMZ
Use interface ® WAN1 O WAN2
Subnet | Mask 192168100  |]|265.256.255.0

J

Step 3. In To Destination table, choose Remote Gateway-Fixed IP, enter the IP desired to be
connected, company B’s subnet IP and mask.

To Destination

©® Remote Gateway -- Fixed IP 211222222 |
Subnet / Mask 192168200 |}[265.256.255.0
O Remote Gateway -- Dynamic IP
Subnet | Mask i |} 256255 2550

L |

O Remote Client -- Fixed IP or Dynamic IP

Step 4. In Authentication Method Table, choose Preshare and enter the Preshared Key. (The
max length is 100 bits.)

Authentication Method Preshare v |
Preshared Key 123456789

Step 5. In Encapsulation or Authentication table, choose Aggressive mode Algorithm. For
communication via VPN, we choose 3DES for ENC Algorithm and MD5 for AUTH Algorithm.
And select Group 2 to connect.

Enter Local ID/ Remote ID optionally. If we choose to enter Local ID/ Remote ID, they couldn’t
be equal. For instance, Local ID is 11.11.11.11 and Remote ID is 22.22.22.22. Add @ before
number or text, for instance, @123A and @Abcd1.

[V]Aggressive mode )

My ID (@bc123 |

Peer D 1111111 |
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Step 6. In IPSec Algorithm Table , choose Data Encryption + Authentication. We choose
3DES for ENC Algorithm and MD5 for AUTH Algorithm.

IPSec Algorithm
® Data Encryption + Authentication
ENC Algorithm 'DES v

AUTH Algorithm 'MD5 v
O Authentication Only

Step 7. Choose Perfect Forward Secrecy, and enter 28800 seconds in IPSec Lifetime and
Keep alive IP to keep connecting.

[vIPerfect Forward Secrecy '
IPSec Lifetime 28800 Seconds

Keep alive IP : 182.168.20.100

Step 8. Click the down arrow to select the policy of schedule, which was pre-determined in
Schedule. Refer to the corresponding section for details.

Schedule | None v|

Step 9. Click OK to finish the setting of Company A.

IPSec Autokey

' Name | Gateway IP | Destination Subnet |Algorithm
VPN_A 211.22.22.22 192.168.20.0 None Disconnect | Connecting |  Medify | (Remove)
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The Gateway of Company B is 192.168.20.1. The settings of company B are as the following.

Step 1. Enter the default IP of Company B’s Multi-Homing Gateway, 192.168.20.1. Click VPN
in the menu bar on the left hand side, and then select the sub-select IPSec Autokey. Click

Wy - & X

il sz ' P it 62 T B 'i% “

n MUILSTOITIIY

-
OUTE
one .\WLI

0
<
o

IPSec Autokey

[ Name | GatewaylP | Destination Subnet Algorithm
L New Entry 4

Interface
Address

Content Filtering
Virtual Server

IPSec Autokey
PPTP Server
PPTP Client

Log

e_‘] Done ® Internet
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Step 2. Enter the VPN name, VPN_B in IPSec Autokey window, and choose From Source to
be Internal. Fill the subnet IP, 192.168.20.0 and subnet mask, 255.255.255.0.

PN Auto Keyed Tunnel

Name VPN_B }
FromSource ® LAN O DMZ
Use interface ® WAN1 O WAN2

Subnet | Mask 192166200 ||255.0552550

Step 3. In To Destination table, choose Remote Gateway-Fixed IP, enter the IP desired to be
connected, company A's subnet IP and mask, 192.168.10.0 and 255.255.255.0 respectively.

To Destination

® Remote Gateway -- Fixed IP BL11.1111 ‘
Subnet | Mask 192168.100  |[|255.265.2560 |
O Remote Gateway -- Dynamic IP
Subnet / Mask | |ifessemsassn |

O Remote Client -- Fixed IP or Dynamic IP

Step 4. In Authentication Method Table, choose Preshare and enter the Preshared Key. ( The
max length is 100 bits.)

Authentication Method Preshare v |
Preshared Key 123456789

Step 5. In Encapsulation or Authentication table, choose ISAKMP Algorithm. For
communication via VPN, we choose 3DES for ENC Algorithm and MD5 for AUTH Algorithm.
And select Group 2 to connect.

Enter Local ID/ Remote ID optionally. If we choose to enter Local ID/ Remote ID, they couldn’t
be equal. For instance, Local ID is 11.11.11.11 and Remote ID is 22.22.22.22. Add @ before
number or text, for instance, @123A and @Abcdl.

[?]Aggressive mode '
My ID AARARARE

Peer ID @bc1zs ‘
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Step 6. In IPSec Algorithm Table , choose Data Encryption + Authentication. We choose
3DES for ENC Algorithm and MD5 for AUTH Algorithm.

IPSec Algorithm

® Data Encryption + Authentication
ENC Algorithm 3DES  ¥|
AUTH Algorithm MD5 v |

O Authentication Only

Step 7. Choose Perfect Forward Secrecy, and enter 28800 seconds in IPSec Lifetime and
Keep alive IP to keep connecting.

[vIPerfect Forward Secrécy

IPSec Lifetime 12878739 Seconds
Keep alive IP : 1192.168.10.100

Step 8. Click the down arrow to select the policy of schedule, which was pre-determined in
Schedule. Refer to the corresponding section for details.

Schedule | None v

Step 9. Click OK to finish the setting of Company B.

IPSec Autokey

 Name |Gateway IP|Destination Subnet |Algorithm
VPN_B 61.11.11.11 192.168.10.0 None Disconnect [ Connecting | (Medify | (Remove)
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Example 4. Create a VPN connection between two Multi-Homing Gateway using ISAKMP
Algorithm (3DES and MD5), data encryption for IPSec Algorithm (3DES and MD5) and GRE.

Preparation Task:
Company A External IP is 61.11.11.11

Internal IP is 192.168.10.X
Company B External IP is 211.22.22.22

Internal IP is 192.168.20.X

To suppose Company A, 192.168.10.100 create a VPN connection with company B,
192.168.20.100 for downloading the sharing file by GRE/ IPSec Algorithm.

The Gateway of Company A is 192.168.10.1. The settings of company A are as the following.
Step 1. Enter the default IP of Company A's Multi-Homing Gateway, 192.168.10.1. Click VPN

in the menu bar on the left hand side, and then select the sub-select IPSec Autokey. Click
Add.
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n M—L%”ﬁ-&“ﬂ% IPSec Autokey

0
<
o

| Name | GatewaylP | Destination Subnet Algorithm | Status | Configure |
L New Entry

Interface
Address

Content Filtering

IPSec Autokey
PPTP Server
PPTP Client

Log

&] Done & Internet
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Step 2. Enter the VPN name, VPN_A in IPSec Autokey window, and choose From Source to
be Internal. Fill the subnet IP, 192.168.10.0 and subnet mask, 255.255.255.0.

Name WPN_A |
From Source ® LAN O DMZ
Use interface ® WAN1 O WAN2
Subnet | Mask 192.168.10.0 |||255.255.255.0 |

Step 3. In To Destination table, choose Remote Gateway-Fixed IP, enter the IP desired to be
connected, company B’s subnet IP and mask.

To Destination

® Remote Gateway -- Fixed IP 1211.22.22.22 |
Subnet | Mask 1921668200 |[|255.265.255.0 |
O Remote Gateway -- Dynamic IP
Subnet | Mask { |||255.255.255.0 |

L

O Remote Client -- Fixed IP or Dynamic IP

Step 4. In Authentication Method Table, choose Preshare and enter the Preshared Key. (The
max length is 100 bits.)

Authentication Method EBreghare; ﬁ

Preshared Key 123456789

Step 5. In Encapsulation or Authentication table, choose ISAKMP Algorithm. For
communication via VPN, we choose 3DES for ENC Algorithm and MD5 for AUTH Algorithm.
And select Group to connect.

Encapsulation

ISAKMP Algorithm
ENC Algorithm 13[}5@2}
AUTH Algorithm @Ejﬁﬁ;f
Group GROUP1 v/

-212 -



Step 6. Choose GRE/ IPSec and enter GRE Source IP, 192.168.50.100 and GRE Remote IP,
192.168.50.200.

Note. The Source IP and Remote IP should be in the same C Class and modified by
Administrator.

GRE/PSec )
GRE Local IP 1192.168.50.200
GRE Remote IP 1192.168.50.100

Step 7. In IPSec Algorithm Table , choose Data Encryption + Authentication. We choose
3DES for ENC Algorithm and MD5 for AUTH Algorithm.

IPSec Algorithm
® Data Encryption + Authentication
ENC Algorithm 3DES  ¥|

AUTH Algorithm 'MD5 v
O Authentication Only

Step 8. Choose Perfect Forward Secrecy, and enter 28800 seconds in IPSec Lifetime and
Keep alive IP to keep connecting.

Perfect Forward Secrecy )
IPSec Lifetime 128800 | Seconds

Keep alive IP : 192.168.20.100

Step 9. Click the down arrow to select the policy of schedule, which was pre-determined in
Schedule. Refer to the corresponding section for details.

Schedule ‘None v
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Step 10. Click OK to finish the setting of Company A.

IPSec Autokey

' Name | Gateway IP | Destination Subnet|Algorithm

VPN_A 211.22.22.22 192.168.20.0 None Disconnect | Connecting | [ Modify | (Remove)

The Gateway of Company B is 192.168.20.1. The settings of company B are as the following.

Step 1. Enter the default IP of Company B’s Multi-Homing Gateway, 192.168.20.1. Click VPN
in the menu bar on the left hand side, and then select the sub-select IPSec Autokey. Click
Add.

- O HRG PO RRE=E-3
e IMUITIETOTIING

n . :3)‘]&, = IPSec Autokey

one I k-1

[Name | GatewaylP | Destination Subnet | _Algorithm

Interface
Address

Content Filtering
Virtual Server

IPSec Autokey
PPTP Server
PPTP Client

Log

&] Done ® Internet
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Step 2. Enter the VPN name, VPN_B in IPSec Autokey window, and choose From Source to
be Internal. Fill the subnet IP, 192.168.20.0 and subnet mask, 255.255.255.0.

Name WPN_B \
FromSource ® LAN O DMZ
Use interface ® WAN1 O WAN2

Subnet | Mask 192168.200  |]|255.255.255.0

Step 3. In To Destination table, choose Remote Gateway-Fixed IP, enter the IP desired to be
connected, company A's subnet IP and mask, 192.168.10.0 and 255.255.255.0 respectively.

To Destination

® Remote Gateway -- Fixed IP 61.11.11.11 ‘
Subnet | Mask 192168100  |]255.265.2560 |
O Remote Gateway -- Dynamic IP
Subnet | Mask { |]|2565.265.2550 |

O Remote Client -- Fixed IP or Dynamic IP

Step 4. In Authentication Method Table, choose Preshare and enter the Preshared Key. (The
max length is 100 bits.)

Authentication Method |w‘a
Preshared Key 1_717?,3,4,5}3,?,3,9,—}

Step 5. In Encapsulation or Authentication table, choose ISAKMP Algorithm. For
communication via VPN, we choose 3DES for ENC Algorithm and MD5 for AUTH Algorithm.
And select Group 1 to connect.

Encapsulation

ISAKMP Algorithm
ENC Algorithm [30ES ¥
AUTH Algorithm ‘MD5 v|
Group (GROUP1 |
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Step 6. Choose GRE/ IPSec and enter GRE Source IP, 192.168.50.200 and GRE Remote IP,
192.168.50.100.

Note. The Source IP and Remote IP should be in the same C Class and modified by
Administrator.

GREI/IPSec )
GRE Local IP 192.168.50.200
GRE Remote IP 192.168.50.100

Step 6. In IPSec Algorithm Table , choose Data Encryption + Authentication. We choose
3DES for ENC Algorithm and MD5 for AUTH Algorithm.

IPSec Algorithm

® Data Encryption + Authentication
ENC Algorithm 3DES  v|
AUTH Algorithm 'MD5 v

O Authentication Only

Step 7. Choose Perfect Forward Secrecy, and enter 28800 seconds in IPSec Lifetime and
Keep alive IP to keep connecting.

“IPerfect Forward Secrécy -
IPSec Lifetime 128800 | Seconds
Keep alive IP : 192.168.10.100

Step 8. Click the down arrow to select the policy of schedule, which was pre-determined in
Schedule. Refer to the corresponding section for details.

Schedule ‘None v
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Step 9. Click OK to finish the setting of Company B.

IPSec Autokey

| Name |Gateway IP| Destination Subnet [Algorithm

VPN_B 61.11.11.11  192.168.10.0 None Disconnect | Connecting | (Modify | (Remove)
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PPTP Server
Entering the PPTP Server window

Step 1. Select VPN—-PPTP Server.

3 \ L/ -
O ﬂ L'g g 62 M ' .ﬁb "' °
level 'UU m 1 JJ'
MUILENOMING
Fl Ralitar PPTP Server
one -'\Uu“»\':.r
| System | PPTP Server ( )
Client IP Range : 192.26.145.1-254 [T
% [ UserName | ClientiP | Uptime | _ Status | Configure |
test 0.000 Di t Remove

ven

IPSec Autokey

PPTP Server

PPTP Client

Log

&] Done ® Internet

PPTP Server : Click to select Enable or Disable.
Client IP Range: 192.26.145.1-254: Display the IP addresses range for PPTP

Client connection.

User Name : Displays the PPTP Client user’s name for authentication.
Client IP : Displays the PPTP Client’s IP address for authentication. -
Uptime : Displays the connection time between PPTP Server and Client.

Status : Displays current connection status between PPTP Server and PPTP

client.
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B Configure : Click [Modify] to modify the PPTP Client settings or click
[ Remove] to remove the item.

Modifying PPTP Server Design

Step 1. Select VPN—-PPTP Server.
Step 2. Click [Modify] after the Client IP Range.

Step 3. In the [ Modify Server Design ] Window, enter appropriate settings.

O' 5 ilej [l & ',,—'.i% Wy -5 x
level ' -

JUlIEominG
Y R PPTP Server

one INVULC)
Modify Server Design

Interface O Disable PPTP

Address

® Enable PPTP
Encryption
Client IP Range : 192.26.145.1 - 1254

Content Filtering
Virtual Server

Auto-Disconnect if idle |0 minutes (0: means always connected)

IPSec Autok
ec Autokey Schedule Schedule_1 v

PPTP Server
PPTP Client

Log

e_‘] Done ® Internet

B Disable PPTP : Check to disable PPTP Server.
B Enable PPTP : Check to enable PPTPServer.
1.Encyption: the default is set to disabled.
2.Client IP Range : Enter the IP range allocated for PPTP Client to connect to
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the PPTP server.
B Auto-Disconnect if idle O minutes: Configure this device to disconnect to
the PPTP Server when there is no activity for a predetermined period of time.
To keep the line always connected, set the number to O.
B Schedule : Click the down arrow to select the schedule, which was
pre-determined in Schedule. Refer to the corresponding section for details.
Step 4. Click OK to save modifications or click Cancel to cancel modifications

Adding PPTP Server
Step 1. Select VPN—PPTP Server. Click NewEntry.

Step 2. Enter appropriate settings in the following window.

B User name: Specify the PPTP client. This should be unique.
B Password: Specify the PPTP client password.
B Remote Client :
0 Single Machine: Check to connect to single computer.
O Multi-Machine: Check to allow multiple computers connected to the PPTP
server.
IP Address: Enter the PPTP Client IP address.
Netmask: Enter the PPTP Client Sub net mask.
B Client IP assigned by :
1. IP Range: check to enable auto-allocating IP for PPTP client to connect.
2. Fixed IP: check and enter a fixed IP for PPTP client to connect.
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y ~ i]sz ;/ w © 'v‘"i% .

vel

oy R PPTP Server

-
IntBIlNNS
one -\W\!\':;r

0

(opam | Add New PPTP Server
User Name :
[Schedule | Remots Cert
® Single Machine
: :
O Multi-Machine
_ IP Address : 192.168.10.0
IPSec Autokey Netmask : 255.255.255.0
PPTP Server Client IP assigned by
PPTP Client © IP Range
Era— O Fixed P
&] Done & Internet

Step 3. Click OK to save modifications or click Cancel to cancel modifications
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Modifying PPTP Server
Step 1. Select VPN—-PPTP Server.

Step 2. Inthe [ PPTP Server) window, find the PPTP server that you want to modify. Click
[ Configure] and click [Modify] .

Step 3. Enter appropriate settings.

ﬁ;j ;‘/ 6.‘ ',,'.j“ - 5 x
level MU‘W ‘h A npim =
e -\“‘G‘L, = PPTP Server

AN KA

0
J
0

test
Remote Client
A Si :
Content Filtering — alnlilfwMalc!1lne
2 AL NEE I8
_ IP Address : 192.168.10.0
IPSec Autokey Netmask : 256.255.265.0
PPTP Server Clier_it IP assigned by
PPTP Client ® IP Range

O FixedIP:

Log

Q Done © Internet

Step 4. Click OK to save modifications or click Cancel to cancel modifications
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Removing PPTP Server

Step 1. Select VPN—-PPTP Server.

Step 2. Inthe[ PPTP Server Jwindow, find the PPTP server that you want to modify. Click

[ Configure]) and click [remove] .

Step 3. Click OK to remove the PPTP server or click Cancel to exit without removal.

Wy - & X
u

0
<
o

n MUILSTOITIIY

RoUtEr PPTP Server

PPTP Server ( 1
Client IP Range : 192.26.145.1-254 [0

Interface
Address

Disconnect

Content Filtering
Virtual Server

IPSec Autokey
PPTP Server

PPTP Client Microsoft Internet Explorer

g/ Are you sure you want to remove ?

Log

Statistics

8:] http:/192.168.1.1cgi-binfpptp.cai?type=PPTP&num=08&id=Server&pptp_type=S&wui=Server&modify=Delete

(Modity ) (Remove)

0 Internet
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PPTP Client

Entering the PPTP Client window

Step 1. Select VPN—PPTP Client.

Wy - 5§ X

Q- © KRG LhOREE B “
level Ul‘ M} | ’U'
Ly CIT T L]
LAAR LA, 'L”}J.n. nvk‘ .
I § etciing PPTP Client
one .'\U»..‘»C‘f
[ System | PPTP Client :
[ Interface | [User Name| Server Address [Encryption[Uptime] Status [ Configure |
| Address | test 61.11.11.11 OFF -~ Disconnect | Connecting | [Modify ] (Remove)
[ Service |
[ Schedule |
| Virtual Server |
[ven |
IPSec Autokey
PPTP Server
PPTP Client

-
o
=1

&) Done ® Internet

Server Address : Display the PPTP Server IP addresses..

User Name : Displays the PPTP Client user’s name for authentication.
Server IP : Displays the PPTP Server’s IP address for authentication. -
Encryption : Displays the PPTP Client Encryption ON or OFF

Uptime : Displays the connection time between PPTP Server and Client.

Status : Displays current connection status between PPTP Server and PPTP
client.

B Configure : Click [Modify] to modify the PPTP Client settings or click

[ Remove] to remove the item.
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Adding a PPTP Client
Step 1. Select VPN—PPTP Client.

User name: Specify the PPTP client. This should be unique.
Password: Specify the PPTP client password.

Server Address: Enter the PPTP Server’s IP address.
Encyption : Enable or Disabled the Encyption .

Remote Client :

Single Machine: Check to connect to single computer.

Multi-Machine: Check to allow multiple computers connected to the PPTP
server.

IP Address : Enter the PPTP Client IP address.
Netmask: Enter the PPTP Client Sub net mask.

Ny - & X

) O HNRAG PO REE-B i

et MURETOMIIG PPTP Client

-
ROUTA
one .’\.U»..“»LI

Interface
Address

test
ases
Server Address : 61.11.11.11 Encryption
Remote Server
O Single Machine
® Multi-Machine
IPSec Autokey IP Address : 192.168.10.0
PPTP Server Netmask : 255.255.255.0
PPTP Client [J always-connect

Content Filtering
Virtual Server

Log Auto-Connect when sending packet through the link

Auto-Disconnect if idle |0 minutes (0: means always connected)
Schedule Schedule_1 v
[ONAT (Connect to Windows PPTP Server)

ej Done © Internet
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B Auto-Connect when sending packet through the link: Check to enable the
auto-connection whenever there’s packet to transmit over the connection.

B Auto-Disconnect if idle O minutes: Configure this device to disconnect to the
PPTP Server when there is no activity for a predetermined period of time. To
keep the line always connected, set the number to 0.

B Schedule : Click the down arrow to select the schedule, which was
pre-determined in Schedule. Refer to the corresponding section for details.

Step 4. Click OK to save modifications or click Cancel to cancel modifications.
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Modifying PPTP Client
Step 1. Select VPN—PPTP Client.

Step 2.Inthe [PPTP Client] window, find the PPTP server that you want to modify. Click
[ Configure] and click [Modify] .

Step 3. Enter appropriate settings.

O HRAG L RSE-B -
level u .
UG )
Ba | i PPTP Client
one ‘-\\)LMCI

test

ETTT— Server Address GRAIRD Encryption
Content Filtering Remote Server

O Single Machine

I © MultiMachine
IPSec Autokey IP Address : 192.168.10.0
PPTP Server Netmask : 255.255.255.0

PPTP Client [0 always-connect

Log Auto-Connect when sending packet through the link

Auto-Disconnect if idle |0 minutes (0: means always connected)
Schedule Schedule_1 v
[ONAT (Connect to Windows PPTP Server)

€) ® Internet

Step 4. Click OK to save modifications or click Cancel to cancel modifications
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Removing PPTP Client
Step 1. Select VPN—PPTP Client.

Step 2.Inthe [PPTP Client] window, find the PPTP client that you want to modify. Click
[ Configure]) and click [remove] .

Step 3. Click OK to remove the PPTP client or click Cancel to exit without removal.

] -8 X
ll' G

©

\i] L;j l P il (¢ 6“‘ = o is

level iLhaming
MUUWM NG PPTP Client
one -\W‘!c'r

| System | PPTP Client :
Server Address |Encryption [Uptime| Status | Configure |
test 61.11.11.11 ON ---  Disconnect | Connecting | ([Modify ) (Remove)
[ Service |
| Schedule |
| Virtual Server |
(ven |
IPSec Autokey
PPTP Server =
PPTP Client Microsoft Internet Explorer

:.’/ Are you sure you want to remove ?

-
o
=]

@_] http:f{192.168.1.1/cgi-bin/pptp. cgi?type=PPTP&num=08&id=Client&pptp_type=6&ui=Client&modify=Deletedchainname=1105959547 ® Internet
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This section provides the Administrator with facilities to sent control policies for packets with
different source IP addresses, source ports, destination IP addresses, and destination ports.
Control policies decide whether packets from different network objects, network services, and
applications are able to pass through the Multi-Homing Gateway.

What is Policy?

The device uses policies to filter packets. The policy settings are: source address,
destination address, services, permission, packet log, packet statistics, and flow alarm. Based
on its source addresses, a packet can be categorized into:

(). Outgoing: a client is in the LAN networks while a server is in the WAN 1/2 networks.

(2) Incoming, a client is in the WAN 1/2 networks, while a server is in the LAN networks.

(3) To DMZ: a client is either in the internal networks or in the WAN networks while, server is
in DMZ.

(4) From DMZ, a client is in DMZ while server is either in the internal networks or in the WAN
networks.

How do | use Policy?

The policy settings are source addresses, destination addresses, services, permission, log,
statistics, and flow alarm. Among them, source addresses, destination addresses and IP
mapping addresses have to be defined in the Address menu in advance. Services can be
used directly in setting up policies, if they are in the Pre-defined Service menu. Custom
services need to be defined in the Custom menu before they can be used in the policy
settings.

If the destination address of an incoming policy is a Mapped IP address or a Virtual Server
address, then the address has to be defined in the Virtual Server section instead of the

N\

Policy Directions:

Address section.

Step 1. In Address, set names and addresses of
source networks and destination networks.

Step 2. In Service, set services.

Step 3. In Virtual Server, set names and addresses
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Outgoing

This section describes steps to create policies for packets and services from the LAN network
to the WAN 1/2 network.

Entering the Outgoing window:

Click Policy on the left hand side menu bar, then click Outgoing under it. A window
will appear with a table displaying currently defined Outgoing policies.

Wy - & X

O e il sz (] 62 T B % i% “
level " '

AUILISTOTING i

M.u.u.'tM-.UJJ; OUthIng

-
OUTE
one .\WLI

IS B |_Source | Destination | Service | Action| __Option | Configure | Move |
Inside_Any  Outside_Any % ~cuwedCy ((Modify | (Remove] To |1 v
| Service |
| Schedule |
[ven |
[ Policy |

Outgoing

Incoming

WAN To DMZ

LAN To DMZ

DMZ To WAN

DMZ To LAN
Log

e_‘] Done ® Internet

The fields in the Outgoing window are:
B Source: source network addresses that are specified in the LAN section of Address
menu, or all the LAN network addresses.
B Destination: destination network addresses that are specified in the WAN section of
the Address menu, or all of the WAN network addresses.

B Service: specify services provided by WAN network servers.
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B Action: control actions to permit or deny packets from LAN networks to WAN 1/2
network travelling through the Multi-Homing Gateway.

B Option: specify the monitoring functions on packets from LAN networks to WAN 1/2
networks travelling through the Multi-Homing Gateway.

B Configure: modify settings.

B Move: this sets the priority of the policies, number 1 being the highest priority.
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Adding a new Outgoing Policy

Step 1: Click on the New Entry button and the Add New Policy window will appear.

3 A ) Wy - & X
O' 4 %] 2] 0| S e €& - B -5 “
level ‘ULU!'* |l _U‘
LAARY J-Ajﬂﬂ_" 14 -
RAUfeTE Outgoing
one -\u\-’w.
| System | Add New Policy
Source Address Inside_Any v
m Destination Address Outside_Any ¥
| Schedule | Service ANY 3
| Virtual Server | Action, WAN Port PERMITALL v
Outgoing Enable
Incoming Content Filtering Enable
WAN To DMZ
L e Schedule Schedule_1 v
C Vi
DMZ To WAN Alarm Threshold 0.1 KBytesiSec
DMZ To LAN MAX. Concurrent Sessions 0 (0:means unlimited)
&] Done & Internet
Step 2:

Source Address: Select the name of the LAN network from the drop down list. The drop
down list contains the names of all LAN networks defined in the LAN section of the Address
menu. To create a new source address, please go to the LAN section under the Address
menu.

Destination Address: Select the name of the WAN 1/2 network from the drop down list. The
drop down list contains the names of all WAN 1/2 networks defined in the WAN 1/2 section of
the Address window. To create a hew destination address, please go to the WAN 1/2 section
under the Address menu.

Service: Specified services provided by WAN 1/2 net work servers. These are
services/application that are allowed to pass from the LAN network to the WAN 1/2 network.
Choose ANY for all services.
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Action: Select Permit > Permit WAN 1> Permit WAN 2 or Deny from the drop down list to allow

or reject the packets travelling between the source network and the destination network.

Logging: Select Enable to enable flow monitoring.

Statistics: Select Enable to enable flow statistics.

Content Filtering: Select Enable to enable Content Filtering.

Schedule: Select the item listed in the schedule to enable the policy to automatically execute

the function in a certain time and range.

Alarm Threshold: set a maximum flow rate (in Kbytes/Sec). An alarm will be sent if flow
rates are higher than the specified value.

Step 3: Click OK to add a new outgoing policy; or click Cancel to cancel adding a new
outgoing policy.
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Modifying an Outgoing policy

Step 1: In the Outgoing policy section, locate the name of the policy desired to be modified

and click its corresponding Modify option under the Configure field.

Step 2: In the Modify Policy window, fill in new settings.

Note: To change or add selections in the drop-down list for source or destination address,
go to the section where the selections are setup. (Source Address—LAN of
Address menu; Destination Address — WAN 1 of Address menu; Service—
[Pre-defined],[Custom] or Group under Service).

Step 3: Click OK to do confirm modification or click Cancel to cancel it.

0 O NRG P40 R %3

. AVUTEOTHITG

one INVULC

Outgoing

B odify Policy
Source Address Inside_Any v
m Destination Address Outside_Any
| Schedule | Service ANY 3
Content Filtering
Action, WAN Port PERMITALL v
Outgoing Statistics Enable
Incoming Content Filtering Enable
WAN To DMZ Sehedul =
LAN To DMZ chedule chedule_1 v
DMZ To WAN Alarm Threshold 01 KBytesiSec
DMZ To LAN MAX. Concurrent Sessions 0 (0:means unlimited)

Log

&_] Done © Internet
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Removing the Outgoing Policy

Step 1. Inthe Outgoing policy section, locate the name of the policy desired to be removed
and click its corresponding Remove option in the Configure field.
Step 2. In the Remove confirmation dialogue box, click OK to remove the policy or click
Cancel to cancel removing.
)" © KRG L& E AWERE -2

n MUILETOITHIG
R NOULET,

0
<
o

Outgoing

Interface
Address

Inside_Any Outside

Content Filtering
Virtual Server

Outgoing )
Incoming Microsoft Internet Explorer
WAN To DMZ
LAN To DMZ g/ Are you sure you want ko remove ?
DMZ To WAN

DMZ To LAN

Log

8:] http:/}192.168.1.1}cgi-binfpolicy. cgi?accedel=6&sq=1 © Internet
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Enabled Monitoring function:

Log: If Logging is enabled in the outgoing policy, the MULTI-HOMING GATEWAY will log the
traffic and event passing through the Multi-Homing Gateway. The Administrator can click
Log on the left menu bar to get the flow and event logs of the specified policy.

— 3 2 oy ‘ a Wy - & X
Q T & l] sz g | MBS L% T ¥ 'X?D % E
level o) u

WULLEHTOTTIY ;
ROUtEr- Traffic Log
one ‘-\W'\!\j’.

EZ

Time | Destination [ Protocol | Port [ Disposition |

| Service | Jan 18 01:42:04 192.168.1.3 192.168.1.1 1186 => 80 %

Jan1801:42:03 19216813 192.168.1.1 @  1185=>80 %

Jan 18 01:40:38 19216813 192.168.1.1 1169 => 80 %

| Virtual Server | Jan 18 01:40:34 192.168.1.3 192.168.1.1 1168 => 80 %

[ven | Jan 18 01:09:14 61107133  218.167.16.170 22904 => 80 %

[ Policy | Jan1801:09:14  61.18.109.27  218.167.16.170 (D TYPE=8 %

Jan1800:51:41 2181481484  218.167.16.170 1985 => 80 %

Traffic Log Jan 17 22:58:25  213.149.188.15  218.167.16.170 {ICHP ] TYPE=8 %

Event Log Jan 17 18:47:20  61.229.175.201  218.167.16.170 1345 => 80 %

Cunnstiion liog Jan 17 18:41:10 67.95.67.178 218.167.16.170 {ICHP ] TYPE=8 %

Log Backup Jan1717:05:30 21823225148  218.167.16.170 (icHr ) TYPE=8 %
gm0 Jan 17 15:42:29 68.68.0.186 218.167.16.170 3294 => 80 %
Jan1715:33:45 6158123102  218.167.1357 € 3367 => 80 %

Jan 17 15:30:42  6158.123.102  218.167.13.57 3314 =>80 %

Jan1715:27:39  6158.123.102  218.167.1357 3261 => 80 %

Jan1715:24:36 6158123102  218.167.1357 3204 => 80 %

Jan1715:21:33  6158.123.102  218.167.1357 3161 => 80 %

Jan1715:18:30 6158123102  218.167.1357 3113 =>80 %

&) & Internet
Note: System Administrator can back up and clear logs in this window. Check the chapter

entitled “Log” to get details about the log and ways to back up and clear logs.
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Alarm: If Logging is enabled in the outgoing policy, the Multi-Homing Gateway will log the
traffic alarms and event alarms passing through the Multi-Homing Gateway. The
Administrator can click Alarm on the left menu to get the logs of flow and event alarms of the
specified policy.

3 A . Wy - & X
Q- © K% L€ - BB “
level MLHM |l _LL
IVTUIUSIWETHITY :
RoUfarT Traffic Alarm
one A A
EZ
[ Time | Source [ Destination [Service | Traffic |
| Service | Jan 18 02:45~03:00 Inside_Any Outside_Any ANY 3.923KISec
| Schedule |
| Vi i
[ven | —— LSS
[ Policy |
| Alarm |
Blaster Alarm
Traffic Alarm
Event Alarm
EEC
[ Statwus |
&] Done & Internet

Note: The Administrator can also get information on alarm logs from the Alarm window. Please

refer to the section entitled “Alarm” for more information.

- 237 -



Statistics: If Statistics is enabled in the outgoing policy, the Multi-homing Gateway will display
the flow statistics passing through the Multi-Homing Gateway.

-0 RRAGLA¥O LB -3 i
“w AMUIEEOMING
one .\:w“\!&.r

©

Interface Statistics

WAN 1 Minute Hour Day Week Month Year
All WAN Interface Minute Hour Day Week Month Year

Interface
Address

Content Filtering

-
o
=]

Statistics

Interface Statistics
Policy Statistics

&] Done & Internet

Note: The Administrator can also get flow statistics in Statistics. Please refer to Statistics in

Chapter 11 for more details.

-238 -



Incoming

This chapter describes steps to create policies for packets and services from the WAN 1/2
network to the LAN network including Mapped IP and Virtual Server.

Enter Incoming window

Step 1: Click Incoming under the Policy menu to enter the Incoming window. The
Incoming table will display current defined policies from the WAN 1/2 network to
assigned Mapped IP or Virtual Server.

Wy - & X

il sz ' P it 62 T B 'i% “

n MUILSTOITIIY

0
<
o

>
-

BUEr Incoming
one v e

IS B |_Source | _Destination __[Service |Action| _Option | _ Configure | Move |
Outside_Any  Inside_Any{Routing) FTP 4'1 &y O l"ldﬂ]l IOIIWIII To |1 ¥
| Service |
| Schedule |
(ven |
[ Policy |

Outgoing

Incoming

WAN To DMZ

LAN To DMZ

DMZ To WAN

DMZ To LAN

Log

e_‘] Done ® Internet

Step 2: The fields of the Incoming window are:

B Source: source networks which are specified in the WAN section of the Address
menu, or all the WAN network addresses.

B Destination: destination networks, which are IP Mapping addresses or Virtual server
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network addresses created in Virtual Server menu.

B Service: services supported by Virtual Servers (or Mapped IP).

B Action: control actions to permit or deny packets from WAN networks to Virtual
Server/Mapped IP travelling through the device.

B Option: specify the monitoring functions on packets from WAN networks to Virtual
Server/Mapped IP travelling through the Multi-Homing Gateway.

B Configure: modify settings or remove incoming policy.

Move: this sets the priority of the policies, humber 1 being the highest priority.
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Adding an Incoming Policy

Step 1: Under Incoming of the Policy menu, click the New Entry button.

. 2 o) Wy - & X
Q- X B P® R B B “
level MLHM |l _LL
IMUITIETOMING .
Roltar Incoming
one IASAL L]
S — Add New Policy
Source Address Outside_Any ¥
m Destination Address Inside_Any v
| Schedule | TP v
Content Filtering
[ Virwal Server | PERMIT v
Outgoing isti Enable
Incoming Schedule 1
WAN To DMZ Al Ti hold
arm Thresho ;
LAN To DMZ 01 KBytes/Sec
DMZ To WAN MAX. Concurrent Sessions 0 (0:means unlimited)
DMZ To LAN
E oKk ]
&] Done & Internet
Step 2:

Source Address: Select names of the WAN networks from the drop down list. The drop
down list contains the names of all WAN networks defined in the WAN section of the Address
menu. To create a new source address, please go to the LAN section under the Address

menu.

Destination Address: Select names of the LAN networks from the drop down list. The drop
down list contains the names of IP mapping addresses specified in the Mapped IP or the
Virtual Server sections of Virtual Server menu. To create a new destination address,
please go to the Virtual Server menu.
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Service: Specified services provided by LAN network servers. These are
services/application that are allowed to pass from the network to the LAN network. Choose
ANY for all services.

Action: Select Permit or Deny from the drop down list to allow or reject the packets travelling
between the specified WAN network and Virtual Server/Mapped IP.

Logging: select Enable to enable flow monitoring.
Statistics: select Enable to enable flow statistics.

Schedule: Select the item listed in the schedule to enable the policy to automatically execute
the function in a certain time and range.

Alarm Threshold: set a maximum flow rate (in Kbytes/Sec). An alarm will be sent if flow
rates are higher than the specified value.

Step 3: Click OK to add new policy or click Cancel to cancel adding new  incoming policy.
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Modifying Incoming Policy

Step 1: In the Incoming window, locate the name of policy desired to be modified and click its
corresponding Maodify option in the Configure field.

Step 2: In the Modify Policy window, fill in new settings.

Step 3: Click OK to save maodifications or click Cancel to cancel modifications.

Wy - & X

s \ilej ;‘/ 62 '—;'-i& o

level : o}
WUILEOIING
She  UCl

©

Incoming

Interface
Address

Content Filtering
Virtual Server

Outgoing
Incoming
WAN To DMZ
LAN To DMZ
DMZ To WAN
DMZ To LAN
Log

8_1 Done

odify Policy
Source Address

Destination Address

Logging

Statistics
Schedule
Alarm Threshold

MAX. Concurrent Sessions

Outside_Any v
Inside_Any v

FTP v
PERMIT v

Enable

Enable
Schedule_1 v

01 KBytes/Sec

0 (0:means unlimited)

0 Internet



Removing an Incoming Policy

Step 1: Inthe Incoming window, locate the name of policy desired to be removed and click
its corresponding [Remove] in the Configure field.

Step 2: Inthe Remove confirmation window, click Ok to remove the policy or click Cancel to
cancel removing.

y ~ & Ll]ﬂ ;/ 6'2 ',,-'.3 ",t__:?x
' AVUIEEHOTHING
Fl ‘ \J”':'r ~ Incoming
one v ety

|_Source | Destination | Service [Action| _Option | _Configure | Move |
Outside_Any  Inside_Any{Routing) FTP "l & by & & ((Modify ) (Remove] To |1 v

Interface
Address

Content Filtering

Outgoing Microsoft Internet Explorer
Incoming
WAN To DMZ g/ Are you sure you want to remove ?
LAN To DMZ
DMZ To WAN
DMZ To LAN
Log
[ Alarm |
| Status _______|

@_] http:f§192.168.1.1/cgi-bin/policy .cgiaccedel=7&sq=1 & Internet
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WAN To DMZ & LAN To DMZ

This section describes steps to create policies for packets and services from the WAN
networks to the DMZ networks. Please follow the same procedures for LAN networks to DMZ
networks.

Enter [WAN To DMZ] or [LAN To DMZ] window:

Click WAN To DMZ under Policy menu to enter the WAN To DMZ window. The WAN To
DMZ table will show up displaying currently defined policies.

O' o \ilej ' 7 ¢ 62 '7’"1‘ "[!--’,‘x
level ' -

qultERoming
Y R WAN To DMZ

-
OUTE
one .\WLI

|__Source [ Destination [ Service [ Action [ Option [ Configure | Move |
Outside_Any sutPes) M & b Q@ & (Medifty) (Remove) To [1 v

Interface
Address

Content Filtering
Virtual Server

Outgoing
Incoming
WAN To DMZ
LAN To DMZ
DMZ To WAN
DMZ To LAN
Log

e_‘] Done ® Internet
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The fields in WAN To DMZ window:

B Source: source networks, which are addresses specified in the WAN section of the
Address menu, or all the WAN network addresses.

B Destination: destination networks, which are addresses specified in DMZ section of
the Address menu and Mapped IP addresses of the Virtual Server menu.

B Service: services supported by servers in DMZ network.

B Action: control actions, to permit or deny packets from WAN networks to DMZ
travelling through the Multi-Homing Gateway.

B Option: specify the monitoring functions of packets from WAN network to DMZ
network travelling through Multi-Homing Gateway.

B Configure: modify settings or remove policies.
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Adding a new WAN To DMZ Policy:

Step 1: Click the New Entry button and the Add New Policy window will appear.

3 A . Wy - & X
O - © HREG L*wO® B B %
level MLHM |l _LL
WIUILEH WY
1 i WAN To DMZ
one .\\J‘.‘w.
Add New Policy
Interface Source Address Outside_Any v
Address
Destination Address Virual Server 1(211.21.10.172) v
SMTP(25) v
Content Filtering
PERMIT v
Enable
Outgoing isti Enable
Incoming Schedule_1
WAN To DMZ
Alarm Threshold ;
LAN To DMZ 01 KBytes/Sec
DMZ To WAN MAX. Concurrent Sessions 0 (0:means unlimited)
DMZ To LAN
E ok |

&] Done & Internet

Step 2:

Source Address: Select names of the WAN networks from the drop down list. The drop
down list contains the names of all WAN networks defined in the WAN section of the Address
menu. To create a new source address, please go to the Internal section under the Address

menu.

Destination Address: Select the name of the DMZ network from the drop down list. The
drop down list contains the names of the DMZ network created in the Address menu. It will
also contain Mapped IP addresses from the Virtual Server menu that were created for the
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DMZ network. To create a new destination address, please go to the Virtual Server menu.
(Please refer to the sections entitled Address and Virtual Server for details)

Service: Select a service from drop down list. The drop down list will contain services defined
in the Custom or Group section under the Service menu. These are services/application that
are allowed to pass from the WAN network to the DMZ network. Choose ANY for all
services. To add or modify these services, please go to the Service menu. (Please refer to
the section entitled Services for details)

Action: Select Permit or Deny from the drop down list to allow or reject the packets travelling
from the specified WAN network to the DMZ network.

Logging: select Enable to enable flow monitoring.
Statistics: select Enable to enable flow statistics.

Schedule: Select the item listed in the schedule to enable the policy to automatically execute
the function in a certain time and range.

Alarm Threshold: set a maximum flow rate (in Kbytes/Sec). An alarm will be send if a flow
rate exceeds the specified value.

Step 3: Click OK.

- 248 -



Modifying an WAN To DMZ policy:

Step 1: In the WAN To DMZ window, locate the name of policy desired to be modified and
click its corresponding Modify option in the Configure field.

Step 2: In the Modify Policy window, fill in new settings.

Step 3: Click OK to do save modifications.

Wy - & X

y - & \ilej ;‘/ 62 '—;'-i& o

n MUILIATOTIG
-t ROULET

0
<
o

WAN To DMZ

[ System | odify Policy
Source Address Outside_Any v
| Service | Destination Address Virtual Server1(211.21.10.172) v
| Schedule | SMTP(5) v
Content Filtering
Virtual Server PERMIT v
Outgoing Statistics Enable
Incoming Schedule Schedule_1 v
ol Alarm Threshold 01
LAN To DMZ anEhte=ho : KBytes/Sec
DMZ To WAN MAX. Concurrent Sessions 0 (0:means unlimited)
DMZ To LAN

)

0 Internet



Removing an WAN To DMZ Policy:

Step 1. In the WAN To DMZ window, locate the name of policy desired to be removed and
click its corresponding Remove option in the Configure field.

Step 2: In the Remove confirmation pop-up box, click OK to remove the policy.

) NRAG LPhkORLE-B

IMUITIETOMING

T A ar WAN To DMZ

KOUTE
one A \!\':"r

©

level

|__Source | Destination [ Service | Action | _ Option | Configure | Move |
Outside_Any SMTP(25) 1" & (g c‘ N |"lml mll To (1%

Interface
Address

Content Filtering

Outgoing

Incoming Microsoft Internet Explorer
WAN To DMZ

LAN To DMZ g/ Are you sure you want ko remove ?
DMZ To WAN

DMZ To LAN

Log

Statistics

@_] http:f§192.168.1.1/cgi-bin/policy. .cgi?accedel=9&sq=1 & Internet
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DMZ To WAN & DMZ To LAN

This section describes steps to create policies for packets and services from DMZ networks to
WAN (WAN) networks. Please follow the same procedures for DMZ networks to LAN
networks.

Entering the DMZ To WAN window:
Click DMZ To WAN under Policy menu and the DMZ To WAN table appears displaying
currently defined DMZ To WAN policies.

Wy - & X

Q- 0 BRG LA 2L 3 ;
level o .

AUILETCTTIIING
1 Raarmrra DMZ To WAN

-
OUTE
one .\WLI

B | Source | Destination [ Service [ Action | __ Option | Configure | Move |
Ouside Ay ANY % o b5 & O & (Medify) (Remove) To |1 v
Content Filtering
Virtual Server
Outgoing
Incoming
WAN To DMZ
LAN To DMZ
DMZ To WAN
DMZ To LAN
e_‘] Done ® Internet

The fields in the DMZ To WAN window are:
B Source: source network addresses which are specified in the DMZ section of the
Address window.
B Destination: destination networks, which is the WAN network address
B Service: services supported by Servers of WAN networks.
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B Action: control actions, to permit or deny packets from the DMZ network to WAN
networks travelling through the MULTI-HOMING GATEWAY.

Option: specify the monitoring functions on packets from the DMZ network to WAN
networks travelling through the Multi-Homing Gateway.

Configure: modify settings or remove policies

Move: this sets the priority of the policies, number 1 being the highest priority.
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Adding a DMZ To WAN Policy:

Step 1: Click the New Entry button and the Add New Policy window will appear.

N A A W - & X
O- \ilej | 62 'r;"i% “
level MLHM |l _LL
WIUILEH WY
ROUtEr DMZ To WAN
one .\\J‘.‘w.
Add New Policy
Interface Source Address DMZ_Any v
Address
Destination Address Outside_Any v
Service ANY v
Content Filtering
Action, WAN Port PERMITALL v
Enable
Outgoing isti Enable
Incoming Content Filtering Enable
WAN To DMZ S Phedtl
v
LAN To DMZ chedule Schedule_1
DMZ To WAN Alarm Threshold 01 KBytesiSec
DMZ 1o LAN MAX. Concurrent Sessions 0 (0:means unlimited)

&] Done & Internet

Step 2:

Source Address: Select the name of the DMZ network from the drop down list. The drop
down list will contain names of DMZ networks defined in DMZ section of the Address menu.
To add a new source address, please go to the DMZ section under the Address menu.
Destination Address: Select the name of the WAN network from the drop down list. The
drop down list lists names of addresses defined in WAN section of the Address menu. To
add a new destination address, please go to WAN section of the Address menu.

Service: Select a service from drop down list. The drop down list will contain services defined
in the Custom or Group section under the Service menu. These are services/application that
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are allowed to pass from the DMZI network to the WAN network. Choose ANY for all
services. To add or modify these services, please go to the Service menu.

Action: Select Permit or Deny from the drop down list to allow or reject the packets travelling
from the specified DMZ network to the WAN network.
Logging: Select Enable to enable flow monitoring.

Statistics: Select Enable to enable flow statistics.
Content Filtering: Select Enable to enable Content Filtering.

Schedule: Select the item listed in the schedule to enable the policy to automatically execute
the function in a certain time and range.

Alarm Threshold: set a maximum flow rate (in Kbytes/Sec). An alarm will be sent if flow
rates are higher than the specified value.

Step 3: Click OK to add new policy or click Cancel to cancel adding.
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Modifying a DMZ To WAN policy:

Step 1: Inthe DMZ to WAN window, locate the name of policy desired to be modified and
click its corresponding Modify option in the Configure field.
Step 2: In the Modify Policy window, fill in new settings.

Note: To change or add selections in the drop-down list, go to the section where the selections
are setup. (Source Address—DMZ of Address; Destination Address—WAN, Service—

Pre-defined Service, Custom or Group under Service.)

Step 3: Click OK to save modifications or click Cancel to cancel modifications.

2 ) A A 3 Ny - 7 X
O-© HREGBG PO REE B “
level MLUI 1! _U.

ARSI b AASA NN LIRS
ROUtEr- DMZ To WAN
one A S
odify Policy
Interface Source Address DMZ_Any ¥
Address
Destination Address Outside_Any v
Service ANY v
Content Filtering
Action, WAN Port PERMIT ALL v
Enable

Outgoing isti Enable

Incoming Content Filtering Enable

WAN To DMZ S Phedtl T

v

LAN To DMZ g SR

DMZ To WAN Alarm Threshold 0.1 KBytesiSec

DMZ To LAN MAX. Concurrent Sessions 0 (0:means unlimited)

Log

Statistics

&] Done & Internet
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Removing a DMZ To WAN Policy:

Step 1. Inthe DMZ To WAN window, locate the name of policy desired to be removed and
click its corresponding Remove option in the Configure field.

Step 2. Inthe Remove confirmation dialogue box, click OK.

O HREAG L RSE-B -

level

MUILETOTHINY DMZ To WAN

|
IntBiUNNS
one .'\u..‘»k‘:f

©

B _Source | Destination | Service | Action | ___Option | __ Configure | Move |
Outside_Any ANY % e A ((Modify ] (Remove] To |1 v
Content Filtering
Outgoing
Incoming Microsoft Internet Explorer @
WAN To DMZ
LAN To DMZ :.’/ Are you sure you want to remove ?
DMZ To WAN
DMZ To LAN
@] http:ff192.168.1.1/cgi-binfpolicy .cgi?accedel=11&sg=1 & Internet
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The Multi-Homing Gateway supports traffic logging and event logging to monitor and
record services, connection times, and the source and destination network address.
The Administrator may also download the log files for backup purposes. The
Administrator mainly uses the Log menu to monitor the traffic passing through the
Multi-Homing Gateway .

What is Log?

Log records all connections that pass through the Multi-Homing Gateway Gateway’s
control policies. Traffic log’s parameters are setup when setting up control policies.
Traffic logs record the details of packets such as the start and stop time of connection,
the duration of connection, the source address, the destination address and services
requested, for each control policy. Event logs record the contents of System
Configuration changes made by the Administrator such as the time of change,
settings that change, the IP address used to log on, etc.

How to use the Log

The Administrator can use the log data to monitor and manage the device and the networks.
The Administrator can view the logged data to evaluate and troubleshoot the network, such as
pinpointing the source of traffic congestions.
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Traffic Log

The Administrator queries the Multi-Homing Gateway for information, such as source address,
destination address, start time, and Protocol port, of all connections.

Entering the Traffic Log window

Click the Traffic Log option under Log menu to enter the Traffic Log window.

Jan 17 15:27:39
Jan 17 15:24:36
Jan 17 15:21:33

61.58.123.102
61.58.123.102

218.167.13.57
218.167.13.57

3204 => 80
3161 =>80
3113 => 80

\ \ a - W - 5
C-O HRAG LPLO REE- i v
level ) .

MUILETOIIIG ;
Ratifars Traffic Log

one ‘-\W'&‘;"r
| System | [ Jon 18 01:42:04 v |
[ Destination | Protocol | Port [ Disposition |
[ Servicea | Jan 18 01:42:04 192.168.1.3 192.168.1.1 1186 => 80 %
| Schedule | Jan 18 01:42:03 192.168.1.3 192.168.1.1 1185 => 80 %
Jan 18 01:40:38 192.168.1.3 192.168.1.1 1169 => 80 %
| Virtual Server | Jan 18 01:40:34 192.168.1.3 192.168.1.1 1168 => 80 %
[ven | Jan 18.01:09:14 61107133  218.167.16.170 22904 => 80 %
[ Policy | Jan1801:09:14  61.18.109.27  218.167.16.170 TYPE=8 %
Jan1800:51:41 2181481484  218.167.16.170 1985 => 80 %

Traffic Log Jan1722:58:25  213.149.188.15  218.167.16.170 TYPE=8 %

EventLog Jan1718:47:20 61229175201  218.167.16.170 1345 => 80 %

Connaciion Log Jan1718:41:10  67.9567.178  218.167.16.170 TYPE=8 %

Log Backup Jan1717:05:30 21823225148  218.167.16.170 TYPE=8 %
i — Jan1715:42:29  68680.186  218.167.16.170 3294 => 80 %
Jan1715:33:45 6158123102  218.167.1357 3367 => 80 %
i mam—] Jan1715:30:42 6158123102  218.167.1357 3314=>80 %

6158123102  218.167.1357 3261 =>80 A
%
v
%

)

Jan 17 15:18:30

61.58.123.102

218.167.13.57
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Traffic Log Table

The table in the Traffic Log window displays current System statuses:

B Time: The start time of the connection.

Source: IP address of the source network of the specific connection.
Destination: IP address of the destination network of the specific connection.
Protocol & Port: Protocol type and Port number of the specific connection.

[
[
[
B Disposition: Accept or Deny.

Downloading the Traffic Logs

The Administrator can backup the traffic logs regularly by downloading it to the computer.
Step 1. In the Traffic Log window, click the Download Logs button at the bottom of the

screen.
Step 2. Save the traffic logs into a specified directory on the hard drive.
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Q- © KR®G O

"

n MUlEOTmIg
ROULET;

one

B traffic[2] - Notepad
M Edit Format View Help

Chrl+N 25 ACCEPT

D5 ACCEPT
Schedule Crl+0 ¢ ACCEPT

Content Filte %5 ACCEPT
7 Save As ACCEPT
Virtual Serve ACCEPT
ACCEPT
25 ACCEPT
5 ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT

Interface
Address

Page Setup...
Print...

Traffic Log

Event Log Jan ACCEPT
R < Jan ACCEPT
Connection | Jan ACCEPT

ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT

Log Backup gan

Statistics
Status

[ololalalololsleolololelolalelololololololelele]
[ g g g g e e e e |

~

e B E s
L2,
L168.
L2
112,
s112.
.168.
G112
.168.
L2
w125
.168.
2L
P B 7
.168.
P b
125
.168.
<dl2.
.76.164.105 192.168.1.3 TCP 6891 2058
.168.1.3 165.76.164.105 TCP 2058 6891
112,

HHHHHHHHHHHH
WWwwwwwwwwwww

51.55 192.168.1.3
51.55.192.168.1.3
1.3.219.112.51.55
51.55 192.168.1.3
51.55 192.168.1.3
51.55 192.168.1.3
1.3 219.112.51.55
51.55 192.168.1.3
153722911 2551555
51.55 192.168.1.3
51..55.192.168.1.3
13219500 2 05155
51.55 192.168.1.3
51.55 192.168.1.3
H R v e b e e
gL, 555192716813
51.55 192.168.1.3
1.3 219.112.51.55
51.55 192.168.1.3

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

14924 2152
14524 2152
2152 14924
14924 2152
14924 2152
14924 2152
2152 14924
14924 2152
2152 14924
14924 2152
14924 2152
2152 14924
14524 2152
14924 2152
2152 14924
14924 2152
14924 2152
2152 14924
14924 2152

51.55 192.168.1.3 TCP 14924 2152
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219.112.51.55 TCP 2152 14924
24.4.169.227 TCP 1984 8575 #
60.36.233.224 TCP 2159 18662
219.78.51.132 TCP 2051 16963 #
218.165.216.141 TCP 2022 26916 #
218.186.245.40 TCP 1989 6881 #
218.45.168.51 TCP 2059 14706 #
218.176.48.48 TCP 1992 17005 #
165.76.164.105 TCP 2058 6891 #
69.229.97.64 TCP 2049 6881 #

210.168.245.102 TCP 1995 11295 #
219.98.94.64 TCP 2115 14259 #
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Clearing the Traffic Logs

The Administrator may clear on-line logs to keep just the most updated logs on the screen.

Connection Log

Jan 18 03:04:21
Jan 18 03:04:21

;.’/ Do you really want to clean ? P

2152 => 14924
14924 => 2152

Step 1. In the Traffic Log window, click the Clear Logs button at the bottom of the screen.
Step 2. Inthe Clear Logs pop-up box, click Ok to clear the logs or click Cancel to cancel it.
) ! 'y N Wy - & X
Q- O RRAGLLkOREE 3 .
level ) u
TIHTHOmIINg .
n ROUtEr- Traffic Log
one ‘-\W'\E\j"r
EZ
Time
B Jan1803:04:21  192.168.1.3  218.165216.141 (@  2022=>26916
| Schedule | Jan1803:04:21  192.168.1.3 219.7851.132 2051 => 16963
Jan1803:04:21  192.168.1.3 60.36.233.224 €3 2159 => 18662
| Virtual Server | Jan1803:04:21  192.168.1.3 24.4.169.227 1984 => 8575
[veN | Jan1803:04:21  192.168.1.3 219.1125155 (3  2152=> 14924
[ Policy | Jan1803:04:21  219.112.5155 192.168.1.3 14924 => 2152
Log Jan1803:04:21 19216813  165.76.164.105 (G 2058 => 6891
Traffic Log SEURELCH A RIS Microsoft Internet Explorer 6891 => 2058
Event Log Jan1803:04:21 21§ [TCP | 14924 => 2152

SASISISININININIU UG R

Log Backup

Jan 18 03:04:21 14924 => 2152

| Alarm | !

Jan 18 03:04:21 1 [TCP | 2152 => 14924

Jan1803:04:21 21911251, 52.168.1. 14924 => 2152
Jan1803:04:21  219.1125155 192.168.1.3 TP | 14924 => 2152
Jan 18 03:04:21 192.168.1.3 219.112.51.56 2152 => 14924
Jan1803:04:21  219.1125155 192.168.1.3 [TCP | 14924 => 2152
Jan 18 03:04:21  219.1125155 192.168.1.3 TP 14924 => 2152

&] Done ® Internet
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Event Log

When the Multi-Homing Gateway detects events, the Administrator can get the details, such
as time and description of the events from the Event Logs.

Entering the Event Log window

Click the Event Log option under the Log menu and the Event Log window will appear.

y " & ﬁl] éj 2 /7 V © - B3 -8 X
level ¥ o
MUILETOMIIG
ﬂ Router Event Log

Interface
Address

Content Filtering
Virtual Server

Log

Traffic Log
Event Log
Connection Log

Log Backup

Statistics

’i:,'] Done

Jan 18 03:09:02

Jan 18 03:06:12

Jan 18 03:03:50
Jan 18 03:03:30
Jan 18 03:02:56
Jan 18 03:02:46
Jan 18 03:02:40

Jan 18 03:02:26

Jan 18 03:02:15

Jan 18 03:01:55
Jan 18 03:01:43
Jan 18 03:00:56
Jan 18 03:06:35

Jan 18 03:03:13

Jan 18 03:02:57

Jan 18 02:55:09

Jan 18 02:54:59
Jan 18 02:54:03

Jan 18 03:09:02

admin Modify [Policy](DMZ to External, DMZ_Any=>Outside_Any,ANY,permit)
from 192.168.1.6

admin Modify [Policy](External to DMZ,Outside_Any=>211.21.10.172,SMTP
(25),permit) from 192.168.1.6

admin Modify [WAN2 Interface] from 192.168.1.3

user admin [Login success] from 192.168.1.3

user admin [Login failure] from 192.168.1.3

user admin [Login failure] from 192.168.1.3

user admin [Login failure] from 192.168.1.3

admin Add [Policy](DMZ to External DMZ_Any=>0utside_Any, ANY,permit)
from 192.168.1.3

admin Add [Policy](External to DMZ,Outside_Any=>211.21.10.172,SMTP
(25),permit) from 192.168.1.3

admin Add [SMTP] (Virtual Server 1) from 192.168.1.3

admin Add [Virtual Server 1] from 192.168.1.3

admin Modify [WAN2 Interface] from 192.168.1.3

admin Modify [DMZ Interface] from 192.168.1.3

admin Add [Policy](Incoming,Outside_Any=>Inside_Any

(Routing),FTP permit) from 192.168.1.6

admin Modify [Policy](Outgoing,Inside_Any=>Outside_Any,ANY,permit) from
192.168.1.3

admin Modify [Policy](Outgoing,Inside_Any=>0utside_Any,ANY,permit) from
192.168.1.3

admin Modify [Policy](Outgoing,Inside_Any=>0utside_Any,ANY,permit) from
192.168.1.3

user admin [Login success] from 192.168.1.3

O Internet

The table in the Event Log window displays the time and description of the events.

B Time: time when the event occurred.
B Event: description of the event.
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Downloading the Event Logs

Step 1. In the Event Log window, click the Download Logs button at the bottom of the
screen.
Step 2. Save the event logs into a specific directory on the hard drive.

. | eas W _ 5 x
@' 2 \ﬂ Lﬂ OISR R =) T =2-3 %
level
UJMM-LMML
7 Remrore: Event Log
one W
a
System Time Fvent
Interface B event[2] - Notepad Q@@ NY,permit)
Address 2N Edit Format View Help
Service New ctri+h 25 (adrgm WANL s cgnnected):an 17 18 15:9 56 2005 (admn)w add [PPTP Client]  J/2,SMTP
Inside_any=>outside_any, ANY, permit) from 192.168.1.6)Jan 18 02:51:29 200
Schedule ope.y Sitro ?10 172, SMTP(25), permit) from 192.168.1.3)Jan 18 03:02:26 2005 (admin Add
Content Filte: il Ctri+5
Virtual Serve
VPN Page Setup...
Policy Print... Ctrl+pP
Log Exit 5
Traffic Log spermit)
Event Log SMTP
Connection
Log Backup
AT
Statistics
Status
ermit) from
ermit) from
ermit) from
< >
Clear Logs I Download Logs
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Clearing the Event Logs

The Administrator may clear on-line event logs to keep just the most updated logs on the
screen.

Step 1. Inthe Event Log window, click the Clear Logs button at the bottom of the screen.
Step 2. Inthe Clear Logs pop-up box, click OK to clear the logs or click Cancel to cancel it.

C-O HR®G L¥ O

[ uuzﬂ_i" Y qﬂw

By - 7 X
"t =

Z /;"Jii

Event Log

Interface
Address

Content Filtering

09

Traffic Log
Event Log
Connection Log

Log Backup

-

f_ﬂ Done

Jan 18 03:09:02

Jan 18 03:06:12

Jan 18 03:03:50
Jan 18 03:03:30
Jan 18 03:02:56
Jan 18 03:02:46
Jan 18 03:02:40

Jan 18 03:02:26

Jan 18 03:02:15

Jan 18 03:01:55
Jan 18 03:01:43
Jan 18 03:00:56
Jan 18 03:06:35

Jan 18 03:03:13
Jan 18 03:02:57
Jan 18 02:55:09

Jan 18 02:54:59
Jan 18 02:54:03

admin Modify [Policy](DMZ to External, DMZ_Any=>Outside_Any,ANY,permit)
from 192.168.1.6
admin Modify [Policy](External to DMZ,Outside_Any=>211.21.10.172,SMTP
(25),permit) from 192.168.1.6
admin Modify [WAN2 Interface] from 192.168.1.3
user admin [Login success] from 192.168.1.3
user admin [Login failure] from 192.168.1.3
user admin [Login failure] from 192.168.1.3
user admin [Login failure] from 192.168.1.3
WicrossiiInizret Exglorer @ rnal,DMZ_Any=>0utside_Any,ANY,permit)

DMZ,Outside_Any=>211.21.10.172 SMTP

g/ Do you really want to clean ?

er 1) from 192.168.1.3

192.168.1.3
ad — —Xrom 192.168.1.3
admin Modify [DMZ Interface] from 192.168.1.3
admin Add [Policy](Incoming,Outside_Any=>Inside_Any
(Routing),FTP,permit) from 192.168.1.6
admin Modify [Policy](Outgoing,Inside_Any=>0utside_Any,ANY permit) from
192.168.1.3
admin Modify [Policy](Outgoing,Inside_Any=>Outside_Any,ANY,permit) from
192.168.1.3
admin Modify [Policy](Outgoing,Inside_Any=>Outside_Any,ANY,permit) from
192.168.1.3
user admin [Login success] from 192.168.1.3

& Internet
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Connection Log|
Click Log in the menu bar on the left hand side, and then select the sub-selection
Connection Log.

T il];j '/6‘ ';"5 e
vel T .
k1 MUILATOTHINY
one INSLIAST

0

Connection Log

[Sysem |
m Jan 17 15:41:48 Warning: couldn't open ppp database Ivarfrunipppd.tdb
| Schedule | Jan 17 15:41:48 pppd 2.4.1 started by root, uid 0
Jan 17 15:41:48 tdb_store failed: Invalid tdb context
| Vitual Server | Jan 17 15:41:48 Couldn't allocate PPP unit -1073449922 as it is already in use
[veN | Jan 17 15:41:48 Using interface ppp0
[ Policy | Jan 17 15:41:48 tdb_store failed: Invalid tdb context
Jan 17 15:41:48 PPPoE : Couldn'tincrease MTU to 1500
Traffic Log Jan 17 15:41:48 Couldn't increase MRU to 1500
Event Log Jan 17 15:41:48 local IP address 10.64.64.64
Connection Log Jan 17 15:41:48 remote IP address 10.49.79.106
Loy Backup Jan 17 15:41:48 Ilnkna_me : wan1 interface : ppp0
u_ Jan 17 15:41:49 Sending PADI
Jan 17 15:41:49 HOST_UNIQ successful match
m_ Jan 17 15:41:50 HOST_UNIQ successful match
Jan 17 15:41:50 Got connection: 1ab0
Jan 17 15:41:50 pads
Jan 17 15:41:50 Connecting PPPoE socket: 00:90:1a:40:3a:50 1ab0 eth1 0x53778
Jan 17 15:41:50 using channel 6
&] Done & Internet
Definition:

Time : The start and end time of connection.
Connection Log : Event description during connection.
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Download Logs

Step 1. Click Log in the menu bar on the left hand side and then select the sub-selection
Connection Log.

Step 2. In Connection Log window, click the Download Logs button.

Step 3. Save the logs to the specified location.

Q T Q‘j L:"ﬂ 0 /7 < & TWE=RE § “

| | ) {
= WUTEHTOMING
R NOULET,

Connection Log

Interface I local7[1] - Notepad
558 Edit Format Yiew Help

Mew cti+h 95 Firewall pppd[5516]: warning: couldn't open ppp database Avar/run/pppd.-
Schedule Open... chrieo  [=UNIQ successful match Jan 17 15:41:50 2005 Firewall pppd[5519]: Got conn

iR S 57.16.1703an 17 15:41:50 2005 Firewall pppd[5519]: Remote IP address chang
Content Filte

Virtual Serve Iunktia

Page Setup...

Print... Ctrl+P

Exit
Traffic Log i
Event Log
Connection |
Log Backup
Alarm
Statistics
Status
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Clear Logs
Step 1.Click Log in the menu bar on the left hand side, and then select the sub-selection
Connection Logs.

Step 2. In Connection Log window, click the Clear Logs button.

Step 3. In Clear Logs window, click OK to clear the logs or click Cancel to discard
changes.
T il];j '/ 6‘ ';'3 By -

] Vol

0
<
o

Connection Log

[System |
m Jan 17 15:41:48 Warning: couldn't open ppp database Ivarfrunipppd.tdb
| Schedule | Jan 17 15:41:48 pppd 2.4.1 started by root, uid 0
Jan 17 15:41:48 tdb_store failed: Invalid tdb context
| Virtual Server | Jan 17 15:41:48 Couldn't allocate PPP unit -1073449922 as it is already in use
[veN | Jan 17 15:41:48 Using interface ppp0
[ Policy | Jan 17 15:41:48 tdb_store failed: Invalid tdb context
Jan 17 15:41:48 PPPOoE : Couldn'tincrease MTU to 1500
Traffic Log Jan 17 15:41:48
Event Log Jan 17 15:41:48
Connection Log Jan 17 15:41:48 :.’/ Do you really want to clean ?
Loy Backin Jan 17 15:41:48
(Aam | e
Jan 17 15:41:50 HOST_UNIQ successful match
Jan 17 15:41:50 Got connection: 1ab0
Jan 17 15:41:50 pads
Jan 17 15:41:50 Connecting PPPoE socket: 00:90:1a:40:3a:50 1ab0 eth1 0x53778
Jan 17 15:41:50 using channel 6
&] Done & Internet
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Log Backup

The Log Backup
Step 1. Click Log =Log Backup.

-0 NRGL,HO B3
level . S

[ ‘h<“h"ﬂ" 10

MUREHIOTTIIIY Fog Backiip

-
IntBIlNNS
one -\W\!\':;r

Eo Log Mail Configuration
M Enable Log Mail Support
When Log Full (300Kbytes), Multi Home Gateway Appliance sends Log
| Service | You must enable the E-mail Alarm
| Schedule |
Syslog Setting
m M Enable Syslog Messages
fven | Syslog Host IP Address ]
[Polly | Syslog Host Port |
Traffic Log
Event Log
Connection Log
Log Backup
| Alarm |
| Statistics |
[ Status |
@_] http:f§192.168.1.1/cgi-bin/menu.cgi?main_no=53&sub_no=57 ® Internet
Step 2.

B Log Mail Configuration : When the Log Mail files accumulated up to 300Kbytes,
router will notify administrator by email with the traffic log and event log. -
Note: Before enabling this function, you have to enable E-mail Alarm in
Administrator.

B Syslog Settings : If you enable this function, system will transmit the Traffic Log
and the Event Log simultaneously to the server which supports Syslog function.
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Enable Log Mail Support & Syslog Message
Log Mail Configuration /Enable Log Mail Support

Step 1. Firstly, go to Admin —Select Enable E-mail Alert Notification under E-Mail
Settings. Enter the e-mail address to receive the alarm notification. Click OK.
Step 2. Goto LOG ->Log Backup. Check to enable Log Mail Support. Click OK.

System Settings/Enable Syslog Message

Step 3. Check to enable Syslog Message. Enter the Host IP Address and Host Port number
to receive the Syslog message.
Step 4. Click OK.

Wy - & X

T 5 \ilej ;/ 62 ',,—'-i‘% %

level Ty
n MUILIATOTHIY
A SR NOULCT

©

Log Backup

| System | Log Mail Configuration

Enable Log Mail Support

When Log Full (300Kbytes), Multi Home Gateway Appliance sends Log

| Service | You must enable the E-mail Alarm

| Schedule |

Syslog Setting

Enable Syslog Messages

[ven | Syslog Host IP Address

(Poliy | b (e o
Traffic Log
Event Log m m
Connection Log
Log Backup

g] Done © Internet
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Disable Log Mail Support & Syslog Message

Step 1. Goto LOG ->Log Backup. Uncheck to disable Log Mail Support. Click OK.
Step 2. Goto LOG ->Log Backup. Uncheck to disable Settings Message. Click OK.

> ) » " 3 N By - 7 X
O' ? L]J‘ﬂ ARl 2 ';'5 “
my AMUIGETOT

MUILIETOTTINNG
-
ROUfEE Log Backup
one - ey

Eo Log Mail Configuration
M Enable Log Mail Support
When Log Full (300Kbytes), Multi Home Gateway Appliance sends Log
| Service | You must enable the E-mail Alarm
| Schedule |
Syslog Setting
m M Enable Syslog Messages
fven | Syslog Host IP Address
I Gl A — Syslog Host Port

Traffic Log

Event Log m m

Connection Log

Log Backup
[ Alam |
[ Status |

&] Done & Internet
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Alarm

In this chapter, the Administrator can view traffic alarms and event alarms that occur and the
Multi-Homing Gateway has logged.
Multi-Homing Gateway has two alarms: Traffic Alarm and Event Alarm.

Traffic alarm:

In control policies, the Administrator set the threshold value for traffic alarm. The System
regularly checks whether the traffic for a policy exceeds its threshold value and adds a record
to the traffic alarm file if it does.

Event alarm:
When Multi-Homing Gateway detects attacks from hackers, it writes attacking data in the
event alarm file and sends an e-mail alert to the Administrator to take emergency steps.
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Traffic Alarm

Entering the Traffic Alarm window
Click the Traffic Alarm option below Alarm menu to enter the Traffic Alarm window.
T & xkl sz ' P it 62 T B % i% “

evel 1! '
MUILETOMINY
one INVULC]S

©
[

Traffic Alarm

| System |
[ Time [ Source [ Destination |[Service [ Traffic |
| Service | Jan 18 03:30~03:45 Inside_Any Outside_Any ANY 0.572KiSec
| Schedule | Jan 1803:15~03:30 Inside_Any Outside_Any ANY  0.207KISec
Jan 18 03:00~03:15 Inside_Any Outside_Any ANY 0.797KISec
Jan 18 02:45~03:00 Inside_Any Outside_Any ANY  9.205KISec
[ven | Jan 18 02:45~03:00 Inside_Any Outside_Any ANY  3.923KISec
| Policy |
s

Blaster Alarm

Traffic Alarm

Event Alarm

[ Status |

e_‘] Done ® Internet

The table in the Traffic Alarm window displays the current traffic alarm logs for connections.
B Time: The start and stop time of the specific connection.
B Source: Name of the source network of the specific connection.
B Destination: Name of the destination network of the specific connection.
B Service: Service of the specific connection.

B Traffic: Traffic (in Kbytes/Sec) of the specific connection.
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Downloading the Traffic Alarm Logs

The Administrator can back up traffic alarm logs regularly and download it to a file on the

computer.

Step 1. In the Traffic Alarm window, click the Download Logs button on the bottom of the
screen.

Step 2. Save the traffic alarm logs into specific directory on the hard drive.

@';_ ﬁj@] l /7 AR, '—;"j& w -

level ) o
WHILETOTTIIY
one NOU‘J&J

Traffic Alarm

Interface I trafficalarm[1] - Notepad
Address 2N Edit Format View Help

Mew Col+n | Inside_any outside_any ANY 3.923
Schedule Open... cirieo | Inside_any outside_any ANY 9.203

- Inside_any outside_any ANY 0.797
Content Filte Inside_any oOutside_any ANY 0.207
Save As... | Inside_any oOutside_any ANY 0.572

Virtual Serve

Page Setup...

Print... Ctrl+P

Exit

Blaster Alarr
Traffic Alanm

Event Alarm

Statistics
Status
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Clearing the Traffic Alarm Logs

Step 1.  Inthe Traffic Alarm window, click the Clear Logs button at the bottom of the screen.
Step 2. Inthe Clear Logs pop-up box, click Ok to clear the logs or click Cancel to cancel.

Wy - & X

O' = \ilej ;/ 62 '—,’"ji %

level o)
n MULEHOTTIIY
- ROUTE;

Traffic Alarm

| System |
| Time | Source | Destination |Service | Traffic |
| Service | Jan 18 03:30~03:45 Inside_Any Outside_Any ANY 0.572KISec
| Schedule | Jan 1803:15~03:30  Inside_Any Outside_Any ANY  0.207KISec
Jan 18 03:00~03:15 Inside_Any Outside_Any ANY 0.797KISec
Jan 1802:45~03:00 Inside_Any Outside_Any ANY  9.205KISec
[ven | Jan 18 02:45~03:00 Inside_Any Outside_Any ANY 3.923KISec
[ Policy |
e

Blaster Alarm

Traffic Alarm

Event Alarm
| Statistics | Microsoft Internet Explorer @
E

::)/ Do you really want to clean ?
8_] Done ® Internet
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Event Alarm

Entering the Event Alarm window

Click the Event Alarm option below the Alarm menu to enter the Event Alarm window.

The table in Event Alarm window displays current traffic alarm logs for connections.

B Time: log time.
B Event: event descriptions.

3 NRG L RREE B g - 5
= ANUIEEAOTRING
‘ Wﬁ,r o~ Event Alarm

[
| Service | Jan 18 The system has detected the attack of TCP port scan, suspected to be
[Schedule | 06:18:13 218.167.20.94
Jan18  The system has detected the attack of TCP port scan, suspected to be
06:17:38  218.167.20.94
fven | Jan18  The system has detected the attack of TCP port scan, suspected to be
[Pty | 06:17:37  218.167.20.94
[ Alarm |
Blowar Bl
Traffic Alarm
Event Alarm
| Statistics |
ETT
JB:]Done © Internet
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Downloading the Event Alarm Logs

The Administrator can back up event alarm logs regularly by downloading it to a file on the
computer.

Step 1. Inthe Event Alarm window, click the Download Logs button at the bottom of the
screen.

Step 2. Save the event alarm logs into specific directory on the hard drive.

By - 5 X

Q T & Li] @ l 7 6»2" T B = :‘ % ¢

level " 0
[l nisinnflniel
MM%%@ Event Alarm

Interface I eventalarm[2] - Notepad
Address M Edit Format View Help
New ctri+n 25 (The system has detected the attack of TCP port scan , suspected to be
Schedule Open... Ctrl+0

Content Filtei |_53"= Ctri+S

Virtual Serve [t

Page Setup...

Print... Chrl+P

Exit

Blaster Alarr
Traffic Alarm
Event Alarm

Statistics
Status
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Clearing Event Alarm Logs

The Administrator may clear on-line logs to keep the most updated logs on the screen.

Step 1. In the Event Alarm window, click the Clear Logs button at the bottom of the screen.
Step 2. Inthe Clear Logs pop-up box, click OK.

. ) ) . & Wy - & X
O-© HRER® Pwe® ReE -3 =
ey AUIGETOTE

ARG LI b ASANR LN LS
ROUtEr- Event Alarm
one A il

[Spem |
| Service | Jan18  The system has detected the attack of TCP port scan, suspected to be
| Schedule | 06:18:13  218.167.20.94
Jan18  The system has detected the attack of TCP port scan, suspected to be
[ Vitual Sever | 06:17:38  218.167.20.94
fven | Jan18  The system has detected the attack of TCP port scan, suspected to be
[Poliy | 06:17:37  218.167.20.94
| Alam |

Traffic Alarm

Event Alarm
[Siias | : :
m Microsoft Internet Explorer

g) Do you really want to clean ?
&] Done & Internet
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Statistics

In this chapter, the Administrator queries the Multi-Homing Gateway for statistics of packets
and data which passes across the Multi-Homing Gateway. The statistics provides the
Administrator with information about network traffics and network loads.

What is Statistics

Statistics are the statistics of packets that pass through the Multi-Homing Gateway by control
policies setup by the Administrator.

How to use Statistics

The Administrator can get the current network condition from statistics, and use the
information provided by statistics as a basis to mange networks.
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WAN Statistics

Step 1. Click Statistics in the menu bar on the left hand side, and then select WAN

Statistics.
Step 2. The WAN Statistics will be displayed.
O-© HRAG PO RIEE B gy - 5 x

=y UG

-
ROUTE
INWULC],

Interface Statistics

one
S —
| Interface | WAN 1 Minute Hour Day Week Month Year
| Address | WAN 2 Minute Hour Day Week Month Year
| Service | All WAN Interface Minute Hour Day Week Month Year
| Schedule |
| Virtual Server |
fven |
TGy A
Log
| Alarm |
Interface Statistics
Policy Statistics
BT
&] Done & Internet
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Entering the Statistics window by Time
The Statistics window displays the statistics of network connections (downstream and

upstream as well) by minute, hour, or day.

All WAN Interface : Displays statistics of WAN 1/2 network connections (downstream and
upstream as well) in a total amount by minute, hour or day.

Step 1. Click Statistics in the menu bar on the left hand side, and then select WAN
Statistics.

Step 2. In Statistics window, find the domain name you want to view.

Step 3. In the Statistics window, find the network you want to view and click Minute on the
right hand side, and then you will be able to view the Statistics figure every
minute; click Hour to view the Statistics figure every hour; click Day to view the
Statistics figure every day.

Real-Time: Real display Download speed (KBytes/Sec) and Upload speed (KBytes/Sec)
Y-Coordinate : Network Traffic ( Kbytes/Sec) .

X-Coordinate : Time (Hour/Minute/Day ) .
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Interface
Address

Content Filtering

-
o
=]

wn
-
o
Iilli"|||ii||i"§|||||%‘|ii||||||||i‘

Interface Statistics
Policy Statistics

fé'l Done

Interface Statistics

bus/sec Jovios/socfuuzavondoia ]
[Er———

WAN1 Downstream

WAN1 Upstream

=
<
=]
o
LY
w
& 256.0 K Max :228.8K
Z
@
2
=
Y o128.0 K
\ A\, A, - =
0.0 K > e ds
02:57 03:07 03:17 03:27 03:37 03:47 03:57
(Minute)
W WANL stream M Maximum stream W Average stream

384.0 K

256.0 K

= per Second)
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Policy Statistics

Entering the Statistics window
Step 1. The Statistics window displays the statistics of current network connections.

B Source: the name of source address.

B Destination: the name of destination address.
B Service: the service requested.

B Action: permit or deny

B Time: viewable by minutes, hours, or days

Wy - & X

y ~ & i]sz ' 7 < © M v"‘i% “

- MUILETOTHING

-
IntBIlNNS
one -\W\!\':;r

0
<
o

Policy Statistics

___Destination __| Service | Action | Time

Inside_Any Outside_Any ANY PERMIT Minute Hour Day Week Month Year
Outside_Any Inside_Any(Routing) FTP PERMIT Minute Hour Day Week Month Year
Outside_Any 211.21.10.172 SMTP(25) PERMIT Minute Hour Day Week Month Year

DMZ_Any Outside_Any ANY PERMIT Minute Hour Day Week Month Year

Interface
Address

Content Filtering

Log

Statistics

Interface Statistics

Policy Statistics

&] Done & Internet
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Entering the Policy Statistics

Step 1. Click Statistics in the menu bar on the left hand side, and then select WAN
Statistics.

Step 2. In Statistics window, find the domain name you want to view

Step 3. In the Statistics window, find the network you want to view and click Minute on the
right hand side, and then you will be able to view the Statistics figure every
minute; click Hour to view the Statistics figure every hour; click Day to view the
Statistics figure every day.

Real-Time: Real display Download speed (KBytes/Sec) and Upload speed (KBytes/Sec)
Y-Coordinate : Network Traffic ( Kbytes/Sec) .
X-Coordinate : Time (Hour/Minute/Day ) .

AP ) W -
Yy~ & \ﬂ;j o) 6‘ ';'<3 o 2

| MULETOTTITIG
one L\:Q:J:JK&E?J

0
<
o

Policy Statistics

| System | Service : ANY
Inside_Any fo Outside_Any Action : PERMIT
— (T T TR T T T
[ Schedule | _—
Content Filtering
[Vinual Sarver | Downstream
e Max:38.6K
e
Statistics 2
o
Interface Statistics &
<
Policy Statistics z
[ Stas | g
5
0.0 K (f ~J/ -}
03:00 03:10 03:20 03:30 03:40 03:50 04:00
(Minute)
M Traffic stream M Maxinum stream W Average stream
Upstream
Max:7.9K
&) pore & Internet
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In this section, the device displays the status information about the Multi-Homing Gateway.
Status will display the network information from the Configuration menu. The Administrator
may also use Status to check the DHCP lease time and MAC addresses for computers
connected to the Multi-Homing Gateway.
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Interface Status

Entering the Interface Status window

Click on Status in the menu bar, then click Interface Status below it. A window will appear
providing information from the Configuration menu. Interface Status will list the settings
for LAN Interface, WAN 1/2 Interface, and the DMZ Interface.

©

T & ﬁl]sz '/ w © R ERE “

level ¥ u
MUILETOIIIG
- ROUTET

Interface Status

m Active Sessions Number : 8 System Uptime
0 Day 17 Hour 31 Min 32 Sec
| LAN | _WAN1 | _WAN2 [ DMZ |
| Service | Forwarding Mode NAT PPPoE Static IP NAT
M Connection Status a g
Max. Downstream / Upstream 512 / 512 Kbps 512 / 512 Kbps
m Downstream Alloca. 100% 0%
_ Upstream Alloca. 90% 10%
m Connect Time 0: 04: 50
MAC Address 00:e0:98:bf:35:5d 00:e0:98:bf:35:5e 00:e0:98:bf:35:5f 00:e0:98:b:35:60
IP Address 192.168.1.1 218.167.11.37 211.21.10.171 192.168.11.1
Netmask 255.255.255.0 255.255.255.255 255.255.255.248 255.255.255.0
m Default Gateway 218.167.0.254 211.21.10.169

Interface Status DNS1 168.95.192.1 168.95.192.1

ARP Table DNS2 168.95.1.1 168.95.1.1
DHCP Clients Rx Pkts, Error Pkts 550, 418, 0 0,0
Tx Pkts, Error Pkts 2, 78,0
Ping ’l
HTTP %

&] Done & Internet
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ARP Table

Entering the ARP Table window

Click on Status in the menu bar, then click ARP Table below it. A window will appear
displaying a table with IP addresses and their corresponding MAC addresses. For each
computer on the LAN, WAN 1/2/3/4, and DMZ network that replies to an ARP packet, the
device will list them in this ARP table.

O' ’ ilej l > e & ',;'.js gy - 5 %
level ' .

! M ‘hnnp‘n.‘

" Router ARP Table

| System | IP Address MAC Address
192.168.1.2 00:09:6B:8D:36:8C LAN
192.168.1.6 00:00:E8:71:5F:78 LAN
[ Service |
| Schedule |
e
[ Policy |
Log
[ Alam |
| Statistics |
[ Status |
Interface Status
ARP Table
DHCP Clients
4{] © Internet

IP Address: The IP address of the host computer
MAC Address: The MAC address of that host computer
Interface: The port that the host computer is connected to (LAN, WAN 1/2/3/4, DMZ)
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DHCP Clients

Entering the DHCP Clients window

Click on Status in the menu bar, then click on DHCP Clients below it. A window will appear
displaying the table of DHCP clients that are connected to the device. The table will list host
computers on the LAN network that obtain its IP address from the Multi-Homing Gateway’s
DHCP server function.

Wy - & X

O HRGLLORSE B "

©

level

n IMUILISTOIING DHCP Clients

-
UL -
one A IJCJ

IP Address MAC Address

192.168.1.100 00:11:2f:ac:91:27 2005/1/18 5:14:43 2005/2/28 20:14:43

Interface
Address

Content Filtering

-
o
=]

Statistics

Interface Status
ARP Table
DHCP Clients

4}] http:f{192.168.1.1/cgi-bin/menu.cgi?main_no=64&sub_no=67 & Internet
IP Address: the IP address of the LAN host computer

MAC Address: MAC address of the LAN host computer
Leased Time: The Start and End time of the DHCP lease for the LAN host computer.
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Setup Examples

Example 1: Allow the LAN network to be able to access the Internet
Example 2:  The LAN network can only access Yahoo.com website
Example 3: Outside users can access the LAN FTP server through Virtual Servers

Example 4: Install a server inside the LAN network and have the Internet (WAN 1) users
access the server through IP Mapping

Please see the explanation of the examples below:
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Example 1:Allow the LAN network to be able to access the Internet

Step 1 Enter the Outgoing window under the Policy menu.

Step 2 Click the New Entry button on the bottom of the screen.

Step 3 In the Add New Policy window, enter each parameter, then click OK.

(4
=
o
N\

¢ & - BB

Ny -

u

level ¥ '
MUILETOTTHITY
one -Qw“\!&vr

Interface
Address

Content Filtering

Outgoing

Incoming

WAN To DMZ
LAN To DMZ
DMZ To WAN
DMZ To LAN
Log

Statistics

&] Done

Add New Policy
Source Address

Destination Address
Service

Action, WAN Port

Content Filtering
Schedule
Alarm Threshold

MAX. Concurrent Sessions

Outgoing

Inside_Any v
Qutside_Any v
ANY v
PERMIT ALL v
[0 Enable

[0 Enable

[0 Enable

None v

0.0 KBytesiSec

0 (0:means unlimited)

& Internet



Step 4 When the following screen appears, the setup is completed.
QO HNRAGLKkORLE-B

level ¥ '
MUILISTOITIIG
one -Qw“\!&vr

)
[

Outgoing

|_Source | Destination [ Service | Action [ Option | Configure [ Move |
Inside_Any Outside_Any ANY % ((Modify ) (Remove) To |1 v

Interface
Address

Content Filtering

Outgoing
Incoming
WAN To DMZ
LAN To DMZ
DMZ To WAN
DMZ To LAN
Log

Statistics

&] Done & Internet
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Example 2: The LAN network can only access Yahoo.com website.

Step 1.Enter the WAN window under the Address menu.
Step 2.Click the New Entry button.
Step 3. In the Add New Address window, enter relating parameters.
Step 4. Click OK to end the address table setup.
- O HNEGL,XO L= 3

level

MR ming
JJ.UL[J-MM:& i1y WAN

Add New Address
Name yahoo

Interface
Address
LAN 66.218.71.198

LAN Group 255.255.255.255
WAN
WAN Group
DMZ
DMZ Group

Content Filtering

-
o
(=]

Statistics

&] Done & Internet
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Step 5. Go to the Outgoing window under the Policy menu.
Step 6. Click the New Entry button.

Step 7. In the Add New Policy window, enter corresponding parameters. Click OK.

Wy - & X

s \ilej ;‘/ 62 '—;'-i& o

level : o}
MUILETOTTHITY
R NOULET,

©

Outgoing

[ System | Add New Policy
Source Address Inside_Any v
| Service | Destination Address yahoo v
| Schedule | Service ANY 3
Content Filtering
Action, WAN Port PERMITALL v
Outgoing Statistics [ Enable
Incoming Content Filtering [J Enable
WAN To DMZ Sehedul
LAN To DMZ el Hope e
DMZ To WAN Alarm Threshold 00 KBytesiSec
DMZ To LAN MAX. Concurrent Sessions 0 (0:means unlimited)
8_1 Done ® Internet
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Step 8.  When the following screen appears, the setup is completed.
QO HRO LR E-B

level ¥ '
MUILISTOITIIG
one -Qw“\!&vr

)
[

Outgoing

|_Source | Destination | Service | Action | Option | __ Configure | Move |
Inside_Any yahoo % (Modity ) (Remove) ifol 1 ¥

Interface
Address

Content Filtering

Outgoing
Incoming
WAN To DMZ
LAN To DMZ
DMZ To WAN
DMZ To LAN
Log

Statistics

&] Done & Internet
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Example 3:0utside users can access the LAN FTP server through Virtual
Servers

Step 1. Enter Virtual Server under the Virtual Server menu.
Step 2. Click the ‘click here to configure’ button.

Step 3. Select an WAN 1/2 IP address, then click OK.

Step 4. Click the New Service button on the bottom of the screen.
Step 5. Add the FTP service pointing to the LAN server IP address.
Step 6. Click OK.

W - 7
6.2 'f;"ﬁi " =

<
[
m

level o) .
WUILEOIING

BUEr Virtual Server1
one v e

[ System |
Virtual Server Real IP 192.168.10.120

Service FTP (21) v

m External Service Port 21

Load Balance Server Server Virtual IP

1 192.168.1.100

Mapped IP

2
3
4

Virtual Server1
Virtual Server2
Virtual Server3

Virtual Serverd

e_‘] Done ® Internet
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Step 7. A new Virtual Service should appear.

Q-0 RRG PHORLE-3 -2
level : .

IUITIETOTIIG .

MLL%)} J“:‘fl'** Virtual Server1
one v kAl

Virtual Server Real IP

|__WANPort | ServerVirtual IP
FTP (21) 21 192.168.1.100 [ Medify ) (Remove)

Content Filtering

Mapped IP

Virtual Serverl
Virtual Server2
Virtual Server3

Virtual Serverd

&] Done & Internet

-295 -



Step 8. Go to the Incoming window under the Policy menu, then click on the New Entry
button.
y - = Ll]ﬂ ;/ 6'2 ',,-'.3 ",'»—‘3)(

- MUILETOTHING
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KOUTE
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Incoming

| Source | Destination | Service | Action | Option [ Configure | Move |
 New Entry J

Interface
Address

Content Filtering

Outgoing
Incoming
WAN To DMZ
LAN To DMZ
DMZ To WAN
DMZ To LAN
Log

Statistics

&] Done & Internet
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Step 9. In the Add New Policy window, set each parameter, then click OK.

. ; W - &7 X
O' ’ i] sz |/ ¢ &© T R '3 %
level MLUI 1! _U.
IVTUILEETO TG :
n ROUtEr- Incoming
one LAV H L
S — Add New Policy
Source Address Outside_Any v
m Destination Address Virtual Server 1(192.168.10.120) v
| Schedule | FTP@I) v
Content Filtering
| Virtual Server | PERMIT v
m__ s tle
Outgoing isti [ Enable
Incoming None 9
WAN To DMZ
Alarm Threshold J
LAN To DMZ LA KBytes/Sec
DMZ To WAN MAX. Concurrent Sessions 0 (0:means unlimited)
DMZ To LAN
Log Ax
&] Done & Internet
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Step 10. An Incoming FTP policy should now be created.
O' ? i]sz ;/ w @ 'v"‘i% -

level ¥ '
n MUILISTOITIIG
one -Qw“\!&vr

Incoming

|__Source | Destination | Service | Action | Option | __ Configure | Move _
FTP21) %

Virtual Server 1

S-Sy (192.168.10.120)

Content Filtering

Outgoing
Incoming
WAN To DMZ
LAN To DMZ
DMZ To WAN
DMZ To LAN
Log

Statistics

&] Done & Internet
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Example 4:Install a server inside the LAN network and have the Internet
(WAN 1) users access the server through IP Mapping

Step 1. Enter the Mapped IP window under the Virtual Server menu.

Step 2. Click the New Entry button.

@ -5 B3 e

Mapped IP

[ WANIR ] Map To Virtual IP

Content Filtering

Mapped IP
Virtual Server1
Virtual Server2

Virtual Server3

Virtual Serverd

&] Done

& Internet
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Step 3. In the Add New IP Mapping window, enter each parameter, and then click OK.

©

» . Wy - & X
Z i]sz ANIP SR 7 'v‘"i’% “ =

level : i.heming
one ML%}‘%\;{-@V&,&H’E Mapped IP

Add New Mapped IP

WAN IP 218.167.19.56
Map To Virtual IP 192.168.1.100

Assist

Content Filtering

Mapped IP

Virtual Server1
Virtual Server2
Virtual Server3

Virtual Serverd

&] Done & Internet
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Step 4. When the following screen appears, the IP Mapping setup is completed.

Q-0 NRG L¥O =3
level . S

MUILETOTTITY
8 SROUCT Mapped IP

WAN IP Map To Virtual IP

218.167.19.56 192.168.1.100

Content Filtering

Mapped IP

Virtual Server1
Virtual Server2
Virtual Server3

Virtual Serverd

&] Done & Internet
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Step 5.Go to the Incoming window under the Policy menu.
Step 6.Click the New Entry button.
62 '7_"1% ",th:?x

(4]
=
@)
N\

level ¥ '
MUILISTOITIIG
one -Qw“\!&vr

Incoming

[Sptem | [ Source | Destination | Service | Action | Option | Configure | Move |
Chew iy |

Outgoing
Incoming
WAN To DMZ
LAN To DMZ
DMZ To WAN
DMZ To LAN
Log

Statistics

&] Done & Internet
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Step 7.In the Add New Policy window, set each parameter, then click OK.

Step 8.0pen all the services. (ANY)
o = \ilej ;‘/ 62 '—;'-i& y

level =y
n MUILETOTTHITY
R NOULET,

©

Incoming

[System | Add New Policy
Source Address Outside_Any v
| Service | Destination Address Mapped IP{218.167.19.56)
| Schedule | ANY v
Content Filtering
PERMIT v
Outgoing Statistics [J Enable
Incoming Schedule None B

WAN To DMZ
LAN To DMZ
DMZ To WAN MAX. Concurrent Sessions 0 (0:means unlimited)
DMZ To LAN
Log

Alarm Threshold 0.0 KBytes/Sec

8_1 Done ® Internet
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Step 9. The setup is completed.

Wy - & X

s \ilej ;‘/ 62 '—;'-i& o

level : o}
WUILEOIING
She  UCl

©

Incoming

[ System | | Destination [ Service [Action [ Option [ Configure | Move |
y  Mapped IP{218.167.19.56) ANY % ((Modify | (Remove] To |1 v
Content Filtering

Outgoing
Incoming
WAN To DMZ
LAN To DMZ
DMZ To WAN
DMZ To LAN
Log

8_1 Done ® Internet
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General Public License

This product incorporates open source code into the software and therefore falls

under the guidelines governed by the General Public License (GPL) agreement.

Adhering to the GPL requirements, the open source code and open source license for

the source code are available for free download at http://global.levell.com.

If you would like a copy of the GPL or other open source code in this software on a
physical CD medium, LevelOne (Digital Data Communications) offers to mail this CD

to you upon request, for a price of US$9.99 plus the cost of shipping.
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