LevelOne

FBR-1411TX

1W,4L High Performance
Broadband Router w/VPN/DMZ port

User's Manual



Copyright

The contents of this publication may not be reproduced in any part or as a whole, stored, transcribed in
an information retrieval system, translated into any language, or transmitted in any form or by any
means, mechanical, magnetic, electronic, optical, photocopying, manual, or otherwise, without the prior

written permission.

Trademarks
All products, company, brand names are trademarks or registered trademarks of their respective
companies. They are used for identification purpose only. Specifications are subject to be changed

without prior notice.



FCC Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against radio
interference in a commercial environment. This equipment can generate, use and radiate radio frequency
energy and, if not installed and used in accordance with the instructions in this manual, may cause
harmful interference to radio communications. Operation of this equipment in a residential area is likely
to cause interference, in which case the user, at his own expense, will be required to take whatever

measures are necessary to correct the interference.

CE Declaration of Conformity

This equipment complies with the requirements relating to electromagnetic compatibility, EN 55022/A1
Class B, and EN 50082-1. This meets the essential protection requirements of the European Council
Directive 89/336/EEC on the approximation of the laws of the member states relation to

electromagnetic compatibility.
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Chapter 1 Introduction bk of contents

Congratulations on your purchase of this outstanding LevelOne FBR-1411TX Broadband Router.

LevelOne FBR-1411TX is specifically designed for Small Office and Home Office needs. It provides a

complete SOHO solution for Internet surfing and office resources sharing, and it is easy to configure and

operate for even non-technical users. Instructions for installing and configuring this product can be

found in this manual. Before you install and use this product, please read this manual carefully for fully

exploiting the functions of this product.

1.1 Functions and Features

Broadband Modem and NAT Router

This device allows you to connect multiple computers to a broadband (cable or DSL) modem
or an Ethernet router to surf the Internet.

Auto-sensing Ethernet Switch

This device is equipped with a 4-port auto-sensing Ethernet switch.

Multiple Connection Approaches to ISP

This device supports multiple connection approaches to ISP, for example, static IP address,
dynamic IP address, PPPoE connection and PPTP connection...etc.

Firewall

All unwanted packets from outside intruders are blocked to protect your Intranet.

DHCEP server supported

All of the networked computers can retrieve TCP/IP settings automatically from this product.
Web-based configuring

Device can be configured through any networked computer’s web browser by using Netscape
or Internet Explorer.

Packet filter supported

Packet Filter allows you to control access to a network by analyzing the incoming and
outgoing TCP/UDP packets and letting them pass or halting them based on the IP address or
port of the source and destination.

Universal Plug and Play (UPnP) supported

Universal Plug and Play (UPnP) enable devices such as PCs, routers or other devices to be
plugged into a network and automatically know about each other.

Virtual Server supported

This device enables you to expose WWW, FTP and other services on your LAN to be
accessible to Internet users.

User-Definable Application Sensing Tunnel

User can define the attributes to support the special applications requiring multiple
connections, like Internet gaming, video conferencing, Internet telephony and so on, then this
product can sense the application type and open multi-port tunnel for it.

DMZ Host supported

Lets a networked computer be fully exposed to the Internet; this function is used when special

application sensing tunnel feature is insufficient to allow an application to function correctly.
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® Domain Filter Supported
Domain Filter prevents users under this device from accessing specific domains.

® Routing Table Supported
Routing Tables allow you to determine which physical interface address to use for outgoing IP
data grams. If you have more than one routers and subnets, you will need to enable routing
table to allow packets to find proper routing path and allow different subnets to communicate
with each other. Besides, dynamic routing information protocol RIP v1/2 is also supported.

® VPN Supported (initiator-responder and pass-through)
This device supports IPSec initiator and responder. It can initiate a tunnel with a remote VPN
gateway or host; it also can accept a tunnel creation request from a remote VPN gateway or
host. The device can also be configured to pass all VPN packets this device through LAN and
WAN interfaces.

®  Virtual Computers supported
Virtual Computer enables you to use the original NAT feature, and allows you to setup the
one-to-one mapping of multiple global IP address and local IP address.

® DDNS supported
This device supports dynamic domain name service (DDNS) to host your server on a
changing IP address. So that anyone wishing to reach your host only needs to know the name
of it.

® Firmware Upgrade, Configuration Backup and Alert by Email supported
This device supports firmware upgrade to upgrade the system firmware with new one. It also
supports configuration backup and restore, so that user can save various system configuration
profiles and restore it when he needs. Besides, some urgent message that needs manager to
know can be delivered by email approach.

® Hardware DMZ - Demilitarized Zone supported
This feature allow user to configure 10 Global IP for DMZ Hosts while other Hosts on LAN
can still share WAN IP. With this feature, user can enjoy both benefits of the conveniences
from DMZ Zone and the Security from other Filter settings. This feature also separates DMZ

Hosts from LAN Network; so LAN network is much safer than ever.

1.2 Packing List
® Broadband router unit
® Manual CD

® Power adapter

Chapter 2 Hardware Installation tabie of contents

2.1 Panel Layout

2.1.1. Front Panel

leveal®

Power@ @ Status

aone

EEFBR-1411TX 1W/4L High-Performance Brosdband Router w/VPN/DMZ




Figure 2-1 FBR-1411TX Front Panels.

LED:
LED Function Color Status Description
Status Systqm status Orange | Blinking Status is ﬂgshed once per second to indicate
indicators system is alive.
DMZ port On The WAN port is linked.
DMZ activity Green Blinking | The WAN port is sending or receiving data.
WAN port On The WAN port is linked.
WAN activity Green Blinking | The WAN port is sending or receiving data.
On An active station is connected to the
Link/Act. Link status Green corresponding LAN port. . .
1~4 o The corresponding LAN port is sending or
Blinking o
receiving data.
SPEED 10Mbps/ o
10/100 100Mbps Green On On indicates 100Mbps speed.
Port:
Press RESET button for about 7 seconds to reset system settings to factory
RESET
defaults.
2.1.2. Rear Panel
VD DMZ AN 1 2 3 4

Figure 2-2 Rear Panel.

Ports:
Port Description
5vDC Power inlet: DC 5V, 1.5A (minimum)
DMZ The port where you will connect networked servers and other devices.
WAN The port where you will connect your cable (or DSL) modem or Ethernet router.
Port 1-4 The ports where you will connect networked computers and other devices.

2.2 Installation Requirements

This product can be positioned at any convenient place in your office or house. No special wiring or

cooling requirements is needed. However, you should comply with the following guidelines to install:
®  Place this product on a flat horizontal plane.
® Keep this product away from any heating devices.
® Do not place this product in dusty or wet environment.

In addition, remember to turn off the power, remove the power cord from the outlet, and keep your

hands dry when you try to install the hardware of this product.

2.3 Procedure for Hardware Installation

1. Setup LAN connection: Connect an Ethernet cable from your computer’s Ethernet port to one

of the LAN ports of this product.

2. Setup WAN connection: Prepare an Ethernet cable for connecting this product to your

cable/xDSL modem or Ethernet backbone.
3. Power on: Connecting the power cord to power inlet, this product will automatically enter the
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self-test phase. When it is in the self-test phase, the indicator M1 will be lighted OFF for about
15 seconds. Finally, the M1 will be continuously flashed once per second to indicate that this

product is in normal operation.



Chapter 3 Network Settings tabie of contents

To use LevelOne FBR-1411TX correctly, you have to properly configure the network settings of your

computers.

3.1 Make Correct Network Settings of Your Computer

The default /P address of this product is 192.168.123.254, and the default subnet mask is 255.255.255.0.
These addresses can be changed on your need, but the default values are used in this manual. If the
TCP/IP environment of your computer has not yet been configured, you can refer to Appendix A to

configure it. For example,

1. Configure /P as 192.168.123.1, subnet mask as 255.255.255.0 and gateway as 192.168.123.254,

or more easier,

2. Configure your computers to load TCP/IP setting automatically, that is, via DHCP server of

this product.

After installing the TCP/IP communication protocol, you can use the ping command to check if your
computer has successfully connected to this product. The following example shows the ping procedure
for Windows 95 platforms. First, execute the ping command

ping 192.168.123.254
If the following messages appear:

Pinging 192.168.123.254 with 32 bytes of data:

Reply from 192.168.123.254: bytes=32 time=2ms TTL=64

A communication link between your computer and this product has been successfully established.
Otherwise, if you get the following messages,

Pinging 192.168.123.254 with 32 bytes of data:
Request timed out.

There must be something wrong in your installation procedure. You have to check the following items

in sequence:
1. Is the Ethernet cable correctly connected between this product and your computer?

Tip: The LAN LED of this product and the link LED of network card on your computer must be
lighted.

2. Is the TCP/IP environment of your computers properly configured?

Tip: If the IP address of this product is 192.168.123.254, the IP address of your computer must be
192.168.123.X and default gateway must be 192.168.123.254.
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Chapter 4 Configuring NAT Router abie of contents

LevelOne FBR-1411TX provides Web based configuration scheme. That is, to configure the router
device by your Web browser, such as Netscape Communicator or Internet Explorer. This approach can

be adopted in any MS Windows, Macintosh or UNIX based platforms.

There are seven sections to describe the configuring NAT router. They are Login, Status, Wizard, Basic

Setting, Forwarding Rules, Security Setting, Advanced Setting, and Toolbox, respectively.

4.1 Start-up and Log in chapter Home

-2 AEAMOEBI(HT O -E

level’

Status Il ) Login

one

< Status

System Status

200310523 Ph 06:13:40

Refresh | el 003z 10H23H P 06:13:40

Activate your browser, and disable the proxy or add the IP address of this product into the exceptions.
Then, type this product’s IP address in the Location (for Netscape) or Address (for IE) field and press
ENTER. For example: http://192.168.123.254.

After the connection is established, you will see the web user interface of this product. There are two
appearances of web user interface: for general users and for system administrator.

To log in as an administrator, enter the system password (the factory setting is “admin’) in the System
Password field and click on the Log in button. If the password is correct, the web appearance will be

changed into administrator configure mode. As listed in its main menu, there are several options for

system administration.
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4.2 Status Chapter Home

System Status

Item WAN Status Sidenote
.

Wiew Log... Clients List...

This option provides the function for observing this product’s working status:
A. WAN Port Status.
If the WAN port is not assigned a static IP, there may appear a “Renew” or “Release” button
on the Side note column. You can click this button to renew or release IP manually.
B. Statistics of WAN.
If the WAN port of router device is connected to the Internet, the statistics of all packets
passed the WAN interface will be shown on the Statistics of WAN, including the total counts

of delivered data in bytes, unicast packets, non-unicast packets, dropped packets and error

packets for inbound and outbound of WAN port.
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4.3 Wizard Chapter Home

4.3.1 Setup Wizard — Select WAN Type

Setup Wizard

Setup Wizard will guide you through a basic configuration procedure step by step.

Setup Wizard will guide you through a basic configuration procedure step by step. Press ”Next >”.

Setup Wizard - Select WAN TYPE

you a static IP add

® Dynamic P Ade Obtain an IP ad

© PPP over Ethernet Same | equire the use of PPPOoE to connect to the

equire the use of PPTP to connect to their

Setup Wizard - Select WAN Type: For detail settings, please refer to Section 4.4 primary setup.

4.3.2 Setup Wizard — VPN Setting
Setup Wizard

Setup Wizard will quide you through a basic configuration procedure step by step.

Setup Wizard will guide you through a VPN configuration procedure step by step. Press ”Next >”
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Setup Wizard - VPN Setting

Gather following information for setting the configuration of an IPSec VPN tunnel:

de of remote

Setup Wizard — VPN Setting: For detail settings, please refer to Section 4.15 VPN-IPSEC.

4.4 Basic Settlng Chapter Home

4.4.1 Primary Setup — LAN’s IP, WAN’s MAC Address, WAN Type, Virtual
Computers

Primary Setup

1 IP Address 192.168.10.1
' 2665.255.255.0
FF-FF-FF-FF-FF-FF Clone MAC

h Road Runne

9 PPP over Ethernet
®PPTF

This configuration enables this product to work properly. The setting items and the web appearance

depend on the WAN type. Choose correct WAN type before you start.

1. LAN IP Address: 1t is the local IP address of this device. The computers on your network must use

the LAN IP address of your product as their Default Gateway. You can change it if necessary.

2. WAN’s MAC Address: 1t is the MAC address of WAN interface of this device and can be set by user

manually. Usually, the device is attached with one unique MAC address when it leaves the factory.

3. WAN Type: WAN connection type of your ISP. You can click Change button to choose a correct

one from the following four options:
A. Static IP Address: ISP assigns you a static IP address.
B. Dynamic IP Address: Obtain an IP address from ISP automatically.
C. Dynamic IP Address with Road Runner Session Management.(e.g. Telstra BigPond)
D. PPP over Ethernet: Some ISPs require the use of PPPoE to connect to their services.

E. PPTP: Some ISPs require the use of PPTP to connect to their services.

14



4.4.1.1 LAN’s IP Address

Primary Setup

> LAN IP Address 192.168.123.254

> LAN Nethask g2l
Address FF-FF-FF-FF-FF-FF Clone MAC

Set the local IP address of this device if necessary, the default IP address of this product is
192.168.123.254.

4.4.1.2 WAN’s MAC Address

Set the MAC address of WAN interface of this device if necessary, the factory one is default and unique.
Certainly, user can set it by himself. Besides, user also can clone the MAC address of LAN host that is
browsing the web page for the one of WAN interface of router device by clicking on the Clone MAC

button.
4.4.1.3 WAN Type

4.4.1.3.1 Static IP Address

Primary Setup

192.168.10.1
255.265.255.0
FF-FF-FF-FF-FF-FF Clone MAC

 Hoad Runner

Unda | Wirtual Computers...

1. WAN IP Address, Subnet Mask, Gateway, Primary and Secondary DNS: enter the proper setting
provided by your ISP.

2. WAN MTU: User can set the MTU value of the connection to ISP. The default value for static
WAN type is 1500.

4.4.1.3.2 Dynamic IP Address

1. Host Name: Optional and required by some ISPs.

2. MTU: User can set the MTU value of the connection to ISP. The default value for dynamic WAN
15



type is 1500.

3. Auto-reconnect: Keep alive of the connection to ISP.

4. Primary and Secondary DNS: Enter the proper setting provided by your ISP.

192.168.10.1
255,255 2550
FF-FF-FF-FF-FF-FF Clone MAC

ans
®FPPF over Ethernet
®FPPTP

[optional)

v W W v v

Undo | Yirtual Computers. .

4.4.1.3.3 Dynamic IP Address with Road Runner Session Management.(e.g. Telstra BigPond)
1. LAN IP Address is the IP address of this product. It must be the default gateway of your computers.
2. WAN Type is Dynamic IP Address. If the WAN type is not correct, change it!

3. Login Server: optional. Required by some ISPs, e.g. @Home.

Primary Setup

. 255,265 255,01
FF-FF-FF-FF-FF-FF Clone MAC

ith Road Runne

® PPP aver Ethemet ire the fPPPoE to
® PPTP Some |SPs require the of PPTP ta conn

[optional)

Undo Yirtual Computers...
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4.4.1.3.4 PPP over Ethernet

Primary Setup

LAMN P Addr 192.168.10.1
> LAN Ne 2565 266.265.0
FF-FF-FF-FF-FF-FF Clone MAC

ic IP add
tam ISP autom:

th Road Runner

™ PPPoE

igned 1P A

Sa\rel Undo | wittual Camputers..

1. PPPoE Account and Password: the account and password your ISP assigned to you. For security,
this field appears blank. If you don't want to change the password, leave it empty.

2. PPPoE Service Name: optional. Input the service name if your ISP requires it. Otherwise, leave
it blank.

3. Maximum Idle Time: the amount of time of inactivity before disconnecting your PPPoE session.
Set it to zero or enable Auto-reconnect to disable this feature.

4.  Maximum Transmission Unit (MTU): Most ISP offers MTU value to users. The most common
MTU value is 1492.

5. Service name: optional. Required by some ISPs, e.g. @Home.
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4.4.1.3.5 PPTP

Primary Setup

b LAN P Ad 192.168.10.1
ask 256,265,256,
FF-FF-FF-FF-FF-FF Clone MAC

h Road Runne

it |P frorn DHC
atic 1P

0.0.0.0

2562652550

you must d e the FFTF d PPTR

There are two kinds of types in this connection.

One is that gets ip from isp ( DHCP server),the other is that setup the ip manually.

1. My tunnel name: (optional).ex: router

2. Server IP Address: the IP address of the PPTP server.

3. My IP Address: the private IP address and subnet mask your ISP assigned to you.

4.  PPTP Account and Password: the account and password your ISP assigned to you. If you don't

want to change the password, keep it empty.

5. Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to zero or
enable Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this product will

automatically connect to ISP after system is restarted or connection is dropped.
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4.4.1.4 Virtual Computers

Virtual Computers

1D Global IP Local IP Enable
BA |

Save | Undo

Close

Virtual Computer enables you to use the original NAT feature, and allows you to setup the one-to-one
mapping of multiple global IP address and local IP address. The function can be activated only when the

WAN type is static and dynamic.

e  Global IP: Enter the global IP address assigned by your ISP.
e  Local IP: Enter the local IP address of your LAN PC corresponding to the global IP address.

e  Enable: Check this item to enable the Virtual Computer feature.

4.4.2 DHCP Server

The settings of a TCP/IP environment include host IP, Subnet Mask, Gateway, and DNS configurations.
It is not easy to manually configure all the computers and devices in your network. Fortunately, DHCP
Server provides a rather simple approach to handle all these settings. This product supports the function
of DHCP server. If you enable this product’s DHCP server and configure your computers as “automatic
IP allocation” mode, then when your computer is powered on, it will automatically load the proper

TCP/IP settings from this product. The settings of DHCP server include the following items:
DHCP Server

le @ Enable

Minutes

™ |P Pool Endin

™ Damain Name

1. DHCP Server: Choose “Disable” or “Enable.”

2. Lease Time: this feature allows you to configure IP’s lease time (DHCP client).

3. IP pool starting Address/ IP pool ending Address: Whenever there is a request, the DHCP
19



server will automatically allocate an unused IP address from the IP address pool to the

requesting computer. You must specify the starting and ending address of the IP address pool.
4.  Domain Name: Optional, this information will be passed to the client.

5. Primary DNS/Secondary DNS: This feature allows you to assign DNS Servers for

configuring all the computers and devices in your network.

6. Primary WINS/Secondary WINS: This feature allows you to assign WINS Servers for

configuring all the computers and devices in your network.

4.4.3 Hardware DMZ - Demilitarized Zone
This Demilitarized Zone page will show only when Hardware DMZ port is supported.
Demilitarized Zone
Setting
Enable

Global IP Enable
v

3]

o
o
o
—
=
F—
=
—

T T T T < T < T < T <1

Undo

Hardware DMZ - Demilitarized Zone — This feature allow user to configure 10 Global IP for DMZ

Hosts while other Hosts on LAN can still share the WAN IP. With this feature, user can enjoy both
benefits of the conveniences from DMZ Zone and the Security from other Filter settings. This feature

also separates DMZ Hosts from LAN Network; so LAN network is much more save than ever.

To enable Hardware DMZ - Demilitarized Zone click the check box next to Enable in the DMZ field.
Global IP: Global IP and WAN IP should be in the same subnet.

Example shown as above figure.

In this Example, WAN IP is192.168.10.10

DMZ Hosts are192.168.10.11~192.168.10.15
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4.4.4 Change Administrator’s Password

Change Password

Cld

Reconfirm

You can change Password here. We strongly recommend you to change the system password for

security reason.

4.5 Forwarding Rules chapter Home

Forwarding Rules

»Viirtual Server
FTF, and othe vices an your LAN.
»Special Application

- This ifiguration all e applications to connect, and v with the MAT router.

» Miscellaneous

ommunication. Mote that, this feature should be

rchitecture that provi ompatibility amaong

4.5.1 Virtual Server

This product’s NAT firewall filters out unrecognized packets to protect your Intranet, so all hosts behind
this product are invisible to the outside world. If you wish, you can make some of them accessible by
enabling the Virtual Server Mapping.

A virtual server is defined as a Service Port, and all requests to this port will be redirected to the
computer specified by the Server IP.

For example, if you have an FTP server (port 21) at 192.168.123.1, and a Web server (port 80) at
192.168.123.2, then you need to specify the following virtual server mapping table:
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R aEYIEEGEE EEE

level

cne Statuss Wizard! Basic Setting! Forwarding Rules! Secuity Setiing/ Advanced Settingf Toolbox O LOgOUl

Z Forwarding :
I Yirtual Server Virtual Server

[ Special AP
[ Miscellaneous

Service Ports Server IP Enable Use Rule#

=

20032 10H29F P 03:50:45

|
L
|
|
L
|
|
L
|
|

o ]
ule rule —-ALWAYS ON-- -

Undo |

4.5.2 Special AP

e s JERANL Ve R )| EE N= B EE
level
one Statusi Wizard! Basic Sefiing! Forwarding Rules! Secuity Setling! Advanced Settingf Toolbox O Logoul
< Forwarding

Special Applications

I Miscellaneous ID Trigger Incoming Ports Enable

2003x10H29H Phl 03:51:57

Posulr spicain EETEVEPES I - EES
Savel Undnl

Some applications require multiple connections, like Internet games, Video conferencing, Internet
telephony, etc. Because of the firewall function, these applications cannot work with a pure NAT router.

The Special Applications feature allows some of these applications to work with this product. If the
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mechanism of Special Applications fails to make an application work, try setting your computer as the

DMZ host instead.
1. Trigger: the outbound port number issued by the application.

2. Incoming Ports: when the trigger packet is detected, the inbound packets sent to the specified port

numbers are allowed to pass through the firewall.

This product provides some predefined settings. Select your application and click Copy to to add the

predefined setting to your list.

Note: At any given time, only one PC can use each Special Application tunnel.

4.5.3 Miscellaneous Items

Miscellaneous ltems

of OMZ Host 192 W Enable
e LIPnP

IP Address of DMZ Host

DMZ (DeMilitarized Zone) Host is a host without the protection of firewall. It allows a computer to be
exposed to unrestricted 2-way communication for Internet games, Video conferencing, Internet
telephony and other special applications.

This function is to simulate a hardware DMZ port and can be viewed as the software DMZ. But it only

supports one DMZ host but hardware DMZ can supports multiple DMZ hosts.

NOTE: This feature should be used only when needed.
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4.6 Security Settings chapter Home

Security Setting

» Packet Filters

the incorning and outgoing nd letting them it halting them

1 different

te tunnels to reme

4.6.1 Packet Filter

Outbound Packet Filter

Setting
ound Filter W Enable

Enable Use Rule#
|

IR - ALWAYS ON— = - =
Previous page Inbound Filter... A Lewel. .

Packet Filter enables you to control what packets are allowed to pass the router. Outbound filter applies
on all outbound packets. However, Inbound filter applies on packets that destined to Virtual Servers or

DMZ host only. You can select one of the two filtering policies:

1. Allow all to pass except those match the specified rules.

2. Deny all to pass except those match the specified rules.

You can specify 48 rules for each direction: inbound or outbound. For each rule, you can define the
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following:

e Source IP address

e Source port address

e Destination IP address

e  Destination port address

e  Protocol: TCP or UDP or both.

For source or destination IP address, you can define a single IP address (4.3.2.1) or a range of IP

addresses (4.3.2.1/24). An empty implies all IP addresses.

For source or destination port, you can define a single port (80) or a range of ports (1000-1999). Add
prefix "T" or "U" to specify TCP or UDP protocol. For example, T80, U53, or U2000-2999. No prefix
indicates both TCP and UDP are defined. An empty implies all port addresses.

Each rule can be enabled or disabled individually.

Inbound Filter:

To enable Inbound Packet Filter click the check box next to Enable in the Inbound Packet Filter
field.

Example 1:

Suppose you have SMTP Server (25), POP Server (110), Web Server (80), FTP Server (21), and News
Server (119) defined in Virtual Server or DMZ Host.
Inbound Packet Filter

Setting
™ Inbound Filter

Source IP:Ports Destination IP:Ports Enable Use Rule#

231002 ]~ B g
EEZI——

PRI LAY S ON-— v|| Copyto JBY-- -]
Previous page Cutbound Filter... WAL Level...

(1.2.3.100/28): It stands for a subnet of IP address ranging from 1.2.3.96 to 1.2.3.111 and 1.2.3.100 is an
element in the range set. The value of 28 stands for the netmask of subnet and 4 (=32-28) least
significant bits in the last byte of IP address are unmask bits. Hosts within the subnet are allowed to send

mail (port 25), receive mail (port 110), and browse the Internet (port 80).

(1.2.3.10/29): It stands for a subnet of IP address ranging from 1.2.3.8 to 1.2.3.15 and 1.2.3.10 is an

element in the range set. The value of 29 stands for the netmask of subnet and 3 (=32-29) least
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significant bits in the last byte of IP address are unmask bits. Hosts within the subnet can do everything

(block nothing).
And others are all blocked.

Example 2:

Inbound Packet Filter

Setting
™ Inbound Filter E Enable

Destination IP:Ports Enable Use Rule#
I T 2
I CEE
I
I
I
I

Source IP:Ports

fi2sios
i2sios |
I
I
I
I
I I
! !

cdule rule NS ET o [
Outbound Filter... MAC Level...

(1.2.3.100/28): It stands for a subnet of IP address ranging from 1.2.3.96 to 1.2.3.111 and they can do

Previous page

everything except read net news (port 119) and transfer files via FTP (port 21).
Others are all allowed.

After Inbound Packet Filter setting is configured, click on the Save button.
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Outbound Filter:
To enable Outbound Packet Filter click the check box next to Enable in the Outbound Packet Filter
field.
Example 1:
Outbound Packet Filter

Setting
™ Qutbound Filter @ Enahble

Source IP:Ports inati : Enable Use Rule#

192.168.231.10028 f | 325- =
192.166.123.10/29 -

SEN - ALWAYS ON-— [= - =
Previous page Inbound Filter... MAC Level...

(192.168.123.100/28): It stands for a subnet of IP address ranging from 192.168.123.96 to
192.168.123.111 and they are allowed to send mail (port 25), receive mail (port 110), and browse

Internet (port 80); port 53 (DNS) is necessary to resolve the domain name.

(192.168.123.10/29): It stands for a subnet of IP address ranging from 192.168.123.8 to 192.168.123.15
and they can do everything (block nothing).

Others are all blocked.
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Example 2:

Outbound Packet Filter

Setting

bound Filter &= Enable

Source IP:Ports inati : Enable Use Rule#

192.168231.100/28 § | ; |
182.168.123.100/28 -

ORI ALWAYS ON-— = - =
Previous page Inbound Filter... MAL Level...

(192.168.123.100/28): It stands for a subnet of IP address ranging from 192.168.123.96 to

192.168.123.111 and they can do everything except read net news (port 119) and transfer files via FTP
(port 21).

Others are allowed.

After Outbound Packet Filter setting is configured, click on the Save button.

4.6.2 Domain Filter

Domain Filter

Setting
> Dormain Filter W Enable
W Enable

Domain Suffix Action

[ Drop [ Log
[ Drop (W Lag
[ Orop (W Lag
N Drop M Log
M Drop M Log
W Crop M Log
[ Drop [ Log
[ Drop (W Lag
[ Orop (W Lag
* (all others) [ Drop [ Log
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Domain Filter let you prevent users under this device from accessing specific domains.

Domain Filter Enable:

Checke if you want to enable Domain Filter.

Log DNS Query:

Checke if you want to log the action when someone accesses the specific domains.

Privilege IP Addresses Range:

Setting a group of hosts and privilege these hosts to access network without restriction of domain filter.
Domain Suffix:

A suffix of domains will be restricted. For example, ".com", "xxx.com".

Action:

When someone is accessing the domain met the domain-suffix, what kind of action you want. Checke
drop to block the access. Checke log to log these access.

Enable:

Checke Enable to enable each rule.

Example:

Domain Filter

Setting
[ Enable

Domain Suffix Action Enable
SE.COM @ Drop ELag v |
girl.com (M Drop [@Log
erotica.com @ Drop MLag
W Drop MLag
W Drop MLag
W Drop MLag
W Drop MLag
W Drop MLag
W Drop MLag
* [all athers) W Dro p [l Lo g

E DN NERQQ

Unda |

In this example:

1. Domain include “sex.com” will be blocked, and the action will be record in log-file.
2. Domain include “girl.com” will not be blocked, but the action will be record in log-file.
3. Domain include “erotica.com” will be blocked, but the action will not be record in log-file.

4. (192.168.123.8/30): It stands for a subnet of IP address ranging from 192.168.123.8 to
192.168.123.11 and 192.168.123.8 is an element in the range set. The value of 30 stands for the
netmask of subnet and 2 (=32-30) least significant bits in the last byte of IP address are unmask
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bits. These LAN hosts of subnet can access network without restriction.

4.6.3 URL Blocking Blocking

- A RAEeIE- SE B

level

one Statusi VWizard! Basic Seftingl Forwarding Rulesi Secuity Setfing’ Advanced Settingf Toalhox £ LOgOUt

.
[» Packet Filters URL Blocking
b Domain Filters
[ URL Blocking Setling
b o Control * URL Blocking W Enzble
[» Miscellaneous

URL Enable

2003105228 At 09:02:31

Save [ Undo | Help

URL Blocking will block LAN computers to connect to pre-defined Websites.

The major difference between “Domain filter” and “URL Blocking” is Domain filter require user to
input suffix (like .com or .org, etc), while URL Blocking require user to input a keyword only. In other
words, Domain filter can block specific website, while URL Blocking can block hundreds of websites

by simply a keyword.

URL Blocking Enable
Checked if you want to enable URL Blocking.
URL

If any part of the Website's URL matches the pre-defined word, the connection will be blocked.
For example, you can use pre-defined word "sex" to block all websites if their URLs contain pre-defined
word "sex".

Enable

Checked to enable each rule.
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R A= JEkall- e kX ) B =R EEs

level

one Statuss VWizardl Basic Setting! Forwarding Ruless Secuity Sefingl Advanced Setting/ Toolbox O LOgOUt

< Security Settig ]
[» Packet Filters URL Elocking
[ Domain Filters
[ URL Blocking S
I MAC Caontral
b vPM
I Miscellaneous

Enable
]

2003105225 At 09:04:10

EEEEEREQCRERQ

Undo

In this example:

1.URL include “sex” will be blocked, and the action will be record in log-file.

2.URL include “erotica” will be blocked, but the action will be record in log-file

3.URL include “girl” will not be blocked, but the action will be record in log-file.

4. URL include “game” will be blocked, but the action will be record in log-file
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4.6.4 MAC Address Control

MAC Address Control

Setting

and m un; fied M A to connect.

MAC Address IP Address Wake On Lan

[ —
I =

OHGP clerts - -]
Pravios page

MAC Address Control allows you to assign different access right for different users and to assign a

specific IP address to a certain MAC address.

MAC Address Control

Check “Enable” to enable the “MAC Address Control”. All of the settings in this page will take effect

only when “Enable” is checked.

Connection control

Check "Connection control" to enable the controlling of which clients can connect to this device. If a
client is denied to connect to this device, it means the client can't access to the Internet either. Choose
"allow" or "deny" to allow or deny the clients, whose MAC addresses are not in the "Control table"
(please see below), to connect to this device. But note that do not configure the router with one case
resulting in none can access it. For example, enable the MAC Address Control and Connection
Control, reject unspecified MAC addresses to connect the router, but there is no entry rule for allowing

some hosts to connect the router. This will result in none can access the router.

MAC Address |MAC address indicates a specific client.

IP Address  |Expected IP address of the corresponding
client. Keep it empty if you don't care its

IP address.

C When "Connection control" is checked,
check "C" will allow the corresponding

client to connect to this device.

Previous page and Next Page

To make this setup page simple and clear, we have divided the “Control table” into several pages. You

can use these buttons to navigate to different pages.
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4.6.5 VPN-IPSEC

IPSEC Settings

Setting
& Enakle

W Enakle

. humber of tunnels

Action

hethod Action Enahble
|

IPSEC Settings are settings that are used to create virtual private tunnels to remote VPN gateways or
hosts. The tunnel technology supports data confidentiality, data origin authentication and data integrity
of network information by utilizing encapsulation protocols, encryption algorithms, and hashing

algorithms.

IPSEC Settings

Setting
[ Enable
@ Embedded
ugh

Itern Action Enahle

ic IP Setting

Tunnel Name Method Action

Prewious page

VPN enable item

VPN protects network information from ill network inspectors. But it greatly degrades network

throughput. Enable it when you really need a security tunnel. It is disabled for default.
Embedded / Passthrough
Select Embedded to enable this device’s VPN function, or select Passthrough to allow your VPN
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Tunnel pass through this device.

Netbios over IPSEC

Enable Netbios protocol (My Network Places) between IPSEC Tunnels.

Max. number of tunnels item

Since VPN greatly degrades network throughput, the allowable maximum number of concurrent tunnels
is limited. Be careful to set the value for allowing the number of tunnels can be created simultaneously.
Its value ranges from 1 to 40.

VPN Dynamic IP Setting

Allow user to build VPN tunnel with the device from any remote VPN gateway or host regardless of its
IP information.

Tunnel name

Indicate which tunnel that is focused now.

Method

IPSec VPN supports two kinds of key-obtained methods: manual key and automatic key exchange (IKE).
Manual key approach indicates that two end VPN gateways setup authenticator and encryption keys by
system managers manually. However, IKE approach will perform automatic Internet key exchange.
System managers of both end gateways only need set the same pre-shared key.

Function of Buttons

More: To setup detailer configuration for manual key or IKE approaches by clicking the "More" button.
The detailer configuration data must be set before creating VPN tunnel.

4.6.5.1 VPN Dynamic IP Setting

IPSEC Settings

Setting
& Enable

™ Methios over IPS

% number of tunnels

Item Action Enable

PN Dynamic [P Setting |

Tunnel Mame Method Action
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When using VPN Dynamic IP Setting, this VPN router can accept tunnel creation requests from more
IPSec initiators whose IP address are dynamic except those with static IP address. By this way, the VPN
router will not check VPN initiator’s IP information, so user can build VPN tunnel at the VPN router
from any remote VPN router or host regardless of its IP information. The setting is same with following

IKE setup except some fields are not required here.

4.6.5.2 IKE setup
Press “More”>

VPN Settings - Tunnel 1 - IKE

™ Tunnel Name tunnelt
™ Local Subnet 192.188.123.254
> Local Metmask 255.255.255.0

mote Subnet

I
> Life Tirne
ation Protocal
W Enahble

mode

™ Remate D

™ Local ID

Save

IKE setup includes the setting of following items: local subnet, local netmask, remote subnet, remote
netmask, remote gateway, Life Time, Encapsulation Protocol, pfs, aggressive mode, pre-shared key,
remote ID and local ID. The tunnel name is derived from previous page of VPN setting.

Local subnet

It is the subnet of LAN site of local VPN gateway. It can be a host, a partial subnet, and the whole subnet
of LAN site of local gateway.

Local netmask

Local netmask combined with local subnet forms a subnet domain.

Remote subnet

It is the subnet of LAN site of remote VPN gateway; it can be a host, a partial subnet, and the whole

subnet of LAN site of remote gateway.

Remote netmask

Remote netmask combined with remote subnet to form a subnet domain of remote end.
Remote gateway

Remote gateway is the IP address of remote VPN gateway.

Life Time

The value of life time represents the life time of dedicated VPN tunnel between both end gateways. Its
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value ranges from 300 seconds to 172,800 seconds.

Encapsulation Protocol

There are three protocols can be selected: ESP, AH and ESP+AH.

pfs:

Perfect Forward Secrecy (PFS), allow IKE to re-exchange a key for IPSec instead of direct use [ISAKMP
key as the IPSec key during phase 2 of IKE negotiation. The ISAKMP key is derived at the end of phase
1 of IKE negotiation. This setting must be same between initiator and responder or a VPN tunnel can not
be created.

Aggressive mode:

During phase 1 of IKE negotiation, IKE operates in main mode or aggressive mode. Aggressive mode is
a reduced version of main mode and more unsafe.

Pre-shared key

It is the first key that supports IKE mechanism of both VPN gateways for negotiating further security
keys. The pre-shared key must be same for both end gateways.

Remote ID

It is optional. Some VPN gateways require ID for authentication. For example, to connect to SonicWall
VPN gateway, user should input serial number here. But to connect to Cisco VPN gateway, user should

input IP@domain.

Local ID

It is optional. Some VPN gateways require local ID for authentication. For example, NetScreen VPN
router serves as the initiator and can inquire if the responder is specific gateway or host that should be

dedicated by the local ID.
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4.6.5.3 Manual Key setup
Press “More” >

VPN Settings - Tunnel 1 - Manual key

™ Tunnel Mame
L

ion Protocol

Manual key setup includes more items than IKE setup, like Local SPI, Remote SPI, Encryption
Algorithm, Encryption Key, Authentication Algorithm, and Authentication Key.

Tunnel name

Indicate which tunnel that is focused now. The tunnel name is derived from previous page of VPN
setting.

Local subnet

It is the subnet of LAN site of local VPN gateway. It can be a host, a partial subnet, or the whole subnet
of LAN site of local gateway.

Local netmask

Local netmask combined with local subnet forms a subnet domain.

Remote subnet

It is the subnet of LAN site of remote VPN gateway; it can be a host, a partial subnet, or the whole

subnet of LAN site of remote gateway.

Remote netmask

Remote netmask combined with remote subnet forms a subnet domain of remote end.

Remote gateway

The field should be filled with the IP address of remote VPN gateway.

Life time

The value of life time represents the life time of dedicated VPN tunnel between both end gateways. Its
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value ranges from 300 seconds to 172,800 seconds.

Encapsulation protocol

There are two protocols can be selected: ESP and AH.

Local SPI

SPI is an important parameter during hashing. Local SPI will be included in the outbound packet
transmitted from WAN interface of local gateway. The value of local SPI should be set in hex formatted.
Remote SPI

Remote SPI will be included in the inbound packet transmitted from WAN site of remote gateway. It will
be used to de-hash the coming packet and check its integrity. The value of remote SPI should be set in
hex formatted.

Encryption algorithm

There are three algorithms can be selected: AES, 3DES and DES (Some models only support 3DES and
DES). But when the encapsulation protocol is AH, encryption algorithm is unnecessarily set.
Encryption key

Encryption key is used by the encryption algorithm. Its length is 8 bytes if encryption algorithm is DES
or 24 bytes if 3DES. The key value should be set in hex formatted.

Authentication algorithm

There are two algorithms can be selected: SHA1 and MDS5. But “none” also can be selected here if no
hashing operation is necessary.

Authentication key

Authentication key is used by the authentication algorithm. Its length is 16 bytes if authentication
algorithm is MDS5 or 20 bytes if SHA1. Certainly, its length will be 0 if no authentication algorithm is

chosen. The key value should be set in hex formatted.
4.6.6 Miscellaneous Items
Miscellaneous Items

istrator Host f Port ! W Enable

Remote Administrator Host/Port

In general, only Intranet user can browse the built-in web pages to perform administration task. But this
feature enables you to perform administration task from remote host. If this feature is enabled, only the
specified IP address can perform remote administration. If the specified IP address is 0.0.0.0, any host
can connect to this product to perform administration task. You can use subnet mask bits "/nn" notation

to specified a group of trusted IP addresses. For example, "10.1.2.0/24".
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NOTE: When Remote Administration is enabled, the web server port will be shifted to 88 for remote

administrator but no change for local administrator. You can change web server port to other port, too.

Administrator Time-out

It is the time of no activity on management web server to logout the administrator by router system

automatically. Set it to zero to disable this feature.

Discard PING from WAN side

When this feature is enabled, any host on the WAN cannot ping this product.

Disable UPnp

When this feature is enabled, UPnP feature will be disabled.

4.7 Advanced Settlng Chapter Home

C-s aNnaEsIE Se-E

level’

one Status! Wizard Basic Setting/ Forwarding Rulesf Secuity Settingi Advariced Seffingf Toolox O Logout

< Advanced S

I Systern Log Advanced Setting
b Dynamic DNS

I SMNMP

[ Routing

b System Time Eev= ey

[» Schedule Rule

IP addre:

tirne frorm N
20034 10 H29F PM 052257

Filter.
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4.7.1 System Log

System Log

P Add } C 192, . Enahle
> E-mail Alet M Enable
B SMTP Server IP and Port

kSend E-mail alert to

B E-rmail Subject

iew Log...

This page supports two methods to export system logs to specific destination by means of syslog (UDP)
and SMTP (TCP). The items you have to setup including:

IP Address for Syslog
Host IP of destination where syslog will be sent. Check Enable to enable this function.
E-mail Alert Enable

Check if you want to enable Email alert (send urgent information to administrator via email).

SMTP Server IP and Port

Input the SMTP server IP and port, which are concatenated with ':'. If you do not specify port number,

the default value is 25. For example, "mail.your url.com" or "192.168.1.100:26".

Send E-mail alert to

This field is filled with the recipients who will receive these logs. You can assign more than one

recipient by using ';' or ,' to separate these email addresses.

E-mail Subject

This field is filled with the subject of email alert. This setting is optional.

View log

System Log

You can View system log by clicking on the View Log button
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4.7.2 Dynamic DNS

Dynamic DNS

9 Disable W Enable

DynDNS. org{Dynamic) =

To host your server on a changing IP address, you have to use dynamic domain name service (DDNS).
So that anyone wishing to reach your host only needs to know the name of it. Dynamic DNS will map
the name of your host to your current IP address, which changes each time you connect your Internet

service provider.

Before you enable Dynamic DNS, you need to register an account on one of these Dynamic DNS

servers that we list in provider field.

To enable Dynamic DNS click the check box next to Enable in the DDNS field. Next you can enter the
appropriate information about your Dynamic DNS Server. You have to define: Provider, Host Name,
Username/E-mail and Password/Key. You will get this information when you register an account on a

Dynamic DNS server.

Example:

Dynamic DNS

NS [ ] e L Enable
DynDNS. org{Dynamic) =
st Marne username.dyndns. org

narme S E-mail usermarnie

After Dynamic DNS setting is configured, click on the Save button.
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4.7.3 SNMP Setting

SNMP Setting

Bl Local M Remote

In brief, SNMP, the Simple Network Management Protocol, is a protocol designed to give a user the
capability to remotely manage a computer network by polling and setting terminal values and
monitoring network events.

Enable SNMP

You must check either Local or Remote or both to enable SNMP function. If Local is checked, this
device will response request from LAN. If Remote is checked, this device will response request from
WAN.

Get Community

Setting the community of Get Request your device will response.
Set Community
Setting the community of Set Request your device will accept.

Example:

SNMP Setting

» Enable ]z . Local . Remote
Community public
Coammunity privatel

S IP 0.0.0.0

S P 2 0.0.0.0

“IP3 0.0.0.0
0.0.0.0

1. This device will response to SNMP client whose get community is set as “public”

2. This device will response to SNMP client whose set community is set as “private

3. This device will response request only from LAN.
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4.7.4 Routing Table

Routing Table

Item

W RIPv2

Enable
]

Destination Subnet Mask Gateway

o
-

Unda

Routing Tables allow you to determine which physical interface address to use for outgoing IP data
grams. If you have more than one routers and subnets, you will need to enable routing table to allow
packets to find proper routing path and allow different subnets to communicate with each other. Routing

Table settings are settings used to setup the functions of static and dynamic routing.
RIP Enable: Check to enable RIP function. It supports dynamic routing information exchange.

Static Routing: For static routing, you can specify up to 8 routing rules. You can enter the destination IP
address, subnet mask, gateway, and hop for each routing rule; and then enable or disable the rule by

checking or unchecking the Enable checkbox.
Example:

Routing Table

ltem

Enable
Iv]

Destination Subnet Mask Gateway

192.168.3.0 265.285.255.0 192.168.1.33
192.168.5.0 265.286.285.0 192.168.1.85

]
-

Undo
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|
192 168.1.1 1921681 33 192.162.1 .55
WL ather other
Dievice zatewayl gateweay
192.166.123 254 192.165.3.254 193.168 5254
FC PC P
192 168.125.1 192.168.3.88 192 168.5.77

So if, for example, the host wanted to send an IP data gram to 192.168.3.88, it would use the above table

to determine that it had to go via 192.168.1.33 (a gateway), and if it sends packets to 192.168.5.77 will
go via 192.168.1.55.

Each rule can be enabled or disabled individually.

After routing table setting is configured, click the save button.

4.7.5 System Time

e JERAY - e - NN 1< EEE

level

[ System Log

[ Dynamic DNS
[ SMMP

[» Routing

[ System Time

[» Schedule Rule

2003#10H31H PR 01:21:32

System Time

Statusi Wizardf Basic Sefiing! Forwarding Rulesi Secuity Setiingf Advanced Sefingf Toolhox © Logoul

Setting

(GMT-12:00) Eniwetok, Kuwajalein =

and Time

nd Tirne 2003210 531H P 01:16:48

Jate and Time m:

Save

Get Date and Time by NTP Protocol

Selected if you want to Get Date and Time by NTP Protocol.
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Time Server
Select a NTP time server to consult UTC time
Time Zone

Select a time zone where this device locates.

Set Date and Time manually

Selected if you want to Set Date and Time manually.
Function of Buttons

Sync Now: Synchronize system time with network time server

4.7.6 Schedule Rule

SSRGS RS EE ERN
level
one Statusi VWizard! Basic Seftingl Forwarding Rulesi Secuity Setfing’ Advanced Settingf Toalhox £ LOgOUt

I System Time Schedule Rule

[» System Log
[ Dynamic ONS Setting

[» SRMP
b Routing selsdlute W Enable

I» Schedule Hulé
Rule# Rule Name Action

Add New Rule

2003¢ 105228 At 10:55:08

You can set the schedule time to decide which service will be turned on or off. Select the “enable” item.
Press “Add New Rule”

You can write a rule name and set which day and what time to schedule from “Start Time” to “End

Time”. The following example configure “ftp time” as everyday 14:10 to 16:20
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R A= JEkall- e kX ) B =R EEs

level

one Statuss VWizardl Basic Setting! Forwarding Ruless Secuity Sefingl Advanced Setting/ Toolbox O LOgOUt

< Advanced Se

b System Time Schedule Rule Setting

[ Systerm Log

b Dynamic DNS ltem Setting
I SHMP . i

> Routing : e of Rule 1

[ Schedule Rule
Week Day

w
=

5
=
=]

"
=
x
El
El
a
=l
5
L
=
=
El
El

DOEI0H22E AV 111214 Save | Unds

After configure Rule 1>

-5 QAT

level

one Statusi Wizard! Basic Seffing! Forwarding Rulesd Secuity Sefing Advanced Setting/ Toolbox © Logout

C Advanced Se

I System Time Schedule Rule

[ Systern Log

E gnv;\;l;nic DHS Setting
I Routing dule [ Enable

[» Schedule Rule
Rule# Rule Name Action

1 ftp time
Add New Rule

2003 10F22F Al 11:01:23

Schedule Enable
Selected if you want to Enable the Scheduler.
Edit
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To edit the schedule rule.
Delete
To delete the schedule rule, and the rule# of the rules behind the deleted one will decrease one

automatically.

Schedule Rule can be apply to Virtual server and Packet Filter, for example:

Exanplel: Virtual Server — Apply Rule#1 (ftp time: everyday 14:10 to 16:20)

R A= JEkall- e kX ) B =R EEs

level
one Statuss VWizardl Basic Setting! Forwarding Ruless Secuity Sefingl Advanced Setting/ Toolbox O LOgOUt
< Forwarding )

b Virtual Server Virtual Server

I Special AP

I Mizcellanaous Service Poris Server IP Enable Use Rule#
I | |
| o.10 [ = [N
I | T |
| o 10 [ T |
| | T |
| o.10 [ = [N
I | T |
| e 10 T |
| ] T |
| o I = [N

2003105225 A 11:03:16 _ _'- > _
| _ T |
| o 10 N T |
| | = [N
I ez 10, T |
| _ T |
| | = [N
I s.10 [ T |
| [ [
Well known services BN m

Schedule rule [[EENLCRTTGENS
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Exanple2: Packet Filter — Apply Rule#1 (ftp time: everyday 14:10 to 16:20).

R A= JEkall- e kX ) B =R EEs

level

one Statuss VWizardl Basic Setting! Forwarding Ruless Secuity Sefingl Advanced Setting/ Toolbox O LOgOUt

< Security Settig ]
I Packet Filters Inbound Packet Filter
b Domain Filters
[ URL Blocking Item Setiing

> MAC Caontral .
b VPN o * Inbound Filter

I Miscellaneous

Source IP : Ports Destination IP : Ports Enable Use Rule#
-]

2003105225 At 11:07:08

AMERTEY| O1)fp time > D
MAL Level... Helg

Outhound Filter..

Savel Undo

4.8 Toolbox Chapter Home

S-s A Ee3E SH - E

level’

Status! Wizard/ Basic Setiing/ Forwarding Rulest Secuity Setting/ Advanced Settingr |

one

C Toolhox
b View Log Toolbox
> Firmware Upgrade
[» Backup Setting
[» Reset to Default
[» Reboat
b Miscellaneous

pView Log
p Firmware Upgrade
- Prompt the =

p Backup Setting

» Reset to Default

2003 10H 29 P 06:63:16
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4.8.1 View log

@ 2] | e S B

level

[l

one Statusi Wizard! Basic Sefiing! Forwarding Rules! Secuity Setling! Advanced Settingf Toolbox O Logoul

System Log

[» Firmweare Upgrade
[ Backup Setting Ty
[ Reset to Default
[ Reboot

[ Miscellaneous

2003 10H29H Phl 08:53:29

You can View system log by clicking on the View Log button.

4.8.2 Firmware Upgrade
- QEGANRSE T

level

one Statusi Wizard! Basic Sefiing! Forwarding Rules! Secuity Setling! Advanced Settingf Toolbox O Logoul

< Toolbox
b iew: Lo
I Firmware Ungrade
[ Backup Setting
[ Reset to Default
[ Reboot
[ Miscellaneous

Firmware Upgrade

200310529 Phl 08:53:40

You can upgrade firmware by clicking Firmware Upgrade button.
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4.8.3 Backup Setting

File Download

\‘:?/ You are downloading the file:

config.bin from 192.168.123.254

Would you like to open the file or save itto your camputer?

Open l | Save | [ Cancel ] l More Info

[¥] Alweys ask before opening this type of file

You can backup your settings by clicking the Backup Setting button and save it as a bin file. Once you

want to restore these settings, please click Firmware Upgrade button and use the bin file you saved.

4.8.4 Reset to default

Microsoft Internet Explorer |X|

J‘.’) Reset all setting to default?

| oK H Caricel ]

You can also reset this product to factory default by clicking the Reset to default button.

4.8.5 Reboot

Microsoft Internet Explorer |X|

\‘\.’2 Reboot right now?

| oK | [ Cancel

You can also reboot this product by clicking the Reboot button.
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4.8.6 Miscellaneous Items

L JE AL I i ) R N<RAE| EEE
level’
one Statusi Wizardf Basic Sefiing! Forwarding Ruless Secuity Setting! Advanced Seffingf Toolbox O LDgOUl

< Toolbox

b “view Log Miscellaneous Items
[ Firmware Upgrade
[ Backup Setting
> Reset to Default
I Reb
3 ’..

Setting

o0-00-00-00-00-00

t

2003 10H31H P 01.25:68

MAC Address for Wake-on-LAN

Wake-on-LAN is a technology that enables you to power up a networked device remotely. In order to
enjoy this feature, the target device must be Wake-on-LAN enabled and you have to know the MAC
address of this device, say 00-11-22-33-44-55. Clicking "Wake up" button will make the router to send

the wake-up frame to the target device immediately.
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Appendix A: TCP/IP Configuration for Windows 95/98 back

Table of Contents
This section introduces you how to install TCP/IP protocol into your personal computer. And suppose
you have been successfully installed one network card on your personal computer. If not, please refer to
your network card manual. Moreover, the Section B.2 tells you how to set TCP/IP values for working

with this NAT Router correctly.

A.1 Install TCP/IP Protocol into Your PC

1. Click Start button and choose Settings, then click Control Panel.

2. Double click Network icon and select Configuration tab in the Network window.
3. Click Add button to add network component into your PC.

4. Double click Protocol to add TCP/IP protocol.

Select Metwork Component Type EHE3

Click the type of network. component you want to install:

Clignt

Add...
Pratocol Cancel |

B S ervice

FProtocol iz a 'language’ a computer uges. Computers
musgt uge the zame protocol ko communicate.

5. Select Microsoft item in the manufactures list. And choose TCP/IP in the Network Protocols. Click

OK button to return to Network window.

Select Hetwork Protocol E

Click the Metwork Protocol that you want toinstall, then click OK. If you have
3 an ingtallation disk for thiz dewvice, click Have Disk.

Manufacturers: MHetwark Pratocols:

} 4 FastInfrared Protocal ;I
& IFx/S5Fx-compatible Protocol
& Microsoft 32-bit DLC

4 Microzoft DLC

6. The TCP/IP protocol shall be listed in the Network window. Click OK to complete the install
procedure and restart your PC to enable the TCP/IP protocol.
A.2 Set TCP/IP Protocol for Working with NAT Router

1. Click Start button and choose Settings, then click Control Panel.

2. Double click Network icon. Select the TCP/IP line that has been associated to your network card in

the Configuration tab of the Network window.
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Network K E3

Configuratior | Identificatinnl &ccess Cantral I

The following netwaork components are installed:

S8 PCI Fast Ethernet DEC 21140 B ased Adapter ;I
& MetBEUI -> Dial-Up Adapter
& MetBEUI -> PCI Fast Ethernet DEC 21140 Based Adapter
& TCPAP -» DialUp Adapter
YTCP/IP > PCI Fast Ethernet DEC 21140 Based Adapter

B File and printer sharing for Microsaft Metworks

Add... | Remave | Properties |

Primary Mebwork, Logon:
Clierit for Microzoft Netwarks j

File and Print Sharing... |

Description

TCP/IP iz the pratoceal pou uze to connect to the Internet and
wide-area network.s.

] I Cancel

3. Click Properties button to set the TCP/IP protocol for this NAT Router.

4. Now, you have two setting methods:
A. Get IP via DHCP server

a. Select Obtain an IP address automatically in the IP Address tab.

TCP/IP Properties E

Bindngs |  Advanced | Ne®IDS |
DMS Configuration I Gateway | WINS Configuration [P Address

An IP address can be automatically azsigned to thiz computer.
1f paur netwark, does not automatically azsign IP addresses, ask
wour network, administrator for an address, and then type it in
the space belaw.

=" Obtain an IP addiess automaticall

— Specify an IP address:

|Pitdress: | ] ] ] |

Subnet sk | | . § |

(] 4 I Caticel

b. Don’t input any value in the Gateway tab.
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TCP/IP Properties

Iﬁ | bdvanced | neiDs
| WINS Corfigurtion | 1P Address |

c. Choose Disable DNS in the DNS Configuration tab.
TCP/IP Properties

| Gateway | WINS Corfigurston | IP Address |

A st NG

=1 B pe=ip

B. Configure IP manually

a. Select Specify an IP address in the IP Address tab. The default IP address of this
product is 192.168.123.254. So please use 192.168.123.xxx (xxx is between 1 and 253)
for IP Address field and 255.255.255.0 for Subnet Mask field.
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TCP/IP Properties E

Bindngs |  Advanced | MNewiDs |
DMS Configuration I Gateway | WINS Configuration  |F Address

An IP address can be automatically assigned to this computer.
If wour network does not automatically aszign IP addreszes, ask
wour netwark, administrator for ah address, and then tppe it in
the space below.

" Obtain an P address automatically

' Specify an IP address:

IP Addiess [192.168.123.115 |

SubnetMask.  |255.265.255. 0 |

Ok I Cancel |

b. Inthe Gateway tab, add the IP address of this product (default IP is 192.168.123.254) in
the New gateway field and click Add button.

TCP/IP Properties E

Bindngs | Advanced | NetBIOS
D& Configuration  Gateway |WINS Configuration I |IP Address

The first gateway in the Installed Gateway list will be the default.
The addresz order in the list will be the order in which these
machites are uzed.

Mew gatewaw:
192.168.123.254 | add |

Inztalled gateways:

Eemave |

Ok I Cancel |

c. Inthe DNS Configuration tab, add the DNS values which are provided by the ISP into
DNS Server Search Order field and click Add button.
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TCP/IP Properties HE
| Gateway | WINS Configuration | IP Address |
("
Ol

[
168. 95 .192. 1|

1669611 Remove

56



