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Introduction

Congratulations on purchasing LevelOne FBR-1405TX Broadband router. TheLevelOne FBR-
1405TX Broadband Router is an incredibly fast router with 20 Mbps LAN to WAN throughput.
TheLevelOne FBR-1405TX is a cost-effective IP Sharing Router that enables multiple users to
share the Internet through an ADSL or cable modem. Simply configure your Internet connection
settings in theLevelOne FBR-1405TX router and plug your PC to theLevelOne FBR-1405TX LAN
port and you're ready to share files and access the Internet. As your network grows, you can
connect another hub or switch to the router’s LAN ports, allowing you to easily expand your
network. TheLevelOne FBR-1405TX provides a total solution for the Small and Medium-sized
Business (SMB) and the Small Office/Home Office (SOHO) markets, giving you an instant
network today, and the flexibility to handle tomorrow's expansion and speed.

Features
e High Internet Access throughput (20M)

Allow multiple users to share a single Internet line

Supports up to 253 users

Internet Access via Cable or xDSL modem

Access Private LAN Servers from the Public Network

Equipped with four LAN ports (10/100M) and one WAN port (10/100M)

Support DHCP (Server/Client) for easy setup

Support advance features such as: Special Applications, DMZ, Virtual Servers, Access

Control, Firewall, and Bridge mode.

e Allow you to monitor the router’s status such as: DHCP Client Log, Security Log and
Device/Connection Status

e Easy to use Web-based GUI for configuration and management purposes

e Remote Management allows configuration and upgrades from a remote site (over the
Internet)

Minimum Requirements
e One External xDSL (ADSL) or Cable modem with an Ethernet port (RJ-45)
o Network Interface Card (NIC) for each Personal Computer (PC)

e PCs with a Web-Browser (Internet Explorer 4.0 or higher, or Netscape Navigator 4.7 or
higher)

Package Content
e One 4-port Broadband Router Unit
One Quick Installation Guide
One User Manual CD
One Power Adapter

Accessories




Get to know the Broadband Router

Back Panel
The diagram (fig1.0) below shows the broadband router’s back panel. The router’s back panel is
divided into three sections, LAN, WAN and Reset:
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Figure 1.0

1) Local Area Network (LAN)
The Broadband router’s 4 LAN ports are where you connect your LAN’s PCs, printer servers,

hubs and switches etc.

2) Wide Area Network (WAN)
The WAN port is the segment connected to your xDSL or Cable modem and is linked to the

Internet.

3) Reset
The Reset button allows you to do one of two things.

1) If problems occur with your router, press the router’s reset button with a pencil tip (for
less than 4 seconds) and the router will re-boot itself, keeping your original
configurations.

2) If problems persist or you experience extreme problems or you forgot your password,
press the reset button for longer than 4 seconds and the router will reset itself to the
factory default settings (warning: your original configurations will be replaced with
the factory default settings)




Front Panel

On the router’s front panel there are LED lights that inform you of the router’s current status.
Below is an explanation of each LED and its description.

WAN LAN
Wi @ ® ® O ©

LNkACT @ @ @ © ©
1

W FBR-1405TX 1-Port Broadband Router w/4 LAN Port

2 3 4

LED Light Status Description
PWR ON Router’s power supply is on
WAN 10/100M ON WAN port 100Mbps is connected
Off WAN port 10Mbps is connected
WAN LNK/ACT ON WAN port is connected (LNK)
Off NO WAN connection
Flashing WAN port has Activity (ACT), data being sent
LAN 10/100M ON LAN port 100Mbps is connected
(Port 1-4) Off LAN port 10Mbps is connected
LAN LNK/ACT ON LAN port is connected (LNK)
(Port 1-4) Off NO LAN connection
Flashing LAN port has Activity (ACT) data being sent




Setup Diagram

Figure 1.2 below shows a typical setup for a Local Area Network (LAN).
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Getting started

This is a step-by-step instruction on how to start using the router and get connected to the
Internet.

1) Setup your network as shown in the setup diagram above (fig 1.2).

2) You then need to set your LAN PC clients so that it can obtain an IP address automatically.
All LAN clients require an IP address. Just like an address, it allows LAN clients to find one
another. (If you have already configured your PC to obtain an IP automatically then proceed
to step 3, page 11)

Configure your PC to obtain an IP address automatically

By default the broadband router’'s DHCP is on, this means that you can obtain an IP address
automatically once you've configured your PC to obtain an IP address automatically. This
section will show you how to configure your PC’s so that it can obtain an IP address
automatically for either Windows 95/98/Me, 2000 or NT operating systems. For other
operating systems (Macintosh, Sun, etc.), follow the manufacturer’s instructions. The
following is a step-by-step illustration on how to configure your PC to obtain an IP address
automatically for 2a) Windows 95/98/Me, 2b) Windows XP, 2c) Windows 2000 and 2d)
Windows NT.

2a) Windows 95/98/Me

1: Click the Start button and select Settings, then click Control Panel. The Control Panel
window will appear.

2: Double-click Network icon. The Network window will appear.

3: Check your list of Network Components. If TCP/IP is not installed, click the Add button to
install it now. If TCP/IP is installed, go to step 6.

4: In the Network Component Type dialog box, select Protocol and click Add button.

5: In the Select Network Protocol dialog box, select Microsoft and TCP/IP and then click the
OK button to start installing the TCP/IP protocol. You may need your Windows CD to
complete the installation.

6: After installing TCP/IP, go back to the Network dialog box. Select TCP/IP from the list of
Network Components and then click the Properties button.

7: Check each of the tabs and verify the following settings:

e Bindings: Check Client for Microsoft Networks and File and printer sharing for
Microsoft Networks.

e Gateway: All fields are blank.

o DNS Configuration: Select Disable DNS.

e WINS Configuration: Select Disable WINS Resolution.

o |P Address: Select Obtain IP address automatically.




TCPAIP Properties EH

Bindngs |  Advanced | Ne®iDS |
CMS Configuration ] [Gateway ] WINS Configuration  |P Address

An |P addresz can be automatically assigned to this computer.
If your network, does nob automatically azsign IP addresszes, azk
wour network adminiztrataor for an address, and then tope it in
the space below,

* iObtain an P address automatically

" Specify an IP address:

8: Reboot the PC. Your PC will now obtain an IP address automatically from your
Broadband Router's DHCP server.

Note: Please make sure that the Broadband router's DHCP server is the only DHCP server
available on your LAN.

Once you've configured your PC to obtain an IP address automatically, please proceed to

Step 3 (Page 11).

2b) Windows XP

1: Click the Start button and select Settings, then click Network Connections. The Network
Connections window will appear.

2: Double-click Local Area Connection icon. The Local Area Connection window will
appear.

3: Check your list of Network Components. You should see Internet Protocol [TCP/IP] on
your list. Select it and click the Properties button.

4: In the Internet Protocol (TCP/IP) Properties window, select Obtain an IP address
automatically and Obtain DNS server address automatically as shown on the following
screen.




Internet Protocol (TCP/IP) Properties

General | Alernate Configuration

Y'ou can get |P zettings azsigned automatically if pour nebwork, supparts
thiz capability. Otherwize, you need to agk your network, administrator for
the appropnate P zettings.

{(®) Obtain an IF address automatically
() Uze the follawing IP address:

(&) ilbtain DMS server address automaticall

() Use the follawing DMS server addresses:

[ ak. H Canicel ]

5: Click OK to confirm the setting. Your PC will now obtain an IP address automatically
from your Broadband Router’'s DHCP server.

Note: Please make sure that the Broadband router's DHCP server is the only DHCP server
available on your LAN.

Once you’ve configured your PC to obtain an IP address automatically, please proceed to
Step 3 (Page 12).
2c) Windows 2000

1: Click the Start button and select Settings, then click Control Panel. The Control Panel
window will appear.

2: Double-click Network and Dial-up Connections icon. In the Network and Dial-up
Connection window, double-click Local Area Connection icon. The Local Area
Connection window will appear.

3: In the Local Area Connection window, click the Properties button.

4: Check your list of Network Components. You should see Internet Protocol [TCP/IP] on
your list. Select it and click the Properties button.

5: In the Internet Protocol (TCP/IP) Properties window, select Obtain an IP address




automatically and Obtain DNS server address automatically as shown on the following
screen.

Internet Protocol {TCP/IP) Properties ed A

General

“ou can get P settings azzigned automatically if pour network, supports
thiz capability. Othemwize, you need o azk your network, adminiztratar for
the appropriate |F settings.

% Obtain an P addrezs autoratically

—{" Use the following IP address:
|F address: I

Subnet maszk: I

[Mefault gatewan I

= Obtain DN5 server address automatically

—{" Use the following DNS server addresses:
Freferred DS zemver I

Alternate DN S servern I

Advanced... |
k. I Cancel |

6: Click OK to confirm the setting. Your PC will now obtain an IP address automatically
from your Broadband Router's DHCP server.

Note: Please make sure that the Broadband router's DHCP server is the only DHCP server
available on your LAN.

Once you’ve configured your PC to obtain an IP address automatically, please proceed to
Step 3 (Page 11).
2d) Windows NT

1: Click the Start button and select Settings, then click Control Panel. The Control Panel
window will appear.

2: Double-click Network icon. The Network window will appear. Select the Protocol tab from
the Network window.

3: Check if the TCP/IP Protocol is on your list of Network Protocols. If TCP/IP is not
installed, click the Add button to install it now. If TCP/IP is installed, go to step 5.

4: In the Select Network Protocol window, select the TCP/IP Protocol and click the Ok
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button to start installing the TCP/IP protocol. You may need your Windows CD to
complete the installation.

5: After you install TCP/IP, go back to the Network window. Select TCP/IP from the list of
Network Protocols and then click the Properties button.

6: Check each of the tabs and verify the following settings:
. IP Address: Select Obtain an IP address from a DHCP server.
. DNS: Let all fields are blank.
. WINS: Let all fields are blank.
. Routing: Let all fields are blank.

Microzoft TCP/IP Properties |

IP Address | DNS | NS Address | Routing |

An P addrezs can be automatically azsigned to this network: card
by a DHCF zerver. | your netwark does not have a DHCP zerver,
azk. your nebwork. adminiztrator for an addresz, and then tepe it in
the zpace below.

Adapter:

A0 Family PCI Fast Ethernet Adapter i

1] Realtek. RTLA1

¥ Obtain an IP address fram a DHCP zerver

— ' Specify an |P address

|Bsddress: |

Sutmethastk: |

rerault Fatema I

Advanced... |
] I Cancel | Sl |

7: Click OK to confirm the setting. Your PC will now obtain an IP address automatically
from your Broadband Router's DHCP server.

Note: Please make sure that the Broadband router's DHCP server is the only DHCP server
available on your LAN.

Once you've configured your PC to obtain an IP address automatically, please proceed to
Step 3 (Page 11).

3) Once you have configured your PCs to obtain an IP address automatically, the router’'s
DHCP server will automatically give your LAN clients an IP address. By default the
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Broadband Router's DHCP server is enabled so that you can obtain an IP address
automatically. To see if you have obtained an IP address, see Appendix A.

Note: Please make sure that the Broadband router's DHCP server is the only DHCP server
available on your LAN. If there is another DHCP on your network, then you’ll need to switch
one of the DHCP servers off. (To disable the Broadband router's DHCP server see chapter 2
LAN Port)

4) Once your PC has obtained an IP address from your router, enter the default IP address
192.168.2.1 (broadband router’s IP address) into your PC’s web browser and press <enter>

- JE R~
ress | hitpi//192.168.2.1

~lI[#y »DaP (mg0ptons "

5) The website screen below will appear. This website contains the router’'s web-based
management screens that allows you to configure your broadband router. Click <LOGIN>

Note: By default there is NO password. For security reasons it is recommended that you
input a password as soon as possible (in General setup/system/password, see chapter 2)

192,168 2.1/ - Microsoft Internet Explorer =10 x|
File Edit ¥iew Favorites Tools Help ﬁ
=Bk - = - @) 2] & | Qiearh GhFevorits PMedin 0B | By S ) -

Address |(&] hipi192.168.2.1/

|

Enter Your Password

Password: ||
CANCEL |

2|
/€] Done [ [ |4 Intermet 4
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6) The HOME page screen below will appear. The Home Page is divided into four sections,
Quick Setup Wizard, General Setup, Status Information and Tools.

Quick Setup Wizard (Chapter 1)
If you only want to start using the broadband router as an Internet Access device then you
ONLY need to configure the screens in the Quick Setup Wizard section.

General Setup (Chapter 2)

If you want to use more advanced features that the broadband router has to offer, then you'll
need to configure the Quick Setup Wizard and the General Setup section. Alternatively, you
can just configure the General Setup section, since the General Setup/WAN and the Quick
Setup Wizard contain the same configurations.

Status Information (Chapter 3)
The Status Information section is for you to monitor the router’s current status information
only.

Tools (Chapter 4)
If you want to Reset the router (because of problems) or save your configurations or upgrade
the firmware then the Tools section is the place to do this.

/2R Untifled Document - Microsoft Intermet Explorer =10l x|

File Edit ¥iew Favortes Tools Help ﬁ

“Bak + = - @ 2] & Qieach GaFavorits DMedin 8| By S [0 -

Address [&] hitp:#192.166.2 Lindexstm =l e
level"
one HOME / General Setup f STATUS f Tool O Logout

General Setup

Status Info

Tools |

€] Done [ [ |4 et 4
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Menu

Description

Quick Setup Wizard (Chapter 1)

General Setup (Chapter 2)

Status Information (Chapter 3)

Tools (Chapter 4)

Logout

Select your Internet connection type and then
input the configurations needed to connect to
your Internet Service Provider (ISP).

This section contains configurations for the
Broadband router’s advance functions such as:
Bridge, Address Mapping, Virtual Server,
Access Control, Hacker Attack Prevention, DMZ,
Special applications and other functions to meet
your LAN requirements.

In this section you can see the Broadband
router's system information, Internet Connection,
Device Status, Security Log and DHCP client
Log information.

This section contains the broadband router’'s
Tools - Tools include Configuration tools,
Firmware upgrade and Reset. Configuration
tools allow you to Backup (save), Restore, or
Restore to Factory Default configuration for your
Broadband router. The Firmware upgrade tool
allows you to upgrade your Broadband router's
firmware. The RESET tool allows you to reset
your Broadband router.

Selecting logout will return you to the LOGIN
page

7) Click on Quick Setup Wizard (see chapter 1) to start configuring settings required by your
ISP so that you can start accessing the Internet. The other sections (General Setup, Status
Information and Tools) do not need to be configured unless you wish to implement/monitor

more advance features/information.

Select the section (Quick Setup Wizard, General Setup, Status Information and Tools) you wish
to configure and proceed to the corresponding chapter. Use the selections on the web
management’s top right hand page (see below) to navigate around the web-based management

User Interface.

14



Chapter 1

Quick Setup

The Quick Setup section is designed to get you using the broadband router as quick as possible.
In the Quick Setup you are required to fill in only the information necessary to access the Internet.
Once you click on the Quick Setup Wizard in the HOME page, you should see the screen below.

Step 1) Time Zone
The Time Zone allows your router to base its time on the settings configured here, this will affect
functions such as Log entries and Firewall settings.

w st - Microsoft Internet Explorer I ] [
File Edit W¥iew Favorites Tools Help ﬁ
&Buk » = - () [F] 4| Qseach GFevortes EMedin (B | By S [0 -
Address [€] hip:#192 168.2. L ketupw stm = @
level’
oneg

8 1. Time Zane 1. Time Zone

0]

Set the time zone for the Broadband router. This information is used for log entries and fi

Set Time Zone
[GWTHI3:00) Taipei

M Enable Daylight Savings

Start Daylight Savings Time M m

End Daylight Savings Time M m

|&] Done ’_’_|_|@ Internet
Parameter Description
Set Time Zone Select the time zone of the country you are

currently in. The router will set its time based on
your selection.

Enable Daylight Savings The router can also take Daylight savings into account. If
you wish to use this function, you must check/tick the
enable box to enable your daylight saving configuration
(below).

15



Start Daylight Savings Time Select the period in which you wish to start daylight
Savings Time

End Daylight Savings Time Select the period in which you wish to end daylight
Savings Time

Click on NEXT to proceed to the next page (step 2) Broadband Type.

Step 2) Broadband Type

In this section you have to select one of four types of connections that you will be using to
connect your broadband router’s WAN port to your ISP (see screen below).

Note: Different ISP’s require different methods of connecting to the Internet, please check with
your ISP as to the type of connection it requires.

y {t Internet Explorer =181 x1
File Edit Wiew Favorites Tools Help ﬁ
&Buk - = - (D[4 | @eah [GeFwvorits Media (B | By S [0 -
Address [ €] htp #192.168.2. Lsetupw stm x| @oe

level

one HOME / General Setup / STATUS f Toal O Logout

8 1. Time Zone 2. Broadband Type

O . ¢ th in ice Provi e modem,

/€] Done [T [ oot 4
Menu Description

1.1 Cable Modem Your ISP will automatically give you an IP address

1.2 Fixed-IP xDSL Your ISP has given you an IP address already

16



1.3 PPPoE Your ISP requires you to use a Point-to-Point Protocol over
Ethernet (PPPOE) connection.

1.4 PPTP Your ISP requires you to use a Point-to-Point Tunneling Protocol
(PPTP) connection.

Click on one of the WAN type and then proceed to the manual’s relevant sub-section (1.1, 1.2,
1.3 or 1.4). Click on Back to return to the previous screen.

1.1 Cable Modem

Choose Cable Modem if your ISP will automatically give you an IP address. Some ISP’s may also
require that you fill in additional information such as Host Name and MAC address (see screen
below).

Note: The Host Name and MAC address section is optional and you can skip this section if your
ISP does not require these settings for you to connect to the Internet.

24 http://192 168 2. 1/setupw tm - Microsoft Internet Bxplarer =10 x|
Fil: Edit View Favortes Toolz Help ﬁ
& Bak ~ = - (D i | OhSearch (G Favorites EFMedia ¢4 | By S -
Adress [&) hitp:/192 1682 Lsstupw stm =] @0

level

one HOME / General Setup [ STATUS / Tool © Logout

1. Time £
R 3P Address Info
C 3. IP Address Info

Cable Modem

wac voess TR NN NN (N N

/€] Done L |4 Doteret 4
Parameters Description
Host Name If your ISP requires a Host Name, type in the host name

provided by your ISP, otherwise leave it blank if your ISP does
not require a Host Name.
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MAC Address

Your ISP may require a particular MAC address in order for you
to connect to the Internet. This MAC address is the PC’s MAC
address that your ISP had originally connected your Internet
connection to. Type in this MAC address in this section or use
the Clone MAC Address button to replace the WAN MAC
address with the MAC address of that PC (you have to be using
that PC for the Clone MAC Address button to work). If necessary,
you can use the Release and Renew buttons to release and
renew the WAN IP address. To find out the PC’'s MAC address
see Appendix A. (see Glossary for an explanation on MAC
address)

Click <OK> when you have finished the configuration above. Congratulations! You have
completed the configuration for the Cable Modem connection. You can start using the router now,
if you wish to use some of the advance features supported by this router see chapter 2, 3, 4.

1.2 Fixed-IP xDSL

Select Fixed-IP xDSL if your ISP has given you a specific IP address for you to use. Your ISP
should provide all the information required in this section.

File  Edit View Favorts Tools Help

2 lisstupw gtm - Microsoft Internet Explorer = | a | il

GBack - = - @ [2] A | Disearch

[ Favoritss  GfMedia % | Ey- S -

3. IP Address Info

Address [{€] tp:11192.168 2.1 sstopw st = @
level'
one HOME f General Setup / STATUS / Tool © Logout
) 1. Time Zone
& 2 Brandband Typd 3.IP Address Info

Fixed-IP xDSL

Br the [P A
fled to you b

—

‘ Gateway IP

NS

Subnet Mask

|@j Dane l_l_l_le Intemnet Y
Parameters Description
1P This is the IP address that your ISP has given you.
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Gateway [P This is the ISP’s IP address gateway
DNS This is the ISP’s DNS server IP address

Subnet Mask Enter the Subnet Mask provided by your ISP
(e.g. 255.255.255.0)

Click <OK> when you have finished the configuration above. Congratulations! You have
completed the configuration for the Fixed-IP x DSL connection. You can start using the router
now, if you wish to use some of the advance features supported by this router see chapter 2, 3, 4.

1.3 PPPoE

Select PPPoE if your ISP requires the PPPoE protocol to connect you to the Internet. Your ISP
should provide all the information required in this section.

2. 1isetupw stm - Microsoft Intemet Explorer -[ol x|
File Edit ¥iew Favorits Toole Help ﬁ

&Buk v = - @ [2] A& | @each [(Fvorts @Medin ¢4 | B S [0 -

Addvess [&) nitp:4192.168 2 istupw st = 6o
level
one HOME f General Setup / STATUS / Tool O Logout
< 1, Time Zone
SRR e 3.IP Address Info
s 3. IP Address Info

PPPoE

Use PPPoE Authentication

User Mame : IBfiddZ?B?@hinet.net

I

Password :

I

Please retype your password :

Semice Mame : I

MATU |1454 (296<=MTLl Value==1492)

Maximum ldle Time Im

¥ Auto-reconnect

&1 5o | [ e 7

Parameter Description
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User Name

Password

Please retype
your password

Service Name

MTU

Maximum Idle Time

Auto-reconnect

Enter the User Name provided by your ISP for the PPPoE
connection

Enter the Password provided by your ISP for the PPPoE
connection

Type in the Password again to re-confirm

This is optional. Enter the Service name should your ISP
requires it, otherwise leave it blank.

This is optional. You can specify the maximum size of your
transmission packet to the Internet. Leave it as it is if you to not
wish to set a maximum packet size.

You can specify an idle time threshold (minutes) for the WAN
port. This means if no packets have been sent (no one using the
Internet) during this specified period, the router will automatically
disconnect the connection with your ISP. Note: Idle time “0”
means no time out, e.g. no time restriction (always On)

If you check the Auto-reconnect function, then when the WAN
connection is disconnected the router will automatically re-
connect when there is a request by a user to access the Internet

Click <OK> when you have finished the configuration above. Congratulations! You have
completed the configuration for the PPPoE connection. You can start using the router now, if you
wish to use some of the advance features supported by this router see chapter 2, 3, 4.

1.4 PPTP

Select PPTP if your ISP requires the PPTP protocol to connect you to the Internet. Your ISP
should provide all the information required in this section.
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oft Intemet Explorer =13 x|

File Edit ¥View Favortes Tools Help ﬁ

Bk - = - @ 2 & | Qseach GgFovorits PMedin F | By S0 -

Address [i&) hitp:/192.168.2. 1 setupw st ] -
level
one HOME / General Setup / STATUS / Toal O Logout
< 1. Time Zone
& 2. Broadband Typ SRR CLICENT BT
3. IP Address Info

PPTP

« WAN Interface Settings
an IP addr

IF Address :

Subnet Mask :

Default Gateway :

PRTP Gateway :

User 1D : I

Password : |

Idle Time Out :

-

&) Dane T lememet
Parameter Description
IP Address This is the IP address that your ISP has given you to
establish a PPTP connection.
Subnet Mask Enter the Subnet Mask provided by your ISP
(e.g. 255.255.255.0)
Gateway Enter the IP address of the ISP Gateway
User ID Enter the User Name provided by your ISP for the PPTP
connection. Sometimes called a Connection ID
Password Enter the Password provided by your ISP for the PPTP

connection
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PPTP Gateway If your LAN has a PPTP gateway, then enter that PPTP gateway
IP address here. If you do not have a PPTP gateway then enter
the ISP’s Gateway IP address above

Idle Time You can specify an idle time threshold (minutes) for the WAN
port. This means if no packets have been sent (no one using the
Internet) throughout this specified period, then the router will
automatically disconnect the connection with your ISP. Note: Idle
time “0” means no time out, e.g. no time restriction (always On)

Click <OK> when you have finished the configuration above. Congratulations! You have
completed the configuration for the PPTP connection. You can start using the router now, if you
wish to use some of the advance features supported by this router see chapter 2, 3, 4.
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Chapter 2

General Settings

Once you click on the General Setup button at the Home Page, you should see the screen below.

If you have already configured the Quick Setup Wizard you do NOT need to configure anything
thing in the General Setup screen for you to start using the Internet.

The General Setup contain advanced features that allow you to configure the router to meet your
network’s needs such as: Bridge, Address Mapping, Virtual Server, Access Control, Hacker
Attack Prevention, Special Applications, DMZ and other functions.

0.2.14etopw st - Microsoft Internet Explorer ]
File Edit ¥iew Fovorites Iools  Help ﬁ
@ Back + = - @[3 23| Qieorch [ Favorites Media B | 5 S [0 -
Address [&) hiip 1921682 1 ketopw stm ~| 6o
level

up / STATUS / Taol O Logout

© System General Setup
O WAN

O LAN E outer 5 { Mapping, Virtual
O NAT er antrol, Hacker Attack Detection 2 :
© Firewall

|&] Done ’_ ’_ l_ |4 Tntenet v

23



Below is a general description of what advance functions are available for this broadband router.

Menu Description

2.1 System This section allows you to set the Broadband router’s system
Time Zone, Password and Remote Management Administrator.

2.2 WAN This section allows you to select the connection method in order
to establish a connection with your ISP (same as the Quick
Setup Wizard section)

2.3 LAN You can specify the LAN segment’s IP address, subnet Mask,
enable/disable DHCP and select an IP range for your LAN

2.4 NAT You can configure the Address Mapping, Virtual Server and

2.5 Firewall

Special Applications functions in this section. This allows you to
specify what user/packet can pass your router's NAT.

The Firewall section allows you to configure Access Control,
Hacker Prevention and DMZ.

Select one of the above five General Setup selections and proceed to the manual’s relevant sub-

section.
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2.1 System

The system screen allows you to specify a time zone, to change the system password and to
specify a remote management user for the broadband router.

icrosoft Internet Explorer ]
File Edit ¥iew Fovorites Iools  Help ﬁ
@ Back + = - @[3 23| Qieorch [ Favorites Media B | 5 S [0 -
Address [&) hiip 1921682 1 ketopw stm ~| 6o

level

HOME { General Setup / STATUS [ Tool O Logout

© System System Settings

F Time Zone

[» Password Settings i in figuration tools for the Broadband router's
[ Remote Management

O WAN
O LAN
O NAT
O Firewall

& C [ [ Tntemet Y

Parameters Description

System Settings

2.1.1 Time Zone Select the time zone of the country you are currently in.
The router will set its time based on your selection.

2.1.2 Password Settings Allows you to select a password in order to access the
web-based management website.

2.1.3 Remote Management You can specify a Host IP address that can perform
remote management functions.

Select one of the above three system settings selections and proceed to the manual’s relevant
sub-section.
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2.1.1 Time Zone
The Time Zone allows your router to reference or base its time on the settings configured here,
which will affect functions such as Log entries and Firewall settings.

=fy soft Intermet Explorer ]
File Edit ¥iew Fovorites Iools  Help ﬁ
@ Back + = - @[3 23| Qieorch [ Favorites Media B | 5 S [0 -
Address [&) hiip 1921682 1 ketopw stm ~| 6o

level

HOME { General Setup / STATUS [ Tool O Logout

o System Time Zone
> Time Tore
[ Password Settings
[ Remote Management
O WAN
O LAN ot T
Bl llme
o N_AT | Lone :
O Firewall ~d
Time
Semer | |0 o o o
Address :
Daylight | I Enable Function
SaiNgs - | Times From |January j |1 j to |January j |1 j

[&] hitp:#132.168 2.1 irewslL st [ | |4 Intermet y

Parameter Description

Set Time Zone Select the time zone of the country you are
currently in. The router will set its time based on
your selection.

Time Server Address The router can get correct time from a SNTP time
server. You have to assign an IP address of a timer
server. If you do not assign a time server address,
the router will get time from a default time server,
but there is no guarantee that the default time server
will always work.

Daylight Savings The router can also take Daylight savings into

account. If you wish to use this function, you must
check/tick the “Enable Function” box to enable
your daylight saving configuration (below). You
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also have to select the period in which you wish to
start and end Daylight Saving Time.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)
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2.1.2 Password Settings

You can change the password required to log into the broadband router's system web-based
management. By default, there is no password. So please assign a password to the Administrator
as soon as possible, and store it in a safe place. Passwords can contain 0 to 12 alphanumeric
characters, and are case sensitive.

t Intenet Explorer N =]

File Edit WView Favorits Tools Help ﬁ
“Buk - & - @ # 4| @eoch GHPovortes GMedin F | By S [0 -
iddvess [i@) htoei192 168 2. Lisstopw st ]~
level
one HOME / General Setup / 8TATUS / Tool O Logout
o System Password Settings
b
[» Remote Managemém
O WAN
O LAN
O NAT Current Password :
O Firewall
‘ New Passward :
Re-Enter Password for Werification
‘ Idle Time Out = |[10 Min (idle Time =0 : NO Time Ouf)
[ Apply M Cancel )
& |_|_|_|0 Intemet
Parameters Description
Current Password Enter your current password for the remote management
administrator to login to your Broadband router.
Note: By default there is NO password
New Password Enter your new password
Re-Enter Password Enter your new password again for verification purposes

for Verification
Note: If you forget your password, you’ll have to reset the router
to the factory default (No password) with the reset button (see
router’s back panel)

Idle Time Out Login Connections (login to web-based management) without
any activity that go beyond this specified period (minutes) will
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automatically disconnect the web-based management. Note: Idle
time “0” means no time out, e.g. no time restriction

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)
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2.1.3 Remote Management

The remote management function allows you to designate a host in the Internet the ability to
configure the Broadband router from a remote site. Enter the designated host IP Address in the
Host IP Address field.

8.2 1/fsetupw stm - Microzoft Internet Explorer - | EI| ﬂ
File Edit ¥iew Favortes Toole Help ﬁ

Bk » = - (@D 2] &} | QEeach [GgFavorits EMedin 4| 5N S [0 -

Addvess [&] hit 11192 168 2 1sstupwe stm [] e
level
one HOME f General Setup / STATUS / Toal O Logout

< System Remote Management [l

[ Time Zone
[

b .......... i ration @ h Cly . - esignated host

O WAN

O LAN

O NAT

O Firewall

Host Address Enabled
“n o o o | r
( Apply YN Cancel )

|®:| Done l_’_’_|0 Internet v
Parameters Description
Host Address This is the IP address of the host in the Internet that will have

management/configuration access to the Broadband router from a
remote site. This means if you are at home and your home IP address
has been designated the Remote Management host IP address for this
router (located in your company office), then you are able to configure
this router from your home. If the Host Address is left 0.0.0.0 this means
anyone can access the router’s web-based configuration from a remote
location, providing they know the password.

Click the Enabled box to enable the Remote Management function.

Note: When you want to access the web-based management from a
remote site, you must enter the router’'s WAN IP address (e.g. 10.0.0.1)
into your web-browser followed by port number 8080, e.g. 10.0.0.1:8080
(see below). You'll also need to know the password set in the Password
Setting screen in order to access the router’s web-based management.
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-1

ress 10.0.0.1:8080

1%y > Dpap Eoe

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)
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2.2 WAN

Use the WAN Settings screen if you have already configured the Quick Setup Wizard section and
you would like to change your Internet connection type. The WAN Settings screen allows you to
specify the type of WAN port connect you want to establish with your ISP. In the WAN Settings
screen you can also specify the router to act as a Bridge. The WAN settings offer the following
selections for the router's WAN port, Dynamic IP, PPPoE, PPTP, Static IP Address, DNS and
Bridge.

8.2 1fsetupw stm - Microsoft Internet Explorer - | EI| ll
File Edit ¥iew Favortes Tools Help ﬁ
GBuk + = - @) [3] o} | @Fewch [Fevorts @Medin (B | B S [0 -

Address [ @] hitp 4192.168.2. 1 setupw stm x| @

level

HOME / General Setup / STATUS / Tool O Logout

© System WAN Settings
O WAN
[ Dynamic IP The Broadband router can be connected to you ice Provider through the fallowing methods:
b PPPOE
b PPTP
[ Static IP ® Dynamic IP
[» Bridge
b DN
. DDhE @ PPPoE ;
< LAN - is a common connection method used in
o ® PPTP
© Firewall # Static IP Address . i [P / atic [P
Bridge packets to LAN.
[ &) hitp:#192.168 2 1/lan stm [ | % mtmet Yy
Parameters Description
2.2.1 Dynamic IP Your ISP will automatically give you an IP address
2.2.2 PPPoE Your ISP requires PPPoE connection.
2.2.3 PPTP Your ISP requires you to use a Point-to-Point Tunneling
Protocol (PPTP) connection.
2.2.4 Static IP Your ISP has given you an IP address already
2.2.5 Bridge The router can be used as a bridge between LANs
2.2.6 DNS You can specify a DNS server that you wish to use

32



2.2.7 DDNS You can specify a DDNS server that you wish to use and
configure the user name and password provided by you
DDNS service provider.

Once you have made a selection, click <More Configuration> at the bottom of the screen and
proceed to the manual’s relevant sub-section

2.2.1 Dynamic IP

Choose the Dynamic IP selection if your ISP will automatically give you an IP address. Some
ISP’s may also require that you fill in additional information such as Host Name, Domain Name
and MAC address (see chapter 1 “Cable Modem” for more detail)

2.2.2 PPPoE (PPP over Ethernet)

Select PPPoE if your ISP requires the PPPoE protocol to connect you to the Internet. Your ISP
should provide all the information required in this section. (See chapter 1 “PPPoE” for more detail)

2.2.3 PPTP

Select PPTP if your ISP requires the PPTP protocol to connect you to the Internet. Your ISP
should provide all the information required in this section. (See chapter 1 “PPTP” for more detail)

2.2.4 Static IP Address

Select Static IP address if your ISP has given you a specific IP address for you to use. Your ISP
should provide all the information required in this section. (See chapter 1 “Fixed IP” for more
detail)

33



2.2.5 Bridge

The bridge mode screen allows you to set your Broadband router to bridge mode and allows you
to assign an IP address for management purposes. When the bridge mode is selected, the router
in effect becomes a switch, transferring packets from the WAN port to the LAN port and vice
versa without any NAT involvement. In bridge mode, the original WAN MAC is ignored, and the
original LAN MAC address will be used as the MAC address. These values will be restored when
you set the device to operating modes other than the bridge mode.

08 2. 1setopw stm - Micromdt Internet Explorer 101 =l
File Edit ¥iew Fawortes Toole Help ﬁ
“Buck + = - (D 2 2| Qfeach [GFevores WMedin B - S 0 -

Address [{&) hitp 1192 168 2 1 setupw st =] @

level

one HOME ! General Setup £ STATUS / Toal O Logout

O System Bridge Mode
O WAN ? =

> Dynamic IP Enter the assigned IP Address, Subne : far the Bridge Mode management.
> PPFoE
b PPTP

Has your netwark administratar given you an IP Address for this device?

IP address : |[192  [1BB |2

| Subnet Mask : ‘ 255 255.255.0

O Firewall
€] Done L | Interet 4
Parameters Description
IP address Enter an IP Address for the Bridge Mode. This IP address allows
you to access the web-based management should you decide to
switch back to the router mode.
Subnet Mask The Subnet Mask for the Bridge Mode management

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)
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Example: Bridge Mode
The diagram below demonstrates how the Bridge mode can be used. The router basically
becomes a hub/switch allowing you to connect LAN clients to your Local Area Network.

(B e
\ — |

[ — e A —
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2.2.6 DNS

A Domain Name System (DNS) server is like an index of IP addresses and Web addresses. If
you type a Web address into your browser, such as www.router.com, a DNS server will find that
name in its index and the matching IP address. Most ISPs provide a DNS server for speed and
convenience. If your Service Provider connects you to the Internet with dynamic IP settings, it is
likely that the DNS server IP address is provided automatically. However, if there is a DNS server
that you would rather use, you need to specify the IP address of that DNS server here.

: : 10l =l
File Edit ¥iew Fawortes Toole Help ﬁ
“Buck + = - (D 2 2| Qfeach [GFevores WMedin B - S 0 -

Address [{&) hitp 1192 168 2 1 setupw st =] @

ift Internet Explorer

level

one HOME / General Setup / STATUS / Tool O Logout
O System
O WAN
b Dynarric IP an index of 1P Addr and Wy'ab
I PPPaE o find
[ PPTP 1d find
[ Static IP
“ B
b DNS
I DDNE
O LAN
O NAT
O Firewall
Damain Mame Server (DN3S) Address : |D
Secondary DNS Address (optional) : ‘ |D
€] Done L e Tnteret 4
Parameters Description
Domain Name Server (DNS) Server This is the ISP’s DNS server IP address that
they gave you; or you can specify your own
preferred DNS server IP address
Secondary DNS Address (optional) This is optional. You can enter another DNS

server’s IP address as a backup. The secondary
DNS will be used should the above DNS fail.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)
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2.2.7 DDNS

DDNS allows you to map the static domain name to a dynamic IP address. You must get an
account, password and your static domain name from the DDNS service providers. This router
supports DynDNS and TZO.

/2§ hittp:#1192.16 np st - M ift Internet Explorer 101 =l

File Edit WView Favorites Tools Help ﬁ

Bk ~ = - (D 2] 4| QSearh GgFvorts HMedin (B - S0 -

Address |&] hitp #192.168.2.1 setupw stm ~| @oo
level
one HOME / General Setup / STATUS / Tool © Logout
O System
O WAN
[ Dynamic IP
I» PPPoE
I PPTP
[» Static IP
[» Bridge
Dynarnic -
Dns | © ENABLE @ DISABLE
O Firewall ‘ Provider IDynDNS.Urg vl
Darnian I
Mame
Account f I
E-mail
Passwaord / I
Key
( Cancel )
|&] Deme ’_’_’_|ﬂ Intermet v
Parameters Default Description
Enable/Disable Disable Enable/Disable the DDNS function of this router
Provider DynDNS Select a DDNS service provider
Domain name Your static domain name that use DDNS
Account/E-mail The account that your DDNS service provider
assigned to you
Password/Key The password you set for the DDNS service

account above
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Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)
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2.3 LAN
The LAN allows you to setup the LAN Interface IP, DHCP Server parameters and UPnP.

3 hitpeif192 168 2 1fsetopw st - Microsoft Internet Explorer - | [m| | 5[
File Edit ¥iew Favoritts TIools Help ﬁ
&@Bxk » = - (D[4 4| QSearch [GiFavorits @Medin % | B S 0] -

Address [@] hitp 71921682 1setupw st =] @

level

one HOME / General Setup / STATUS / Tool O Logout

O System LAN Settings
O WAN

< LAN his page allow setting the LAN interface 1P, DHC
[+ Interface ) it
I UPhP

O NAT
C Firewall

&) Done | | Intemet 4
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2.3.1 Interface
The LAN Port screen below allows you to specify a private IP address for your router’'s LAN ports
as well as a subnet mask for your LAN segment.

2 1fs=topw st - Microsoft Internet Explorer - 0] x|

File Edit ¥iew Fawvortes Tool:  Help ﬁ

wBak » = - (D (2] &} | DQSeach [Fevorits PMedin 4| 5 S 0 -
Address |&] hitp #192 16821 setopw stm x| @oo
level
HOME / General Setup / 8TATUS / Tool O Logout
O System LAN Interface Settings
& Lirlic ] C i llocate P
¥ 0 1 E e the broadoa ocate |F
© LAN dr o your LAN cli i n P
[ Interface ! e Loca
[ UPnF
O NAT
. « LANIP
O Firewall
IP address : [192 |83
| IP Subnet Mask : | 255.255 255.0
| DHCP Server : & Enabled © Disabled
IP Address Pool
Start IP : [taz |18 |2 100
End IP : [t92 |18 |2 NiEE
Domain Mame ; |
Lease Time : IOne YWeak 'I
|&] Done ’_|_|_|@ Intemet 5
Parameters Default Description
LANIP
IP address 192.168.2.1 This is the router’'s LAN port IP address (Your
LAN clients default gateway IP address)
IP Subnet Mask 255.255.255.0 Specify a Subnet Mask for your LAN segment
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DHCP Server

IP Address Pool

Domain Name

Lease Time

Enabled

You can enable or disable the DHCP server. By
enabling the DHCP server the router will
automatically give your LAN clients an IP
address. If the DHCP is not enabled then you'll
have to manually set your LAN client’s IP
addresses; make sure the LAN Client is in the
same subnet as this broadband router if you
want the router to be your LAN client’s default
gateway

You can select a particular IP address range for
your DHCP server to issue IP addresses to your
LAN Clients.

Note: By default the IP range is from: Start IP
192.168.2.100 to End IP 192.168.2.199. If you
want your PC to have a static/fixed IP address
then you’ll have to choose an IP address outside
this IP address Pool

You can specify a Domain Name for your LAN

The DHCP when enabled will temporarily give
your LAN clients an IP address. In the Lease
Time setting you can specify the time period that
the DHCP lends an IP address to your LAN
clients. The DHCP will change your LAN client’s
IP address when this time threshold period is
reached

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)
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2.3.2 UPnP

With UPnP, all PCs in you Intranet will discover this router automatically. So you do not
have to do any configuration for your PC and can access the Internet through this router
easily.

etopw st - Microsoft Internet Explorer =10/ x|

File Edit ¥iew Favorntes Tools  Help

EBak -~ = - 2 4] A Qsearh GFavorits PMedia B BN S [0 -

Address | &) hitp#192.168.2. L fstupw stm x| @oo
level
one HOME / General Setup / STATUS / Tool O Logout
© System UPnP
O WAN A
C-' LAN - € Iifir_l__|I_J::;
| esigned t
[ Interface
O NAT
O Firewall
UPhP Feature : | " ENAELE & DISABLE
( Apply )M Cancel )
€] Dane L [ It Y
Parameters Default Description
UPnP Feature Disable You can Enable or Disable UPnP feature here.

After you enable the UPnP feature, all client
systems that support UPnP, like Windows XP,
can discover this router automatically and
access the Internet through this router without
any configuration. The NAT Traversal function
provided by UPnP can let applications that
support UPnP smoothly connect to Internet sites
without any incompatibility problem due to the
NAPT port translation.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)
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2.4 NAT

Network Address Translation (NAT) allows multiple users at your local site to access the Internet
through a single Public IP Address or multiple Public IP Addresses. NAT provides Firewall
protection from hacker attacks and has the flexibility to allow you to map Private IP Addresses to
Public IP Addresses for key services such as Websites and FTP.

a hitp:#192.168.2 1 fstupw stm - Microsoft Internet Explorer - | [m] | 5[

File Edit ¥iew Favorntes Tools  Help
EBak -~ = - 2 4] A Qsearh GFavorits PMedia B BN S [0 -

Address [&) hitp 192,168 2 sstup stm =] oo

level

© System
< WAN
O LAN
C NAT
[ Address Mapping - . tha fla
P Yitual Sewer e —
[» Special Applications

< Firewall

€] Done LT 4 Inteet /4

Parameter Description

2.4.1 Address Mapping The Broadband router allows one or more Public IP
Address(es) to be mapped to a pool of local Private IP
Address(es). This feature is particular useful when you
have multiple global IPs and want to divide local users
into different groups.

2.4.2 Virtual Server You can have different services (e.g. email, FTP, Web

etc.) going to different service servers/clients in your
LAN. The Virtual Server allows you to re-direct a
particular service port number (from the Internet/WAN
Port) to a particular LAN IP address and its service port
number.
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2.4.3 Special Applications Some applications require multiple connections, such as
Internet games, video conferencing, Internet telephony
and others. In this section you can configure the router
to support these types of applications.

Click on one of the three NAT selections and proceed to the manual’s relevant sub-section
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2.4.1 Address Mapping

The Address Mapping function allows IP addresses used in a private Local Area Network (LAN)
to be mapped (translated) to different Public IP Addresses used in the public/global Internet. This
feature limits the number of Public IP addresses required from the ISP and also maintains the
privacy and security of the Local Area Network. Essentially the Broadband router allows one or
more Public IP Address(es) to be mapped to a pool of local Private IP Address(es).

b st - Micro nternet Ex T I ] B9
File Edit View Favortes Tools Help ﬁ
“Buk v = - @ @ & Qench [GgFvorites FMedin 4| B S O] -
Address |(&] hitpa#192.168.2.1Aetupw.stm ~| @

level

onea

HOME [ General Setup / STATUS / Tool © Logout

O System Address Mapping
& WAN pping

O LAN
O NAT
.
[ Special Applications

< Firewall
. Glabal IP: IU . IU . IU . IU is transformed as multiple virual IPs
from 1592.168.2. ID—ID 192.168.2. ID—
2. Glohal IP: ID . ID . ID . ID is transformed as multiple virtual IPs
from 152.168.2. ID—tD 192.168.2. ID—
3. Global IP: |0 o o o is transformed as multiple virtual IPs
fom 192682 [0 toto2iesz 0
4. Global IP: |D . |D . |D . |D is transformed as multiple virtual IPs
fom 192682 [0 totmtesz 0
& Ginhal 1P- 10 o o o is tranafnrmed as moltinle virtnal IPs
€] Done [ [ [ [ Inemet Y
Parameter Description
Global IP This is the Public/legal IP address that exist in the

Internet that will be transformed to one or more
private/Virtual IP address (LAN PC clients) e.g.
192.168.2.x. This means that the private IP addess(es)
selected will use the designated public IP address when
accessing the Internet

Note: You need to give your LAN PC clients a
fixed/static IP address for Address Mapping to work
properly.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)
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Example: Address Mapping

The diagram below demonstrates how Address Mapping works. With the below configuration,
LAN client A and B will use the global/public IP address 10.1.1.10. LAN client C will use 10.1.1.20.

Configuration Configuration

Global IP: 10.1.1.10 Global IP: 10.1.1.20

192.168.2: 2 192.168.2: 4

192.168.2: 3 192.168.2: 4

o L,

[ L0 I L e

12 WD o d HAeset
10.1.1.10
10.1.1.20

ADSL or
Cable Modem

(I w—) (i —)
192.168.2.2  192.168.2.3 192.168.2.4

o] —
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2.4.2 Virtual Server

Use the Virtual Server function when you want different servers/clients in your LAN to handle
different service/lnternet application type (e.g. Email, FTP, Web server etc.) from the Internet.
Computers use numbers called port numbers to recognize a particular service/Ilnternet application
type. The Virtual Server allows you to re-direct a particular service port number (from the
Internet/WAN Port) to a particular LAN private IP address and its service port number. (See
Glossary for an explanation on Port number)

sstm - Microsoft Internet Explover ]
Fil: Edit View Favorits Tools Help ﬁ
GBuk - = - @) (2] A | QSearch [GgFevorts @Medin (B | By S [0 -

Address |&] hitp:4192.168.2. setupw.stm = e
level
one HOME / General Setup / STATUS / Tool © Logout

O System Virtual Server
O WAN
O LAN
O NAT fith Private [P

r, the Broadh

b an

[» Special Applications

O Firewall
’7 Private IP Private Port Type Public Port

1. |1ezies2| [ | ewpcuwe [
2 1921882 [ | emwrcuwer ([
3. |1e21e82.] [ | emwpcuwe |[
4 |1ozesz| [ | ewercuwe [
5 |1o2emz| [ | &mwrcuwe [
6 1921882 [ | ewrcuwer [
7. |1ozemz| [ | ewrcuwe [
8 |1921882] [ | emwpcuwe |[

€] Done [ [ | et 4

Parameters Description

Private IP This is the LAN client/host IP address that the Public Port

Private Port

Type

number packet will be sent to.

Note: You need to give your LAN PC clients a fixed/static IP
address for Virtual Server to work properly.

This is the port number (of the above Private IP host) that the
below Public Port number will be changed to when the packet
enters your LAN (to the LAN Server/Client IP)

Select the port number protocol type (TCP or UDP). If you are
unsure, then leave it to the default TCP protocol.
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Public Port Enter the service (service/Internet application) port number
from the Internet that will be re-directed to the above Private IP
address host in your LAN

Note: Virtual Server function will have priority over the DMZ
function if there is a conflict between the Virtual Server and the
DMZ settings.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

Example: Virtual Server

The diagram below demonstrates one of the ways you can use the Virtual Server function. Use
the Virtual Server when you want the web server located in your private LAN to be accessible to
Internet users. The configuration below means that any request coming form the Internet to
access your web server will be translated to your LAN’s web server (192.168.2.2). Note: For the
virtual server to work properly Internet/remote users must know your global IP address. (For
websites you will need to have a fixed/static global/public IP address)

Configuration

Private IP: 192.168.2.2
Private Port: 80

Type: TCP

Public Port: B0

o 1,
[©] LG GG e
12 WD njo. W Ae=et
ADSL or
Cable Modem
0

Website Requeat
Server

LAN i Internet
—1

192.168.2.2
Internet
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2.4.3 Special Applications

Some applications require multiple connections, such as Internet games, video conferencing,
Internet telephony and others. In this section you can configure the router to support multiple
connections for these types of applications.

:0ft Intermet Explorer ;IEI ll

File Edit ¥iew Favoriter Tools Help ﬁ
GBuk v = - (@D (3] 4| QSearh GaFavosits PMedin | BN S [0 -
Address [&] hip:#192.168.2 L isetupw stm x| @
level’
one HOME / General Setup / STATUS / Tool O Logout
O System Speci icati
pecial Applications
O WAN
O LAN
< NAT
[ Address Mapping
|> P i
3
O Firewall
Trigger | Trigger . Public
Port Tz Public Port Tz Enabled
& TCP & TCP
1]
Cupp I Cupp a
& TCP & TCP
2 ]
Cupp I Cupp a
@ TCP @ TCP
3. |
Cupp I Cupp a
& TCP & TCP
4]
Cupp I Cupp a
& TCP & TCP
5 ]
Cupp I Cupp a
& TCP & TCP
B (]
Cupp I Cupp a
& TCP & TCP
7]
Cupp I Cupp a
& TCP & TCP
g ]
Cupp I Cupp a
& TCP & TCP
9. |
Cupp I Cupp a
& TCP & TCP
10. ||
Cupp I Cupp a
Fopular applications |-- select ane -- 'l Copy to | | vl -
|&] Done ’_’_’_  Internet v
Parameters Description
Trigger Port This is the out going (Outbound) port number for this particular

application
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Trigger Type

Public Port

Public Type

Enabled

Popular applications

Note: The range of the Trigger Port is only from 0 to 65535.
Select whether the outbound port protocol is TCP or UDP

Enter the In-coming (Inbound) port or port range for this type of
application (e.g. 2300-2400, 47624)

Note: Individual port numbers are separated by a comma
(e.g. 47624, 5775, 6541 etc.). To input a port range use a “dash”
to separate the two port number range (e.g. 2300-2400)

Select the Inbound port protocol type: TCP or UDP

You must tick/check the Enabled box to enable this particular
special application configuration

Note: Only one LAN client can use a particular special
application at a time.

This section lists the more popular applications that require
multiple connections. Select an application from the Popular
Applications selection. Once you have selected an application,
select a location (1-10) in the Copy to selection box and then
click the Copy to button. This will automatically list the Public
Ports required for this popular application in the location (1-10)
you’d specified.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

Example: Special Applications

If you need to run applications that require multiple connections, then specify the port (outbound)
normally associated with that application in the "Trigger Port" field. Then select the protocol type
(TCP or UDP) and enter the public ports associated with the trigger port to open them up for

inbound traffic.

Example:

ID | Trigger Port | Trigger Type Public Port Public Type Comment

1 28800 UDP 2300-2400, 47624 TCP MSN Game Zone
2 6112 UDP 6112 UDP Battle.net

In the example above, when a user trigger’s port 28800 (outbound) for MSN Game Zone then the
router will allow incoming packets for ports 2300-2400 and 47624 to be directed to that user.
Note: Only one LAN client can use a particular special application at a time.

50




2.5 Firewall

The Broadband router provides extensive firewall protection by restricting connection parameters,
thus limiting the risk of hacker attack, and defending against a wide array of common Internet
attacks. However, for applications that require unrestricted access to the Internet, you can
configure a specific client/server as a Demilitarized Zone (DMZ).

Note: To enable the Firewall settings select Enable and click Apply

/2 hitp: 192 16 setupw st - Microsoft Intermet Explorer 101 x|

File Edit ¥View Favorites Tools  Help ﬁ
EBack + = - @[] A DQfearch [CeFavorts Medin (B | E S [0 -

Address [{&) hitp:#192.168 2 1 setupw stm =l @so

level

© System
O WAN
O LAN
O NAT
' Firewall

[*Access Contral
[FLIRL Blocking
[»Schedule Rule
[»Intrusion Detection
[> DA

nable or disable Fi Il module function : 2 Enable

€] Done C | |4 et 4
Parameters Description
2.5.1 Access Control Access Control allows you to specify which hosts users can or

cannot have access to certain Internet applications

2.5.2 URL Blocking URL Blocking allow you to specify which URLs can not be
accessed by users.

2.5.3 Schedule Rule Schedule Rule lets you assign time ranges for schedules.
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2.5.4 Intrusion Detection The Broadband router's firewall can block common hacker
attacks and can alert you by email if attacks occur

2.5.5 DMZ The DMZ function allows you to re-direct all packets going to
your WAN port IP address to a particular IP address in your LAN.

Click on one of the firewall selections and proceed to the manual’s relevant sub-section
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2.5.1 Access Control

If you want to restrict users from accessing certain Internet applications/services (e.g. Internet
websites, email, FTP etc.), then this is the place to set that configuration. Access Control allows
users to define the traffic type permitted or not permitted in your LAN. You can control which PC
client uses what services and also the time period in which they can have access to these
services.

nft Intemet Explorer o ] 5

File Edit Wiew Favorites Tools Help ﬁ
Bk » = - @) (2] A QSeach GFevorites @Medin (| 55 & O] -

Address [{&] htp:#192.168 2 Lietupw st =l oo

level

one HOME { General Setup / STATUS / Tool © Logout

O System Access Control

OWAN . - . Codafmg tha tra rrnittad o R din v
O LAN I cantr I-' ! 5- e rices e e 1Ime perod 1}I'I”ﬂ-l'
O NAT

< Firewall
Dg;;r;-;g,gggg"f;‘gﬁ{;ag + Enable Filtering Function : o

|>'U’ﬁ'["'é'i'&'él&'i’ﬁg"“
[*Schedule Rule
PIntrusion Detection

DM

s Normal Filtering Table {up to 10 computers)

Client PC | Client PC P Client Serice Schedule Configure
Descrlptlan Address Rule '3

No Valid Filtering Rule 1!

Filtering Table (up to 32 computers)

rule Client PG MAG Address
Mumber
T : s : ] o
2 |l 3 3 3 | L
|® Daone |_|_|_|@ Internet A
Parameters Description
Enable Filtering Function You must select whether to enable (Yes) or disable (No)
the Access control function that you've configured in this
screen
Add PC You can click Add PC to add an access control rule

for users by IP addresses.
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MAC Filtering Table Enter the MAC addresses of client PCs that you
want to block from accessing the Internet.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

)= T i JPIE e N (=] 3]
File  Edit ¥iew Favorifes Took Help ﬁ
GBuk - = - [2] 4| DSearh GgPworts @Medin B By S [0 -

Address [ @] hap:/192.166.2 s tupus st ]
level leve
one HOME / General Setup / STATUS / Tool O Logout N

o System Access Control Add PC

O WAN

< LAN

O NAT

C Firewall

bAccess Contraol + Client PC Description: —
PURL Blocking
[>Schedule Rule
PIntrusion Detection = Client PC IP Address: 1 - - - _
[>DMZE
= Client PC Service:
Service Name Detail Description Blocking
‘ WAL HTTP, TCP Port 80, 3128, B0OO, B0O1, B080 r
WYY with URL Blocking HTTP (Ref. URL Blocking Site Page) r
E-mail Sending SMTP, TCP Part 25 r
Mews Forums MWTP, TCP Port 119 r
E-mail Receiving POP3, TCF Port 110 [
Secure HTTP HTTRPS, TCP Port 443 -
File Transfer FTP, TCP Part 21 r
MM Messenger TCP Port 1863 r
Telnet Service TCP Port 23 r
Al AQL Instant Messenger, TCP Port 5190 [
Metheeting H.323, TCP Port 1720, 1503 r
DNS UDP Port 53 r
SMMP UDP Port 161, 162 r
WPH-PPTP TCP Port 1723 r
WPN-L2TP UDP Paort 1701 [l
TCP All TCP Port [l
UDP All UDP Port r
i —— -
|&] Done ,_,_’_ 0 Intemet %

Parameters Description

Client PC Description The description for this client PC rule.

Client PC IP Addresses Enter the IP address range that you wish to apply this

Access Control rule. This is the user’s IP address(es)
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Client PC Service

Protocol

Port Range

Scheduling Rule

that you wish to setup an Access Control rule. You can
select a range of users simply by inputting the starting
users’ last digit (octet) IP address and the last user’s last
octet IP address in the appropriate boxes. If you want to
select only one user then input the user’s last digit IP
address in both boxes.

Note: You need to give your LAN PC clients a
fixed/static IP address for the Access Control rule to
work properly.

You can block the clients from accessing some
Internet services by checking the services you want
to block.

This allows you to select UDP or TCP protocol type
you want to block.

You can assign up to five port ranges. The router
will block clients from accessing Internet services
that use these ports.

You can select one of the Scheduling Rule you set
previously and the router will block the clients
during the time in the Scheduling Rule.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)
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Example: Access Control

In the example below, LAN client B cannot access any websites ever (Websites uses Port 80).
However, LAN client A is unable to access websites (and any other service that uses ports
between 80 and 999) between Saturday 8am to Sunday 8pm.

Configuration Configuration
IP: 192.168.2.2 IP: 192.168.2.3
Port: 80-80 Port: 80-999
Block Time: Block Block Time: Always
Day: Saturday Day: Sunday
Sunday Sunday
Time: 8am Time: 8pm
8pm Epm
o L
[©] L LI C -
1Z wDC o H_HAESET

ADSL or
Cable Modem

192.168.2.2 192.168.2.3

Website
Server




2.5.2 URL Blocking

You can block access to some Web sites from particular PCs by entering a full URL
address or just keyword of the Web site. To specify particular PCs, go to the Access
Control page and check the box for “WWW with URL Blocking” in the “Client PC
service” table.

npw stm - Microsoft Internet Explorer ;lglﬂ
File Edit ¥iew Favorites Tool: Help ﬁ
s Bak -~ = - (2 at | Q) Ssarch [ Favorites G Media &% | - S -
Address [&] hitp:#192 166 2. Lsetopw stm x| oo

level

HOME [ General Setup / STATUS / Tool O Logout

O System URL Blocking

O WAN Disall | Weh Sites and K H
o LAN isallowed Web Sites and Keywords.

O NAT

< Firewall
[
|> q ifyy th i i and check the box for "Http
[Schedule Rule i
[#Intrusion Detection

m a particular PC by entering either a full URL

vOME m URL f Keyword
i Site 1 ||

Site 2 |

Site 3 |

Site 4 |

Site 5

Site & ||

2

/€] Done [ [ [ | Inemet 4
Parameters Description
URL/Keyword Enter the full URL address or the keyword of the

Web site you want to block.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)
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2.5.3 Schedule Rule

You can assign time ranges for schedule. The schedule can be used by other functions,
for example Access Control.

/2§ hitp:#1192.162.2 1 fsetopw stm - Microsoft Internet Explorer o [ 34

File Edit ¥iew Favontes Tools Help ﬁ
SBuk v o= - @ [2] 3| @Seach GFavorits BMedin 4| BY- S [0 -

hddress [&] hitp 192 168 2. 1etupw st ~| e

level

HOME / General Setup { STATUS / Toal O Logout

O System Schedule Rule

O WAN _ ) _ _ _ .
O LAN e defines schedule rule names and activates the schedule for use in the "A
O NAT

< Firewall s Schedule Rule Tahle {up to 10 rules)

PAccess Control
Rule Marme Rule Cormment Configure

[PURL Blocking
|W0rk |wurking tirne |m Delete

[»Schedule Rule
[»Intrusion Detection
[>DMZ

Add Schedule Rule

/€] Done [ [ [ | Inemet Y

Parameters Description

Edit Click Edit to modify the time range of the rule
schedule.

Delete Click Delete to delete the rule of schedule.

Add Schedule Rule Click Add Schedule Rule to add a new schedule rule and

enter the detail edit page to edit the time range of the
schedule rule.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)
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zroanft Tnternet Explorer ] 4
File Edit ¥iew Favorites Tool: Help ﬁ
=Bak ~ = - &) (2] A1 Dsearch (G Favories Gdedia (4| 5N S [0 -

Address [&] hitp:#192 166 2. Lsetopw stm =zl @

level

HOME [ General Setup / STATUS / Tool O Logout

O System Edit Schedule Rule
O WAN

O LAN —

O NAT

< Firewvall Comment: —
[+ Access Control
FURL Blocking At Time Period:

[»Schedule Rule
[»Intrusion Detection Week Day Start Tirme (hh:mm) |End Tirme (hh:mm)
B OME
Every Day | | | |
Sunday | | | |
Monday | . | | . |
Tuesday | . | | . |
Wednesday I : I I : I
Thursday | | | |
Friday | : | | : |
€] Done [ |4 intemmet Y
Edit Schedule Rule
Parameters Description
Name The name of the schedule rule.
Comment You can enter comment for the schedule rule.
Activate Time Period You can enter the start time and end time of each day in

a week for the schedule rule.

Click <Apply> at the bottom of the screen to save the above configurations and go back to the
previous page of Schedule Rule setting.
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2.5.4 Intrusion Detection

The Broadband router's firewall can block common hacker attacks, including Denial of Service,
Ping of Death, and RIP defect. If Internet attacks occur the router can also alert you by email.

nternet Explorer ] |

File Edit View Favorites Tools Help ﬁ
Bk - = - @ 4 4| Qfeoch GaFevorits @Medin (B | By S 0 -
Address [ €] hitp #132.168 2.1 fsetupw st x| @oe

level

one HOME [ General Setup / STATUS / Tool © Logout

O System Intrusion Detection
O WAN

O LAN
O NAT
< Firewall

[*Access Control
[lURL Blacking

s Intrusion Detection Feature

SPI and Anti-DoS firewall protection

RIP defect :

Discard Ping to YWaAMN Por :

A

Permit [dentification Service

| Packet Inspection

=

Packet Fragmentation :

TCP Connection : I
UDP Session o3
FTP Senvice I
SMTP Senice : r
H.323 Service : I
TFTP Service : I

]

LUTP Service :

pt to enter your network, we can alert you by e-mail

|&] Dome ’_ l_ ’_|@ Linternet 4
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ft Internet Explorer
Tool:  Help

File Edit View Favorites

=101 x]

“Buck - & - QD [@] 4| QSeanh

[l Favorites 0 Media S | By S -

Address [ €] hitp #132.168 2.1 fsetupw st

j 0o

level

ones

O System

O WAN

O LAN

O NAT

< Firewall
[*Access Control

[lURL Blacking
[>Schedule Rule

HOME [ General Setup / STATUS / Tool © Logout

| "

| Lo Im agiviee
When hackers attempt to enter your network, we can alert you by e-mail

E-rmail
Address

SMTF Server
Address

POF3 Server

i
OMZ Address
‘ User name :
‘ Password
Connection Policy
Fragmentation half-open wait :
TCP SYM wait ISD FELC.
TCP FIN wait |5 sec,
TCP connection idle timeout : ISEDD sEC.
UDP session idle timeout : IBD sEC.
H.323 data channel idle timeout
Total incornplete TCR/AUDP sessions HIGH : SDD_
SEES100
Total incormplete TCR/UDP sessions LOWY 250_
5E55100
Incormplete TCR/UDR sessions (per min) HIGH : 250_
5E55100
I?ﬂﬂ
|&] Dome ’_l_’_|@ Linternet 4
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't Internet Explorer
Tool:  Help

File Edit View Favorites

=101 x]

“Buk - = - @ 2] 4| QSeoch GelFevorites Medin (8| B S

Address [ €] hitp #132.168 2.1 fsetupw st

j 0o

level

ones

O Sysiem TCP SYM wait
O WAN .
TCP FIM wait
O LAN -
O NAT TCP connection idle tirmeout :
< Firewall

UDP session idle timeout :

[*Access Control
[lURL Blacking

H.323 data channel idle timeout

s DoS Detect Criteria

Total incomplete TCPAJDF sessions HIGH :

300

segsion

HOME [ General Setup / STATUS / Tool © Logout

Total incomplete TCPAUDP sessions LOWY :

250

session

Incomplete TCP/UDF sessions (per min) HIGH :

250

session

Incomplete TCR/UDRP sessions (per min) LOWY

200

SESEion

Maxirnurm incomplete TCR/UDP sessions number to same host

 —

SESEion

Incomplete TCR/UDRP sessions detect sensitive time period

300

MEEeC.

Maximurn half-open fragmentation packet number to same host

Halfopen fragmentation detect sensitive time period :

Flooding cracker block time :

|@ Done

’_l_’_|@ Linternet

Parameters Description

Intrusion Detection Feature

DoS Protection

Protections from any Denial of Service Attacks
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Discard Ping From WAN

RIP defect

Stateful Packet Inspection

The router’'s WAN port will not respond to any
Ping requests

Protection from RIP defect

The router will analyze all packets of
selected protocols according to the state of
all sessions and block all abnormal packets.

When hackers attempt to enter your network, we can alert you by e-mail

Email Address

SMTP Server Address

POP3 Server Address

User Name

Password

Connection Policy

DoS Detect Criteria

Enter the email address that you would like the
alert warning to be sent to should an attack
occur

Enter the IP address of the above email
address’ SMTP server

Enter the IP address of the above email
address’ POP3 server

Enter the User Name of the above POP3 server

Enter the Password of the above POP3 server

Setup wait and idle timeout of session states. All
timeout sessions will be removed to protect the
router from DoS attacks.

Setup the criteria of each kind of abnormal
events. Any abnormal event that happens more
often than the allowed criteria will be treated as
DoS attack and the router will record this event
in the security log and alert the user by e-mail.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)
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2.5.5 DMZ

If you have a local client PC that cannot run an Internet application (e.g. Games) properly from
behind the NAT firewall, then you can open the client up to unrestricted two-way Internet access
by defining a DMZ Host. The DMZ function allows you to re-direct all packets going to your WAN
port IP address to a particular IP address in your LAN. The difference between the virtual server
and the DMZ function is that the virtual server re-directs a particular service/Internet application
(e.g. FTP, websites) to a particular LAN client/server, whereas DMZ re-directs all packets
(regardless of services) going to your WAN IP address to a particular LAN client/server.

setopw st - Microsoft Intemet Explorer — O x|

File Edit ¥iew Favortes Tools Help ﬁ
=Buck - = - @) [ & | QiSeorch [GaFavorits Media 9| BN S [0 -

Address [&) 192 168 2 Usstupuw st = @

level

one HOME / General Setup £ STATUS / Tool © Logout

O System
O WAN
O LAN
O NAT
< Firewall

[Access Control

[URL Blacking Enable DMZ: OYes
[Schedule Rule

DI rusion Detection

DMZ({Demilitarized Zone}

frormn behind the

|2£| Dione ’_ ’_ ’_ |O Tinternet v
Parameters Description
Enable DMZ Select Yes to enable DMZ

Select No to disable DMZ

Note: If there is a conflict between the Virtual Server and the
DMZ setting, then Virtual Server function will have priority over
the DMZ function.
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Public IP Address The IP address of the WAN port or any other Public IP
addresses given to you by your ISP

Client PC IP Address Input the IP address of a particular host in your LAN that will
receive all the packets originally going to the WAN port/Public IP
address(es) above

Note: You need to give your LAN PC clients a fixed/static IP
address for DMZ to work properly.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)
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Chapter 3

Status

The Status section allows you to monitor the current status of your router. You can use the Status
page to monitor: the connection status of the Broadband router's WAN/LAN interfaces, the
current firmware and hardware version numbers, any illegal attempts to access your network, and
information on all DHCP client PCs currently connected to your network.

Parameters Description

3.1 Status and Information  Shows the router’s system information

3.2 Internet Connection View the Broadband router’s current Internet connection status
and other related information

3.3 Device Status View the Broadband router’s current setting status

3.4 Security Log View any attempts that have been made to illegally gain access
to your network.

3.5 DHCP PC Client Log View your LAN client's information that is currently linked to the
Broadband router's DHCP server

Select one of the above five Status selections and proceed to the manual’s relevant sub-section
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3.1 Status and Information

The Status and Information section allows you to view the router’s system information

soft Internet Explorer o ] 1

Fil: Edit WView Favorites Tools Help ﬁ

& Bak ~ = - (P 2] A | Qiearch GFavorit:s {Media (B B S [0 -

Address [ http:/192.168.2 1setupw stm =l @60
level
R HOME / General Setup / ETATUS / Tool O Logout
< Status Status and Information

[* Internet Connection
> Device Status

[ Security Loy

> DHCF Client Log

/€] Done [ [ 4 Intemet 4
Parameters Description
Information You can see the router’s system information such as the router’s:

LAN MAC Address, WAN MAC Address, Hardware version,
Serial Number, Boot code Version, Runtime code Version
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3.2 Internet Connection

View the Broadband router’s current Internet connection status and other related information

'=etupw stm - Microsoft Internet Explorer ;lglil
File  Edit ¥iew Favortes Tools Help ﬁ
G Bak » = - (D 7oy | ChBearch (G Fevorites G Media ®| - S =
Address @] hitp:192.168.2 Lsetupw stm M
level
one HOME [ General Setup f STATUS / Tool © Logout

O 8t

Internet Connection

b D he current internet connection status and related information
[ Security Log
[ DHCP Client Log

Cahle/DSL: DISCONMNECTED

W

Disconnect Connect

|WAN P LA

| Subnet Mask: LA,

I| Gateway: LA,

4

| Primary DNS: | NA

| Secondary DNS: | MA

|®:| Done |_|_|_|@ Internet A
Parameters Description
Internet Connection This page displays whether the WAN port is connected to a

Cable/DSL connection. It also displays the router's WAN port:
WAN IP address, Subnet Mask, and ISP Gateway as well as
the Primary DNS and Secondary DNS being used.

Note: When the WAN port is a Dynamic IP connection, the
<Release> and <Renew> button will release the Broadband
router's WAN IP address and renew will get another IP address
from the DHCP server. If the WAN port uses PPPoE, <Release>
will disconnect the PPP session, and <Renew> will initialize
another PPP session.

68



3.3 Device Status

View the Broadband router’s current configuration settings. The Device Status displays the
configuration settings you've configured in the Quick Setup Wizard/General Setup section.

fsetupw st - Microsoft Internet Explorer _|- _ID il

File  Edit ¥iew Favortes Tools Help ﬁ

$Bak -~ = - &) (2] A} | @Seach GHFvorits Medin (B | BN- S O -

Address [@) Titp:192.168.2 Lsstupw stm x| @60
level
one HOME [ General Setup f STATUS / Tool © Logout
< Status Device Status
[ ‘I..r)ternet Connection
D s he current setting status of this

3 éecurlty Luém

[ DHCP Client Lo
. IP Address: 192.168.2.1

| Subnet Mask: 2562552550
| DHCF Server: Disabled
|| Firesall: Enabled

|®:| Done |_|_|_|@ Internet A
Parameters Description
Device Status This page shows the Broadband router’s current device settings.

This page displays the Broadband router LAN port’s current LAN
IP Address and Subnet Mask. It also shows whether the DHCP
Server and Firewall functions are enabled/disabled. The firewall
status is shown enabled if the firewall is enabled (regardless of
whether you’ve configured any of the firewall features).
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3.4 Security Log

View any attempts that have been made to illegally gain access to your network.

ft Internet Explorer ;lglil
File  Edit ¥iew Favortes Tools Help ﬁ
G Bak » = - (D & | @isearch GaFvodtes GMedia (B | By S -
Address | &) http #192.168.2 1 setopw stm x| @6o
level
one HOME [ General Setup f STATUS / Tool © Logout

< Status Security Log

[ Internet Connection

[ Device Status 0 yourn

3

[» DHCF CHEntLDg o1/01/2002 PPPoE send PADT
01/01/2002 00:33:27 PPPoE send PADI
01/01/2002 00:33:22 PPPoE send PADI
01/01/2002 00:33:17 PPPoE send PADI
01/01/2002 00:33:17 Dial On Dewand (PPPoE)
01/01/2002 00:32:32 PPPoE send PADI
01/01/2002 00:32:27 PPPoE send PADI
01/01/2002 00:32:22 PPPoE send PADI
01/01/2002 00:32:17 PPPoE send PADI

4

i€ | et 4
Parameters Description
Security Log This page shows the current security log of the Broadband router.

It displays any illegal attempts to access your network.

At the bottom of the page, the security log can be saved <Save>
to a local file for further processing or the security log can be
cleared <Clear> or it can be refreshed <Refresh> to get the
most updated situation. When the system is powered down, the
security log will disappear if not saved to a local file.
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3.5 DHCP Client Log

View your LAN client's information that is currently linked to the Broadband router's DHCP server

fsetupw st - Microzoft Internet Explorer - | O |1|
File  Edit ¥iew Favortes Tools Help ﬁ

$Bak -~ = - &) (2] A} | @Seach GHFvorits Medin (B | BN- S O -

Address | &) http #192.168.2 1 setopw stm x| @
level
one HOME [ General Setup f STATUS / Tool © Logout
¢ Status DHCP Client Log
[> Internet Connection

> Device Status JHCP Cli - LAM client's infarmation that are currently linked to the

Refresh

|®i| Done |_|_|_|@ Internet A
Parameters Description
DHCP Client Log This page shows all DHCP clients (LAN PCs) currently

connected to your network. Number of DHCP Clients displays
the number of LAN clients that are currently linked to the
Broadband router's DHCP server. The DHCP Client Log displays
the IP address and the MAC address of each LAN Client. Use
the Refresh button to get the most updated situation
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Chapter 4

Tool

This page includes the basic configuration tools, such as Configuration Tools (save or restore
configuration settings), Firmware Upgrade (upgrade system firmware) and Reset.

st - Microsoft Internet Explorer ;lglil
File  Edit ¥iew Favortes Tools Help ﬁ
$Bak -~ = - &) (2] A} | @Seach GHFvorits Medin (B | BN- S O -
Address |&] htip:#192.168.2.Lsstopw stm x| @oo

level

HOME [ General Setup / STATUS / Tog

© Tools Tools Settings
[ Configuration Tools
[ Firrrware Upgrade
[» Reset
|ﬂ£| Done |_|_|_|@ Internet A
Parameters Description
4.1 Configuration Tools You can save the router’s current configuration, restore the
router’s saved configuration files and restore the router’s factory
default settings
4.2 Firmware Upgrade This page allows you to upgrade the router’s firmware
4.3 Reset You can reset the router’s system should any problem exist

Select one of the above three Tools Settings selection and proceed to the manual’s relevant
sub-section
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4.1 Configuration Tools

The Configuration Tools screen allows you to save (Backup) the router’s current configuration
setting. Saving the configuration settings provides an added protection and convenience should
problems occur with the router and you have to reset to factory default. When you save the
configuration setting (Backup) you can re-load the saved configuration into the router through the
Restore selection. If extreme problems occur you can use the Restore to Factory Defaults
selection, this will set all configurations to its original default settings (e.g. when you first
purchased the router).

1 - Microsoft Internet Explorer - | [m] |5|
Fil: Edit WView Favorites Tools Help ﬁ

< Bak ~ = - @[3 A} | Qeeach G Fwvorits Medin (B B S O -

Address [ hp:H152.168.2 1sstapw stm x| @60
level
one HOME / General Setup / STATUS / Tool © Logout
i Tools Configuration Tools

[ LFlrmware
> Reset

Mare Configuration

] L [ Interet Z
Parameters Description
Configuration Tools Use the "Backup" tool to save the Broadband router current

configuration to a file named "backup_config.exe" on your PC.
You can then use the "Restore" tool to restore the saved
configuration to the Broadband router. Alternatively, you can use
the "Restore to Factory Defaults" tool to force the Broadband
router to perform a power reset and restore the original factory
settings.

Note: Click <More Configuration> after making a selection and
follow the instructions
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4.2 Firmware Upgrade

This page allows you to upgrade the router’s firmware

ft Internet Explorer =0Ix]

Fil: Edit WView Favorites Tools Help ﬁ

< Bak ~ = - @[3 A} | Qeeach G Fwvorits Medin (B B S O -

Address [ hp:H152.168.2 1sstapw stm x| @60
level
one HOME / General Setup / STATUS / Tool © Logout
i Tools Firmware Upgrade

[

> Reset

Upgrade Target m
T

|® Done |_|_|_|@ Internet 4
Parameters Description
Firmware Upgrade This tool allows you to upgrade the Broadband router’s system

firmware. To upgrade the firmware of your Broadband router,
you need to download the firmware file to your local hard disk,
and enter that file name and path in the appropriate field on this
page. You can also use the Browse button to find the firmware
file on your PC.

Once you've selected the new firmware file, click <Apply> at the bottom of the screen to start the
upgrade process. (You may have to wait a few minutes for the upgrade to complete). Once the
upgrade is complete you can start using the router.
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4.3 Reset

You can reset the router’s system should any problem exist. The reset function essentially
Re-boots your router’s system

1 - Microsoft Internet Explorer =0Ix]
Fil: Edit WView Favorites Tools Help ﬁ
aBak - = - (£ i | Qi Search [ Favouites G Media ®| By S -
Address [@] hitp:192.168.2 Lsetapw st =] @60
level
one HOME / General Setup / STATUS / Tool © Logout

o Tools Reset [l
[ Configuration Tools
[ Firmware Upgrade
I Reset

|&] Done |_|_|_|@ Internet 4
Parameters Description
Reset In the event that the system stops responding correctly or in

some way stops functioning, you can perform a reset. Your
settings will not be changed. To perform the reset, click on the
<APPLY> button. You will be asked to confirm your decision.
The reset will be complete when the power light stops blinking.
Once the reset process is complete you may start using the
router again.
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Appendix A

How to Manually find your PC’s IP and MAC address

1) In Window’s open the Command Prompt program

mmand Prompt

Microzoft Windows 2808 [Ue on 5.88_21751
{C» Copyright 1985-199% Microsoft Corp.

Gl

2) Type Ipconfig /all and <enter>

[ lcommand Prompt

Microsoft Windows 20088 [Uepzion 5.88_.21951]
(GC» Copyright 1985-19?% Hicrosoft Cowrp.

C:~*ipconfig ~all
Hindows 2888 IP Configuration

Host Mame . . . . .
Primary DNS Suffix
Hode Type . . . . .
IF Routing Enabled.
WINS FProxy Enabled.

pete

Broadcast
Ho
Mo

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
Description - . . . . . . . . .
Adapter
Physical Address
DHCP Enabled. .
Autoconf iguratio
IPF Address. . .
Subnet Mask . .
Default Gateway
DHCP Server . .
DHS Servers . .

Realtek RTL813%<(A> PCI Fast Ethernet

@8-58-FC-FE-B2—-DB

Yes

Yes

192.168.1.77

255 255 _255.@

192 _168.1.254

192.168.1.1

192 168.1.1

139 _175.55.244

Lease Obtained. Sunday. December B9, 2081 7:18:45 PM

oo s

ab

L T T B = )
o
-1

Lease Expires . Friday, December 14, 2881 7:18:45 PH

e Your PC’s IP address is the one entitled IP address (192.168.1.77)
e The router’s IP address is the one entitled Default Gateway (192.168.1.254)
e Your PC’s MAC Address is the one entitled Physical Address (00-50-FC-FE-02-DB)
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Appendix B

Specifications

Standards

Protocols

Security

Management
Wan port
Lan port
Leds
Dimensions
Regulartion
Throughput
Power
Weight
Temperature

Humidity

IEEE820.3(Ethernet)
IEEE802.3u(Fast Ethernet)
IEEE802.3x(Flow Control)

NAT , PPPoE, HTTP , DHCPclient/server
TCP/IP, , SMTP, DDNS

Netural firewall , local password , DMZ, Virtual Servers,
Access Control, ,Bridge mode, PPTPfor VPN ,
IPSec Pass-thru for VPN, L2TP forVPN ,
SPI/DoS

Web-based management

1x10 10/100 Base-T (RJ-45)

4x10 10/100 Base-T auto sensing (RJ-45)
power,duplex , LAN link act ,WAN link act
190(L)mm * 100 mm (W)* 30 mm (H)

FCC Class B, CE Mark ,C-Tick

20 Mbps

12V/0.5A DC Linear Power Adaptor

270 g

10-55C

0-90% (NonCondensing
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Glossary

Bridge: A bridge is an intelligent, internetworking device that forwards or filters packets between
different networks based on data link layer (MAC) address information.

Default Gateway (Router): Every non-router IP device needs to configure a default gateway’s IP
address. When the device sends out an IP packet, if the destination is not on the same network,
the device has to send the packet to its default gateway, which will then send it out towards the
destination.

DHCP: Dynamic Host Configuration Protocol. This protocol automatically gives every computer
on your home network an IP address.

DNS Server IP Address: DNS stands for Domain Name System, which allows Internet servers to
have a domain name (such as www.Broadbandrouter.com) and one or more IP addresses (such
as 192.34.45.8). A DNS server keeps a database of Internet servers and their respective domain
names and |IP addresses, so that when a domain name is requested (as in typing
"Broadbandrouter.com" into your Internet browser), the user is sent to the proper IP address. The
DNS server IP address used by the computers on your home network is the location of the DNS
server your ISP has assigned to you.

DSL Modem: DSL stands for Digital Subscriber Line. A DSL modem uses your existing phone
lines to transmit data at high speeds.

Ethernet: A standard for computer networks. Ethernet networks are connected by special cables
and hubs, and move data around at up to 10/100 million bits per second (Mbps).

Idle Timeout: Idle Timeout is designed so that after there is no traffic to the Internet for a pre-
configured amount of time, the connection will automatically be disconnected.

IP Address and Network (Subnet) Mask: IP stands for Internet Protocol. An IP address consists
of a series of four numbers separated by periods, that identifies a single, unique Internet
computer host in an IP network. Example: 192.168.2.1. It consists of 2 portions: the IP network
address, and the host identifier.

The IP address is a 32-bit binary pattern, which can be represented as four cascaded decimal
numbers separated by “.”: aaa.aaa.aaa.aaa, where each “aaa” can be anything from 000 to 255,
or as four cascaded binary numbers separated by “.”; bbbbbbbb.bbbbbbbb.bbbbbbbb.bbbbbbbb,
where each “b” can either be 0 or 1.

A network mask is also a 32-bit binary pattern, and consists of consecutive leading

1’s followed by consecutive trailing 0’s, such as

11111111.11111111.11111111.00000000. Therefore sometimes a network mask can also be
described simply as “x” number of leading 1’s.

When both are represented side by side in their binary forms, all bits in the IP address that
correspond to 1’s in the network mask become part of the IP network address, and the remaining
bits correspond to the host ID.

For example, if the IP address for a device is, in its binary form,
11011001.10110000.10010000.00000111, and if its network mask is,
11111111.11111111.11110000.00000000

It means the device’s network address is

11011001.10110000.10010000.00000000, and its host ID is,
00000000.00000000.00000000.00000111. This is a convenient and efficient method for routers
to route IP packets to their destination.
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ISP Gateway Address: (see ISP for definition). The ISP Gateway Address is an IP address for
the Internet router located at the ISP's office.

ISP: Internet Service Provider. An ISP is a business that provides connectivity to the Internet for
individuals and other businesses or organizations.

LAN: Local Area Network. A LAN is a group of computers and devices connected together in a
relatively small area (such as a house or an office). Your home network is considered a LAN.

MAC Address: MAC stands for Media Access Control. A MAC address is the hardware address
of a device connected to a network. The MAC address is a unique identifier for a device with an
Ethernet interface. It is comprised of two parts: 3 bytes of data that corresponds to the
Manufacturer ID (unique for each manufacturer), plus 3 bytes that are often used as the product’s
serial number.

NAT: Network Address Translation. This process allows all of the computers on your home
network to use one IP address. Using the broadband router's NAT capability, you can access the
Internet from any computer on your home network without having to purchase more IP addresses
from your ISP.

Port: Network Clients (LAN PC) uses port numbers to distinguish one network
application/protocol over another. Below is a list of common applications and protocol/port
numbers:

|App|ication |Protoco| |Port Number
Telnet TCP |23
FTP TCP |21
ISMTP TCP |25
IPOP3 TCP 110
H.323 TCP 1720
ISNMP \ucp 161
ISNMP Trap |UDP  [162
HTTP TCP |80
PPTP TCP 1723
IPC Anywhere [TCP 5631
|PC Anywhere |UDP |5632

PPPoE: Point-to-Point Protocol over Ethernet. Point-to-Point Protocol is a secure data
transmission method originally created for dial-up connections; PPPOE is for Ethernet
connections. PPPoE relies on two widely accepted standards, Ethernet and the Point-to-Point
Protocol. It is a communications protocol for transmitting information over Ethernet between
different manufacturers

Protocol: A protocol is a set of rules for interaction agreed upon between multiple parties so that
when they interface with each other based on such a protocol, the interpretation of their behavior
is well defined and can be made objectively, without confusion or misunderstanding.

Router: A router is an intelligent network device that forwards packets between different
networks based on network layer address information such as IP addresses.
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Subnet Mask: A subnet mask, which may be a part of the TCP/IP information provided by your
ISP, is a set of four numbers (e.g. 255.255.255.0) configured like an IP address. It is used to
create IP address numbers used only within a particular network (as opposed to valid IP address
numbers recognized by the Internet, which must be assigned by InterNIC).

TCPI/IP, UDP: Transmission Control Protocol/Internet Protocol (TCP/IP) and Unreliable Datagram
Protocol (UDP). TCP/IP is the standard protocol for data transmission over the Internet. Both TCP
and UDP are transport layer protocol. TCP performs proper error detection and error recovery,
and thus is reliable. UDP on the other hand is not reliable. They both run on top of the IP (Internet
Protocol), a network layer protocol.

WAN: Wide Area Network. A network that connects computers located in geographically
separate areas (e.g. different buildings, cities, countries). The Internet is a wide area network.

Web-based management Graphical User Interface (GUI): Many devices support a graphical
user interface that is based on the web browser. This means the user can use the familiar
Netscape or Microsoft Internet Explorer to Control/configure or monitor the device being managed.
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