EENN;

-An N
“HEEE

0

LevelOne

FBR-1404TX

Broadband VPN Gateway w/ 4-port Switch

User’'s Manual

Version:1.1



Table of Contents

CHAPTER LINTRODUCTION ...cciiiiieiiitiietesieeetesieee st sseses e ssesessessesssssssessssessessssssseses 1
LevelOne Broadband VPN Gateway FEAtUIES..........ccoveeeeeeereerese e eeeseeee e 1
PaCKage CONLENES ......uiciieieceieieie ettt ettt et e st e tesreere e e esaesenseneesneas 3
[ 1)V Tor= DT = T £ SR PPN 4

CHAPTER 2 INSTALLATION ..ottt 6
REGUITEMENTS. ..ottt bbbt b e bt et b e b e nes 6
PrOCEAUN Bt sttt et s sae e s ae e beeareeaeesbeesbe e beentesneesanas 6

CHAPTER SSETUP ...ttt ettt st a s e ae e nennenen 8
(@Y VT S 8
CoNfigUration Program ......ccccececeieseeieseeeeseese e ste e e e se e e saesbesresreereeseessessensesreseesns 9
S U] oI TAT A= o SRS 11
LAN SCIBEN ...ttt b e e s e e sre e smeesn e e neennesneesreenreens 14
PASSWOI 0 SCIOEN ...ttt sttt sttt sttt et e see et e seeseebeseenesbeseenens 16

CHAPTER 4 PC CONFIGURATION ...ttt sttt st neenens 17
OVEINVIBIW ..ttt ettt ettt et e et e et e s he e s be e e beeatesaeesaeesaeesbeenbesasesseesteabeentennrens 17
WINAOWS CHIENES... ..ottt et e re e ae s aeesaeesaeereenns 17
MaACINTOSN CHENES ...ttt be e beeabeeaaesraesreens 29
LiNUX ClENES. .ttt ettt sbe e be e eesaeesaeeebeebeenbeeabesseesreens 29
Other UNiX SYSEEMIS.....c.eiiirieiiterieeeteeeeie ettt 29

CHAPTER 5OPERATION AND STATUS . ....coo ottt sttt st s 30
(@07 = o] o TR 30
SEALUS SCI BN ...ttt re e s a e e s e et e e e eneeer e e b e e reenresnnesnnesneas 30
COoNNECLION SLALUS - PPPOE ........ciiiiieieiriiiec ettt 32
CONNECLION SEALUS - PPTP ..ottt 34
Connection Status- TelstraBig PONd...........cccocvrieienine e 35
Connection Details- SINGTE RAS ..o 36
Connection Details - Fixed/Dynamic [P AdAress........ccccvvvevevecencecieieeseseseseseenens 38

CHAPTER 6 INTERNET FEATURES. ..ottt st 40
OVEINVIBIW .ottt ettt et e st et e et e e aee s ae e saeesbeebeeateeaseebeeebeebeenbeentesntesaeesaeas 40
WAN Port Configuration SCrEEN ........coeciiireinereee e 41
AdVaNCE INEEIMNEL SCIEEN ...ttt re et e e ae e b 43
Dynamic DNS (DOmMain NAME SENVEr) ....coeireiieirerieenie et sne e 47
VITTUBL SEIVEIS. ..ottt et et et e et e et e e be e besbeesbeesbeebeeneesaeesaeeseenns 49
INEENNEL OPLIONS ...t et 51

CHAPTER 7 SECURITY CONFIGURATION ..ottt 52
(@Y VT ST 52
ACCESS CONEI O] ..ttt sttt sttt b et be s be e ne b e es 53
FIr@Wall RUIES ..ottt sttt sttt et seene s 56
0o LS PRSP RO PPRPPRPPPRPPRN 60
S C ol 1Y @] o] Ao 1TSS 62
o 01 o (1] 1T o [PPSR PPN 64
SN VICES. ..ttt ettt st b bbbt a e e e b e bt Rt e bt e Rt e he et et e R e eR e beeheebeeaeenteee e e benne s 65

CHAPTER 8 VPN ..ottt sttt sttt st et s aesesbeseesesbeseesenteseesentenens 67
OVEINVIBIW .ottt ettt ettt st e st e et e e be s e e sae e sheesbeebeenteeabeebeesbeebeenbeenbesaresaeesaeas 67
ComMMON VPN SIUBLIONS. .....couieiieiecie ettt ettt et e sreesbeesreeneennas 69
VPN POIICIES. ....cootecte ettt ettt ettt et e e be e besbeesbe e sbeetesaeesaeesbeareenns 71




(O = 4 PSR PS 84
AV NI = (TSP 85
=14 0] 1= 86
CHAPTER 9 OTHER FEATURESAND SETTINGS......ooioiicee e 104
OVEIN VB ..ttt ettt e e ettt e e et et e e e b e e e s et e e e s eaaeessebseeseastasssasaneessabeeesensensssnenas 104
[ Ol D L= £ o T2 1= TR 105
REMOtE AAMINISIEALION......eiiiiiiee ettt e e e e e sa e e s e e e e s senreeessaaees 109
ROULING .ttt et et b e st b et b et eb e et benn et b e 110
UPGrade Fil MWEN €.....cccuiiieieeeiie ettt sttt sttt sb e 114
UPIP ettt e e e et e st e et eete e et e ee e e et e aeeeareteeaeear et e aeesaraeeaeenanes 115
APPENDIX A TROUBLESHOOTING ......oooiiie ettt ees st snee 116
(@Y7 V1= YOS 116
GENENAl PrODIEMS.....vi ittt ettt ettt e st e st e et e sabesaeesaeesbeessesaresnneans 116
INEEINEL ACCESS....cocieeeee ettt e e e et ee e e s e e e st e e e e e st e e e saeeeesssteeeeanteeeeanneeesnnreeenn 116
APPENDIX B SPECIFICATIONS.....cc ottt sttt st s v s 118
LevelOne Broadband VPN Gat@way ...........cccoereerereeneneee e 118
[ O O = 1 (< 1.4 [=: 1 | T 118
CE Marking War NiNG.....oooeeieee sttt s ebesre b 119




Chapter 1
Introduction

This Chapter provides an overview of the Level One Broadband VPN Gate-
way's features and capabilities.

Congratulations on the purchase of your new LevelOne Broadband VPN Gateway. The Leve-
IOne Broadband VPN Gateway is a multi-function device providing the following services:

e Shared Broadband I nternet Accessfor al LAN users.
e 4-Port Switching Hub for 10BaseT or 100BaseT connections.
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Figure 1: LevelOne Broadband VPN Gateway

LevelOne Broadband VPN Gateway Features

The LevelOne Broadband VPN Gateway incorporates many advanced features, carefully
designed to provide sophisticated functions while being easy to use.

Internet Access Features

e Shared Internet Access. All usersonthe LAN or WLAN can access the Internet
through the LevelOne Broadband VPN Gateway, using only asingle external IP Address.
Thelocal (invalid) IP Addresses are hidden from external sources. This processiscalled
NAT (Network Address Trandation).

e DSL & Cable Modem Support. The LevelOne Broadband VPN Gateway has a
10/100BaseT Ethernet port for connecting aDSL or Cable Modem. All popular DSL and
Cable Modems are supported. SingTel RAS and Big Pond (Australia) login support is also
included.

e PPPOE, PPTP, SingTel RAS and Telstra Big Pond Support. The Internet (WAN
port) connection supports PPPoE (PPP over Ethernet), PPTP (Peer-to-Peer Tunneling Pro-
tocal), SingTel RAS and TelstraBig Pond (Australia), as well as"Direct Connection” type
Services.

e Fixed or Dynamic | P Address. On the Internet (WAN port) connection, the LevelOne
Broadband VPN Gateway supports both Dynamic IP Address (IP Addressis allocated on
connection) and Fixed |P Address.
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Advanced Internet Functions

Communication Applications. Support for Internet communication applications, such
as interactive Games, Telephony, and Conferencing applications, which are often difficult
to use when behind a Firewall, is included.

Special Internet Applications. Applications which use non-standard connections or
port numbers are normally blocked by the Firewall. The ability to define and allow such
applicationsis provided, to enable such applications to be used normally.

Virtual Servers. Thisfeature allows Internet users to access Internet servers on your
LAN. The required setup is quick and easy.

DMZ. One (1) PC onyour local LAN can be configured to allow unrestricted 2-way
communication with Servers or individual users on the Internet. This provides the ability
to run programs which are incompatible with Firewalls.

URL Filter. Usethe URL Filter to block accessto undesirable Web sites by LAN users.
Internet Access Log. Seewhich Internet connections have been made.

VPN Pass through Support. PCswith VPN (Virtual Private Networking) software
using PPTP, L2TP and IPSec are transparently supported - no configuration is required.

LAN Features

4-Port Switching Hub. The LevelOne Broadband VPN Gateway incorporates a 4-port
10/100BaseT switching hub, making it easy to create or extend your LAN.

DHCP Server Support. Dynamic Host Configuration Protocol provides a dynamic IP
address to PCs and other devices upon request. The LevelOne Broadband VPN Gateway
can act asaDHCP Server for devices on your local LAN and WLAN.

Multi Segment LAN Support. LANSs containing one or more segments are supported,
viathe LevelOne Broadband VPN Gateway 's RIP (Routing Information Protocol) support
and built-in static routing table.

Configuration & Management

Easy Setup. Use your WEB browser from anywhere on the LAN or WLAN for configu-
ration.

Remote Management. The LevelOne Broadband VPN Gateway can be managed from
any PC on your LAN. And, if the Internet connection exists, it can also (optionally) be
configured via the Internet.

UPNP Support. UPnP (Universal Plug and Play) allows automatic discovery and con-
figuration of the LevelOne Broadband VPN Gateway. UPnP is by supported by Windows
ME, XP, or |ater.

Security Features

Password - protected Configuration. Optional password protection is provided to
prevent unauthorized users from modifying the configuration data and settings.

NAT Protection. Anintrinsic side effect of NAT (Network Address Translation) tech-
nology isthat by allowing al LAN usersto share asingle |P address, the location and
even the existence of each PC is hidden. From the external viewpoint, there is no network,
only asingle device - the Level One Broadband VPN Gateway.

Stateful Inspection Firewall. All incoming data packets are monitored and all incom-
ing server requests are filtered, thus protecting your network from malicious attacks from
external sources.
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e Protection against DoS attacks. DoS (Denial of Service) attacks can flood your
Internet connection with invalid packets and connection requests, using so much band-
width and so many resources that I nternet access becomes unavailable. The LevelOne
Broadband VPN Gateway incorporates protection against DoS attacks.

e Rule-based Policy Firewall. To provide additiona protection against malicious pack-
ets, you can define your own firewall rules. This can also be used to control the Internet
services availableto LAN users.

VPN Gateway Features

e |PSec.. Support for IPSec standards, including IKE and certificates.
e 5 Tunnes. Upto5VPN tunnels can be created.

e High performance. High performance encryption engine maintains high throughput
even when using 3DES.

Package Contents

The following items should be included:

e TheLevelOne Broadband VPN Gateway Unit
e Power Adapter

e Quick Installation Guide

e CD-ROM containing the on-line manual.

If any of the above items are damaged or missing, please contact your dealer immediately.
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Physical Details

Front-mounted LEDs
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PR T

Power
(Green)

Status
(Red)

LAN

WAN
(Green)

Figure 2: Front Panel

On - Power on.

Off - No power.

On - Error condition.
Off - Normal operation.
Blinking - This LED blinks during start up.

For each port, there are 2 LEDs

e Link/Act (Green)
e On - Corresponding LAN (hub) port is active.
e Off - No active connection on the corresponding LAN (hub) port.

e Flashing - Datais being transmitted or received viathe corre-
sponding LAN (hub) port.

e 100 (Yellow)
e On - Corresponding LAN (hub) port isusing 100BaseT.

e  Off - Corresponding LAN (hub) port connection isusing
10BaseT, or no active connection.

On - Connection to the modem attached to the WAN (Internet) port is
established.

Flashing - Datais being transmitted or received viathe WAN port.




Rear Panel

Reset Button

WAN port
(10/100BaseT)

10/100BaseT
LAN connections

Power port
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Figure 3: Rear Panel

This button has two (2) functions:

e Reboot. When pressed and released, the LevelOne Broadband
VPN Gateway will reboot (restart).

e Clear All Data. This button can also be used to clear ALL data
and restore ALL settings to the factory default values.

To Clear All Data and restore the factory default values:
1. Power Off.
2. Hold the Reset Button down while you Power On.

3. Keep holding the Reset Button down for five (5) seconds, until
the Red Status LED has flashed TWICE.

4. Releasethe Reset Button. The Level One Broadband VPN
Gateway is now using the factory default values.

Connect the DSL or Cable Modem here. If your modem came with a
cable, use the supplied cable. Otherwise, use astandard LAN cable.

Use standard LAN cables (RJ45 connectors) to connect your PCsto
these ports.

Note:

Any LAN port on the Level One Broadband VPN Gateway will
automatically function as an "Uplink" port when required. Just
connect any port to anormal port on the other hub, using a standard
LAN cable.

Connect the supplied power adapter here.
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Installation

This Chapter covers the physical installation of the Level One Broadband
VPN Gateway.

Requirements

e Network cables. Use standard 10/100BaseT network (UTP) cables with RJ45 connectors.
e TCP/IP protocol must be installed on all PCs.

e For Internet Access, an Internet Access account with an ISP, and either of aDSL or Cable
modem (for WAN port usage)

Procedure

i
able
DS
I;u_"ulzl':!'E
Eaisling Connaclion o Pes

Figure 4: Installation Diagram

1. Choose an Installation Site

Select a suitable place on the network to install the LevelOne Broadband VPN Gateway .
Ensure the Level One Broadband VPN Gateway and the DSL/Cable modem are powered
OFF.

2. Connect LAN Cables

e Usestandard LAN cables to connect PCs to the Switching Hub ports on the LevelOne
Broadband VPN Gateway. Both 10BaseT and 100BaseT connections can be used simulta-
neously.

e If required, you can connect any LAN port to another Hub. Any LAN port on the Leve-
|0One Broadband VPN Gateway will automatically function as an "Uplink" port when
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required. Just connect any LAN port to anormal port on the other hub, using a standard
LAN cable.

. Connect WAN Cable

Connect the DSL or Cable modem to the WAN port on the LevelOne Broadband VPN
Gateway. Use the cable supplied with your DSL/Cable modem. If no cable was supplied,
use a standard cable.

w

N

. Power Up

e Power on the Cable or DSL modem.

e  Connect the supplied power adapter to the Level One Broadband VPN Gateway and power
up.

Use only the power adapter provided. Using a different one may cause hardware damage

5. Check the LEDs

e The Power LED should be ON.
e The Satus LED should flash, then turn Off. If it stays on, there is a hardware error.

e For each LAN (PC) connection, the LAN Link/Act LED should be ON (provided the PC is
also ON.)

e TheWAN LED should be ON.

For more information, refer to Front-mounted LEDs in Chapter 1.



Chapter 3
Setup

This Chapter provides Setup details of the Level One Broadband VPN Gate-
way.

Overview

This chapter describes the setup procedure for:
e Internet Access
e LAN configuration

PCson your local LAN may also require configuration. For details, see Chapter 4 - PC Con-
figuration.

Other configuration may also be required, depending on which features and functions of the
LevelOne Broadband VPN Gateway you wish to use. Use the table below to locate detailed
instructions for the required functions.

To Do this: Refer to:

Configure PCs on your LAN. Chapter 4.
PC Configuration

Check LevelOne Broadband VPN Gateway operation and | Chapter 5:

Status. Operation and Status
Use any of the following Internet features: Chapter 6:
e Advanced Internet Setup (Special Applications, Internet Features

DMZ, URL filter)
e Dynamic DNS
e Virtua Servers
e Options (Backup DNS, MTU)

Change any of the following Security-related settings: Chapter 7:

e Admin Login Security Configuration
e  Access Control

e Firewall Rules

e Logs

e  Security Options (TFTP, Firewall)

e  Scheduling (used by Access Control)
e Services

Understand the VPN capabilities, and the configuration Chapter 8:
required for common situations. VPN
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Configure or use any of the following: Chapter 9:

e  Config File backup/restore Other Features and Settings
e PC Database

e Remote Admin

e Routing (RIP and static Routing)
e Upgrade Firmware

e UPnP

Where use of a certain feature requires that
PCs or other LAN devices be configured, this
Motel is also explained in the relevant chapter.

Configuration Program

The LevelOne Broadband VPN Gateway contains an HTTP server. This enables you to con-
nect to it, and configure it, using your Web Browser. Y our Browser must support
JavaScript. The configuration program has been tested on the following browsers:

e Netscape V4.08 or later
e Internet Explorer V4 or later

Preparation

Before attempting to configure the Level One Broadband VPN Gateway, please ensure that:

e Your PC can establish a physical connection to the LevelOne Broadband VPN Gateway.
The PC and the Level One Broadband VPN Gateway must be directly connected (using the
Hub ports on the Level One Broadband VPN Gateway) or on the same LAN segment.

e TheLevelOne Broadband VPN Gateway must be installed and powered ON.

o |f the LevelOne Broadband VPN Gateway 's default IP Address (192.168.0.1) is already
used by another device, the other device must be turned OFF until the LevelOne Broad-
band VPN Gateway is allocated a new 1P Address during configuration.

Using UPnP

If your Windows system supports UPnP, an icon for the Level One Broadband VPN Gateway
will appear in the system tray, notifying you that a new network device has been found, and
offering to create a new desktop shortcut to the newly-discovered device.

e Unlessyou intend to change the IP Address of the LevelOne Broadband VPN Gateway,
you can accept the desktop shortcut.

e  Whether you accept the desktop shortcut or not, you can always find UPnP devicesin My
Network Places (previously called Network Neighborhood).

e Double - click theicon for the Level One Broadband VPN Gateway (either on the Desk-
top, or in My Network Places) to start the configuration. Refer to the following section
Setup Wizard for details of the initial configuration process.
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Using your Web Browser

To establish a connection from your PC to the LevelOne Broadband VPN Gateway:

1. After installing the LevelOne Broadband VPN Gateway in your LAN, start your PC. If
your PC is already running, restart it.

2. Start your WEB browser.

3. Inthe Address box, enter "HTTP://" and the IP Address of the LevelOne Broadband VPN

Gateway, as in this example, which uses the Level One Broadband VPN Gateway 's default
IP Address:

HTTP://192.168.0.1

If you can't connect

If the LevelOne Broadband VPN Gateway does not respond, check the following:

e TheLevelOne Broadband VPN Gateway is properly installed, LAN connec-
tionis OK, and it is powered ON. Y ou can test the connection by using the
"Ping" command:

e  Open the MS-DOS window or command prompt window.
e Enter the command:
ping 192.168.0.1
If no response is received, either the connection is not working, or your
PC's IP address is not compatible with the Level One Broadband VPN
Gateway 's |P Address. (See next item.)

e Ifyour PCisusing afixed IP Address, its|P Address must be within the range
192.168.0.2 to 192.168.0.254 to be compatible with the L evel One Broadband
VPN Gateway 's default P Address of 192.168.0.1. Also, the Network Mask
must be set to 255.255.255.0. See Chapter 4 - PC Configuration for details on
checking your PC's TCP/IP settings.

e Ensurethat your PC and the Level One Broadband VPN Gateway are on the
same network segment. (If you don't have arouter, this must be the case.)

4. Youwill be prompted for a username and password, as shown below.
[ nie Notwsack Posswond ____________________KiEj|

? Pl fypes pos Lse royes e paspssond
She 1321681

Flasin FisaclF seperd

Lbom Pl '
Brond |
[T Sava iFe parzwoid n pou prorsend o

I | Careal

Figure 5: Password Dialog

e Enter admin for the User Name, and leave the Password blank.
e Both the name and password can (and should) be changed, using the Admin Login screen.

10
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Setup Wizard

The first time you connect to the Level One Broadband VPN Gateway, the Setup Wizard will
run automatically. (The Setup Wizard will also runif the LevelOne Broadband VPN Gate-
way's default setting are restored.)

1. Step through the Wizard until finished.

e You need to know the type of Internet connection service used by your | SP. Check
the data supplied by your I SP.

e  The common connection types are explained in the tables bel ow.
2. Onthefinal screen of the Wizard, run the test and check that an Internet connection can be

established.

3. If the connection test fails:
e  Check your data, the Cable/DSL modem, and al connections.
e  Check that you have entered all data correctly.

e |f using a Cable modem, your ISP may have recorded the MAC (physical) address of
your PC. Run the Wizard, and on the Cable Modem screen, use the "Clone MAC ad-
dress' button to copy the MAC address from your PC to the Level One Broadband

VPN Gateway.

Common Connection Types

Cable Modems

Type Details ISP Data required

Dynamic Your IP Addressis alocated Usually, none.

IP Address automatically, when you However. some |SPs m

connect to you | SP. Y Yy

require you to use a particular
Hostname, Domain name, or
MAC (physical) address.

Static (Fixed) | Your ISP alocates a perma- IP Address allocated to you,

IP Address nent IP Address to you. mask and gateway (if provided),
and DNS address.
Some | SP's may also require
you to use a particular Host-
name, Domain name, or MAC
(physical) address.

DSL Modems

Type Details ISP Data required

Dynamic Your IP Addressis alocated None.

IP Address automatically, when you

connect to you I SP.

Static (Fixed) | Your ISP alocates a perma- IP Address alocated to you,

IP Address nent IP Address to you. mask and gateway (if provided),
and DNS address.

11
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Y ou connect to the ISP only
when required. The IP address
isusually allocated automati-
cally, but may be Static
(Fixed).

PPPoE Y ou connect to the ISP only User name and password.
when required. The IP address
isusually allocated automati-
cally.

PPTP Mainly used in Europe. e PPTP Server IP Address.

e  User name and password.

e |P Addressallocated to
you, if Static (Fixed).

Other Modems (e.g. Broadband Wireless)

Type Details ISP Data required
Dynamic Your IP Addressis allocated Usually, none.
IP Address automatically, when you
However, some |SP's may
connect to you ISP. : :
require you to use a particular
Hostname, Domain name, or
MAC (physical) address.
Static (Fixed) | Your ISP alocates a perma- IP Address alocated to you,
IP Address nent IP Address to you. mask and gateway (if provided),
and DNS address.

Big Pond Cable (Australia)

For this connection method, the following dataiis required:

e User Name
e  Password

e BigPond Server IP address

SingTel RAS

For this connection method, the following datais required:

e User Name
e  Password
e RASPlan

12
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Home Screen

After finishing or exiting the Setup Wizard, you will see the Home screen. When you connect
in future, you will see this screen when you connect. An example screen is shown below.

BrﬂadBand Rmuter

dayies_ s

Imtarmet & fddn

Ly Ok

Figure 6: Home Screen

Navigation & Data Input

e  Usethe menu bar on the top of the screen, and the "Back" button on your Browser, for
navigation.

e Changing to another screen without clicking "Save" does NOT save any changes you may
have made. Y ou must "Save" before changing screens or your data will be ignored.

,@ On each screen, clicking the "Help" button will
display help for that screen.
MNote!

From any help screen, you can access the list of all
help files (help index).

13
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LAN Screen

Use the LAN link on the main menu to reach the LAN screen. An example screen is shown

below.

Figure7: LAN Screen

Data - LAN Screen

TCP/IP

IP Address

I P address for the LevelOne Broadband VPN Gateway, as seen from
thelocal LAN. Use the default value unless the addressis already in
use or your LAN isusing a different IP address range. In the latter
case, enter an unused | P Address from within the range used by your
LAN.

Subnet Mask

The default value 255.255.255.0 is standard for small (class"C")
networks. For other networks, use the Subnet Mask for the LAN
segment to which the LevelOne Broadband VPN Gateway is attached
(the same value as the PCs on that LAN segment).

DHCP Server

e |f Enabled, the LevelOne Broadband VPN Gateway will allocate
IP Addresses to PCs (DHCP clients) on your LAN when they start
up. The default (and recommended) value is Enabled.

e If you are adready using a DHCP Server, this setting must be
Disabled, and the existing DHCP server must be re-configured to
treat the Level One Broadband VPN Gateway as the default Gate-
way. See the following section for further details.

e TheStart IP Addressand Finish IP Addressfields set the values
used by the DHCP server when allocating 1P Addresses to DHCP
clients. This range aso determines the number of DHCP clients
supported.

See the following section for further details on using DHCP.

Buttons

Save

Save the data on screen.

Cancel

The"Cancel" button will discard any data you have entered and reload
the file from the Level One Broadband VPN Gateway.

14
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DHCP

What DHCP Does

A DHCP (Dynamic Host Configuration Protocol) Server allocatesavalid IP addressto a
DHCP Client (PC or device) upon request.

e Theclient request is made when the client device starts up (boots).

e The DHCP Server provides the Gateway and DNS addresses to the client, aswell as
alocating an 1P Address.

e TheLevelOne Broadband VPN Gateway can act asa DHCP server.

e Windows 95/98/ME and other non-Server versions of Windows will act asa DHCP
client. Thisisthe default Windows setting for the TCP/IP network protocol. However,
Windows uses the term Obtain an IP Address automatically instead of "DHCP Client".

e Youmust NOT have two (2) or more DHCP Servers on the same LAN segment. (If your
LAN does not have other Routers, this means there must only be one (1) DHCP Server on
your LAN.)

Using the LevelOne Broadband VPN Gateway 's DHCP Server

Thisisthe default setting. The DHCP Server settings are on the LAN screen. On this screen,
you can:

e Enable or Disable the Level One Broadband VPN Gateway 's DHCP Server function.

e Settherange of IP Addresses allocated to PCs by the DHCP Server function.

/=" You can assign Fixed IP Addresses to some devices
ﬁ) while using DHCP, provided that the Fixed IP Addresses
Motel are NOT within the range used by the DHCP Server.

Using another DHCP Server

Y ou can only use one (1) DHCP Server per LAN segment. If you wish to use another DHCP

Server, rather than the Level One Broadband VPN Gateway 's, the following procedure is

required.

1. Disablethe DHCP Server feature in the LevelOne Broadband VPN Gateway. This setting
ison the LAN screen.

2. Configure the DHCP Server to provide the LevelOne Broadband VPN Gateway 's |P
Address as the Default Gateway.

To Configure your PCs to use DHCP
Thisisthe default setting for TCP/IP under Windows 95/98/ME.
See Chapter 4 - Client Configuration for the procedure to check these settings.

15
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Password Screen

The Admin Login screen allows you to assign a user name and password to the LevelOne
Broadband VPN Gateway.

Figure 8: Password Screen

1. Thedefault login nameis"admin". Change thisto the desired value.

2. Thedefault password is blank (no password). Enter the desired password in the New
Password and Verify Password fields.

3. Saveyour changes.

Y ou will see alogin prompt when you connect to the LevelOne Broadband VPN Gateway, as
shown below.

L ntes Wotwark Pasawnd ___KIH
'}Q Pt Bras pod Lz rowne 5ol pae s
Bk 1321681
Flasin [JERE R
Lirer Mo |
Erammcad |
[T 5ave Pz parizweedin pou pacivornd izt

[ o ] cows

Figure9: Password Dialog

Enter the "User Name" and "Password" you set on the Admin Login screen above.

16



Chapter 4
PC Configuration

This Chapter details the PC Configuration required on the local ("Internal™)
LAN.

Overview

For each PC, the following may need to be configured:
e TCP/IP network settings
e Internet Access configuration

Windows Clients

This section describes how to configure Windows clients for Internet access viathe LevelOne
Broadband VPN Gateway.

Thefirst step isto check the PC's TCP/IP settings.

The LevelOne Broadband VPN Gateway uses the TCP/IP network protocol for all functions,
soitisessentia that the TCP/IP protocol beinstalled and configured on each PC.

TCP/IP Settings - Overview

If using the default LevelOne Broadband VPN Gateway settings, and the
default Windows TCP/IP settings, no changes need to be made.

e By default, the LevelOne Broadband VPN Gateway will act asa DHCP Server, automati-
cally providing a suitable IP Address (and related information) to each PC when the PC
boots.

e For al non-Server versions of Windows, the default TCP/IP setting isto act asa DHCP
client.

If using a Fixed (specified) IP address, the following changes are re-
qguired:

o The Gateway must be set to the | P address of the LevelOne Broadband VPN Gateway
e The DNSshould be set to the address provided by your | SP.

g If your LAN has a Router, the LAN Administrator must re-
configure the Router itself. Refer to Chapter 8 - Other
Motel Features and Operations for details.
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Checking TCP/IP Settings - Windows 9x/ME:
1. Select Control Panel - Network. Y ou should see a screen like the following:

Canfiguration | |densficaton | Accsss Contral |

The fallcwing petenrk components are insialled

(4™ FetEEL =» POl Fast Ethames Adapier =]
[ MBS -> DnakLp Adeatar
[~ MeIBEL -3 DiakUp Adegbar 82 WEN Susaa

(4~ TCPP -» Disl-Up Ad=pier

(4~ TCRIP -» Dis-Uip Sdapter #2 V2R Suppo)

L=, File and printar shering far Mafmme Sebworks -
| | ¥

Add.. Hamove | Froperisas

Figure 10: Network Configuration

2. Select the TCP/IP protocol for your network card.
3. Click on the Properties button. Y ou should then see a screen like the following.

VFfIF Froperse s

Bindings | Advenced | NeEIOS | DNS Corigursion |
Gaewsy | WINS Corigurstion IF Address

#n P sddress cen be sulomaticalby assigned ta this compuber. ¥

wour nedwnik does nol automaticaly assign IF addreeses. sk vour

reatwark edministraior far an addmess, snd than bype & in the spaca
LT

& Cibdsin an IF address sutometicalb

 Spacity an P addrass

Figure 11: IP Address (Win 95)
Ensure your TCP/IP settings are correct, as follows:

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. This is the default
Windows setting. Using thisisrecommended. By default, the Level One Broadband VPN
Gateway will act asa DHCP Server.

Restart your PC to ensure it obtains an |P Address from the Level One Broadband VPN Gate-
way.
Using "Specify an IP Address"

If your PC is already configured, check with your network administrator before making the
following changes:
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On the Gateway tab, enter the LevelOne Broadband VPN Gateway 's |P address in the
New Gateway field and click Add, as shown below. Your LAN administrator can advise
you of the P Address they assigned to the Level One Broadband VPN Gateway.

TCFIP Properties

Bindings | Advenced | NeEIDS | DNS Corfigurstion
Getway | WINSCosbguesion | IPAddress

The firel galewsy in Fie Installed Galewey betwill e the dafaull The
addmass andar inthe kziwall 2 the order m which these machines
are used

Merer getawey
(192 168. 0 . 1 | [ &sa |

[rstalled gaiewenys:

=

Figure 12: Gateway Tab (Win 95/98)

On the DNS Configuration tab, ensure Enable DNSis selected. If the DNS Server Search
Order list is empty, enter the DNS address provided by your ISP in the fields beside the
Add button, then click Add.

TCPAP Properias

Gaiewsy | VNS Configuration | IP Address

Bndings | Adwenced | NatBIOS DNS Configuration
 Dizmble ONS

¥ Enable DS

Host | L Ciremin |

DWE Servar Search Orosr

d— r—ﬁ) add |
|_\_-—\_ e

Figure 13: DNS Tab (Win 95/98)
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Checking TCP/IP Settings - Windows NT4.0

1. Select Control Panel - Network, and, on the Protocols tab, select the TCP/IP protocol, as
shown below.

Metwork E |

Identificatianl Services  Protocals |.-’-‘-.u:|apters| Bindingsl

Hetwork Protocols:

T MetBEU Pratocol

T NwiLink IP=/SP% Compatible Transport
H MwiLink NetBlOS

i TCF/|P Protocol

Add... Bemowve Properties. .. [ prlate

— Description:

Transport Contral Protocol/lntermet Protocol. The default wide

area network protocol that provides communication across
diverse interconnected network s,

k. I Cancel

Figure 14: WindowsNT4.0- TCP/IP
2. Click the Properties button to see a screen like the one below.
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Microzoft TCP/IP Properties HE |

IP Address | DNS | WINS Address | DHCP Relay | Routing |

A&n [P address can be automatically aszigned to this network card
by a DHCP zerver. [f your netwark does not have a DHCP server,
azk your netwark. administratar for an address, and then tepe it in
the space below.

Adapter:
PCI Fast Ethermnet Adapter j

&' Obtain an IP address from a DHCP server
— ' Specifty an IP address

|E fsddiess: |

Subret fask: |

[rerault [ ateEy: |

k. Cancel i

Figure 15: Windows NT4.0 - P Address

3. Select the network card for your LAN.
4. Select the appropriate radio button - Obtain an IP address from a DHCP Server or Specify
an |P Address, as explained below.

Obtain an IP address from a DHCP Server

Thisisthe default Windows setting. Using thisis recommended. By default, the LevelOne
Broadband VPN Gateway will act asa DHCP Server.

Restart your PC to ensure it obtains an |P Address from the Level One Broadband VPN Gate-
way.

Specify an IP Address

If your PC is already configured, check with your network administrator before making the
following changes.

1. The Default Gateway must be set to the IP address of the Level One Broadband VPN
Gateway. To set this:

e Click the Advanced button on the screen above.

e Onthefollowing screen, click the Add button in the Gateways panel, and enter the
LevelOne Broadband VPN Gateway 's | P address, as shown in Figure 16 below.

e |f necessary, use the Up button to make the Level One Broadband VPN Gateway the
first entry in the Gateways list.
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Advanced IP Addressing |

Adapter: I PCl Fast Ethemet Adapter J

W= TCP/IP Gateway Address EHE I_

Gateway Address: I |

Add Cancel |

— [ ateways

Wit
[ |

Add.. B Remove |

[ Enable PFTP Filkering

E nable Security
[Earfigure.. |
ok I Cancel

Figure 16 - Windows NT4.0 - Add Gateway

2. The DNS should be set to the address provided by your ISP, as follows:
e Click the DNStab.

e Onthe DNS screen, shown below, click the Add button (under DNS Service Search
Order), and enter the DNS provided by your |SP.




PC Configuration

Microzoft TCP/IP Properties HE |

IPaddress DS | WINS Address | DHCP Relay | Routing |

Diamain Mame System [DNS]

Huozt Mame: Dramairn:

—DMS Service Search Order

[y
[ |

Add.. | Bl | Femnye |
TCPAP DHS Server =
[,

DMS Server: oy

Cancel | M

k. I Cancel | Apply

Figure17: WindowsNT4.0 - DNS

23



LevelOne Broadband VPN Gateway User Guide

Checking TCP/IP Settings - Windows 2000:

1. Select Control Panel - Network and Dial-up Connection.

2. Right - click the Local Area Connection icon and select Properties. Y ou should see a
screen like the following:

Local Area Connection Properties H
General |

Connect uzing:

| B3 SMWCEZ Card 104100 (SMC1211T%)

Components checked are used by this connection:

Client far Microsoft Metwork.s
Filz and Prirter Sharing for Microzoft Metworks
L9 Intermet Protocol [TCRAR)

Ingtall... | Uninstall Properties

Dezcriphion

Transmizzion Control Protocol/lntemet Protocol. The default
wide area network protocol that provides communication
acrozs diverse interconnected networks,

[ Show icon in taskbar when connected

ak | Cancel |

Figure 18: Network Configuration (Win 2000)

3. Select the TCP/IP protocol for your network card.
4. Click on the Properties button. Y ou should then see a screen like the following.




PC Configuration

Internet Protocal { TOP P Propertees

E-lﬂudi
Yeu can gl IF mllirgs asngred aubomalicaly d you retvork fupoonls

lhe capabiily. Othessse, pou need 1o stk pour netwiock. admirisrston o
the appiopaate [P setings

i+ Obbain an [P addiess sulnmsticsly
T L the bolioerg 1P addeets

1 Didain NG v addbet atomal ol
7 Lt ol DHS paresi addesosg

Figure 19: TCP/IP Properties (Win 2000)
5. Ensure your TCP/IP settings are correct, as described below.

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. This is the default
Windows setting. Using thisisrecommended. By default, the Level One Broadband VPN
Gateway will act asa DHCP Server.

Restart your PC to ensure it obtains an |P Address from the Level One Broadband VPN Gate-
way.

Using a fixed IP Address ("Use the following IP Address")

If your PC is already configured, check with your network administrator before making the

following changes.

e Enter the LevelOne Broadband VPN Gateway 's | P address in the Default gateway field
and click OK. (Your LAN administrator can advise you of the IP Address they assigned to
the LevelOne Broadband VPN Gateway.)

o |f the DNS Server fields are empty, select Use the following DNS server addresses, and
enter the DNS address or addresses provided by your ISP, then click OK.
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Checking TCP/IP Settings - Windows XP

1. Select Control Panel - Network Connection.

2. Right click the Local Area Connection and choose Properties. Y ou should see a screen
like the following:

- Local &rea Connectinn Properiies

Gereral | godhestication | Advanced

Cornect usimg
B D-Lnk DFE-530T3 PCI Fast Elharet Sdaples [ree B]

[ Conlgus.. |

Thiz comnsotiomn uses Hre ollowirg bema:
L Cheri I Microzoll Hetend s
Filg sl Prebsi Shairg ol Micnsdall Neteok:
(oS Packed Sl

|rbeinet Protocol [TICPAE
o
D s oapbon

Tigreseshon Corligl Paolocoldnlanel Palocol The defadl
vads sima rebwork probocol that pm-.fdus comImricabion
acinss diverse interconnechad

[] Sicay icom in notification sres when connechad

| ok || Cancd |

Figure 20: Network Configuration (Windows XP)

3. Select the TCP/IP protocol for your network card.
4. Click on the Properties button. Y ou should then see a screen like the following.
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Imbermet Frotocol [ FCPOE ) P noperties

Girutsl | Aberate Confipestion
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120 U e Fiobloswing IP addiesx
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| Futwancad
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Figure 21: TCP/IP Properties (Windows XP)
5. Ensureyour TCP/IP settings are correct.

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. This is the default
Windows setting. Using thisisrecommended. By default, the Level One Broadband VPN
Gateway will act asa DHCP Server.

Restart your PC to ensure it obtains an |P Address from the Level One Broadband VPN Gate-
way.

Using a fixed IP Address ("Use the following IP Address")

If your PC is already configured, check with your network administrator before making the

following changes.

e Inthe Default gateway field, enter the Level One Broadband VPN Gateway 's |P address
and click OK. Your LAN administrator can advise you of the |P Address they assigned to
the LevelOne Broadband VPN Gateway.

o |f the DNS Server fields are empty, select Use the following DNS server addresses, and
enter the DNS address or addresses provided by your ISP, then click OK.
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Internet Access

To configure your PCsto use the Level One Broadband VPN Gateway for Internet access:
e Ensurethat the DSL modem, Cable modem, or other permanent connection is functional.

o Usethefollowing procedure to configure your Browser to access the Internet via the
LAN, rather than by a Dial-up connection.

For Windows 9x/ME/2000
1. Select Sart Menu - Settings - Control Panel - Internet Options.
2. Select the Connection tab, and click the Setup button.

3. Select "l want to set up my Internet connection manually, or | want to connect through a
local area network (LAN)" and click Next.

4. Select "I connect through alocal area network (LAN)" and click Next.

5. Ensuredl of the boxes on the following Local area network Internet Configuration screen
are unchecked.

6. Check the "No" option when prompted "Do you want to set up an Internet mail account
now?'.

7. Click Finish to close the Internet Connection Wizard.
Setup is now compl eted.

For Windows XP

Select Start Menu - Control Panel - Network and Internet Connections.

Select Set up or change your Internet Connection.

Select the Connection tab, and click the Setup button.

Cancel the pop-up "Location Information” screen.

Click Next on the "New Connection Wizard" screen.

Select "Connect to the Internet" and click Next.

Select "Set up my connection manually" and click Next.

Check "Connect using a broadband connection that is always on" and click Next.

Click Finish to close the New Connection Wizard.
Setup is now completed.

© 0o N~ WDNPRE

Accessing AOL

To access AOL (America On Line) through the Level One Broadband VPN Gateway, the AOL
for Windows software must be configured to use TCP/IP network access, rather than adial-up
connection. The configuration processis as follows:

e  Start the AOL for Windows communication software. Ensure that it isVersion 2.5, 3.0 or
later. This procedure will not work with earlier versions.

e  Click the Setup button.

e Select Create Location, and change the location name from "New Locality" to "LevelOne
Broadband VPN Gateway ".

e Click Edit Location. Select TCP/IP for the Network field. (L eave the Phone Number
blank.)

e Click Save, then OK.
Configuration is now compl ete.

e Beforeclicking "Sign On", always ensure that you are using the "L evel One Broadband
VPN Gateway " location.
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Macintosh Clients

From your Macintosh, you can access the Internet via the LevelOne Broadband VPN Gateway.
The procedureis as follows.

1. Openthe TCP/IP Control Panel.
2. Select Ethernet from the Connect via pop-up menu.

3. Select Using DHCP Server from the Configure pop-up menu. The DHCP Client ID field
can be left blank.

4. Closethe TCP/IP panel, saving your settings.

Note:

If using manually assigned |P addresses instead of DHCP, the required changes are:
e  Set the Router Addressfield to the Level One Broadband VPN Gateway 's |P Address.
e Ensureyour DNS settings are correct.

Linux Clients

To access the Internet viathe Level One Broadband VPN Gateway, it is only necessary to set
the LevelOne Broadband VPN Gateway as the "Gateway".

Ensureyou arelogged in as" root" before attempting any changes.

Fixed IP Address

By default, most Unix installations use a fixed |P Address. If you wish to continue using a
fixed IP Address, make the following changes to your configuration.

e  Setyour "Default Gateway" to the IP Address of the LevelOne Broadband VPN Gateway .
e Ensureyour DNS (Name server) settings are correct.

To act as a DHCP Client (recommended)

The procedure below may vary according to your version of Linux and X -windows shell.
1. Start your X Windows client.

2. Select Control Panel - Network

3. Select the "Interface" entry for your Network card. Normally, thiswill be called "ethO".
4. Click the Edit button, set the "protocol" to "DHCP", and save this data.

5. To apply your changes

e Usethe"Deactivate' and "Activate" buttons, if available.
e OR, restart your system.

Other Unix Systems

To access the Internet viathe LevelOne Broadband VPN Gateway:
e Ensurethe"Gateway" field for your network card is set to the IP Address of the LevelOne
Broadband VPN Gateway.

e Ensureyour DNS (Name Server) settings are correct.



Chapter 5
Operation and Status

This Chapter details the operation of the Level One Broadband VPN Gateway
and the status screens.

Once both the LevelOne Broadband VPN Gateway and the PCs ar e configur ed, opera-
tion isautomatic.

However, there are some situations where additional Internet configuration may be required:

e |f using Internet-based Communication Applications, it may be necessary to specify
which PC receives an incoming connection. Refer to Chapter 6 - Internet Features for fur-
ther details.

e Applications which use non-standard connections or port numbers may be blocked by the
LevelOne Broadband VPN Gateway 's built-in firewall. Y ou can define such applications
as Special Applicationsto allow them to function normally. Refer to Chapter 6 - Internet
Features for further details.

e  Some non-standard applications may require use of the DMZ feature. Refer to Chapter 6 -
Internet Features for further details.

Status Screen

Use the Status link on the main menu to view this screen.

Figure 22: Status Screen
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Data - Status Screen

Operation and Status

Internet

Connection M ethod

This indicates the current connection method, as set in the Setup
Wizard.

Broadband Modem

This shows the connection status of the modem.

Inter net Connection

Current connection status:

e Adctive

e Idle

e Unknown
e Failed

If thereis an error, you can click the "Connection Details" button
to find out more information.

Internet |P Address

This P Addressis allocated by the ISP (Internet Service Pro-
vider).

" Connection Details'
Button

Click this button to open a sub-window and view a detailed
description of the current connection. Depending on the type of
connection, a"log" may also be available.

LAN

IP Address The IP Address of the LevelOne Broadband VPN Gateway.

Network Mask The Network Mask (Subnet Mask) for the IP Address above.

DHCP Server This shows the status of the DHCP Server function - either
"Enabled" or "Disabled".
For additional information about the PCs on your LAN, and the
| P addresses allocated to them, use the PC Database option on
the Advanced menu.

System

Device Name This displays the current name of the LevelOne Broadband VPN

Gateway.

Firmware Version

The current version of the firmware installed in the LevelOne
Broadband VPN Gateway.

" System Data" Clicking this button will open a Window which lists all system
Button details and settings.
Buttons

Connection Details

View the details of the current Internet connection. The sub-
screen displayed will depend on the connection method used. See
the following sections for details of each sub-screen.

System Data

Display all system information in a sub-window.

Restart Router

Restart (reboot) the Router. Y ou will have to wait for the restart
to be completed before continuing.

Refresh Screen

Update the data displayed on screen.
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Connection Status - PPPoE

If using PPPoE (PPP over Ethernet), a screen like the following example will be displayed
when the "Connection Details" button is clicked.

Conmnection Staitus - PPPoE

Phopsical Address Q0-clHI2-77-27-468
P S

M Elwiik Mlacab

PFPLE Link Staius: OFF

L5 R2SaT PEPILIOEL SDOOTEIT LOA L:

iGRI Ao FRE ]

LET:icry ©to Bang up

LSd:deoect FOR Low, phymicml line Erask

L535:Error: FFF connection fmdiled.

LA9:Tieeswl; ECY again '_:
Clanr Loy

- D sl 3] L sdiman] Dul0n S Shiud ofi vy DS Soaia o I B SEwf
et suinmebeslly, sy remurisT i Diashing

Cornect oo | Helxr |
Halp |E||:|l-|.'-

Figure 23: PPPOE Status Screen

Data - PPPOE Screen

Connection

Physical Address The hardware address of this device, as seen by remote devices
on the Internet. (Thisis different to the hardware address seen by
deviceson thelocal LAN.)

IP Address The IP Address of this device, as seen by Internet users. This
addressis allocated by your ISP (Internet Service Provider).

Network Mask The Network Mask associated with the IP Address above.

PPPOE Link Status This indicates whether or not the connection is currently estab-
lished.

e |f the connection does not exist, the "Connect" button can be
used to establish a connection.

e If the connection currently exists, the "Disconnect” button
can be used to break the connection.

Connection Log

Connection Log J The _Connection Log shows status messages relating to the
existing connection.

e Themost common messages are listed in the table below.

e The"Clear Log" button will restart the Log, while the Re-
fresh button will update the messages shown on screen.
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Buttons

Connect If not connected, establish a connection to your ISP.

Disconnect If connected to your ISP, hang up the connection.

Clear Log Delete all data currently in the Log. Thiswill makeit easier to
read new messages.

Refresh Update the data on screen.

Connection Log Messages

Message

Description

Connect on Demand

Connection attempt has been triggered by the "Connect
automatically, as required” setting.

Manual connection

Connection attempt started by the "Connect" button.

Reset physical connection

Preparing line for connection attempt.

Connecting to remote
server

Attempting to connect to the |SP's server.

Remote Server located

ISP's Server has responded to connection attempt.

Start PPP

Attempting to login to ISP's Server and establish a PPP
connection.

PPP up successfully

Ableto login to ISP's Server and establish a PPP connection.

Idle time-out reached

The connection has been idle for the time period specified in
the "ldle Time-out” field. The connection will now be termi-
nated.

Disconnecting

The current connection is being terminated, due to either the
"Idle Time-out" above, or "Disconnect” button being clicked.

Error: Remote Server not
found

ISP's Server did not respond. This could be a Server problem,
or a problem with the link to the Server.

Error: PPP Connection
failed

Unable to establish a PPP connection with the |SP's Server.
This could be alogin problem (name or password) or a Server
problem.

Error: Connection to
Server lost

The existing connection has been lost. This could be caused
by a power failure, alink failure, or Server failure.

Error: Invalid or unknown
packet type

The data received from the | SP's Server could not be proc-
essed. This could be caused by data corruption (from a bad
link), or the Server using a protocol which is not supported by
this device.
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Connection Status - PPTP

If using PPTP (Peer-to-Peer Tunneling Protocoal), a screen like the following example will be
displayed when the "Connection Details" button is clicked.

Connectlon Status - PPTP

Fripsical Address D0 clH0E 147409
D Erifremy
FPTF Stilua OFF

i3 | PESEL FAYILEA)l COEBRECLLON =
i 1enep FFE

Cil:cry to Rang ug
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DOuistosp FFP

LUE | CEY o 2ACALL1SE GAYSIGS)] COHAEDL 1OE :l
ki iLag

Comrear] pred Diimcarmnect brfons shapld anky &a reeded 7 e sefing

C e O ALETATIBNE i, B Mgl o6 Céganind

Comed | Discormact | Fakesh |

Figure 24: PPTP Status Screen

Data - PPTP Screen

Connection

Physical Address | The hardware address of this device, as seen by remote devices on
the Internet. (Thisis different to the hardware address seen by
deviceson thelocal LAN.)

IP Address The IP Address of this device, as seen by Internet users. This address
isallocated by your ISP (Internet Service Provider).
PPTP Status This indicates whether or not the connection is currently established.

¢ |f the connection does not exist, the "Connect" button can be
used to establish a connection.

e If the connection currently exists, the "Disconnect” button can be
used to break the connection.

Connection Log

Connection Log e The Connection Log shows status messages relating to the
existing connection.

e The"Clear Log" button will restart the Log, while the Refresh
button will update the messages shown on screen.

Buttons
Connect If not connected, establish a connection to your |SP.
Disconnect If connected to your ISP, hang up the connection.
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Clear Log Delete al data currently in the Log. Thiswill make it easier to read
New messages.
Refresh Update the data on screen.

Connection Status - Telstra Big Pond

An example screen is shown below.

Connection Status - Telstra Big Pond

Carnaeetien
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Figure 25: Telstra Big Pond Status Screen

Data - Telstra Big Pond Screen

Connection

Physical Address The hardware address of this device, as seen by remote devices.
(Thisisdifferent to the hardware address seen by devices on the
local LAN.)

IP Address The IP Address of this device, as seen by Internet users. This

addressis allocated by your ISP (Internet Service Provider).

Connection Status This indicates whether or not the connection is currently estab-
lished.

e |f the connection does not exist, the "Connect" button can be
used to establish a connection.

e |f the connection currently exists, the "Disconnect” button can
be used to break the connection.

e Normally, it isnot necessary to use the Connect and Discon-
nect buttons unless the setting " Connect automatically, as
required" is disabled.
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Connection Log

Connection Log e The Connection Log shows status messages relating to the
existing connection.

e The Clear Log button will restart the Log, while the Refresh
button will update the messages shown on screen.

Buttons

Connect If not connected, establish a connection to Telstra Big Pond.

Disconnect If connected to Telstra Big Pond, terminate the connection.

Clear Log Delete al data currently in the Log. Thiswill makeit easier to read
New messages.

Refresh Update the data on screen.

Connection Details - SingTel RAS

If using the SingTel RAS access method, a screen like the following example will be displayed
when the "Connection Details" button is clicked.

Connection Details - RAS

RAS Fiar rés_plan
Physical Address.  dport_phadd
P Address deart_ip
Megwinrk Mgk clport_mesk
DCigfault Gateway  dport_gw

CHS 1P Addrass.  dpon_dns
DHCE Chent dncp_chent_enable
Leass obtainad aase_tm

Remaireng leass ma axpire

_raspEE_ Belesh

Hedp Cleres I

Figure 26: Connection Details- SingTel RAS

Data - SingTel RAS Screen

Internet

RAS Plan The RAS Plan which is currently used.

Physical Address | The hardware address of this device, as seen by remote devices on
the Internet. (Thisis different to the hardware address seen by
devices on thelocal LAN.)

IP Address The IP Address of this device, as seen by Internet users. This address
is allocated by your ISP (Internet Service Provider).
Network Mask The Network Mask associated with the IP Address above.
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Default Gateway

The IP Address of the remote Gateway or Router associated with the
IP Address above.

DNSIP Address The IP Address of the Domain Name Server which is currently used.

DHCP Client Thiswill show "Enabled" or "Disabled”, depending on whether or
not this deviceis functioning asa DHCP client.
If "Enabled" the "Remaining lease time" field indicates when the | P
Address allocated by the DHCP Server will expire. The leaseis
automatically renewed on expiry; use the "Renew" button if you wish
to manually renew the lease immediately.

Buttons

Release/Renew This button is only useful if the |P address shown above is allocated

Button will display
EITHER

" Release”

OR

" Renew"

automatically on connection. (Dynamic | P address). If you have a
Fixed (Static) IP address, this button has no effect.

o If the|SP's DHCP Server has NOT allocated an IP Address for
the LevelOne Broadband VPN Gateway, this button will say
"Renew". Clicking the "Renew" button will attempt to re-
establish the connection and obtain an IP Address from the ISP's
DHCP Server.

e |f anIP Address has been alocated to the Level One Broadband
VPN Gateway (by the ISP's DHCP Server), this button will say
"Release”. Clicking the "Release" button will break the connec-
tion and release the IP Address.

Refresh

Update the data shown on screen.
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Connection Details - Fixed/Dynamic IP Address

If your access method is " Direct" (no login), a screen like the following example will be
displayed when the "Connection Details" button is clicked.

Payaca Address: D000 422
1P ] dreg
Platwanh Pk
Dialaull Gl ey
LiMEs 1P At e
DHCP Gl Enakie
L plilained O iy O b O i raites

Frcema g rd v [aa e vl - 0 daws [ b O mdranias

Figure 27: Connection Details - Fixed/Dynamic | P Address

Data - Fixed/Dynamic IP address Screen

Internet

Physical Address | The hardware address of this device, as seen by remote devices on
the Internet. (Thisis different to the hardware address seen by
deviceson thelocal LAN.)

IP Address The IP Address of this device, as seen by Internet users. This address
isallocated by your ISP (Internet Service Provider).

Network Mask The Network Mask associated with the IP Address above.

Default Gateway The IP Address of the remote Gateway or Router associated with the
IP Address above.

DNSIP Address The IP Address of the Domain Name Server which is currently used.

DHCP Client Thiswill show "Enabled" or "Disabled", depending on whether or

not this deviceis functioning as a DHCP client.

If "Enabled” the "Remaining lease time" field indicates when the | P
Address allocated by the DHCP Server will expire. The leaseis
automatically renewed on expiry; use the "Renew" button if you wish
to manually renew the lease immediately.

Buttons

Release/Renew This button is only useful if the |P address shown above is alocated
automatically on connection. (Dynamic IP address). If you have a
Fixed (Static) | P address, this button has no effect.

Button will display

EITHER

"Release” e If theISP's DHCP Server has NOT allocated an |P Address for
OR the Level One Broadband VPN Gateway, this button will say

" Renew" "Renew". Clicking the "Renew" button will attempt to re-

establish the connection and obtain an |P Address from the |SP's
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DHCP Server.

e |f anIP Address has been alocated to the Level One Broadband

VPN Gateway (by the ISP's DHCP Server), this button will say
"Release". Clicking the "Release" button will break the connec-
tion and release the IP Address.

Refresh

Update the data shown on screen.
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Chapter 6
Internet Features

This Chapter explains when and how to use the Level One Broadband VPN
Gateway's "Internet" Features.

Overview

The following advanced features are covered in this Chapter:
e WAN Port
e Advanced Internet
e Communication Applications
e  Special Applications
e DMZ
e URL filter
e Dynamic DNS
e Virtua Servers
e Internet Options
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WAN Port Configuration Screen

The WAN Port Configuration screen provides an aternative to using the Wizard. It can be
accessed from the I nternet menu. An example screen is shown below.

WAN Port Configuration

r
ldsnieslian

Figure 28: WAN Port Screen

Data - WAN Port Screen

Identification

Hostname Normally, thereis no need to change the default name, but if your
| SP requests that you use a particular “Hostname”, enter it here.

Domain hame If your ISP provided a domain name, enter it here. Otherwise, this
may be left blank.

IP Address

IP Address Also called Dynamic | P Address. Thisisthe default, and the most

isassigned auto- common.

matically Leave this selected if your ISP allocates an |P Address to the Wire-
|ess Router upon connection.
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Specified Also called Static |P Address. Select thisif your | SP has all ocated
IP Address you afixed IP Address. If thisoption is selected, the following data
must be entered.
e |PAddress.
The IP Address allocated by the I SP.
e Network Mask (Not required for PPPOE)
Thisisalso supplied by your ISP. It must be compatible with the
IP Address above.
e Gateway |P Address (Not required for PPPOE)
The address of the router or gateway, as supplied by your ISP.
e DNSIP Address
The DNS (Domain Name Server) |P Address provided by your
ISP. If required, additional DNS entries can be made on the
Internet Options screen.
Login
Login Method If your ISP does not use a login method (username, password) for

Internet access, leave this at the default value "None (Direct connec-
tion)"

Otherwise, check the documentation from your ISP, select the login
method used, and enter the required data.

e PPPOE - thisisthe most common login method, widely used
with DSL modems. Normally, your ISP will have provided some
software to connect and login. This software is no longer re-
quired, and should not be used.

e PPTP - thisismainly used in Europe. Y ou need to know the
PPTP Server address as well as your name and password.

e BigPond Cable- for Australiaonly.
e SingTd RAS- for Singapore only.

Login User Name

The User Name (or account name) provided by your 1SP.

L ogin Password

Enter the password for the login name above.

RASPlan

For SingTel customers only, select the RAS plan you are on.

Server |P Address

If using PPTP or Big Pond Cable, enter the I P address of your I1SP's
server.

Connect If Enabled (default), a connection will automatically be made as

automatically required. If disabled, you need to establish the connection manually,
using the Connect button on the Connection Details screen (accessed
from the Status screen).

Disconnect Enable thisif you wish an idle connection to be terminated.

after Idle If enabled, enter the idle time-out period (in minutes) in the field

provided. After the connection to your ISP has been idle for thistime
period, the connection will be terminated.

If not enabled, the connection will remain open until terminated
manually, or by the remote server. (Many 1SPswill terminate an idle
connection.)
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MAC Address

MAC Address Also called Network Adapter Address or Physical Address. Thisisa
low-level identifier, as seen from the WAN port.

Normally there is no need to change this, but some | SPs require a
particular value, often that of the PC initially used for Internet access.

Y ou can use the Copy from PC button to copy your PC's address into
thisfield, the Default button to insert the default value, or enter a
valuedirectly.

Advanced Internet Screen

A-:j vanced Internet

Figure 29: Internet Screen

This screen allows configuration of all advanced features relating to Internet access.
e Communication Applications

e  Specia Applications

e DMZ

e URL filter

Communication Applications

Most applications are supported transparently by the Level One Broadband VPN Gateway. But
sometimes it is not clear which PC should receive an incoming connection. This problem could
arise with the Communication Applications listed on this screen.

If this problem arises, you can use this screen to set which PC should receive an incoming
connection, as described below.

Communication Applications

Select an Application | Thislists applications which may generate incoming connections,
where the destination PC (on your local LAN) is unknown.
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Send incoming callsto | Thisliststhe PCs on your LAN.

e If necessary, you can add PCs manually, using the "PC
Database" option on the advanced menu.

e For each application listed above, you can choose a destina-
tion PC.

e Thereisno need to "Save" after each change; you can set the
destination PC for each application, then click "Save".

Special Applications

If you use Internet applications which use non-standard connections or port numbers, you may
find that they do not function correctly because they are blocked by the L evelOne Broadband
VPN Gateway 's firewall. In this case, you can define the application as a " Special Applica-
tion".

Special Applications Screen

This screen can be reached by clicking the Soecial Applications button on the Advanced
Internet screen.

Y ou can then define your Special Applications. Y ou will need detailed information about the
application; thisis normally available from the supplier of the application.

Also, note that the terms "Incoming" and "Outgoing" on this screen refer to traffic from the
client (PC) viewpoint

Speclal Appllcations

aCinl Apploations can onky b usod by o ot oy ima
Incoming Poms Oungining Forts

Hame s It Fimsh  Tps iyt Finigh
T . -
1 F =
F =
4 T F =
T F =
o

wow arcw
Heg= LClaaw

Figure 30: Special Applications Screen

Data - Special Applications Screen

Checkbox Use this to Enable or Disable this Special Application as required.

Name Enter a descriptive name to identify this Special Application.
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Incoming
Ports

Type - Select the protocol (TCP or UDP) used when you receive data
from the special application or service. (Note: Some applications use
different protocols for outgoing and incoming data).

Start - Enter the beginning of the range of port numbers used by the
application server, for data you receive. If the application usesasingle
port number, enter it in both the " Start" and "Finish" fields.

Finish - Enter the end of the range of port numbers used by the applica-
tion server, for data you receive.

Outgoing
Ports

Type - Select the protocol (TCP or UDP) used when you send data to
the remote system or service.

Start - Enter the beginning of the range of port numbers used by the
application server, for data you send to it. If the application uses a sin-
gle port number, enter it in both the "Start" and "Finish" fields.

Finish - Enter the end of the range of port numbers used by the applica-
tion server, for datayou send to it. If the application uses a single port
number, enter it in both the "Start" and "Finish" fields.

Using a Special Application
Configure the Special Applications screen as required.

On your PC, use the application normally. Remember that only one (1) PC can use each
Special application at any time. Also, when 1 PC is finished using a particular Special Ap-
plication, there may need to be a"Time-out" before another PC can use the same Special
Application. The "Time-out" period may be up to 3 minutes.

DMZ

,@ If an application still cannot function correctly,

try using the "DMZ" feature.

Thisfeature, if enabled, allows one (1) computer on your LAN to be exposed to all users on
the Internet, allowing unrestricted 2-way communication between the "DMZ PC" and other
Internet users or Servers.

This allows amost any application to be used on the "DMZ PC".

The"DMZ PC" will receive al "Unknown" connections and data.

If the DMZ feature is enabled, you must select the PC to be used asthe "DMZ PC".
The DMZ feature can be Enabled and Disabled on the Advanced Internet screen.

P

Note!

The "DMZ PC" is effectively outside the Firewall, mak-
ing it more vulnerable to attacks. For this reason, you
should only enable the DMZ feature when required.
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URL Filter

The URL Filter allows you to block access to undesirable Web site

o Tousethisfeature, you must define "filter strings'. If the "filter string" appearsin a
requested URL, the request is blocked.

o Enabling the URL Filter also affects the Internet Access Log. If Enabled, the "Destination”
field in the log will display the URL. Otherwise, it will display the IP Address.

e The URL Filter can be Enabled or Disabled on the Advanced Internet screen.

URL Filter Screen

Click the "Configure URL Filter" button on the Advanced Internet screen to access the URL
Filter screen. An example screen is shown below.

URL Filter

Whier enabiisd . A request s Blocked i any of hese eninas oo
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A Filtar String Add
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Figure 31: URL Filter Screen

Data - URL Filter Screen

Filter Strings

Current Entries | Thislistsany existing entries. If you have not entered any values, this
list will be empty.

Add Filter String | To add an entry to thelist, enter it here, and click the "Add" button.
An entry may be a Domain name (e.g. www.trash.com) or simply a
string. (e.g. ady )

Any URL which contains ANY entry ANYWHERE in the URL will
be blocked.

Buttons

Delete/Delete All | Use these buttons to delete the selected entry or all entries, as required.
Multiple entries can be selected by holding down the CTRL key while
selecting. (On the Macintosh, hold the SHIFT key while selecting.)

Add Use this to add the current Filter String to the site list.
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Dynamic DNS (Domain Name Server

Thisfree service is very useful when combined with the Virtual Server feature. It allows
Internet users to connect to your Virtual Serversusing a URL, rather than an |P Address.

This also solves the problem of having adynamic |P address. With a dynamic I P address, your
I P address may change whenever you connect, which makes it difficult to connect to you.
The Service works as follows:

1. Youmust register for the service at http://www.dyndns.org (Registration is freg). Y our
password will be E-mailed to you.

2. After registration, use the "Create New Host" option (at www.dyndns.org) to request your
desired Domain name.

3. Enter your data from www.dyndns.org in the LevelOne Broadband VPN Gateway 's
DDNS screen.

4. The LevelOne Broadband VPN Gateway will then automatically ensure that your current
IP Addressisrecorded at http://www.dyndns.org

5. From the Internet, users will be able to connect to your Virtual Servers (or DMZ PC)
using your Domain name, as shown on this screen.

Dynamic DNS Screen

Select Internet on the main menu, then Dynamic DNS, to see a screen like the following:

D DMS (Dynamic DNS)

DiOHE Ssrwice

Figure 32: DDNS Screen

Data - Dynamic DNS Screen
DDNS Service

DDNS Service e You must sign up first to create a new account before using the
service. The serviceisfree.

e Click thislink to connect to the www.dyndns.org Web site.

e Yourinitial password will be E-mailed to you; you can change
thislater if you wish.

e After registration, use the "Create New Host" link (on the
www.dyndns.org Web site) to request a domain name.
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DDNS Data

User Name Enter the "User name" specified at the www.dyndns.org Web site
when you registered.

Password Enter your current password for www.dyndns.org

Domain Name

e Enter your domain name, as allocated at www.dyndns.org.

e The name should consist only of letters and the hyphen (dash).
Using any other characters may cause problems..

DDNS Status

This message is returned by the DDNS Server at www.dyndns.org
¢ Normally, this message should be "Update successful" (current
| P address was updated on the www.dyndns.org server).

e If the message is "No host", this indicates the host name entered
was not allocated to you. Y ou need to connect to
www.dyndns.org and correct this problem.
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Virtual Servers

This feature allows you to make Servers on your LAN accessible to Internet users. Normally,
Internet users would not be able to access a server on your LAN because:

e Your Server does not have avalid external |P Address.
e Attemptsto connect to devices on your LAN are blocked by the firewall in this device.

The"Virtual Server" feature solves these problems and allows Internet users to connect to your
servers, asillustrated below.

|

192.168.0.1 |

iLAN IP Address) J
Broadband

(192.168.0.10) 203 70.243 62 (192.168.0.20)

{Intarmeat |IP Address)

Internet
i.. I_—\_—|': i
Remote PC Remote PC
Using Web Server Using FTP Server
(hittp:/1203.70.212.52) (fp:/203.70.212.52)

Figure 33: Virtual Servers

IP Address seen by Internet Users

Note that, in thisillustration, both Internet users are connecting to the same IP Address, but
using different protocols.

To Internet users, all virtual Servers on your LAN have the same IP Address.
This IP Address is allocated by your ISP.

This address should be static, rather than dynamic, to make it easier for Internet users to
connect to your Servers.

However, you can use the DDNS (Dynamic DNS) feature to allow users to connect to your
Virtual Serversusing a URL, instead of an IP Address.
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Virtual Servers Screen

The Virtual Servers screen isreached by the Virtual Serverslink on the Internet menu. An
exampl e screen is shown below.

Virtlual Servers

Sarvers

Figure 34: Virtual Servers Screen

This screen lists anumber of pre-defined Servers,. providing a quick and convenient method to
set up the common server types.

Data - Virtual Servers Screen

Servers
Servers Thislists anumber of pre-defined Servers, plus any Servers you
have defined. Details of the selected Server are shown in the
"Properties’ area.
Properties
Enable Use this to Enable or Disable support for this Server, as required.
e If Enabled, any incoming connections will be forwarded to the
selected PC.
o |f Disabled, any incoming connection attempts will be blocked.
PC (Server) Select the PC for this Server. The PC must be running the appro-

priate Server software.

Defining your own Virtual Servers

If the type of Server you wish to useis not listed on the Virtual Servers screen, you can use the
Firewall Rulesto allow particular incoming traffic and forward it to a specified PC (Server).

Connecting to the Virtual Servers

Once configured, anyone on the Internet can connect to your Virtual Servers. They must use
the Internet IP Address (the IP Address allocated to you by your ISP).

e.g.

http://203.70.212.52
ftp://203.70.212.52
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It ismore convenient if you are using a Fixed IP Address from your ISP, rather than Dynamic.
However, you can use the Dynamic DNSfeature, described in the following section, to allow
users to connect to your Virtual Servers using a URL, rather than an IP Address.

Internet Options

This screen allows advanced users to enter or change a number of settings. For normal opera-
tion, there is no need to use this screen or change any settings.

O ptions

Backup DNG

Figure 35: Options Screen

Data - Options Screen

Backup DNS

IP Address Enter the P Address of the DNS (Domain Name Servers) here. These
DNSwill be used only if the primary DNS is unavailable.

MTU

MTU size MTU (Maximum Transmission Unit) value should only be changed if

advised to do so by Technical Support.
e Enter avalue between 1 and 1500.

o Thisdevicewill still auto-negotiate with the remote server, to set
the MTU size. The smaller of the 2 values (auto-negotiated, or en-
tered here) will be used.

e  For direct connections (not PPPoE or PPTP), the MTU used is
aways 1500.
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Chapter 7
Security Configuration

This Chapter explains the settings available via the security configuration
section of the " Security” menu.

Overview

The following advanced configurations are provided.
e  Access Control
o Firewall Rules

e Logs

e  Security Options
e Scheduling

e Services
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Access Control

Thisfeature is accessed by the Access Control link on the Security menu.

The Access Control feature allows administrators to restrict the level of Internet Access avail-
able to PCs on your LAN. With the default settings, everyone has unrestricted I nternet access.

To use this feature:

1. Setthedesired restrictions on the "Default" group. All PCs are in the "Default" group
unless explicitly moved to another group.

2. Setthe desired restrictions on the other groups (" Group 1", "Group 2", "Group 3" and
"Group 4") as needed.

3. Assign PC to the groups as required.

Restrictions are imposed by blocking "Services", or types of
connections. All common Services are pre-defined.
Motel If required, you can also define your own Services.

Access Control Screen

To view this screen, select the Access Control link on the Security menu.

Acness Control
[ = ] u m
Inisrnat ArLaus
e

Figure 36: Access Control Screen

Data - Access Control Screen

Group

Group Select the desired Group. The screen will update to display the
settings for the selected Group. Groups are named "Default”,
"Group 1", "Group 2", "Group 3" and "Group 4", and cannot be re-
named.
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"Members' Button

Click this button to add or remove members from the current
Group.

e If thecurrent group is"Default”, then members can not be
added or deleted. This group contains PCs not allocated to any
other group.

e Toremove PCsfrom the Default Group, assign them to an-
other Group.

e Toassign PCsto the Default Group, delete them from the
Group they are currently in.

See the following section for details of the Group Members screen.

Internet Access

Restrictions

Select the desired options for the current group:

e None- Nothing is blocked. Usethisto create the least restric-
tive group.

e Block al Internet access - All traffic viathe WAN port is
blocked. Use thisto create the most restrictive group.

e Block selected Services - You can select which Services are to
block. Use thisto gain fine control over the Internet access for
agroup.

Block by Schedule

If Internet access is being blocked, you can choose to apply the
blocking only during scheduled times. (If accessis not blocked, no
Scheduling is possible, and this setting has no effect.)

Services Thislists al defined Services. Select the Services you wish to
block. To select multiple services, hold the CTRL key while
selecting. (On the Macintosh, hold the SHIFT key rather than
CTRL.)

Buttons

Members Click this button to add or remove members from the current
Group.

If the current group is "Default”, then members can not be added or
deleted. This group contains PCs not allocated to any other group.
See the following section for details of the Group Members screen.

Save Save the data on screen.

Cancel Reverse any changes made since the last "Save".

View Log Click this to open a sub-window where you can view the "Access
Control" log. Thislog shows attempted Internet accesses which
have been blocked by the Access Control feature.

Clear Log Click thisto clear and restart the "Access Control" log, making new

entries easier to read.
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Group Members Screen

This screen is displayed when the Members button on the Access Control screenis clicked.

Group Members
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Figure 37: Group Members

Use this screen to add or remove members (PCs) from the current group.

e The"De >>" button will remove the selected PC (in the Members list) from the current
group.
e The"<< Add" button will add the selected PC (in the Other PCslist) to the current group.

St PCs not assigned to any group will be in the
= "Default" group.
Motel PCs deleted from any other Group will be added
to the "Default” group.

Access Control Log

To check the operation of the Access Control feature, an Access Control Log is provided.
Click the View Log button on the Access Control screen to view thislog.

Thislog shows attempted Internet accesses which have been blocked by the Access Control
function.

Data shown in thislog is as follows:

Date/Time Date and Time of the attempted access.

Name If known, the name of the PC whose access was blocked. This
name is taken from the Network Clients database

Source | P address The IP Address of the PC or device whose access request was

blocked

MAC address The hardware or physical address of the PC or device whose access
request was blocked

Destination The destination URL or | P address
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Firewall Rules

For normal operation and LAN protection, it is not necessary to use this screen.

The Firewall will always block DoS (Denial of Service) attacks. A DoS attack does not attempt
to steal data or damage your PCs, but overloads your Internet connection so you can not use it
- the serviceis unavailable.

Aswell, you can use this screen to create Firewall rulesto block or allow specific traffic. But
Incorrect configuration may cause serious problems.

Thisfeatureisfor advanced administratorsonly!

Firewall Rules Screen

Click the Firewall Rules option on the Security menu to see a screen like the following exam-
ple. This example contains two (2) rules for outgoing traffic.

,@ Since the default rule for outgoing (LAN => WAN) traffic is
"Allow", having an "Allow" rule for LAN => WAN only makes
Motel sense in combination with another rule.

For example, the screen below shows a rule blocking all traffic to
a MSN Game Server, followed by another rule allowing access by
a specific PC.

F irewall Rules

Jedinalinn

Figure 38: Firewall Rules Screen

Data - Firewall Rules Screen

Rule List

View Rulesfor .. | Select the desired option; the screen will update and list any current
rules. If you have not defined any rules, the list will be empty.
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For each rule, the following data is shown:

Data

e Name- The name you assigned to therule.

e Source - Thetraffic covered by thisrule, defined by the source IP
address. If the IP addressisfollowed by ... thisindicates thereis
range of 1P addresses, rather than a single address.

e Destination - Thetraffic covered by this rule, defined by destina
tion IP address. If the IP addressis followed by ... thisindicates
thereisrange of |P addresses, rather than a single address.

e Action - Action will be "Forward" or "Block"

Add To add anew rule, click the "Add" button, and complete the resulting
screen. See the following section for more details.

Edit To Edit or modify an existing rule, select it and click the "Edit" button.

Move There are 2 ways to change the order of rules

e Usethe up and down indicators on the right to move the selected
rule. Y ou must confirm your changes by clicking "OK". If you
change your mind before clicking "OK", click "Cancel" to reverse
your changes.

e Click "Move" to directly specify anew location for the selected
rule.

Delete To delete an existing rule, select it and click the "Delete” button.

View Log Clicking the "View Log" button will open a new window and display
the Firewall log.

System Rules Clicking the "System Rules" button will open a new window and

display the default firewall rules currently applied by the system. These
rules cannot be edited, but any rules you create will take precedence
over the default rules.
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Firewall Rule

Clicking the "Add" button in the Firewall Rules screen will display a screen like the example

below.
Firewall Rule
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Action Forwerd =|
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Figure 39: Firewall Rule

Data - Firewall Rule Screen

Name Enter a suitable name for thisrule.

Type This determines the source and destination ports for traffic
covered by thisrule. Select the desired option.

Source |P These settings determine which traffic, based on their source IP
address, is covered by thisrule.

Select the desired option:

e Any - All traffic from the source port is covered by thisrule.

e Single address - Enter the required | P addressin the "Start IP
address' field". Y ou can ignore the "Subnet Mask" field.

e Range address - If thisoption is selected, you must complete
both the "Start IP address' and "Finish |P address’ fields.
Y ou can ignore the "Subnet Mask" field.

e  Subnet address - If this option is selected, enter the required
mask in the "Subnet Mask" field.
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Dest IP

These settings determine which traffic, based on their destination
IP address, is covered by thisrule.

Select the desired option:

e Any - All traffic from the source port is covered by thisrule.

e Single address - Enter the required | P addressin the "Start IP
address' field". Y ou can ignore the "Subnet Mask" field.

e Range address - If thisoption is selected, you must complete
both the "Start IP address" and "Finish |P address" fields.
Y ou can ignore the "Subnet Mask" field.

e Subnet address - If this option is selected, enter the required
mask in the " Subnet Mask" field.

Services

Select the desired Service or Services. This determines which
packets are covered by thisrule, based on the protocol (TPC or
UDP) and port number. If necessary, you can define a new
Service on the "Services" screen, by defining the protocols and
port numbers used by the Service.

Action

Select the desired action for packets covered by thisrule:

Log

This determines whether packets covered by this rule are logged.
Select the desired option.
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Logs

The Logs record various types of activity on the LevelOne Broadband VPN Gateway. This
datais useful for troubleshooting, but enabling all logs will generate alarge amount of data
and adversely affect performance.

Since only alimited amount of |og data can be stored in the Level One Broadband VPN Gate-
way, log data can also be E-mailed to your PC or sent to a Syslog Server.

Data - Logs Screen

Figure 40: Logs Screen

Enable Logs

DoS Attacks

If enabled, thislog will show details of DoS (Denial of Service)
attacks which have been blocked by the built-in Firewall.

Inter net Connections

If selected, Outgoing Internet connections are logged. Normally,
the (Internet) "Destination" will be shown as an IP address. But if
the "URL Filter" is enabled, the "Destination” will be shown asa
URL.

Access Control

If enabled, the log will include attempted outgoing connections
which have been blocked by the "Access Control" feature.

Firewall Rules

If enabled, the log will details of packets blocked by user-defined
Firewall rules. Logging can be set for each rule individually.
Only rules which have logging enabled will be included.

VPN If enabled, the VPN log will record incoming and outgoing VPN
connections.
Timezone Select the correct Timezone for your location. Thisis required for

the date/time shown on the logs to be correct.
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E-Mail Logs

Send E-mail alert If enabled, an E-mail will be sent immediately if aDoS (Denia of
Service) attack is detected. If enabled, the E-mail addressinfor-
mation must be provided.

E-mail Logs Y ou can choose to have the logs E-mailed to you, by enabling
either or both checkboxes. If enabled, the Log will send to the
specified E-mail address. The interval between E-mailsis deter-
mined by the "Send" setting.

Send Select the desired option for sending the log by E-mail.

e Whenlogisfull - Thetimeisnot fixed. Thelog will be sent
when the log is full, which will depend on the volume of traf-
fic.

e Everyday, Every Monday ... - Thelog issent on the
interval specified.

o If "Every day" is selected, thelog is sent at the time
specified.

o If theday is specified, thelog is sent once per week, on
the specified day.

e  Select the time of day you wish the E-mail to be sent.

e If thelogisfull before the time specified to send it, it
will be sent regardless of the day and time specified.

E-mail Address

Enter the E-mail address the Log isto be sent to. The E-mail will
also show this address as the Sender's address.

Subject Enter the text string to be shown in the "Subject” field for the E-
mail.

SMTP Server Enter the address or | P address of the SMTP (Simple Mail Trans-
port Protocol) Server you use for outgoing E-mail.

Port No. Enter the port number used to connect to the SMTP Server. The

default value is 25.

Syslog Server

Enable Syslog If enabled, log data will be sent to your Syslog Server.
Syslog Server Enter the | P address of your Syslog Server.
Include Select the logs you wish to be included.
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Security Options

This screen allows you to set Firewall and other security-related options.

S ecurity Options
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Figure 41: Security Options Screen

Data - Security Options Screen
SPI Firewall

Enable DoS If enabled, DoS (Denial of Service) attacks will be detected and
Firewall blocked. The default is enabled. It is strongly recommended that this
setting be left enabled.

Note:

e A DoS attack does not attempt to steal data or damage your PCs,
but overloads your Internet connection so you can not useit - the
service is unavailable.

e Thisdevice uses "Stateful Inspection” technology. This system can
detect situations where individual TCP/IP packets are valid, but
collectively they become a DoS attack.

Threshold This setting affects the number of "half-open" connections allowed.

e A "half-open" connection arises when aremote client contacts the
Server with a connection request, but then does not reply to the
Server's response.

e While the optimum number of "half-open" connections allowed
(the "Threshold") depends on many factors, the most important
factor is the available bandwidth of your Internet connection.

e  Select the setting to match the bandwidth of your Internet connec-
tion.
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Options
Respond to The ICMP protocol is used by the "ping" and "trace route" programs,
ICMP and by network monitoring and diagnostic programs.
e If checked, the LevelOne Broadband VPN Gateway will respond
to ICMP packets received from the Internet.
e If not checked, ICMP packets from the Internet will be ignored.
Disabling this option provides adlight increase in security.
Allow | Psec The IPSec protocol is used to establish a secure connection, and is
widely used by VPN (Virtual Private Networking) programs.
e If checked, IPSec connections are allowed.
e If not checked, IPSec connections are blocked.
Allow PPTP PPTP (Point to Point Tunneling Protocol) is widely used by VPN
(Virtual Private Networking) programs.
e |If checked, PPTP connections are allowed.
e If not checked, PPTP connections are blocked.
Allow L2TP L2TPisaprotocol developed by Cisco for VPNs (Virtual Private
Networks).
e If checked, L2TP connections are alowed.
e If not checked, L2TP connections are blocked.
Allow TETP If enabled, TFTP (Trivial FTP) connections can be made to this device.
firmwar e up- e TFTP can be used to upgrade the firmware. Thisis normally not
grade required, and should not be enabled unless necessary.

e You must obtain the firmware upgrade file first; instructions for
using TFTP will be available with the upgrade.
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Scheduling

This schedule can be (optionally) applied to any Access Control Group.
Blocking will be performed during the scheduled time (between the "Start" and "Finish"

times.)

Two (2) separate sessions or periods can be defined.

Times must be entered using a 24 hr clock.
If the time for a particular day is blank, no action will be performed.

Define Schedule Screen

This screen is accessed by the Scheduling link on the Security menu.

Deﬂne Schedule

Defaudt
Erhimidids

Figure 42: Define Schedule Screen

Data - Define Schedule Screen

Day Each day of the week can scheduled independently.

Session 1 Two (2) separate sessions or periods can be defined. Session 2 can be
Session 2 left blank if not required.

Start Time Enter the start using a 24 hr clock.

Finish Time Enter the finish time using a 24 hr clock.
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Services

Services are used in defining traffic to be blocked or allowed by the Access Control or Fire-
wall Rules features. Many common Services are pre-defined, but you can also define your own

servicesif required.

To view the Services screen, select the Services link on the Security menu.

S ervices

Figure 43: Services Screen

Data - Services Screen

Available Services

Available Services

Thislists all the available services.

"Delete" button

Use this to delete any Service you have added. Pre-defined Services
can not be deleted.

Add New Service

Name Enter a descriptive name to identify this service.

Type Select the protocol (TCP, UDP, ICMP) used to the remote system or
service.

Start Port For TCP and UDP Services, enter the beginning of the range of port
numbers used by the service. If the service uses a single port number,
enter it in both the "Start" and "Finish" fields.

Finish Port For TCP and UDP Services, enter the end of the range of port num-
bers used by the service. If the service uses a single port humber,
enter it in both the "Start" and "Finish" fields.

ICMP Type For ICMP Services, enter the type number of the required service.

Buttons

Delete Delete the selected service from the list.

Add Add anew entry to the Service list, using the data shown in the "Add

New Service" area on screen.
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Cancel Clear the" Add New Service" area, ready for entering data for a new
Service.
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Chapter 8
VPN

This Chapter describes the VPN capabilities and configuration required for
common situations.

Overview

This section describes the VPN (Virtual Private Network) support provided by your LevelOne
Broadband VPN Gateway.

A VPN (Virtual Private Network) provides a secure connection between 2 points, over an
insecure network - typically the Internet. This secure connectionis called aVPN Tunnel.

There are many standards and protocols for VPNs. The standard implemented in the LevelOne
Broadband VPN Gateway is | PSec.

IPSec

IPSec is a near-ubiquitous VPN security standard, designed for use with TCP/IP networks. It
works at the packet level, and authenticates and encrypts all packets traveling over the VPN
Tunnel. Thus, it does not matter what applications are used on your PC. Any application can
use the VPN like any other network connection.

IPsec VPNs exchange information through logical connections called SAs (Security Associa
tions). An SA is simply a definition of the protocols, agorithms and keys used between the
two VPN devices (endpoints).

Each IPsec VPN has two SAs - one in each direction. If IKE (Internet Key Exchange) is used
to generate and exchange keys, there are also SA's for the IKE connection as well as the IPsec
connection.

There are two security modes possible with |PSec:

e Transport Mode - the payload (data) part of the packet is encapsulated through encryp-
tion but the IP header remainsin the clear (unchanged).

The LevelOne Broadband VPN Gateway does NOT support Transport Mode.
e Tunnel Mode - everything is encapsulated, including the original 1P header, and anew IP

header is generated. Only the new header in the clear (i.e. not protected). This system pro-
vides enhanced security.

The LevelOne Broadband VPN Gateway always uses Tunnel Mode.

IKE

IKE (Internet Key Exchange) is an optional, but widely used, component of 1Psec. IKE pro-
vides a method of negotiating and generating the keys and IDs required by 1PSec. If using
IKE, only asingle key isrequired to be provided during configuration. Also, IKE supports
using Certificates (provided by CAs - Certification Authorities) to authenticate the identify of
the remote user or gateway.

If IKEisNOT used, then all keys and IDs (SPIs) must be entered manually, and Certificates
can NOT beused. Thisis called a"Manual Key Exchange'.

When using IKE, there are 2 phases to establishing the VPN tunnel:
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Phase | isthe negotiation and establishment of the IKE connection.
Phase |1 isthe negotiation and establishment of the IPsec connection.

Because the IKE and | Psec connections are separate, they have different SAs (security associa-

ti

ons).

Policies

VPN configuration settings are stored in Policies.

Each policy defines:
The address of the remote VPN endpoint

The traffic which is allowed to use the VPN connection.

The parameters (settings) for the |Psec SA (Security Association)

If IKE is used, the parameters (settings) for the IKE SA (Security Association)

Generally, you will need at least one (1) VPN Palicy for each remote site for which you wish
to establish VPN connections.

It is possible, and sometimes necessary, to have multiple Policies for the same remote site. In
this case, the order (sequence) of the policiesisimportant. The policies are examined in turn,
and the first matching policy will be used.

VPN Configuration

The generd ruleisthat each endpoint must have matching Policies, as follows:

Remote VPN address

Traffic Selector

IKE parameters

| Psec parameters

Each VPN endpoint must be configured to initiate or accept con-
nections to the remote VPN client or Gateway.

Usually, thisrequires having a fixed Internet | P address. However,
itispossible for aVPN Gateway to accept incoming connections
from aremote client where the client's |P address is not known in
advance.

This determines which outgoing traffic will cause aVPN connec-
tion to be established, and which incoming traffic will be accepted.
Each endpoint must be configured to pass and accept the desired
traffic from the remote endpoint.

If connecting 2 LANS, this requires that:

e Each endpoint must be aware of the | P addresses used on the
other endpoint.

e The2LANsMUST use different IP address ranges.

If using IKE (recommended), the IKE parameters must match
(except for the SA lifetime, which can be different).

The IPsec parameters at each endpoint must match.
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Common VPN Situations

VPN Pass-through

R
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Figure 44: VPN Pass-through
Here, aPC on the LAN behind the Router/Gateway isusing VPN software, but the
Router/Gateway is NOT acting as a VPN endpoint. It is only allowing the VPN connection.
e The PC software can use any VPN protocol supported by the remote VPN.

e Theremote VPN Server must support client PCswhich are behind a NAT router, and so
have an IP address which is not valid on the Internet.

e The Router/Gateway requires no VPN configuration, sinceitisnot actingasa VPN
endpoint.

Client PC to VPN Gateway
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Figure 45: Client PC to VPN Server

In this situation, the PC must run appropriate VPN client software in order to connect, viathe
Internet, to the L evel One Broadband VPN Gateway. Once connected, the client PC has the
same accessto LAN resources as PCs on the local LAN (unless restricted by the network
administrator).

e |Psecisnot the only protocol which can be used in this situation, but the Level One Broad-
band VPN Gateway supports |Psec ONLY.

e  Windows 2000 and Windows XP include a suitable IPsec VPN client program. Configura-
tion of this client program for use with the LevelOne Broadband VPN Gateway is covered
later in this document.
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Connecting 2 LANs via VPN
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Figure 46: Connecting 2 VPN Gateways
This allows two (2) LANsto be connected. PCs on each endpoint gain secure access to the
remote LAN.
e The2LANsMUST usedifferent IP address ranges.

e The VPN Policies at each end determine when a VPN tunnel will be established, and what
systems on the remote LAN can be accessed once the VPN connection is established.

e |tispossibleto have simultaneous VPN connections to many remote sites.
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VPN Policies

This section covers the configuration required on the L evel One Broadband VPN Gateway
when using Manual Key Exchange (Manual Policies) or IKE (Automatic Policies).

Details of using Certificates are covered in alater section.

VPN Policies Screen

To view this screen, select VPN Policies from the VPN menu. This screen lists all existing
VPN policies. If no policies exist, the list will be empty.

VPN Folicies
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Figure47: VPN Policies

Note that the order of policiesisimportant if you have more than one policy for particular
traffic. In that case, the first matching policy (for the traffic under consideration) will be used.

Data - VPN Policies Screen

VPN List

Policy Name The name of the policy. When creating a policy, you should select a
suitable name.

Enable This indicates whether or not the policy is currently enabled. Use the
"Enable/Disable" button to toggle the state of the selected policy.

Remote VPN The |P address of the remote VPN endpoint (Gateway or client).

Endpoint

Key Type Thiswill indicate "Manual" (manual key exchange) or "IKE" (Internet
Key Exchange)

Operations

Add To add anew policy, click the "Add" button. See the following section
for details.

Edit To Edit or modify an existing policy, select it and click the "Edit"

button.

71



LevelOne Broadband VPN Gateway User Guide

Move There are 2 ways to change the order of policies:

e Usethe up and down indicators on the right to move the selected
row. Y ou must confirm your changes by clicking "OK". If you
change your mind before clicking "OK", click "Cancel" to reverse

your changes.

Click "Move" to directly specify anew location for the selected
policy.

Use this to toggle the On/Off state of the selected policy.

Enable/Disable
Copy

If you wish to create a policy which is similar to an existing policy,
select the policy and click the "Copy" button.

Remember that the new policy must have a different name, and there can
only be one active (enabled) policy for each remote VPN endpoint.

Delete To delete an exiting policy, select it and click the "Delete" button.

View Log Clicking the "View Log" button will open a new window and display the

VPN log.

Adding a New Policy

1. Tocreateanew VPN Palicy, click the"Add" button on the VPN Policies screen. Thiswill
start the VPN Wizard, as shown below.

hechk he VP selings use By tha ramcts VPN Endeaoim
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Figure 48: VPN Wizard - Start

e If you prefer to use asingle setup screen instead of aWizard, click the Setup Screen
button. Thisis recommended for experienced users only.
e Otherwise, click Next to continue. Y ou will see a screen like the following.
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Figure49: VPN Wizard - General

VPN

General Sett

ings

Policy Name

used only to help you manage the policies.

Enter a suitable name. This name is not supplied to the remote VPN. Itis

Enable Policy

policy can be enabled at any time.

Enable or disable the policy as required. For each remote VPN, only 1

Remote VPN
Endpoint

case, only incoming connections are possible.
address, and enter the | P address.

Name, and enter the Domain Name.

e Fixed. Select thisif the remote endpoint has afixed Internet IP

e Domain Name. Select thisif the remote endpoint has a Domain

The Internet | P address of the remote VPN endpoint (Gateway or client).
e Dynamic. Select thisif the Internet IP address is unknown. In this

Keys

Select Manually assigned or IKE (Internet Key Exchange) as required.
If you are setting up both endpoints, using IKE is recommended.

2. Click Next to continue. Y ou will see a screen like the following:
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e For outgoing VPN connections, these settings determine which traffic will cause aVPN

VPN Wizard - Tealfic Selector

1 [F ok Fviard Cancu

Figure50: VPN Wizard - Traffic Selector

tunnel to be created, and which traffic will be sent through the tunnel.

e For incoming VPN connections, these settings determine which systems on your local

LAN will be available to the remote endpoint.
e The2 VPN endpoints MUST use different address ranges.

If the addresses were in the same range, traffic intended for the remote VPN would be

considered local LAN traffic. So it would not be forwarded to the Gateway.

Local IP addresses

Type

able.
use the VPN tunnel.
mote endpoint to access any PC on your LAN.

field.

dress’ field.

mote" addresses.

e Any - no additional dataisrequired. Any IP addressis accept-

e  For incoming connections, this allows an PC using the re-
e Singleaddress- enter an |P address in the " Start |P address’

e Rangeaddress- enter the starting IP addressin the " Start |P
address' field, and the finish |P address in the "Finish | P ad-

e  Subnet address - enter the desired |P address in the "Start IP
address' field, and the network mask in the " Subnet Mask" field.

The remote VPN must have these | P addresses entered as it's "Re-

e For outgoing connections, this allows any PC on the LAN to
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Remote IP addresses

Type e Single address- enter an IP address in the "Start | P address”

field.

e Rangeaddress - enter the starting |P address in the " Start 1P
address’ field, and the finish IP address in the "Finish IP ad-
dress’ field.

e Subnet address - enter the desired |P address in the "Start |P
address" field, and the network mask in the " Subnet Mask" field.

The remote VPN should have these | P addresses entered asiit's
"Local" addresses.

3. Click Next to continue. The screen you will see depends on whether you previously

selected "Manual Key Exchange” or "IKE".

Manual Key Exchange
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Figure51: VPN Wizard - Manual Key Exchange
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These settings must match the remote VPN. Note that you cannot use both AH and ESP.

Manually assigned Keys

AH Authentication | AH (Authentication Header) specifies the authentication protocol
for the VPN header, if used. (AH is often NOT used)

If AH is not enabled, the following settings can be ignored.

Keys

e The"in" key here must match the "out" key on the remote
VPN, and the "out" key here must match the "in" key on the
remote VPN.

e Keyscanbein ASCII or Hex (0.9 A..F)
e For MD5, the keys should be 32 hex/16 ASCII characters.
e For SHA-1, the keys should be 40 hex/20 ASCII characters.

e Each SPI (Security Parameter Index) must be unique.

e The"in" SPI here must match the "out" SPI on the remote
VPN, and the "out" SPI here must match the "in" SPI on the
remote VPN.

e Each SPI should be at |least 3 characters.

ESP Encryption ESP (Encapsulating Security Payload) provides security for the
payload (data) sent through the VPN tunnel. Generally, you will
want to enable both Encryption and Authentication.

e The"3DES" agorithm provides greater security than "DES",
but is slower.

e The"in" key here must match the "out" key on the remote
VPN, and the "out" key here must match the "in" key on the
remote VPN.

ESP Authentication | Generally, you should enable ESP Authentication. Thereislittle
difference between the available algorithms. Just ensure each
endpoint use the same setting.

e The"in" key here must match the "out" key on the remote
VPN, and the "out" key here must match the "in" key on the
remote VPN.

e Keyscanbein ASCII or Hex (0.9 A..F)
e For MD5, the keys should be 32 hex/16 ASCII characters.
e For SHA-1, the keys should be 40 hex/20 ASCII characters.

ESP SPI Thisisrequired if either ESP Encryption or ESP Authentica-
tion isenabled.
e Each SPI (Security Parameter Index) must be unique.

e The"in" SPI here must match the "out" SPI on the remote
VPN, and the "out" SPI here must match the "in" SPI on the
remote VPN.

e Each SPI should be at least 3 characters.

For Manual Key Exchange, configuration is now complete.
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e Click "Next" to view the final screen.
e Onthefinal screen, click "Finish" to save your settings, then "Close" to exit the Wizard.

IKE Phase 1

If you selected IKE, the following screen is displayed after the Traffic Selector screen.
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Figure52: VPN Wizard - IKE Phase 1

IKE Phase 1 (IKE SA)

Direction Select the desired option:
e Initiator - Only outgoing connections will be created. Incoming
connection attempts will be rejected.
e Responder - Only incoming connections will be accepted.
Outgoing traffic which would otherwise result in a connection
will beignored.
e Both Directions - Both incoming and outgoing connections are
allowed.
Local I dentity This setting must match the "Remote I dentity” on the remote VPN.

|P address is the more common method.

Remote | dentity

This setting must match the "Local Identity" on the remote VPN.
IP address is the more common method.

Authentication

RSA Signatur e requires that both VPN endpoints have valid
Certificatesissued by a CA (Certification Authority).

For Pre-shared key, enter the same key value in both endpoints.
The key should be at least 8 characters (maximum is 128 charac-
ters). Note that thiskey is used for the IKE SA only. The keys
used for the IPsec SA are automatically generated.

Encryption

Select the desired method, and ensure the remote VPN endpoint uses
the same method. The "3DES" agorithm provides greater security
than "DES", but is slower.
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IKE Exchange
Mode

Select the desired option, and ensure the remote VPN endpoint uses
the same mode. Main Mode provides identity protection for the hosts
initiating the 1PSec session, but takes dlightly longer to complete.
Aggressive Mode provides no identity protection, but is quicker.

IKE SA LifeTime

This setting does not have to match the remote VPN endpoint; the
shorter time will be used. Although measured in seconds, it is com-
mon to use time periods of several hours, such 28,800 seconds.

DH Group Select the desired method, and ensure the remote VPN endpoint uses
the same method. The smaller bit sizeis dlightly faster.
IKE PFS If enabled, PFS (Perfect Forward Security) enhances security by

changing the IPsec key at regular intervals, and ensuring that each
key has no relationship to the previous key. Thus, breaking 1 key
will not assist in breaking the next key.

This setting should match the remote endpoint.

Click Next to see thefol

lowing IKE Phase 2 screen.
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Figure53: VPN Wizard - IKE Phase 2

IKE Phase 2 (IPsec

SA)

IPsec SA LifeTime

This setting does not have to match the remote VPN endpoint; the
shorter time will be used. Although measured in seconds, it is
common to use time periods of several hours, such 28,800 seconds.

| PSec PFS

If enabled, PFS (Perfect Forward Security) enhances security by
changing the I Psec key at regular intervals, and ensuring that each
key has no relationship to the previous key. Thus, breaking 1 key
will not assist in breaking the next key.

AH Authentication

AH (Authentication Header) specifies the authentication protocol
for the VPN header, if used.

AH is often NOT used. If you do enable it, ensure the algorithm
selected matches the other VPN endpoint.
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ESP Encryption

ESP (Encapsulating Security Payload) provides security for the
payload (data) sent through the VPN tunnel. Generally, you will
want to enable both ESP Encryption and ESP Authentication.

Select the desired method, and ensure the remote VPN endpoint
uses the same method. The "3DES" agorithm provides greater
security than "DES', but is slower.

ESP Authentication

Generally, you should enable ESP Authentication. Thereislittle
difference between the available algorithms. Just ensure each
endpoint use the same setting.

For IKE, configuration is now complete.
e Click "Next" to view the final screen.
e Onthefinal screen, click "Finish" to save your settings, then "Close" to exit the Wizard.
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Certificates

Certificates are used to authenticate users. Certificates are issued to you by various CAs
(Certification Authorities). These Certificates are called "Self Certificates'.

Each CA also issues a certificate to itself. This Certificate isrequired in order to validate
communication with the CA. These certificates are called "Trusted Certificates."

The Certificates screen lists both the Trusted Certificate - the certificates of each CA itself -
and Self Certificates - the certificates issued to you.

Cemﬁ cates
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Figure 54: Certificates Screen

Trusted Certificates

Subject Name The "Subject Name" is aways the company or person to whom the

(CA) Certificate isissued. For trusted certificates, thiswill bea CA.

I ssuer Name The CA (Certification Authority) which issued the Certificate.

Expiry Time The date on which the Certificate expires. Y ou should renew the
Certificate before it expires.

Delete button Use this button to delete a Trusted Certificate. Select the checkbox in

the Delete column for any Certificates you wish to delete, then click
the "Delete” button.

Self Certificates

Name The name you assigned to this Certificate. Y ou should select aname
which helpsto identify this particular certificate.

Subject Name The company or person to whom the Certificate is issued.

I ssuer Name The CA (Certification Authority) which issued the Certificate.

Expiry Time The date on which the Certificate expires. Y ou should renew the
Certificate before it expires.

Delete button Use this button to delete a Self Certificate. Select the checkbox in the

Delete column for any Certificates you wish to delete, then click the
"Delete" button.
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Adding a Trusted Certificate

1. After obtaining a new Certificate from the CA, you need to upload it to the LevelOne
Broadband VPN Gateway.

2. Onthe"Certificates" screen, click the "Add Trusted Certificate" button to view the Add
Trusted Certificate screen, shown below.

Add Trusted Certificate
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Figure55: Add Trusted Certificate

Click the "Browse" button, and locate the certificate file on your PC
Select the file. The name will appear in the "Certificate File" field.
Click "Upload" to upload the certificate file to the Level One Broadband VPN Gateway.

Click "Back" to return to the Trusted Certificate list. The new Certificate will appear in the
list.

o 0~ w

Adding a Self Certificate

This processiis different to obtaining a Trusted Certificate. The LevelOne Broadband VPN
Gateway must generate arequest for the CA. Y ou cannot request a Certificate directly. The
correct procedure is as follows:

1. Onthe"Certificates' screen, click the"Add Self Certificate" button to view the first screen
of the Add Self Certificate procedure, shown below.

Add Self Certificate (1)
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Figure56: Add Self Certificate (1)
2. Complete this screen.

Name Enter a name which helpsto identify this particular certifi-
cate. Thisnameisonly for your reference.
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Subject Name Thisis the name which other organizations will see as the
Holder (owner) of this Certificate. This should be your
registered business name or official company name. Gener-
ally, all Certificates should have the same value in the
Subject field.

Hash Algorithm Select the desired option.

Signature Algorithm | Select the desired option. RSA is recommended.

Signature Key Length | Select the desired option. Normally, 1024 bits provides
adequate security.

3. Click "Next" to continue to the following screen.
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Figure57: Add Sdf Certificate (2)

4. Check that the data displayed in the Certificate Details section is correct. This datais used
to generate the Certificate request. If the datais not correct, click the "Back" button and
correct the previous screen.

5. If thedatais correct, copy the text in the Data to supply to CA panel to the clipboard.
6. Apply for aCertificate:

e  Connect to the CA'sweb site.

e Start the Self Certificate request procedure.

e  When prompted for the request data, copy this data (including "-----BEGIN
CERTIFICATE REQUEST-----" and "-----END CERTIFICATE REQUEST-----")
from this screen to the CA's form.

e  Submit the CA'sform.
e |f there are no problems, the Certificate will then be issued.

7. After obtaining anew Certificate, as described above, you need to upload it the LevelOne
Broadband VPN Gateway. Click the "Next" button to see the screen below.
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Add Self Certificate (3)

“prabcme Ein Hrme

Figure58: Add Sdf Certificate (3)

Upload the Certificate:

Click the "Browse" button, and locate the certificate file on your PC

Select the file. The name will appear in the "Certificate File" field.

Click "Upload" to upload the certificate file to the Level One Broadband VPN Gate-
way.

Click "Finished" to return to the Certificate list. The new Certificate will appear in the
list.
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CRLs are only necessary if using Certificates.

CRL (Certificate Revocation List) files show Certificates which have been revoked, and are no
longer valid. Each CA issuestheir own CRLS.

ItisVERY IMPORTANT to keep your CRLs up-to-date. Y ou need to obtain the CRL for each
CA regularly. The "Next Update" field in the CRL shows when the next update will be avail-
able.

To add a New CRL
1. Obtainthe CRL file from your CA.
2. Select CRL from the VPN menu. Y ou will see a screen like the example below.

Cﬁ-mﬂcate Revocation Lists

Figure59: Certificate Revocation Lists

3. Click the"Add New CRL" button. Y ou will see a screen like the following:

Upload CRL

Flia o upkoad | Bioesan

Moo anne

Back | Halp |

Figure 60: Upload CRL

4. Upload the CRL file:

Click the"Browse" button, and locate the CRL file on your PC

Select the file. The name will appear in the "File to Upload" field.

Click "Upload" to upload the CRL file to the LevelOne Broadband VPN Gateway.
e Click "Back" to return to the CRL list. The new CRL will appear in thelist.

5. Usethe"Delete" button to delete the previous (now outdated) CRL.
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VPN Status

Thisscreenslistsall VPN SAs (Security Association) which exist at the current time.
e If no VPN tunnelsexist at the current time, the table will be empty.
e To update the display, click the "Refresh” button.

e If using IKE, thereis one SA for the IKE connection, and another SA for the IPSec
connection.

e For each VPN SA thefollowing data is displayed.

VF'H Status

Currant WPH SAS

Poiicy Hams 59 LY WP Grteweay - Doty Trarspleresd

Figure 61: Upload CRL

Data - VPN Status Screen

Current VPN SAs

Policy Name The name of the VPN Policy which triggered this VPN connection.

SPI Each SA (Security Association) has a unique SPI. For manual keys, this
SPI is specified by user input. If using IKE, the SPI is generated by the
IKE negotiation process.

Type Each SAs (Security Association) will be either IKE or 1PSec.

VPN Gateway | TheIP address of the remote VPN Gateway or Server.

Data Trans- Measures the quantity of datawhich has been Transmitted viathis SA.

fered

Buttons

Refresh Update the data shown on screen.

View Log Open anew window and view the contents of the VPN log.
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Examples

This section describes some examples of using the Level One Broadband VPN Gateway in
common VPN situations.

Example 1: Connecting 2 LevelOne Broadband VPN Gateways

In this example, 2 LANSs are connected via VPN.

‘ .'—"-,' .'fr F o™ \ =
|'_ = \ ] Infernet - [ S ] .
J WM o b . l'l'\-‘-.._|_---"."r VPH Gabawai
LAM A LAN B
i MR LNEL e g

Figure 62: Connecting 2 LevelOne Broadband VPN Gateways

Note
e TheLANsMUST usedifferent IP address ranges.
e Both endpoints have fixed WAN (Internet) IP addresses.

Configuration Settings

Setting LAN A Gate- LAN B Gate- Notes
way way

Name Policy 1 Policy 1 Name does not affect
operation. Select a mean-
ingful name.

Remote Endpoint 205.17.11.43 202.11.13.211 Other endpoint's WAN
(Internet) 1P address.

Loca Any Any Use amore restrictive

IP addresses definition if possible.

Remote 192.168.1.1 to 192.168.0.1 to Address range on other

| P addresses 192.168.1.254 192.168.0.254 endpoint.

Use amore restrictive
definition if possible.

Key Exchange IKE IKE Must match
IKE SA Parameters

IKE Direction Both ways Both ways Does not have to match.
Either endpoint can block
1 direction.

Local Identity IP address IP address IP addressis the most

common |D method

Remote Identity IP address IP address IP addressis the most
common |D method
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IKE Authentication | Pre-shared Key Pre-shared Key Certificates are not widely

method used.

Pre-shared Key XXXXXXXXXX XXXXXXXXXX Must match

IKE Authentication | MD5 MD5 Must match

algorithm

IKE Encryption DES DES Must match

IKE Exchange Main Mode Main Mode Must match

mode

DH Group Group 1 (768 bit) | Group 1 (768 bit) | Must match

IKE SA Lifetime 28800 28800 Does not have to match.
Shorter period will be
used.

IKE PFS Disable Disable Must match

IPSec SA Parameters

IPSec SA Lifetime | 28800 28800 Does not have to match.
Shorter period will be
used.

IPSec PFS Disabled Disabled Must match

AH authentication Disabled Disabled AH israrely used

ESP authentication | Enable/MD5 Enable/MD5 Must match

ESP encryption Enable/DES Enable/DES Must match
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Example 2: Windows 2000/XP Client to LAN

In this example, a Windows 2000/XP client connects to the LevelOne Broadband VPN Gate-
way and gains access to the local LAN.

Wdndowh TIOVEF
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Figure 63: Windows 2000/XP Client to LevelOne Broadband VPN Gateway

Foo

MNote!

To use 3DES encryption, you need Service Pack
3 or later installed on Windows 2000.

LevelOne Broadband VPN Gateway Configuration

Setting Value Notes
Name Win Client Name does not affect operation. Select a
meaningful name.

Remote Endpoint 172.16.9.10 Other endpoint's WAN (Internet) IP address.

Local Subnet address: Allows accessto entire LAN. Use amore

|P addresses 192.168.0.0 restrictive definition if possible.
255.255.255.0

Remote 172.16.9.10 For asingle client, thisis the same asthe

IP addresses Gateway.

Key Exchange IKE Must match

IKE SA Parameters

IKE Direction Responder Only want to accept client connections.
Local Identity IP address Required.

Remote I dentity IP address Required

IKE Authentication | Pre-shared Key Certificates are not widely used.
method

Pre-shared Key XXXXXXXXXX Must match client PC

IKE Authentication | SHA-1 Must match client PC

algorithm

IKE Encryption 3DES Must match client PC

IKE Exchange Main Mode Must match client PC

mode
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DH Group Group 1 (768 bit) Must match client PC

IKE SA Lifetime 28800 Does not have to match client PC. Shorter
period will be used.

IKE PFS Disable Must match client PC

IPSec SA Parameters

IPSec SA Lifetime | 28800 Do not have to match. Shorter period will be
used.

IPSec PFS Disable Must match client PC

AH authentication Disabled AH israrely used

ESP authentication | Enable/MD5 Must match client PC

ESP encryption Enable/DES Must match client PC

Windows Client Configuration
1. Select Start - Programs - Administrative Tools - Local Security Policy.
2. Right click IP Security Policy on Local Machine and select Create IP Security Policy

g e | ow @ TTE e

vy e F amarty Subs

Figure 64: Windows 2000/XP - Local Security Settings
3. Click "Next", then enter a policy name, for example "DUT To Win2K", then click "Next".
4. Step through the Wizard:
e Desdlect Activate the default response rule. Click "Next",
e Leave Edit Properties checked. Click "Finish".
5. Thefollowing "Properties - Rules" screen will be displayed.
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Figure 65: Windows 2000/XP - Palicy Properties
e Notethat norulesarein use. Two 2 rules are required - incoming and outgoing.
e The outgoing rule will be added first.
6. Deselect the "Use Add Wizard" checkbox, then click "Add" to view the screen below.
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Figure66: IP Filter List

7. Type"ToDUT" for the name, then click "Add" to see a screen like the following.

e Sincethisisthe outing filter, the Source IP addressis "My IP address" and the Desti-
nation |P address is the address range used on the remote LAN.

e Ensurethe Mirrored option is checked.
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TEE . 160

Figure 67: Filter Properties: Addressing

8. Enter the Source |P address and the Destination |P address.

e Sincethisisthe outing filter, the Source IP addressis "My IP address" and the Desti-
nation |P address is the address range used on the remote LAN.

e Ensurethe Mirrored option is checked.
9. Click "OK" to save your settings and close this dialog.

Haiches ol | DHP pactont batw
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Figure 68: New Rule Properties. IP Filter List

10. On the resulting screen (above), ensure the "To DUT" filter is selected, then click the
Filter Action tab to see a screen like the following
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Figure 69: New Rule Properties: Filter Action

11. Select Require Security, then click the "Edit" button, to view the Require Security Proper-
ties screen.

Figure 70: Require Security Properties
12. Select Negotiate security (this selects IKE), then click "Add".
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Figure 71: Modify Security Method

13. Ontheresulting screen (above), select High [ESP] then click "OK" to save your changes
and return to the Require Security Properties screen.

Figure 72: Require Security Properties

14. Ensure the following settings are correct, then click "OK" to return to the Filter Action tab
of the Edit Rule Properties screen.

VPN Setting Windows Setting

IKE enabled Negotiate security

AH disabled AH Integrity: <None>
ESP encryption: Enable/DES ESP Confidentially: DES
ESP authentication: Enable/MD5 ESP Integrity: MD5
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15. Click the Tunnel Setting tab, then select The tunnel endpoint is specified by this IP ad-

dress. Enter the WAN (Internet) | P address of the LevelOne Broadband VPN Gateway, as
shown below.

Figure 73: Tunnel Setting

16. Click the Authentication Methods tab, then click the "Edit" to see the screen like the
example below.

Figure 74: Authentication Method

17. Select Usethis string to protect the key exchange (preshared key), then enter your pre-
shared key in the field provided.

18. Click "OK" to save your changes and return to the Authentication Methods tab of the Edit
Rule Properties screen.
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19. Click "Close" to return to the DUT to Win2K properties screen. The "To DUT" filter
should now be listed, as shown below.
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Figure 75: Windows 2000/XP Client to LevelOne Broadband VPN Gateway

20. To add the second (outgoing) rule, click "Add". For the name, enter "To Win2K", then
click "Add".
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Figure 76: Windows 2000/XP Client to LevelOne Broadband VPN Gateway

21. Enter the Source |P address and the Destination |P address as shown below.

e Sincethisistheincomingfilter, the Source IP addressis the address range used on
the remote LAN and the Destination |P addressis "My IP address’.

e Ensurethe Mirrored option is checked.
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Figure 77: Filter Properties: Addressing
22. Click "OK" to save your changes, then "Close".
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Figure 78: Filter List

23. Ensurethe"To Win2K" filter is selected, then click the Filter Action tab.
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Figure 79: Filter Action

24. Select Require Security, then click "Edit". On the Require Security Methods screen below,
select Negotiate security.

Figure 80: Security Methods

25. Click the"Add" button. On the resulting Modify Security Method screen below, select
High[ESP].

97



LevelOne Broadband VPN Gateway User Guide

Figure 81: Modify Security Method
26. Click "OK" to save your changes, then click "OK" again to return to the Filter Action
screen.

27. Select the Tunnel Setting tab, and enter the WAN (Internet) IP address of this PC
(172.10..9.10 in this example).

Figure 82: Tunnel Setting
28. Select the Authentication Methods tab, and click the "Edit" button to see the screen below.
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Figure 83: Authentication Method
29. Select Use this string to protect the key exchange (preshared key), then enter your pre-
shared key in the field provided.

30. Click "OK" to save your settings, then "Close" to return to the DUT to Win2K Properties
screen. There should now be 2 IP Filers listed, as shown below.

Figure 84: DUT to Win2K Properties

31. Select the General tab.
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Figure 85: Properties- General Tab
32. Click the"Advanced" button to see the screen below.

Figure 86: Key Exchange Settings
33. Click the "Methods" button to see the screen below.
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Figure 87: Key Exchange Security Methods

34. Select thefirst entry, and click the "Edit" button to see the following screen.
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Figure 88: IKE Security Algorithms
35. Select "SHAL" for Integrity Algorithm, "3DES" for Encryption algorithm, and "Low(1)"
for the Diffie-Hellman Group.

36. Click "OK" to save, then "OK" again, and then "Close" to return to the Local Security
Settings screen.

37. Right click the DUT to Win2K Policy and select "Assign" to make your policy active.
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Figure 89: Windows 2000/XP Client to LevelOne Broadband VPN Gateway

Configuration is now complete.
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Example 3: Windows 2000 Server to VPN Gateway

In this example, a Windows 2000 Server connects to the LevelOne Broadband VPN Gateway.
Users on each LAN can then gain access to the remote LAN.
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Figure 90: LevelOne Broadband VPN Gateway to Windows 2000 Server

LevelOne Broadband VPN Gateway Configuration

Thisisthe same as for the client setup earlier, with the exception of the | P address range for
the remote endpoint.

Setting Single Client Server/Gateway
Remote 172.16.9.10 Subnet address:
| P addresses 11.5.00

For asingle client, thisisthe

same as the Gateway address 255.255.0.0

Address range used on the remote LAN.
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Windows 2000 Server Configuration

Configuration is the same as for Example 2: Windows 2000/XP Client to except for specifying
the Source and Destination addresses for the "Filter Properties”. Instead, for both IP Filters, the
Filter Properties- Addressing should be completed as follows.
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Figure 91: Windows 2000 Server - Addressing

e The Source Address should be set to "A specific IP Subnet", and the |P address and
Subnet mask set to the address range used on the Level One Broadband VPN Gateway's
LAN.

e The Destination Address should be set to "A specific IP Subnet", and the IP address and
Subnet mask set to the address range used on the Windows 2000 LAN.
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Chapter 9
Other Features and Settings

This Chapter explains the screens and settings available via the " Other"
menul.

Overview

Normally, it is not necessary to use these screens, or change any settings. These screens and
settings are provided to deal with non-standard situations, or to provide additional options for
advanced users.

The screens available are:

PC Database Thisisthelist of PCs shown when you select the"DMZ PC", "Virtua
Server”, or "Internet Application”. This database is maintained automati-
cally, but you can add and delete entries for PCs which use a Fixed
(Static) IP Address.

Remote This feature allows you to manage the LevelOne Broadband VPN
Administration Gateway viathe Internet.

Routing Only required if your LAN has other Routers or Gateways.

Upgrade The firmware (software) in the LevelOne Broadband VPN Gateway can
Firmware be upgraded using your Web Browser.

UPnP UPNP (Universal Plug and Play) allows automatic discovery and con-

figuration of the LevelOne Broadband VPN Gateway
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PC Database

The PC Database is used whenever you need to select a PC (e.g. for the "DMZ" PC). It elimi-
nates the need to enter IP addresses. Also, you do not need to use fixed | P addresses on your
LAN.

PC Database Screen

An example PC Database screen is shown below.

PE: Database

Figure 92: PC Database
e PCswhich are"DHCP Clients' are automatically added to the database, and updated as
required.
e By default, non-Server versions of Windows act as "DHCP Clients"; this setting is called
"Obtain an |P Address automatically".

e TheLevelOne Broadband VPN Gateway uses the "Hardware Address' to identify each
PC, not the name or IP address. The "Hardware Address" can only change if you change
the PC's network card or adapter.

e Thissystem means you do NOT need to use Fixed (static) IP addresses on your LAN.
However, you can add PCs using Fixed (static) |P Addresses to the PC database if re-
quired.
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Data - PC Database Screen

Known PCs Thislistsall current entries. Data displayed is name (IP Address) type.
The "type" indicates whether the PC is connected to the LAN.

Name If adding a new PC to the list, enter its name here. It is best if this
matches the PC's "hostname”.

IP Address Enter the P Address of the PC. The PC will be sent a"ping" to deter-
mine its hardware address. If the PC is not available (not connected, or
not powered On) you will not be able to add it.

Buttons

Add Thiswill add the new PC to thelist. The PC will be sent a"ping" to
determine its hardware address. If the PC is not available (not con-
nected, or not powered On) you will not be able to add it.

Delete Delete the selected PC from the list. This should be donein 2 situa-
tions:

e The PC has been removed from your LAN.
e Theentry isincorrect.

Refresh Update the data on screen.

Generate Report | Display aread-only list showing full details of al entriesin the PC
database.

Advanced View the Advanced version of the PC database screen. See below for

Administration

details.
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PC Database (Admin)

This screen is displayed if the "Advanced Administration” button on the PC Databaseis
clicked. It provides more control than the standard PC Database screen.

PE Database (Admin)

FiC Progertise

Figure 93: PC Database (Admin)

Data - PC Database ( Admin) Screen

Known PCs

Thislistsall current entries. Data displayed is name (1P Address) type.
The "type" indicates whether the PC is connected to the LAN.

PC Properties

Name If adding a new PC to the list, enter its name here. It is best if this
matches the PC's "hostname".
IP Address Select the appropriate option:

e Automatic - The PCisset to be a DHCP client (Windows:. "Ob-
tain an IP address automatically"). The LevelOne Broadband VPN
Gateway will alocate an IP address to this PC when requested to
do so. The IP address could change, but normally won't.

e DCHPClient - Reserved |P Address - Select thisif the PCis set
to be a DCHP client, and you wish to guarantee that the Level One
Broadband VPN Gateway will always alocate the same |P Ad-
dressto this PC.

Enter the required | P address. Only the last field is required; the
other fields must match the Level One Broadband VPN Gateway.

o Fixed |P Address- Select thisif the PC is using a Fixed (Static)
IP address. Enter the IP address allocated to the PC. (The PC must
be configured to use this I P address.)
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MAC Address Select the appropriate option

e Automatic discovery - Select this to have the LevelOne Broad-
band VPN Gateway contact the PC and find its MAC address.
Thisisonly possibleif the PC is connected to the LAN and pow-
ered On.

e MAC is- Enter the MAC address on the PC. The MAC addressis
also called the "Hardware Address’, "Physical Address", or "Net-
work Adapter Address'. The LevelOne Broadband VPN Gateway
uses this to provide a unique identifier for each PC. Because of
this, the MAC address can NOT be left blank.

Buttons

Add as New Add anew PC to thelist, using the datain the "Properties’ box.

Entry If "Automatic discovery” (for MAC address) is selected, the PC will be
sent a"ping" to determine its hardware address. Thiswill fail unless
the PC is connected to the LAN, and powered on.

Update Selected | Update (modify) the selected PC, using the data in the "Properties"

PC box.

Clear Form Clear the "Properties' box, ready for entering data for a new PC.

Refresh Update the data on screen.

Generate Report | Display aread-only list showing full details of al entriesin the PC

database.

Standard Screen

Click thisto view the standard "PC Database" screen.

108



Other Features and Settings

Remote Administration

This feature allows you to manage the Level One Broadband VPN Gateway viathe Internet.

REmntE Administration

Figure 94: Remote Administration Screen

Data - Remote Administration Screen

Remote Administration

Enable Remote Enable to allow administration via the Internet. If Disabled, this

Administration device will ignore management connection attempts from the Inter-
net.

Port Number Enter a port number between 1024 and 65535 (8080 is recom-
mended). This port number must be specified when you connect (see
below).

Note: The default port number for HTTP (Web) connectionsis port
80, but using port 80 here will prevent the use of aWeb "Virtual
Server" on your LAN. (See Advanced Internet - Virtual Servers)

Current Y ou must use this IP Address to connect (see below).

|P Address This|P Addressis alocated by your ISP. But if using a Dynamic |P
Address, this value can change each time you connect to your | SP.
So it isbetter if your ISP allocates you a Fixed |P Address.

To connect from aremote PC via the Internet
1. Ensureyour Internet connection is established, and start your Web Browser.

2. Inthe"Address' bar, enter "HTTP://" followed by the Internet P Address of the Leve-
IOne Broadband VPN Gateway. If the port number is not 80, the port number is also
required. (After the IP Address, enter ":" followed by the port number.)
eg.

HTTP://123.123.123.123:8080

This example assumes the WAN IP Addressis 123.123.123.123, and the port number is 8080.
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Overview

If you don't have other Routers or Gateways on your LAN, you can ignore the "Routing"
page completely.

If the Level One Broadband VPN Gateway isonly acting as a Gateway for the local LAN
segment, ignore the "Routing" page even if your LAN has other Routers.

If your LAN has a standard Router (e.g. Cisco) on your LAN, and the L evel One Broad-
band VPN Gateway isto act as a Gateway for all LAN segments, enable RIP (Routing
Information Protocol) and ignore the Static Routing table.

If your LAN has other Gateways and Routers, and you wish to control which LAN seg-
ments use each Gateway, do NOT enable RIP (Routing Information Protocol). Configure
the Static Routing table instead. (Y ou also need to configure the other Routers.)

If using Windows 2000 Data center Server as a software Router, enable RIP on the Leve-

|0One Broadband VPN Gateway, and ensure the following Windows 2000 settings are

correct:

e  Open Routing and Remote Access

¢ Inthe consoletree, select Routing and Remote Access, [ server name], |P Routing,
RIP

e Inthe"Details' pane, right-click the interface you want to configure for RIP version
2, and then click "Properties’.

e Onthe"General" tab, set Outgoing packet protocol to "RIP version 2 broadcast”, and
Incoming packet protocol to "RIP version 1 and 2".

Routing Screen

Therouting table is accessed by the Routing link on the Other screen.

Using this Screen

Generally, you will use either RIP (Routing Information Protocol) OR the Static Routing
Table, as explained above, athough isit possible to use both methods simultaneously.

Static Routing Table

If RIPisnot used, an entry in the routing table is required for each LAN segment on your
Network, other than the segment to which this device is attached.

The other Routers must also be configured. See Configuring Other Routers on your LAN
later in this chapter for further details and an example.
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Figure 95: Routing Screen

Data - Routing Screen
RIP

EnableRIP Check this to enable the RIP (Routing Information Protocol) feature
of the LevelOne Broadband VPN Gateway.

The LevelOne Broadband VPN Gateway supports RIP 1 only.

Static Routing

Static Routing Thislist shows all entriesin the Routing Table.
TableEntries e The"Properties' area shows details of the selected item in the
list.

e Change any the properties as required, then click the "Update"
button to save the changes to the selected entry.

Properties e Destination Network - The network address of the remote LAN
segment. For standard class"C" LANS, the network addressis
thefirst 3 fields of the Destination IP Address. The 4th (last)
field can beleft at 0.

e Network Mask - The Network Mask for the remote LAN
segment. For class"C" networks, the default mask is
255.255.255.0

e Gateway |P Address- The IP Address of the Gateway or
Router which the LevelOne Broadband VPN Gateway must use
to communicate with the destination above. (NOT the router at-
tached to the remote segment.)

e Maetric- The number of "hops" (routers) to pass through to
reach the remote LAN segment. The shortest path will be used.
The default valueis 1.

Buttons

Save Save the RIP setting. This has no effect on the Static Routing Table.
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Add Add anew entry to the Static Routing table, using the data shown in
the "Properties* area on screen. The entry selected in thelist is
ignored, and has no effect.

Update Update the current Static Routing Table entry, using the data shown
in the "Properties’ area on screen.

Delete Delete the current Static Routing Table entry.

Clear Form Clear all datafrom the "Properties’ area, ready for input of a new

entry for the Static Routing table.

Generate Report Generate aread-only list of al entriesin the Static Routing table.

Configuring Other Routers on your LAN

It isessential that al |P packets for devices not on the local LAN be passed to the LevelOne
Broadband VPN Gateway, so that they can be forwarded to the external LAN, WAN, or
Internet. To achieve this, thelocal LAN must be configured to use the Level One Broadband
VPN Gateway as the Default Route or Default Gateway.

Local Router

Thelocal router isthe Router installed on the same LAN segment as the L evel One Broadband
VPN Gateway. Thisrouter requires that the Default Route is the Level One Broadband VPN
Gateway itself. Typically, routers have a special entry for the Default Route. It should be
configured as follows.

Destination | P Address Normally 0.0.0.0, but check your router documentation.

Network Mask Normally 0.0.0.0, but check your router documentation.

Gateway | P Address The IP Address of the LevelOne Broadband VPN Gate-
way.

Metric 1

Other Routers on the Local LAN

Other routers on thelocal LAN must use the Level One Broadband VPN Gateway 's Local
Router as the Default Route. The entries will be the same as the LevelOne Broadband VPN
Gateway 'slocal router, with the exception of the Gateway |P Address.

e For arouter with a direct connection to the L evel One Broadband VPN Gateway 'slocal
Router, the Gateway |P Address is the address of the LevelOne Broadband VPN Gateway
'slocal router.

e  For routers which must forward packets to another router before reaching the LevelOne
Broadband VPN Gateway 'slocal router, the Gateway |P Address is the address of thein-
termediate router.
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Static Routing - Example

Router A
1
182.168.1.80) — (192.168.0.100
E- %. (192.168.1.80) — ) ==
Segment 1 Segment 0
%- (192.168.1.xx) (192.168.0.xx) @

Broadband
Router B VPN Gateway
(192.168.1.90) = (192.168.2.70) (192.168.0.1)
tl - | 5.,-'_‘ -
Segment 2

= == (192.168.2.xx)
Figure 96: Routing Example

For the LevelOne Broadband VPN Gateway 's Routing Table

For the LAN shown above, with 2 routers and 3 LAN segments, the L evel One Broadband
VPN Gateway requires 2 entries as follows.

Entry 1 (Segment 1)
Destination |P Address 192.168.1.0

Network Mask 255.255.255.0 (Standard Class C)

Gateway |IP Address 192.168.0.100 (LevelOne Broadband VPN
Gateway 'slocal Router)

Metric 2

Entry 2 (Segment 2)
Destination |P Address 192.168.2.0

Network Mask 255.255.255.0 (Standard Class C)
Gateway |P Address 192.168.0.100
Metric 3

For Router A's Default Route
Destination |P Address 0.0.0.0
Network Mask 0.0.0.0

Gateway |P Address 192.168.0.1 (LevelOne Broadband VPN
Gateway 's |P Address)

For Router B's Default Route
Destination | P Address 0.0.0.0
Network Mask 0.0.0.0

Gateway |P Address 192.168.1.80 (Level One Broadband VPN
Gateway 'slocal router)
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Upgrade Firmware

The firmware (software) in the Level One Broadband VPN Gateway can be upgraded using

your Web Browser.

Y ou must first download the upgrade file, then select Upgrade on the Other menu. Y ou will

see ascreen like the following.

U pgrade Firmware

Figure 97: Upgrade Firmwar e Screen

To perform the Firmware Upgrade:

1. Click the"Browse" button and navigate to the location of the upgrade file.
2. Select the upgrade file. It's name will appear in the Upgrade File field.
3. Click the"Start Upgrade" button to commence the firmware upgrade.

1723

AR e

Notel

The LevelOne Broadband VPN Gateway is unavail-
able during the upgrade process, and must restart
when the upgrade is completed. Any connections to
or through the LevelOne Broadband VPN Gateway
will be lost.

114



Other Features and Settings

An example UPnP screen is shown below.

Figure 98: UPNP Screen

Data - UPNP Screen

UPnP
Enable UPnP e UPnP (Universal Plug and Play) allows automatic discovery and
Services configuration of equipment attached to your LAN. UPnP is by
supported by Windows ME, XP, or later.
e |f Enabled, this device will be visible via UPnP.
e |f Disabled, this device will not be visible via UPnP.
Allow Configu- e |f checked, then UPnP users can change the configuration.

ration... e |f Disabled, UPnP users can only view the configuration. But
currently, this restriction only appliesto users running Windows
XP, who access the Properties via UPnP. (e.g. Right - click the
LevelOne Broadband VPN Gateway in My Network Places, and
select Properties)

Allow I nternet o |f checked, then UPnP users can disable Internet access viathis

accessto be device.
disabled e |f Disabled, UPnP users can NOT disable Internet access viathis

device. But currently, this restriction only applies to users running
Windows XP, who access the Properties via UPnP. (e.g. Right -
click the LevelOne Broadband VPN Gateway in My Network
Places, and select Properties)
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Appendix A
Troubleshooting

This Appendix covers the most likely problems and their solutions.

Overview

This chapter covers some common problems that may be encountered while using the Leve-
IOne Broadband VPN Gateway and some possible solutions to them. If you follow the
suggested steps and the Level One Broadband VPN Gateway still does not function properly,
contact your dealer for further advice.

General Problems

Problem 1: Can't connect to the L evelOne Broadband VPN Gateway to configure
it.
Solution 1:  Check the following:

e TheLevelOne Broadband VPN Gateway is properly installed, LAN
connections are OK, and it is powered ON.

e Ensurethat your PC and the LevelOne Broadband VPN Gateway are on
the same network segment. (If you don't have a router, this must be the
case.)

e If your PCis set to "Obtain an IP Address automatically" (DHCP
client), restart it.

e If your PC uses aFixed (Static) |P address, ensure that it isusing an IP
Address within the range 192.168.0.2 to 192.168.0.254 and thus com-
patible with the Level One Broadband VPN Gateway 's default 1P
Address of 192.168.0.1.

Also, the Network Mask should be set to 255.255.255.0 to match the
LevelOne Broadband VPN Gateway.

In Windows, you can check these settings by using Control Panel-
Network to check the Properties for the TCP/IP protocol.

Internet Access

Problem 1: When | enter aURL or IP address| get atimeout error.

Solution 1: A number of things could be causing this. Try the following troubleshooting
steps.
e Check if other PCswork. If they do, ensure that your PCs | P settings
are correct. If using a Fixed (Static) |P Address, check the Network
Mask, Default gateway and DNS as well asthe IP Address.

e If the PCsare configured correctly, but still not working, check the
LevelOne Broadband VPN Gateway. Ensure that it is connected and
ON. Connect to it and check its settings. (If you can't connect to it,
check the LAN and power connections.)

e |If the LevelOne Broadband VPN Gateway is configured correctly,
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check your Internet connection (DSL/Cable modem etc) to seethat it is
working correctly.

Problem 2: Some applications do not run properly when using the L evelOne
Broadband VPN Gateway.

Solution 2:  The LevelOne Broadband VPN Gateway processes the data passing through
it, so it is not transparent.

Use the Special Applications feature to alow the use of Internet applications
which do not function correctly.

If this does solve the problem you can use the DMZ function. This should
work with almost every application, but:

e Itisasecurity risk, sincethefirewall is disabled.
e Only one (1) PC can use thisfeature.
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Appendix B
Specifications

LevelOne Broadband VPN Gatewa

Model FBR-1404TX
Dimensions 141mm(W) * 100mm(D) * 27mm(H)
Operating Temperature  0° Cto 40° C

Storage Temperature -10°Cto70° C
Network Protocol: TCP/IP
Network Interface: 5 Ethernet:

4* 10/100BaseT (RM5) LAN connection
1* 10/100BaseT (RM45) for WAN

LEDs 11
Power Adapter 12V DC External

FCC Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interferencein aresidential installation.

This equipment generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio communica-
tions. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception,
which can be determined by turning the equipment off and on, the user is encouraged to try to
correct the interference by one of the following measures:

e Reorient or relocate the receiving antenna.
e Increase the separation between the equipment and receiver.

e  Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

e  Consult the dealer or an experienced radio/TV technician for help.

To assure continued compliance, any changes or modifications not expressly approved by the
party responsible for compliance could void the user's authority to operate this equipment.
(Example - use only shielded interface cables when connecting to computer or peripheral
devices).
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FCC Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with a minimum distance of 20
centimeters between the radiator and your body.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

(1) This device may not cause harmful interference, and

(2) this device must accept any interference received, including interference that may cause
undesired operation.

This transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.

CE Marking Warning

ThisisaClass B product. In a domestic environment this product may cause radio interference
in which case the user may be required to take adequate measures.
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