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About This Manual

Target Audience

This manual is intended for System Administrators who are responsible for installing and
setting up CMS surveillance system. The reader is expected to know the fundamentals of IP
surveillance system integration and to own the administrative privileges to achieve all the
configuration tasks.

Content Overview

This manual provides information needed for planning the installation, installing, setting up the
system and configuring the video streaming devices. Its main content consists of the following
three sections:

®Getting Started provides the preparatory knowledge you should study before starting
installation, such as system requirements and license registration procedures.

®Log in to the System explains how to log in to the system right after a successful

installation.

®System Setup gives instructions on administrative tasks such as centrally managing the
Onesecure and the devices, setting up event rules, customize the live view layouts or
managing system storage. For each major task, you will be given a brief introduction of
operation principles, step-by-step instructions, and a simple tip to check if you have done
it correctly.
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Technical Support

If you have any questions during system installation, please feel free to contact our engineers
via support@Level1.com

Conventions Used in This Manual

The following are typographic conventions used in this manual:

@ Bold: Bold typeface is used for a keyword, major functions of CMS, or a title of a
section/column.

@ /talic: ltalic typeface is used for a filename or location path.

® Underlined: Underlined typeface is used for a document name or hyperlink.

® “Bold”: Bold interface enclosed in double quotation marks indicates the name of a button, a

menu or a choice item.

Some notices are placed within the following boxes; each type of the box indicates different

purposes or levels of importance for system:

Important Notice

The content within this box is an important notice. This notice is important for you to get
certain functions to work properly, or to prevent from certain potential problems that may
damage your system. Make sure you read this notice and follow the instructions.

The content within this box is a note. A note is some necessary information you need to know
about the action you are currently taking, like what will happen after you follow or do not follow
certain procedure.

The content within this box is a tip. A tip gives you an alternative method to easily or quickly
achieve an objective, usually for specific conditions.
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Related Documentation

Since this manual focuses on how to accomplish the tasks for system installation and
configurations, there is very limited information about operation-wise directions for End Users
who will be operating CMS server system. To obtain the instructions on use of CMS

applications such as monitoring and playback, please download the latest CMS User’s Manual

from http://global.level1.com.

Disclaimer

® The information contained in this document is intended for general information purposes.
Level1 shall not be liable for errors contained herein or for incidental or consequential

damages arising from the furnishing, performance, or use of this manual.
® The information contained herein is subject to change without notice.
® The English version of this document is the official one for all purpose. All the translated

versions are provided as a convenience. Any discrepancies or differences created in the

translations of any other languages are not legally binding.

Copyright

Copyright ©2003-2014 Corporation All Rights Reserved.

Trademarks

® [nternet Explorer®, Microsoft®, and Windows® are registered trademarks of Microsoft
Corporation in the United States and in other countries. All other product or company names
mentioned in this document may be trademarks or registered trademarks of their respective

owners.
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Overview

Designed for large-scale multi-site video surveillance solution, Central Management System
2.0 (hereafter referred to as CMS) software allows its user the full capabilities to monitor and
manage multiple Network Video Recorders (NVR) via network. It also possesses full
functionalities to manage not only NVRs but devices (network cameras, video encoders, etc.),

users and events.

CMS Server / Client Architecture

CMS is a typical web-based server/client system. In a multi-site surveillance solution, CMS
Server serves as a management command center; a Client makes requests of monitoring
video streams or playing recordings sent to CMS Server, and CMS Server will pass this
request to the involved NVR Server to send data/video stream to the Client. CMS Server
starts automatically as soon as the Server computer (where it is installed) boots up, and
operates in the background without requiring the login of administrator. It would provide
services over the TCP/IP network to multiple Clients upon requests coming through HTTP

protocol.

There are two types of Clients in CMS system: Web Client and Workstation Client. A user,
connecting from whether web browser or workstation, will be provided with the same user

interface and be CMS functions.

® Web Client: the web version of interface to access CMS Server without the need of
installing any client program. Logging in to the CMS Server is as simple as visiting a website

through the browser.

® Workstation Client: the client application making accessing CMS Server free from the use
of browser .The workstation includes a set of programs that provide interface between users
and the CMS Server.

11
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v

Pre-installation

Item Task Description Reference
1 Prepare software Please purchase the license from your | How Does License
license system supplier and get the license | Activation Work on
information before activation. page 24
Prepare the server Make sure the computer’s hardware spec, | System Requirements
computer operating system and browser version are | on page 15

compatible with CMS system requirements.

Prerequisites on page
17

Assign a fixed IP for
server computer

The server computer should have a fixed IP
to be used by CMS server.

oo 0O 0O

Set up Active

To add users through the Active Directory

Directory service, please make sure an Active
(Optional) Directory server is available on your domain.
Installation
Item Task Description Reference
5 I:l Install CMS server Follow the instructions to install the software | Server Installation on
software on the server computer. page 19
6 I:l Check if the Log in to CMS to check if you can see the Log in to the System on
installation is login page. (On server computer, type page 28
successful http://localhost:[port number] in browser’s
URL bar).
7 I:l Activate the license Activate your license key to get your
required number of channels ready for
adding devices.
System Setup
Item Task Description Reference
8 D Connect external Attach external devices such as the joystick, | Joystick on page 78
devices speakers or microphone to the client
computer.
9 Create User Groups Configure user group permissions and Manage Users on page
& Accounts create required user accounts. 36
10 I:l Add NVR source to Add NVR servers and devices, and | Add an NVR on page
CMS server configure their settings. 36; Configure NVR /
Devices Settings on
page 46
11 I:l Configure e-mail Fill in the e-mail properties and test if CMS | How to Setup SMTP
settings server succeeds in sending e-mails to the | Settings for Event
test e-mail address. This step is necessary if | Rules on page 55;
you will use this service for event handling.
12 I:l Configure Event rules | Set up the event rules. How to Edit an Event
Rule on page 50
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Live View Setup

Item

Task

Description

Reference

Create Views for

users

Create views and set patrols.

Customize Views on

page 61
Backup System Settings
Item Task Description Reference
14 D Create a system Create a backup file of current system | Back up System Data
settings backup

settings for future re-installation or in case of
critical system failure.

Post-installation Validation

on page 81

Reference

Item Task Description
15 I:l Check Live View and | Make sure if the user is able to see live view
monitoring-related with pre-defined Views and perform basic
operations operations (e.g. PTZ controls, sending out
audio or watching instant playback).

16 I:l Examine Event Check if the expected actions (e.g. pop-up

Handling rules windows, beep alert, e-mail notification, etc)
are triggered by events.

17 I:l User Access Make sure the user can access CMS with
given account/password, and can perform
operations based on given user rights.

18 I:l Playback Make sure the user can perform playback
and video search, and the export function
can generate viewable files to designated
folder.

User’s Manual

14
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Getting Started

System Requirements

The performance of CMS is largely determined by the computer hardware capability. The table
below provides basic guidelines for selecting proper computer hardware (*1). The Minimum

PC Spec will provide acceptable performance.

Minimum | Display | Live Layout Number of Channels
PC Spec _Mode

Server PC + 1-16 Intel Core 2 Quad 2.4 GHz Intel Core i5 2.4 GHz
Local Client 17-64 Intel Core i5 2.4 GHz Intel Core i7-920 2.67 GHz
CPU ServerPC  No Live View Intel Core 2 Quad 2.4 GHz Intel Core i5 2.4 GHz
Remote 11-16 Intel Core 2 Quad 2.4 GHz Intel Core i5 2.4 GHz
Client PC 17-64 Intel Core i5 2.4 GHz Intel Core i7-920 2.67 GHz
RAM 4GB (*3)
Opse;::::g Windows 8, Windows 7, Windows Server 2012, Windows Server 2008 (*4)

Browser  |nternet Explorer 9.0 and 10.0
Network = Ethernet (1000 Base-T recommended)

Display = Resolution: 1024 X 768 or higher

For a system that has more than 1600 channels or more than 16 live view channels should

satisfy Recommended PC Spec for good performance.

O/S: Windows 7 (latest service packs), Browser: Internet Explorer 9 (Web client),
PC Spec CPU: Intel Core i7-920 2.67 GHz, RAM: 4GB, Display Resolution: 1080p
P Network Adapter: Ethernet 1000 Base-T

Recommended

*1 These specifications are based on following camera settings:
Single stream mode > 1280x1024, 3Mbps, 18fps, MPEG-4
Dual stream mode—>1280x1024, 3Mbps, 18fps, H.264 (recording);
640x480, Quality: 100, 18fps, MJPEG (live view).

*2 Live view of multiple channels requires good hardware for smooth performance. If your
live view performance is not satisfactory, please reduce the number of channels viewed at

the same time, and use Layout Patrol to scan through all the channels or views instead.

*3 Please use 64-bit system if your computer has more than 4GB RAM. Microsoft Windows

15
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operating system has limits on memory and address space, regardless of the real or virtual
memory available on a particular computer. Take Windows 7 Professional for example, the
maximum physical memory for a 32-bit(X86) system can address is 3.5 GB even though 16
GB of RAM has been installed on this computer. Therefore, if you consider increasing the
computer’s multi-tasking capability by adding more RAM, you will need a 64-bit version of

Windows to take advantage of it all.

Please visit the link below for more memory limitations on various Windows platforms.

http://msdn.microsoft.com/en-us/library/aa366778%28VS.85%29.aspx#physical_memory

limits_windows 7

Besides the limitation mentioned above, you may find the usable memory displayed on

@ - Computer - Properties is still less than actual installed memory.

This is a common symptoms of all Windows platforms, please find explanations and
solutions in this Windows official support document

http://support.microsoft.com/kb/978610/en-us and

http://windows.microsoft.com/en-us/windows7/taking-the-mystery-out-of-64-bit-windows

*4 Please make sure your operating system is fully patched with the latest service packs.

16
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Prerequisites

Please preview these prerequisites below and make sure they are met before installation:

1. Upgrade All the NVR servers

Please upgrade all the NVR servers to the latest version.

2. Suitable System Specifications

Ensure that the server computer meets the minimum system requirements.

3. Uninstall Previous Onesecure or CMS Products

As the previous Onesecure software cannot co-exist with CMS server on the same computer,
please uninstall their main program and patches from Windows - Control Panel before
installing CMS server. Please also manually delete the program folder. By default, this folder

Levelone is under C:\Program Files.

4. Turn off UAC in Windows
UAC (User Access Control) is a security setting that restricts access in Microsoft Windows.

You must disable UAC before installing CMS in Windows 7, for the installation of application

components and certain program features would be interrupted by this security rule.

If you are using Windows 8, please enable the built-in Administrator account and log in with

this identity, or add this CMS site to IE browser’s trusted sites (please follow the solution
provided for Condition 2: Why can’t | install Active X controls after logging in?_on page 29 to do

S0).

Disable UAC in Windows 7
1. Go to Windows Control Panel, type “UAC” in search box.

17
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2. Click “Change User Account Control settings”

[E=3EcE|

@thﬁ » Cont... » All Control Panel ltems » B = P

‘W Action Center

® Change User Account Control settings

@ Search Windows Help and Support for "uac’

3. Move the slider to “Never notify position”, and then click “OK”. You will have to restart

the computer for this change to take place.

%) User Account Control Settings =2 =E =<

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your
computer.
Tell me more about User Account Control settings

Always notify
= 1= Defauit - Notify me only when programs try to make |
changes to my computer =
© Don't notify me when I make changes to Windows
~Em- settings
© Recommended if you use familiar programs and
= e visit familiar websites.
Never notify

Disable UAC in Windows Vista

1. Go to Windows Control Panel, click “User Account and Family safety”.

System and Maintenance User Accounts and Family
Get started with Windows %) Safety

Back up your computer @ Set up parental controls for any user

@ Add or remove user accounts

Security
Check for updates

Appearance and
Check this computer's security status

Personalization
Change desktop background
Change the color scheme

&

Allow 2 program through Windows
Firewall

Adjust screen resolution
Network and Internet !

View network status and tasks = ’
Set up file sharing ﬁ Clock, Language, and Region

&

Change keyboards or other input
< methods
/ Hardware and Sound

' Play CDs or other media automatically
Printer
Mouse

o

Ease of Access
LetW
Op

= Programs
& | Uninstall a program ‘ =
Change startup programs =i

oo
&

7] Additional Options
i

2. Select the account, then “Turn User Account Control on or off”.

3. On the "Turn on User Account Control (UAC) to make your computer more
secure" window, uncheck the "Use User Account Control (UAC) to help protect
your computer”. Click on the “OK” to apply, you will have to restart the computer for

this change to take place.

Turn on User Account Control (UAC) to make
your computer more secure

User Account Control (UAC) can help prevent unauthorized
changes to your computer. We recommend that you leave
UAC turned on to help protect your computer.

] Use User Account Control (UAC) to help protect your
computer

| Coma |

18



CMS System Administrator’s Manual

Server Installation

The server program installation is as easy as 1-2-3 by following the installation wizard’s
instructions. The server would start its service right after installation completes, without the

need to restart the server computer.

Install the Software
1. Execute the install shield application .
2. Follow the onscreen instructions of InstallShield Wizard, accept the license

agreement and proceed.

‘Welcome to the InstallShield Wizard for CMS2

The InstaliShield Wizard will install CMS2 on your
computer. To continue, click Next.

19
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When selecting Setup Type, the default “Complete” will have the program installed

on default C drive, you may select “Custom” to choose another program location.

CMS2 Workstation - InstallShield Wizard

Setup Type
Select the setup type to install.

Please select a setup type.

© Complete
ﬁ All program features will be installed. (Requires the most disk space.)
o

Custom

! Select which program features you want installed. Recommended for
v advanced users.

JEsEEEEEED
Tasmsmmmn

l < Back ]I Next > I[ Cancel

The IP Port Checker will pop up to confirm the CMS port number. The installation
program will use 80 as default. You may enter another available port number in

“Listen Port” field and click “Apply”.

# P Port Checker

Local

IP Address
Port

Host Root \webroot\Application

m“

You may just click “Apply” if you are not sure whether this port has been taken or not.
If the port is being used by another service, you will be asked to input another

available port number.

IPPortChecker

The port has been used.
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4. As the server port is confirmed, the installation process is done, click “Finish”.

CMS2 Workstation - InstallShield Wiza .

InstallShield Wizard Complete

The InstaliShield Wizard has successfully installed CMS2
Workstation. Click Finish to exit the wizard.

5. After the installation completes, connect to http://localhost:port number with Internet

Explorer browser, you will see CMS Login page.

If IS Web Server has been installed on the computer and you are asked to restart the
computer during installation process, please
1. Choose ©@ Yes.|wanttorestart my computer now. {0 restart right away.
2. After the computer reboots, this install shield will automatically continue the
installation.

21
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Workstation Installation

CMS2 Workstation provides interface between users and the CMS server. It may be
installed on the server computer or on a separate computer with internet access to CMS

server.

Install the Software
1. Execute install the shield applicatior .
2. Follow the onscreen instructions of InstallShield Wizard, accept the license

agreement and proceed.

CMS2 - InstallShield Wi

‘Welcome to the InstallShield Wizard for CMS2

The InstallShield Wizard will install CMS2 on your
computer. To continue, click Next.

conc |[_e>_]

CMS2 Workstation -

Setup Type
Select the setup type to install.

Please select a setup type.
© Complete

@ All program features will be installed. (Requires the most disk space.)

() Custom

Select which program features you want installed. Recommended for
advanced users.

<Back |[ New> | [ Cancel

22
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CMS2 Workstation -

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed CMS2
Workstation. Click Finish to exit the wizard.

< Back Cancel

After the installation completes, double-click the shortcut A on desktop to
execute the application. e
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License and Activation

In CMS system, the maximum number of channels is unlimited; your required number of
channels should be licensed and activated before adding the devices to the system. To get the
license, you may contact sales representatives to purchase the licenses and obtain the
License Key. Upon the activation of license with the License Key, the channels will

automatically become available.

Please note:
@®The license is cumulative and perpetual.
®The license is not version-specific, software version upgrading will not influence the existing

license you have activated on CMS server.

How Does License Activation Work

License activation is the process of unlocking the channels on CMS server with the received
License Key. License Key is a serial number delivered as a printed card or by email after the
purchase is carried out. During license activation, your License Key is matched against the
MAC address of the Network Interface Card (NIC) on CMS server computer. Once this license
key is used by the computer with given MAC, it cannot be activated with another MAC. This
matching record will be stored on the activation database. If your computer has more than one

network cards, CMS server will detect them and provide you a dropdown list to select from.

How to Activate the Licenses

There are two ways to activate the licenses depending on your CMS server network condition:

Online Activation

If your CMS server computer has available Internet access, you should take online activation.

Purchase licenses On CMS server, input the

1 from LevelOne, 2 to activate the
get the license directly.

level U

one CMS server
(Internet access)

24
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Log in CMS server, go to Setup page—> System tab—>License—>“Online Registration”. Select
the MAC Address, enter your License Key, Account: support@level1.com and
Password:support, and then click “Apply”. CMS server will connect to the activation

database via Internet to register the license key, and unlock the channels.

System

Online Registration
P .
Settings MAC Ad

B
&+ Controller

? License »
a d e0c0cccenee

5 Backup/Restore m

Total Number of Licenses: 64
License Key Number of Licenses MAC Address
CABAA-ABTAH-PRCPP-AUBQP-AHAAB-APAQR 64 00:24:81:1C:2D:22

25
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Offline Activation
Offline activation does not require Internet access for CMS server. It is used when CMS is

located in a network not connected to public Internet (e.g. in a restricted military base). You will
need to get an activation file (AUL.lic file) from another computer and transfer it to CMS server

computer.

Log in CMS server from local or via web client. Go to Setup - System tab - License >
“Offline Registration”-> click “Import” and upload the license file (AUL.lic). Click “Apply”

to activate this license.

( Offline Registration

Verify Your License
Once your license is successfully activated, the license information will be shown on License

page.
System

‘ Online Registration
o Settings

B
&+ Controller Li

Accoun ppor vell
Password secsccccee
5 Backup/Restore W

Total Number of Licenses: 64

License Key Number of Licenses MAC Address

CABAA-ABTAH-PRCPP-AUBQP-AHAAB-APAQR 64 00:24:81:1C:2D:22

How to find MAC Address

1. Click Windows Start, in the run box on Start menu, input “cmd”.

2. Execute the emd program, and input the command “ipconfig /all” or “getmac”

3. The MAC address will be referred to as the Physical Address, made up of 12 characters
e.g. 00-1E-65-FE-8E-98
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Log in to the System

Access CMS via Internet Explorer

@ mpy/172162682/ /@
(Example)

\3 http://localhost/

© 22022814621

(Example)

From Server Computer Using Local Client
Open Internet Expolrer. If your computer is where CMS server is installed, type

http://localhost/ or the computer’siPaddress in URL box.

From Remote Client Computer

A remote client refers to any client using a computer over WAN or LAN other than server
computer. If you are connecting to a CMS server as a remote client, please type server
computer's IP (e.g. local network ip: http://172.16.26.217 within LAN; public IP
http://220.228.146.21 in URL box. If the port number is 80, you can omit it when typing the

address.

Accept ActiveX Controls Installation Requests
CMS interface requires the add-on ActiveX Control components, please make sure browser’s
security settings allow ActiveX controls to be downloaded and installed. When your browser

asks if you allow add-on components to run, please allow them.

27



CMS System Administrator’s Manual

Login Failure Troubleshooting
Once you confront with problems accessing CMS server, refer to the possible conditions below

and follow the instruction to solve your issues.

Condition 1: Why can’t | access CMS server via browser?

After typing in the correct CMS server IP, if you cannot access CMS Login page, you may get

the below browser screens:

s [@= o JnEml[ =
@ nttp://localhost/ 0 ~ & X || € HTTP 404 Not Found @ | € http://localhost £~ & X || @ Intenet Explorer cannot ...

Q Internet Explorer cannot display the webpage
0 The webpage cannot be found
4

What you can try:
Most likely causes:

= There might be a typing error in the address. Diagnose Connection Problems
« If you clicked on a link, it may be out of date.

& More information
What you can try:

® Retype the address.

® Go back to the previous page.

® Goto and look for the information you want.

& More information

®100% v

Cause 1: Server is not ready
Solution: It may happen when you just started the server computer or the server installation

has just finished, please wait a few seconds and connect again.

Cause 2: This may happen when your CMS server uses default port 80. Server is not able to
respond to your request through current path because port 80 has been seized by another
service running on server computer, and that service is executed right before CMS server
starts its services.
Solution: Please check if there is another service using port 80 right now (e.g. Skype), and
change the setting in that program to release port 80 for CMS server. Below are the steps to
find the service:
1. Please click on "Windows Start" (Windows-Logo) e , then enter "emd.exe" in the
run box and execute it.
2. Input the command “netstat -a -0 -b”. You will be provided with the ports in use and
the services using them. Find the Local Address that has taken port 80, and the PID

number.
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Administrator: C:\Windows\system32\cmd.exe o || BT

C:\Users\Wen.Cheng>netstat —a —-o -h

Active Connections

Proto Local Addmess Foreign Address State
9.0.0.0:80 Wen—-Cheng—HP:0 LISTENING

.0.08:135 Wen—-Cheng-HP:8 LISTENING

[svuchost.exe]l

TCP 0.0.0.0:443 Wen—Cheng—-HP:8 LISTENING
[Skype.exel

TCP 9.0.0.0:445 Wen—Cheng-HP:8 LISTENING
Can not obhtain ownership information

ICP 9.0.0.0:3389 Wen—Cheng-HP:0 LISTENING
CryptSvuc

[suchost.exel

3. Press down “ctrl’+ “alt” + “Delete” keys to bring up Windows Task Manager. Select
“View”, and then “Select columns”, and enable the “PID (Process ldentifier)” to
appear on search results. Please also make sure “Show process from all users” is
enabled.

4. On Task Manager Process tab, locate the PID number of the service using port 80.

The service name is shown under “Image Name” column.

1% Windows Task Manager o f@|=
File :,;:tww:v*:Heigr
Applications | Processes | Services l Performance | Networking | Users

Image Name Select Process Page Columns X =

I Skype.exe )

Select the columns that will appear on the Process page of Task Manager.

iexplore.exe
taskmgr.exe IJ PID (Process Identifier) I -
GoogleToolbarUser_32.exe 6116 | User Name
conhost.exe 5576 Session ID
wicomm.exe 4892 v| CPU Usage )
Dropbox.exe 4632 CPU Time = |
CCC.exe 4500 Memory - Working Set F
WINWORD.EXE 4456 Memory - Peak Working Set
jusched.exe 4044 Memory - Working Set Delta
MOM.exe 4032 V| Memory - Private Working Set
msnmsgr.exe 3992 Memory - Commit Size
explorer.exe 3948 Memory - Paged Pool
iexplore.exe 3900 Memory - Non-paged Pool
dwm.exe 3888 Page Faults
AcroRd32.exe 3788 Page Fault Delta
OUTLOOK.EXE 3216 Base Priority -
taskhost.exe 2160
iexplore.exe 2100 oK | [ Cancel J
AcroRd32.exe 1736 o

I V| Show processes from all usersl | EndProcess

Processes: 58 CPU Usage: 15% Physical Memory: 67%

Condition 2: Why can’t | install Active X controls after logging in?
ActiveX Control components are essential for CMS server to present user interface. The

message below will show if these controls were not installed.
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G @ nttp://localhost! O ~ C x‘

@ NvR3

Please install the ActiveX Control (nvMonitor.ocx and nvUtilityEx.ocx) with the latest version on IE pop up block prompts

Cause 1: Your Internet Explorer browser version does not support CMS.

Solution: Make sure you are using the 32-bit version of Internet Explorer.

Cause 2: Your browser restricts the installation of add-on components.

Solution: Internet Explorer security settings may restrict the installation of add-on components.
To ensure CMS server is always accessible from your web client regardless of any change in

browser’s overall Internet security settings, you may add CMS server site to Internet Explorer’s

Trusted sites. These sites are which you consider safe and wish to visit with low security

restrictions while maintaining higher security for the rest of the Internet.

1.
2.

30

-
Internet Options

Select a zone to view or change security settings.

- ™~ 2
@ & v O

Internet  Local intranet Restricted
sites

Trusted sites

/' This zone contains websites that you
v trust not to damage your computer or
your files.
You have websites in this zone.
Security level for this zone

Allowed levels for this zone: All

TMedium-high
(| - Appropriate for most websites
- Prompts before downloading potentially unsafe
content
- Unsigned ActiveX controls will not be downloaded

\able Pro! ed Mode (requires restar! interne! orer,

[ customlevel... | [ Defauitlevel |

[ Reset all zones to default level

)

On IE browser, click Tools > Safety and make sure ActiveX Filtering is unchecked.

On IE browser, go to Tools ~Internet Options—>Security tab, select “Trusted sites”,
set the security level to “Medium High”, and then click “Sites”.
Add http://localhost or server IP to the zone, and clear the box “Require server
verification (https:) for all sites in this zone”.
Back on Security tab, click “Apply” to apply the changes. This will allow ActiveX and

scripting to be available for the chosen sites but not for the Internet as a whole.
[ER=)

[ General | Security [privacy [ Content | Connections | Programs | Advanced| !

A is website to the zone:
http://localhost/

Trusted sites =

‘ # You can add and remove websites from this zone. All websites in
/’ this zone will use the zone's security settings.

Websites:

I’ |Require server verification (https:) for all sites in this zone I
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Login

CMS v2.0

A. Enter Account & Password
T Account (non case-sensitive):
Password coo Admin (default)

Password (case-sensitive):
Language 123456 (default)

B. Change Ul language
To change Ul language, select the desired

language from “Language” dropdown list.

C. Remember Account/Password
To have the server remember your Login Account and Password for future, check
“‘Remember Account/Password”. Clicking “Don’t Remember” will clear your input text and

reset to default.

g B @

To directly enter the main page every time you log in from this PC in the future |[EEESEEEIEENG

Check “Remember Account/Password” then “Auto Login” to skip the Login Snapshot All

page. If your computer may be accessed by someone without proper View Manager

authority, please DO NOT use either of these functions. & Map Image Manager
Custom Panel

To cancel auto-login, on title bar, click - “Logout” to return to login page, Full Sreen

and this function is cancelled. [ Hide Title Bar

Stretch

D. Retrieve the Forgotten Password et

CMS Server can send the password of the User’s account to the saved email e
onnected Users

address. To have Users be able to use this service, please make sure (1) the
Update Profile

SMTP settings have been configured (refer to How to Setup SMTP Settings

Logout

for Event Rules) and (2) a valid email address has previously been saved in _
Close Window

Setup page > Users tab > User list.

Forgot Password The email address input in Forgot
Password window should match
the one under your User account

Email

saved in CMS server.
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Access CMS Server via Workstation

CMS Workstation includes a set of programs that provide interface between users and the
CMS server. It may be installed on the same PC as the CMS server, or on a separate client

computer.

P Double-click the shortcut icon on your desktop to execute this workstation

cmgy::rm application.

Login

Fill in the following fields then click “Login” to log in to the system. The login process of
Workstation is very much the same as that of Web browser:

A. Server IP & Server Port

In Server IP field, key in localhost or 127.0.0.1

CMS Workstation

Server Name if CMS Workstation is on the same computer

Server IP with CMS server. If you are connecting from a

Server Port

non-server computer, please input the IP
Account

Password address of server computer, for example:

Initial Page 220.228.146.22.

Language A In Server Port field, key in the port number
(default is 80).

B. Enter Account & Password
Account (non case-sensitive)
Admin (default)

Password (case-sensitive)
123456 (default)

C. Choose the Initial Screen
CMS user interface consists of three main module screens: Live

View, Playback and Setup, you may choose one where you would

like to enter after logging in. Default is Live View screen.

D. Language

Choose a Ul language from drop-down list.
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E. Remember Login Information
To have CMS2 Workstation remember the Account, Password, your B G

choices of Initial Page and Ul Language, simply check “Remember Device Sort

login info”. Click “Don’t Remember” will clear your input text and reset Snapshot Al

to default View Manager
¥, MapImage Manager

Custom Panel

To directly enter the desired page every time you log in from this PC ,
ull Screen
check “Remember login info” then “Auto Login” to skip the Login page. _ S
Hide Title Bar
If your computer may be accessed by someone else, you might
Stretch

consider not to use either of these functions.
Remove All

Connected Users

To cancel auto-login, on title bar, click - “Logout” to return to login Update Profile

page, and this function is cancelled. Logout

F. Retrieve the Forgotten Password

Please refer to D. Retrieve the Forgotten Password

G. Server Name/Server Sites List

CMS2 Workstation can remember multiple server sites and their login settings and show the

site lists on Login window. To add a new site:

CMS Workstation 1.  Click in the Server Name box and
input the server site name.

Server Name M 2. Fillin the other fields. If you disable
Server IP 172.16.26.91 the “Remember Account/Password”,
Server Port 1 then only the Server Name, Server IP
Account ‘ and Server Port of this server site will be
Password OGO remembered.

Initial Page 3. Click “Save”

4. After a server site is saved, it will be
Language 'S} shown on Server Name dropdown list.
You may click on its name to enter its
Login window or n to delete it from the

list.
Server Name

Server IP

Server Port

Account

Password

33



CMS System Administrator’s Manual

5. You can export the saved server sites, or import it to another Workstation client computer.
Access CMS server via CMS Workstation, go to Setup page > System tab >
Workstation.

A. Export current server sites list

Click “Browse” to select a folder to save the list, and then click “Export”. This file will be
saved as an *.xml file.

B. Import a server site list

Click “Browse” to select the *.xml file, and then click “Import”. The server sites will appear

in Server Name dropdown list on Login window of your next login.

System

Settings Display Performance Setting

Controller | Enable

Lower display frame rate when current layout is above
License
Lower display frame rate when CPU usage is above

% Backup/Restore

Server Site

Export

Import

*Export/Impor
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Set up the System

This chapter will guide you through everything you need to know in System Setup procedure

from first time connection with CMS server to general system configuration.

CMS Main Screen

On the right are link buttons to three CMS major functions: (1) Live View, (2) Playback and (3)
Setup. You can click the orange button to enter the function page.

Live View

[ " In this module, you can see live
view from NVRs, perform PTZ
operations with a mouse or a

joystick, view system log, receive

N ~alerts on the event panel, set view
layouts, perform manual recording

or take a snapshot.

You may search and play existing
recordings in multiple channels
synchronously. Snapshots or video
segments can be taken from

playback files. Recorded files can

also be exported to AVI format here.

This module includes user setup,
NVR source/device setup, TV
Wall setup, event setup and CMS

system-wide settings.
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Manage Users

The User Groups/Users page allows you to (1) manage the access permissions of different
user groups, (2) add users to or delete them from user groups, (3) assign users to specific user

group. This chapter will take you through these settings.

Access Permissions

In CMS, the access permissions are managed by User Groups. User Groups defines which
CMS operations and NVRs are allowed for the group users. Different User Groups will have
different access rights. For example, an Administrator User is allowed for the complete
operations in CMS system, while a standard User may only be permitted to see Live View and
do Playback with limited NVRs. The chart below displays an example consisting of different

employees as CMS Users and their access rights in this system:

Limited Group Monitor 2
Security Group Playback : i
Monitor
Administrator L
4 yback =
Group 0
Setup K

Overview
Go to Setup page > Users tab. There are two sections to manage User Groups and Users

individually.

User Groups: To setup user groups and its permissions for device and functionalities.

Users: To manage user accounts and configure user information.

CMS has integrated Microsoft Active Directory® service to provide network administrators a
more convenient choice for user management. Active Directory is a directory service built in
Microsoft Server products to manage user identities and privileges within the domain network.

As CMS runs on a server computer logged on to the same domain with an Active Directory
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server, you can import a user account or a group from those concurrently existing in Active
Directory into CMS server. In this way, the user identification is processed by Active Directory

centrally, and there is no need for CMS administrator to maintain these user accounts.

User Groups
You can specify access permissions to each NVR for an entire user group. This user grouping
can save you significant amount of works if you have multiple users performing similar tasks

and acting as similar roles.

There are already two default User groups
® Administrator: With full permissions in CMS interface.

® User: With the permissions to watch all camera live view and playback.

The Administrator User is predefined with full permissions in the CMS server, and cannot be
deleted. You can choose to create a new user group on CMS server or import an existing
group from the Active Directory database within your domain.

1. Select = ‘@ UserGrous 7, click “Add” and then choose the group type:
®Add a new user group:

Insert ID, group Name and group Description, your input in the Name field will be the

name of this User group. Click “Apply” to finish.

S, Users

@® Add a new user group.

ID
Name
User Group :

[ cms pern Description
Assign

Import a domain group as a user group.

® Import a domain group as a User group:
Choose an existing user group from your domain, and click “Apply” to finish.
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Add New Group

Add a new user group

@ Import a domail>>¢
Domain : ACTi.ci

Domain Group ' Select (

The domain users within that group will all be added to CMS server at the same time. To view
the whole users within this group, please select g users ) and enable the “Show
users in domain groups.” The account information of these domain users, unlike those user

accounts you add one by one to CMS server, are not editable on Users page.

EalleerCroins ] Show users in domain groups

e
e Users i3 Ilco: e il

Customized User admin

Domain Us

Domain User

Domain users added as a whole group

2. Assign CMS Permissions for created group. This will define what functions this User

group is allowed to access. By default, a User group will initially be allowed to access only

Live View page and Playback page on CMS, but without any permission to CMS or NVR

settings, so you may have to assign the Source Permissions later.
User Group : User
CMS Permissions | Source Permissions TV Wall Permissions

- Public View Setup (] Private View S
Assign

Default View Setup Map Image Setup

Live View page
Source Setup PlaybaCK page
TV Wall Setup CMS Setup page

Event Setup

M Live

vl Playback

System Setup

3. Assign Source Permissions for created groups. This will define which NVRs this User
group is allowed to access. If this User group is allowed to access later-added NVRs, check

“New Source Default” and edit the permissions.
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— T =
CMS Permissions Source Permissions TV Wall Permissions

[¥] Device Unified Settings m

Assign

[ New Source Defaul NéV\BIaNVR%
NVRs

. Users Set

& INR Exis ing

5 v] Storag¥ Setup
vl ENR

/| System Setup
] Add New Device

Device Permissions

You may individually check the NVRs this user group is allowed to access, and set the

permissions to configure NVR settings.

CMS Permissions Source Permissions TV Wall Permissions
Device Unified Settings
Assign
4 New Source Default
4« [v] INR
i Storage Setup
New Device Default
System Setup

Add New Device

You may also enable the permissions related to a specific camera under the NVR.

e r - |
CMS Permissions Source Permissions TV Wall Permissions

Device Unified Settings m

Assign —
v'| Live Operate PTZ
» New Source Default e P
.7 INR Playback Send Audio Out

New Devce Dt Setup Activate Digital Output

[v/] New Device Record Manually

Export Video

Instead of tailoring the settings for each device, you may click “Device Unified Settings” and

set universal settings, which will be applied to any device you check under this NVR.

CMS Permissions Source Permissions TV Wall Permissions

(] Device Unified Settings Device Permissions

ASSi0 V] Live Operate PTZ
New Source Default
INR

ENR

Playback Send Audio Out

Setup Activate Digital Output

Record Manually

Export Video

You may copy the Source Permissions Settings to other sources. Click “Copy” under

Source Permissions tab to bring up the target NVR menu, check the target sources, and click

“Apply”.
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§
Type ~ ID Name Description

S, Users Local Administrator Administrator Administrator

Local User

Copy Source Permission - MobileGo

[[]clear An (] Select All

New Source Default ADR Branch

User Group : User WEN Office

CMS Permissions [ Source Permissions |
Device Unified Settings
Assign
» New Source Default
4[] INR
New Device Default
v| 2ACTI
3 ACTI

Click “Apply” on the top to save the settings.

Add Users
To create a user account with on CMS server.
1. Select = @ Users /', and click Add button.

2. Select User Type as Customized User or Domain User.
®Customized User: an account created and managed on CMS server only. You will input
an account name, its password and e-mail address for this User.
®Domain User: an account that already exists in Active Directory database within the
domain. Since this is an existing account in your domain, you will have to select this
account from Account dropdown list.

3. Insert user account, name, password, and the account e-mail (For Customized User).

. Assign this created user account to a specific user group.
5. After you click “Apply”, this new user will be added to the list on the top.

S+ User Groups Add New User
S users in d.
= Clclearan & setect A
@ Users =
Email Group Name
Customfec User Type t , ¥ Administrator

Account

Name

Password

Email

User Groups
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CMS server provides a procedure to help Users who have forgotten the password retrieve
the original information, which relies solely on the “e-mail address” authentication. Itis
strongly recommended that you input an e-mail address that this User has access to when
you establish the User account. To update the e-mail address of an account, go to Setup
page—> Users tab = edit “Email” of an selected User account; the Users can also update
the e-mail addresses themselves after logging in to CMS on Live View pag€®» -

w Update Profile

A

Account /Password Rules

1. Account and Password fields allow alphabets, numbers, and symbols except the
following: /\[]:;|=,+*2<>"

2. In Account field, for alphabets, the input will be recognized as lowercase letters. Space
is only allowed between characters; the space in the beginning or at the end will be
deleted when it is saved.

3. The Password field is case-sensitive, and the space is allowed.

Admin is the default user account and belongs to “Administrator”’ user group. Hence, the
user Admin and its group Administrator cannot be deleted; it possesses full permissions to
all NVRs, devices, and CMS settings.
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Domain Users Management
As CMS server computer is logged on to a domain Active Directory, it can import a user

account from Active Directory.

Active
Directorv

Domain
Controller

Server System

This type of User account is “Domain User’. Upon being added to CMS server, the User
properties stored on Active Directory database including account name and e-mail address will

be imported to CMS server.

Storage

- Clclearan [ select an
5, User Groups Select User Type ~ User Account User Name Password Group Name

6 Users Customized User admin YT B T T YT 1) Administrator
Domain User wen.cheng Wen.Cheng User

Whenever the Domain User client tries to log in to CMS server, CMS server will first verify if
this account exists in CMS server database, if not, it will then have Active Directory verify the

user account and password.

As Active Directory owns the privilege to create, edit and delete domain users, the Domain

User’s account and password are not editable through CMS user interface but via

Active Directory Administrative Tool.
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Manage NVRs

A CMS server manages multiple NVR severs, whose fundamental building blocks are the
cameras or video encoders. The first thing you should do after you have registered the license
is to setup your NVR connections in CMS Setup page. In this section, we will guide you

through how to manage the NVRs and their devices.

Add an NVR
To start adding a new NVR, please follow steps as below:
1. On Setup page-> click “Source”. There is no source in All Sources list. Now click “Add

Source”.

Source

Source Setup List Source List

Available License in CMS: 16/16 Clciearan [ select an

.- All Sources (0)

ID ~ Name Source Type Account Password

2. On the Add Source window, fill in the following
. . Add Source
fields and click “Apply”:
eName - title of this NVR

Name

eHost - the NVR’s IP address -
ePort - the NVR’s port number Rou
ePassword - the Administrator’s password of this ecount o
NVR. By default, all the devices in the NVR will be

automatically added to CMS server after you click

Password ecccee

] Receive Event Message

v/| Auto Import All Devices in Source

“‘Apply”. If you want to select only the desired
devices rather than import all the devices at this
stage, de-select “Auto Import All Devices in _cancel_ ——

Source” before clicking “Apply”.
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Import Devices from NVRs

In most cases, with limited licenses, you do not import all devices of all NVRs to your CMS
server. After an NVR is added, you may start selecting your desired devices to be imported
to CMS server. Once a device is imported, on CMS interface you can (1) modify this device
directly, (2) see its live stream ,(3) receive the instant event notifications from this device and

(4) watch the recorded video of this device.

1. On All Sources list, select this NVR, the Using Devices list on the right will display the
imported devices. By default, all the devices of an NVR were already imported as you
added it to CMS server.

Source

Source Setup List Settings

Source Type NVR3
. P All Sources (1)
» [l MINR

Name

Host

Port

Account admin
ord scccee

] Receive Event Message

Using Devices

IP Address HTTP Port Brand Model Channel
172.16.26.5 1005 ACTi TCM6630
) AST ACM1231
ACTi E53

2. Click “Import Devices” to enter NVR device list.

3. On the Import Devices list will show all devices of this NVR. Select the desired devices you

want to import and click “Apply”.

Import Devices

Available License in CMS: 14/16 [Clcearan [ selectAu

S

Name IP Address HTTP Port Brand Channel

172.16.26.5 1005 LevelOne 302

80 LevelOne
8 80 LevelOne FC

172.16.26.1 1001 LevelOne
62014 i JlCvelQne
172.16.26.1 LevelOne
172.16.26.159 8 LevelOne

ol N o nialwn

172.16.26.79 80 LevelOne
172.16.26.124 8! LevelOne
172.16.26.85 8 LevelOne

=

o

R

172.16.26.5 Level One FCS-4301

©

FCS-4202 172.16.26.7 LevelOne FCS-4202
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4. The Using Devices list will be updated in accordance with your selection on Import

Devices list.

Source

Source Setup List Settings

« M All Sources (1)
» "2 TINR

eive Event Message

Using Devices

ID - Name IP Address HTTP Port Brand Channel

2 LevelOne 172.16.26.5 1005 LevelOne

4 LevelOne 1725¢.20.9 1066 LevelOne

Synchronize Device Settings
The configurations done on NVR site will not be synchronized with CMS server actively. For
example, an NVR administrator may replace several cameras (which have also been imported
to CMS server) with new ones, and therefore the CMS site would lose the connections
between those replaced cameras. On CMS site, you can synchronize with an NVR server via
one click:

1. Go to Setup page = Sources tab, on All Sources list, select this NVR.
2. On the right, click “Sync Devices” button.
3. Click “Apply”.

Tip
Whenever your CMS server loses connections with certain devices, it is always suggested

that you click this button [ SynaePewices s first, since the loss of connection probably resulted
\from some changes done on the NVR site. y

Tip
You may turn off the status display of an NVR server and its devices shown in the Source
Setup List. On Source tab, select the NVR server under All Sources list, and de-select

_‘Receive Event Message’ 1

Manage Multiple NVRs
You may centrally manage multiple NVRs on the All Sources Setup List easily.
Go to Setup page - Sources tab. Under lists all the NVRs you added.

Search an NVR

To locate a specific NVR in the All Sources tree, you may input the keyword in its name in the

search bar, click [}to start searching, and click [Ell to show all sources.
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Source

Source Setup List Source List

« Mm All Sources (2)

, “d 1INR Available License in CMS: 3/16 Clcearan [ select Al

» £} 2ENR D ~ Name Source Type Host Account Password
1 INR NVR3 172.16.26.67 3 admin esccce

2 ENR ENR 172.16.26.90 8! admin escece

Delete NVRs
Highilight , a list of connected NVRs will appear on the right. Select the NVRs

you want to delete, and click “Delete” then “Apply”.

Synchroinze with All Devices
Highilight and click “Sync All Devices”, CMS server will synchronize with all
the NVRs and imported devices.

Source

Source Setup List Source List
[ syncall Devicesy]

4 M All Sources (2) _ .
Available License in CMS: 3/16 Clciearan [ setectan

P e
» £ 2ENR D ~ Name Source Type Host Account Password
1 INR NVR3 172.16.26.67 8 admin
2 ENR ENR 172.16.26.90 0 admin

Configure NVR / Devices Settings

As CMS administrator owns unrestricted rights to control all the NVRs and their devices, it is
sometimes more convenient to modify the NVR settings directly from CMS interface. On CMS

Source management page, you may change any property of an NVR or its devices.
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Access NVR Settings

To enter an individual NVR’s settings, Go to Setup page - Sources tab, on All Sources list,

select an NVR, and click on the arrow [k Eg to expand its sub category. By selecting a title,

the setup page will appear on the right. Any change applied to the NVR will be saved to both

NVR itself and CMS server.

Source Setup List

« P All Sources (3)
» &2 1ADRBranch
4 852 2 MobileGO
4+ o Users
&2 User Groups
sa Users
¥ Storage
2" System
# Settings
§ License
A, Maintenance
M« All Devices (6)
rec ™% 1 11F_Entrance
rec ™% 2 11F_Lab
rec ™% 3 7F Office Area
rec [B 4 7F_Office PTZ
rec ™% 5 7F Office Area

e *° 6 7F_Office Area

NVR settings.

2. Only the devices in the same network segment with the selected NVR can be found or
manually added by clicking “Add Device”.

3. To modify a device’s schedule or event rules, please select the device and enter the
Schedule or Event tab on the right.

4. The customized views saved on an NVR server cannot be configured via CMS interface.

Add Devices to this NVR by auto-search or manually

NVR User Group/Permissions management
NVR User Account management
NVR Storage setup

NVR System setup (Email/SMTP/FTP/Export folder/Ul style)
NVR License management

NVR Backup/Restore/Language file management

NVR Device list

Device Connection/Video/Motion Detection/PTZ /Preset Tour
/Schedule/Event setup

Please note the following before applying any change to an NVR server:
1. Itis strongly recommended that you enter “Maintenance” to make a backup of the original
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Status Icon Description
On Live View screen or Setup page - Source tab, the icons shown under All Sources

category will display the status of each NVR server as well as the devices.

2ENR 4 STORAGE ROOM 2 2013-10-29 16:45... & @ 2ENR13 OFFICE4 2013-10-29 16:45:26 & ® 2ENR3Marketing 2013-10-29 16:45:27
< ee— 3 EiE

'
11F 3sx3

11F Storage
Fish Eye

4 [ TV Wall Views
11F 3sx3

11F Storage L
i TV Wall Controller " s
2ENR9 FRONT DOOR  2013-10-29 16:45::
—_ F

Device

. M _All Sources

. 65 2ENR
#ec #% ) STORAGE ROOM 1
rec ™ 3 Marketing
rec ™% 4 STORAGE ROOM 2

5 FAE1
rec 9 FRONT DOOR

TVWaI»I»
< B ATV Wall
%2 1TV Wall Station 1

Example Icon Status Description

Video loss:

CMS cannot retrieve the video stream.

Modification has not been saved:

This device’s settings have been modified but not saved yet. If you leave
these modifications unsaved, they will not take effect.

Connection loss:

CMS cannot build up connection with this NVR or device. Please check the
n connection settings (including IP Address, Port number, Account Name and
Password); or increase the “Connection Timeout” to allow more time for
the device or NVR to respond.

Disk Full:

| The storage space of this NVR server is full, and no recording is taking
o place. You will need to go to Setup = Source tab and configure the
Storage settings in Source Setup List.

K £

, Recording
- This device is currently connected, and video is being recorded either
manually or according to the schedule.
,;; ] You have blocked the system event messages sent from this server, which
L -

means the current status of this server is invisible now.
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Event Management

Under CMS’s management, an event detected by a single device can be notified not only to
the NVR clients but to CMS clients at the same time. For example, once a camera detects a
motion, both an NVR client and a CMS client can receive the alerts via emails. To do so, you
have to set even rules in CMS Setup page > Event tab. The event rules set here will be

independent from those set on NVR.

. . -0 =
Motion is detected! CMS Event Rule ,/ S
3eep Alert /
- \ - -
_ ... & > ................... > { -~ -~ N
. — | --- F-mail
\ - mai _ J

Camera
NVR Server CMS Server

Server disk is full!
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How to Edit an Event Rule
Go to Setup page > Event tab. All the editable event rules are listed on the right.

Source Setup List

B Al Sources (2) Hicers [Clciearan M setectan "
T
d ',l] ; g::; Source Event Name Response
» Yy
ﬂ

1INR Source Loss Source Loss
1INR S e Source Recovery

1INR Schedule Service Start | Schedule Service Start

1INR Schedule Service Stop | Schedule Service Stop

1INR Disk Full Disk Full

1INR Disk Is Available Disk Is Available
1INR Disk Not Found Disk Not Found
2ENR Source Loss Source Loss

2ENR Source Recovery Source

2ENR Schedule Service Start | Schedul

2ENR Schedule Service Stop | Schedule Service Stoj
2ENR Disk Full Disk Full

2ENR Disk Is Available

7 ENR Disk Not Found

NVR Status Event Rule

An event rule set for an NVR will trigger actions to notify CMS client.

1. Select an NVR source to edit an NVR event rule. There are seven types of NVR status that
can be set as event triggers — Source Loss, Source Recovery, Schedule Service Start,
Schedule Service Stop, Disk Full, Disk is Available and Disk Not Found.

Source Setup List

- A Event O [
« M All Sources (3) Clclearan 7] select A

» &2 1ADRBranch
» i [EMOBiIeGO Source Event Event Name Response
» €2 3 WEN Office 2 MobileGO Source Loss Garraflees 2

2 MobileGO Source Recovery

Event Edit : MobileGO  EventName:

Action Mall

« Audio Alert « Send Mail

Beep Send Mail

« Execute Command

Enable

2. Highlight the rule you wish to edit. Double-click the “Response” field to edit the
response action.
3. On Event Edit window, you can enable multiple response actions by first checking the

box(es) to enable the items:
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Action Items Function Description

* Audio Alert

] Beep Duration(secs)

« Audio Alert

¥/ Audio File Path

C:\tokyo hot .mp3

Times (1-30)

Times (1-10) 1

Set to play beep sound for a number of
repetitions.

On CMS2 Workstation client computer,
you can upload a WAV file or an MP3 file
as the alert sound, and set how many
times this audio file is play when event
occurs.

Beep and Audio file responses cannot
be executed at the same time.

* Execute Command
v| Enable

Command

Enables CMS server to execute a specific
command upon this event. You can use it
to integrate CMS event with other
programs. Enter the path of the command
to be executed upon event.

User List

[Cciear an
Select  User Account Email
Admin wen.cheng@ amail.com
v Jeff jeff.bu amail.com
] | Jeremy Lin jeremy
Jimmy Hendrix jimmy.heny

Neil Young neil young@ amail.com

Mail
* Send Mail
] send mail
To jeremy.lin@gmail.com
Subject n motion detected

Content

[v] Attach Snapshot

[ setect A

Enables CMS server to send an email

notification via SMTP server. The default

SMTP and sender’s e-mail settings can

be set in advance in

Setup page > System tab—>Settings >

Email& SMTP Settings.

1. Type one or more recipients’ email
addresses in “To” column (if more than
one, please separate them by “;”
symbol) or click the ] icon to select
recipients from existing NVR User list.
The User’s Email address should be
set in advance (in Setup page>Users
tab->Users) so that it can be selected
in this list.

2. Edit the e-mail subject and content.
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Device Status Event Rule

An event rule set for a specific device will trigger actions to notify CMS client.

1. Select an NVR, click the arrow to expand its sub-categories, and select the device.
There are five types of device status that can be set as event triggers — Motion, DI Trigger,
Video Loss, Video Recovery, Network Loss and Network Recovery.

2. Highlight the rule you wish to edit. Double-click the “Response” field to edit the response

action.

Source Setup List

. B All Sources (3) Clown @sseant |
» §2 1 ADRBranch

4 §2 2MobileGO

4 MeAll Devices (6) 111F_Entrance MD1 MD1

%[ 1 T1F_Entrance 111F Entrance MD2 MDY

wec M 2 11F_Lab 1

wes ¥ 3 7F_Office Area A 1 Event Edit : MobileGO 2 11F_Lab  EventName:

Devices Event Event Name « Response ‘
¥\ x]

B 4 7F_Office PTZ 11
rec ™ 5 7F_Office Area B 11
e ¥ 6 7F_Office Area Al

» §2 3WEN Office 3

Hot-spot
11

1 Switch View
1 = Audio Alert

Beep

- Send to Wall
Enable

3. On Event Edit window, you can enable multiple response actions by first checking the

box(es) to enable the items:

Action Items Function Description

This kind of action will focus your
attention on the channel on client’'s Live
View page when triggered.

Pop-up:

Brings up event pop-up playback window
of selected channel upon trigger. You may
—  m I s also define the display duration of video
A Hotspot  Source |26 pevice [5 FAE on the window.

Hot-spot:

Displays video in Hot-spot window (red
flashing frame) upon event. You may also
define display duration of video on the
Hot-spot window

You may also define duration of the
temporary View. Only Public Views are
selectable for Switch View event rule.

« Focus Channel

52



CMS System Administrator’s Manual

« Focus Channel

1 Pop-up

| Switch View

Switch View:

The current Live View will be switched to
another one for a while. To enable this
option, you will need to customize and
save Views on Live View screen first.

Hot-spot and Switch View responses
cannot be executed at the same time.

* Audio Alert

/] Beep

= Audio Alert

(] Audio File

Duration(secs) 5 Times (1-10) 1

Path ' C:\tokyo hot.mp3

Times(1-30) 1

Makes CMS client computer play beep
sound for a number of repetitions.

On CMS Workstation client computer,
you can upload a WAV file or an MP3 file
as the alert sound, and set how many
times this audio file is played when the
event occurs. (This CMS server has to be
already on Server Site list, see G. Server
Name/Server Sites List on page 33)

Beep and Audio file responses cannot
be executed at the same time.

« Send to Wall

[ Enable

- Send to Wall

| Enable

Pushes any of the following to a
designated TV Wall monitor: a specific
live view of a device, a customized CMS
View, all devices of an NVR, or a TV Wall
View Set to. Please check the box
“Enable” first to enable this configuration:

Send live view of a device

Select Type as “Device’, the NVR
Source and the Device name, define
how long this live view will stay on the
screen, and click the monitor from the
Target TV Wall station you select on the
right.

Send live view of all devices

Select Type as “Source” and the NVR
Source, define how long this live view will
stay on the screen, and click the monitor
from the Target TV Wall station you select

nn tha rinht
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- SendtoWall Send live view of a CMS View

| Enable

Select Type as “View”, the name of the
View Group, and the View name, define
how long this live view will stay on the
screen, and click the monitor from the
Target TV Wall station you select on the
right.

« Send to Wall

V] Enable Type

Send a TV Wall View Set

oD o Select Type as “TV Wall View”, the TV
Duration(secs) | 5 Wall station, and the name of the View
Set, at last, define how long this live view
will stay on the screen.

TVWall

To validate if this rule is successfully set, please make sure you have properly configured the

involved settings like Motion Detection Regions or hardware devices like an audio speaker.

Manage the Event Rules
Event List panel gives an overview on event rules set on the CMS server. Go to Setup page
- Event tab > select All Sources on the left. As the entire available rules of all NVRs are

listed here, you may want to sort out some of them from the long list.

View the Event Rules
To sort by NVR Source name or Event Name, click the titles to list the entries in ascending or
descending alphabetic order; another way is to click an NVR source of a single device in

Source Setup List to view their own event rules.

Source Setup List

— — »
. M= All Sources (2) Clciearan [ setectan
» 7 1INR
4 Y& 2ENR
. WAl Devices (11) 1INR Source Loss F——
# 2STORAGEROOM1 1INR Source Recovery Source ocovery
3 Marketing
4 STORAGE ROOM 2
SFAE1 1INR Schedule Service S hedule Service Stop

Source Event Event Name Response o
,E|

1INR Schedule Service S hedule Service Start

9 FRONT DOOR 1INR Disk Full Disk Full
11 OFFICE 2

Disk Is Available
# 12 OFFICE 3 TINR tskls Available

= 13 OFFICE 4 1INR Disk Not Found Disk Not Found
-
T 14 FAE WEST 2ENR

@y 15 FAEEAST
@ 16 FAE MIDDLE 2ENR Source Recovery Source Recovery

Source Loss Source Loss

2ENR Schedule Service St...| Schedule Service Start
2 ENR Schedule Service St...| Schedule Service Stop
2ENR Disk Full Disk Full

2ENR Disk Is Available Disk Is Available
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Delete the Event Rules

On Event List, select the rules you wish to delete, and then click “Delete” to clear this rule.

Source Setup List

= »
B All Sources (2) Clciearan [ select An
» &3 1INR
. 7 2ENR
+ MeAll Devices (11) 2 STORAGE ROOM c f'
= [ 2 STORAGE ROOM 1 onfirm w; TV Wall = 1; View = View Set 1
# 3 Marketing 2 STORAGE ROOM
# 4 STORAGE ROOM 2
2 STORAG!

% SFAE1 Click "Apply” to delete the selected item

: s 2 STORAGE Re or click "Cancel” to delete later.
i 110FFIcE2 2 STORAGE ROOM

#% 12 OFFICE 3

= 13 OFFICE 4 2 STORAGE ROOM

-" 14 FAE WEST 2 STORAGE ROOM
®» 15 FAE EAST
@ 16 FAE MIDDLE

Devices Event Event Name Response
x]

How to Setup SMTP Settings for Event Rules
CMS supports email notification sent through an SMTP server. You can specify the email and
server settings here.

1. Go to Setup page—>System tab->Settings > Email& SMTP Settings.

EgSattngs E-mall & SMTP Settings

Controller * SMTP = Email

) Server mtp.gn ail.com Sender Name
License :
SMTP Port 2 Sender Mail

Backup/Restore e,

Workstation Password sese
Security None § SSL TLS

* You must configure mail setting to send mail when event occurs.

Fill in each of the following fields.

Field Name ‘ Description

Server Input the sender’s SMTP server address. Only alphabets, numbers, and the
symbols (.), (L), (-) are valid.

SMTP Port Set the SMTP port, allowed value is from 1~65535, default is 25.

Account Input the name of the SMTP server account. Only alphabets, numbers, and the
symbols (@), (.), (), (-) are valid.

Password Input the password of the SMTP server account. Only alphabets and numbers
are valid.

Security Certain webmail providers provide the SSL/TLS-encrypted SMTP connections
to secure your data when sending/receiving e-mails. Please check if the SMTP
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connection settings you use (especially the SMTP Port) now require to enable
either SSL or TLS.

Sender Name | Input the name or title of the sender. You may input a name different from the

account name.

Sender Mail Input the sender’s e-mail address, which should be the same account you set
for SMTP server.

2. As all necessary information is filled in, click “Send Test Mail” to try sending an email
according to your settings, and then log in to your SMTP server to check incoming
emails. If the test mail is sent successfully, CMS server is ready to send out emails.

3. As the settings are confirmed, click “Apply” to save.
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System Log

The activities performed by logged-in Users are recorded on server as System Log. With the
access permission, a user may view, search and export this record for analysis or investigation.

This section will provide the instructions on how to read and search data in the system log.

“System Log” is one of the resident buttons on top of CMS server user interface, click it to

enter either “CMS System Log” or “NVR Source System Log”.

CMS System Log

Users - TV Wall
User Profile and Group S s evice TV Wall Setting
Management Se SOUI’CQ SyS[en] Log

CMS Configuration

CMS System Log

Upon entering the log page, you will be provided with a blank result list. After you define the
searching criteria and click “Search”, the CMS System Log will search the activities
performed on CMS.

CMS System Log

Search Time

User Account tA Source tA vice . S E.

Date Time ~ User Account Description

To start, please define the search criteria.
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Search Time

The default is your current client time.

CMS System Log

¢ April 2013 T
User Account || 9@ e Select Al Device Select / [ search N export |

Sun Mon Tue Wed Thu
1 2 3 4
8 9 M0 n

Date Tir 15 16 17 18 User Account Description
2 23 24 25

(29 €Y

Log Type
You may filter the logs by activity Type. By default, all types are selected.

CMS System Log

Search Time 16 : 49

|4 tu
Date Time ~ r B . ) wice Description

User Account

You may filter the activities performed by a specific user.

CMS System Log

Search Time

User Account Description

NVR Source / Device
You may filter the activities related to a specific NVR or a device.

CMS System Log

Search Time

User Account  Se t A A Device

Date Time « | Office 1 ¢ Description
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Read the Log
The search result will show 1000 records before and after your query time. You may click the
pagination buttons Kl o navigate earlier or later records. If there is an icon on the top

right corner of an entry, click it to view the full description content.

CMS System Log

A log entry contains several kinds of information including Date Time, Type, User Account,
Source, Device and Description. Check Type and Description fields to know what the user
has done or what happened to the whole system. In Type field shows what major functions this
behavior was involved in, in Description field narrates how the change was done (in green

font color, uppercase) and the result (in white font color).

Take the case below for example, you can tell that the admin user set up an event rule on
2013/4/25 for #1 device(11F_Entrance) on #2 NVR(MobileGo) to trigger a response upon the

motion detected by #1 device(11F_Entrance)’s motion region 1.

Date Time ~ User Account Description

Source
id=2
Device
2013/04/25 14:54:29 Setup Event 2 MobileGO 1 11F_Entrance id=1
EventHandleConfig
EventHandle
Event

id = Motion1

If the pagination button appears to be disabled, that means no more records are found on
CMS server. By default, the server will keep the logs for 30 days. If you wish to adjust the
period, please go to Setup page - System tab > Settings, in System Log Settings

section, key in the value in this field:

Keep System Log for (1-999 days)
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Export the Log
Click “Export” button to export the log as .csv file. You can specify the Time Duration, NVR

Source, User Account and the involved Device of the logs, and click “Apply”.

Source System Log

Search Time 20 22 18 4 Source

..54 User Account  admin Device

Time Duration
Source

Type

User Account

Device

NVR Source System Log

As the CMS administrator owns the same privileges of an NVR administrator, it is able to
acquire the NVR system log from CMS interface. Unlike CMS System Log, NVR Source
System Log records an NVR user’s activities on NVR. ClickE, enter Source System Log,
specify the NVR Source name and other criteria, CMS will start searching.

Source System Log

Search Time 2013/05/03 18 : 36 ||Source

Type Select All User Account  Sele: Device

Date Time ~ User Account i Description
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Customize Views

After all NVRs and devices are added, you may start customizing the views for different users
and purposes. This chapter will teach you how to add video source, arrange the channels and

manage live view layouts.

In CMS system, a View refers to the layout where the live images of Cameras or Maps are
placed in proper positions to suit the monitoring purpose. This is very similar to a camera
group, which often consists of cameras in the same physical location. For example, a View
named 11F Emap & Camera may contain the 11F floor plan and the cameras actually placed
on 11F.

On CMS Live View, a saved View not only remembers (1) layout style, (2) which channel to

display which camera, (3) but the fisheye view mode (for fisheye cameras only.

Live View Interface Overview

© View Toolbar

Saurce List

v

v«

1. View Toolbar: Provides 24 options for layout styles and the functions keys for editing
a view.

2. Channel: Each channel window may display a camera view or a map. In edit mode,
you can adjust the channel size at will.

3. View List: All the saved Views are shown here. On Live View, you can go tofd >
View Manager to group and manage these views (refer to Manage the Views on page
68).
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4. Device List: In edit mode, drag a camera from here to your desired channel.
Step 1: Create a New View
On View Tool Bar, click the Create View button IE input the View Name, add a New
Group for this View and decide whether this group is to be Public or Private, and then click
“Apply”.
®The views under Private View Group are only available to the User who created them.
®The views under Public View Group D are open to every User.

| ] (]

HCEICRIE

View Name

Device (® Add New Group

Group Name

« Mm All Sources

» g2 1ADRBranch

. §2 2 MobileGO Group Type Pm Public
#ec #% 1 11F_Entrance
wes # 2 11F_Lab M Public
rec #% 3 7F_Office Area A - o
e B 4 7F_Office PTZ Set default view, .
wec # 5 7F_Office Area B I Private
Asc-" 6 7F_Office Area All

» €50 3 WEN Office

Event

MD 2

Step 2: Enter Edit Mode

On View Toolbar, click the Edit View button m this view will turn into edit mode. In edit
mode, you may add a video source to a channel, and adjust the channel size.

Step 3: Select a Layout

On View Toolbar, click the Expand button to find all provided layout styles. Select a

layout that is perfect for your required channel number and ideal arrangement.

(5] [l [=8] [e9] [4]

« [ New Group
New View

Device

. B All Sources

» 2 1ADRBranch

4 §2 2 MobileGO
wc # 1 11F_Entrance
wc M 2 11F_Lab
wc M 3 7F_Office Area A
we B 4 7F_Office PTZ
wec # 5 7F_Office Area B
wee ¢ 6 7F_Office Area All

» E2 3 WEN Office

Event

Source
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Step 4: Add Video Source

In edit mode, move the mouse over the channel
and click to select a camera from the source
list. You may also directly pull a camera from the

Device panel to your desired channel.

rEr

4 [ New Group
New View

Device

4 Mm All Sources
» €2 1ADRBranch
4 §2) 2 MobileGO

rec M1 11F_Ents "

rec ™% D 11F_Lab ;

rec M8 3 7F_Office A
we B 4 7F_Office PTZ
rec & 5 7F Office Area B

e ¥ 6 7F_Office Area All
» €5 3 WEN Office

®Remove the camera view: right-click on the channel and select “Remove”.

W] Default Hotspot
" .
T

P

Step 5: Add a Map

By adding a map, you put a picture on the channel, where you may place camera icons later to
make it an “e-Map.

In edit mode, move the mouse over the channel
and click ¥ to upload a map. Please input the
Map Name, select the image location (file format
must be JPG) and click “Apply”.
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Create Map

Map Settings

Map Name

Map Image Setting
@® Upload Image

*File already exists or duplicate file name.

floorplan.jpg

®Map brightness:

To change the map brightness, right-click on the map, select
0% 10% 20% 30% 40%

“Map Mask” and the brightness percentage level.

50% 60% 70% 80% 90%

®Map size:

By default, the map will be displayed

in its original size. Use the button s on

upper right to adjust the map size.
@ Enlarge to fill channel height
B Original image size

Zoom in

a Zoom out

® Edit map title:

The map title will be shown on channel title bar. In edit mode, right-click on a map channel and

select “Edit Map Information”
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®Remove the whole map:

Right-click on the map and select “Remove”.

®Manage maps:

All the uploaded images are managed under Map Image Manager. On Live View screen, you

may go to fz} > Map Image Manager to view, upload or delete the maps.
(o

Map Image Manager

Upload Image m

Claearan 4] selectan

Step 6: Add Devices to the Map
Pull a device from Device List to the map.

View New Map
Device

« Mm All Sources

» 6 1ADRBranch

4 B2 2 MobileGO

rec M| ] 11F_Entr1'nce

Y ) HF_Lab\—;
rec ™% 3 7F Office™7 ea A
REC B 4 7F_Ofﬂce PTZ
rec ™% 5 7F Office Area B

rec ¢ 6 7F_Office Area All
» §2 3 WEN Office

-

®To remove this device from map:

Click B4

®To move this device:

Left-click on the device icon and drag.

®To change the pointed direction:

Mouse over the viewing angle area, left-click on the

clockwise arrow to turn the direction.
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~ ®To adjust precise pointed direction:

y [alp e | *< 20" Right-click on the device icon, select
47':5- [3 Pointed Direction

“Pointed Direction”.

{3 180°+180°

== ®To adjust device’s viewing angle:
‘A (& vision Angle >

[ Right-click on the device icon, select
476X| [3 Pointed Direction W - o+

“Vision Angle”.

LS /

Step 7: Adjust the Channel Size & Layout

®Adjust the channel size:

Click n on right lower corner of the channel window, drag and then release.

®Switch channel windows:

Click on a channel title until the cross arrow <%>
appears, hold it to drag this device or map to your
desired channel.

Step 8: Save the View

Click 't on View Toolbar to save it.

Step 9: Set Default View
To set a View as default, select it in the View List panel and then cIi on View Tool

Bar. By next time you log in, you will directly enter this View.
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Step 10: Set Default Hotspot Channel (Optional)

By system default, the global hotspot channel will always be the top left one. You can set any
other channel on your live view screen to be the default hotspot channel. Right-click on the
channel and select “Default Hotspot” , then click '! on View Tool
Bar to save it.

Step 11: Set Fisheye Camera Mode

Define a view for a fisheye camera channel by selecting its mode and using ePTZ control.
Please note that the maximum number of fisheye channels on the same View is 16.

1. On this channel, right-click to bring up channel menu, click “Fisheye Mode” and select

one mode.

2013-09-18 20:31:40

Original View
Snapshot
Dewarping

Panorama
= Double Panorama
Panorama/Focus

128 Send to Wall
Quad

Fisheye Mode

Save as Default
Remove

Reset
M | Default Hotspot

2. After the fisheye mode is selected, click a region of interest.

®Use PTZ Panel controls to operate PTZ movements:

ePTZ Controls on PTZ Panel

Zoom in / Zoom out

’I-@ Pan/Tilt

'p)\Zoom in
N

aZoom out
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®To reset the ePTZ navigation area back to default viewing angle, right-click to bring up
channel menu, and then click “Reset”.
3. click on View Tool Bar to save the configuration.

Once a channel is changed to any of the following fisheye modes: Dewarping, Panorama,
Double Panorama, Panorama/Focus or Quad, the resolution of this live stream will become
1920x1080, while NVR still records the live stream at the resolution you set on Setup page.

Manage the Views

Each View belongs to a specific View Group. With the group management, CMS makes it
easy to deal with Views you created for multiple Users.

After you created and saved the Views on Live View screen, click - View Manager.
Click on the arrow icon in front of a group folder to reveal its Views.

By selecting a View, you may directly modify its name in Name field.

You may change a group’s Group Type. Upon the change, for example, by changing a

group from “Private” to "Public”, all the views belonging to it will be open to every User.

Click this icon to add a new group.
Click this icon to delete a selected group.

Click this icon to copy a selected group to another group.

QOO0 000

Click this icon to move a selected group to another group.

View Manager

.+..X+

@@ @ue Group Type
« mmiF ~ | mmPublic
== 11F Entrance @ @
== 7F
» |[IFY 7F Private
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Set View Link
By creating a link button on a map view, you can directly be linked to another view. On the

picture below shows how to create a link button to 7F View on 11F map.

PEER

Select a map View, on which you will place a link button to another view.

Click L&l on View Tool Bar to enter edit mode.

From View List, drag the target View to current View, a link button will appear.
Click on View Tool Bar to save it.

A

Set View Patrol
You may have the saved Views patrol in turns. In this way, the views in different area in your

site may cycle through themselves for you automatically.

N @
+ [ Office a s -
4 g AlnFr @

8 4+ Create Patrol \h

Instant Patrol

Device

. Bm All Sources
» §2 1ADRBranch
4 §2 2 MobileGO

#ec ™ 1 11F_Entrance
= 2 11F_lab
3 7F_Office Area A
4 7F_Office PTZ
wc M 5 7F_Office Area B
we " 6 7F_Office Area All
» 3 3WEN Office

Event

MD 1
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On View Tool Bar, click E then Create Patrol.

1.
2.
3.

6.

70

Input the Patrol Name.

Select the Patrol Type to be open to all Users or to the creator only.

Define the Global Dwell Time between the views. If you want to set different dwell
time length for individual Views, do not check this option, and configure them
separately in below table.

Choose the Views to display in patrol. If you select the All Sources group, you will
also need to select “Source Layout Style” for it.

Click “Apply” to save the settings.

Create Patrol

Patrol Name 11F all

Patrol Type | Public
] Global Dwell Time(5-120 secs)

Source Layout Style

[C] Gearan  [7] Select Al
Dwell Time(5-120 secs)
» M« All Sources
« M Office

~ 11F

=2 7F

The saved patrols will be shown on the patrol list
after you click on View Tool Bar, you ma
y & you may Y

delete and edit a saved patrol or select it to start

patrolling. Create Patrol Edit Patrol

Instant Patrol
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Tips to Enhance Live View Performance

Live view for multiple channels requires sufficient computing power to run the performance.
In certain extreme cases, like when viewing several megapixel H.264 video streams at the
same time, client computer will be overloaded and hence affect browser’s performance. This
is a common limitation imposed upon all Windows based video management programs and

web browser.

To enhance live view performance, below are several tips you may try:

1. Use another browser client to share these high-resolution channels. Given that there are
32 megapixel channels to be monitored, you may have Layout 1 to display channel
1~16, set Layout 2 to display channel 17~32, then open one browser client to show
Layout 1 and the second browser on an extended monitor to show Layout 2.

2. Have CMS automatically lower the frame rate of live streams when system loading is
high. Go to Setup page > System tab-> Settings - Display Performance Setting
and enable this function. Basically, this setting will lower frame rate when the CPU usage
is above certain percentage. You may also enable “Lower the frame rate when current
layout is above_”, in this way, when the layout is displaying over certain number of
channels, the frame rate of all live streams will be declined. By default, this setting will be
applied to the live display of all connected web clients and Workstation clients.

System

* cman

Sender Name

Sender Mail

Controller

License

Backup/Restore Security @® None SSL TLS

Workstation W
* You must confi send mail wh
Display Performance Setting

v| Enable

Lower display frame rate when current layout is above

Lower display frame rate when CPU usage is above

A Workstation client computer can have its own specific display configuration without
being affected by CMS universal setting. Log in as CMS2 Workstation client, go to Setup
page > System tab-> Workstation and configure the Display Performance Setting.

System

Settings Display Performance Setting

Controller v| Enable

LOWET GISpidy ITaiie rdte WilEl CUTTent 1ayout 15 aDove
License

Lower display frame rate when CPU usage is above

Backup/Restore
Server Site

i Workstation

Export
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Let Windows Automatically Start up CMS Live View

You may have the CMS client application automatically run and open the live view after
Windows starts. In this way, you may save steps and time before you eventually see the
desired live view screen. Additionally, whenever a power breakdown takes place, the live view

may recover as soon as your computer resumes.

If more than one users would log in to this computer, this tip might not be suitable due to

account security issues.

1. On CMS server, set a Default View for your account. For detailed procedures, please

refer to this section in this manual: Customize Views on page 61.

2. Set Auto-login for your Workstation client or web browser client. For detailed procedures,
please refer to this section in this manual: C. Remember Account/Password on page 31.

3. If you are using a browser client, open the browser, and set the CMS server IP as default

homepage.

4. Set your browser or Workstation application to start right after Windows has ‘ g
started. Click Windows Start > Programs - Startup to open the Startup @']\/
folder, and drag the application shortcut into it. In your case, you will have to IE?(;e,ronre:r

drag the Internet Explorer shortcut or CMS2Workstation shortcut into the

Startup folder. [i] @(

5. The next time you start Windows, CMS live view will be running CMS2Workst

automatically, and you may start monitoring the system in no time. -
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Customize System Language

CMS server supports multiple languages for user interface display. There are already several
translated language files in the server system. Each language is open to customization based
on your own needs. This section will describe how to choose or customize language strings for

your site.

Change System Language
You may decide which languages to be selectable on Login screen. The chosen languages will
appear on the “Language” dropdown list.

CMS Workstation

Server Name
Server IP
Server Port

Account

Password f
|Magyar
Initial Page Bahasa Indonesi

Language

Go to Setup page ->Language tab, click “Active Languages”. On popup window, check the
languages you need, and click “Apply”. By default, all languages are selected. As English and

Traditional Chinese are the default system language, they are not removable from this list.

Language

W m Pw-' Active Languages

= Al Select Language:  En . e
mu English ~ )

i Message (*lic file) | Dansk ] Deutsch
i Tooltip

Language Group Dl ciearan [ select Al

*File already exists or duplicate file name. V] EMnvika
AVI
7] Espafiol Suomen kieli
About Us
About Us v Frangais nMay

Absolute PTZ ] Magyar ] Bahasa Indonesia

Absolute Position &
Italiano V] BFE
Account

Account and Password can not be blank. Nederlands v] Polski

Account is duplicated. 7] Portugués Roman3

Accour word mismatch. Please try again.
7] Pycckuit asbik Svenska
Account/password mismatch. Please try again.

Action Tarkce
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Edit User Interface Wordings
Each language file contains four editable string tables. Each table displays the default

wordings in English and the translation in target language.

To view the string table:
1. Select the language from “Select Language” dropdown list, then select a table from the

“Language Group” list on the left column.

Language

Language Group

LY

mu

i Message
= Tooltin

2. Your target language will be displayed on the right column, while the default system

language “English” appears on the left for reference. Click in any field on right column to

Select Language :

(*.lic file)

*File already exists ¢
AVI

About Us

About Us

Absolute PTZ
Absolute Position
Account

Account and Pass

Account is duplic

Account/password 1

Action

Language
(archivos *.lic)
*El archivo ya existe o tiene nombre duplicado
AVI
Acerca de nosotros
Acerca de nosotros
Absolute PTZ
Posicién absoluta
Cuenta
La cuenta y contrasefia no pueden quedar vacia
La cuenta est3 duplicada
El usuario y password no coinciden. Por favor inténtelo de nuevo.
El usuario y password no coinciden. Por favor inténtelo de nuevo.

Accién

customize your desired wordings, and click “Apply” to overwrite the current.

Language Group

Al

mu

# Message
i Tooltip

The new string will be applied by next time you log in. If you log in as a CMS2 Workstation

English ~
(*lic file)
*File already exists or duplicate file name.
AVI
About Us
About Us
Absolute PTZ
Absolute Position
Account
Account and Password can not be blank.

Account is duplicated.

Account/password mismatch. Please try again.

Account/password mismatch. Please try again.

Action

client, please press

'S

language file, then log in to the system.
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Language

(archivos *.lic)
*El archivo ya existe o tiene nombre duplicado
AVI
Acerca de nosotros
Acerca de nosotros
Absolute PTZ
Posicién absoluta
fcuent3
La cuenta y contrasefia no pueden quedar vacia
La cuenta ests duplicada

vord no coinciden. Por favor inténtelo de nuevo.
El usuario y password no coinciden. Por favor inténtelo de nuevo.

Accién

button on Login page to synchronize with the latest modified
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CMS Workstation

Server Name

Server IP
Server Port
Account
Password

Initial Page

Language

Export / Import Language String File
You may also click “Export” to export the language file as .xml format to edit in Notepad, or

“Import” to import a language file to use in the system.

Language

VLanguage Group

Al
mu English «
| Message (*.lic file)

i Tooltip

Select Language :

*File already exists or duplicate file name.
AVI

About Us

About Us

Absolute PTZ

Absolute Position

Account

Account and Password can not be blank.

Account is duplicated.

Account/password mismatch. Please try again.

Account/password mismatch. Please try again.

Action

Language
(*.lic file)
*File already exists or duplicate file name.
AVI
About Us
About Us
Absolute PTZ
Absolute Position
Account
Account and Password can not be blank.
Account is duplicated.
Accoun word mismatch. Please try again.
Account/password mismatch. Please try again.

Action

In general, it is suggested that you always save a modified language table with a different file
name in a location other than default system language folder on server computer C:\Program
Files\CMS2\Language, then import it to use. In this way, you can avoid overwriting the original

language file.
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Display Configurations

You can change the user interface style by arranging the main screen and Panel/Device List
on the right or left. Go to Setup page->System tab->Settings, scroll down to the User
Interface Style section, select the setting style then click “Apply”. The change will be applied

upon your next login.

System

v| Source IU v| Source Name v| Uevice IU
i Settings
9 | Device Name | Date and Time

\
Controll
Ay, —ontrelel Export Video Settings

9 License Export fil v kt | Browse |

5 Backup/Restore 2 SD V] Date and Time

v| Source ID v/| Source Name

=]

Workstation ¥ Device ID V] Device Name

User Interface Style

Live and Playback Ul Setting

|
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Video & Snapshot Export Configurations

By default, the snapshots taken by Users on Live View and all exported video files are saved
to the current client’s Desktop. You may configure the destination by selecting another
available file location on your client’s computer. Go to Setup page—>System tab—> Settings, in

Export Video Settings section, click “Browse” to choose the file path.

You may also define what information is printed on each snapshot by checking the items: Date

and time, Source ID, Device ID, Source Name and Device Name.

These configurations will take place after you click “Apply”.

System

MW

-#" Settings WVideo Title Setting

Controller i Source ID V] Source Name

v| Device Name | Date and Time
License
Export Video Settings
Backup/Restore

? Workstation
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Joystick

In CMS, other than user interface PTZ panel and mouse operation, you may also control the

PTZ movements by physical controllers. CMS supports two types of controllers, which both

feature in a joystick with twelve buttons for users to assign specific actions.

Model: IP Desktop Model: Extreme™ 3D Pro
Manufacturer: CH Products Manufacturer: Logitech

How to Install the Joystick

1.
2.

Log out from CMS client interface. [ EEET=S
Connect the controller device to your computer. To make uv" e el — .:
sure the device is installed properly, open Windows Start [—— ‘

menu and enter Devices and Printers to check the | * & m% Q \)/
status. e

Log in to CMS server, go to Setup page ->System tab, i‘é/ /

enter “Controller” section and select your product. E

You may assign specific commands from dropdown list to

buttons 1~12 of the controller. When setting is done, click
“Apply”. The modification you did on one controller model will be applied to the other

joystick model as well.

System

* ; '
St CH Products Logitech

% Controller
9 License
%5 Backup/Restore

% Workstation

5. To validate its function, go to Live View page and focus on a PTZ device channel to

operate the supported PTZ operations.
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Un-install Server Software

In certain cases, un-installation of CMS system is necessary, for example, (1) you want to
terminate CMS server and clear all the evidence due to privacy and security reasons, (2) you

need to reinstall the system due to an unsuccessful installation.

Before starting un-installation, please back up important data (please refer to Back up System

Data on page 81) first and prepare the CMS server install shield application. This chapter will

describe un-installation process.

Step 1: Remove CMS Server Program

1. Go to Windows Control Panel-> Programs and Features (in Windows Vista /Windows

7/Windows 2008) to remove it. When you un-install CMS server program, the web client

will be terminated at the same time.

B

o|[®@]=

(e lm | ) [ > Conolpanel »

<[{El » Control Panel » All Control Panel Items » Programs and Features
v 2z

Ap‘

File Edit View Tools Help
Control Panel Home

View installed updates
# Turn Windows features on or
off

Install 2 program from the
network

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair

Organize ~

Adjust your computer's settings

%

System and Security
~view your computer's status
ck up your computer

~d and fix problems

I 8) CMS Workstation v2.001

ACTi Corporation

ork and Internet

8 Adobe Community Help

{8 Adobe Creative Suite 5 Master Collection

@ Adobe Flash Playerd Plugin

Adobe Flash Player 11 ActiveX

{5 Adobe Media Player

{8 Adobe Photoshop CS5

[ Adobe Reader X (10.16) - Chinese Traditional
- AMD Catalyst Install Manager

& AuthenTec TrueSuite

Ay Current
: 46 progr
o)

4y

Adobe Systems Incorporated
Adobe Systems Incorporated
Adobe Systems, Inc.

Adobe Systems Incorporated
Adobe Systems Incorporated
Adobe Systems Incorporated
Adobe Systems Incorporated
Advanced Micro Devices, Inc.
AuthenTec, Inc.

213/5/6

vork status and tasks
212925 omegroup and
00n1/28 ptions
200219725

re r
il are and Sound
21209/21 avices and printers
21211716  device
2137221 /anect to a projector

2012/5/30
201274724 "~
v

Adjust commonly used

&
Ny
6 |
@

K=y Programs

EQl|  uninstalia program

W Getprograms

Viewby: Category ¥

User Accounts

& Change account type

Appearance and
Personalization
Change the theme

Change desktop background
Adjust screen resolution

Clock, Language, and
Region

Change keyboards or other
input methods

Ease of Access

Let Windows suggest settings
Optimize visual display

2. After you choose to uninstall “CMS Server” program, the uninstallshield will execute and

notify you when it is completed.
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Step 2: Remove CMS Server Program Folder (Optional)

If you are performing a complete un-installation without leaving any CMS server related data
on the current computer, you may consider deleting this folder.

After un-installation, the CMS system folder will remain under product folder on your hard drive,
the system configuration data here will not be removed until you delete them manually. By
default, the path of CMS system folder is C:\Program Files\

However, keeping this folder is convenient for a un-installation followed by an instant
re-installation, for the previous system settings can directly be applied to the new server.
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Back up System Data

Making regular system backups is always recommended in case of unexpected disasters or
accidents that may damage CMS server. Other than this, you may need to perform an
on-demand backing up to (1) migrate the whole CMS server data to another computer, or (2)
re-install the CMS server on current computer. There are several types of data on CMS server
essential to your surveillance system please consider your purpose and follow the below

instructions to create their backups.

CMS Settings Backup

CMS server can create a backup file of the whole system settings within one click. The settings
being backed up include the following properties you set for system: (1) Users (2) Imported
NVR Source & Device properties (3) Event Rules (4) System > Settings / User Interface
Style / Joystick, and (7) the saved Views in Live View page, and (8) TV Wall Server

information and TV Wall Views.

Step 1: Back up CMS System Settings

1. Go to Setup page > System tab-> Backup / Restore

2. In Backup section, click “Browse” to select the destination for backup file, the file will be
saved as Backup_YYYYMMDD.xml file. Then click “Backup” to export the file.

System

Configuration

o Settings
Backup

\
49 Controller y p
@ save As

9 License Restore @Q-\ » CMS Backup

Organize v New folder

i Backup/Restore

= *Backup/Restore s ons. e 4 Name ’ Date modified
~ Workstation q L

B Desktop
4 Libraries
3 Documents
& Music

&) Pictures

File name: TR PENET

Save as type: (XML File (xmi)

S videFlden 9 e

Important Notice

The license data is not included in the system backup file. You have to preserve the license
key information provided in email or printed card to you after the purchase takes place.
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Step 2: Back up CMS System Log (Optional)
The system log records the operations Users perform during logging in to CMS server. You
may export the system log of latest three days as *.csv file as backup. Please refer to the

section in this manual: Export the Log on page 60 for instructions.

Step 3: Back up NVR Source Backup (Optional)
You may also back up individual NVR'’s system on Setup page - System tab->Source tab.
This backup file is the same with that made on the NVR interface, which contains the entire

system settings of an NVR server and its customized Views.

On Source tab, select your desired NVR and enter its sub category Maintenance. Click
“Backup’, select a file destination path and click “Apply”.

Source

Source Setup List

4 m All Sources (2)
+ 3 1INR
4 & Users
&5 User Groups
& Users
2 Storage

4 2 System

#* Settings

§ License

2, Maintenance
4 M«All Devices (3)
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Restore System Data

Before starting restoring the system, make sure you have done the following:
(1) Re-activate the license

The activation file(.lic) for offline activation, and follow the instructions How to Activate the

Licenses on page 24 to activate your license. The license should be activated before settings
are restored so that the licensed channels are ready for recovery.
(2) The backup file(.xml).

To start,
1. Go to Setup page > System tab-> Backup / Restore
2. In Restore section, Click “Browse” to select the backup file, and then click “Restore” to

start restoring the settings.

System

Configuration

* Settings
Backup

\
&+ Controller

9 License Restore

E Backup/Restore
*Backup/Restc

3. The restoring process requires logging out of CMS server. After restoring is done, you

may log in using your previous user account properties.
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Advanced Administrative Tasks

To assist the CMS administrator in monitoring the server status and basic trouble-shooting, the
CMS2 Administrator Tool is installed along with CMS server program on the server computer.
This tool will start running as the server computer starts up, and resides in the system tray. You

may double-click the icon to open this tool.

B w |k

o
)

Customise...

e 0 ) |

CMS Server Status

You may observe the CMS services status on Service tab.

B CMS2 Administrator Tool

Service

Services

Server Name Status

Active Event Handler Service

Active Media Server

Active Service Manager

Change Server Port
On Settings tab, input a new port and then click “Apply”.

% CMS2 Administrator Tool

Setting

Local

IP Address
2ort

Host Root

Authentication

Digest
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Change Authentication Method
You may enable the Digest authentication other than the basic way. With this method, when

logging in to CMS server, User’s credentials are encrypted using MD5 algorithm. In this way,

there is more secure protection to prevent from unauthorized access.

Please also note that, with Digest authentication method enabled, a mobile client user or a

domain user will be blocked from CMS system.

b CMS2 Administrator Tool

Setting

Local

IP Address
Port

Host Root

Authentication

v| Basic
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