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Chapter 1. Before You Start

1.1 Preface

This manual is intended for the system or network administrators with the networking knowledge to complete the

step by step instructions of this manual in order to use the AMG-2000 for a better management of network system

and user data.

1.2 Document Convention

. For any caution or warning that requires special attention of readers, a highlight box with the eye-catching italic

font is used as below:

Warning: For security purposes, you should immediately change the Administrator’s password.

@ Indicates that clicking this button will return to the homepage of this section.

0 Indicates that clicking this button will return to the previous page.

m Indicates that clicking this button will apply all of your settings.

' Indicates that clicking this button will clear what you set before these settings are applied.
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Chapter 2. System Overview

2.1 Introduction of AMG-2000

AMG-2000 is an AP Management Gateway dedicatedly designed for small to medium-sized network deployment
and management, making it an ideal solution for easily creating and extending WLANSs in SMB offices. With its user
management features, administrators will be able to manage the whole process of wireless network access. In
addition, Access Point (AP) management functions allow administrators to discover, configure, update, and monitor

all managed APs from a single secured interface, and from there, gain full control of entire wireless network.

2.2 System Concept

When deployed by small businesses or service providers, AMG-2000's “Service Zone” based architecture allows
administrators to logically separate wired and wireless networks by VLAN tags as well as SSIDs. Basically, a Service
Zone can cover certain areas of wired and wireless networks, where users attempting to access the resources within
the service zone will be controlled based on the access control profile of the service zone, such as authentication,

security feature, wireless encryption method, traffic control, etc. As shown below is a typical network architecture to

show how network users are separated and controlled by the two Service Zones, each of which is associated with its

unigue VLAN tag and SSID.

WAP-0005
Swifch  vLAN Tag: 2
-} I:Il:fnultz-uard

WAP-0005

qqm
default?-g=d

Servica Zone 1
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2.3 Specification

2.3.1 Hardware Specification

* General
Form Factor: Mini-desktop
Dimensions (W x D x H): 235 mm x 161.9 mm x 37.6 mm
Weight: 1Kg
Operating Temperature: 0 ~ 40°C
Storage Temperature: 20 ~ 70°C
Power: 100~240 VAC, 50/60 Hz
Ethernet Interfaces: 7 x Fast Ethernet (10/100 Mbps)
e Connectors & Display
WAN Ports: 2 x 10BASE-T/100BASE-TX RJ-45
Private Port: 1 x 10BASE-T/100BASE-TX RJ-45
LAN Ports: 4 x 10BASE-T/100BASE-TX RJ-45
Console Port: 1 x RJ-11
LED Indicators: 1 x Power, 1 x Status, 2 x WAN, 1 x Private, 4 x LAN

2.3.2  Technical Specification

* Networking
Supports Router, NAT mode
Supports Static IP, DHCP, PPPoE on WAN interface
Configurable LAN ports authentication
Supports IP Plug and Play (IP PnP)
Built-in DHCP server and supports DHCP relay
Supports NAT:
1. IP/Port Destination Redirection
2. DMZ Server Mapping
3. Virtual Server Mapping
Supports static route
Supports SMTP redirection
Supports Walled Garden (free surfing zone)
Supports MAC Address Pass-Through
Supports HTTP Proxy
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Security

Supports data encryption: WEP (64/128-bit), WPA, WPA2

Supports authentication: WPA-PSK, WPA2-PSK, IEEE 802.1x (EAP-MD5, EAP-TLS, CHAP, PEAP)
Supports VPN Pass-through(IPSec and PPTP)

Supports DoS attack protection

Supports user Black List

Allows user identity plus MAC address authentication for local accounts

User Management

Supports up to 120 concurrent users

Provides 500 local accounts

Provides 2000 on-demand accounts

Provides guest accounts

Simultaneous support for multiple authentication methods (Local and On-demand accounts, POP3(S),
LDAP, RADIUS, NT Domain)

Role-based and policy-based access control (per-role assignments based on Firewall policies, Routing,
Login Schedule, Bandwidth)

Customizable login and logout portal page

User Session Management:

SSL protected login portal page

Supports multiple logins with one single account

Session idle timer

Session/account expiration control

Friendly notification email to provide a hyperlink to login portal page

Windows domain transparent login

N o bk~ wDdh e

Configurable login time frame

AP Management

Supports up to 12 manageable IEEE 802.11 compliant APs

Centralized remote management via HTTP/SNMP interface

Automatic discovery of managed APs and list of managed APs

Allows administrators to add and delete APs from the device list

Allows administrators to enable or disable managed APs

Provides MAC Access Control List of client stations for each managed AP
Locally maintained configuration profiles of managed APs

Single Ul for upgrading and restoring managed APs’ firmware

System status monitoring of managed APs and associated client stations
Automatic recovery of APs in case of system failure

System alarms and status reports on managed APs
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Monitoring and Reporting

Status monitoring of on-line users

IP-based monitoring of network devices

WAN connection failure alert

Syslog support for diagnosing and troubleshooting

User traffic history logging

Accounting and Billing

Support for RADIUS accounting, RADIUS VSA (Vendor Specific Attributes)

Built-in billing profiles for on-demand accounts

Enables session expiration control for on-demand accounts by time (hour) and data volume (MB)
Provides billing report on screen for on-demand accounts

Detailed per-user traffic history based on time and data volume for both local and on-demand accounts
Traffic history report in an automatic email to administrator

System Administration

Multi-lingual, web-based management Ul

SSH remote management

Remote firmware upgrade

NTP time synchronization

Backup and restore of system configuration



Chapter 3 Base Installation

3.1 Hardware Installation

3.1.1 System Requirements

* Standard 10/100BaseT including network cables with RJ-45 connectors

* All PCs need to install the TCP/IP network protocol

3.1.2 Package Contents

The standard package of AMG-2000 includes:
e AMG-2000x 1

e CD-ROMXx 1

*  Quick Installation Guide x 1

* Power Adaptor x 1

» Straight-through Ethernet Cable x 1

e Console Cable x 1

AMG-2000
User’'s Manual

Warning: Using a power supply with different voltage rating will damage this product.
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3.1.3 Panel Function Descriptions

Front Panel

p
Status
- For normal Startup
= Flashing: during system startup.
= dteady ON: to indicate the system in "Normal Operation™ mode,
- For Reset Button Operation
= Flashing: Status LED is flashing if the reset button is pressed for more than 3 sec
and released in less than 10 sec. When the Status LED starts flashing,
the system has been successfully restarted.
= Steady ON: Status LED will switch from flashing to steadily ON if the Reset button
is pressed over 10 sec to indicate the user that the system has been

reset to factory default setting.

I_I

WAMN1~2 | Private | LAN1~4
- Light blinking: data packets are being
transmitted or received,
- Light on: linkediestablished Ethernet
connection present.
- Light off: no existing Ethernet port
connections to AMG-2000.

Power
-Light on: the power is switched on.

- Light off: no power connected.

Rear Panel

DC5V:
The power adapter
attaches here.

Reset:
Presses this button
to restart the system.

LAN1~4:
Connects to LAN1~4 portto access
the netowrk with authentication.

I
P ey
S A o]
Console LAN4 LAN3 LANZ LANI  Privats WANZ  WAMI Do 5V
!—I !_/ |
Console: Private: WAN1~2:

Configures the system
via HyperTerminal.

Connects to the private port
to access the web management
interface without authentication.

Connects to the Intranet
or Internet by Switch.
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3.1.4 Installation Steps

Please follow the following steps to install AMG-2000:

4
/_'r wl__h‘ “

Coneols LAN4 LAN3 LANZ LAM Privats  WAMZ WAMI1

1. Connect the power adapter to the power socket on the rear panel. The Power LED should be on to indicate a
proper connection.

2. Connect an Ethernet cable to the WAN1 Port on the rear panel. Connect the other end of the Ethernet cable to
an ADSL modem, a cable modem or a switch/hub of the network. The LED of the WAN1 port should be on to
indicate a proper connection.

3. Connect an Ethernet cable to Private Port on the rear panel. Connect the other end of the Ethernet cable to the
user’s PC. The LED of Private Port should be on to indicate a proper connection. (Note: No authentication is
required for the users to access the network via Private Port and the administrator can enter the administrative
user interface to perform configurations via Private Port.)

4. Connect an Ethernet cable to one of the LAN1~LAN4 Port on the rear panel. Connect the other end of the
Ethernet cable to an AP or a switch. The LED of the LAN should be on to indicate a proper connection. (Note:

Authentication is required for the clients to access the network via these LAN Ports.)

Attention: Usually a straight-through cable could be applied when the AMG-2000 connects to an Access Point
which supports automatic crossover. If after the AP hardware resets, the AMG-2000 could not be able to connect to
the AP while connecting with a straight-through cable, the user have to pull out and plug-in the straight-through

cable again. This scenario does NOT occur while using a crossover cable.

After the hardware of AMG-2000 is installed completely, the system is ready to be configured in the following

sections.

10
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3.2 Software Configuration

3.2.1  Quick Configuration

There are two ways to configure the system: using Configuration Wizard or change the setting by demands
manually. The Configuration Wizard provides a simple and easy way to guide you through the setup of AMG-2000
(for the AP configuration, you have to set it up in administrator interface). Follow the procedures and instructions
given by the Wizard to enter the required information step by step. After saving and restarting AMG-2000, it is ready
to use. There will be 6 steps as listed below:

Change Admin’s Password

Choose System'’s Time Zone

Set System Information

Select the Connection Type for WAN Port

Add Local User Account (Optional)

Save and Restart AMG-2000

o g M w NP

Please follow the following steps to complete the quick configuration.
1. Use the network cable of the 10/100BaseT to connect a PC to the LAN1~LAN4 port, and then start a browser
(such as Microsoft IE or Firefox). Next, enter the gateway IP address as the web management interface’s URL,

the default is https://192.168.100.254. In the opened webpage, you will see the login screen. Enter “admin”,

the default username and password, in the User Name and Password column. Click Enter to log in.

<3 AMG-2000 - Microsoft Internet Explorer
File Edit Wiew Faworites Tools Help

. - p—
QBack - > Iﬂ ﬁ W | ! Search

Address | htkps:ff192.168.100.254

Welcome To Administrator Login Page
Please Enter Your User Name and Password To Sign In.

a User Name: admin

Password:  |esess

B AMG-2000

AP

Management " -
e ENTER

|

Caution: If you can't get the login screen, the reasons may be: 1. The PC was set incorrectly so that the PC can't
obtain the IP address automatically from the LAN port; 2. The IP address and the default gateway are not under the
same network segment. Please use default IP address such as 192.168.2.xx in your network and then try it again.

For the PC configuration on PC, please refer to Appendix B. Network Configuration on PC.

11
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AMG-2000 supports three accounts with different access privileges. You can log in as admin, manager or operator.
The default password and access privilege for each account are as follows.
Admin: The administrator can access all area of the AMG-2000.

User Name: admin

Password: admin
Manager: The manager can access the area under User Authentication to manage the user account, but no
permission to change the settings of the profiles of Firewall, Specific Route and Schedule.

User Name: manager

Password: manager
Operator: The operator can only access the area of Create On-demand User to create and print out the new
on-demand user accounts.

User Name: operator

Password: operator

2. After successfully logging into AMG-2000,

Logout

you can enter the web management

interface and see the welcome screen. Network

There is a Logout button on the upper right

L. Welcome to System Administration
corner to log out the system when finished.

This Administrative Web Interface allows you to set various networking parameters, to customize
network services, to manage user accounts and to monitor user status.

Functions are separated into 6 main categories:

System Configuration , User Authentication , AP Management , Network Configuration , Utilities
and Status.

3. Then, run the configuration wizard to help BT A Hetwork

_ Configuration |7l Y |-__ Management. ‘ | Configuration

you complete the configuration. Click

E) system Configuration

Configuration Wizard

System Configuration to the System

System Configuration
. H System Information i
COI’]fIg uration homepage. ‘ Configuration Wizard  This wizard will quide you through basic system setup
‘ WA Configuration .| Configure system and network related parameters: system name,
administrator information, SKMP, and time zone
( WAN2 Configuration Clients will be redirected to URL entered in the Home Page' fisld after
successul login,
WA Traffic Sertings System Information  ~2rninistratar may limit remote administration access t.o a specilic IP
%4 address or network segments. When enabled, only devices with such
- — IP address or form this network segrment may enter system's
( bbbl ol (o ifl, r, administration wehb interface remotely.

Metwark Time Protocal (NTP) Server sefting allows the system o

‘ Service Zones | synchronize its timeldate with external time sarver,

Set up WANT interface using the connection types: Static, Dynarmic,

WAN1 Configuration
PPTP, or PPPOE.

Set up WANZ interface using the connection tpes: Mone, Static,

WAN2 Configuration Dynarmic, or FPPOE

Overall traffic control of WAN interface, such as available bandwidth,

WAN Traffic Settings
auto fail-over, and fall-back, ete.

Private LAN
Configuration Set up Private LAM interface
Service Zones Atable to display the Service Zones and related setlings.

12
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Click the System Configuration from the

System | ‘ User b (4 AP | ‘ Network

. Configuration )| °\ Authentication / '\ Management | '\ Configuration

top menu and the homepage of System

E2) configuration Wizard

Configuration will appear. Then, click on W
Configuration Wizard

Configu ration Wizard and Click the Run ' System Information | AMG-2000 is & Network Access Controllerwith access contral features ideal for hatspot, small

and mediurn business networking. The wizard will guide you through the process of creating a

Wizard button to start the wizard. (W‘“ haseling strategy. Plaase follow the wizard step by step to configure AMG-2000
Q " WAI2 Configuration | SR
SEOTERERE)
(m‘"
( Private LAl Configuration | @e
(W‘"

Configuration Wizard : :
Configuration Wizard

First of all, you will see a welcome screen to briefly

Welcome to the Setup Wizard. The wizard will guide you through these 6 quick

introduce the 6 steps. After a brief overview of the whole stops. Begin by clicking on Next.

process, click Next to begm' Step 1. Change Admin's Password

Step 2. Choose System's Time Zone

Step 3. Set System Information

Step 4. Select the Connection Type for WAN Port
Step 5. Add Local User Account (Optional)

Step 6. Save and Restart AMG-2000

e Step 1. Change Admin’s Password
Step 1. Change Admin's Password

Enter a new password for the admin account and
retype it in the verify passwo rd field You may change the Admin’s account password by entering a new
password. Click Next to continue.

(twenty-character maximum and no spaces). The

field with red asterisks is necessary to fill in.

Click Next to continue. New Passwordl: -
Verify Password : ’

@S TN T

13
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e Step 2. Choose System’s Time Zone

. . Step 2. Choose System's Time Zone
Select a proper time zone via the pull-down menu.

Click Next to continue.
Select the appropriate time zone for the system. Click Next to continue.

(GMT+08:00)Taipei v

e Step 3. Set System Information
Home Page: Enter the URL that users should be Step 3. Set System Information

directed to when successfully authenticated or use

th e d efault Enter System Information. Click Next to continue.

NTP Server: Enter the IP address or domain name Home Page: ntiodiwaw evelt comy

of external time server for AMG-2000 time (2.9, hitp:iumn] evel coms)
synchronization or use the default. NTP Server: [tockusnonawmil |-
DNS Server: Enter an IP address of DNS Server. =g fodcuzno navemil

Contact your network administrator if you are not DNS Server: (20867222222 |-

sure of the DNS IP Address.

Click Next to continue.

e Step 4. Select the Connection Type for WAN Port
There are three types of WAN1 port to select in wizard: Static IP Address, Dynamic IP Address and
PPPoE Client.
Select a proper Internet connection type and click Next to continue.
» Dynamic IP Address
If this option is selected, AMG-2000 will obtain Step 4. Select the Connection Type for WAN Port
IP settings from an external DHCP server on

netwo rk con nected by WAN1 auto matical |y Select the connection type for WAN port. Click Next to continue.

Click Next to continue. O Static IP Address Select itto set static |P address.
% pynamic IP Address Selectitto obtain an IP address
automatically. (For most cahle modem
Users.)
) PPPOE Client Enterthe FPPAE Clisnt's Lserhamea

and Passwaord. (Formost DSL users.)

14
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» Static IP Address: Set WAN Port’s Static IP Step 4. Select the Connection Type for WAN Port
Address
Enter the IP Address Subnet Mask and Select the connection type for WAN port. Click Next to continue.
Default Gateway provided by your ISP or the ® Static IP Address Colert it 1o et statis 1P address.
network administrator. ) Dynamic IP Address Selectitto obtain an IP address

. . automatically. (For most cable modem
Click Next to continue. users)
) PPPOE Client Enter the FPPoE Client's Username

and Passwaord, (For most DSL users )

- DI .

Step 4 (Cont). Set WAN Port’s Static IP Address

Click Next to continue.,

Subnet Mask: |:| =

T T TS

Step 4. Select the Connection Type for WAN Port

» PPPoE Client: Set PPPoE Client’s

Select the connection type for WAN port. Click Next to continue.

Information
. i Selectitto set static IP address.
Enter the Username and Password provided © Static IP Address
i IP Adil Selectitto obtain an IP address
by your ISP. © Dynamic dress automatically. (For most cable modem
users.)
Click Next to continue. & PPPoE Client Enterthe PPFOE Client's Usernarme

and Password, (For most DSLusers.)

S @GS .
Step 4 (Cont). Set PPPoE Client's Information

Enter the PPPoE Client’s Username and Password. {(For most DSL users.)

S T T

15
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Step 5 Add Local User Account (Optional)
Step 5. Add Local User Account (Optional)

NeW user accounts can be added to the Iocal user Administrator can chioose to add local user accounts for a quick trial.

database. To add a user here, enter the Username -
Username: |test

(e.g. test), Password (e.g. test), MAC Address

Password: |test

(optional) and assign a Policy to this account (or : :
MAC Address: | | G0N0

None), and press the Add Now button. More users R —
Applied Policy | Mone ol

can be added into the local user account database by

S S .

clicking the Add Now button. Click Next to continue.

Step 6. Save and Restart AMG-2000
Step 6. Save and Restart AMG-2000

Click Restart to save the current settings and restart

AMG-2000. The Setup Wizard is now Completed. The Setup Wizard has completed, Click on Back to review or modify
settings. Click Restart to save the settings and restart the system to have
the current settings take effect.

Setup Wizard.
During AMG-2000 restarting, a “ Restarting now.
) ] Setup Wizard
Please wait for a moment...” message will appear
on the screen. Please do not interrupt AMG-2000
until the message has disappeared. This indicates
Restarting now. Please wait for a moment...

that a complete and successful restart process has
finished.

Note: During every step of the wizard, if you
wish to go back to modify the settings, please
click the Back button to go back to the previous

step.

16
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3.2.2 User Login Portal Page

To login from the login portal page via the LAN1~LAN4 port, the user have to be identified the user name and

password. The administrator also can verify the correctness of the configuration steps of AMG-2000.

1. First, connect a user-end device (for example, a PC) to

the LAN1~LAN4 port of the AMG-2000, and set the
User Login Page

device to obtain IP address automatically. After the user

. Welcome To User Login Page!
end obtains the network address, please open an
Please Enter Your User Name and Password To Sign In .

Internet browser and the default login webpage will

®
appear on the Internet browser. @ User Name:  festiocal
Typing in user information of a valid user account. Password: [+~

Assumes local user database is chosen in the

configuration wizard, key in the username and password | V_Submit i V_Ciear il V Remaining ]

4

created and then click Submit button (e.g. test@local

for the username and test for the password).

2. Login success page appearing means AMG-2000 has _
been installed and configured successfully. Now, you can

browse the network or surf the Internet! o 1

Hello, test@local

@

Please cloge this window or click this button to

Thank you.

Login time: 2000-1-2 0:58:32

3. Butif you see the following screen with a sentence, “ Sorry, _
this feature is available for on-demand user only”, it N
means you click the “Remaining” button by mistake. This Sorry, this feature '

is available for

button is only for on-demand users and if you are not an on-demand user only.

on-demand user, please just click the Submit button.
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If you are an on-demand user, you can enter the _
User Login Page

username and password in the “User Login Page” and

. Lo L Welcome To User Login Page.
then click the Remaining button to know the remaining
Please Enter Your User Name and Password To Sign In .

time or data quota of the account.

°
@) User Name: fest@Toomain
Password: [eees

(| e oo aomm )

When an on-demand user logs in successfully, the '
following Login Successfully screen will appear and it is :

a little different from the normal user’s login successfully —
. . . o Hello, SACY @ Ondemand
screen. There is an extra line showing “Remaining '
usage” and a “Redeem” button. -~
shuasd
1#::5""0

Pleaze close this window or click this buttan to

Thank youl:

Rerpainitg Usage:

3 !Houri35 EMiniEE’ | See
Login time: 2005824 14:18:7

(e

e Remaining usage: Show the remaining time or data '

volume that the on-demand user can used to surf
Welcome To Redeem Page!
Internet.

Please Enter Your User Name and Password To Sign In .

* Redeem: When the remaining time or data size is
]

insufficient, the user can buy additional account from @ UserName: [ |

the counter and add the quota to the current account. Password:

After CI|Ck|ng the Redeem button, you W|“ see the A A R

following screen. Please enter the new username and  §_ [V ENTER J v Clear ] J

password you got and click Enter button. Then you

will see the total available use time and data size after adding credit.
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This chapter will guide you through further detailed settings. The following table is the Ul and functions of the

AMG-2000.
System User AP Network
OPTION Utilities Status
Configuration | Authentication Management Configuration
Network
Configuration Authentication Change
AP List Address System Status
Wizard Configuration Password
Translation
System Black List Backup/Restore
AP Discovery Privilege List Interface Status
Information Configuration Settings
WAN1 Policy Manual Firmware
Monitor IP List Current Users
Configuration Configuration Configuration Upgrade
WAN2 Additional Template Walled Garden
Restart Traffic History
FUNCTION Configuration Configuration Settings List
WAN Traffic Firmware Proxy Server Notification
Wake On Lan
Settings Management Properties Configuration
Private LAN
AP Upgrade Dynamic DNS
Configuration
P
Service Zones
Mobility
VPN
Configuration

Caution: After finishing the configuration of the settings, please click Apply and pay attention to see if a restart

message appears on the screen. If such message appears, system must be restarted to allow the settings to take

effect. All on-line users will be disconnected during restart.
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This section includes the following functions: Configuration Wizard, System Information, WAN1 Configuration,

WAN2 Configuration, WAN Traffic Settings, Private LAN Configuration and Service Zones.

Systemn

|_Configuration

C‘ol‘vﬁ.gumtion \Mzar(l

‘ System Information M
' WAN1 Configuration |
-
‘ ‘WAN2 Configuration |
' WAN Traffic Settings |
I

‘ Private LAN Configur ation
=,
‘ Service Zones 1

Hetwork
Configuration |

E:) system Configuration

Configuration Wizard

System Information

WAN1 Configuration

WANZ Configuration

WAN Traffic Settings

Private LAN
Configuration

Service Zones

4.1.1 Configuration Wizard

Please refer to 3.2.1 Quick Configuration for the detail description of Configuration Wizard.

System Configuration
This wizard will guide you through basic system setup

Configure system and network related parameters: system name,
administrator information, SMMP, and time zone

Clients will be redirected to URL entered in the Home Page' fisld after
successul login

Adrainistrator may limit reraote administration access to a specific IP
address or network segments. When enabled, only devices with such
IP address or from this network segrnent may enter system's
administration web interface rermately.

Metwork Time Protocol (NTR) Sereer setting allows the systern fo
synchronize its timeldate with exdernal time server.

Set up WAN1 interface using the connection types: Static, Dynamic,
PPTF, or PPPOE

Set up VWANZ interface using the connection types: Mone, Static,
Dynamic, or PPFOE.

Qverall traffic control of VAN interface, such as available bandwidth,
auto fail-over, and fall-back, ete.

Setup Private LAN interface

Atable to displaythe Service Zones and related setlings.

Configuration Wizard

AMG-2000 is a Metwork Access Controller with access contral features ideal far hotspot, small
and medium husiness networking. The wizard will guide yvou through the process of creating a
haseline strateqy. Please follow the wizard step by step to configure AMG-2000,

i v )
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4.1.2 System Information

Most of the major system information about AMG-2000 can be set here. Please refer to the following description for

each field:

System Information

Systeim Name AMG-2000

amg2000.ddeasia.com. b
Device Name g

(FQDM for this dewice)

® Enabled O Disabled

Home Page hittp:itwnaew. levell .com!
(e.q. hitpothoun level 1. comd)

Access History IP (e.g. 192 162.2.1)

Management IP

Address List Setup Managerent IP Address List

SNMP O Enahled & Disablad
User Logon SSL ® Enabled O Disahled

Device Time : 200770413 14:17:04

Time Zone :
(GMT+03:00) Taipei w
(&) NTP Enahble
MNTP Server  1: |tock.usno.nasey mil “(a.q. todk usna.nawy.mil)

Time
MNTP Server 2 |ntpl faude

MTP Servar 3 |clock cuhk.edu bk
MTP Server 4+ |mtpst pads.uirj br
WTP Server & |nipl cemuOZ.al

O SetDevice Date and Time

* System Name: Set the system’s name or use the default.

* Device Name: FQDN (Fully-Qualified Domain Name). This is the domain name of the AMG-2000 as seen on
client machines connected on LAN ports. A user on client machine can use this name to access AMG-2000
instead of its IP address.

* Home Page: Enter the website of a Web Server to be the homepage. When users log in successfully, they will
be directed to the homepage set. Usually, the homepage is set to the company’s website, such as

http://www.level.com. If the home page function is disabled, the user will be directed to the URL she/he tries to

connect originally.

* Access History IP: Specify an IP address of the administrator’s computer or a billing system to get billing
history information of AMG-2000 with the predefined URLs as the following:
Traffic History : https://10.2.3.213/status/history/2005-02-17
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-ahltps:-",.-"ll_LZ..'j,:v_'13,.:'slalus,.-"h|story.-"ZUU!)—DZ—l 1 - Microsoft Internet Explorer

Fle Edk VWiew Favorlbes Tools  Help h
Qback » () + [x] v | - search Favorkes 4 Media * il |
Address |83 :1 atsu | Lirks **
#hate TYPE Maine 1P Mac Packets In Bytes In Packets Out Bytes Out ;]
2005-02-17 18:09:03 +0800 LOGIN aaabwl300, tw 192, 168,30, 129 00:0C:F1:28:BF:D% 0 0 1] 0

On-demand History : https://10.2.3.213/status/ondemand _history/2005-02-17

ahltps:.-",.-"111.2.3,21 3/status/ondemand_history /2005-02-17 - Microsolt Internet Explorer

fle Edt View Favortes Tools Help r
) Back ~ ) ~ (x] 3] u | ) search Favorkes o Media & v i
Address [&7 hitps://10.2,3.213/stabusfondemand_history/2005-02-17 = EJco |unks ?|
#ate Sys tem Name Type Name 1P MAC Packets In Bytes In Packets Out Bytes OutExpiretime Valid
2005-02-17 16:44:19 +0%00  QA-WI200-Casper-213 Create 0D _User N7EQ 0.0.0,0 00:00:00:00:00:00 O 0 0 0
2005-02-17 16:44:57 +0800 QA-W1300-Casper-213 OD_User_Login NTED 192.168,30,189 00:0C:F1:28:BF:D8 O 0 0
2005-02-17 16:45:22 0800 QA-W1300-Casper-213 OD_User_Logont N7ES 192, 168,30, 189 00:0C:F1:28:BF:D& 32 14499 30

Management IP Address List: Set the IP range which is able to connect to the web management interface via
WAN and/or LAN1~LAN4 port. For example, 10.2.3.0/24 means that as long as you are within the IP address
range of 10.2.3.0/24, you can reach the administration page of AMG-2000. If the IP range bit number is omitted,
32 is used which specify a single IP address.

SNMP: AMG-2000 supports SNMPV2. If the function is enabled, you can assign the Manager IP address and
the SNMP community name used to access the management information base (MIB) of the system. However,
for the external system, SNMP is a read-only function.

User Logon SSL: Enable to activate https (encryption) or disable to activate http (non encryption) login page.
Time: AMG-2000 supports NTP communication protocol to synchronize the system time with remote time server.
Please specify the local time zone and IP address of at least one server in the system configuration interface for
adjusting the time automatically. (Universal Time is Greenwich Mean Time, GMT). You can also set the time
manually when you select “ Set Device Date and Time (GMT)". Please enter the date and time for the

corresponding fields.

Device Time : 2007704113 15:17.04
Time Zane
(GMT+03:00)Taipei R

Time (O NTP Enable

(®) Set Device Date and Time
- v fear|--  w |Month|--  w Day

v Hour -« |Minute|--  + Second
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4.1.3 WANLI1 Configuration

There are 4 connection types for the WAN1 Port: Static IP Address, Dynamic IP Address, PPPoE and PPTP

Client.

WAN1 Configuration

@ Static IP Address
IP Address:
Subnet Mask:
Default Gateway:
WAN1 Port
Preferred DME Server: 20867 2223222

Alternate DNE Server: 208.67.222.220

O Dynarnic IP Address
O PPPOE Client
O PPTP Client

e Static IP Address: Manually specifying the IP address of the WAN port. The red asterisk marks indicate
required fields and have to be filled.
IP address: the IP address of the WAN1 port.
Subnet mask: the subnet mask of the network WANL1 port connects to.
Default gateway: a gateway of the network WAN1 port connects to.
Preferred DNS Server: The primary DNS server is used by the system.
Alternate DNS Server: The substitute DNS server is used by the system. This is an optional field.
* Dynamic IP address: Itis only applicable for the network environment where a DHCP server is available. Click
the Renew button to get an IP address.

WAN1 Configuration
O Static IP Address

@ Dynamic IP Address
O PPPaE Client
O PPTF Client

WAN1 Port

®* PPPoE Client: When selecting PPPoE to connect to the network, please set the “User Name”, “Password”,
“MTU” and “CLAMPMSS". There is a Dial on demand function under PPPoE. If this function is enabled, you

can set a Maximum Idle Time. When the idle time is reached, the system will automatically disconnect itself.

WAN1 Configuration

O Static IP Address
O Dynamic IP Address
& PPPoE Client

Username:
Password:

WAN1 Port
MTL: 1492 |hytes (Range:1000~1492y
CLAMPMES: 1400 |hytes (Range:980-1400%
Dial on Demand: O Enahled & Disabled
O PPTF Client
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PPTP Client: Set WANL1 port to connect to external PPTP server to establish PPTP VPN tunnel. You can select
Static to specify the IP address of the PPTP Client manually or select DHCP to get the IP address automatically.
The fields with red mark are required. Please fill in these fields. There is a Dial on demand function under PPTP.

If this function is enabled, you can set a Maximum Idle Time. When the idle time is reached, the system will

automatically disconnect itself.

WAN1 Configuration

O static IP Address

O Cwynamic IP Address

O PPPOE Client

@ PPTP Client

Type O static & DHCP

PFTF Server|P:
WAN1 Port

Username:

Password:

PFTF Connection ID/Mame:

Dial on Dernand: O Enabled & Disahled
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4.1.4 WAN2 Configuration

Except select None to disable this function, there are 3 connection types for the WAN2 port: Static IP Address,
Dynamic IP Address and PPPoE Client.
* None: The WAN2 Port is disabled.

WAN2 Configuration

@ Mone

O static IP Address
@] Cynamic P Address
O PPPOE Client

WAN2 Port

» Static IP Address: Specify the IP Address, Subnet Mask, Preferred DNS Server, and Default Gateway of WAN2

Port, which should be applicable for the network environment.

WAN2 Configuration

2 Mone
&) static IP Address

IF Address:
Subnet Mask:

WAN2 Port Default Gatewany:
Preferred DMS Server:

Alternate DMS Server:

& Dynarnic IP Address
O PPPOE Client

* Dynamic IP Address: Select this when WAN2 Port can obtain IP address automatically, such as a DHCP

Server available from WAN2 Port.

WAN2 Configuration

O Mone
) Static IP Address

@ Dynamic IP Address

O PPPOE Client

WAN2 Port

25



AMG-2000
User’'s Manual

PPPoE Client: When selecting PPPOE to connect to the network, please set the “User Name”, “Password”,
“MTU” and “CLAMPMSS”". There is a Dial on demand function under PPPoE. If this function is enabled, you

can set a Maximum Idle Time. When the idle time is reached, the system will automatically disconnect itself.

WAN2 Port

WAN2 Configuration

O Mone

O static IF Address
O Dynarmic IP Address
® PPPGE Client

Username:
Fassword:
MTU: 1482 | pytes (range:1000~1492)
Clarmp M33: 1400 | pytes (range:880~1400)

Dial on Dermand ) Enabled & Disabled
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4.1.5 WAN Traffic Settings

The section is for administrator to configure the control over the entire system'’s traffic though the WAN interface
(WAN1 and WAN2 ports).

WAN Traffic Settings

Available Bandwidtn  JP!ink: [100000 Kbps “(Range: 10-100000)

onWANINetace  p oyniink: [100000 Kbps “(Range: 10-100000)

Target URLs for detecting Internet cannection:

URL1: hitg:if |wivi yahao.com

URLZ: http:il
Connection Detection URL3: hﬂp:f.f
& Enable WAN Failover

WARN Failover [ Fall back ta skt when WAN1 is availahle again

Warhing of Internet Disconnection

When Interet cannection is down, the system will display the
message as:

Sorryl The service is temporarily unavailable.

Available Bandwidth on WAN Interface:
e Uplink: It specifies the maximum uplink bandwidth that can be shared by clients of the system.

e Downlink: It specifies the maximum downlink bandwidth that can be shared by clients of the system.

Connection Detection & WAN Failover:

e Target URLs for detecting Internet connection: These URLs are used by the system as the targets to detect
Internet connection, for the purpose of alert of Internet disconnection and WAN Failover. At least one URL is
required to enable WAN Failover.

¢ Enable WAN Failover: Normally a Service Zone uses WANL1 as it primary WAN interface. When enabled and
WANZ2 is available, WAN1's traffic will be routed to WAN2 when WAN1 connection is down. On the other hand, a
Service Zone's policy could also use WAN2 as its interface; in that case, if WANZ2 is down, the WAN2's traffic
under its policy will also be routed to WANL1.

¢ Fall back to WAN1 when WANL1 is available again: If WAN Failover is enabled, the traffic will be routed to
WAN2 automatically when WANL1 connection fails. When enabled, the routed traffic will be back to WAN1 when
WANL1 connection is recovered.

¢ Warning of Internet Disconnection: When enabled, the text box is for the administrator to enter an alert
message in order to notify users that the Internet connection is down. The alert message will show up in the

users' browser when they try to access any website on Internet.
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When accessing the network through the Private LAN port, users are not required to be authenticated. In this

section, you can set the related configuration for the private LAN port and DHCP server.

Private LAN
DHCP Server

Configuration

* Private LAN Configuration

Private LAN

Private LAN Configuration
Operation Mode @ MNAT O Router
IP Address: 192.168.100.254

Subnet Mask: 2552552450

@ Disahle DHCP Server
) Enable DHCP Server
) Enable DHCF Relay

Private LAN Configuration
Operation hode ®MaT O Router
IF Address: 192.168.100.254

Subnet Mask: 255.255.255.0

Operation Mode: Choose one of the two modes, NAT mode and Router mode, by the requirements.

IP Address: Enter the desired IP address for the private port.

Subnet Mask: Enter the desired subnet mask for the private port.

* DHCP Server Configuration

There are three methods to set the DHCP server: Disable DHCP Server, Enable DHCP Server and Enable

DHCP Relay.

1. Disable DHCP Server: Disable DHCP Server function.

DHCP Server
Configuration

& Disable DHCP Server
) Enable DHCP Server
) Enable DHCF Relay

2. Enable DHCP Server: Choose “Enable DHCP Sever” function and set the appropriate configuration for

the DHCP server. The fields with red mark are required. Please fill in these fields.
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O Disable DHCP Server
& Enable DHCF Server

Start IP Address: 182.168.100.1
End IF Address: 192.168.100100
Preferred DNE Server: 168.95.1.1
DHCP Server Alternate DMS Server:
Configuration
Domain Mame: Lewvell.com
WINS Server [P
Lease Time 1Day »

Reserved IP Address List

O Enable DHCF Relay

Enable DHCP Server—Start/End IP Address: Enter the “ Start IP Address” and the “End IP Address” of
this DHCP block. These fields define the IP address range that will be assigned to the Private LAN clients.
Preferred DNS Server: The primary DNS server for the DHCP.

Alternate DNS Server: The substitute DNS server for the DHCP.

Domain Name: Enter the domain name.

WINS IP Address: Enter the IP address of WINS.

Lease Time: Choose the time to change the DHCP.

Reserved IP Address List: For reserved IP address settings in detail, please click the hyperlink of
Reserved IP Address. If you want to use the Reserved IP Address List function, click on the Reserved IP
Address List on the management interface. Then, the setup of the Reserved IP Address List as shown in
the following figure will appear. Enter the related Reserved IP Address, MAC, and some description (not

compulsory). When finished, click Apply to complete the setup.

Reserved IP Address List - Private LAN

Item Reserved IP Address MAC Description

1

{Total:40) First Prev Next Last




AMG-2000
User’'s Manual

Enable DHCP Relay: If you want to enable this function, you must specify other DHCP Server IP address.
See the following figure. For more information about DHCP relay, please see Appendix H. DHCP Relay.

(O Disahle DHCF Server

DHCP Server O Enahle DHCP Server
Configuration @& Enable DHCP Relay
DHCF Server IP:
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A Service Zone is a logical network area to cover certain wired and wireless networks in an organization such as

SMB or branch offices. By associating a unique VLAN Tag and SSID with a Service Zone, administrators can

separate wired network and wireless network into different logical zones. Users attempting to access the

resources within the Service Zone will be controlled based on the access control profile of the Service Zone,

such as authentication, security feature, wireless encryption method, traffic control, etc. For more information

about Service Zone, please refer to Appendix F.

There are up to five Service Zones to be utilized; by default, they are named as: Default, SZ1, SZ2, SZ3 and

SZ4, as shown in the table below.

vV V V V V V V

>

Ef) Service Zone Settings

Service
Zone
Name

Default

[4a]
]
ma

ol
I~
[F¥]

VLAN Tag

[}

()

SSID

default-
ssid

defaulti-

ssid

defaultz-

ssid

default3-

ssid

defaultd-

ssid

Service Zone Settings

Applied

ENCryplion “pojicy
S?SIJQIIL Policy 1
S?EI.J'['ZPH Policy 1
S?SIJQIIL Policy 1

Authentication Status Details
Server 1 Enable
Server 1 Disable
Server1  Disable
Server 1 Disable
Server 1 Disahble | Configure

Service Zone Name: Mnemonic name of the Service Zone.

VLAN Tag: The VLAN tag number that is mapped to the Service Zone.

SSID: The SSID that is associated with the Service Zone.

Encryption: Data encryption method for wireless networks within the Service Zone.

Applied Policy: The policy that is applied to the Service Zone.

Authentication: Default authentication method/server that is used within the Service Zone.

Status: Each Service Zone can be enabled or disabled.

Details: Configurable, detailed settings for each Service Zone.

Click Configure button to configure each Service Zone: Basic Settings, Authentication Settings and

Wireless Settings.
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1) Service Zone Settings —Basic Settings

The system supports three types of DHCP modes, Disable DHCP Server, Enable DHCP server, and Enable
DHCP relay. Each service zone can have its own DHCP setting. Select the radio button of Disable DHCP
Server to disable the built-in DHCP server when clients are assigned static IP addresses. Select the radio button
of Enable DHCP Server to enable the built-in DHCP server. When the Enable DHCP server is chosen, the
system will act as a DHCP server and assign IP addresses to its clients. Select the radio button of Enable DHCP
Relay when a service zone is connected to an external DHCP server. When Enable DHCP Relay is chosen, the
IP addresses of clients will be assigned by an external DHCP server. The system will only relay DHCP
information from the external DHCP server to downstream clients of this service zone.
Basic Settings
Service Zone Status  Enable
Service Zone Name Drefault
Operation Mode & naT O Router
Network Settings IF Address  [192.168.1.254

SubnetMask: |255.255.255.0

O Disahle DHCP Server
(® Enable DHCP Server

Start IP Address : |192.168.1.1
End IP Address : |[192.168.1.100
Freferred DMS Server: 1689511
DHCP Server Settings Alternate DME Server :
Darnain Marne | |Levell.corm
WINS Server [P

Lease Time: |1 Day  w

Reserved IP Address List

O Enable DHCP Relay

»  Service Zone Status: Each service zone can be enabled or disabled except for the default service zone.

»  Service Zone Name: The name of service zone could be input here.

»  Operation Mode: Contains NAT mode and Router mode. When NAT mode is chosen, the service zone
runs in NAT mode. When Router mode is chosen this service zone runs in Router mode.

» IP address: The IP Address of this service zone.

»  Subnet Mask: The subnet Mask of this service zone.

»  DHCP Server: Related information needed on setting up the DHCP Server is described as follows:
DHCP pool Start IP Address, DHCP pool End IP Address, Preferred DNS Server, Alternate DNS Server,
Domain Name, WINS Server, Lease Time, and Reserved IP Address List.

»  WINS Server IP: The IP address of the WINS (Windows Internet Naming Service) server that if WINS
server is applicable to this service zone.

» Lease Time: This is the time period that the IP addresses issued from the DHCP server are valid and
available.

» Reserved IP Address List: Each service zone can reserve up to 40 IP addresses from predefined DHCP
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range to prevent the system from issuing these IP addresses to downstream clients. The administrator
can reserve a specific IP address for a special device with certain MAC address.

»  Domain Name: Enter the Windows domain name for this service zone.

»  Enable DHCP server: This allows the enabling/disabling the built-in DHCP server.

»  Start IP Address / End IP Address: A range of IP addresses that built-in DHCP server will assign to
clients. Please change it accordingly at System—General—Management IP Address List to permit the
administrator to login to the AMG-2000 admin page after the default IP address of Network Interface is

changed.

2) Service Zone Settings —Authentication Settings
The system supports five types of authentication database that are Local, POP3, RADIUS, LDAP, and NT
Domain and provides up to four authentication options and one Guest Users authentication option. The
administrator needs to activate and configure at least one of these authentication databases for an enabled
service zone. Postfix is used to inform the system which type of authentication database to be used for
authentication when multiple databases are concurrently in use. Each authentication option is distinguished by
the postfix in clients’ username such as “userl@postfix1”. One of authentication database can be assigned as
default for a service zone. Thus, for the authentication option being assigned as default, the postfix can be

omitted while entering username.

Authentication Settings

Authentication
& Enahle O Disahle

Status
Auth Option . Auth Postfix  Default Enabled
Database
Sener 1 LOCAL lncal ®
Authentication Serverd FOP3 pop3 @]
Options
Server 3 RADIUS radius O
Server 4 LDA&P ET O
Ondemand
User OMDEMAND  ondernand O
Login Page
Logout Page
Custom Pages Login Success Page
Login Success Page for Ondemand User
Logout Success Page
Default Policy in this Service Zone Policy 1 [ Edit System Puoilcies ]
Email Message for Login Reminding [ Edit Mail Message ]

»  Custom Pages: There are five users’ login and logout pages that can be customized by administrators
for each service zone.

»  Default Policy in this Service Zone: There are one Global and eight sets of policy profiles in the system.
Each policy consists of Firewall, Specific Route, Schedule, and QoS. Global policy only has Firewall and
Specific Route profile. Policies can be defined in the policy tab. The administrator can select one of the

defined policies to apply it to the specific service zone. Please refer to 4.2.3 Policy Configuration for
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complete description.

Policy Configuration

Select Policy: Paolicy 1w

Firewall Profile Setting

Specific Route Profile

Schedule Profile Setting

(oS Profile Setling

Email Message for Login Reminding: Click Edit Mail Message to change the content for Login
reminding words. Clients will receive an email with this reminding content when they access their mail

servers before logging in the system.

POP3 Email Message Editing - Service Zone: Default

=IDOCTYPE HTML PUBLIC "W 3CHDTD ~
HTML 4.0 TransitionalifER"=

=HTML==HEAD =

=META HTTP-EGUIM="Content-Type"
COMTEMT="textihtml; charset=us-ascii'=
=IHEAD=

=BODY=

=Dv=

=Dv=

=FOMT face="Times Mew Roman" size=g=
=ETRONG=Walcomel=/STROMNG=

=FONT=

=10 M=

=0l=

=FOMT size=4==8TRONG=</FTROMNG=
=IFONT= b

Text

2.1) Authentication Options
Click the hyperlink of Auth Option, the Authentication option page will appear, from Serverl~4 and
Guest Users.

Click the button of Configure to have further configuration.

. Auth
Auth Option " e Postfix Default Enabled
Server 1 LocAL local ®
Authentication Sener? FOF3 pop3 O
Options
Serer 3 RADIUS radius (@]
Server 4 LDAP Idap O
% ONDEMAND  ondernand O
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2.2) Custom Pages

There are five users’ login and logout pages for each service zone that can be customized by
administrators.

Click the button of Configure, the Login (Logout) page will appear, including Login page, Logout Page,
Login Success Page, Login Success Page for Instant Account and Logout Success Page.

Click the radio button of page selections to have further configuration.

Login Page

Logowut Page

Custom Pages Login Success Page
Login Success Page for Ondemand User

Logout Success Page

2.2.1) Custom Pages —Login Page
The administrator can use the default login page or get the customized login page by setting the template
page, uploading the page or downloading from the specific website. After finishing the setting, click
Preview to see the login page.
e Custom Pages —Login Page — Default Page

Choose Default Page to use the default login page.

Login Page Selection for Users - Service Zone: Default

& Default Page (O Template Page
OUpIoaded FPage OE}{ternaIF’age

Default Page Setting - Service Zone: Default

This is default login page for users.
‘You could click preview link to preview the default login page.
Thanks.

Ereview

e Custom Pages —Login Page — Template Page
Choose Template Page to make a customized login page. Click Select to pick up a color and then fill

in all of the blanks. Click Preview to see the result first.
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Login Page Selection for Users - Service Zone: Default

O Default Fage

lC‘Uploaded Fage

Color for Title Background
Color for Title Text
Color for Page Background
Color for Page Text
Title
Welcome
Information
Username
Password
Submit
Clear
Remaining

Copyright

& Template Page

O External Fage

Template Page Setting

Select (RGBvalues in hex mode)
Select (RGHvalues in hex mode)
Select (RGBvalues in hex mode)
Select (RGHB values in hex mode)

User Login Page

Welcome To User Login Page

Please Enter Your Mame and Password to Sign In

Username

Password

Submit

Clear

Rermaining

Copyright (c)

|

Custom Pages —Login Page —Uploaded Page

Choose Uploaded Page and upload a login page.

Login Page Selection for Users - Service Zone: Default

C Default Page

& Uploaded Page

File Name

Total Capacity: 212 K
Now Used:0 |

Upload Images

O Template Page

) External Page

Uploaded Page Setting

Existing Image Files:

Upload Image Files

Ereview
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The user-defined login page must include the following HTML codes to provide the necessary fields

for username and password.
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=form action="us erlogin.s htmIl” method="post” name="Enter”=
<input type="text” name="myus ername’>

<input type="password” name="mypassword ">

<input type="submit” name="submit™ value="Enter"-

input type="reset” name="clear” value="Clear”=

</forms=

And if the user-defined login page includes an image file, the image file path in the HTML code must

be the image file to be uploaded.

Remote VPN : <img src=images/xx.jpg”’>
Default Service Zone: <img src=images0/xx.jpg”>
Service Zonel :<img src=imagesl/xx.jpg”>
Service Zone 2  : <img src=images2/xx.jpg”>
Service Zone 3 : <img src=images3/xx.jpg”>
Service Zone 4  : <img src=images4/xx.jpg”>

Click the Browse button to select the file to upload. Then click Submit to complete the upload
process.

Next, enter or browse the filename of the images to upload in the Upload Images field on the
Upload Images Files page and then click Submit. The system will show the used space and the
maximum size of the image file of 512K. If the administrator wishes to restore the factory default of
the login page, click the Use Default Page button to restore it to default.

After the image file is uploaded, the file name will show on the “Existing Image Files” field. Check
the file and click Delete to delete the file.

After the upload process is completed and applied, the new login page can be previewed by clicking
Preview button at the button.

* Custom Pages —Login Pages — External Page

Login Page Selection for Users - Service Zone: Default

O Default Page (O Template Page
OUpIoaded FPage @'ExternaIF'age

External Page Setting

External URL hitpcit

Choose the External Page selection and get the login page from the specific website. In the
External Page Setting, enter the URL of the external login page and then click Apply.

After applying the setting, the new login page can be previewed by clicking Preview button at the
bottom of this page.

The user-defined logout page must include the following HTML codes to provide the necessary

fields for username and password.
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=form action="us erlogin.s htmIl” method="post” name="Enter”=
<input type="text” name="myus ername’>

<input type="password” name="mypassword ">

<input type="submit” name="submit™ value="Enter"-

input type="reset” name="clear” value="Clear”=

</forms=

2.2.2)Custom Pages — Logout Page
The administrator can apply their own logout page in the menu. As the process is similar to that of the

Login Page, please refer to the “Login Page—Uploaded Page” instructions for more details.

Upload Logout Page - Service Zone: Default

File Name

[Submit][ Lse Default Page ]

Existing Image Files:

Total Capacity: 512 K

Now Used: [ 1
Upload Image Files - Service Zone: Default
Upload Images
Prewie

Note: The different part is the HTML code of the user-defined logout interface must include the following
HTML code that the user can enter the username and password. After the upload is completed, the
customized logout page can be previewed by clicking Preview at the bottom of this page. If restore to
factory default setting is needed for the logout interface, click the “Use Default Page” button.

<form action="userdogout.shtml" method="post" name="Enter">

<input type="text™” name="myusemame">

< input ty pe=""pa ssword” name="Typassword™=

< input ty pe=""submit” name=""submit” v alue="Logowut™>

<input type="resat” name=""clear” value="Clear -

< form>
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2.2.3)Custom Pages — Login Success Page
The users can apply their own Login Success page in the menu. As the process is similar to that of the
Login Page, please refer to the “Login Page” instructions for more details.

* Custom Pages —Login Success Page — Default Page

Choose Default Page to use the default login success page.

Login Success Page Salection for Users - Service Zone: Default
(¥ Default Page O Template Page
C‘Uploaded FPage O External FPage

Default Page Setting - Service Zone: Default

This is default login success page for users.
You could click preview link to preview the default login success page.
Thanks.

Preview
* Custom Pages —Login Success Page — Template Page
Choose Template Page to make a customized login success page. Click Select to pick up a color

and then fill in all of the blanks. Click Preview to see the result first.
Login Success Page Selection for Users - Service Zone: Default

O Default Page @ Template Page
C Uploaded Page O External Page

Template Page Setting

Color for Title Background Select (RGB values in hex mode)
Color for Title Text Select (RGB values in hex made)
Color for Page Background Select (RGB values in hex maode)
Color for Page Text Select (RGB values in hex mode)
Title Login Success Page
Welcome Hello
Information Please click this button to
Logout Logaut
Information2 Thank you
Login Time Login Time

* Custom Pages —Login Success Page—Uploaded Page

Choose Uploaded Page and get the login success page to upload. Click the Browse button to select
the file for the login success page upload. Then click Submit to complete the upload process.

After the upload process is completed and applied, the new login success page can be previewed

by clicking Preview button at the bottom.
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Login Success Page Selection for Users - Service Zone: Default

O Default Page O Template Page
@Uplnaded Page O External Page

Uploaded Page Setting

File Name

Existing Image Files:

Total Capacity: 212 K

Now Used: 0 |
Upload Image Files
Upload Images
Preview

* Custom Pages —Login Success Page — External Page
Choose the External Page selection and get the login success page from the specific website. In the
External Page Setting, enter URL of the external login page and then click Apply. After applying the

setting, the new login success page can be previewed by clicking Preview button at the bottom of

this page
Login Success Page Selection for Users - Service Zone: Default
C'DefaultPage lOTempIate Fage
() Uploaded FPage (& External Page

External Page Setting

External URL hittpi

2.2.4) Custom Pages — Login Success Page for Instant Account
The users can apply their own Login Success page for Instant Users in the menu. As the process is
similar to that of the Login Page, please refer to the “Login Page” instructions for more details.
e Custom Pages —Login Success Page for Instant Account — Default Page

Choose Default Page to use the default login success page for Instant account

Login Success Page Selection for on-demand Users - Service Zone:

Default
(® Default Page O Template Page
O Uploaded Page ) External Page

Default Page Setting - Service Zone: Default

This is default login success page for on-demand users.
You could click preview link to preview the default login success page.
Thanks.

Preview
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Custom Pages —Login Success Page for Instant Account — Template Page
Choose Template to make a customized login success for Instant account. Click Select to pick up a

color and then fill in all of the blanks. Click Preview to see the result.

Login Success Page Selection for on-demand Users - Service Zone:

Default
O Default Page & Template Page

C Uploaded Page (O External Page

Template Page Setting

Color for Title Background

Caolor for Title Text

Color for Page Background

Color for Page Text

Select (RGBwvalues in hex mode)

Select (RGBwvalues in hex mode)

Select (RGBvalues in hex mode)

Select (RGBwalues in hex mode)

Title Login Success Page for Guast Users
Welcome Welcome
Information Please click this button to
Logout Logout
Information2 Thank you

Remaining Usage Remaining Usage

Day Diay
Hour Hour
Min hin
Sec Sec
Login Time Lagin Time
Redeem Redeem

Custom Pages —Login Success Pages for Instant Account —Uploaded Page
Choose Uploaded Page and get the login success page for Instant by uploading. Click the Browse
button to select the file for the login success page for Instant upload. Then click Submit to complete

the upload process.
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Login Success Page Selection for Users - Service Zone: Default

(O Default Page O Template Page
& Uploaded Page O External Page

Uploaded Page Setting
File Name

Existing Image Files:

Total Capacity: 512 K

Now Used: 0 1
Upload Image Files
Upload Images
Previewy

Custom Pages —Login Success Pages for Instant Account — External Page

Choose the External Page selection and get the login success page from the specific website. In the
External Page Setting, enter URL of the external login page and then click Apply. After applying the
setting, the new login success page can be previewed by clicking Preview button at the bottom of this

page.

Login Success Page Selection for oh-demand Users - Service Zohe:

Default
O Default Page O Termplate Page
) Uploaded Page (&) External Page

External Page Setting

External URL httpif
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2.2.5) Custom Pages — Logout Success Page
The administrator can apply their own Logout Success page for Users in the menu. As the process is
similar to that of the Login Page, please refer to the “Login Page” instructions for more details.
* Custom Pages — Logout Success Page — Default Page
Choose Default Page to use the default logout success page.

Logout Success Page Selection for Users - Service Zone: Default

® Default Page O Template Page
O Uploaded Page O External Page

Default Page Setting - Service Zone: Default

This is default logowt success page for users.
You could click preview link to preview the default logout success page.
Thanks.

Preview
e Custom Pages —Logout Success Page — Template Page
Choose Template Page to make a customized logout success page. Click Select to pick up a color

and then fill in all of the blanks. Click Preview to see the result first.
Logout Success Page Selection for Users - Service Zone: Default

O Default Page ® Template Page
C'Uploaded Fage OE}dernaIF’age

Template Page Setting

Color for Title Background Select (RGBvalues in hex mode)
Color for Title Text Select (RGHvalues in hex mode)
Color for Page Background Select (RGHvalues in hex mode)
Color for Page Text Select (RGBvalues in hex mode)
Title Logout Success Page
Information Logout successtully

e Custom Pages —Logout Success Page —Uploaded Page
Choose Uploaded Page and get the logout success page to upload. Click the Browse button to
select the file for the logout success page upload. Then click Submit to complete the upload process.
After the upload process is completed and applied, the new logout success page can be previewed

by clicking Preview button at the bottom.
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Logout Success Page Selection for Users - Service Zone: Default

O Default Page O Template Page
(& Uploaded Page ) External Page

Upload Logout Success Page

File Name

Existing Image Files:

Total Capacity: 512 K

Now Used: 0 K
Upload Image Files
Upload Images
Preview

Custom Pages —Logout Success Page — External Page
Choose the External Page selection and get the logout success page from the specific website.
Enter the website address in the External Page Setting field and then click Apply. After applying the

setting, the new logout success page can be previewed by clicking Preview button at the bottom of

this page.
Logout Success Page Selection for Users - Service Zone: Default
O Default Page O Template Page
) Uploaded Page & External Page

External Page Setting

External URL hittpcit
Default Policy in this Service Zone Policy 1w [ Edit System Poilcies ]
Email Message for Login Reminding [ Edit Mail Message ]
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3) Service Zone Settings —Wireless Settings

Wireless Settings

Set SSID default-ssid
Open Systern -
Authentication
Access Point Security [JEnable 802.1¥ Authentication
Encryption nong

»  Set SSID: Each service zone must setup its own SSID.

»  Access Point Security: Each service zone can setup its own Authentication and Encryption support.
Authentication support: WPA-PSK, IEEE 802.1X (EAP-MD5, EAP-TLS, CHAP, PEAP); and encryption
support: WEP (64/128bit), WPA and WPA2.

4) Service Zone Settings —Managed AP in the service Zone

» Managed AP in this Service Zone: List all APs belonging to this service zone.

Managed AP in this Service Zonhe

IP Address
AP Type AP Name Status
MAC Address

Note: Limitation on WAP-0005 AP (AP Type: LevelOne_Adv-AP) deployment

Because Default Service Zone (system default name: Default) does not support VLAN Tag, network administrators
must pay attention to the limitation when deploying WAP-0005 AP. WAP-0005 supports two modes: (1) Non-VLAN
mode — in this mode, WAP-0005 can only be associated with the Default Service Zone (system default name:
Default) or (2) VLAN mode — in this mode, WAP-0005 can only be associated with other Service Zones (system
default names: SZ1, SZ2, SZ3, or SZ4).
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This section includes the following functions: Authentication Configuration, Black List Configuration, Policy

Configuration and Additional Configuration.

User hi[ 6
. Authentication /[ '\

| Systemn |

\_ Configuration |

Euthemication Conﬁguration:

( Black List Configuration

Additional
Configuration

AP

Management |

= = Authentication
C Policy Configuration Configuration
( Additional Configuration ;
Black List
Configuration
Policy Configuration

| | | Network
. Configuration

E:e) User Authentication

User Authentication

Systern provides 3 authentication servers. Each server allows anly
ane type of authentication method and one Black List Profile. An
authentication policy may be assigned to any policy. System supports
the following external authentication servers: POP3(E), RADIUS,
LDAP and MT Domain.

Systern supports 5 Black List profiles for used within the
authentication server. On-demand users are NOT bounded by the
Black List.

Systern provides 8 policies, each policy can apply independent
firewall profile, specific route profile, login schedule prafile and
bandwidth palicy.

Users will he logged aut automatically after being idle for a specified
period of time. Multiple login of the same user account could be
enabled or disabled {not available to On-demand users). System
provides Logout upon clasing the "Login Success" window aptions,
Login Fage and Logout Page customization, and login notification
email to client.

When MAC Access Contral is enabled, systerm will only provide login
page to those devices listed.

@0
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4.2.1 Authentication Configuration

This section is for administrator to pre-configure authentication servers for the entire system's Service Zones. For a

particular Service Zone, administrator should enable all the authentication servers which will be used and also

specify a default authentication server in the page of Service Zones Settings. Up to four servers which can be

selected and pre-configured here from the authentication databases (Local database, POP3, RADIUS, LDAP, and

NT Domain Server) and one default server for on-demand users can also be pre-configured here for setting up

Service Zones later. (for the Service Zone Authentication Settings, please see 4.1.7 Service Zones)

Authentication Server Configuration

Server Name Auth Method Postfix
Server1 LOCAL local
Sener 2 POF3 pop3
Server 3 RADIUS radius
Server 4 LDAP Idap

On-demand User OMDEMAND ondermand

Server 1~4: There are 5 kinds of authentication methods/databases (Local, POP3, RADIUS, LDAP and NT

Domain) to choose from.

Authentication Server - Server 1

Server HName Server 1 Filts server name)
Postfix local Filts postiix name)
Black List MNone w

Authentication Method Laocal User Setting

Ao

MT Domain

Server Name: Set a hame for the server using numbers (0 to 9), alphabets (a to z or Ato Z), dash (-),
underline () and dot (.) with a maximum of 40 characters, all other letters are not allowed.

Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server using numbers (0 to 9), alphabets (a
to z or Ato Z), dash (-), underline () and dot (.) with a maximum of 40 characters, all other letters are not
allowed.

Black List: There are 5 sets of black lists. You can select one of them or choose “None”. Please refer to 4.2.2
Black List Configuration for more information.

Authentication Method: There are 5 authentication methods, Local, POP3, RADIUS, LDAP and NT Domain
to configure from. Select the desired method and then click the link besides the pull-down menu for more

advanced configuration. For more details, please refer to 4.2.1.1~5 Authentication Methods.

Notice: Enabling two or more servers of the same authentication method is not allowed.
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On-demand User: This is the default authentication server for on-demand or guest users.

On-demand User Server Configuration

Postfix andemand *\=.q. ondemand. Max: £0 char
Receipt Header 1 Welcome! =.0. Welcome

Receipt Header 2

Receipt Footer Thank You! =.g. Thank Yau
, ® none © $usD © £cer O €EUR
Monetary Unit
O Ingut other desired monstary unit, 2.g. AU
VWLAN ESSID default-ssid =.3. sndamand
Wireless Key
Remark for customer’

Billing Hotice Interval @& 10mins O 15mins O 20mins

Lzsers List Billing Cenfiguration  Create On-demand User Billing Report

Server Status: The status shows that the server is enabled or disabled.

Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server using numbers (0 to 9), alphabets (a
to z or Ato Z), dash (-), underline (_) and dot (.) with a maximum of 40 characters, all other letters are not
allowed.

Receipt Header: There are two fields, Receipt Header 1 and Receipt Header 2, for the receipt’'s header.
Enter your own receipt header message or use the default.

Receipt Footer: Enter your own receipt footer message here or use the default.

Monetary Unit: Select or enter the desired monetary unit for your region.

WLAN ESSID: Enter the ESSID of the AP.

Wireless Key: Enter the WEP key of the AP.

Remark: Enter any additional information that will appear at the bottom of the receipt.

Billing Notice Interval: While a volume type on-demand user is still logged in, the system will update the

billing notice of the login successful page by the time interval defined here.
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User List: Click to enter the On-demand User List screen. In the On-demand User List, detailed information

will be documented here. By default, the On-demand user database is empty.

YV V V V

On-demand Users List

Username  Password Remain TimeAfolume Status Expire Time | Delete All

2007/04115-

E353 KIZGEISE 2 hour MNormal 171954 Delete
2007/04115-
EEWE H4ZG453K 2 hour MNormal 172143 Delete

(Total:2) First Previous Mext Last

On-demand Users List

Username  Password Remain TimeNolume Status Expire Time Drelete All

2007/04115-
F353 KZZIGRISE 2 hour Mormal 171954 Delete

(Total1) Eirst Previous Mest Last

Search: Enter a keyword of a username that you wish to search in the text filed and click this button to
perform the search. All usernames matching the keyword will be listed.

Username: The login name of the on-demand user.

Password: The login password of the on-demand user.

Remain Time/Volume: The total time/volume that the user can use currently.

Status: The status of the account. Normal indicates that the account is not in-use and not overdue. Online
indicates that the account is in-use and not overdue. Expire indicates that the account is overdue and
cannot be used.

Expire Time: The expiration time of the account.

Delete All: This will delete all the users at once.

Delete: This will delete the users individually.
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Billing Configuration: Click the hyperlink of Billing Configuration to enter the Billing Configuration page.

In the Billing Configuration page, the administrator may configure up to 10 billing plans.

Billing Configuration
Walid

Plan Status Ty|1-e Explre{l info Duration Price
) volume Mbyte 3 days
® Enabled 5 : .
O Disahled @ Time hours o
0 ming 0 hours
O volume Mbyte
days
© Enabled y:
® Disabled O Time hours s
mins haours

» Status: Select to enable or disable this billing plan.

» Type: Set the billing plan by “Volume” (the maximum volume allowed is 9999999 Mbyte) or “Time” (the
maximum time allowed is 999 hours and 59 minutes).

» Expired Info: This is the duration of time that the user needs to activate the account after the generation of
the account. If the account is not activated during this duration, the account will self-expire.

» Valid Duration: This is the duration of time that the user can use the account after the activation of the
account. After this duration, the account will self-expire.

» Price: The price charged for this billing plan.

Create On-demand User: Click this to enter the Create On-demand User page.

Create On-demand User

Plan Type Price Status Function

1 2 hrs 0 mins 20 Enabled .
2 A M, Disahbled .

Pressing the Create button for the desired rule, an On-demand user will be created, then click Printout to
print a receipt which will contain this on-demand user’s information. There are 500 On-demand user

accounts available.

Username F3S3@ondemand
Password KZZGEISE
Price 20
Usage 2 hrs 0 mins

ESSID : default-gsid

Yalid to use until: 2007/041517:15:54

Thank You!

[~ Privout T = Cioss ]
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Billing Report: Click this to enter the On-demand users Summary report page. In On-demand users
Summary report page, Administrator can get a complete report or a report of a particular period.

»  Report All: Click this to get a complete report including all the on-demand records. This report shows
the total expenses and individual accounting of each plan for all plans available.
»  Search: Select a time period to get a period report. The report tells the total expenses and individual

accounting of each plan for all plans available for that period of time.

Authentication Method — Local User Setting
Choose “Local User” in the Authentication Method field, the hyperlink besides the pull-down menu will

become “Local User Setting”.

Authentication Server - Server 1

Server Name Server 1 Filts server namel
Postiix local F(its postfic name)
Black List Maone v

Authentication Method Local User Setting

€

T Domain

Click the hyperlink to get in for further configuration.

Local User Setting
Edit Local User List

© Enabled @ Disabled
Radius Roaming Out (L acal user database will be used as authentication database for
roaming out users)

© Enabled @ Disabled
802.1x Authentication (| ocal user database will be used as internal RADIUS database for
802 1¥-enahled LAN devices, such as AF and switch)

Edit Local User List: Click this to enter the “Local User List” screen.

[AddUser H Upload User ][ Download User

Users List
Policy
Username Password MAC VPN Termination Enabled Del All
Remark

(Total0y Eirst Previous Mext Last
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Add User: Click Add User to enter the Add User interface. Fill in the necessary information such as
“Username”, “Password”, “MAC” (optional) and “Remark” (optional). Notice that username cannot start with

“guest” if guest user is enabled. Then, select a desired Policy and click Apply to complete adding the user or

users.
Add User
kem Username Password [xx:xx:}?!{f}g{:xx:xm Policy Remark Ten:{::::nion
1 I I | [Mone v | | O
2 | I I | [Mone ] | | O
3 | I I | [Mone ] | | O
Add some users:
Add User
MAC .
ttem Username Password O KR AK Policy Remark
1 |aice T | ' [Paiicyz | | |
2 |E|Db | |ooov"u| | | | |F'D|il23-'1 vl | |
3 |cathy | [eesss | [onmo0m0e40:21 | [Policyd v | [longtime]
4 ||| || | | [None v | |
- [ 1T 1T | I I ol | ]
Click “Apply” to save the settings.
Usger'Alice” has bheen added!
Usger'Bob' has heen added!
User'Cathy' has been added!
Add User
MAC .
em Username Password (O KHARHH N Policy Remark
1 ||| || | | [none v | |
2| ||| || | [mone v | |
3 ||| ||| | [Mane v | |
A | | | | | | |r~.lnnn vl | |

Upload User: Click this to enter the Upload User interface. Click the Browse button to select the text file for the

user account upload. Then click Submit to complete the upload process.

Note: The forimat of each line is "ID, Password, MAC, Policy, Remark™ without the quotes.
There must be no space between the fields and commas. The MAC field could be omitted
bt the trailing comma must be retained. When adding user accounts by uploading a file,
existing accounts in the embedded database that are also defined in the data file will not be
replaced by the new ones.

Upload User Account

File Hame I Browse... |
Subrmit |

The uploading file should be a text file and the format of each line is "ID, Password, MAC, Policy, Remark"
without the quotes. There must be no spaces between the fields and commas. The MAC field could be omitted

but the trailing comma must be retained. The Group field indicates policy humber to use. When adding user
52



AMG-2000
User’'s Manual

accounts by uploading a file, the existing accounts in the embedded database will not be replaced by new ones.

password policy
1D MAC remark

( cadon,cadon,00:00:00:00:00:00,1,the admin ]

( test, test,,2, testing account ]

1D policy

password  remark

Download User: Click this to enter the Users List page and the system will directly show a list of all created

user accounts. Click Download to create a .txt file and then save it on disk.

Palicy
Username Password MAC
Remark
2
Alice alice
1
Bk 123hbh
4
Crathy 41380 00:90:08:06:40:21
lang time
Download
Refresh: Click this to renew the user list.
[ Add User ][ Upload User ][ Download User ][ Refresh
| |[ Search ]
Policy
Username Password MAC Del All
Remark
Palicy 2
Alice alice Delete
Falicy 1
Bob 123bbb Delete
Palicy 4
Cathy 41380 00:90:0B:06:40:21 Delete
long time
FPolicy 1
All | Delet
En appie night shif ElEle
t

(Total 4y First Previous Mext Last
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Search: Enter a keyword of a username that you wish to search in the text filed and click this button to perform

the search. All usernames matching the keyword will be listed.

[ Adduser | [ UploadUser | [ Download User | [ Refresh

|cathv |[ Search ]
Policy
Username Password MAC Del Al
Remark
Folicy 4
Cathy 41380 00:90:0B:06:40:21 Delete
lang tirme

(Total:1) Eirst Previous MNext Last

Del All: This will delete all the users at once.

Delete: This will delete the users individually.

Edit User: If you want to edit the content of individual user account, click the username of the desired user
account to enter the Edit User Interface for that particular user, and then modify or add any desired information
such as “Username”, “Password”, “MAC” and “Remark” (optional). Then, click Apply to complete the

modification.

User Profile

Username |Cathy |*

Password |-uu |

MAC [00:90:08:06:40:21 |

Remark |I0ng time |

Radius Roaming Out / 802.1x Authentication: Enable the two function separately and the hyperlink of Radius

Client List.

Local User Setting

Edit Lacal User List

® Enabled O Disahled
Radius Roaming Out (| ncal user database will be used as authentication database for
roaming out users.)

& Enabled O Disabled
802.1x Authentication L ocal user database will be used as internal RADIUS database for
802 1¥-enabled LAM devices, such as AP and switch)

Radius Client List

Click the hyperlink of Radius Client List to enter the Radius Client Configuration page. Choose the desired
type, Disable, Roaming Out or 802.1x and key in the related data and then click Apply to complete the

settings.
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Radius Client Configuration

No. Type IP Adiress Segment Secret
1 |Disable w 255 255 255 255 (132)
2 | Dizable “ 255 255 255 255 (132)
3 | Dizable “ 255 255 255 255 (132)
4 | Dizable “ 255 255 255 255 (132)
£ | Dizable “ 255 255 255 255 (132)

Roaming Out: This is the Radius Roaming Out function that our company cooperates with 11l (Institute for
Information Industry). When you select “Roaming Out”, the local user can login from other site.

802.1x: This system support PEAP (Protracted Extensible Authentication Protocol) function. When selecting
802.1x, the system is provided with this function. 802.1x function must be used in LAN.

Authentication Method — POP3

Choose “POP3" in the Authentication Method field, the hyperlink beside the pull-down menu will become
“POP3 Setting”.

Authentication Server - Server 2

Server Name Server 2 Filts zeneer name)
Postfix pop3 F(ltz postfic name)
Black List Mone A
Auhentication Method POP3 v
Enable VPN Termination O

Click the hyperlink for further configuration. Enter the related information for the primary server and/or the
secondary server (the secondary server is not required). The blanks with red star are necessary information.

These settings will become effective immediately after clicking the Apply button.

Primary POP3 Server

Server IP FiDamain Name/P)
Port FiDefault: 110)
SSL Setting [ Enable S5L Connection

Secondary POP3 Server

Server IP
Port

SSL Setting 1 Enable 5L Cannection

Server IP: Enter the IP address/domain name given by your ISP.
Port: Enter the Port given by your ISP. The default value is 110.

SSL Connection: If this option is enabled, the POP3s protocol will be used to encrypt the authentication.
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Authentication Method — RADIUS
Choose “RADIUS” in the Authentication Method field, the hyperlink beside the pull-down menu will become
“Radius Setting” and there is a hyperlink of “Edit Policy Mapping” shows beside Policy.

Authentication Server - Server 3

Server Name Server 3 Piltz zerver namel
Postfix radius Filts postfis name)
Black List Mone '
Authentication Method RADILS v
Enable VPN Termination |

Click the hyperlink for further configuration. The Radius server sets the external authentication for user
accounts. Enter the related information for the primary server and/or the secondary server (the secondary
server is not required). The blanks with red star are necessary information. These settings will become

effective immediately after clicking the Apply button.

Radius Setting

802.1x Authentication O Enabled & Disabled
Trans Full Name O cormplete re.g. usert @eompany.com) & Only 1D fe.g. usert)
NASID
Class-Policy Mapping [ Edit Class-Policy Mapping |

Primary RADIUS Server

Server IP FiDomain MamedIP Address)
Authentication Port F(Default: 1212)
Accounting Port FDefault: 1913)
Secret Key d
Accounting Service ) Enabled O Disabled
Authentication Protocol PAFP  w

Secondary RADIUS Server
Server IP KDomain HamedF dddress)

Authentication Port

Accounting Port

Secret Key
Accounting Service () Enabled O Disabled
Authentication Protocol CHAP +

802.1X Authentication: Enable this function and the hyperlink of Radius Client List will appear. Click the
hyperlink to get into the Radius Client Configuration list for further configuration. In the Radius Client
Configuration table, the clients, which are using 802.1X as the authentication method, shall be put into this

table. AMG-2000 will forward the authentication request from these clients to the configured Radius Servers.
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Radius Setting

® Enahled O Disabled
Radius Client List

202.1x Awrhentication

Trans Full Name O Complete (.. usert @company. com) ® Qnlky 1D (e.g. usert)
NASID
Class-Policy Mapping [ Edit Class-Policy Mapping ]

Radius Client Configuration

No. Type IP Address Segment Secret
1 | Dizable w 255 255 255 255 (j32) |
2 | Dizable w 255 255 255 256 (j32) |w
3 | Disakle v 255 255 255 256 (132) |v

Trans Full Name: When enabled, the ID and postfix will be sent to the RADIUS server for authentication. When
disabled, only the ID will be sent to RADIUS server for authentication.

NASID: Enter a line of characters, for example “meeting-room”, for identifying AMG-2000 itself to the RADIUS
server. Please use numbers (0 to 9), alphabets (a to z or Ato Z), dash (-), underline (_) and dot (.), and all other
letters are not allowed.

Server IP: Enter the IP address/domain name of the RADIUS server.

Authentication Port: Enter the authentication port of the RADIUS server and the default value is 1812.
Accounting Port: Enter the accounting port of the RADIUS server and the default value is 1813.

Secret Key: Enter the key for encryption and decryption.

Accounting Service: Select this to enable or disable the “Accounting Service” for accounting capabilities.
Authentication Protocol: There are two methods, CHAP and PAP for selection.

Click the hyperlink of Edit Policy Mapping for further configuration. In Class Attribute filed, enter the class
attribute according to the setting of Radius server and assign a policy. The class attribute could be a character
string using numbers (0 to 9), alphabets (a to z or Ato Z), dash (-), underline (_) and dot (.), all other letters are
not allowed. These settings will become effective immediately after clicking the Apply button.

Radius Policy Mapping - Server 3

O Enable ® Disable

Mo. Class Attribute Policy Remark
1 Policy 1 W
2 Policy 1w
3 Policy 1 %
4 Policy 1w
a Policy 1w
B Policy 1 W
7 Policy 1w
8 Policy 1 %
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Authentication Method — LDAP

Choose “LDAP” in the Authentication Method field, the hyperlink beside the pull-down menu will become
“LDAP Setting”.

Authentication Server - Server 4

Server Name Server 4 Flts senver name)
Postfix Idap Filts pastfix name)
Black List Mone v
Authentication Method LOAP v
Enable VPN Termination [l

Click the hyperlink for further configuration. Enter the related information for the primary server and/or the
secondary server (the secondary server is not required). The blanks with red star are necessary information.

These settings will become effective immediately after clicking the Apply button.

Primary LDAP Server

Server IP FiDromain NamedP)
Port FiE:c 380)
Base DN FITN=,de=,dc=)
Account Attribute FEx: uid)
Secondary LDAP Server
Server IP
Port
Base DN

Account Attribute

Palicy Mapping
LDAP Policy Mapping Map LDAP Attributes to Palicy

Server IP: Enter the IP address or domain name of the LDAP server.
Port: Enter the Port of the LDAP server, and the default value is 389.
Base DN: Enter the distinguished name of the LDAP server.

Account Attribute: Enter the account attribute of the LDAP server.
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Authentication Method — NT Domain
Choose “NTDomain” in the Authentication Method field, the hyperlink beside the pull-down menu will become

“NT Domain Setting”.

Authentication Server - Server 1

Server Name Server 1 Filts zenver name)
Postfix local Filtz postfis name)
Black List Mone '
Authentication Method MT Domain » MNT Domain Setting
Enable VPN Termination O

Click the hyperlink for further configuration. Enter the server IP address and enable/disable the transparent login

function. These settings will become effective immediately after clicking the Apply button.

Domain Controller

Server IP FiIF Address)

Transparem Login O Enabled & Disabled indows 2000, 2003 or above)

Server IP address: Enter the server IP address of the domain controller.
Transparent Login: If the function is enabled, when users log into the Windows domain, they will log into

AMG-2000 automatically.
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4.2.2 Black List Configuration

The administrator can add, delete, or edit the black list for user access control. Each black list can include 40 users
at most. If a user in the black list wants to log into the system, the user’s access will be denied. The administrator
can use the pull-down menu to select the desired black list.

Black List Configuration

Select Black List: 1:Blacklistl
i —

Name 2:Blacklist2
J:Blacklista
User 4:Blacklists

5:Blacklista
(Total:0y First Prewv Mest Last

Add Useris)

e Select Black List: There are 5 lists to select from for the desired black list.
* Name: Set the black list name and it will show on the pull-down menu above.

* Add Users: Click the hyperlink to add users to the selected black list.

Add Users to Blacklist Blacklisti

Item Username Remark
1 James restricted
2
3

After entering the usernames in the “Username” blanks and the related information in the “Remark” blank (not

required), click Apply to add the users.
Tzer Tames' has been added!

E) Add Users to Blacklist

Add Users to Blacklist Blacklist1

Item Username Remark

If the administrator wants to remove a user from the black list, just select the user’s “Delete” check box and

then click the Delete button to remove that user from the black list.

Black List Configuration

Select Black List: T:Blacklistl
Name Blacklistl
User Remark
James restricted
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4.2.3 Policy Configuration

There are 8 policies and one Global Policy in Policy Configuration. Except Global Policy, every Policy has three
profiles, Firewall Profile, Specific Route Profile, and Schedule Profile as well as Total Bandwidth, Individual
Maximum Bandwidth and Individual Request Bandwidth setting for that policy.

. Policy 1~8

Policy Configuration

Select Policy: Paliey 1
Firewall Profile
Specific Route Profile
Schedule Profile
00 Profile

»  Select Policy: Select Policy 1 ~ Policy 8.

Policy Configuration

Select Policy: Palicy 1 »
Glohal
Firewall Profile Policy 1

Specific Rowute Profile

Schedule Profile

0S Profile
Policy Configuration
Select Policy: Palicy 1w
Firewall Profile
Specific Route Profile
Schedule Profile
00S Profile

»  Firewall Profile
Click the hyperlink of Setting for Firewall Profile, the Firewall Profiles list will appear. Click the numbers
of Filter Rule Item to edit individual rules and click Apply to save the settings. The rule status will show

on the list. Check “ Active” to enable that rule.

Policy 1 - Firewall Configuration

Predefined and Custom Service Protocols

Firewall Rules

Attention: Filter Rule Item 1 is the highest priority, Filter Rule Item 2 is the second priority, and so on.
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Policy 1 - Firewall Rules

Source IPSec
. ) Encrypted i
No. Active  Action Name Service  Schedule
Destination IPSec
Encrypted
AMY
. Block ALL Always
AMY
AN
2 [l Block ALL Alweays
AR

Policy 1 - Edit Filter Rule

Rule Item: 1 Rule Name:
Source Destination
Interface ALL w Interface ALL w
IP Adiress IP Adiress
Subnet Mask 285205205205 (310) w Subnet Mask 255205205205 (30 W
MACAddress
Tame U Tame O
Service ALL w
Schedule ® always O Recurring O One Time
Action ®Block O Pass

Rule Item: This is the rule that you have selected.

Rule Name: The rule name can be changed here. The rule name can be set to easily identify, for
example: “from file server”, “HTTP request” or “to web”, etc.

Action: There are two options, Block and Pass. Block is to prevent packets from passing and Pass is to
permit packets passing.

Source MAC Address: The MAC address of the source IP address. This is for specific MAC address
filter.

Source/Destination — Interface: There are four interfaces to choose, WAN1, WAN2, LAN1~LAN4 Port
and Private Port.

Source/Destination —IP: Enter the source and destination IP addresses.

Source/Destination —Subnet Mask: Enter the source and destination subnet masks.

Specific Route Profile

Click the hyperlink of Setting for Specific Route Profile, the Specific Route Profile list will appear.

Policy 1 - Specific Default Route

Enable []  Default Gateway: | IF Address v

Policy 1 - Specific Route Profile

Destination Gateway
Route ftem
IP Address Subnet Netmask IP Address
1 255255 255 255 (J32) v
2 255 255255 255 (32) W

Profile Name: The profile name can be changed here.
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Default Gateway: Choose an appropriate default gateway from the drop-down menu, or enter IP address
manually into the blank. Check the “Enable” box to enable this function.

IP Address: The destination IP address of the host or the network.

Subnet Netmask: Select a destination subnet netmask of the host or the network.

IP Address: The IP address of the next router to the destination.

Schedule Profile

Click the hyperlink of Setting for Schedule Profile to enter the Schedule Profile list. Select “Enable” to
show the list. This function is used to restrict the time the users can log in. Please enable/disable the
desired time slot and click Apply to save the settings. These settings will become effective immediately

after clicking the Apply button.

£ Login Schedule Profile

Enabled & Disabled

® Enabled O Disabled

Policy 1 - Login Schedule Profile

HOUR SUN MON TUE WED THU FRI SAT
00:00~00:59
01:00~01:59
02:00~02:59
03:00~0359
04:00~04:59

QoS Profile
Click the button of Setting for QoS Profile to enter the Traffic Configuration. Choose one Traffic Class

for that particular policy.

Policy 1 - Traffic Configuration

Traffic Class Best Effort  «
Total Downlink Unlirited »
Individual M_axlmum Unlimited
Downlink
Individual Ffequest Mone 3
Downlink
Total Uplink Unlimited
Individual I_'ul-aximum Unlimited
Uplink
Individual Request
Uplink Mone W

Traffic Class: Define allowed class and choose among Voice, Video, Best Effort and Background.
Total Downlink/Uplink: Define maximum downlink and uplink allowed of the total bandwidth shared by
users within the same policy.

Individual Maximum Downlink/Uplink: Define maximum downlink and uplink allowed for individual user;
the individual maximum bandwidth can not exceed the value of total downlink / uplink.

Individual Request Downlink/Uplink: Define the guaranteed minimum downlink and uplink for

individual user; the minimum bandwidth can not exceed the setting value of total downlink and uplink and
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Global Policy

>

>

Select Policy: Select Global to set the Firewall Profile and Specific Route Profile.

Policy Configuration

Select Policy: Glohal w

Specific Route Profile

Firewall Profile
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Firewall Profile: Click the hyperlink of Setting for Firewall Profile, the Firewall Profiles list will appear.

Click the numbers of Filter Rule Item to edit individual rules and click Apply to save the settings. The

rule status will show on the list. Check “Active” to enable that rule.

Global Policy - Firewall Configuration

Predefined and Custom Service Protocols

Firewall Rules

Global Policy - Service Protocols List

Mo. Name
1 ALL
2 ALL TGP

Description

ALL

TGP, Source Port: 065535, Destination Port: 0~65535

3 ALL UDF UDF; Source Paort: 0~65535, Destination Port: 0~65535

4 ALLICMP
] FTF

4 HTTP
7 HTTFS
g POP3
9 SMTP
10 DHCF

ICMP; Type: Any, Code: Any

TCRUDP; Destination Paort: 20,21
TCPIUDP, Destination Port: 80
TCPIUDP,; Destination Port: 443

TCP; Destination Port: 110
TCP, Destination Port: 25

UDFP,; Destination Port: 67,68

(Total: 27) Eirst Prev Mext Last

Glob

No. Active Action Name

Block

|_1
O

2 O Block

al Policy - Firewall Rules
Source IPSec
Encrypted .
Senvice  Schedule
Destination IPSec
Encrypted
AMY
ALL Abways
AMY
AMY
ALL Abways
AMY
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Global Policy - Edit Filter Rule

Rule tem: 1 Rule Name:
Source Destination
Interface ALL “ Interface ALL v
IP Address IP Address

Subnet Mask

2652585255255 (32 v | Subnet Mask 256.2656.2585.255 (32) v

MACAddress
IPSec IPSec
Traffic g Traffic a
Service ALL v
Schedule @ Always O Recurring O One Time
Action ® Block O Pass

Rule Item: This is the rule that you have selected.

Rule Name: The rule name can be changed here.

Action: There are two options, Block and Pass. Block is to prevent packets from passing and Pass is to
permit packets passing.

Source —MAC Address: The MAC address of the source IP address. This is for specific MAC address
filter.

Source/Destination —Interface: There are four interfaces to choose, WAN1, WAN2, LAN1 and LANZ2.
Source/Destination —IP Address: Enter the source and destination IP addresses.
Source/Destination —Subnet Mask: Enter the source and destination subnet masks.

Specific Route Profile: Click the hyperlink of Setting for Specific Route Profile, the Specific Route

Profile list will appear.

Global Policy - Specific Route Profile

Destination Gateway
Route fem
IP Address Subnet Netmask IP Address
1 255 255 255 255 (1321 W
2 255 255 255 255 (1321 W
3 255 255 255 255 (1321 W

IP Address (Destination): The destination IP address of the host or the network.
Subnet Netmask: Select a destination subnet netmask of the host or the network.

IP Address (Gateway): The IP address of the next router to the destination.
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4.2.4  Additional Configuration

Additional Configuration

Idle Timer: (10 “Range: 1-1440)

User Control Multiple Lagin D(Dn-demand and RADIUS authentication do NOT support
multiple lagin.)

Logout upon cloging the "Login Success" window

Session Timeout; 120 FiRange: 5-1440)

Roaming Out ) .
Timer ldle Timeout: 10 F(Range: 1-120%
Interim Update: a F(Range: 1-1200

Upload File Certificate

volurne (O Enable & Disable
Credit Reminder

Tire O Enable & Disable

Enhance User  Permit MAC Address List iGontral listto manage which elient devices are allowed
Authentication  to aceess the login page)

* User Control: Functions under this section applies for all general users.
Idle Timer: If a user has been idled with no network activities, the system will automatically kick out the user.
The logout timer can be set in the range of 1~1440 minutes, and the default logout time is 10 minutes.
Multiple Login: When enabled, a user can log in from different computers with the same account. (This function
doesn’t support On-demand users and RADIUS accounting.)
Logout upon closing the login Success window: When a user logs into the network, a small window will
appear to show the user’s information and there is a logout button for the logout. If enabled. When the users try
to close the small window, there will be a new popup window to confirm the logout in case the users click the

logout button by accident.

* Roaming Out Timer
Session Timeout: The time that the user can access the network while roaming. When the time is up, the user
will be kicked out automatically.
Idle Timeout: If a user has been idled with no network activities, the system will automatically kick out the user.

Interim Update: The system will update the users’ current status and usage according to this periodically.

* Upload File
1. Certificate: The administrator can upload new private key and customer certificate. Click the Browse

button to select the file for the certificate upload. Then click Submit to complete the upload process.

Upload Private Key

File Name

Upload Customer Certificate

File Name

Use Default Cettificate |
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Click Use Default Certificate to use the default certificate and key.
E) Use Default Certification

You just overwrote the setting with default KEY & default CAfile
You should restart the systern to activate this. Click to restart,

Credit Reminder: The administrator can enable this function to remind the on-demand users before their credit
run out. There are two kinds of reminder, Volume and Time. The default reminding trigger level for Volume is

1Mbyte and the level for Time is 5 minutes.

volume & Enable O Disable
1 hbyte  =(Range: 1-10; Default: 1)
Credit Reminder

Tirme & Enable O Disable

5 minutes  “(Range: 1-20; Default )

MAC Address Control: With this function, only the users with their MAC addresses in this list can log into
AMG-2000. There will only be 40 users allowed in this MAC address list. User authentication is still required for
these users. Please enter the MAC Address List to fill in these MAC addresses, select Enable, and then click
Apply.

MAC Address Control

O Enabled & Disabled

tem MAC Address Item MAC Address
1 2
3 4

Caution: The format of the MAC address is: XX:XX: XX XX XX:XX OF XX-XX-XX-XX-XX-XX.
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AMG-2000 supports to manage up to 12 access points (AP), and they can be configured in this section. This section

includes the following functions: AP List, AP Discovery, Manual Configuration, Template Settings, Firmware

Management and AP Upgrade.

8

C A L ~
p——————
' AP Discovery
—,
' Manual Configuration 1
‘ emplate Settings |
;. —
Firmware Management
' AP Uparade

E) AP Management

AP List

AP Discovery

Manual Configuration

Template Settings

Firmware Management

AP Upgrade

Hetwork

AP Management

The list shows the currert AP sumimary including tpe, name, P, MAC |
and online status. It also provides the operations for each AP on|
reboot, enable, disable, delete, apply a new template, and to do
further examination or detailed configuration.

This discovery function is to detect the unmanaged APs within LANS
and assign the desired |Ps for the future management. With the APE
access infarmation, administrator is able to manually or automatically|
discover AP on the selected LAMN(E)

Administrators who are familiar with the new AP can set it up
manually by filling in the necessary information. There are three |
ternplates from the drop-down box that can be chosen

Administrators can edit termplate settings here. These temnlates are |
saved and can be used in"Manual Configuration” and "AP Discovery' |
sections

This page lets administrators manaoge firmwares and shows each
firrrware's information with operations of download and delete. |
This page shows each AP on name, firmware version and the time |
previously heing upgraded. Administrators can choose a firfware
wersion fram the drop-down box to upgrade APs. Several AR upgrades |
can be processed simultaneausly by checking the upgrade boxes

e0

68



AMG-2000
User’'s Manual

431 AP List

All of the AP under the management of AMG-2000 will be shown in the list. The AP can be edited by clicking the
hyperlink of AP Name and the AP status can be got by clicking the hyperlink of Status.

AP List

IP Address
O AP Type AP Name Service Zone Status
MAC Address

[ Rehoot ][ Enahle ][ Disahle ][ Celete ][ Apply Template ][ Apply Service Zone

(Total: 0y First Prev Mex Last

After adding 1 AP:

AP List
i
£l AP Type AP Mammie Status
[E T
192 16611 online
T p P A Jnlins
£ | LanmOne.Sud —_— - DOCOE 7€ T B4 CF [Enabled)
[Reboot | [ Enatle | [ Disable ][ Delete ][ Apply Tempiate |

(Total 1) First Prov Nes Last

You can check any AP and then click the button below to Reboot, Enable, Disable and Delete the checked AP.

AP List
P
AP Typ AP Haine Status

MAC
= B 192168.11 Onling
{[¢]]] LeveiOne_Std-AF  NEWDEY-0000] -
|21 Levesome_ EWDEY-00] e Daine
[ Reboot | [ Enatle || Disable | [ Delets | [ Apply Temptate |

(Total 1) Eirsl Prew et Last

Click Apply Template to select one template to apply to the AP.

2 http://10.2.3.171 - AMG-2000 - Microsoft Internet Explorer B ] |

Template

ITEMPLATEB 'l APPLY CAMCEL

Template: TEMPLATES

SSID apmagt
Channel 1"
Transmisstion Rate  Auto

Security Disabled

[Elane [T T w4
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e AP Name

Click AP Name and enter the interface about related settings. There four kinds of settings, General Settings,

LAN Interface Setting, Wireless Interface Setting and Access Control Setting. Click the hyperlink to go on
the configuration.

General Settings
Mame MEWDEY -00001
Setthng Reinalk Mone

Fitmniwaie 1.20

LAN Interface Sefting

P 19216822

—
=

Inle Static IF

Wireless Interface Sefting
SSID apmit

Wiieless LAN Channel 11

Security Type  Disabled

Access Control Setting
Status  Disabled

Access Comtrod Made | Allowied

Murmiber of MAC
Addiesses

» General Setting: Click Setting to enter the General Setting interface. You can revise the AP Name,

Admin Password and Remark. Besides, you can see the firmware information here.

General Settings
Name ||MEWDEY-00001
Admin Password |1234
Remark

Firmware | 1.23

» LAN Setting: Click LAN to enter the LAN Setting interface. Input the data of LAN including IP address,
Subnet Mask and Default Gateway of AP.

LAN Settings
IP Address |1 92.168.22 *
Subnet Mask |255.255.255.D i
Default Gateway [0.0.0.0 *
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» Wireless LAN: Click Wireless LAN to enter the Wireless interface. The data of Properties and Security

need to be filled.

Wireless
SSID {aprmot
SSID Broadcast  [Enable x]
Channel m
Transmission Maode Im

Transmission Rate m

(Default: Aute; Range: from 1 te 54 Mbps)

CTS Protection |Disable :I'

(Drefault: Dizable)

Properties
Fragment Threshold 12346
(Default: 2346; Range: from 256 to 2345)
RTS Thieshold 12347
(Default: 2247; Range: from O to 2347)
Beacon Interval {ms) |1 i
(Default: A100; Range: from 20 to 1024 mseac)
Preamble Type | Lang jv
(Default: Long)
1APP |Enab|e ’l
(Default: Emable)
Security Type |Disab|e "I [T 802 1% Authentication
Security

WEP Authentication Type IE'UTh :I'

Properties

SSID: The SSID is the unique name shared among all APs in a wireless network. The SSID must be the
same for all APs in the wireless network. It is case sensitive and has a maximum length of 32 bytes.
SSID Broadcast: Select this option to enable the SSID to broadcast in your network. When configuring
the network, you may want to enable this function, but make sure to disable it when you finished. With
this enabled, someone could easily obtain the SSID information with the site survey software and get
unauthorized access to your network. With this disabled to increase network security and prevent the
SSID from being seen on networked.

Channel: Select the appropriate channel from the list to correspond with your network settings; for
example, 1 to 11 channels are suitable for the North America area.

Transmission Mode: There are 3 modes to select, 802.11b (2.4G, 1~11Mbps), 802.11g (2.4G, 54Mbps)
and Mix mode (b and g).

Transmission Rate: The default is Auto. Available range is from 1 to 54Mbps. The rate of data
transmission should be set depending on the speed of your wireless network. You can select from a
range of transmission speed or you can keep the default setting, Auto, to make the Access Point
automatically use the fastest rate possible.

CTS Protection: The default value is Disable. When select “Enable”, a protection mechanism will
decrease collision probability when many 802.11g APs exist simultaneously. However, performance of
your 802.11g APs may decrease.

Fragment Threshold: Breaking a packet into smaller units when transmitting over a network medium
that cannot support the original size of the packet.

Beacon Interval (ms): Enter a value between 20 and 1000 msec. The default value is 100 milliseconds.
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The entered time means how often the beacon signal transmission between the access point and the
wireless network.

Preamble Type: The length of the CRC (Cyclic Redundancy Check) block for communication between
the Access Point and roaming wireless adapters. You can select either Short Preamble or Long
Preamble.

IAPP: Inter Access-Point Protocol is designed for the enforcement of unique association throughout a
ESS (Extended Service Set) and for secure exchange of station’s security context between current

access point (AP) and new AP during handoff period.

Security: There are four kinds of security type, WEP, WPA, WPA2 andWPA2 Mixed for selection.

Disable: Choose this type, there is no any encryption used but 802.1x Authentication and
Authentication Type. For Authentication Type, you can choose Open System, Shared Key or Both

according to the settings of the AP and Client. Check 802.1x Authentication to enable this function and

enter the related data, if necessary.

Security Type |Disable 'I [T 802 1% Authentication

Security
WEP Authentication Type | Bath vI
Dpen System
1 |Shared Key
'V Aoy WX Clear o
SecurityType  [Disable  x] ¥ 8021 Authentication
WEP suthentication Type |E|DTh 'I
Security Radius Server
P |
802.1x Fort I'I =
Secret |

WEP: WEP uses an encryption key that automatically encrypts outgoing wireless data. On the receiving
side, the same encryption key enables the computer to automatically decrypt the information so it can
be read. Select Authentication Type (Open System, Shared Key or Both), Key Length (64 bits or 128

bits), Key Index (Keyl~Key4) and then input the Key. Check 802.1x Authentication to enable this
function and enter the related data, if necessary.

Security Tvpe |WEF' ‘I V¥ 802.1% Authentication

Authentication Type IEIUTh 'I
ey Length |E4 hits 'I
ey Format IASCII 'I

Keyindex |Keyl ¥
Keyl ket
Security ey |ke\,r02

keyd IkeyDS

Keysd |keyDd

Radius Server
IP |

B02.1x

Port 1812

Secret |
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WPA: WPA is Wi-Fi's encryption method that protects unauthorized network access by verifying network

users through a server. Select 802.1x or WPA-PSK security type and enter the related information

below.
Security Type
SECIkY WPAPSK
TKIP
Security Type
Security

B802.1x

WPA x| [wra-psk |

Passphrase/PSK I

|Passphrase 'I

WPA b | R

Radius Server
P |

Port J1812

Secret |

WPA2: Wi-Fi Protected Access version 2. The follow on security method to WPA for Wi-Fi networks that

provides stronger data protection and network access control. Select 802.1x or WPA-PSK security type

and enter the related information below. WPA2 only can use AES encryption type.

Security Type
Ll WPA-PSK
AES
Security Type
Security

802.1x

[ wipaz x| |wra-pPsK x|
Passphrase/P Sk I
|Passphrase vI
|wiPaz zlfsozax 7]
Radius Server
P [
Port [1812

Secret |

WPA Mixed: If you want to use TKIP and AES encryption type at the same time, you can choose this

security type. Select 802.1x or WPA-PSK security type and enter the related information below.

Security Type
Security
WPA-PSK
Security Type
Security
802 1%

|wiPaz Mived x| [wPa-PaK =]

Passphrase/FEK I

IPassphrase vl

|wiPaz mived =] [8021x =]

Radius Server
P |

Port [112

Secret |
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» Access Control: In this function, when the status is “Enabled”, only these clients which MAC addresses
are listed in the list can be allowed to connect AMG-2000. When “Disabled” is selected, all clients can
connect AMG-2000. The default is Disabled.

Access Control
Status Enabled »
Disabled

MAC Address List
1 00:00:00:00:00:00 00:00:00:00:00:00
3 00.00:00:00:00:00 4 00:00:00.00:00:00
5 D0:00:00:00:00:00 B 00:00:00:00;00:00
7 00.00:00:00:00:00 B 00:00:00:00:00:00
g | 00-00:00-00:00:00 10 00-00:00:00:00:00
11 00:00:00:00:00:00 12 00:00:00:00:00:00
13 00:00;00.00.00:00 14 00:00;00:00:00:00
15 00:00:00:00:00:00 16 00.00:00:00:00:00
17 00:00:00:00:00:00 18 00:00:00:00:00:00
18 00:00:00:00:00.00 20 00:00:00:00:00:00

Status

After clicking the hyperlink of Status, you can see the basic information of the AP including AP Name, AP Type,
LAN MAC, LAN MAC, Wireless LAN MAC, Up Time, Report Time, SSID, Number of Associated Clients
and Remark. In the below of the AP Status Detail, there are the related detailed information, System Status,

LAN Status, Wireless LAN Status, Access Control Status and Associated Client Status.

AP Status Sunmary
AP Name MEWDE -00001
AP Type LevelOnesP
LAN MAC
Wireless LAN MAC
Up Time [,
Report Time [R5
sSsip [IA
Humber of Associated 0
Clients
Remank
AP Status Detail
Systemn Status
LAN Status
Wit eless LAN Status
Access Couliol Status

Associated Cliemt Status
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» System Status: The table shows the information about AP Name, AP Status and Last Reporting Time.

System Information

AP Name MWEWTE Y -00001
AP Status Online
Last Reporting Time 2006-06-28 10:27:37

» LAN Interface: The table shows the information about IP Address, Subnet Mask and Gateway.

LAN Interface
IP Adilress 192.168.2.2
Subnet Mask 25525525950
Gateway n.0.0o

> Wireless Interface: The table shows all of the related wireless information.

Wireless limerface

Up Time Oday:0h:dm:32s
SsID apmagt
Beacon Interval (ms}) 100
RTS Threshold 2347
Channel 11
Transmission Rate Auta
Preamble Type Long Freamhble
IAPP Enabled
Security WEF

> Access Control: The table shows the status of MAC of clients under the control of the AP.

Access Control

Status Disabled

Access Control

Status Enabled

Control List

00:00:00:00:00:01
00:00:00:00:00:03
00:00:00:00:00:05
a0:00:00:00:00:07
00:00:00:00:00:09
00:00:00:00:00:11
00:00:00:00:00:13
a0:00:00:00:00:145
00:00:00:00:00:17
00:00:00:00:00:18

00:00:00:00:00:02
00:00:00:00:00:04
00:00:00:00:00:06
00:00:00:00:00:08
00:00:00:00:00:10
00:00:00:00:00:12
00:00:00:00:00:14
00:00:00:00:00:16
00:00:00:00:00:18
00:40:96:A1 AFdd
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» Client List: The table shows the clients connecting to the AP and the related information of the client.

Client List
™ MAC User TX Packet RX Packet Rate POV\!'eI Expirmipl_n
[} is) {3} Saving countdown
1 00:02:8afdaxad M 2 B 11 Mo 300
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4.3.2 AP Discovery

When manageable APs are to be deployed in the wireless network, it is convenient to discover all the APs from a

single interface.

AP Discovery

AP Type LevelOne_Std-AP
Interface Default w

® Factory Default
IP Address: 192.168.21
Lagin 1D admin
Password: 1234
O Manual

Admin Settings Used
to Discover

IP Addresses of APs

after Discovery Start IP Address: [192.168.1.1

Background AP Discovery
Status Dizahled
Discoveread AP List
IP Adiress AP Name Template
AP Type Service Zone
MAC Address Password Channel

(Total: 0 First Prev Mext Last

* AP Discovery Settings

By pre-defining the settings of those APs in this AP Discovery interface, administrator will be able to discover (by
clicking on the Scan Now button) all manageable APs under AMG-2000 at once. After these APs are discovered,
administrator can apply the template of AP setting and add to the AP List for later maintenance.

» AP Type: The type of manageable APs to be discovered: LevelOne_Std-AP and LevelOne_Adv-AP.

» Interface: The default Service Zone to which the APs are connected.

»  Admin Settings Used to Discover: This is the setting of web-based Administration Ul of the specific AP.

If the APs are not reset to “Factory Default” values, administrator can select Manual to manually enter the

current IP address range, Login ID and Password of the APs.

Note: Limitation on WAP-0005 AP (AP Type: LevelOne_Adv-AP) Discovery

Under default mode (DHCP Client) of WAP-0005 AP, the AP will be assigned an IP address automatically when the
AP can reach a DHCP server on the network, such as the built-in DHCP server of AMG-2000. As a result, the
system will NOT be able to discover WAP-0005 using the Factory Default setting. The workaround is to connect the

AP to the network only after the timeout of its DHCP request.

» IP Addresses of APs after Discovery: The start IP address of IP address range to be assigned to the
discovered APs.
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»  Scan Now: Click this button to start the discovery. All discovered APs will be shown in the Discovered
AP List. If any IP address to be assigned to a specific AP is used, there will be a warning message
showing up. If so, please change the IP Addresses of APs after Discovery and then click Scan Now

again.

Background AP Discovery:

The system can be set up to discover APs periodically in background

Background AP Discovery

AP Type LevelOne_Std-AP w
Interface Default »

® Factory Default
IP Address: 192.168.2.1
Login 1D admin
Password: 1234
O Manual

Admin Settings Used
to Discover

IP Addresses of APs

after Discovery Start IP Address: [192.168.1.1

® Enable O Disahle
Interval: | 10 minutes

Auto-Add AP. O Enable & Disable

Status )
Service Zone: Default

Template: | TEMPLATET »

Channel: |6 w

Settings of Background AP Discovery are the same as the in the AP Discovery settings mentioned above.
For the Status, when enabled, the system will discover APs in background at the time interval (Default: 10
minutes). If any AP is discovered and “Auto-Add AP” enabled, the system will add the discovered APs into the
AP List table automatically, apply the selected Template of AP setting to the APs, and assign available IP

addresses to the APs.

Discovered AP List: Administrator can click Add button to register the APs to the AP List for management. The
Service Zone to which the APs will belong is specified here. By clicking Add button, the current management
page is directed to AP List, where the newly added APs will show up with a status of “configuring”. It may take a

couple of minutes to see the status of the newly added AP to change from “configuring” to “online” or “offline”.

AP List

IP Addiess
B AP Type AP Naine Service Zone Status
MAC Address
online driline

I . . Yoy 1 s " oOnlin
[] LevelOne_Sta-AP  N2WDovCoom NS 70 ECE Enabled (Enasled)

[ Rehoat H Enable || Disable || Delete || Apply Template J| Apply Service Zone |
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4.3.3 Manual Configuration

Manageable APs can also be added to AP List manually. Input the related data of the AP and select a Template.

Then click Add, the AP will be added to the AP List.

Manual Configuration

AP Type LevelOne_Std-AP
AP Name
Admin Password password
AP IP
AP MAC
Remark
Service Zone Default

Template TEMPLATET »
Channel Alto v
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4.3.4 Template Settings

Template is a completed configuration of AP that you can copy it to an AP, thus not necessary to configure the AP

individually. There are three templates provided by AMG-2000 and click Edit to go on configuration.

Template Settings

AP Type LewaiCing_Std + a—
— Edit |
Testplata Hagne TEMPLATE] =
TEMPLATEY

TEMPLATEZ
TEMPLATES

Before configuring the template, you can copy the configuration of an AP to the template by selecting a Template
AP, and you don’t have to configure the template from the beginning and can just revise some settings for demand.
If you don’t want to copy, please select NONE. Input the Template Name and Template Remark and click the

hyperlink of Configure to go on configuration.

Template Edit

Template Name || TEMPLATE1

Template Source Mone w

Template Remark Template 1

After entering the interface, you can revise the configuration for demand and change administrator’s password.

About other function settings, please refer to 4.3.1 AP List.
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Subnet Mask 255.2595.2550

Default Gateway 192.168.1.2504

SSID Broadcast

Transmission Mode

Transmission Rate

CTS Protection

Fragment Threshold

General

Wireless

Enable

Mized v

Auta hd
(Default: Auto; Range: fram 1 to 59 Wbps)
Disahble
(Default: Disable)
2346
(Default: 2346; Range: from 256 to 2346)
2347
(Default: 2347; Range: from O to 2347)
100
(Default: 100; Range: from 20 to 1024 msec)
Long
(Default: Long)
Enable
(Default: Enable)

Access Control

MAC Address List

Properties
RTS Threshold
Beacon Interval {ms)

Preamble Type
IAPP

Status Disahled
1 00:00:00:00:00:00
3 00:00:00:00:00:00
i) 00:00:00:00:00:00
7 00:00:00:00:00:00
e 00:00:00:00:00:00
11 00:00:00:00:00:00
13 00:00:00:00:00:00
14 00:00:00:00:00:00
17 00:00:00:00:00:00
18 00:00:00:00:00:00

2 00:00:00:00:00:00
4 00:00:00:00:00:00
G 00:00:00:00:00:00
8 00:00:00:00:00:00
10 00:00:00:00:00:00
12 00:00:00:00:00:00
14 00:00:00:00:00:00
16 00:00:00:00:00:00
18 00:00:00:00:00:00
20 00:00:00:00:00:00
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4.3.5 Firmware Management

In this function, you can upload the AP’s firmware to AMG-2000 and also can download the present firmware to the

local or delete it.

Preloaded Famware
AP Type e sion
LeweiOnz_Std-AP 1.22
LeweiOnz_Std-AP 1.13
Firmware Upload
File Hamse | Browes . | | Uplgad |

Firmware List

Flbe Mimm#
AP Type Wersion Size Actions
Checksuim

File Download N x|

Do powt want to zave this file?

Marme:  af00_firmware, ram

Type: Unknown Filz Tvpe, 670 KB
From: 10.2.3.112

Sawve

‘While files from the Internet can be useful, zome files can potentially
harm your computer. If you do not trust the source. do not save this
file. what's the risk?

4.3.6 AP Upgrade

Check the APs which need to be upgraded and select the upgrade version of firmware, and then click Apply to

upgrade firmware.

AP List
u
Hamne Type Vershon ""r'"*l':‘:" Hew Version  Upgirade
NEWDEV-00001  LeveiOne_Std 13 Hia 1.22 (Prelosd) O
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This section includes the following functions: Network Address Translation, Privilege List, Monitor IP List,

Walled Garden List, Proxy Server Properties, Dynamic DNS, IP Mobility and VPN Configuration.

‘letwork Address Translmiol)l"

- -
c Privilege List §

Network Address

( WMonitor IP List M
‘ Walled Garden List 1
' Proxy Server Properties ™
R
‘ Dynamic DHS
EEEE——
‘ IP Mobility |
' VPH Configuration ")

Tr.

Privilege List

Monitor IP List

‘Walled Garden List

Proxy Server
Properties

Dynamic DNS

IP Mobility

VPN Configuration

Network

k=) Network Configuration

Network Configuration

AMG-2000 provides 3 types of network address translation: DhZ
(Demilitarized Zone), Public Accessible Server and IPIPort Redirect
Systern pravides Privilege IP Address List and Privilege MAC Address
List. Systern will MOT authenticate those listed devices.

Bystern can rmonitor up to 40 neteark devices anling status with an
option to add them as public access servers wia HTTP ar HTTRS

Even under MAT mode, afler added the devices as public access
sarvers, the devices can be accessed by clicking the hypertext

Up to 20 hosts' URL could he defined in Walled Garden List. Clients
may access these URL without authentication.

AMG-2000 supports up to 10 external prowy servers

Systern can redirect trafic 10 external prowy server into builtin proxy
SErvar.

AMG-2000 supports dynamic DMS (DDMS) feature
Systern supparts IP PRP Configuration

WPHM Termination: an IPSec tunnel can he established hetween the
system and the client located at the LAM side

Site-to-Site WPN: an IPSec tunnel can be constructed to be used to
connectto other IPSec capable device over the Intermet

@0
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4.4.1 Network Address Translation

There are three parts, Static Assignment, Public Accessible Server and Port and Redirect, need to be set.

Network Address Translation

DMZ (Demilitarized Zonep

Public Accessible Server

Port and IP Redirect

* DMZ (Demilitarized Zone)
DMZ allows administrators to define mandatory external to internal IP mapping, hence a user on WAN side
network can access the private machine via the external IP (similar to DMZ usage in firewall product). There are
40 sets of static Internal IP Address and External IP Address available. If a host needs a static IP address to
access the network through WAN port, set a static IP for the host. First choose whether to enable Internal IP
Address by checking the box and inputting an Internal IP Address under Automatic WAN IP Assignment. Then
input Internal IP Address and corresponding External IP Address under Static Assignments, and choose an
External Interface from the drop-down menu. These settings will become effective immediately after clicking the

Apply button.

Automatic WAN IP Assighment

Enable External IP Address External Interface Internal IP Address

O 10.29.2.147 WGAR 1

Static Assighments

tem External IP Address External Interface Internal IP Address
1 AT W
2 AT
3 AT W
4 WANT s
] WANT s
A WAMT W
7 WANT
g AT W
] WANT w
10 AT W

(Taotal:40) First Prev Mest Last
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Public Accessible Server
This function allows the administrator to set 40 virtual servers at most, so that the computers not belonging to
the managed network can access the servers in the managed network via WAN port IP of AMG-2000. Please
enter the “External Service Port”, “Local Server IP Address” and “Local Server Port”. According to the
different services provided, the network service can use the TCP protocol or the UDP protocol. In the Enable
column, check the desired server to enable. These settings will become effective immediately after clicking the
Apply button.

Public Accessible Server

Item External Service Port Local Server IP Address Local Server Port Type  Enable

O TCP

1 O upp =
z Judlle
e S o
4 S o
s S o
a S o
? S o
: S o
9 S o
: Sw o

(Total: 40 First Prev Mest Last

85



AMG-2000
User’'s Manual

Port and IP Redirect

This function allows the administrator to set 40 sets of the IP addresses at most for redirection purpose. When
the user attempts to connect to a destination IP address listed here, the connection packet will be converted and
redirected to the corresponding destination. Please enter the “IP Address” and “Port” of Destination, and the
“IP Address” and “Port” of Translated to Destination. According to the different services provided, choose

the “TCP” protocol or the “UDP” protocol. These settings will become effective immediately after clicking
Apply.

Port and IP Redirect

Destination Translated to Destination
ttem Type
IP Address Port IP Address Port

O TCP
O uDFP

O TCP
O uDP

O TCP
O uDP

O TCR
O UDP

O TR
O UDFP

O TCP
O uDFP

O TCP
O uDP

O TCP
O uoP

O TCR
O UDP

O TR
O UDP

(Total:40) First Prev MNext Last
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4.4.2  Privilege List

There are two parts, Privilege IP Address List and Privilege MAC Address List, need to be set.

Privilege List

Privilege IP Address List

Privilege MAC Address List

* Privilege IP Address List
If there are some workstations belonging to the managed server that need to access the network without
authentication, enter the IP addresses of these workstations in this list. The “Remark” blank is not necessary
but is useful to keep track. AMG-2000 allows 100 privilege IP addresses at most. These settings will become
effective immediately after clicking Apply.

Privilege IP Address List

ltem Privilege IP Address Remark

(Total: 1007 First Prev Mest Last

Warning: Permitting specific IP addresses to have network access rights without going through standard

authentication process at the LAN1~LAN4 port may cause security problems.
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* Privilege MAC Address List
In addition to the IP address, you can also set the MAC address of the workstations that need to access the
network without authentication in this list. AMG-2000 allows 100 privilege MAC addresses at most.
List can be created manually-- enter the MAC address (the format is xx:xx:xx:xx:xx:xx) as well as the remark
(not necessary). These settings will become effective immediately after clicking Apply.

Privilege MAC Address List

ftem MAC Address Remark

(Total: 100} First Prew MNest Last

Warning: Permitting specific MAC addresses to have network access rights without going through standard

authentication process at the LAN1~LAN4 port may cause security problems.
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4.4.3 Monitor IP List

AMG-2000 will send out a packet periodically to monitor the connection status of the IP addresses on the list. If the
monitored IP address does not respond, the system will send an e-mail to notify the administrator that such
destination is not reachable.

Enter an IP Address, then click Apply and these settings will become effective immediately. Click Monitor to check

the current status of all the monitored IP. The system provides 40 IP addresses at most on the “Monitor IP List”.

Monitor IP List

item Protocol IP Address Link Hem Protocol IP Address Link
1 “ V 101711129 Al 2 bty w 101714130
3 l 1234 Add 4 httpe » Acdd
a hitp | B http
7 [mp v add] 8 |Htp v Add
9 |htp v 10 [htn v
11 [rte v 12 [tte
17 |Htp v Add| 14 |np v 2ol
15 |hitp 16 |Htp w
17T hitp | Addd 18 | Hip Add
19 |hitp v 20 [ntp v Add
(Total: 400 First Prev Mex Last

Maonitor IP result

Ho IP Address Result
1 10171.1.129 o
2 101711130 [+
3 1.234 @
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On each monitored device with a WEB server running, you may add a link for the easy access by selecting a

protocol, http or https, and click the Add button. After clicking Add button, the IP address will become a hyperlink,

and then you can easily access the host by clicking the hyperlink. Click the Del button to remove the setting.

ftem Protocol

1

11

13

15

17

19

hitp

hitp

hitp

hitp

hitp

hitp

hitp

hitp

hitp

hitp

W

Maonitor IP List

IP Address

1234

10.171.1.129

=
(=)
E
@
-
=2

Link Hem

Acld

Aol

Acld

Aclel

I=
=
=)

o
o

E £ Eﬂ
o= o
o o

o
o

Aclel

-
=
1]
=
0

90

=
=

=
=

20

Z
=

4

rey e

Protocol

b

—
v)
i
=3

IP Adiress

104711430

Link

Add

A

Add

i
o
=3

& [
o |z (=
o |=| (=

=
o
=

i
o
o
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4.4.4 Walled Garden List

This function provides some free services to the users to access before login and authentication. Up to 20
addresses or domain names of the websites can be defined in this list. Users without the network access right can
still have a chance to experience the actual network service free of charge. Please enter the website IP Address or

Domain Name in the list and these settings will become effective immediately after clicking Apply.

Walled Garden List

ftem Address ltem Address
1 | | 2 | |
3 | | 4 | |
5 | | B | |
7 | | 8 | |
: | | 10 | |
11 | | 12 | |
13 | | 14 | |
15 | | 18 | |
17 | | 18 | |
19 | | 20 | |

Caution: To use the domain name, the AMG-2000 has to connect to DNS server first or this function will not work.
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4.45 Proxy Server Properties

AMG-2000 supports Internal Proxy Server and External Proxy Server functions.

External Proxy Server

em Server IP Port

Internal Proxy Server

Built-in Proxy Server O Enabled & Disabled

ooy X Clear

* External Proxy Server: Under the AMG-2000 security management, the system will match the External Proxy
Server list to the end-users’ proxy setting. If there isn’'t a matching, then the end-users will no be able to reach
the login page and thus unable to access the network. If there is a matching, then the end-users will be directed
to the system first for authentication. After a successful authentication, the end-users will be redirected back to
the desired proxy servers depending on various situations.

* Internal Proxy Server: AMG-2000 has a built-in proxy server. If this function is enabled, the end users will be
forced to treat AMG-2000 as the proxy server regardless of the end-users’ original proxy settings.

Note: To see more details about setting up proxy servers, please read Appendix D. Proxy Setting for Hotspot and

Appendix E. Proxy Setting for Enterprise.
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4.4.6 Dynamic DNS

AMG-2000 provides a convenient DNS function to translate a domain name to the IP address of WAN port that helps
the administrator memorize and connect to WAN port. If the DHCP is activated at WAN port, this function will also

update the newest IP address regularly to the DNS server. These settings will become effective immediately after

clicking Apply.
Dynamic DNS
DDNS (O Enabled @ Disabled
Provider DynDMNS. org(Dynamic)

Host name
Username/E-mail

PasswordKey

ooy QX Clear ]

* DDNS: Enabling or disabling of this function.

* Provider: Select the DNS provider.

* Host name: The IP address/domain name of the WAN port.

* Username/E-mail: The register ID (username or e-mail) for the DNS provider.

* Password/Key: The register password for the DNS provider.

4.4.7 IP Mobility
AMG-2000 supports IP PNP function.

IP Mobility

IP PNP (O Enable @ Disable

/_fopy QX Clear ]

At the user end, you can use any IP address to connect to the system. Regardless of what the IP address at the user

end is, you can still authenticate through AMG-2000 and access the network.
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4.4.8 VPN Configuration

VPN (Virtual Private Network) a type of technology designed to increase the security of information transferred over
the Internet. VPN can work with either wired or wireless networks, as well as with dial-up connections over POPS.
VPN creates a private encrypted tunnel from the end user's computer, through the local wireless network, through
the Internet, all the way to the corporate servers and database. There are two types of VPN connection supported in

the system, including Local VPN, and Site-to-Site VPN.

VPN Configuration

Local VPN

Site-to-Site VPN

* Local VPN: It allows to create the VPN tunnel between a user's device and AMG-2000, to encrypt the data
transmission. Only when this function is enabled (Active) here do users of the entire system are able to use
Local VPN. In addition, Local VPN users can be isolated from each other when VPN Client Isolation is enabled.

For more information about Local VPN, please see Appendix G. Local VPN User Configuration.

Local VPN For The Entire System
Active @ Enable O Disanle

VPN Client Isolation O Enable ® Disakle

IPSec Parameters

Encryption O DES ® 3-DES
Integrity ® Mos O sHA
Diffie-Hellman @ Group 1 O Group 2

(V_fooy QX Clear ]

Note: When users are required to use Local VPN for data security, their user accounts have to be configured
properly to do so. For example, when adding a user account (e.g. testuser) into the Local User Database,

administrator should check the “Local VPN” box:

tie) Add User

Add User
ltem Username Password ___ MAC  poicy  Remark Local VPN
IAACARAR AN AN AN
1 testuser ssmsmew Policy 1 | »
2 MNone W |:|
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Site-to-Site VPN: It allows the system to create the VPN tunnels from the system WAN ports to the remote sites,
such as branch offices.

Click Add A Remote Site button to enter the Remote VPN Gateway page for further configuration.

Remote Site Configuration
Hame IP Address Pre-shared Key Edit Delete

Add A Remote Site

Local Site Configuration

Local Subnet Local Interface Remote VPN Gateway Remote Subnet Edit Delete

Add A Local Site
Remote VPN G ateway
Name
IP Adidress
Authentication Method Pre-shared Key

Pre-shared Key
Phase1 Proposal Encryption | AES256 % | authentication | SHAT %

Diffie-Hellman Group Ooroup 1 Ceroup 2 Tl Group 5

IKE Life Time IKE Lifa Timg 8h (s second, m: minate, b
hour, d: day)
DPD Delay |10 (second)

Dead Peer Detection
DPD Timeout|{12 (second)

Remote Subnet

Mo, Metwark task

1 205.256.285.255 (32) #
2 285 2552685 255 (132) ¥
3 255 285285 255 (32) ¥
4 255255255 255 (32) »
5 255255255 255 (32) #
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Click Add a Local Site button to enter the Local Site Information page for further configuration.

Click Add a New Host button to enter the screen of Remote VPN Gateway.

Local Interface

Remote Gateway IP Address

Local Subnet

Remote Subnet

Phase2 Proposal

Key Life Time

Rekey

Perfect Forward Secrecy

Name
IP Address
Authentication Method
Pre-shared Key
Phase1 Proposal

Diffie-Hellman Group

Local Site Information

WAMNT v

A Add a Mew Host

(in prefix notation: x00sd

w

Encryption |AES256 | authentication | SHA-1

Ky Life Time 24h
h:hour, d:dayh

[IEnable Rekey
Rekey Margin 9m

(s:second, m:minute,

(second)

[“lEnable PFS
PFS GrouphiODP1024 | Group 2 v

Remote VPN Gateway

Pre-shared Key w
Encryption | AES256 v | authentication | SHA-1
Oeroup1 Ceroup 2 [ Group 5

|KE Life Time|8h (5 second, m: minute, h:

IKE Life Time
hour, d: day)
Dead Peer Detection BPD Delay 10 (sacond)
DPD Tirmeaout|15 {secand)
Remote Subnet
Mo, MNetwork Mask
1 255255255255 (/32) v
2 255265255255 (/32) v
3 255265255255 (/32) v
4 255255255285 (132) v
5 255265265255 (132) v
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4.5 Utilities

This section provides four utilities to customize and maintain the system including Change Password,

Backup/Restore Setting, Firmware Upgrade, Restart and Wake On LAN.

System | | user

\_Configuration |

' Change Password "
' Backup Restore Settings "\

— ——
( Firmware Upgrade 3

. Authentication

EE) utilities

Change Password

BackupRestore

——

' Restart
e ——

' Wake On Lan |

Firmware Upgrade

Restart

Wake On Lan

1 | Network
\_ Configuration

Utilities
Change the administration password

Backup and restore systern seftings. Administrator may also reset
systemn settings to factory default.

Update AMG-2000 firmware
Restartthe system.

‘Wake a shut-tdown computer remataly.

@0
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45.1 Change Password
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AMG-2000 supports three accounts with different access privileges. You can log in as admin, manager or operator.

The default password and access privilege for each account are as follow:

Admin: The administrator can access all configuration pages of the AMG-2000.

User Name: admin

Password: admin

Welcome To Administrator Login Page
Please Enter Your User Name and Password To Sign In,

& vervame: [ ]

system ||| User b AP W0 metwork

_ Configuration ) | Authentication ) '\ Management ) '| Configuration ) |
E A=k —————— A ———————,

Welcome to System Administration

This Administrative Web Interface allows you to set various networking parameters, to customize
network services, to manage user accounts and to monitor user status.

Functions are separated into 6 main categories:
System Configuration , User A ication , AP M nt , Network Confiquration , Utilities
and Status.

Manager: The manager can only access the configuration pages under User Authentication to manage the user

accounts, but has no permission to change the settings of the profiles for Firewall, Specific Route and Schedule.

User Name: manager

Password: manager

Welcome To Administrator Login Page
Please Enter Your User Name and Password To Sign In

& v tame:
Password; [oremere ]

[ Network
_ Configuration uthenti & Configuration

User Authentication
Authentication Configuration |
User Authentication

Black List Configuration | System provides 3 authentivalion servers. Each server allows only
ane type of authentication method and one Black List Profile, An
authentication policy may be assigned to any policy. Systerm suppors

Configuration

Policy Configuration

the following external authentication servers: POP3(S), RADIUS,

“Addrional Configuration | LDAP and NT Dornain
Black List Systern supports 5 Black List profiles for used within the
Configuration authentication server. On-demand users are MOT bounded by the

Black List.

Systern provides 8 policies, each policy can apply indapendent
Policy Configuration  firewall profile, specific route profile, login schedule profile and
handwidth policy.
Users will be logged out automatically after being idle for a specified
period of fime. Wultiple login of the same user account could be
enabled or disabled (ot available to On-demand Users). Systam
Additional provides Lagout upon cloging the "Login Success" window options,
Configuration Login Page and Logout Page customization, and login notification
email to client
Wihen MAC Access Control is enablad, systam will anly provida login
page to those devices listed,
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Operator: The operator can only access the configuration page of Create On-demand User to create and print out
the new on-demand user accounts.
User Name: operator

Password: operator

Welcome To Administrator Login Page
Please Enter Your User Name and Password To Sign In

a User Name: |0perat0r

" System ‘ | User ‘ {
_Configuration ) | Authentication /| '\ Management

Create On-demand User

S Create On-demand User

( UL e e ): Plan Type Status Function

' ey Lo oo — 1 7 hrs 0 mins Enabled @

cm‘» 2 i Disabled [ Create |
3 HiA Disablad ("~ Creae |
4 His Disabled ("~ Creae |
5 hiA Disabled [~ Create |
8 HiA Disabled [~ Create |
7 hiA Disabled [~ Create |
E HiA Disabled [~ Create |
E hiA Disablad [ Create |
0 i Disablad ("~ Croae |

The administrator can change the passwords here. Please enter the current password and then enter the new

password twice to verify. Click Apply to activate this new password.

Change Admin Password

Old Password | l’
New Password | l’
Verify Password | L

(Voo X Clear _J

Change Manager Password

New Password | |x

Verify Password | l‘

Change Operator Password

New Password | l’

Verify Password | L

(/oo X Clear ]

Caution: If the administrator’s password is lost, the administrator’s password still can be changed through the text

mode management interface on the serial port, console/printer port.
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45.2 Backup/Restore Setting

This function is used to backup/restore the AMG-2000 settings. Also, AMG-2000 can be restored to the factory

default settings here.

Backup current system settings

Restore system settings

File Name

Reset to the factory-default settings

* Backup current system setting: Click Backup to create a .db database backup file and save it on disk.

File Download § x|

Do pou want to open or save this file?

"3] Wame: 20050303,db

Type: Data Base File

From: 10.2.3.70

Open Save | Cancel I

W &lways ask before opening this type of file

wihile files from the Internet can be uzeful, some files can potentially
harm your computer. If you do not trust the zource, do not open or
zave this file. What's the risk™

* Restore system setting: Click Browse to search for a .db database backup file created by AMG-2000 and click
Restore to restore to the same settings at the time the backup file was created.

* Reset to the factory-default settings: Click Reset to load the factory default settings of AMG-2000.
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45.3 Firmware Upgrade

The administrator can download the latest firmware from website and upgrade the system here. Click Browse to
search for the firmware file and click Apply to go on with the firmware upgrade process. It might be a few minutes
before the upgrade process completes and the system needs to be restarted afterwards to make the new firmware

effective.

Firmware Upgrade

Current Version 2.00.00
File Name
Mote; For maintenance issues, we strongly recommend you backup system settings before

upgrading firmware.

ooy ]

Warning: 1. Firmware upgrade may cause the loss of some of the data. Please refer to the release notes for the
limitation before upgrading the firmware.
2. Please restart the system after upgrading the firmware. Do not power on/off the system during the

upgrade or the restart process. It may damage the system and cause it to malfunction.

45.4  Restart

This function allows the administrator to safely restart AMG-2000 and the process should take about 100 seconds.
Click YES to restart AMG-2000; click NO to go back to the previous screen. If you need to turn off the power, we

recommend you to restart AMG-2000 first and then turn off the power after completing the restart process.

Do you want to RESTART AMG-20007

__ves N0}

Caution: The connection of all online users of the system will be disconnected when system is in the process of

restarting.
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455 Wake On Lan

The Wake On Lan function supports to boot up a power-down computer (supporting Wake-on-LAN) connected on
the LAN side remotely from the system. Enter the MAC Address of the desired device and click Wake to execute

this function.

Wake On Lan

MAC Address (00RO

|V wake ]
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This section includes System Status, Interface Status, Current Users, Traffic History, and Notification

Configuration to provide system status information and online user status.

' System Status =
S

' Interface Status

' Current Users "
——

' Traffic History

Hetification Configuration M

E) status

System Status

Interface Status

Current Users

Traffic History

Notification
Configuration

Status
Display current system settings

Display the configurations and status of WANT, WANZ, and Senvice
Zones

Display onling user infarmation including: Usemarne, 1P, MAC, packet
count, byte count and idle time. Adrministrator may also kick out any
on-line user from here

Display detail usage infarmation by day. A minirum of 3 days of
history can ke logged in the systerm volatile memary.

There are three email accounts available to be set for receiving
Monitor P report, Traffic History, Oredemand User Log, and AP status
change

Esxternal BYSLOG server can be configured here

@0

103



4.6.1 System Status

This section provides an overview of the system for the administrator.

System Status

Current Firmware Version 2.00.00
Build oo1a0
System Name AMG-2000
Home Page hitp:iivanne, level 1 comi
Syslog server-Traffic History LR A
Syslog server-On demani User log RTINS
Proxy Server Disabled
Logout upon closin_g the "Login Success” Enahled
window
Warning of Internet Disconnection Dizahled
WAN Failover Disahled
SHNIP Disabled
Retained Days 3 days
History A
Email To (i1
(I
NTP Server tock.usno.nawy.mil
Time
Date Time 200750412 143716 +0800
ldle Timer 10 Mings)
User
Multiple Login Cisahled
Preferred DNS Server 208.67.2223222
DHNS
Alternate DNS Server 208.67.222.220
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The description of the table is as follows:

Iltem Description
Current Firmware Version The present firmware version of AMG-2000
System Name The system name. The default is AMG-2000

The page the users are directed to after initial login
Home Page
success.

o The IP address and port number of the external Syslog
Syslog server-Traffic History o ]
Server. N/A means that it is not configured.

The IP address and port number of the external Syslog
Syslog server-On demand User log o ]
Server. N/A means that it is not configured.

Enabled/disabled stands for that the system is currently
Proxy Server .
using the proxy server or not.

Enabled/disabled stands for the setting of
Logout upon closing the Login o ) ) ] ) )
hiding/displaying an extra confirmation window when
Success window
users click the logout button.

Enabled/Disabled stands for the connection at WAN is
) ] ) normal or abnormal (Warning of Internet

Warning of Internet Disconnection . ) ]
Disconnection) and all online users are

allowed/disallowed to log in the network.

Enabled/disabled stands for the current status of the

SNMP )
SNMP management function.
) The maximum number of days for the system to retain the
Retained Days . )
i users’ information.
History
. The email address that the traffic history information will
Email To
be sent to.
NTP Server The network time server that the system is set to align.
Time
Date Time The system time is shown as the local time.
) The number of minutes allowed for the users to be
Idle Timer ] .
inactive.
User : -
) ) Enabled/disabled stands for the current setting to
Multiple Login ) ) )
allow/disallow multiple logins form the same account.
Preferred DNS Server [IP address of the preferred DNS Server.
DNS
Alternate DNS Server |IP address of the alternate DNS Server.
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This section provides an overview of the interface for the administrator including WAN1, WAN2, LAN1~LAN4 Port

and Private Port.

WAN1

WAN2

Service Zone - Default

Service Zone - Default
DHCP Server

Senvice Zone - SZ1

Service Zone - S22

Senice Zone - SZ3

Senvice Zone - SZ4

Interface Status

MAC Address

IP Address

Subnet Mask

Made

IP Address

Subnet Mask

Status

WINS IP Address

Start IP Address

End IP Address

Lease Time

106

Disabled

Disabled

Disabled

Disabled

Disabled

00:06: 78 AAAAAC

10.20.2.147

255.255.00

AT

192.168.1.254

266.265.255.0

Enabled

RIS

192.168.1.1

192.168.1.100

1440 Minis)
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The description of the table is as follows.

ltem Description
MAC Address The MAC address of the WANL1 port.

WAN1 IP Address The IP address of the WANL1 port.

Subnet Mask The Subnet Mask of the WANL port.

Mode The mode of the LAN1~4 port.

MAC Address The MAC address of the LAN1~4 port.

Service Zone
IP Address The IP address of the LAN1~4 port.

Subnet Mask The Subnet Mask of the LAN1~4 port.

Enable/disable stands for status of the DHCP server on
the LAN1~4 port.
The WINS server IP on DHCP server. N/A means that it is

Status

WINS IP Address

Service Zone not configured.

DHCP Server Start IP Address  |The start IP address of the DHCP IP range.

End IP address The end IP address of the DHCP IP range.

Lease Time Minutes of the lease time of the IP address.
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46.3 Current Users

In this function, each online user’s information including Username, IP, MAC, Pkts In, Bytes In, Pkts Out, Bytes
Out, Idle, Source AP and Kick Out will be shown. Administrator can force out a specific online user by clicking the
hyperlink of " Logout”,, and check the user access AP status by click the hyperlink of the AP name for “Source AP”. .

Click Refresh is to update the current users list.

Current Users List

Username Pkts In Bytes In Location
ltem Idle
P MAC Pkts Out  Bytes Out Kick Out
07 @s1 787 339553 AAFE-129
1 T2
10.171.1.248 00:40:96A1-AFDD 733 79373 Logout

' etresn )

Click the Source AP to get the information of all associated client of the source AP.

Client List
No MAC User ID TX Packet  RX Packet Rate Pom_.‘el Expirmigy
{s) (s} Saving countdown
1 00:40:86:a1:afdd 02iEs1 138 422 a4 fes 266
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This function is used to check the history of AMG-2000. The history of each day will be saved separately in the
DRAM for at least3 days.

Traffic History

Date Size (Byte)
2007-04-12 65
On-demand User Log
Date Size (Byte)
2007-04-12 104
Roaming Out Traffic History
Date Size (Byte)
2007-04-12 106
Roaming In Traffic History
Date Size (Byte)
2007-04-12 112

Caution: Since the history is saved in the DRAM, if you need to restart the system and also keep the history, then

please manually copy and save the information before restarting.

If the History Email has been entered under the Notification Configuration page, then the system will

automatically send out the history information to that email address.

e Traffic History

As shown in the following figure, each line is a traffic history record consisting of 9 fields, Date, Type, Name, IP,

MAC, Pkts In, Bytes In, Pkts Out, and Bytes Out, of user activities.

2005-03-22
2005-03-22
2005-03-22
2005-03-22
2005-03-22

+0800
+0800
+0&00
+0800
+0&00

* On-demand User Log

Type
LOGIN
LOGOUT
LOGIN
LOGOUT
LOGIN

Traffic History 200503-22

Marme IF MAC
userl@local .ty 192 .168.1.143 00:D0:C9:42:37
userl@local . tvw 192 .168.1.143 00:D0:C9:42:37
user?@local .tw 192 .168.1.143 00:D0:C9:42:37
user@local .ty 192 .168.1.143 00:D0:C9:42:37
userl@local . tw 192.168.1.1 00:D0:C9:60:01

Phis In Bytes In Pkts Out Bytes Out
] ]

252 252

] ]

252
1]

252
1]

oW oW o
=N R

As shown in the following figure, each line is a on-demand user log record consisting of 13 fields, Date, System

Name, Type, Name, IP, MAC, Pkts In, Bytes In, Pkts Out, Bytes Out, Expiretime, Validation and Remark, of

user activities.
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On-demand User Log 2005-03-22

Date Sﬁ;ﬁﬁgﬂ Type Mame P hAC PES Bylfrt]es %ktu? B%’;is Expiretime Validtime Remark
igzgénggzz ggrvice Create OD_UssrP4SP 0.0.0.000:00:00:00:00:000 ] ] ] fg?gg?gg% Hone iiggs b
%25503522 Y io. Create_OD_Useré2H6 0.0.0.000:00:00:00:00:000 O 0o 200520325 Weme: 2, RE= 0
EEEEEDSER Y ioe Create_OD_User886D 0.0.0.000:00:00:00:00:000 O 0 o 200503228 lheme: BP0

Roaming Out Traffic History

As shown in the following figure, each line is a roaming out traffic history record consisting of 14 fields, Date,
Type, Name, NSID, NASIP, NASPort, UserMAC, SessionID, SessionTime, Bytes in, Bytes Out, Pkts In,
Pkts Out and Message, of user activities.

Roaming Out Traffic History 2005-03-22
Date Type Name NASID NASIP NASPort UsertdAC sessionll sessionTime Bytes In Bytes Out Pkis In Pkis Qut Message

Roaming In Traffic History

As shown in the following figure, each line is a roaming in traffic history record consisting of 15 fields, Date,
Type, Name, NSID, NASIP, NASPort, UserMAC, UserlP, SessionlID, SessionTime, Bytes in, Bytes Out,
Pkts In, Pkts Out and Message, of user activities.

Roaming In Traffic History 2005-03-22
Date Type Name NASID MASIF NASPort UsertAC UserlP SessionlD SessionTime Bytes In Bytes Out Pkis In Pkts Out WMessage
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4.6.5 Notify Configuration

AMG-2000 can automatically send the notification of Monitor IP Report, Traffic History, On-demand User Log
and AP status to up to 3 particular e-mail address. Enter the related information and select the desired items and

then apply the settings.

E-mail Notification Configuration

Monitor IP Traffic On-demand AP
Send To Report History User Log Status
O O O O
O O O O
O O O O
Interval 1Hour % | |1Hour % |1 Hour W THrA,
Send Test Email [send |  [send |  [send | [Send |
Send From
SMTP
Auth Method Mone W
Syslog Configuration
System Log IF: Fart:
On-demand User Log  |P: Fort

. Send To: You can set up to 3 e-mail address to receive the notification. These are the receiver’s e-malil
addresses. There are four kinds of notification to selection -- Monitor IP Report, Traffic History, On-demand
User Log and AP Status, check which notification you want to receive.

. Interval: The time interval to send the e-mail report.

. Send Test Email: To test the settings immediately.

. Send From: The e-mail address of the administrator in charge of the monitoring. This will show up as the
sender’s e-mail.

. SMTP: The IP address of the sender’s SMTP server.

. Auth Method: The system provides four authentication methods, Plain, Login, CRAM-MD5 and NTLMv1, or
“None” to use none of the above. Depending on which authentication method you select, you have to enter
the Account Name, Password and Domain.

NTLMv1 is not currently available for general use.

Plain and CRAM-MD?5 are standardized authentication mechanisms while Login and NTLMv1 are Microsoft
proprietary mechanisms. Only Plain and Login can use the UNIX login password. Netscape uses Plain.
Outlook and Outlook express uses Login as default, although they can be set to use NTLMv1.

Pegasus uses CRAM-MD5 or Login but you are not able to configure which method to use.
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E-myail Notification Configuration

Monitor [P Traffic On-demand AP
Sundin Report History User Log Status
|casper.wu@yahoo.com.tw (m| 7 7 v
[relix@amail com 4 ] W~ [
[ || O d |
Interval |1 Hour j |1 Hour j |1 Hour j MiAy
Send Test Email Serd I Send I Send | Send I
Send From |casper.wu@vahuu.com.hn\t
SMTP [srntn.rr ailyahoo.com tw

Auth Method INone 'I

Traffic History P

Part [514

oOn-demand User Log (P [10.2.3.203 Port [514

Syslog Configuration: Enter the IPs and Ports of the Syslog server to receive system events including Traffic

History and On-demand User Log.

Sysleg Configuration
Traffic History I [10.23.218 Port [514
On-demand User Log P |1D.2.3.QD3 Part |514
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4.7 Help

On the screen, the Help button is on the upper right corner.

Click Help to the Online Help window and then click the hyperlink of the items to get the information.

|_ Configuration JI'| \_ Management . Configuration

Welcome to System Administration

®) Logout
(EJ Help

Online Help

Overview
System Configuration
System Information
WAN1 Configuration
WANZ & Failover
LAN1~4 Configuration
Private LAN Configuration
User Authentication
Authentication Configuration
Authentication Server Configuration
Local User Setting
POP3 Configuration
RADIUS Configuration
LDAP Configuration
NT Domain Configuration
On-demand User Server Configuration
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Appendix A. Console Interface

Via this port to enter the console interface for the administrator to handle the problems and situations occurred

during operation.

1. To connect the console port of AMG-2000, you need a 21
console, modem cable and a terminal simulation Part Setiings |

program, such as the Hyper Terminal.

2. If you use Hyper Terminal, please set the parameters
as 9600,8,n,1.

Bitz per secaond: I 3E00 _'_l

Diata bits: | ] ;l

Barity: lNone Li
Ston bis :
Flows contral: INDne ;I

Rezstore Defaults |

] I Cancel | Apply |

Caution: the main console is a menu-driven text interface with dialog boxes. Please use arrow keys on the

keyboard to browse the menu and press the Enter key to make selection or confirm what you enter.

3. Once the console port of AMG-2000 is connected properly, the console main screen will appear automatically. If
the screen does not appear in the terminal simulation program automatically, please try to press the arrow keys,
so that the terminal simulation program will send some messages to the system and the welcome screen or the
main menu should appear. If you are still unable to see the welcome screen or the main menu of the console,

please check the connection of the cables and the settings of the terminal simulation program.

LevelOne AMG-Z000 EBasic Configuration
Fleaze select functions:

Ttilities for network debugging
IFaszsword Change admin passwvord

Beset Feload factory default

Bestart Restart Levellne LMG-Z000
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Utilities for network debugging

The console interface provides several utilities to assist the Administrator to check the system conditions

and to debug any problems. The utilities are described as follow:

YV V V VY

>

LevelOne AMG-2000 Configuration Ucility
Please select utility:

I3 NG Fing host (IF)

race Trace routing path

howIlF Display interface settings
EhowRT Display routing table
EhowiRP Display ARP table

WnTime Display system up time
Etatus Check serwvice stcatus

Eatfe et device into 'zZafe mode!
ITE Synchronize clock with NTP server
LMESG Print the kernel ring buffer
llain Main menn

Ping host (IP): By sending ICMP echo request to a specified host and wait for the response to test
the network status.

Trace routing path: Trace and inquire the routing path to a specific target.

Display interface settings: It displays the information of each network interface setting including the
MAC address, IP address, and netmask.

Display the routing table: The internal routing table of the system is displayed, which may help to
confirm the Static Route settings.

Display ARP table: The internal ARP table of the system is displayed.

Display system up time: The system live time (time for system being turn on) is displayed.

Check service status: Check and display the status of the system.

Set device into “safe mode”: If administrator is unable to use Web Management Interface via the
browser for the system failed inexplicitly. Administrator can choose this utility and set AMG-2000
into safe mode, then administrator can management this device with browser again.

Synchronize clock with NTP server: Immediately synchronize the clock through the NTP protocol
and the specified network time server. Since this interface does not support manual setup for its
internal clock, therefore we must reset the internal clock through the NTP.

Print the kernel ring buffer: It is used to examine or control the kernel ring buffer. The program helps
users to print out their bootup messages instead of copying the messages by hand.

Main menu: Go back to the main menu.

Change admin password

Besides supporting the use of console management interface through the connection of null modem, the

system also supports the SSH online connection for the setup. When using a null modem to connect to

the system console, we do not need to enter administrator’s password to enter the console management

interface. But connecting the system by SSH, we have to enter the username and password.
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The username is “admin” and the default password is also “admin”, which is the same as for the web
management interface. You can use this option to change the administrator’s password. Even if you
forgot the password and are unable to log in the management interface from the web or the remote end of
the SSH, you can still use the null modem to connect the console management interface and set the

administrator’s password again.

Caution: Although it does not require a username and password for the connection via the serial port, the same
management interface can be accessed via SSH. Therefore, we recommend you to immediately change the

AMG-2000 Admin username and password after logging in the system for the first time.

. Reload factory default

Choosing this option will reset the system configuration to the factory defaults.
. Restart AMG-2000

Choosing this option will restart AMG-2000.
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Appendix B. Network Configuration on PC

After AMG-2000 is installed, the following configurations must be set up on the PC: Internet Connection Setup and
TCP/IP Network Setup.

* Internet Connection Setup
If the Internet Connection of this client PC has been configured as use local area network already, you can skip
this setup.

€ Windows 9x/2000

:
1. Choose Start > Control Panel > Internet Options.  [o.  wen oo 1005 1o

| 4mgack - = - G| @oearch [yFoders (Bstory | G5 02 X o | E-
| acdvess [ Control panel o P |

J <]

- Accessibilty  AddfRemove Add/Remove Administrative  DabeiTime
Control Panel Options  Hardwars  Programs

il j
Internet Options l:"f' % o % q
Corfigurss your Inkernet display ==
and connections settings Display  Folder Options Fonts

Controlers
Windows Update -
Windows 2000 Sugport @ H Y
<&

<
Keyboard Mause Metwarkand  Phone and  Power Options
Diskup Co..  Modem ...

® a @ ¢

Printers Regional  Scanmersand  Schedued  Sounds and
Options Cameras Tasks Multimedia

@/

System Usersand  YMware Tooks zl
Pacaininri s
Configures your Internet display and connections setkings [ {5 My Computer

2. Choose the “Connections” label, and then click 21

General I Security I Content  Connections IPrograms I Advanced I

Use the Internet Connection Wizard ko
conneck wour computer bo Ehe Internet,

—Dial-up settings

Setup.

Add...

Remove |
Sethings. .. I

! Dial wheneyver & network conmection is nob present
= plways dial ry default conmection

CUFREnE ! [eg = Set Default I

—Local Area Metwork (LAN) settings

% rdewver dial & conmection

L&M Settings... |

oK Cancel | Apply I
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3. Choose “l want to set up my Internet connection
manually, or | want to connect through a local
Area network (LAN)”, and then click Next.

4. Choose “I connect through a local area network
(LAN)" and click Next.

5. DO NOT choose any option in the following LAN

window for Internet configuration, and just click Next.
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Welcome to the Internet
Connection Wizard
The Intemet Connection wizard helps you connect your computer

to the Intemet. You can use this wizard to set up a new or
existing Internet account,

7 | want ta sign up for a new Intemet account. My telephane line
is connected to my modem.)

7 | want to rangfer my existing Internat account to this computer
[My telephone line is connected to my modem.]

% | want to set up my Intemet connection manually, of | want to
connect thraugh & local area network [LAN).

To leave your Intemet seltings unchanged, click Cancel.

To lzarn more about the Intemet, click Tutorial, Tutarial

l

<Eack‘ i Mext > I ’ Cancel

S

Internet Connection Wizard

Setting up your Internet connection

[f you have an Internet service provider account, you can use your phone line and a modem
ta connect ta it If pour computer iz connected to a lacal area netwark [LAN], pou can gain
access to the Internet over the LaN

How do you connect to the Intermet?

| connect through a phane line and & modem

@:t through a local area network [LAN]

<Back‘ I Nest » I } Cancel

TS—

Internet Connection

ard

Local area network Intemet configuration

Select the method you would like to use to configure your proxy settings. | you are not
sure which option to select, select automatic discovery or contact pour netwark
administrator. Automatic configuration may overnde manual settings. To ensure the use
of manual settings, dizable automatic configuration,

Automatic Configuration
™ Automatic discovery of prosy server [recommended]
™ Use automatic configuration script

Adidress:

[~ Manual Prosy Server

<Back‘ I Mest > I ’ Cancel

S———




6. Choose “No”, and click Next.

7. Finally, click Finish to exit the Internet Connection

Wizard. Now, the set up has been completed.

€ Windows XP

1. Choose Start > Control Panel > Internet Option.
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x|

An Internet mail program iz installed on your computer. Intemet mail allows you to
receive and send e-mail messages.

To successfully set up your Intemet mail account, you must have aready signed up far
an e-mail account with an Intemet service provider and obtained impartant connection
information. If yau are misging any information the wizard aske pou to provide, contact
wour Inteinet service provider.

Do you want to set up an Internet mail acoount now?

i Yes

<Back< I Newt > I ’Cancel |

TS

ternet Conne:

l

Completing the Internet Connection
Wizard

“fou have successfully completed the Internet Cannection wizard.
“faur camputer iz now configured ta connect to pour ntemet

account.

r Ta connect ta the Internet immediately, select this box and then
click. Finish.

After pou close this wizard, you can connect to the
Internet at any time by double-clicking the Internet
Explorer icon on your desklop.

To close the wizard, click Finish

< Bac(lﬁmsml Cancel

 ——

B Control Panel

File Edit Wew Favorites Tools

) )
€ © T O seach [ Foders

Help ”

Address | Control Panel

ﬂ“ Control Panel

@ Switch to Category View

See Also

& Windows Update
@) Help and Support

R E

&

v
& X D £

Accessibility  Add Hardware Add or Administrative Date and Time
Options Remav... Tools
- foe A .
S v 2 w
Display  Folder Options Fonts Game
Contrallers
- ’
&= o) |
) = ‘
Keyboard Mouse Metwork Phone and  Pawer Options

Conmections  Madem ...

L oe @

L)

©

Printers and  Regional and  Scannersand  Scheduled  Sounds and
Faxes Language ...  Cameras Tasks  Audio Devices
Speech System  Taskbar and User Accounts YMware Tools v




2. Choose the “Connections” label, and then click

Setup.

3. Click Next when Welcome to the New Connection

Wizard screen appears.

4. Choose “Connect to the Internet” and then click

Next.
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General | Security | Privacy | Content | Connections | Programs || Advanced

- Toset up an Internet connection, click
g ) Setup...
a Setup. -

Dial-up and “irtual Private Metwark, zettings

Choose Setkings if you need to configure a proxy
server for a connection,

Local Area Metwork [LAM] zettings

L&M Settings do not apply bo dial-up connections, LA&M Settings...
Choose Settings abowve for dial-up sektings.

[ Ok ] [ Cancel

New Connection Wizard

Welcome to the New Connection
@ Wizard

Thiz wizard helps you:
* Connect to the Intemet.

* Connect ta a private network, such as vour workplace
hetmork.

* Setup ahome or small office netwark.

To continue, click Mext.

New Connection Wizard

Metwork Connection Type
‘what do you want to do?

ou can browse the Web and read email

() Connect to the network at my workplace
Connect to a business network [uzing dial-up or YPMN] 20 you can work from home,
a field office, or anather location.

() Set up a home or small office network
Connect to an existing home or small office network. or set up a new one.

() Set up an advanced connection

Connect directly ko another computer uging pour serial, parallel, or infrared port, or
zet up this computer go that other computers can connect to it.

T ——
[ <Eac:( H Mest > ID Cancel
—




5. Choose “Set up my connection manually” and

then click Next.

6. Choose “Connect using a broadband
connection that is always on” and then click
Next.

7. Finally, click Finish to exit the Connection

Wizard. Now, you have completed the setup.
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New Connection Wizard
Getting Ready

The wizard is preparing to set up vour Intermet connection.

How do you want to connect to the Intermet?

ternet service providers [I5Ps]

will need your account name, password, and a
phone number for your ISP, For a broadband account, you won't need a phone
number.

() Use the CD | got from an ISP

P ——
[ <Eac:|( ” Mext > ]D Cancel
—

New Connection Wizard

Internet Connection
Haw do you want to connect ta the ntermet?

() Connect using a dial-up modem
Thiz type of conhection uzes a modem and a regular or ISDN phane line.

dhand b

(Z) Connect uging a b that

password
This iz a high-speed connection uzsing either a DSL or cable madem. Your ISP may
refer ta this type of connection as PPPoE.

quires a user name and

TP "
connection. |t is always active, and doesn't require pou to sigh in.

P —
[ < Back (H Mext » ]) Cancel
~—

New Connection Wizard

)

Completing the New
Connection Wizard

“Your broadband connection should already be configured
and ready ta uze. IF your connection i nat working
properly, click the following link.

Learn more about

To cloge this wizard, click Finish.

[ < Back H Finish l) Cancel
V




TCP/IP Network Setup
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In the default configuration, AMG-2000 will assign an appropriate IP address to a client PC which uses DHCP to
obtain IP address automatically. Windows 95/98/2000/XP configures IP setup to “Obtain an IP address

automatically” in default settings.

If you want to check the TCP/IP setup or use a static IP to connect to AMG-2000 LAN port, please follow the

following steps:

@ Check the TCP/IP Setup of Window 9x/ME

1. Choose Start > Control Panel > Network.

2. Choose “Configuration” label and select “TCP/IP >
AMD PCNET Family Ethernet Adapter (PCI-ISA)",
and then click Properties. Now, you can choose to

use DHCP or specific IP address.
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E3 Contiol Panel MR
| Hle Edt View Go Favoiles Heb |

« s g B @ X E L E
Back Farmard Up Cut Copy Paste Unda Delete  Properties | Wigws

| Addiess [0 Contral Panel [

hecessibity  AddMNew  Add/Remove  Date/Time

G

Options Hardware Programs
Control
nel B @ A G
- S | (2}
Display Forts Game Internet

Network Controllers Options
Configures network

hardware and software. @ %’} @ %
bl

Keyboard Modems Mouse Multimedia

& n 9

ODBCData  Passwords Paower
Sources (32bit)] tanagement

[ Y |

‘Eonhgules network hardware and su\l_&‘ My Computer

Microsoft Home

Technical Support

Metwork K E3

Configuration I |dentification I Access Control I

The following network components are installed:

Client for Microsoft Metworks

Remove I Froperties I
— ——
Primary Mebwork Logorn:
ICIient for bicrozoft Metworks ;I
Fil= and Print Sharing... |

D escription

TCPAIP iz the protocol pou use ta connect bo the Internet and
wide-area networks.

Ok I Cancel




3-1.

Using DHCP: If you want to use DHCP, please
choose “Obtain an IP address automatically” on
the “IP Address” label and click OK. This is also
the default setting of Windows. Then, reboot the
PC to make sure an IP address is obtained from
AMG-2000.

AMG-2000
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TCP/IP Properties =
Eindings | Advanced | MetBI0S |

DMS Configuration I G ateway I WMS Configuration 1P Address

An IP address can be automatically assigned to this computer.
If your nebwork. does not automatically assign IP addresses, ask
wour netweork, administrator for an address, and then tppe it in
the space below.

@1 an |IP address autc\m
—

 Specify an IP address:

B Address: | . 1 . |

Submet bastk: | . . . |

Cancel

3-2. Using Specific IP Address: If you want to use specific IP address, you have to ask the network

administrator for the information of AMG-2000: IP address, Subnet Mask, New gateway and DNS

server address.

* Please choose “Specify an IP address” and
enter the information given by the network
administrator in “ 1P Address” and “Subnet
Mask” on the “IP Address” label and then
click OK.

¢ Choose “Gateway” label and enter the
gateway address of AMG-2000 in the “New
gateway:” and then click Add and OK.

123

TCP/IP Properties 7] <]

Bindings | Advanced | NetBIDS |
DMS Configuration | Gateway | WINS Configuration  IF Address

An |IP address can be automatically assigned to this computer.
If your network does not automatically assign |P addresses, ask
wour network. administrator for an address, and then type it in
the space below.

7~ Obtain address automatically

1P Address: | | . . . |

Subnet M ask: | = s . |

—

Cox_ D comcar |
TCP/IP Properties =
Bindings | Advanced HetBIOS |

DMS Configuration  Gateway I WS Configuration I IP Address

The first gateweay in the Installed Gateway lizt will be the default.
The address order in the list will be the order in which these
machines are used.

Mew gateway:

| . . . (& Add

Installed gatewayps:




¢ Choose “DNS Configuration” label. If the
DNS Server column is blank, please click
Enable DNS and then enter the DNS
address(es) provided by your network
administrator. Then, click Add and click OK.

@ Check the TCP/IP Setup of Window 2000

1. Select Start > Control Panel > Network and

Dial-up Connections.

2. Click the right button of the mouse on “Local Area

Connection” icon and then select “Properties”.
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TCP/IP Properties Bl

| Advanced MetBI0S |
DMHS Configuration I G ateway I WINS Configuration I IP Address

o 0j M5

Hoszt: I D ornain: I
DS Server Search Order

| Eemove I

Drornain Suffiz Search Order

Bindings

| el

| Eemove I

Cancel

oy

| Fie Edt View Favorites Toos Help ‘

J 4=Eack » = = | @ search  YFolders  {ZHistory |%‘ L X | [~

Jngdrsss I@ Contral Panel j &0
3 L | DatefTime Display  Folder Cptions Fants ;I
!
=
Control Panel % %r @ @
Eame Inkernet Keyboard Mouse
Network and Dial-up Cantrollers Options

Connections

Cannects ko other computers, .""‘

networks, and the Inkernet h?"
Phone and  Pawer Options Printers
Moderm ...

2 &3 4

‘Windows Updats
‘indows 2000 Support

Reqional Scanners and  Scheduled Sounds and
Cptions Cameras Tasks Multimedia
System Users and  YMware Tools

Connects ko other computers, networks, and the Internet |

al

‘@ My Computer

1 Network and Dial-up Connections

| Fle Edt view Favoritss Took Advanced Help

| Back - Busearch [4Foders BHstory |05 W2 X w0 | -

| address | Network and Diakup Connections

el -
(I E !.i.

£
B
=

jﬁsn|

IMake New
Connection

Netwﬁrk and Dial- c o
up Connections Disable
— Status

Local Area Connection Create Shortcut

Type: LAN Connection Delete:

Status: Enabled

AMD PCMET Family PCI Ethernet
Adapter

13 Displays the properties of the selacted connection.
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3. Select “Internet Protocol (TCP/IP)” and then click 2]

General
Properties. Now, you can choose to use DHCP or |

Connect using:

specific IP address, please proceed to the following | AMD PCMET Family PCI Ethernet Adapter

steps.

Components checked are used by this connection:

Client for Microzoft Metworks
L= et i Microsoft Netwarks

ol winstat [ Properies D

—_—
— Dezcription

Transmizsion Caontral Protocol/Intermest Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

I Show icon in taskbar when connected

4-1. Using DHCP: If want to use DHCP, please choose 2l

General I

“Obtain an IP address automatically” and click

“r'ou can get IP zettings assigned automatically if your network supports
thiz capability. Othenwize, you need to ask vour network. administrator far

OK. This is also the default setting of Windows. the appropriste IP settings.
Then, reboot the PC to make sure an IP address is @ampaﬂdress Al >

—{" Uzge the following 1P address:

Obtained from AMG'2000 1B address: I . 5 5

Subnet mask: I . . .
Default gatersay: I . . .

%" Obtain DMS server address automatically

—{" Use the following DMS server addresses:

Ereferred DS semven I . . .
Lltermate DHS serven I . . .

Adwvanced... |
( (0] I ) Cancel |

e —

4-2. Using Specific IP Address: If you want to use specific IP address, you have to ask the network
administrator for the information of the AMG-2000: IP address, Subnet Mask, New gateway and DNS
server address.

+ Please choose “Use the following IP Intornat Protocal [TCR/IF]BISREE U 21

General |

address” and enter the information given from

You can get IP settings azzigned autaomatically if pour network supports
thiz capability. Otherwize, you need to ask your netwoark. administrator for

the network administrator in “IP address”, the: appropriate [P seftings

“Subnet mask” and DNS address(es) and Dbt tomaticaly
= |ze the following |P address:

then C“Ck OK 1P address: I . < :
Subnet mask: I : E
Default gateway: I s :

 [Dhtsi tically
i |z the following DMNS server addres&,
Preferred SETVET I .

Alternate DS server: I . . 2

Ok Cancel
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1. Select Start > Control Panel > Network it [ B|X]
Fle Edt View Favortes Tooks  Help i
Connection. Qo - © - Poeach [7rodes [T
address |G Control Panel v B
¢ ¥ D 99 P 7
Accessibiity  Add Hardware Add or Adrinistrative Date and Time
Options Remow... Tools
w B e P
See Also g‘ = e
Display  Folder Options Fants Game Internet
% indows Update Controlers Options
@) Help and Support G . "11}
Keyboard Phone and — Power Options
Modem ...
. A
=1 | ¢
| = QQ
Printers and  Regional and  Scanners and  Scheduled Sounds and
Faxes Language ...  Cameras Tasks Audio Devices
¥ 9 4 8 P
Speech System Taskbar and  User Accounts Viware Tools v
. . - . [l = Al
2. Click the right button of the mouse on the “Local SN i EBX
Fle Edb Yiew Favortes Tools Advanced  Help i
Area Connection” icon and select “Properties” Qoeck - ()T O seacn [ roldes [T
Acldress | Network Comnections v| B

# | LAN or High-Speed Internet
Network Tasks

Create anew

connection
% Set up ahome or small
= office netwark
& Disable this network
device
€, Repair this connection
]| Rename this connection
&) View status of this
connection

Change settings of this =
connection

Connection

NET Farily PCI Ethern. .

Disable
Status
Repair

Bridge Connections

Create Shortcut
Delete
Rename

Other Places &
@ control Panel

&) My Nstwork Flacss

Iy Documents

3. Select “General” label and choose “Internet

-4 Local Area Connection Properties

General | Authentication || sdvanced |

Protocol (TCP/IP)” and then click Properties. Now,

Connect using:

| H8 AMD PCMET Family POl Ethernet Adapter |

you can choose to use DHCP or specific IP address,

please proceed to the following steps.

Thiz connection uzes the following items:

[w] g[ﬁlient for Microsoft W ebworks
File and Frinter Sharing for Microsoft Mebworks

Lninztall

Install....

Drescription

[ Poperies D

e ST Tt
Transmizsion Control Protocal/lnternet Protocol. The default

wide area netwark, protocal that provides communication
across diverse interconnected netwaorks.

[] Show ican in natification area when connected

[ o JI

Cancel ]
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3-1. Using DHCP: If want to use DHCP, please choose N GEEEIIIING eI AT

General | Alternate Configuration

“Obtain an IP address automatically” and click

“rou can get IP settings assighned automatically if your network. supporks
this capability. Otherwise, pou need o ask your network. administrator for

OK. This is also the default setting of Windows. et e e e

Then, reboot the PC to make sure an IP address is
() Use The Tomemmg T aadress:

obtained from AMG-2000. |:|
[
]

() Obtain DNS server address automatically
(2 Use the fallowing DNS server addresses:

]
]

OF. ] [ Cancel ]

3-2. Using Specific IP Address: If want to use specific RLIEAEaA TSN (e I EL A S ZIX

Gereral |

IP address, you have to ask the network

‘You can get IP settings assigned autamatically if your network supports

administrator for the information Of the AMG_ZOOO thiz capability. Othensize. vou need to ask your netwark. administrator for

the appropriate |P zettings.

IP address, Subnet Mask, New gateway and € Obtai automaticaly

DNS server address. ,F.: :
1P address:

¢ Please choose “Use the following IP Subnet mask: [ e ]
Default gateway: | ¥ . E ]

address” and enter the information given from

the network administrator in “1P address”, @em@
Freferred SETVEL | . . . |

“Subnet mask” and the “DNS address(es)” toate DS '[:
altermate FEIVEL % 2 &
and then click OK.

Ok ] [ Cancel ]
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Appendix C. Windows Server

AD environment mode can be supported by AMG-2000. For example, the domain, 2k3lab.idv.tw, is controlled by

Window 2000/2003 sever and please make sure you have enabled the Active directory Service on the Windows

Server.

<) Ble Action View indow Help ‘Jﬂﬂi
¢o | OmE B EFRE @ BB vEn
&5 Active Directary Users and Computers | 2k3labuidv.bw 12 objects
& 2 Bavel Ltz Name [ Type [ Description |
= e o ik buitinDamain
&3 compuress (Cdcomputers Container Default container For upgr. ..
(&) Damain Contrallers (2] Domain Cantr... Organizational ...  Default container for dam. ..
Felbcou (<31 felixou Organizational ...
B ForcignsecurityPringipaks (CForeignsecuri..,  Conkainer Default conkainer For secu...
@ ou (Flou Organizational ...
{21 U root (<51 OU roct Crganizational ...
{1 test (&3] test Organizational ...
= ™ (3] T Crganizational ...
(2] user11 (5] user11 Organizational ...
(3 users ((users Container Default conkainer For upgr. ..
= s Bz Organizational ...
N | ]

When the AMG-2000 is set up, Windows Server should be also ready by the MIS in your company. Then, you can
add new user and group under the OU.

4% Active Directory Users and Computers HEE
< Ble Action View indow Help ‘ _|& 5|i
¢o | BE LB XERB |2 BB vED
|73 Active Directary Users and Computers | OU 4 objects
=03 5:;"5:?1”3"55 hlame [ e [ Deseription 1
= ? F_“I ;ui‘l'ﬁ:‘tw (&1 ou1 Organizational ...
(] Computers g EEE ESE'
(1 Domain Controllers o
(& Feliou {3 usertap User
(2 ForeignSecurityPrincipals
Bl out
[=-{€) test
[=)-{€5] testl
EREI
{2ttt
{2 ol root,
(] test
(& ™
{&] useril
(23 Users
(&1 rEEE
1 [ 2
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Right-click on the OU to add a new user. OU—New—User.
& hctiveDirectory Usersand Computers ______________________________________________________________________BEH
@ File  Action  ¥iew ‘Window Help ‘;Iilﬁl
¢o | amEsB *xFRB R gl vEE

@ Active Directory Users and Computers | QL 4 objects

E] 12 Saved Quanes Name [ Type | Description ]
=} 'ig g'gb-l'td"'tw (Zout Orgarizational ...
=
e a5a User

-2 Computers
{21 Domain Controllers bbb e
(@ Felixous usertop User

-] ForeignsecurityPrincipals

EHEA R belegate Control...
&

= . Mowe. ..
E Find..,
Computer
Contact
@o— T, Gom
B e i InetOrgPerson
g Ty M EINION O TS v Gueve s
(< us cut Organizational Unit
D Celete Printer
= i Rename =
Refresh Shared Folder
Export List... T
Properties
Help
T | H

Enter the user name in the necessary fields, “First name” and “User logon name”, and click Next.

New Object - User E |

g Create i 2k3labuidy. b /0L

First name: Iu:u:u: Initials: |

Lazt name: I

Full name: Iu:u:u:

User logon name:;

[cod [ @2klabidv.tw =

Uzer logon name [prewindows 2000]:
|2K3L.&BH |.:.:.:

4 Bank | et » I Cancel
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Enter the Password and enter it again for confirmation. The password must be six characters or more. Depend on
the request to check the four selections below. .Then, click the Next.

New Object - User |

g Create i 2k3labuidy. b /0L

Pazzwmord: I------

Confirm paszsword: quu

™ User must change password at nest logon

[~ Uszer cannot change pazsward

W Password never expires

[ Accourt iz dizabled

¢ Back | et » I Cancel

The new user, ccc, is created successfully under the OU.

Mew Object - User |

g Create i 2k3labuidy. b 0L

Wwhen you click Finizh, the following object will be created:

Full rname: coo .‘_I
Uzer logon name: cocied2k3lab.idy. b

The pazsword never expires.

=

< Back Cancel |
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Right-click on ccc to view the properties. ccc—Properties.

4 Active Directory Users and Computers M= E

=181

@ Bile  Action Wisw Window Help
o amEsB xEB R el vEE
@ Active Directory Users and Computers | QL 5 objects
% ] Saved Q“E”ES Mame [ Type | Description |
& @ 2.t (Zlout Organizational ...
-2 Builin L e
-2 Computers o U
(2] Domain Controllers ecr
&) Felixou -
=[] ForgignSecurityPrincipals ) usertop Us ;;zyt
(2 oU 0 & group. .
B ot Disable Account
{23 ol root Reset Password, .,
(] est Move...
B2 T Open Home Page
(&1 usert1 Send Mail
(2 Users
r
2 all=
cut
Delete
Rename
Help
K | H

Click the Account label and you will see the account information about ccc.

ccc Properties E E3 |

Remaote control I
MemberOf |  Diakin |
General I Address Account

Uzer logon name:

Terminal Services Profile I
E rmviranment I

COk+
Seszsions

| Prafile I Telephones I Crganizatian

|.:.:d | {312k Slab i b

IJzer logon name [pre-windows 2000];

=

| 2K 3LARY [oec

Logon Hours.... LogOn Ta... |

T fpcount iz locked out

Account optiong;

[ Uszer cannot change password
v Pazsword never expires

™ Uszer must change password at nest logon

[ Store pazzword using reversible encrption

— Account expires
% Mever

i End of; IWE-:Ine:ada_l,l_ E

24, 2006

k2

o |

Cancel |

el
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Then, you can get the information to fill in the fields of LDAP Server. For example, Server IP: www.2k3lab.idv.tw;
Port: 389; Base DN: ou=0U,dc=2k3lab,dc=idv,dc=tw; Account Attribute: CN

Primary LDAP Server

Server IP F(Domain HameIP)
Port FiEs: 3807
Base DN F(CN=,de=, de=)
Account Attribute FIEz: uid)

Secondary LDAP Server

Server IP
Port
Base DN

Account Attribute

Policy Mapping
LDAP Policy Mapping  fap L DAP Aftributes to Policy

Note: Usually, the users are created under the CN=users, and the Base DN will be
“CN=users,dc=2k3lab,dc=idv,dc=tw”. The Account Attribute of Windows Server will only be CN and that of Linux
could be CN or uid.

132




AMG-2000
User’'s Manual

Appendix D. Proxy Setting for Hotspot

HotSpot is a place such as coffee shops, hotels, or other public areas where provide Wi-Fi service for mobility users.
HotSpot is usually implemented without complex network architecture and using some proxy server which provide

by Internet Service Providers.

"ADSL / Cable Modem

Cipherium Gateway

(a4

Access Point

ISP Proxy Server

Notebook

In Hotspots, mobility users usually enable their proxy setting of the browsers such as IE, Firefox, or the others, so
we need to set some proxy configuration in the Gateway. Please follow the steps to complete the proxy
configuration :

1) Login Gateway by using “admin”.

2) Click the Network Configuration from top menu and the homepage of the Network Configuration will

appear.

System i AP | | Network
\_ Configuration )| ', Management |/ | Configuration

E2) Network configuration

tle(work Address Translation |
Network Configuration

( Privilege List : Network Address — AMG-2000 provides 3 types of network address translation: DWMZ

Tr: (Demilitarized Zone), Public Accessible Server and IP/Fort Redirect

—————
Meonitor IP List | i - ; "
( ) Privilege List Systern provides Privilege IP Address Listand Privilege MAC Address

List. Systern will MOT authenticate those listed devices.

Walled Garden List M
% Systern can monitor up to 40 network devices online status with an
— ., . : optian to add them as public access servers via HTTP or HTTPS
( i " Monitor IP List
Proxy Server Properties Even under MAT mode, after added the devices as public access

—— severs, the devices can be accessed by clicking the hyperteit,
‘ Dynamic DHS |

. Up to 20 hosts' URL could he defined in Walled Garden List. Clients
‘Walled Garden List N .
—_—, may access these URL without authentication.
‘ 1P Mobility
AMG-2000 supparts up o 10 external proxy servers
Proxy Server

( VPII Configuration | Properties Systern can redirect trafiic 1o external proxy server into built-in prowy
SErver.

Dynamic DNS AMG-2000 supports dynamic DS (DOMNS) feature

IP Mobility Systern supports IP PMP Canfiguration

WPM Termination: an IPSec tunnel can be established between the
systern and the clientlocated at the LAN side.

Site-to-Site WP an IP8ec tunnel can he constructed to be used to
connectto other IPSec capahle device over the Internet,

@0

VPN Configuration
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3) Click the Proxy Server Properties from left menu and the homepage of the Proxy Server Properties will

appear.

Item

External Proxy Server

Server IP

Port

Built-in Proxy Server

Internal Proxy Server

(O Enabled @ Disabled

4) Add your ISP’s proxy Server IP and Port into External Proxy Server Setting.

ftem

External Proxy Server

Server IP Port
‘ 10.2.3.203 6588

Built-in Proxy Server

Internal Proxy Server

O Enabled & Disabled
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5) Enable Built-in Proxy Server in Internal Proxy Server Setting.

ftem

External Proxy Server

Server IP

10.2.3.203

Built-in Proxy Server

Internal Proxy Server

@ Enabled| C Disabled

6) Click Apply to save the settings.
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Appendix E. Proxy Setting for Enterprise

Enterprises usually isolate their intranet and internet by using a complex network architecture. Many enterprises

have their own proxy server which is usually at intranet or DMZ under the firewall protection.

% Desktop @

Router

53 [

ore Switch Firewall

(E) (B)

Access Point Access Point

Notebook Notebook . .

Proxy Server Web Server Mail Server

DMz

In enterprises, network manager or MIS maybe usually ask their users to enable their proxy setting of the browsers
such as IE, Firefox, or others to reduce the internet access loading, so we need to set some proxy configuration in

the Gateway.

Caution : Some enterprises will automatically redirect packets to proxy server by using core switch or Layer 7
devices. By the way, the clients don’t need to enable their proxy setting of browsers, and you don’t need to set any

proxy configuration in the Gateway.

Please follow the steps to complete the proxy configuration :

1. Gateway setting

1) Login Gateway by using “admin”.
2) Click the Network Configuration from top menu and the homepage of the Network Configuration will

appear.
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letwork Address Translation
' Privilege List

E2) Network configuration

Network Address

Walled Garden

Proxy Server Properties

Dynamic DHS

IP Mobility

Meonitor IP List

VPH Configuration

Tr:

Privilege List

Monitor IP List

‘Walled Garden List

Proxy Server
Properties

Dynamic DNS

IP Mobility

VPN Configuration

Network Configuration

AME-2000 provides 3 tpes of network address translation: DMZ
(Demilitarized Zone), Public Accessible Server and IP/Fort Redirect
Systern provides Privilege P Address List and Privilee MAC Address
List. Systerm will MOT authenticate those listed devices.

Systern can monitor up to 40 network devices online status with an
option to add thern as public access servers via HTTP or HTTPS

Even under MAT mode, after added the devices as public access
servers, the devices can be accessed by clicking the fypertex

Up to 20 hosts' URL could he defined in Walled Garden List. Clients
may access these URL without authentication.

AME-2000 supports upto 10 external proxy serers

Systern can redirect traffic to external proxy server into built-in proxy
SErver.

AMG-2000 supports dynamic DS (DOMNS) feature

Systern supports IP PMP Canfiguration

WPM Termination: an IPSec tunnel can be established between the
systern and the clientlocated at the LAN side.

Site-to-Site WP an IP8ec tunnel can he constructed to be used to
connectto other IPSec capahle device over the Internet,

@0
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3) Click the Proxy Server Properties from left menu and the homepage of the Proxy Server Properties will

appear.

Item

10

External Proxy Server

Server IP

Port

Internal Proxy Server

Built-in Proxy Server

(O Enabled @ Disabled
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4) Add your proxy Server IP and Port into External Proxy Server Setting.

External Proxy Server

ftem Server IP Port

1 10.2.3.203 6588

Internal Proxy Server

Built-in Proxy Server O Enabled & Disabled
5) Disable Built-in Proxy Server in Internal Proxy Server Setting.

External Proxy Server

ftem Server IP Port

1 10.2.3.203 G584

Internal Proxy Server

Built-in Proxy Server & Enabled| O Disabled

6) Click Apply to save the settings.

Warning : If your proxy server is down, it will make the user authentication operation abnormal. When users open
the browser, the login page won't appear because the proxy server is down. Please make sure your proxy server is

always available.
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2. Client setting

It is necessary for clients to add default gateway IP address into proxy exception information. By the way, user login
successful page will appear normally.

1) Use command “ipconfig” to get Default Gateway IP Address.

o CAWINDO WSaystem Y Nemd oxn

Copyright 1785-2081 Microzoft Corp.
:'\Documents and Settingsduke. hung>ipconfig

Windows 1P Conf iguration

Ethernet adapter
Connect ion pec il ic

Default Gateway .
adapter

Media Btate . - =« s = « « = = &« = £ a izconnected

2) Open browser to add default gateway IP address (e.g. 192.168.1.254) and logout page IP address “1.1.1.1"

into proxy exception information.

®  ForlE
Proxy Sethings E
SErvErs
| B Tvpe Procey address to use Pork
Q=
HTTP: 1023520 HY
Secure:
ETP:
Socks:
[¥]Use the same proxy server For all protocols
Exceptions
| B Do not use proxy server for addresses beginning with:
G =
192.168.1.254.1.1.1.9|
Use semicolons [ ; 1 to separate entries,
oK ] [ Cancel
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For Firefox

Connection Settings

Configure Proxies to Lccess the Internet

() Direct connection to the Internet

(O Auto-detect prosor sttings for this network
(&) Manuval proxy configuration:

HTTE Proxy: | 102.3.203

| Port: |6588 |

e this prosey server for all protocols

| Ho Proey for: | 192.168.1.254,1.1.11]

Example: mozilla.org, netnz, 192.168.1 024

(O Avtomatic proxy configuration TRL:

OK

] [ Cancel ] [ Help
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Appendix F. Service Zones — A Deployment Example

= Typical Application Scenario: Employee vs. Guest
In this scenario, users are separated into Employee and Guest for the purpose of different levels of access

control.

» Application Network Diagram
One Service Zone (associated with VLAN tag: 1111 and SSID: SZ1-Employee) is set up for employees while the
other Service Zone (associated with VLAN tag: 2222 and SSID: SZ1-Guest) is set up for guests.

o I
-
”s/awlca Zone: Guest

Service Zone: Employee

» Requirements for the Application Scenario
1. No matter where they stay in the office, all users should be divided into two groups (Employee and Guest).
2. Each Service Zone must setup its own SSID to let users to access the wireless network using the specific
SSID. The system will give a unique Session ID to authenticated users when they start new sessions.
3. Both groups of Employee and Guest will be redirected to different login portal pages and will be
authenticated against different authentication database.

4. Apply different access control policies to seperated groups Employee and Guest.
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» Solution and Configuration in AMG-2000
1) Choose the SZ1 for the Employee group (Take Employee for an example of Service Zone configuration)

Service Zone Settings

Senvice Applied
Zone VLAN Tag SSID Encryption Policy Authentication Status Details
Hame

default- Cpen :
Default - <sid Systern Paolicy 1 Server1 Enable | Configure

i

defaultl-  Open ’
(521 1 asidl System Policy 1 Servar1 Disahle | Configure

defaultz-  Open

_ i -
coid | Sytom  POlicyt  Serert Disable [_Configure |

SZ2 2
defaultz- Cpen . B

SZ3 3 saifl System Palicy 1 Server 1 Disable | Configure
defaultd-  Open h _

574 4 ssid System Policy 1 Server 1 Disable | Configure

2) Enable the Service Zone and set up other basic information
E:) Service Zone Settings

Basic Settings

‘Sewice Zone Status (%) Enable | O Disable

|Sew‘ice Zone Name Empolyee |

| VLANTGQ 1111 ‘{(range:1~4094j

Cperation Mode & nAT O Router
Network Settings
IP Address ;. (192.168.2.254 R

Subnethask: 2552552550 r

3) Configure the SSID and other settings which will be applied to the managed APs in this Service Zone

Wireless Settings

Set SSID SZ1-Employee "

Authentication WAL “

WPA-PSI v

Access Point Security AES

Encryption
ahcdel 2345 k
FPassphraseiPSk
Hex A
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4) Enable the Authentication Status, select the Default Authentication Option and configure the login page

Authentication Settings

Authentication
Status (& Enable ‘ODisable
Auth Option _Auth Postfix  Default Enabled
Database
| Sener LOCAL local ®
Authentication Semerd POP3 pop3 O O
Options
Serer RADIUE radius O |
Server 4 LDAP Idap O |
Ondemand  nypepanDp  ondemand O O
User
Login Page [ Caonfigure ] |
Logout Page
Custom Pages Login Success Page
Login Success Page for Ondemand User
Logout Success Page

5) Choose the appropriate Policy which will be applied to this Service Zone

Default Policy in this Service Zone Palicy 1 | | [ Edit System Poilcies

Email Message for Login Reminding [ Edit Mail Message ]

» Finished Configuration — Service Zone Settings
The table will summarize the current configuration and status for each Service Zone:

Service Zone Settings

Service

Fone  VLAHN Tag 550  Encryption ﬁ;jp;:;:gcl Authentication 5tatus Details
Name

default- Open o
Default - csid System Policy 1 Local Enakle | Configure

: e WPA2  Palicy
Emplayee 1111 Employes WPAZ Palicy 1 Laocal Enahle] Configure

. R 372- Shared . On-demand
(Juest 2222 Guest key  olicy2 User Enahle] Configure

peraults- open i i _
=273 3 i v [ (
523 3 ssid System Palicy 1 Local Disahle | Configure
dera | open i i | Configure_|
(=3 i [ i
SZ4 4 ssid System Palicy 1 Local Cisable | Configure
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Appendix G. Local VPN User Configuration

AMG-2000 has the ability to establish IPSec VPN tunnels between local user’s Windows devices (on local wired or
wireless network) and AMG-2000 itself, for the purpose of traffic protection on local networks. By pushing down
ActiveX Control to the user’s browser from AMG-2000, the system will be able to install a so-called “clientless” IPSec
VPN.

fIPSec Tunnel} o WAP-0006

Lacal ¥PH
5 (IPSec Tunmel}

;l%,-f

Wirgless Waar

1. User Operation Flow
1) As usual, type in username and password in the User Login Page

User Login Page

Welcome To User Login Page!

Please Enter Your User Name and Password To Sign In .

& :
&b User Name:  testuser i

Password: (esesses |

\ s e G
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2) For the first time, if the user has never used Local VPN feature, Windows IE browser (6.0 or above) will display

an alert message to ask the user whether she or he wants to install the “add-on” software.

S - —
@.\.. 5 v | €] Mips/iame2000 ddcasis com tw/nginpagesivpn_main shbnlPuip=192. 168.1 642w _ip=192 168 1 254 &enc=3DESRE ¥ | £ | #2 /| X

1

T |@hrrps:#mgzunu.ddcm.com.wmgnpagewpn_mm.s...i | o v B Mo+ [ZhPags v

'jﬁ'('l:hjs website wants to install the following add-an: VPN Client CAB' from Digitel Data Commundcations Lsia Co., Ltd." If wou trost the website and the add-on and want 1o fnstall it, click here...]

ActiveX component loading failed.
To enable the VPN connection, please click

the Windows alert on the browser to install
the ActiveX component.

L -_s

3) Click on the alert message and then choose the “Install ActiveX Control” to install the software.

@/ v | &) https:fiamg2000 ddcasia com twfln ginpagesivpn_main shtml?uip=192 168 1 6ddzw_ip=192 168 1 254&enc=3DES&D v | 2 || +4/| X | & Search

| @ Mipsilamed000 ddcssiscom twlloginpagestpn_mains... ||

More mformation

ActiveX component loading failed.
To enable the VPN connection, please click

the Windows alert on the browser to install
the ActiveX component.

L )

Internet Explorer, - Security Warning

Do you want to install this software?

Mame: WPMNClient, CAB
Publisher: Digital Data Communications Asia Co., Ltd.

Mgre@tigns [I: Install ]] [ Don'tInstall §

q wWhile files From the Internet can be useful, this file bype can patentially harm
wour computer, Only install software From publishers vou trust, What's the risk?
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4) After the software is installed well, the system will try to establish the IPSec VPN tunnel for the user

The VPN connection is being established,

automatically.

Please wait,...

t | f

- '\

5) Once the IPSec VPN tunnel is established, the user has successfully logged in and the connection is secured by
IPSec VPN.

Hi, testuser,

You have successfully logged in.
1 You will be secured by IPSec VPHN.

Click this button to

Dionot close this window or the connection will he

terminated.
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The ActiveX Control is a software component running inside Internet Explorer. The ActiveX Control component

can be checked by the following windows.

Gengral || Security | Privacy | Content Comnections | Progoams | Advanced

Internet programs

e, You can specify which program Windows automatically uses for
./ each Internet service,

HTML editor: Micwsoft Weul v
E-mail: Micmeoft Outlock v|
Newsgroups: | Mmmscﬂ Cratlook: v !
Internet Call NetMesting ~|
Calendar: Micuosaft Cutlock v|
Contact List: | Micuosoft Orutlock v

Default web browser

@ Internet Explorer is the default web
/ browser,

Tell me i Internet Explorer is not the default web browser.

Manage add-ons

Enable or disable browser add-ons

"i?_" installed in your system,

Manage add-ons

ak J [ Cancel ][ Apply

Wiew and manage add-ons that are installed on pour computer. Dizabling or deleting add-ons might

$ —|  prevent some webpages from working comectly.
E1 TR /s that have been used by Internet Explares »

Name = Publisher Status Type File #
é] IeCatchS Class (Mot verfed) FlashGet Enabled Browser Helper Object  jocaich
;‘_5] Java Pluz-m 160 01 Sun Microsystems, Ine. Ensbled  ActveX Control s dll
:;g] RealPlayer 32 Control FealMetworks, Inc. Enabled  ActiveX Control rmocis
ﬁ Searchd ssstantOC Microsoft Corpomtion Enabled ActiveX Control shdoow
@ Shockwave Flash Object Enablsd Browser Helper Object  apphel)
3] Shockwave Flash Object  Adobe Systems Incorporated  Enabled  ActiveX Comntrol Flashot
I:‘.’: S5WHelper Class Sun Microsystems, Ine. Enahled Browser Helper Object s dll

[ %] VPNClient ipsec Digitsl Dats Comumtrnications Enabled  AotiveX Contol | VPNCI
A Windows Media Player  Misrosoft Corporation Emabled  AetiveX Contral ~ winp.d
ﬂ Windows Media Player Microsoft Corporation Enabled Active Control wmnpdz
%] Windaws Messenger Ensbled  Browser Exiension Iy
‘3:] EML DOM Document Microsoft Corporation Enabled  ActiveX Control sl
5] XML HTTP 20 Microsoft Corporation Enabled  ActiveX Control msxaml ¥
< | »

Seitings Delete Activex
Click an add-on name above and Chck the name of an

and then chick Enable or Disable. Activel control above and

then click Delete,

Leam mor Lt

From Windows Internet Explorer, click “Manage add-ons” button inside “Programs” page under “Tools” to show

the add-ons programs list. You can see VPNClient.ipsec was enabled.

3. Limitations

The limitation of the client side due to ActiveX and Windows OS includes:

a. Internet Connection Firewall of Windows XP or Windows XP SP1 is not compatible with IPSec protocol. It

shall be turned off to allow IPSec packets to pass through.

b. Without Windows patch KB889527, ICMP (Ping) and PORT command of FTP cannot work in Windows XP

SP2.

c. The forced termination (through CTRL+ALT+DEL or Task Manager) of the Internet Explorer will stop the

running of ActiveX. It causes IPSec tunnel can’t be cleared properly at client’s device. In this case, a reboot

of client’s device is needed to clear the IPSec tunnel.

d. The crash of Windows Internet Explorer may cause the same result.

e. There are some OS and browser which may not support Local VPN.
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a) Internet Connection Firewall
In Windows XP and Windows XP SP1, the Internet Connection Firewall is not compatible with IPSec. Internet

Connection Firewall will drop packets from tunneling of IPSec VPN.

El_. Fihercafaosie IE e | | - Ethernet Properties
General | Suppart | Géneral I Aufﬁentiﬁatinnﬂj Advanced
CHtinaatian Intermet Connection Firswall
Statuz: Connected [] Protect my computer and netwoark. by limiting or preventing
Duratiar: B daps 04:53:39 access to this computer from the Internet
Speed: 100.0 Mbps Learn more about [ntermet Connection Firewall
Internet Connection Sharing
e [ Allaw other network. users to connect thraugh this
S > computer's Internet connection
Sent n:;,‘ﬂ Received
I—I-i:l
Packets: 45 17E578
Learn more about |ntermet Connection Sharing.
Properties ] [ Dizable ]
f
Ok, ] I Cancel

Suggestion: Please TURN OFF Internet Connection Firewall feature or upgrade the Windows OS into Windows XP
SP2.

b) ICMP and Active Mode FTP
On Windows XP SP2 without patching by KB889527, it will drop ICMP packets from IPSec tunnel. This problem
can be fixed by upgrading patch KB889527. Before enabling IPSec VPN function on client device, please

access the patch from Microsoft's web at http://support.microsoft.com/default.aspx?scid=kb;en-us;889527.

This patch also fixes the problem of supporting active mode FTP inside IPSec VPN tunnel of Windows XP SP2.

Suggestion: Please UPDATE client’s Windows XP SP2 with this patch.

c) The Termination of ActiveX
The ActiveX component for IPSec VPN is running paralleled with the web page of “Login Success”. Unless user
decides to close the session and to disconnect with AMG-2000, the following conditions or behaviors of using

browser shall be avoided in order to maintain the built IPSec VPN tunnel always alive.

Reasons may cause the Internet Explorer to stop the ActiveX unexpectedly as follows:
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The crash of Internet Explorer on running ActiveX
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Suggestion: Please reboot client’'s computer, once Windows service is resumed, go through the login process

again.

Terminate the Internet Explorer Task from Windows Task Manager

=]

— Windows Task Manager

File ©ptions Wiew ‘Windows Help

Applications | processes | Performance || Metworking

Task Status
| E unktitled - Paink Funning
| ak i pr_main.sht. .. Runinirng
O S System32iomd. exe Running
2 | |
[ End Task ] Swikch To ] [ Mew Task... ]
Processes: 47 CPU Usage: 0% Commit Charge: 295468kK f 6415

Suggestion: Don'’t terminate this VPN task of Internet Explorer.

There are some cases of Windows messages by which AMG-2000 will warn current user to:

1)
)
®3)
(4)
(5)

Close the Windows Internet Explorer,

Click “logout” button on “login success” page,
Click “back” or “refresh” of the same Internet Explorer,

Enter new URL in the same Internet Explorer,

Open a URL from the other application (e.g. email of Outlook) that occupies this existing Internet

Explorer.

Hi, VPN,

You have successfully legged in.
L You will he secured by IPSec VPN.

Fl lick this buttan to

Microsofi [ niramet Exploxes

That shall all cause the termination of IPSec VPN tunneling if user chooses to click “Yes”. The user has
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to log in again to regain the network access.

Suggestion: Click “Cancel” if you do not intend to stop the IPSec VPN connection yet.

e) Non-supported OS and Browser
In current version, Windows Internet Explorer (6.0 or above) is the only browser supported by AMG-2000.

Windows XP and Windows 2000 are the only two supported OS along with this release.
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Appendix H. DHCP Relay

AMG-2000 supports DHCP Relay defined according to RFC 3046 . For scaling reasons, it is advantageous to set up
an external DHCP server other than having the internal DHCP server implemented in AMG-2000 to assign an IP.
When forwarding client-originated DHCP packets to a DHCP server, a new option called the “Relay Agent
Information option” is inserted by the DHCP relay agent. External DHCP servers that recognize the Relay Agent
Information option may use the information to implement IP address or other parameter assignment policies. The
external DHCP server then echoes the option back to the relay agent in server-to-client replies, and the relay agent

strips the option before forwarding the reply to the client.

A graphic example of connecting 2 gateways with an external DHCP server:

10.1.1.100 10.1.1.200 10.1.1.254

Router Gateway 1
*»__h_h_ﬁ
192.168.1.254 192.168.2.254
172.16.3.254
DHCP Server
172.16.3.100
L]
/ H‘\ Gateway 2
10.10.10.254 123.100.1.254

Please note that the Router and Gateway 1 connected to the DHCP Server have to be under the same network

segment as DHCP Server.

When a client requests IP address from Gateway 1 Public LAN through the build-in DHCP relay agent of AMG-2000,
the DHCP server will receive a DHCP REQUEST packet with Option 82 (a code defined in RFC 3046). Also a Circuit
ID will be sent by AMG-2000 when DHCP relay is enabled to define where the packet is sent from, and this Circuit
ID should have a format of MAC_IP, such as 00:E0:22:DF:AC:DF_192.168.1.254. Therefore, when the external

DHCP server gets the request packet, it knows where to reply to and which IP to assign.
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Here is an example of configuration file of the DHCP server:

match if option : nt.oircuit-id = H 91 192.168.1.254";

class "gl private lan®™ {
match if option : nt.ocircuit-id = : H 9z 192.1658.2.254";
rubrlic lan®™

match if option : nt.ocircuit-id = "O0:12:435: 2:F2 10.10.10.254";

= "g2 private lan™ |
match if option : 1t . cireuit-id = "00:12:43:AD:32:F2 123.100.1.254";

subnet 0.0.0.0 netmask 0.0.0.0 |
option domain-name-sServers 1658.595.1.1¢

pool

pool

From the file, client that connects to AMG-2000 sends out a DHCP request. DHCP relay function in AMG-2000 is
enabled and sending a Circuit ID 00:90:0B:07:60:91_192.168.1.254 to the external DHCP server. When DHCP
server gets the Circuit ID, it recognizes that the request is sent from g1_public_lan and thus assigns the client a
DNS server of 169.95.1.1, an IP that can be in the range of 192.168.1.30 and 192.168.1.50, a default gateway of
192.168.1.254, and a subnet-mask of 255.255.255.0.

P/N: V20020070430
This product incorporates open source code into the software and therefore falls under the guidelines governed by
the General Public License (GPL) agreement.
Adhering to the GPL requirements, the open source code and open source license for the source code are available

for free download at http://global.levell.com.

If you would like a copy of the GPL or other open source code in this software on a physical CD medium, LevelOne

(Digital Data Communications) offers to mail this CD to you upon request, for a price of US$9.99 plus the cost of

shipping.
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