Levell router IPSec VPN vs. WInXP IPSec

Levell router is applicable to FBR-1407, FBR-1409TX, FBR-1417TX,
WBR-2401, WBR-3403TX, WBR-3404TX and WBR-3402

192.168.0.x---LevelOne VPN router---172.16.6.97---172.16.6.10 ---WinXP.
LevelOne Router LAN IP :192.168.0.1 WAN IP :172.16.6.97
WinXP IP 172.16.6.10

WinXP configuration
1. Select O run O0secpol.msc
2. right click “IP Security Policy on Local Machine” Create IP Security Policy

‘i Console1 - [Console Root\IP Security Policies on Local Computer]

'ﬁ] File Action Wiew Favorites  Window  Help | = = _KJ
. &(m 2 Ba
(L] Console Rook | Marne I Description I Policy Assigned

g IP Security Policies on Local Compute |2

Client (Respond Only)  Communicate normally (uns... Mo
[ 4y Services (Local)

Secure Server (Requir... For all IP traffic, always req... Mo
Server (Request Secu... For all IP traffic, always req...  No

nd filter actions...

Manage IP Fil

All Tasks 3
Refresh

Export List...

Wigw »
Arrange Icons 13

Line up [cons

Help

< | &

Create an IP Security palicy

T8 §  Hiconsclet-[Console .. | o FrlW te. e [ st M



3. click Next Otype policy name , for example XP to Router , click Next
4. Deselect “Active to default response rules”. Click Next , click finish .
5. click Add ¢ Next

XP to Router Properties @@

| Rules | General|
Security rules for communicating with ather computers
IP Security rules:
IP Filker Lizt Filter Action Authentication... | Tu
O <Dvnamic Default Responze K.erberog Mc
L >
Add... Edi... | ' ] WV Use Add Wizard
[ (] l [ Cancel

| Security Rule Wizard @gj

bazed upon criteria, such as the source, destination, and type
of IP traffic, in the security rule's P filker list.

- Wwhelcome to the Create [P Security Fule YWizard.
A gecurnity rule governg how and when security iz invoked
i

A gecurnity rule containg a collection of security actions that
are activated when a communication matches the criteria in
the [P filter list.
Security actions:

IP tunneling attibutes

Authentication methods

Filter actions

To continue, click Mest.

| MHext > | Cancel




6. Type Router WAN IP ONext

Security Rule Wizard

Tunnel Endpoint

The turnel endpaint iz the tunneling computer clozest to the 1P raffic destination,
az zpecified by the zecunty le's [P filker list.

An IPSec tunnel allows packets to traverse a public or private intermetwork with the
zecurity level of a direct, private connection between bwo complters.

Specify the tunnel endpoint for the |P Security rule;

" This rule does not specify a tunnel

* The tunnel endpoint iz specified by thiz |P address:
142 . 16 . & . 97

¢ Back | et > | Cancel




6. Network Type click Next , Authentication select Preshared Key , key 12345678
ONext

Security Rule Wizard

Authentication Method

To add multiple authentication methiods, edit the secunity wile after completing the
IF Security rle wizard.

Set the initial authentication method for thiz zecurity ule;

™ Active Directory default [Kerberos W5 pratocol]

™ Use a cettificate from thiz certification authority [CA):

' |Jze this sting to protect the key exchange [prezhared key):
12345674

< Back | MHext = | Cancel




7. Click Add .

Security Rule Wizard

IP Filter List
Select the |P filker lizt Far the type of [P traffic to which this secunty rile applies.

[f o IP filker in the following lizt matches pour needs, click Add to create a new ane.

IF filker lists:
M arne Description ] &dd...
O SICMP Traffic katches all ICMP packets bet..
O AllP Traffic Matches all IP packets from &... L

< Back | Mext > | Cancel




8.Type Name XP to Router , de-select Use Add Wizard ¢ Add

B P Filter List
—
=+

I ame:

P to Router

Dezcription:

Filters:

2X

A [P filker list iz compozed of multiple filkers. n thiz way, multiple subnets, [P
addrezses and protocalz can be cambined inta ane [P filter.

Add...

[ UseAdd 'Wizard

Mimared | Description

|

| Protocal

| Source Port

o]

| Destination

Cancel




9.Type Source IP My IP Address and Destination IP Subnet. Click OK 0Close .
Filter Properties E”E'
Addreszing l F'r-:utu:u:u:ul] Descriptinn]

- Source address:

| My IP &ddress -]

Destination address; -

A zpecific |P Subnet LJ

IPaddess | 192 . 168 . 0 . 0
Subret mask: ‘ 255 . 255 . 255 . O

v Mirared. &lso match packets with the exact opposite source and
desztination addreszes.

] | Canicel




10.Click XP to Router ONext

Security Rule Wizard

IP Filter List

Select the |P filker lizt far the twpe of [P traffic to which this securnty rile applies.

[t r [P Filker in the fallowing lisk matches pour needs, click Add to create a new ane.

Edit...

IF filker lists:
Marme Description ] &dd
O AICMP Traffic katches all ICMP packets bet...
O AP Traffic katches all IP packets from b
LOY<F to Fouter

Femove

ds

< Back | MHext » |

Cancel




11.Click Require Security —edit .

Security Rule Wizard

Filter Action
Select the filter action for thiz zecurity rule.

IF no filker actionz in the following lisk matches vour needs, click &dd to create a new
one. Select Ugze Add Wizard ta create a filker action uzing the wizard.

Filter Actions: v Usze fdd wizard

Narme | Description ] Add...
2 Permit Permit unzecured IF packets t... .
(O Request Security [Jptionall  Accepts unzecured communi... Ed..

L0 Fiequire S ecurity Accepts unzecured communi... Bamave

¢ Back | Mext = | Canicel

12.Move up 3DES with MD?5 to top then back to 11 click next.

Require Security Properties

Security Methodz ] Eeneral1

° Permit
" Block

{* Megotiate security:

Security method preference order:

niE AH Integrity | ESP Confidential... | ESP In Add...
ko <Mones ADES D5 :
torm  <Mones 3DES SHa1 Edit...
ko <Mone: DES SHA1

tam <Maner DES D5 Remove

R

£ [ 3 M ove down

W Accept unzecured communication, but abways respond wsing IPSec
[ Allow unzecured communication with non- PS ec-aware computer

[+ Seszion key perfect forward secrecy [PFS)

] | Cancel




13.Click Finish

Security Rule Wizard @g‘

Completing the Mew Rule Wizard

i

Y'ou have successfully completed specifuing the properties
for your new e,

i

To edit your gecurty rule now, select the Edit properties
check box, and then click Finizh,

I Edit properties

To cloge thiz wizard, click Finizh.

¢ Back | Finizh | Cancel




14.Click Add

XP to Router Properties

Fules | General |
=@ Secuity rules for communicating with other computers
IF Security rules:

I Filter List | Filter Aiction | suthertication... | Tu
#P to Router Require Secunty Freshared Kep 17
O <Dynamics Default Rezsponze k.erberoz Hc
& | &

Add... Edi... j Remove ‘ W Usze AddwWizard

Cloze Canicel




15.Type WinXP self IP Address

Security Rule Wizard

Tunnel Endpoint

The tunnel endpaint iz the tunneling computer clozest to the 1P traffic destination,
az zpecified by the zecurnty wle's [P filker st

An IPSec tunnel allows packets to raverze a public or private internetwark, with the
gecurnty level of a direct, private connection between bwio compbers,

Specify the tunnel endpoint for the IP Secunty rule:

" Thig rule does not specify a tunnel

% The tunnel endpaint iz specified by thiz |P address;
172 . 16 . 6 . 10

< Back | et = | Cancel




16.Click Next ¢ Authentication select Preshared Key , key 12345678 ONext

Security Rule Wizard

Authentication Method

To add multiple authentication methiods, edit the secunity wile after completing the
IF Security rle wizard.

Set the initial authentication method for thiz zecurity ule;

™ Active Directory default [Kerberos W5 pratocol]

™ Use a cettificate from thiz certification authority [CA):

' |Jze this sting to protect the key exchange [prezhared key):
12345674

< Back | MHext = | Cancel




17.1P Filter List click Add

Security Rule Wizard

IP Filter List
Select the P filker list far the type of [P traffic to which this security rule applies.

[f fi [P filker in the following list matches pour needs, click Add to create a new one.

Remove

IP filter lists:
M arme l Description ] Add...
Al ICMP Traffic Matches all ICMP packets bet...
O &l 1P Traffic Matches all IP packets framt... Edi..
QO ¥P to Router Q

< Back | Memxt = | Cancel




18.Type name Router to XP , de-select Use Add Wizard . Add .

B |P Filter List

et A [P ilker list iz composed of multiple filkers. 1n thiz way, multiple subnets, [P

i: addrezzez and protocalz can be combined into one [P filter.

MHame

Router to =P

Diezcription: g

Filters: [ Use Addwizard
Mirrored | Description | Pratocol | Source Port | Destination
< | >

] | Canizel




19.Type Source and Destination IP.

Filter Properties

&ddressing ]F‘rn:ntn:n::n:nli Descriptinni

— Source address: -

IPAddress: | 192 . 168 . 0 . 0
Subnetmask:] 255 . 255 , 255 .

— Destination address; -

| My IP ddress |

v Mirored. Alzo match packets with the exact opposite source and
desztination addresszes.

F. | Cancel




20.0K ¢Close , Click Router to XP ONext .

Security Rule Wizard

IP Filver List
Select the |F filker lizt far the tope of [P traffic to which this security rile applies.

[f o IP filker in the following lizk matches pour needs, click Add to create a new one.

P filker lists:
l Dezcription ] add...

M ame

O AINCMP Traffic Matches all ICMP packets bet... _

O A1l Traffic Matches all IP packets from ... Ed...
[O] Fiouter to <P Femave

{2 %P to Router

< Back | MHext = | Cancel




21.Click Require Security .

Security Rule Wizard

Filter Action
Select the filter action for thiz zecurity rule.

IF no filker actionz in the following lisk matches vour needs, click &dd to create a new
one. Select Ugze Add Wizard ta create a filker action uzing the wizard.

Remove

Filter Actiors: v Lze &dd Wizard
Narme | Description ] Add...
2 Permit Permit unzecured IF packets t... .
O Request Security (Optional]  Accepts unsecured communi... Ed..
L0 Fiequire S ecurity Accepts unzecured communi...

¢ Back | Mext = | Canicel




22.Click Finish ¢ Close .

XP to Router Properties |1||Z|
Rules | General |
=@ Secuity rules for communicating with other computers

IF Security rules:

I Filter List | Filter Action | Authertication... | Tu

#P to Router Require Security Freshared Kep 17

Fiouter to =P Fequire Security Freshared kep 17

O <Dnamic: Default A esponse K.erberos Mc

& | 3

Add... Edi... ] Remove ] v LUszeAddwizard

Cloze Caricel




23.Right click XP to Router Policy ¢Assign.

Tm Console? - [Console Roof\IP Security Policies on Local Computer]

Bﬁ] File Action Wiew Favorites  Window  Help

= | T 5 dm
=@ X 2 B 1
@ (_Z_nnsnle Root | Marne | Description | Policy Assigned
5 1P Security Policies on Local Compute (@A Client (Respond Orly)  Communicate normally (uns... Ko
b % Services (Local) Secure Server (Requir... For all IP traffic, always req... Mo
B server (Request Secu,.. For all IP traffic, always req... Mo
ko Rout
All Tasks 3
Delete
Rename
Properties

Help

< >
Assign this policy, attempt to make it active

RET start e 9

24.Type command as below

route add 192.168.0.0 mask 255.255.255.0 172.16.6.97
(Route add Router_Lan_subnet mask Router_Lan_mask Router WAN_IP)
This step just only for testing when WinXP and WAN [P are both private IP.

Select F:AWINDOWS\System32\cmd.exe

:s\Documents and Settings:Winsonl>route add 192.168.8.8 mask 255.255.255.8 172.16.6.97
t

M5 TCP Loophack interface
ASUSTeK/Broadcom 448x 18-188 Integrated Controller — Packet Schedule

Nctive Routes
Metwork Destination Netmaszk Gateway Interface
255.8.8.8 127.8.8.1 127.8.8.1
255.255.255.8 172.16.6.18 172.16.6.18
255 265 255,255 127.8.8.1 127.8.8.1

255 255 255 255 172.16.6.10 172 .16.6.10
255 255 25513 97 E ]

16 16
240.0.8.8 172 .16 iB 172 .16 iB
2552585 255,255 172.16.6.18 172 .16.6.18

Persistent Route
None

F:“Documents and Settings:Winson>




25.Configure LevelOne VPN router

System Status

ltem WAN Status Sidenote
Static IP

VPN Settings

Item
~ WP Enahle

™ Wax. number of tunnels

Tunnel Name

VPN Settings - Tunnel 1 - IKE

ltem
* Tunnel Name
™ Local Subnet
™ Lacal Netmask
™ Remote Subnet

: Remote Metmask

Select IPSec Proposal...
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’3 Broadband Rouler Web Management - Microsoft Intexnet Explorex
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Packets: Sent = 1. Heceived = @, Lost =1 {188 loss).
Control-C
~C

F:“Documents and Settings~Winson>ping 192.168.8.1 -t
Pinging 192.168.8.1 with 32 bytes of data:

Megotiating IP Security.

Reply from 2 A hytes=32 time<{imz TTL=64

Reply from bytes=32 time<{ims TTL=64

Reply from hytes=32 time<imsz TTL=64

Reply from % B hytes=32 time{imsz TTL=64
from . 3 bytez=32 time<{ims TTL=64
from bytes=32 time<ims TTL=6h4
from hytes=32 time<{imsz TTL=64
from % = bhytez=32 time{ims TTL=64
from . bytes=32 time<{ims TTL=64
from hytes=32 time<ims TTL=64
from hytes=32 time{imz TTL=64
from 5 = bytez=32 time{ims TTL=64
from . hytes=32 time<ims TTL=64
from hytes=32 time{ims TTL=64
from bhytes=32 time<{imz TTL=64
from bytes=32 time<{ims TTL=64
from % hytes=32 time<imsz TTL=64
from 192 _168_8A.1: hytes=32 time{imsz TTL=64

Finish



