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FBR-4000 IPSec VPN (static IP)
V.S.
WBR-3460 IPSec VPN (dynamic IP)

Information

FBR-4000 VPN (Router A) WBR-3460A VPN (Router B)

WAN IP: Static; 61.31.163.203 WAN IP: Dynamic; 3460vpn.dyndns.org
LAN IP: 192.168.1.1 LAN IP: 192.168.0.1

LAN IP subnet mask: 255.255.255.0 LAN IP subnet mask: 255.255.255.0



Setup:

FBR-4000:
1. VPN Configuration/ IPSec Policy Setup

FBR-4000 Multi-WAN VPN Router - Microsoft Internet Explorer

File Edt View Favortes Took  Help i
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padess 8] httpu1z. 168,01 vi@e uis? &-

FBR-4000
MuLTI-WAN VPN ROUTER

one

Basic Configuration

W 1PSec Policy Setup e

Help

- Advanced Configuration

Security Management Palicy Entry Traffic Binding Local Identity Option

icy | Name State Interface  Session Type
VPN Configuration i) Havpn [PlEnatled | Wan 1 v ]::p;_\ddresg v
& |KE Global Setup
& IPSac Policy Setip Treffic Selector K
&) Mesh Group Pratocol Type dny
&y VPN Logs Local Typa IP Address Subnet Mask Port Range

Local Security Netwark

Bandwidth Management Subnet v 19216810 255.255,255.0 1 e
Remote Type IP Address Subnet Mask Part Range
! Management Assistant Remote Security Network
Subnet ¥ 182.168.0.0 255.255.255.0 0~
Network Info :
Identity Type

Remote Security Gateway

Domain Name 3460vpn.dyndns.org Resolve and update

Security Level

Encapsulation Format
Encryption Method DES v

Authentication Method MD5 v

Key Management

Key Type hutakey (IKE) ¥
Phase 1 Wegatiation Main Mode v
Perfect Forward Secracy Mo PFS N
Preshared Key 123456 Characters / Hex:Ox

: In Time 3600 Seconds Nate : 0 far na expiry
Key Lifetime "

In Yolume 0 Kbytes

Action

Disconnect Flush Tunnel Reload Palicy Tunnel Status .. ‘ Set Options ..

& @ Inteme:



2. VPN Configuration/ IKE Global Setup

3 FBR-4000 Multi-WAN YN Rauer - Microsoft Inernet Explorer

Fle Edt View Favortes Took  Help

@Back W 7 X] g| '

ess ) ez tea. L)

1 Search Fawes {4

FER-4000
MULTI-WAN VPN ROUTER

Advanced Port
. Advanced Configuration
Security Management
. VPN Configuration
i,\q
@ |PSec Policy Setup

A Mesh Group

& PN Logs
Bandwidth Management

Management Asiistant
Network Info

8] Dune

-l 8

IKE Global Setup @

Global List {Phase 1)
WAN State
WAN 1 Enabled
WAN2  Disabled
WAN 3 Disabled
Wil 4 Disabled

Global Parameters

Enabile Setting

1S&Kmp Part

Phase 1 DH Group

Phase 1 Encryption Methad
Phase 1 Authentication Method
Phase 1 54 Lifetime

Retry Counter

Retry Interval

Magtime to complete Phase 1
Magtime to complete Phase 2
Count Per Send

NAT Traversal Port

Log Level
Log Level
Tunnel Action

All Tunnels

154Kmp Part

Help

DH Group Authentication Method
DH Group 2 (1024-hit) DES

OH Group 2 (1024-hit)
OH Group 2 (1024-hit)
OH Group 2 (1024-hit)

Encryption Method

WaN 1

1500

DH Group 2 (1024-4it)
DES v
MDs ¥

2800 Seconds

5

110 Seconds

180 Seconds

120 Seconds

11

Infarmation ¥

Enable ‘ Disahle ‘ Delete ‘ Reload ‘

Subrmit and Rebaot ‘ Cancel‘

Update ‘
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WBR-3460A:
3. Advanced VPN

3 Sefup - Microsoft Internet Explorer

Fle Edt View Favortes Took  Help JJ;'
A . Y A Per e D } T 8
OBack J ﬂ ﬂ 1|/ Seath ¢ Favwrtes &‘i’ ' i 0 | ﬁ .3
b B2 e e 80 b

LAN

Features
e 258 Internet DMZ
e Dynamic DNS
Mode
Status Firewall Rules
Firewall Services
Advanced Onficin
Schedule
sl
Virtual Servers A
il

Administration
PC Database

Config File

QoS

Remote Admin A

Routing Qi requirad i you
Upgrade Firmware The
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4. Click on “Add Auto Policy

3 VPN Policies - Microsoft Internet Explorer

Fle Edt View Favortes Took  Help 1?

J ﬂ EL| ;\‘ f.-'fSearch ‘L’:‘i{"Favorites &” x “;. g #| ﬁ 3 [%

Aciess | ] 192, 160.0.0 pn Jskem

VGD ks H‘-L %

Add Auto Policy Add Manual Policy VPN Status _
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5. Enter the VPN information as shown below:

A VPN Policy - Auto - Microsoft Internet Explorer

Fle Edt View Favortes Took  Help 1?

; 2 A A i \ i |
@Back ) ﬂ EL| l\‘ / Search ‘:;’;J:"Favorites &‘T T g | ﬁ '3

Aciess | ] e 152 168, g

VGD ks H‘-L .

/BN - Auto Polcy
General

6131163203
Nel

Local LAN |p

Remote LAN |p

Responder only Y]
Diffie-Helman (DR Group _

WAN P Address v

IP Address ¥

12345
26300 [Reouesy

&]Done § Intemet



6. Finish

VBN Policies - Microsoft Internet Explorer

Fle Edt View Favortes Took  Help 1?

; 2 A A i \ i |
@Back ) ﬂ EL| l\‘ / Search ‘:;’;J:"Favorites &‘T T g ﬂ 4 ﬁ '3

Aciess | ] 192, 160.0.0 pn Jskem

VGD ks H‘-L .

\/PN Polices

PR

Add Auto Palicy At anaal Poliey [ VP Satus
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7. Initiate the VPN connection from FBR-4000 and click on VPN Status on
WBR-3460A. Once VPN is successfully established, remote endpoint and SPI
information would appear.

Fﬁ T Eﬁ!@]
@Back ) ﬂl EL| ;‘ f-'fSearch ‘*"Favorites @i’ x ’ g #| ﬁ 3

fddress .@i itpe/1192,168.0.1 fhome_router him

V;Gu ks H‘-:J .

ﬂ ﬂ _"‘, ) ) seach ‘EJ.'\{I’Favuntes 6‘

192 I68.0, livpn hst h

| Address @} h

LAN Features
Wireless Internet
Password

Dynamic DA

3 ttp:1192.168.0.1 - VPN Status - Wicrasoft Internet Explorer

Fle Edt View Fawortes Took Help

| VPN Status e

Adadoluicy J  AdsManalFaicy § NS Jfh]

Current VPN Tunnels (SAs)

PulicyMame|Remote Endpoint SPI{n) | SF1(Qut) |Action
H60wpn | 6131163205 Tad37cd0 eat3dadt

Auta Refragh

) Itemnet
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8. Once VPN tunnel is created, you can ping both LAN networks. In this example,
the testing PC is on 192.168.1.x subnet and it can ping both LAN IP of routers.

X8

Reply from 192.168.1.1: bytes=12 time{ims TTL=254 MWReply from 192.168.0.1 hytes=32 time=133ms TTL=255
Reply from 192.168.1.1: hytes=32 time{ins TTL=254 Reply from 192.168.0.1: hytes=32 time=132ms TTL=255
Reply from 192.168.1.1: bytes=12 time(ims TTL=254 Reply from 192.168.0.12 hytes=32 tine=13fns TTL=255
Reply from 192.168.1.1: hytes=32 time{ins TTL=254 Reply from 192.168.0.1: hytes=32 tine=128ms TTL=255
Reply from 192.168.1.1: bytes=32 tine(ins TTL=254 Reply from 192.168.0.1: hytes=32 tine=13ims TTL=255
Reply from 192.168.1.1: bytes=12 time¢ims TTL=254 Reply from 192.168.0.12 hytes=32 time=132ms TTL=255
Reply from 192.168.1.1: hytes=32 time{ins TTL=254 Meply from 192.168.0.1: hytes=32 time=13ims TTL=255
Reply from 192.168.1.1: bytes=12 tine(ims TTL=254 Reply from 192.168.0.1: hytes=32 tine=12%ms TTL=255
Reply from 192.168.1.1: hytes=32 time{ins TTL=254 Reply from 192.168.0.1: hytes=32 time=132ms TTL=255
Reply from 192.168.1.1: bytes=32 tine(ins TTL=254 Reply from 192.168.0.1: hytes=32 time=13lns TTL=255
Reply from 192.168.1.1: bytes=12 time¢ims TTL=254 Reply from 192.168.0.1: hytes=32 time=13ims TTL=255
Reply from 192.168.1.1: hytes=32 time(ins TTL=254 Meply from 192.168.0.1: hytes=32 time=127ms TTL=255
Reply from 192.168.1.1: bytes=12 tine(ims TTL=254 Reply from 192.168.0.1: hytes=32 tine=133ms TTL=255
Reply from 192.168.1.1: hytes=32 time{ins TTL=254 Reply from 192.168.0.12 hytes=32 time=133ms TTL=255
Reply from 192.168.1.1: bytes=32 tine(ins TTL=254 Reply from 192.168.0.1: hytes=32 tine=128ms TTL=255
Reply from 192.168.1.1: bytes=32 time{ins TTL=254 Reply from 192.168.0.1: hytes=32 time=13fms TTL=255
Reply from 192.168.1.1: hytes=32 time(ins TTL=254 Meply from 192.168.0.1: hytes=32 time=136ns TTL=255
Reply from 192.168.1.1: bytes=12 tine(ims TTL=254 Reply from 192.168.0.1: hytes=32 tine=132ms TTL=255
Reply from 192.168.1.1: hytes=32 time{ins TTL=254 Reply from 192.168.0.1: hytes=32 time=135ms TTL=255
Reply from 192.168.1.1: bytes=12 time(ims TTL=254 Meply from 192.168.0.1: hytes=32 time=132ns TTL=255
Reply from 192.168.1.1: bytes=32 time{ins TTL=254 Reply from 192.168.0.12 hytes=32 time=133ms TTL=255
Reply from 192.168.1.1: hytes=32 time(ins TTL=254 Meply from 192.168.0.1: hytes=32 tine=128ms TTL=255
Reply from 192.168.1.1: bytes=12 tine(ims TTL=254 Reply from 192.168.0.1: hytes=32 tine=133ms TTL=255
Reply from 192.168.1.1: hytes=32 time{ins TTL=254 Reply from 192.168.0.1: hytes=32 time=134ms TTL=255
Reply from 192.168.1.1: bytes=12 time(ims TTL=254 Meply from 192.168.0.12 hytes=32 time=13ins TTL=255
Reply from 192.168.1.1: bytes=32 time{ins TTL=254 Reply from 192.168.0.1: hytes=32 time=128ms TTL=255
Reply from 192.168.1.1: hytes=32 time(ins TTL=254 Meply from 192.168.0.1: hytes=32 time=134ms TTL=255
Reply from 192.168.1.1: bytes=12 tine(ims TTL=254 Reply from 192.168.0.1: hytes=32 tine=12%ms TTL=255
Reply from 192.168.1.1: hytes=32 time{ins TTL=254 Reply from 192.168.0.1: hytes=32 time=13ims TTL=255

Reply from 192.168.1.1: hytes=32 tine{ins TTL=254 Reply from 192.168.8.1: hytes=32 time=138ns TTL=255
Reply from 192.168.1.1: bytes=32 time{ins TTL=254 Reply from 192.168.0.1: hytes=32 time=13ims TTL=255

WINDOWS\system32icmd. exe

C:\Documents and Settings‘jason>
C:\Documents and Settings‘\jason}
C:\Documents and Settings‘jason>
C:\Documents and Settings\jason)ipconfig

Windows [P Configuration

Ethernet adapter Lah 123:

Connection-specific DNS Suffix . :
IP Address

Subnet Mask

Default Gateway

C:\Documents and Settings‘jason
The fim

& § Intemet



