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0.1 Factory settings

1. The factory settings of interfaces are showmahle1-1.

Parameters Factory Defaults Note
User name admin User name and password are case
Password admin sensitive.
Address of Intranet users can maintain the device
192.168.1.1/255.255.255.0
LAN port through the address.
Address of

Dynamic IP access
WAN port

For the device's SSID, the wireless
SSID 2.4G LevelOne clients must use the same SSID before
connecting to wireless devices. Here,
ABCDEF is the hexadecimal numbers
SSID 5G LevelOne-5G converted from the device's serial
number.

Table 1-2 Factory settings

2. The factory user name of the system administrator is admin, and the factory password is
admin (casesensitive).

0.2 Contact Us

If you have any questions during installation or use, please contact us in thénfiplioanners.
Customer servic€d800011-110
LEVELONE discussionshttp://www.levell.com

E-mail supportsupport@levell.com
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Chapter 1.  Product Overview

1.1 Key characteristics

Supports fixed IP, dynamic IP, PPPoE, AP Client, 3G client access
Supports traffic load balancing and line backup

Supports policy routing

Supports the Internet behavior management function

Supports the DHCP server function

Supports the PPPoE server functions, and provide a fixed IP allocation, account
billing and other functions

Supports daily affair notification, due account notification functions
Supports WEB authentication function

Supports virtual server and DMZ

Supports various wireless modes

Supports various wireless security mechanisms

Supports SSID hiding

Supports the WMM (Wi-Fi Multimedia) function

Supports URL, MAC address, keyword filtering and other firewall policies

Supports Internet behavior management for users, and provide a wealth of control
strategies

Supports hotel PnP (Plug and Play)

Supports SYSLOG

Supports the Internet behavior audit function
Supports QQ, MSN white list

Supports internal/external network attack and defense

Supports user groups, time management

http://www.levell.com Page 7
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Supports VPN function

Supports UPnP

Supports dynamic domain names

Supports HTTP remote management

Supports the WEB upgrading mode

Supports backup and import of WEB configuration files

The machine meets the 6KV lightning-proof feature

1.2 Specifications

Compatible with IEEE802.3, IEEE802.3u, |IEEE 802.11n, IEEE 802.11b and IEEE
802.11g.

Supports TCP/IP, DHCP, ICMP, NAT, PPPoE, static routes and other protocols.

The physical ports support auto negotiation function, and support the MDI/MDI-X
adapter function.

Provide status indicators.
Operating environment: Temperature: 0~40°C

Height: 0~4000m

Relative humidity: 10%~-90%, no condensation

http://www.levell.com Page 8
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Chapter 2. Hardware Installation

2.1 Panel description

This section introduces the appearanceof Progr essi ve E 510W, and
panel is shown in Figure 2-1, Figure 2-2.

BTN TSN e

JL 0L JL )

Figure 2-1 Diagram of front panel - Progressive WGR2301

Figure 2-2 Diagram of rear panel - Progressive WGR2301

1. LED description

LED Description Function
It is constantly on when the power supply is workin
PWR Power LED y P PPY g
properly.
Flashes in the frequency of 2 times per second, and
System status . .
SYS the flashing frequency declines when the system

indicator . o
burden is heavy; normally on or off in failure.

Status LED for 3G . L
USB LED is on after 3G card is inserted.
Internet access card

On when enabling the wireless feature, and flashes
when sending/receiving wireless data.

When a device is connected to the WAN port, the
WAN Port status indicator | LED that corresponds to the port stays lit, and it will
flash if there is flow.

WLAN Wireless Status LED

LAN Port status indicator | When a device is connected to the LAN port, the

http://www.levell.com Page 9
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LED that corresponds to the port stays lit, and it will
flash if there is flow.

Note

The WPS feature is temporarily not supported by this software version, so the
corresponding status LED is not used.

Table 2-1 LED description

2. Description of interfaces

Interface Notes
LAN Integrated with multiple Ethernet (100M) ports, LAN port is an RJ-45, and
supports adaptive positive and negative lines.
WAN WAN port is an RJ-45 and supports adaptive positive and negative lines.
UsSB 3G Internet card interfaces.
Antenna | For transmitting and receiving wireless data.

Table 2-2 Description of interfaces

3. Reset button

Reset button can be used to recover the device's factory settings when you forget the
administrator password. Method: In the process of charged operation, hold down the
Reset button for more than 5 seconds, and then release the button. The device will be
returned to its factory settings after operation, and automatically restart.

# Note: The above operations will delete all the original device configurations; please
use it with care!

2.2

Precaution for installation

1. Make sure to install the workbench stably.

2. Do not place any heavy objects upon the device.

3. Make sure that the device is stored in a dry and ventilated area with proper heat
dissipation, and do not put it in a dirty and damp place.

4. Avoid exposing the device directly to the sunlight and keep it far away from heating
elements.

5. Mount the device away from the places where high power radio transmitters, radar
transmitters reside as far as possible.

http://www.levell.com Page 10
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6. Please use the original power cord.

2.3 Preparing for installation

1. We have applied to local operators (ISP, such as China Telecom, China Unicom, etc.)
for broadband services.

2. Preparation of related devices:
1) Modem (This item is not required when connected directly to Ethernet).
2) Hub or switch or wireless devices.
3) The PC with Ethernet card and Internet Protocol (TCP/IP) installed.
4) Power socket.

3. Preparation of tools and cables: Network cables.

2.4 Hardware Installation

Before installing the device, make sure the broadband service is normal. If you cannot
access, please contact operators (ISP) to resolve the problem. After successfully
accessing to the network, follow these steps to install the device. The power plug must be
removed during installation.

Place the device on a stable work bench:

1. Place the device on a sufficiently large, stable and properly-grounded work bench with
its bottom up.

2. Remove the adhesive protective paper from the foot pad, and stick the 4 pads in the 4
round slots at the bottom of the casing respectively.

3. Flip over the device, and place it on the workbench stably.

http://www.levell.com Page 11
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2.5 Hardware connection

1. Establish a LAN connection

Connect the LAN port of the router and a PC or a hub or a switch in LAN with a network
cable. Or after the device's wireless feature is enabled, connect wireless clients or other
wireless devices to the router over a wireless connection.

2. Establish a WAN connection

Connect the WAN port of the router to the Internet with a network cable, as shown in the
figure below.

3. Connect power source

Before connecting the power supply, make sure that both power supply and grounding are

normal.

| Gateway (AP ) AP Client

Modem LAN [

Switch
! 23
388 3

Figure 2-3 Establish a LAN connection and a WAN connection

&+ Tip: The above network connection diagram is for reference only. Please configure
the network architecture according to the actual situation and needs.
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Chapter 3. Logging to the device

This chapter describes how to configure the correct network settings for the network
computers, how to log on to the appliances and how to use shortcut icons to quickly link to
the HIPER website for product information and services.

3.1 Configuring the correct network settings

Before logging to the device through the WEB interface, you must correctly configure the
network computers in network settings.

First, connect your computer to the LAN port of the device, and then set the computer's IP
address.

The first step is to set the computer's TCP/IP. If it has been set correctly, skip this step.

The second step is to set the computer's IP address. You can use either of the following
methods:

1. Set the computer's IP address as one of the addresses from 192.168.1.2 -
192.168.1.254, the subnet mask is 255.255.255.0, and the default gateway is
192.168.1.1 (the LAN IP address of the device), and the DNS server is the address
provided by the local operator.

2. Set the computer's TCP/IP as "Obtain an IP address automatically". After setting, the
built-in DHCP server of the device will automatically assign IP addresses to
computers.

The third step is to use the Ping command on your computer to check whether it is
connected to the device. In Start ->Operation, type in cmd, and click <OK> to open the
command window. Type in ping 192.168.1.1.

The following lists two kinds of results of executing the Ping command in the Windows XP
environment:

If the screen is shown as follows, it indicates that the computer has been successfully and
a connection is established on the device.

http://www.levell.com Page 13
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Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 time<lms TTL=255
Reply from 192.168.1.1: bytes=32 time<lms-Z%5
Reply from 192.168.1.1: bytes=32 time<lms TTL=255
Reply from 192.168.1.1: bytes=32 time<lms TTL=255
Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in m#kconds:

If the screen is shown as follows, it indicates that the connection between the computer
and the device fails.

Pinging 192.168.1.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.1.1:

Packets: Sent =4, Received =0, Lost = 4 (100% loss),

When connection fails, please check the following items:

1.

Hardware connections: The LEDs that correspond to the LAN port on the device

panel and the PC network card LED must be on.

Configuring TCP/IP properties of the computer: If the LAN IP address of the device is
192.168.1.1, then the calculated IP address must be any one of the free addresses

from 192.168.1.2 - 192.168.1.254.

3.2 Logging to the device

When MS Windows, Macintosh, Unix or Linux operating systems are used on the PC, the
device can be configured through browsers (such as Internet Explorer or Firefox).

Open the browser, and type in the IP address of the device's LAN port in the address bar,

http://www.levell.com
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Chapter 3 Logging Device

such as http://192.168.1.1. After the connection is established, you will see a login
interface as shown in Figure 3-1. In the first use, you should log in as a system
administrator, that is, enter your administrator username and password (the factory
defaults of username, password are admin and admin respectively, which are case
sensitive) on the login interface, and then click <OK>.

- Windows Internet Explorer

http://192168.1.1/ v 8 |4|x|

b
lew Favorites Tools Help

{_, Connecting... ‘ I

[User name ]

[Password J
Remember my credentials

[ OK ][ Cancel ]

Figure 3-1 WEB login interface

If user name and password are correct, the browser will display the homepage of the WEB
management interface, as shown in Figure 3-2. The top-right corner of the page displays
device model, hardware version, software version and other information.

Homepage | Feedback

Setup Wizard

The Setup Wizard will guide you to configure the basic parameters to quickly connect the Device to the Internet.
Even unfamiliar with our product, you still can follow the instructions to complete the setup easily. If you are an
expert user, you may exit the Wizard and directly select the menu item that you want to configure.

To continue, please click "Next".

To exit Setup Wizard, please click "Exit Wizard™.

Do Not Automatically Launch Setup Wizard Again

(Cexitwizard ] [ext]

Figure 3-2 Homepage of the WEB interface
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Chapter 3 Logging Device

Homepage description:

1. The top-right corner of the page displays device model, hardware version, software
version and three fast link icons. These 3 shortcut icons have the following functions:

1) Product Discussioni Link to the discussion forums of the HIPER official
website to participate in discussions about the product.

2) Knowledge Basei Link to the knowledge base of HIPER official website for
searching related technical information.

3) Booking Servicei Link to the booking service page of HIPER official website, for
advance reservation of the customer service in a certain working period.

2. This page displays the main menu bar on the left.

3. The main operating page is located on the right of the page, in which you can
configure various functions of the device, view the related configuration information
and status information, etc.

4. |If this is the first time for you to log in the device, the main operation page will be
linked directly to the configuration wizard page. The next chapter describes how to
configure the basic parameters required for the normal running of the device in the
Start -> Configuration wizard page.

http://www.levell.com Page 16
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Chapter 4. Configuration Wizard

By reading this chapter, you can understand the basic network parameters required for
the device to access to the Internet, and these parameters are configured to connect the
device to the Internet. Before configuring "Internet Line" in the Configuration Wizard, you
should properly configure the network settings of the network computer. For specific
methods, see Chapter 3 Logging in the Device.

If this is the first time for you to log in the device, a configuration wizard homepage
appears directly in the main operating page. As shown in Figure 4-1:

The Setup Wizard will guide you to configure the basic parameters to quickly connect the Device to the Internet.
Even unfamiliar with our product, you still can follow the instructions to complete the setup easily. If you are an
expert user, you may exit the Wizard and directly select the menu item that you want to configure.

To continue, please click "Next".

To exit Setup Wizard, please click "Exit Wizard™.

: Do Not Automatically Launch Setup Wizard Again

l Exit Wizard J [Next]

Figure 4-1 Homepage of configuration wizard

# Inlogging next time, the wizard will no longer automatically pop up: When checking it,
you can go directly to the System Status page in logging next time.

» Exit the wizard: Exits the Configuration Wizard and returns to the System Status
page.

> Next step: Enter the Selection of device access mode page.

4.1 Configuration of WANL1 port

Access modes provided by WAN1 port include: dynamic IP access, fixed IP access,
PPPOE access.
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4.1.1 Dynamic IP access

The default WAN1 access is dynamic IP access, as shown in Figure 4-3. If your Internet
access mode is dynamic IP access, please click <Next>, to complete the configuration of
the WAN1 port.

Here you can configure WAN1 connection as required.

Connection Type |EESNN ~

[Back} [ Cancel ] [Exit ] [Skip ] [Next] [Help]

Figure 4-2 Configuration Wizard - Dynamic IP access

4.1.2 Static IP access

If your Internet access mode is Static IP access, please select "Fixed IP access" in the
drop-down list box of Figure 4-4, and fill in the related parameters, and enter into the next
page, to complete the configuration of WANL.

FTEAWANTOERSR » iFERE B S BLHTEER.

BATT |EEIMEN v
IPHidE+ (200, 200. 202, 126
FFHERD+ | 265, 265, 255. 0
FIFetidb+ (200, 200. 202, 254
FOMSIRSEsE* |200. 200, 200. 251
#DMSIRSEE |200. 200, 200. 192

(== EE8) [Er B (%) )

Figure 4-3 Configuration Wizard - Static IP access

# |P address, subnet mask, gateway address, primary DNS server, secondary DNS
server: Fill in the WAN IP address, subnet mask, gateway address and DNS server
address that ISP (Such as China Telecom) offers you.
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4.1.3 PPPoOE access

If your Internet access mode is PPPoOE access, please select "PPPOE access" in the
drop-down list box of Figure 4-5 , and fill in the corresponding user name and password,
and then click <Next> to enter into the next page to complete the configuration of WANL1.

Here you can configure WAN1 connection as required.

Connection Type FFPoE v
User Name* 88885888@hinet. net

Password* eeeeseeee

[Back] [ Cancel ] [Exit ] [Skip ] [Next] [Help]

Figure 4-4 Configuration wizard - PPPoOE access

# User name, password: Type in the user name, password provided by the ISP. If you
have any questions, please ask your ISP.
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Chapter 5.  Start menu

Start menu is located on the top of the Level 1 menu bar of the WEB interface, providing
the interface for 4 common pages, including: configuration wizard, running status, port
flow, device reboot. In the Start menu, you can quickly configure the basic parameters
required by the device in working properly, view the information about the interfaces, and
view the statistics data of the devices' real-time traffics.

5.1 Setup Wizard

The Start-> Setup wizard pages can help you to quickly configure the basic parameters
required by some devices in working normally. For details, see Chapter 4 Configuration
Wizard.

5.2 Interface status

This section describes the Start-> Interface status page, in which you can view the
information about the device's interfaces. As shown in the interface in Figure 5-1, the
connection type, connection status, IP address and other information about the interfaces
can be viewed.

1/1  First Prev Next Last Goto Page Page Search
InterfaceiConnection Type] Status IP Address Subnet Mask Gateway IP Address|MAC Address [Primary
LAN 192.168.1.1 | 255.255.255.0 00116beaSb20
WAN1 PPPoE Connected [118.166.198.108{255.255.255.255 168.95.98.254 [00116beaaS31| 168.
WAN2 DHCP Disconnected| 00116beaa532)

Figure 5-1 Interface status
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5.3 Interface Traffic

This section describes the Start-> Interface Traffic page, as shown in Figure 5-2. You
can view the average, maximum, sum and the current real-time rate for the relevant ports
to receive and send data, and provide different units (Kbit/s and KB/s) for them.

& Tip:

If this page fails to display properly, please click the hyperlink "If it cannot display properly,
please install a svgviewer" to have the svgviewer plug-in installed.

( Status-Interface Traffic

3.66 kbit/s (0

61 KB/3) >

2.44 kbit/s (0

4.88 kbit/s (0.

Rx 0.00 kbit/s
(0.00 K8/s)

Tx 0.00 kbivs
(0.00 K8/s)

1.22 kbit/s (0.

.46 KB/s)

.30 KB/s)

KB/

Avg

Avg

8)

0.00 kbivs
(0.00 KBis)

0.00 kbit's
(0.00 Kas)

Peak

Peak

Fri 03:44 pm /

0.16 xbivs Total
(0.02 K8/is)

0.16 kbivs Total
(0.02 x8/s)

(Please install SVG Viewer if the page cannot be displayed properly.)

2.29 kbit/s (0.29 KB/3)

(2 seconds interval, 10 minutes window)

40  Avg 1x, 2x 4x 6x
Max: Uniform , Per IF
Display: Solid, Line

40 Color: Blue & Orange »
Reverse ]

Figure 5-2 Interface Traffic

WAN1: WAN port of the device, click on the tab to view the dynamic figure of

APClient: The wireless client of the device, click on the tab to view the dynamic figure

LAN: LAN port of the device, click on the tab to view the dynamic figure of receiving,

Timeline: The x-coordinate in the flow chart. You can click on the timeline options (1x,

2X, 4x, 6x in the figure) in the figure to determine the display effect.

4

receiving, sending traffic.
@

of receiving, sending traffic.
4

sending traffic.
@
4

Flowline: The y-coordinate in the flow chart. You can choose the display effects as

needed (standardization, maximization as shown in the figure).

http://www.levell.com

Page 21



Chapter 5 Start Menu

# Display: Provides two display effect options, solid effect and hollow effect.

@ Color: It can be selected for display according to needs and preferences, such as red,
blue, orange, etc.

#  Flip: Click the Flip button, and the colors can swap to receive and send data.

5.4 Restart device

If you need to restart the device, just enter into the Start-> Restart device page to click
<Restart>.

Restart Device

Figure 5-3 Restart device

& Tip: Upon restarting, all users will be disconnected from the device.
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Chapter 6. Network parameters

In the network parameter menu, you can configure the basic network parameters for the
device, including WAN/LAN configuration, line combination, DHCP server, DDNS

configuration and UPnP.

6.1

Configuration of WAN port

This section describes the Network parameters ->WAN configuration page. In this page,
you can configure not only the line information, modify or delete the configured lines
according to the actual needs, but also view the connection status of lines.

After completing the configuration of Internet line in Configuration Wizard, you can view
the connection and configuration of the line in this page, or modify the configuration as

needed.
11  First Prev Next Last Goto Page Page Search
InterfaceiConnection Type| Status IP Address Subnet Mask Gateway IP Addres
WAN1 PPPoE Connected 67Hours7Minute15Seconds|118.166.198.44[255.255.255.255 168.95.98.254
WAN2 DHCP Connected 69Hours1Minute48Seconds| 192.168.10.53 | 255.255.255.0 192.168.10.1

Interface
Connection Type
ISP Policy
User Name*
Password*
PPP Authentication
Dial Type
Dial Mode
idle Timeout*
MTU*

Advanced Options

[Delete] [ Connect J [ Disconnect ][ Refresh ]

WANL
PPPoE -
ISP Policy w
54685158@hinet. net
cescssece
EITHER
Mways On w
Hormal Mode
0

1480

(MTU Range: 1-1492)

v

(MAC address, etc.)

Minutes

Byte

[Save] [Cancel] [Help]

Figure 6-1 Configuration of WAN port
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6.1.1 WAN1 access

1. Dynamic IP access

#|O | AW v
BATTE |ESIFEA v
IZERFE | EEAEE v
SR (ACHIIHESThER)
TrEER |WaTHE «
WMACHIYE |00223ac0315¢c
BWOMER | Auto w

Figure 6-2 Dynamic IP access

# Access mode: Selects the corresponding access mode, and "Dynamic IP access" is
selected here.

@ Operator policy: Selects the operator of the interface, with the options as follows:
Operator policy, China Telecom, China Unicom and China Mobile respectively.

# Working mode: Options include NAT and routing mode.

NAT mode: Network address translation. The router working in this mode can
convert the IP address of the Intranet (LAN side) to that of the external network
(WAN side). The router works in this mode by default.

Routing mode: The router working in this mode will not NAT-convert the IP
address for the Intranet (LAN side) to access to the external network (WAN side),
and directly looks up the routing table for forwarding.

# MAC address: The MAC address of the corresponding interfaces.

# Interface mode: Sets the duplex mode and rate for interfaces. Options are: Auto
(adaptive), 10M-FD (10M full duplex), 10M-HD (10M half duplex), 100M-FD full
duplex (100M), 100M-HD (100M half duplex). The default is Auto, which is usually not
required to be modified, and if there is any compatibility issue, or the device used
does not support auto negotiation function, then the type of Ethernet negotiation can
be set up here.

& Tip:

1. When configuring the line, users can select the appropriate operator through
"Operator policy", and the system will generate a corresponding route based on the
user's choice, you can easily achieve the goal that Telecom traffic flows on the
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&

Telecom routes while Unicom traffic flows on the Unicom routes.

Generally, it is not recommended to modify the MAC address of interfaces. However,
in some cases, the operator binds the MAC of the device, which results in the failure
of the new network device to dial up successfully, and at this time, the MAC address
of the device needs to be modified as that of the original network device.

PPPOE access

Interface WAN1
Connection Type FPPPoE v
ISP Policy ISP Policy
User Name* 84685158@hinet. net
Password* eeeesesee
PPP Authentication EITHER
Dial Type Always On «
Dial Mode Normal Mode v
ldle Timeout* 0 Minutes
MTU* 1480 Byte
(MTU Range: 1-1492)

Advanced Options (MAC address, etc.)

Mode HAT Mode v
MAC Address |00116beaaS31
Interface Mode  Auto v
[Save] [ Cancel ] [Help]

Figure 6-3 PPPOE access

Password authentication mode: The mode that operators verify user names,
passwords. Options include: NONE (not to be verified), PAP, CHAP, and EITHER
(automatically negotiate with the peer device on the mode of password
authentication).

Dialing type: The options include auto dialing, dialing on demand, manual dialing.

Auto dialing: The device automatically dials up when it is powered on or the
previous dial-up disconnection occurs.

Dialing on demand: The device will dial up automatically when there is Internet
traffic in the intranet.

Manual dialing: Manual dialing and hanging up. Click <Dial>, and <Hang up> on
the bottom right of the list to implement manual dialing.

Dialing mode: If the dial-up is not successful, try using other modes on the premise of
using the correct user name and password.
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# |dle time: The time length after there is no Internet traffic of access and before
automatic disconnection. 0 means no automatic disconnection.

# MTU: Maximum transmission unit, 1480 bytes by default. The device will
automatically negotiate with the peer device in PPPoE dialup. Do not modify it unless
in special applications.

#  For the working mode in the advanced options, MAC address, interface mode, please
refer to the configuration of dynamic access.

3. Static IP access

Interface WANI
Connection Type Eiistietd v
ISP Policy ISP Policy «
IP Addressx 0.0.0.0
Subnet Mask* 0.0.0.0
Gateway IP Address* 0.0.0.0
Primary DNS Server* 0.0.0.0
Secondary DNS Server 0.0.0.0
Advanced Options (MAC address, efc.)
Mode HAT Mode v
MAC Address |00116beaaS31

Interface Mode Auto v

[Save] [ Cancel ] [Help]

Figure 6-4 Static IP access

# |P address, subnet mask, gateway address: Static IP address, subnet mask and
gateway address provided by the operator.

#  Primary, secondary DNS server: The DNS server address the operator provides to
you.

#  For the working mode in the advanced options, MAC address, interface mode, please
refer to the configuration of dynamic access.

6.1.2 List of line connection information

The following describes the list of line connection information when the connection types
are dynamic IP access, Static IP access, PPPoE access,
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1. Dynamic IP access

Internet Connection List 4/4
1/1  First Prev Next Last Goto Page | Page Search

Ilnterfacc- Connection Type Status IP Address Subnet Mask Gateway IP R
WAN1 PPPoE Connected OHours23Minute31Seconds 118.166.197.63|255.255.255.255/|168.95.98.254
WAN2 DHCP Connected 17Hours19Minute0Seconds 192.168.10.57 | 255.255.255.0 | 192.168.10.1
WAN3 Static IP Connected 111.111.111.12) 255.255.255.0 |111.111.111.1
WAN4 DHCP Disconnected

[Delete] [ Connect ] [ Disconnect ][ Refresh ]

Figure 6-5 List of line connection information - Dynamic IP access

As shown in the above figure, APClient port is a dynamic IP access.

# Connection type: In the case of "Connected", it shows the time length of the
connection.

# Downstream rate, upstream rate: The downlink/uplink average rate of the current line
at the time interval of two times of list refreshing. The unit is KB/s.

» Delete: Deletes the appropriate line.

» Update: Click <Refresh>, and the system automatically completes the process of
releasing the IP address, and then obtaining an IP address again.

» Release: Click <Release>, to release the currently obtained dynamic IP address.

» Refresh: Click <Refresh>, to display the up-to-date information of line connection
information list.

2. Static IP access

Internet Connection List 4/4)
1/1  First Prev Next Last Goto Page | Page Search

Ilnterface Connection Type Status IP Address Subnet Mask Gateway IP R
WAN1 PPPoE Connected 0Hours23Minute31Seconds 118.166.197.63|255.255.255.255(168.95.98.254
WAN2 DHCP Connected 17Hours19Minute0Seconds 192.168.10.57 | 255.255.255.0 | 192.168.10.1
WAN3 Static IP Connected 111.111.111.12| 255.255.255.0 |111.111.111.1
WAN4 DHCP Disconnected

[Delete] [ Connect ] [ Disconnect ][ Refresh ]

Figure 6-6 List of line connection information - Static IP access

As shown in the above figure, WAN3 is Static IP access. Its IP address, subnet mask,
gateway address are the parameters for configuring the WAN port.
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3. PPPoE access

Internet Connection List 4/4)

1/1  First Prev Next Last Goto Page Page Search
Interface|Connection Type Status IP Address Subnet Mask Gateway IP |Ro
WAN1 PPPoE Connected OHours23Minute31Seconds 118.166.197.63|255.255.255.255(168.95.98.254
DHCP Connected 17Hours19Minute0Seconds 192.168.10.57 | 255.255.255.0 | 192.168.10.1
WAN3 Static IP Connected 111.111.111.12) 255.255.255.0 (111.111.111.1
WAN4 DHCP Disconnected
[Delete ] [ Connect ] [ Disconnect ][ Refresh

Figure 6-7 List of line connection information - PPPoOE access

If a line is a PPPoE dialup one, then click on the interface, the "Dial-up" and "Hang-up" will
appear below the "Line connection information list", as shown in the figure above, the
WANL1 port is PPPOE access, click on "WANL1", and four buttons are displayed on the
lower right part of the line connection information list.

# Connection status: As being in "Connected", the time that the line remains the
connection will be displayed.

# |P address, subnet mask, gateway address: IP address, subnet mask, and gateway
address assigned by the connected device to the interface.

> Delete: Deletes the appropriate line.

» Dial-up: Click <Dial>, to establish the PPPoE access, 3G access line unestablished
or disconnected (When the PPPoE connection dial-up type is set to "Manual dial-up”,
and the PPPoOE dial-up is to be completed here).

» Hang up: Click <Hang-up>, to hang up the PPPOE dial-up line or 3G access line that
has been established.

» Refresh: Click <Refresh>, to display the up-to-date information of line connection
information list.

6.2 Line combination

This section describes the Network parameter -> Line combination page.

In the line combination configuration, you can quickly configure line combination modes,
and other related parameters, and specify the detection interval, detection number,
detection target IP address and bandwidth of the lines.
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6.2.1 Description of line combination function

1. Line detection mechanism

Regardless of line combination modes, make sure that the network is not interrupted
when the line fails, which require that the device must be able to monitor line status in real
time. To this end, we designed a flexible automatic detection mechanism, and provide a
variety of line detection methods for users to choose, in order to meet the practical
application needs.

To facilitate understanding, several related parameters are introduced first.

Detection interval: The time interval of sending inspection packets. One inspection packet
is sent per time, and the default value is 0 seconds. In particular, when the value is 0, it
means not to make line detection.

Detection times: The number of inspection packets sent within each detection cycle.

Destination IP address: The object of detection. The device will send inspection packets to
the pre-designated target to detect if the line is normal.

The following is an introduction of the device's line detection mechanism in two cases: line
normal and line failure.

When a line fails, the detection mechanism is described as follows: The device will send
an inspection packet to the detection target of the line at the specified detection interval. If
all the inspection packets sent have no response within a detection cycle, this line will be
deemed to be failed, and it will be shielded immediately. For example, if the 3 inspection
packets that are sent have no response within a detection cycle, the line is deemed to be
failed by default.

When a line is normal, the detection mechanism is described as follows: Similarly, the
device will send an inspection packet to the detection target of the line at the specified
detection interval. If half of the inspection packets or above sent have response within a
detection cycle, this line will be deemed to be normal, and it will be restored. For example,
if there are 2 inspection packets that have responded within a detection cycle by default,
the line is deemed to be restored by default.

The device allows users to specify Internet lines for some hosts in the Intranet in advance,
which is realized by setting the "Internal starting IP address” and "Internal end IP address"
of the line, and the hosts whose IP addresses are within two address ranges will give
priority to the use of the specified line. For the hosts with the specified Internet line, they
can only access to the Internet through that line when the specified line is normal.
However, when the specified line fails, they will use other normal lines for Internet access.

’$‘ Tip: Line detection is not enabled, then the "Detection interval" should be set to "0"
second.
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2. Line combination mode

The device provides 2 line groups: "Main line" group and "Backup line" group. For
convenience's sake, the lines in the "main line" group are collectively known as main line,
and the lines in the "backup line" group are collectively known as backup line. All lines are
main lines by default. Users can divide some lines into the "Backup line" group as needed.

The device provides two line combination modes, "All line load balancing” and "Partial line
load balancing while the other backed up".

In the "All line load balancing” mode, all lines are used as main lines. Working principles
are as follows:

1. When all lines are normal, the Intranet hosts can use all lines for Internet access
simultaneously.

2. If a line fails, it should be shielded immediately, and the flow originally passing
through the line will be allocated to the other lines.

3. Once the fault line is restored to normal, the device will enable this line automatically,
and the flow is automatically redistributed.

In the "Partial line load balancing while the others backed up" mode, part of the lines are
used as main lines, the other part of the lines is used as backup lines. Working principles
are as follows:

1. As long as the main line is normal, the Intranet hosts use main lines for Internet
access.

2. If the main line fails, it will automatically switch to using the backup line for Internet
access.

3. Once the fault lines are restored to normal once, they will be immediately switched
back to the main line.

& Tip: When a line is interrupted for line switching, some user applications (such as part

of network games) may be unexpectedly interrupted. This is determined by the TCP
session property.

6.2.2 Global configuration of line combination

In these two line combination modes, "All line load balancing” and "Partial line load
balancing while the others backed up", the interface of global setting is different; therefore,
their universal setting parameters are described below respectively.

1. Full Load Balancing
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Detection and

: | identity Binding |
Bandwidth [ | B J

_J""Global Senings“"‘U Al HRBRGRE LB | |'-

Mode ) Partial Load Balancing

® Full Load Balancing

[Save] [ Cancel ] [Heln]

Figure 6-8 Full Load Balancing
# Line load balancing mode: "All line load balancing" is selected here.
» Save: The line combination configuration parameters take effect.

» Refill: Restores to the configuration parameters before modification.
+ Tip: Line combination mode is "All line load balancing” by default.

2. Partial Load Balancing

Detection and

Bandwidth l | identity Binding

_J".Global Setﬁngs‘\ll | Load Balancing List l |

Partial Load Balancin
Mode g

_ Full Load Balancing

Primary Backup

[Save] [ Cancel ] [Help]

Figure 6-9 Partial Load Balancing
# Line combination mode: "Partial line load balancing while the others backed up" is
selected here.

#  Main line: The list box represents the "Main line" group, and all the lines in the list box
are used as the main lines.

# Main line: The list box represents the "Backup line" group, and all the lines in the list
box are used as the backup lines.

# ==> (Right arrow), <== (Left arrow): Select one (or more) line in the "Main line" list
box first, and then click on "==>", and the selected lines are immediately moved to the
"Backup line" list box. Similarly, select one (or more) line in the "Backup line" list box
first, and then click on "<==", and the selected lines are immediately moved to the
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"Main line" list box.

» Save: The line combination configuration parameters take effect.

» Refill: Restores to the configuration parameters before modification.

6.2.3 Load Balancing List

In the Network parameter -> Line combination -> Line combination status
information page, you can view, configure the information of configuration line.

Detection and

|" Global Settings U‘”'Load Balancing List'\]L S '||" dentity Binding |
Load Balancing List 4/4
11 First Prev Next Last Goto Page Page Search
InterfaceiConnection Type[Bandwidth Status IP Address |Detection IntervalRetry Times| Detection Target

WAN1 PPPoE Ok bit/s | Connected [118.166.197.63] 0 10 Gateway IP Addresq
WAN2 DHCP Ok bit/s | Connected | 192.168.10.57 0 10 Gateway IP Addresy
WAN3 Static IP Ok bit's | Connected |111.111.111.12 0 10 Gateway IP Address
WAN4 DHCP Ok bit/s |Disconnected 0 10 Gateway IP Addresy

Figure 6-10 Load Balancing List

» Edit the line combination status information: Click on the interface of the line or
the "Edit" hyperlink corresponding to the line, to skip to the relevant page for
change, as shown in Figure 6-11.

» Refresh: Click <Refresh>, to get the latest status information of line combination.

6.2.4 Detection and bandwidth configuration

After configuring the line combination function, you also need to configure the detection
mechanism of the lines, and the configuration methods are as follows.

Enter the Network parameters -> Line combination -> Detection and bandwidth
configuration page, or enter the Line combination status information list and click a
line interface or edit the icon, and enter the Detection and bandwidth distribution page.
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Global Settings || Load Balancing List | i Detectuop and | ldentity Binding
I Bandwidth |
Interface  WANI «
Detection Interval * 0 Sec (Range: 1-60; 0: Detection is disabled.)
Retry Times * 10 (Range: 3-1000)
Detection Target * | Other IP Address
0.0.0.0
Bandwidth * 0 kbit's <== Custom +
[Save] [ Cancel J [Back]

Figure 6-11 Line combination configuration
# Interface: Selects access modes (WLAN, 3G, APClient)
. WANLI1 configuration: Configure WANL1 to provide access to intranet users.

. 3G client configuration: The device provides access to intranet users as a 3G
client.

. Wireless client configuration: The device provides access to intranet users as a
wireless client.

# Detection interval: The time interval for sending inspection packets, Unit: seconds,
when you enable line detection, the value range is 1~60 (the value is 0, which means
not to enable the line detection).

# Detection times: The number of inspection packets sent within the detection cycle
(one detection packet is sent per time), which is 10 times by default.

# Detection target: The destination address to be detected, which is the gateway IP
address by default; if the gateway disallows PING, select a different IP address as the
destination IP address of the PING detection.

# Bandwidth: Sets the bandwidth that ISP provides to the current line.
+ Save: The above configuration parameters take effect.
» Refill: Restores to the configuration parameters before modification.

» Return: Returns to the line combination state information page.

6.2.5 Identity binding

When the device has multiple WAN ports, you can enter the Network parameters -> Line
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configuration -> Identity binding page to enable the identity binding function.

In the case of multi-line session load balancing, NAT sessions in the same application
may be distributed in different lines, which will cause such applications as online bank, QQ,
etc. not to work properly due to change of identity. The identity binding function can
address this issue by binding the sessions in the same application from the same user on
a line. For example, when a user in the Intranet logs in the online bank, if the first session
is assigned to WANZ2 port connection line, all the online banking sessions of this user will
go out from the WAN2 port until the user logs out.

I Global Settings || Load Balancing List ||

|| Identity Binding L

Enable identity Binding

[Savel [ Cancel ] [HeIpJ

Figure 6-12 Enabling identity binding

# Enable identity binding: Enables/disables the identity binding function. If multiple lines
are configured, please enable the device's identity binding function to make normal
use of such apps as QQ, online bank.

6.3 Configuration of LAN port

The device's LAN ports can be configured with 4 IP addresses, and the first default IP
address of the LAN port is 192.168.1.1. If you need to change the LAN IP address in order
to adapt to the existing network, enter the Network parameters > LAN port
configuration page for configuration.
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IP Address * 192.168.1.1
Subnet Mask * 255.255.255.0
MAC Address * 00116beab416

Interface Mode * Auto v

Advanced Options (IP Address 2 IP Address 3,IP Address 4.)
IP Address2* 0.0.0.0
Subnet Mask2* 255.255.255.0
IP Address3* 0.0.0.0
Subnet Mask3* 255.255.255.0
IP Address4* 0.0.0.0
Subnet Mask4*® 255.255.255.0

Note: After you change the IP address, you need to re-login to the Device using the new address

[Save] [ Cancel ] [HE|D]

Figure 6-13 Configuration of LAN port

IP address: Sets the LAN IP addresses, and the first IP address is 192.168.1.1 by
default, while the other three IP addresses are 0.0.0.0 by default.

Subnet mask: Sets the subnet mask of the corresponding IP address, which is
255.255.255.0 by default.

MAC address: The MAC address of the LAN port. It is suggested not to modify the
MAC address of the LAN port freely.

Interface mode: Sets the duplex mode and rate for interfaces. Options are: Auto
(adaptive), 10M-FD (10M full duplex), 10M-HD (10M half duplex), 100M-FD full
duplex (100M), 100M-HD (100M half duplex). The default is Auto, which is usually not
required to be modified, and if there is any compatibility issue, or the device used
does not support auto negotiation function, then the type of Ethernet negotiation can
be set up here.

& Tip:

After modifying the LAN IP address, you must use a new IP address to log into the device,
and the IP for logging into the host must be on the same network segment.

6.4 DHCP server

This section mainly introduces the Network parameters -> DHCP server page, including
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DHCP server settings, static DHCP and DHCP automatic binding and DHCP client list.

6.4.1 DHCP server configuration

DHCP Server

_]" Settings |L

Static DHCP

[l DHCP Auto Binding ||

DHCP Client List

Enable DHCP Server

End IP Address

Subnet Mask

Start IP Address *

192.168. 1. 100
192.168. 1. 200
255.255.255.0

Gateway IP 192.168.1.1
Lease Time * 3600 Seconds
Primary DNS Server 192.168.1.1
Secondary DNS Server 0.0.0.0
Enable DNS Proxy ¥]
To mske DNS pro ettings take effect, select the check box to enable DNS
ISP DNS Server 1 0.0.0.0
ISP DNS Server 2 0.0.0.0

[Save] [ Cancel J [Help]

Figure 6-14 Configuring the DHCP service

# Enable DHCP server: Used to disable or enable the device's DHCP server function.

Selecting it means allow.

# Start and end IP address: The IP address fields the DHCP server assigns to the
network computer automatically (which should be on the same network segment as
the IP address of the device LAN port).

# Subnet mask: The subnet mask automatically assigned by the DHCP server to the
network computer (which should be consistent with that of the LAN port of the

device).

# Gateway address: The gateway IP address the DHCP server automatically assigns to
the network computer (which should be consistent with the LAN IP address of the

device).

# Leasing time: The leasing time for the network computers to obtain the IP address
assigned by the device (Unit: Seconds).
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# Primary DNS server: The IP address of the primary DNS server automatically
assigned by the DHCP server to the network computers.

# Secondary DNS server: The IP address of the secondary DNS server assigned by
the DHCP server to the network computers automatically.

# Enable DNS proxy: Selecting it means enabled. The DNS proxy function of the device
will not take effect unless enabled. After enabling this function, the gateway address
is assigned to a client as primary, secondary DNS servers.

@ Operator DNS servers 1, 2: The IP address of operator DNS server.

& Tip:

1. If the device's DHCP server function is to be used, network computer's TCP/IP
protocol can be set to "obtain an IP address automatically".

2. If what's originally used by the user is a proxy server software (such as Wingate), and
the PC's DNS server is set as the IP address of the proxy server, then the LAN IP
address of the device only needs to be set to the same IP address, so that the user
can switch to using the device's DNS proxy function without having to change the PC
setting after the device enables the DNS proxy function.

6.4.2 Static DHCP

This section describes the static DHCP list and the way to configure a static DHCP.

Using the DHCP service to automatically configure TCP/IP properties for the network
computers is very convenient, but it can cause a computer to be assigned with different IP
address at different times. And some Intranet computers may need a fixed IP address, in
this case, the static DHCP function is required, to bind the computer's MAC address with
an IP address, as shown in Figure 6-15. When a computer having this MAC address
requests the address from the DHCP server (device) , the device will find a corresponding
fixed IP address based on its MAC address and assign it to the computer.

1. Static DHCP list
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Y ) Serv a2 ~ 7 L
| CNICE Sericy | Static DHCP | | DHCP Auto Binding [ DHCP Client List
Settings | |
Static DHCP List 0/1024]
0/0 Lines/Page 10 ~ First Prev Next Last Goto Page Page  Search
User Name IP Address MAC Address Edit
[ Select Al (add] [ Delete all |( Delete |

Figure 6-15 Static DHCP list

2. Static DHCP configuration

Click <Add new entry> in the page as shown in Figure 6-15, to enter into the Static DHCP
configuration page as shown in the figure below. Below is a description of the meaning of
the parameters for configuring static DHCP.

User Name *
IP Address *

MAC Address *

Static DHCP, i.e., DHCP manual binding, allows you to manuslly bind an IP address to a PC’s
MAC address and thus that PC will always obtain the same IP address from the DHCP server

[Save] [ Cancel ] [Help] [Back]

Figure 6-16 Static DHCP configuration

# User name: Configures the user name of the computer bound by this DHCP (custom,
no repeat is allowed).

% |P address: The reserved IP address, which must be the valid IP address within the
address range specified by the DHCP server.

# MAC address: The MAC address of the computer to use this reserved IP address in a
fixed way.
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& Tip:

1. After the setting is successful, the device will assign the preset IP address for the
specified computer in a fixed way.

2. The assigned IP addresses must be within the range provided by the DHCP server.

6.4.3 DHCP auto binding

Below is the description of DHCP automatic binding function.

‘ | A Static DHCP : ]I“"DHCP Auto Binding.:"l ‘ 7 DHCP Client List 7

Enable DHCP Auto Binding
Enable DHCP Auto Deleting

[ Save] [ Cancel ] [Help I

Figure 6-17 DHCP auto binding

# Enable DHCP automatic binding: When DHCP automatic binding is enabled, the
device will scan the Intranet, and bind IP/MAC of intranet users who obtain an IP
address dynamically, and the device will bind any one IP address it assigns
subsequently with the MAC address of the client. Enabling this function can protect
against network ARP spoofing. If it is not enabled, no automatic binding operation is
to be done.

# Enable DHCP automatic deletion: When DHCP automatic deletion is enabled, it
means that the device will automatically delete the IP/MAC previously bound
automatically after the lease expires or the user releases the address actively. If it is
not enabled, it means that no automatic deleting operation is to be done.

6.4.4 DHCP client list

For the IP address already assigned to the network computer, its information can be
viewed in the DHCP client list. Information as shown in the figure below: The DHCP server
assigns the IP address of 192.168.1.100 in the address pool to the network computers
whose MAC address is 6C:62:6D:E9:6D:13, and the rest of the time for the computer to
lease this IP address is 86333 seconds.
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DHCP Server

| ek | | Static DHCP | | DHCP Auto Binding | I" DHCP Client List |_

DHCP Client List 22

111 Lines/Page 10« First Prev Next Last Goto Pagel Page Search:
IP Address Subnet Mask MAC Address Lease Remaining
192.168.1.101 255.255.255.0 50:3F:56:00:04:70 3070S
192.168.1.100 55.255.255.0 00:1B:24:A3:42:5C 2950S

Figure 6-18 DHCP client list

6.4.5 Case of DHCP configuration

Application requirements

In this example, the device must have the DHCP function enabled, and the starting
address is 192.168.1.10, with a total number of 100 allocable addresses. The host with
the MAC address of 00:21:85:9B:45:46 assigns the fixed IP address of 192.168.1.15,
while the host with the MAC address of 00:1f:3c:0f:07:f4 assigns the fixed IP address of
192.168.1.10.

Configuration steps

The first step is to enter into the Network parameters -> DHCP server -> DHCPservice
settings page.

The second step is to enable the DHCP function, and configure the related DHCP service
parameters (as shown in Figure 6-20), and click <Save> after the end of configuration.

http://www.levell.com Page 40



Chapter 6 Network parameters

¢~ DHCP Server '1|"'

_| Settings

: D 4 . S ) . N
Static DHCP ” DHCP Auto Binding “ DHCP Client List |

Enable DHCP Server

Start IP Address *
End IP Address *
Subnet Mask *
Gateway IP *

Lease Time *

Primary DNS Server *

Secondary DNS Server

Enable DNS Proxy

ISP DNS Server 1
ISP DNS Server 2

To make DHCP server settings take effect, select the check box to ensble
DHCP server.

192. 168. 1. 100
192. 168.1.200
255. 255. 255. 0
192.168.1.1
3800 Seconds
192.168.1.1 1
0.0.0.0

To msake DNS proxy settings take effect, select the check box to enable DNS
proxy.
0.0.0.0

0.0.0.0

[Save] [ Cancel ] [Help]

Figure 6-19 DHCP service settings - Instance

The third step is to enter the Network parameters -> DHCP server-> Static DHCP page,
and click <Add new entry>, to configure the two static DHCP instances in the request
(such as Figure 6-21, Figure 6-22).

User Name * A

IP Address * 192.168.1.15

MAC Address * B6c626del45 dfl

Static DHCP, i.e., DHCP manual binding, allows you to manually bind an |IP address to a PC’s
MAC address and thus that PC will always obtain the same |IP address from the DHCP server

[Save] [Cancel] [Help] [Back]

Figure 6-20 Static DHCP configuration - Instance A
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User Name * B

IP Address * 192.168.1.18

MAC Address * 001£3c0T£4

Static DHCP, i.e., DHCP manuasal binding, allows you to manually bind an IP address to 8 PC's
MAC address and thus that PC will always obtain the same |P address from the DHCFP server.

[SaveJ [Cancel] [HelpJ [Back]

Figure 6-21 Static DHCP configuration - Instance B

At this point, the configuration is complete, and you can view the information about 2 static
DHCP entries in the "Static DHCP information list", as shown in Figure 6-23. If

configuration errors are found, you can click the corresponding item's-# icon directly and
enter into the Static DHCP configuration page for modification and saving.

DHCP Server \

| Seftings | | Static DHCP | | DHCP Aute Binding | | DHCP Client List
Static DHCP List 0/1024|
0/0 Lines/Page 10 ~ First Prev Next Last Goto Page| | Page  Search
User Name IP Address MAC Address Edit
O A 192.168.1.15 0021859b4546 i
O] B 192.168.1.10 001f3c0f07f4 < 0
[ Select Al (add] [ Delete All |( Delete ]

Figure 6-22 Static DHCP information list - Instance

6.5 DDNS configuration

This section describes the Network parameters ->DDNS configuration page and
configuration methods. Includes: application for DDNS account, configuration of DDNS
service, DDNS authentication.

http://www.levell.com Page 42



Chapter 6 Network parameters

Dynamic DNS (DDNS) is a service to resolve a fixed domain name to a dynamic IP
address (such as ADSL dial-up Internet access) services. You need to apply to the DDNS
service provider for this service, and various service providers provide the specific service
of DDNS according to the actual situation. The DDNS service provider reserves the rights
to change, interrupt or terminate part or all of the network services. At present, the DDNS
service is free of charge, when the DDNS service provider may charge some fee for using
DDNS services in providing network services. In this case, HIPER Technology will give a
notice as soon as possible. If you refuse to pay such expenses, you cannot use the
related services. At the free stage, HIPER Technology does not guarantee the DDNS
service must be able to meet the requirements, nor guarantee the service will be
uninterrupted, nor guarantee the timeliness, safety, and accuracy of network services.

6.5.1 DDNS authentication

You can use the Ping command (for example: ping avery12345.3322.org) in the DOS
status of intranet computers, to check if the DDNS update is successful. Upon seeing the
correctly parsed-out IP address (for example: 58.246.187.126), it indicates that domain
name resolution is correct. Note: Under normal circumstances, the device's IP address will
not be pinged from the Internet after NAT is used on the device but only the IP address for
that domain name can be parsed out.

Pinging averyl2345.3322.o0rg [58.246.187.1261 with 32 hytes of data:

Reply from 58.246.187.126: bytes=32 time=1ms TTL=63
Reply from 58.246.187.126: bytes=32 time=1ms TTL=63
Reply from 58.246.187.126: bytes=32 time=1ms TTL=63
Reply from 58.246.187.126: bytes=32 time=1ms TTL=63

Ping statistics for 58.246.187.126:
Packets: Sent = 4, Received = 4, Lost = 8 <(8x loss>.

Approximate round trip times in milli-seconds:
Minimum = 1ims, Maximum = 1ms,. Average = 1ms

1. Only when the IP address assigned by ISP (Such as China Telecom) to the WAN port
connection line can the domain name be sure to be accessed by Internet users.

2. The DDNS function can help the Dynamic IP use VPN and server mapping.

6.6 UPNnP

Universal Plug and Play (UPnP) is an architecture for common peer network connections

http://www.levell.com Page 43



Chapter 6 Network parameters

used for PCs and intelligent devices (or instruments). Using UPnP means simpler, more
choices and more innovative experiences. The network products supporting Universal
Plug and Play need only be physically connected to the network to begin to work.

This section describes the Network parameters ->UPnP page and configuration. When
configuring UPNP in this page, you need to simply enable or disable this feature.

Enable UPnP || Save Help

UPnP Port Forwarding List 0/0

0/0 Lines/Page 10 ~ First Prev Next Last Goto Page Page  Search

D Internal IP Internal Port Protocol Remote IP External Port Description

Figure 6-23 UPnP configuration
# Enable UPnP: Ticking the check box for enabling the UPnP feature.
# Internal address: The host IP address when port translation is needed in the intranet.

# Internal port: The port number provided by the host when port translation is required
in the intranet.

@  Protocol: The protocol used by the UPnP port in translation (TCP/UDP).
@ Peer address: The IP address of the peer host.

# External ports: The port number of the device used for port translation. This port is the
service port the device provides to the Internet.

# Description: The description information given when an application requests port
translation to the device through UPnP.

& Tip: Itis recommended not to enable the UPnP feature when this feature is not in use.
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Chapter 7.  Wireless configuration

In the wireless configuration, the relevant wireless functions and parameters are mainly
set in the device, including: basic settings, wireless security settings, wireless MAC
address filtering, and wireless advanced configuration. In addition, you can also view the
status information about the wireless host.

7.1 Basic settings

This section describes the Wireless Configuration -> Basic settings page and the
configuration methods. In this page, you can configure the AP working mode, SSID,
wireless mode, channel, channel bandwidth, enabling or disabling the SSID broadcast
and other functions of the device. In this section, the AP working mode is used: The
wireless basic configuration is introduced in the order of AP Mode, APClient Mode and
WDS.
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7.1.1 AP Mode

Enable Wireless

Only when the wireless function is enabled, wireless clients can communicate with
each other via the Device.

Operation Mode AP Mode v

SSID * ‘LevelOne ‘

It is used to uniquely identify a wireless network. It is case sensitive

Wireless Mode
RF Power
Regional
Channel

Auto: The Device will automatically select the best channel

Channel Width

Enable SSID Broadcast [V 00-11:6B:5C:D9:88

Select the check box to make the Device broadcast its SSID.

[ Save l I Cancel | | Help |

Figure 7-1 AP Mode

# Enable wireless function: Only after the wireless function is enabled can the wireless
clients be connected to the device, to have wireless communications through the
device, connect and access the cable network to which the device is connected.

# AP working mode: The AP Mode is selected here, namely the pure AP mode, in which
the peer device can be an AP Client mode and single client.

# SSID: SSID (Service Set Identification) is used to uniquely identify a string of wireless
network, and is case sensitive.

# Wireless mode: This parameter is used to set the modes of a wireless device,
providing three options: only 119, only 11n, and 11b/g/n hybrid.

Only 11g: pure 802.11g mode, in which the maximum rate is up to 54M bps. The
wireless sites compatible with the IEEE 802.11g standard can be connected to
the device.

Only 11n: Pure 802.11n mode, in which the maximum rate is up to 150M bps.
The wireless sites compatible with the IEEE 802.11n standard can be connected
to the device.

11b/g/n hybrid: The wireless sites in compliance with IEEE 802.11b, 802.11g or
802.11n standard will be connected according to their modes, with the maximum
rates of 11M bps, 54M bps and 150M bps respectively.
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# Channel: This parameter is used to select the frequency bands in which the wireless
network works, with the available range from 1 to 11, and it provides automatic
options, which means that the device can automatically select the optimal frequency
band. If there is more than one wireless device, the settings of frequency band of the
devices cannot affect each other.

# Channel bandwidth: The channel bandwidth occupied by setting the wireless data
transmission, with the options: Auto, 20M and 40M. Note that this parameter works
only with the wireless site accessed using the 802.11n standard. For those wireless
sites using the 802.11b or 802.11g standard, only the channel bandwidth of 20M can
be used.

Auto: When Auto is selected, it means the wireless sites accessed using the
802.11n standard will use the channel bandwidths of 20M or 40M according to
the results of the negotiation with the accessed peer ends.

20M: When 20M is selected, it means the wireless sites accessed by using the
802.11n standard will use the channel bandwidth of 20M.

40M: When 20M is selected, it means the wireless sites accessed by using the
802.11n standard will use the channel bandwidth of 20M.

# SSID broadcast: Enables or disables the SSID broadcast function. If this function is
enabled, the device will broadcast its own SSID to all the wireless sites so that the
wireless sites without SSID (null) will get the correct SSID, to be able to connect to
the device, and join into the wireless network with this SSID identifier. This function is
enabled at risk (illegal sites are very easy to get the SSID information), so it is
generally recommended to disable this function.

&+ Tip:
1. The device enables the wireless function by default and its work mode is AP Mode.

2. After the wireless parameters are modified, the device's wireless module will reboot,
and rebooting of the wireless module will disconnect all wireless connections.

3. The AP work modes function differently, and should be selected according to the
specific occasions, uses in configuration.

7.1.2 Repeater Mode

The device can exchange data with the network devices and single clients in Bridge Mode,
Repeater Mode, Lazy Mode when its work mode is set to Repeater Mode, to realize
network connectivity.
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Enable Wireless V]

Only when the wireless function is enabled, wireless clients can communicate with
each other via the Device.

Operation Mode  |[EERGANEEE v

SSID * [LevelOne |

It is used to uniquely identify a wireless network. It is case sensitive.

Wireless Mode
RF Power
Regional
Channel

Auto: The Device will automatically select the best channel.

Channel Width

Enable SSID Broadcast ] 00:11:6B:5C-D9:88
Select the check box to make the Device broadcast its SSID

AP MAC Address *

AP MAC Address

| |
| |
AP MAC Address | |
l |

AP MAC Address

Security Mode

| Save l I Cancel | I Help ]

Figure 7-2 Repeater Mode

For the meaning of enabling wireless function, AP working mode, SSID, wireless mode,
channel, channel bandwidth, enabling SSID broadcast, see Section 7.1.1 AP Mode for
relevant explanations, and these terms will no longer be detailed if any in the subsequent
configuration.

# MAC address of AP: MAC address of the peer device.

#  Security mode: The encryption mode used in the establishment of connection through
the WDS function, including four options, "No security mechanism", "WEP", "TKIP"
and "AES".

No security mechanism: It means that no encryption algorithms will not be used
to protect communication data in the data exchange process.

WEP: It means that the WEP encryption algorithm is used to protect
communication data during the data exchange process. For details, please refer
to the section 7.2.2 WEP.
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. TKIP: It means that the TKIP encryption algorithm is used to protect
communication data during the data exchange process. For details, please refer
to the section 7.2.4 WPA-PSK/WPA2-PSK.

. AES: It means that the AES encryption algorithm is used to protect
communication data during the data exchange process. For details, please refer
to the section 7.2.4 WPA-PSK/WPA2-PSK.

7.1.3 Bridge Mode

Bridge Mode, in which the device is connected to two or more wired networks, and the
device will no longer send wireless signals to other clients, to exchange data with the
network devices in Bridge Mode, Repeater Mode, Lazy Mode.

Figure 7-3 Bridge Mode

The meaning of related configuration parameters is the same as Repeater Mode. For
details, refer to the related description in Section 7.1.2 Repeater Mode.
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