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WEB Page Operation Manual

This manual mainly describes the WEB page of the switch, users can go through the switch
WEB pages are managed on switches.This manual is only a brief introduction to the operation
of each WEB page, each switch
Please refer to the user manual for the function introduction.This manual mainly includes the
following contents:

1. Overview of WEB pages

2. Introduction to the WEB page

1. WEB Page Overview

1.1 WEB Access Features

This switch provides the user with a web access function. The user can access the switch
through the web browser and manage and configure the switch. The main features of WEB
access are:
® Easy to access: users can easily access the switch from anywhere in the network.
® The user can access the WEB page of the switch by using the familiar Netscape
Communicator and Microsoft Internet Explorer. The WEB page is presented to the
user in a graphical and tabular form.
® The switch provides a rich web page that allows users to configure and manage most
of the capabilities of the switch through these web pages.
® The classification and integration of the function of the WEB page is convenient for
users to find relevant pages for configuration and management.

1.2 System Requirements for WEB Browsing

The system requirements for Web browsing are shown in Table 1.

Table 1:
Hardware and software System requirements
CPU Pentium 586 above
Memory 128MB above
Resolution 800x600 above
Color Color 256 above
Browser IE4.0 above or Netscape4.01 above

Microsofte ,Windows95e,Windows98e,WindowsNTe,
Operating system Windows2000e,WindowsXPe,WindowsME®, WindowsVistae,
Linux,Unix operating systems .




Note:

Microsoft®, Windows95®, Windows98®, WindowsNT®, Windows2000®, WindowsXP

®, Windows ME®, WindowsVista®are registered trademarks of Microsoft Corporation, all other
product names, trademarks, registered trademarks and service marks, copyrighted by their
respective owners.

1.3 Login to the WEB Browsing Session

The user needs to confirm before starting the Web browsing session:

® The switch has an IP configuration for the switch, by default, the interface IP address
of the switch's VLAN1 is 192.168. 0.1.

® The subnet mask is 255.255.255.0.

® The server has connected a host with a web browser to the network and the host is
able to ping the switch.

® After the above two tasks are completed, the user enters the address of the switch in
the address bar of the browser and enters the switch Web login page according to the
carriage return, as shown in Figure 1. When the multi-user management is not
enabled, the user needs to perform the password verification of the anonymous user
(admin) when the user logs in the Web. Only the correct password is input to access
the Web. The anonymous user password is null.

If multi-user management is enabled and privilege user is configured, anonymous user
password will not take effect. User access to Web does not do anonymous user password
authentication, but multi-user managed user name and password authentication.

Windows Security Center X

iexplore

The server 192.168.0.1 will ask you for a username and password.
The server reported that it was coming from Networks.

Warning: Your username and password will be sent using
basic authentication on an insecure connection.

| admin ‘

Keep my credentials in mind

Sure Cancel

Figure 1. The login page of the web browsing session



1.4 WEB Page Basic Composition

As shown in Fig. 2, WEB page is mainly composed of three parts:title page, navigation tree
page and main page.

3 Managed Switch

System Configuration
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Figure 2. Basic composition of the web page of the switch
Title page: Used to display logo and real-time port status as shown below;
The green light indicates that the port is connected;
The grey light indicates that the port is not connected;
The red light indicates that the port is closed (see figure 17 for specific Settings).
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Navigation tree page WEB page node, the user can open the tree folder, from which to
select the page to open.

Main page Used to display the page selected by the user from the navigation tree.

1.5 Navigation Tree Structure

Figure 3 shows the organizational structure of the navigation tree. The navigation tree is
located at the lower left of each page, and the node of the WEB page is displayed in a tree
mode, and the user can easily find the WEB page to be managed. It is divided into different
groups according to the different functions of the web pages, and one or more pages are
included in each group. The web name in most navigation trees is the abbreviation of the web
page title at the top of the corresponding web page.
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Figure 3. Organization structure page of the switch navigation tree



1.6 Page Button Introduction

There are some general buttons on the page, which generally work the same way, as
described in Table 2.

Table 2:

Button Action

Refresh Update all fields on the page

Application Put the updated value into memory.Because error checking is
done by the Web server,there is no error checking before the
user selects the button .

Delete Delete the current record

Help Open the help page and view the configuration instructions for
each page .

1.7 Error Message

If the WEB server of the switch has an error processing user request, the corresponding error
message is displayed in a dialog box. For example, figure 4 shows an error message dialog

box.
Microsoft Internek Exp x|
& Error: Ip address error
Figure 4 Error message page
1.8 Entry Field

There are some pages in the leftmost column of the table with an entry field, which, as shown
in Figure 5, can access different rows in the table. When you select a value for the entry field,
the corresponding information for that line is displayed on the first line, and only the row can be
edited, which is also called the active line. When a page is initially loaded, the entry field
displays new and the active behavior is empty.

If you want to join a new row, select new from the drop-down menu in the entry field, enter new
line information, and press the Apply key.

If you want to edit the existing line, select the appropriate line number from the drop-down
menu in the entry field, edit the line as needed, and then press the Apply key to see that the

5



corresponding changes are shown in the table.

If you want to delete a row, select the appropriate line number from the drop-down menu in the
entry field and press the Delete key, which will disappear from the table.

‘3 Managed Switch SNMP Community Configuration
() System Configuration '

#( Port Configuration [ item | Community Name | ReadWiite IL State ]
01 MAC Binding e | | E— | |
HCl MAGER [ 1 I public I Read Only i Acive ]

L1 VLAN Configuration

123 SNMP Configuration
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5 TRAP Target
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Figure 5. Entry domain page

1.9 State Field

Some pages have a status field in the most right column of the table, as shown in Figure 6,
which displays the row status. The status field is read-only because the change in all row
states is done internally. Once all of the domain information in a row takes effect, the line state

automatically becomes active.
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Figure 6. Status Field Page



2. WEB Page Introduction

The WEB page of the switch is organized into groups, each group including one or more WEB
pages. Each page is described one by one.

2.1 Login Dialog Box

Figure 7 shows the login dialog box that is displayed when the user first logs in to the web
page. The user enters the user name and password in the corresponding field, and then click
OK to log in to the web server of the switch. The password is case-sensitive, the anonymous
user password can be set up to 16 characters, and the multi-user name and password are up
to 16 characters. The default user name for the switch is the anonymous user name admin.

The default password is the anonymous user password. The anonymous user password is the
default.

Windows Security Center *

iexplore

The server 192.168.0.1 will ask you for a username and password.
The server reported that it was coming from Networks.

Warning: Your username and password will be sent using
basic authentication on an insecure connection.

| admin ‘

Keep my credentials in mind

Sure Cancel

Figure 7. The login page of the web browsing session

2.2 Main Page

The page is displayed after the user logs in to the page.
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Figure 8. Switch main page



2.3 System Configuration

2.3.1 Basic information page

Figure 9 is the basic information configuration page through which users can configure the
basic information of the switch.

The system description shows the description of the relevant parameters of the system.
The system description symbol shows the identity of the system in network management.

The system version number shows the version number of the software currently in use by the
switch.

The number of network interfaces displays the current number of network interfaces in the
switch.

The system boot time shows the time the switch has started up to the present time.

The system clock shows the current clock of the system, and the user can modify the current
clock of the system, and the year, month, day, hour, minute, and second parameters are
required.

The system name displays the system name of the switch in the network, and the user can
modify the system name.

The system location displays the physical location of the switch in the network and the user
can modify the system location.

The system contact displays the contact and contact information of the current node, and the
user can modify the system contact.
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Figure 9. Basic Information Page



2.3.2 Serial port information page

Figure 10 is the serial port configuration page, which shows the serial port baud rate and other
serial port related information. When the host manages the switch through the serial port
terminal (such as the super terminal of Windows), the COM port configuration on the serial port
terminal must be consistent with the information on this page.

Figure 10. Serial port information page

2.3.3 User management page

Figure 11 is a user management page through which users can modify the anonymous user
(admin) password for the switch, and both Telnet and Web use the same anonymous user
password when multiple users are not enabled. The password is case-sensitive and can be set
to up to 16 characters. If you want to modify the password, the user needs to enter two new
passwords, and once the user clicks the application key, the new password is activated, and if
the switch does not enable the multi-user, the login dialog box is displayed (as shown in Figure
7), and the user is required to log in to the page again. The user must enter a new anonymous
user password to log in to the WEB page.

At the same time, users can configure multiple users through this page. The switch defaults to
no multi-user, that is, the multi-user management function is not enabled by default, and the
user name and password verification of the multi-user are not required at this time. For Telnet,
the multi-user management function is enabled when a user name is added, and the multi-user
management function is turned off when all users are deleted. For Web, when a user name is
added, the multi-user management function is enabled if it is a privileged user, and the
multi-user management function is turned off when all of the privileged users are deleted.

Anonymous when multi-user management is enabled User passwords will not take effect,
login to Telnet and Web requires multi-user user name and password authentication. When
the multi-user management function is turned off, if the anonymous user password is
configured, login to Telnet and Web requires anonymous user password authentication.

M @EE @ oS oS AR Of A EEE <1

o oo R Of O A AR O (& s [& (e

4 Managed Switch
iration

2 Basc ——( Joupasswora e esswors sttt TS )
2 sera R —  —  —  —  E— |

[ 1 I ‘admin | ... Il I I Privilege ]

Figure 11. User management page
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2.3.4 Security management page

Figure 12 is a security management configuration page through which the administrator can
control the network management service TELNET, WEB, and SNMP, can open (enable) or
disable the services, and can connect these services with the ACL group of the IP standard to
implement the source IP address control, Control the host's access to these services.

By default, the TELNET, WEB, and SNMP services are open and no ACL filtering, that is, all
hosts can access the three services of the switch. If an administrator does not want to provide
one or more of these services to other users for security, one or more of these services may be
shut down. If an administrator only wants a particular host to access one or more of these
services, one or more of these services can be ACL filtered. When a service is to be filtered by
an ACL, this service needs to be opened and an IP standard ACL group (1- 99) The ACL
group must exist at this time.

It is to be noted that if the administrator controls the WEB service on this page (such as closing
the WEB service), the user can not use the WEB page again, at this time, the switch can be
logged in by other means and the WEB service can be controlled to enable the user to use the

WEB page (such as opening the WEB service).

User Safety Configuration (http telnet,snmp)

in1:99)

Service Type Management State AciGroup

o ]

hitp Enable [
snmp. Enable 0
telnet Enable [

Refrest] [ Apply Help

n
2 File Uplosd

Figure 12. Security management page

2.3.5 SNTP configuration page

Figure 13 is the SNTP configuration page, through which the administrator can configure and

view the system clock.

3 Managed Switch SNTP Configuration
514 System Configuration
3 tion

) ton
B oh Serve 1P Address 2

2 safo M [ serverip ngaress 3|

2 snTP Time Interval (second)[£00

B saveCumentConfiguraton | imezome | X

g Ei:‘?l:‘h d e v e v]

ime
(1 Port Configuration [ Systom DateTime__|[1970/01/01 00.22:47

#() MAC Binding [Refres| | Apply
%1 MAC Fitter

Figure 13. SNTP configuration page

2.3.6 Current configuration page

Figure 14 is the current configuration page. This page allows users to view the current
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configuration of the switch. The memory key stores the current configuration of the system in a
configuration file. Because the storage operation needs to erase the FLASH chip, this will take
a certain amount of time. When the user has configured the page and wants these
configurations not to be lost after restarting the switch, the memory key must be clicked in the
current configuration page in front of the exit page.

4 Managed Switch Save Current Configuration

B SNTP Configu

2 Save Current

) Configuration File

2 File Upload

2 System Reboot
1 Port Configuration

Figure 14. Current configuration page

2.3.7 Profile page

Figure 15 is the profile page. This page allows users to view the initial configuration of the
system. The initial configuration is actually a configuration file in FLASH, and when there is no
configuration file in FLASH, the system starts with the default configuration. The delete key is
used to delete the configuration file in FLASH. Click the delete key, a dialog box will pop up,

the dialog box prompts the user if you want to delete the configuration file, if so, press the
confirm key on the dialog box, otherwise press cancel key. The download key is used to
download the configuration file to the PC. Click on the download button, and a dialog box will
pop up, and the user will select the directory path and Save the configuration file. The file
name of the downloaded profile is a switch.cfg.

3 Managed Switch Configuration File
S Syste ration

2
5 System Reboot
#1012 Port Configuration

Figure 15. Profile page

2.3.8 File upload page

Figure 16 is a file upload page through which users can upload configuration files and image
files to the switch. Click the browse key to select the directory path of the uploaded
configuration file or image file on PC. Click the upload key to upload the configuration file or
image file, the suffix to the configuration file must be * .CFG, the image file must be supplied by
the manufacturer and the file name suffix must be *. Img. Do not click on another page or
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restart the switch until the transfer results page returns; otherwise, the file transfer failure will

cause the system to crash.

3 Managed Switch
53 System Configuration
8 information

File Upload

Help

2 Reboot
#(1 Port Configuration

Figure 16. File Upload Page

2.3.9 System reset page

Figure 17 is the system reset page through which the user restarts the switch. When the
restart key is clicked, a dialog box appears to prompt the user if he is sure to restart the switch.
If so, press OK, otherwise press cancel. You will no longer be able to open the Web page
when you restart.

‘3 Managed Switch . System Reboot
ation

Reboot Reboot Factory Help

Figure 17. System reset page

2.4 Port Configuration

2.4.1 Port configuration / port display page

Figure 18 is the port configuration / port display page. Users can enable or disable ports
through this page, set port speed, or view the basic information for all ports.

To set up a particular port, the user needs to select the appropriate port name from the
drop-down menu of the port. The port status defaults to up, which disables the port by
selecting down from the drop-down menu. Users can also choose to set the speed drop-down
menu to set the speed of the port, such as forced half-duplex 10m (half-10) on the port. Users
can view other basic information about all ports through this page.
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Figure 18. Port configuration and port display page

2.4.2 Port statistics page

Figure 19 is a port statistics page. To view a specific port, the user needs the appropriate port
name from the drop-down menu of the port. The user can view the statistics of the port receive
and receive package through this page.

@3 Englsh

‘3 Managed Switch ) Port Statistics Information

=3 Port Configuration ort: v

8 Common Configuration

2 Port Statistics [Port Statistics Information
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8 Port Ratelimit

2 Received Error Packets Num (ifinErrors)
2 Protected Port

Received Unkonwn Protocol

Send Total Bytes (if0utOctets) Send Unicast Packets Num (fOutUcastPkts)

2 Leam Limit

B Por runking Sond Non-Unicast Packets Num (OutNUcastPkts) Send Discara Packets
2 Miror send Eror Packets

2) OM information Retresn| | Help

#(1 MAC Binding

Figure 19. Port statistics page

2.4.3 Flow control page

Figure 20 is the flow control page. Users can open and close flow control for each port through
this page.

Turn on or off a port flow control by the pull on or off of the flow control. At the same time, you
can view the flow control status of all ports through this page.

[+ [ (&

O
O Al O [ B

3 Managed Switch Flow Control
) System Configuration i
213 Port Configuration [ —

2 Common Configuration

B PonSasics e I
) Flow Control -
2) Broadcast Storm Refresh] [ Apply. Help |

2 Port Ratelimit

= Port Name Fiow Control Sate
3 Protected Port 5 T
2 Leam Limit -
2 Port Trunking g
2 Miror ra
2) DM nformation r
(1 MAC Binding oiF
(1 MAC Filter =
#101 VLAN Configuration g8

Figure 20. Flow control page
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2.4.4 Broadcast storm control page

Figure 21 is the broadcast storm control page. This page is used to configure broadcast
packets, multicast packets, and DLF packet suppression on ports.

Select the port you want to configure from the drop-down bar of the port. On and off are used
to turn on and off port broadcast suppression, multicast suppression and DLF suppression.
The suppression rate item is used to configure the suppression rate of the port in the range of
1=<1024000 in kbits. The suppression rates of broadcast suppression, multicast suppression
and DLF suppression on the same port are the same. At the same time, through this page, you
can view the broadcast storm control configuration of all ports.

B = I T 102800 o) ]
Multcast Suppression == || wuticast Rateimit | o (1-1024000 kbps) |
DLF Suppression || oz v || oLF Ratetimit [ (1-1024000 kbps) |

Refresh [ Apply Help

Name Broadcast Suppression Broadcast Ratelmi (bps) Wullicast Suppression Wullicast Ratelmit (<bps) DLF Suppression DLE Ratelimit (<bps)

¥ AAA Configuration
3 MSTP Configuration
1 1GMP SNOOPING Configuraton

Figure 21. Broadcast storm control page

2.4.5 Port speed limit page

Figure 22 is the port speed limit page. This page is used to configure the rate at which ports
are sent and received.

Select the port you want to configure from the drop-down bar of the port. Sending packet
bandwidth control is used to configure and display the bandwidth control of sending packets,
the range is 11024000, and the unit is kbits, input and press the application key to take effect.
If the port is not configured with bandwidth control, it appears as off. The corresponding cancel
key is used to cancel the bandwidth control of the sending packet. The received packet
bandwidth control is used to configure and display the bandwidth control of the received
packet, the range is 1< 1024000, and the unit is kbits, input and press the application key to
take effect. If the port is not configured with bandwidth control, it appears as off.
Correspondence The cancel key is used to cancel the bandwidth control of the received
packet.

If the bandwidth control is configured, it is displayed in the list.
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Figure 22. Port speed limit page

2.4.6 Protection port page

Figure 23 is a protection port page. This page is used to configure the protection port.
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5 Common Configuration = getht No
et =] g2 No
] g3 No
5] getid No
] gt No
5] g6 Mo
] gei7 No
B 5] g No
2 DDM Information 5] ) N
L1 MAC Binding o 0110 No
1 MAC Filter 0 P No
1 VLAN Gonfiguration =] get/12 No
1 SNMP Configuration 5] o3 No
‘1 ACL Configuration = e e
‘01 QOS Configuration = T N
/(3 1P Basic Configuration = e =
1 AAA Configuration Ll L0
() MSTP Configuration H] LI L
/1 1GMP SNOOPING Configuration| 5] ge1/18 No
21 GMRP Configuration =] ge19 No
‘1 EAPS Configuration 0 ge120 No
8 zlmcu f:nugmauon & o121 o

st t

Figure 23. Protection port page

2.4.7 Port learning limit page

Figure 24 is a port learning restriction page. The page is used to limit the number of MAC
addresses that the port can learn, in the range of 0-8191. The default value is 8191 and the
maximum value, indicating that the port does not have a learning limit. The study limit for all
ports is shown in the list.

o oo Of M G E 6 & & =] [
o o R Of OB AfS AR Of [ & s [ [ B ER

437 Englsh
':"CAI“"WW" ; Learn Limit
System Configuration
3 Port Configuration m
B Common Gonlsmration
B Port Statistics MAC Address Num Able To Leam (0s101)
2 Flow Control
2 Broadcast Stomn Refresh [ Apply | | Cancel Limit Help
Port Name WAC Addrass Num Al To Learn
et
ge1i2 B191
o113 s191
getid B9
gels 8191
'3 MAC Binding gell6 Bis
21 MAC Filter gelir 51
21 VLAN Configuration gelle o1
L1 SNMP Configuration gell9 o1
/01 ACL Configuration gel/1 o1
11 QOS Configuration ge 191
‘1 1P Basic Configuration ge 191
Q1 AAA Configuration ge o1
L1 MSTP Configuration ge B9t
L IGMP SNOOPING Configuration| ge ;‘:1
1 GMRP Configuration L' s}g:
‘1 EAPS Configuration Z: oo
21 RMON Configuration z e
21 Cluster Management e ki
1 Log Management T o

Figure 24. Port learning limit page
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2.4.8 Port aggregation configuration page

Figure 25 is a port aggregation configuration page. This page allows the user to configure port
aggregation. This page consists of four parts: Trunk Group ID selection, setting aggregation
method, configurable port, and group member port.

To create or modify a port aggregation, the user needs to select a trunk group ID from 1 to 8.
The user clicks the corresponding Trunk Group ID in the list box, and the information for the
trunk group is displayed in the group member port. To create a trunk group, select the
appropriate ID in the Trunk Group ID, click the key "Create a Trunk Group", and if the creation
is successful, the bracket dimension is created in the ID display column. If a trunk group is not
created, a bracket dimension is not created in the ID display column. to set up the port
aggregation method, select in the drop-down box above the list One of the aggregation
methods, click the key "Set up the aggregation method". To increase the port for aggregation,
select the aggregated port in the configurable port, and click the "Member Port =>" key. To
remove a port from an existing converged port, select the aggregated port in the group
member port and click the "Non-member port <=" key. To delete the entire trunk group, click
the "Delete Trunk Group" key.

The aggregation method configured during the page configuration is that the aggregation
method can only be configured for the existing trunk group corresponding to the selected trunk
group ID; only the member port can be added or deleted on the already existing trunk; in the
absence of a member port, a trunk group can be deleted.

The switch provides six port aggregation modes: based on source MAC address, destination
MAC address, source and destination MAC address, source IP address, destination IP
address, source and destination IP address based on destination IP address.

The switch supports up to 8 groups of port aggregation, each group of port aggregation
supports up to 8 ports, and each Trunk group can configure its own port aggregation method.

o oo Of

O o R Of

4 Managed Switch
(1 System Configuration

Create Trunk Group.

Member Port =>

SerTrunk Method Unmember Port <=

nfo
(1 MAC Binding

%) MAC Filter

#{_J VLAN Configuration

Delete trunk Group

©(1 GMRP Configuratio
) EAPS Configuration Refresn| | Help

Figure 25. Port aggregation configuration page

2.4.9 Port mirror configuration page
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Figure 26 is the port mirror configuration page, which allows the user to configure port mirror.
Port mirroring is listening for packets output by mirrored output ports and packets input by
mirrored input ports through mirrored ports. Only one mirrored port can be selected, while
multiple mirrored output ports and mirrored input ports can be selected. The page consists of
four parts: listening port, configurable port, listening direction and mirror configuration
information. When configuring a mirror port, configure the mirror port from the listening port,
the mirror port can only have one, then select the mirrored port from the configured port, select
the listening direction from the listening direction, the most Press the application key to take
effect, and the results are displayed in the mirror configuration information.

When the RECEIVE in the listening direction is selected, it means listening for the received
packets, TRANSMIT means listening for all packets sent and received, BOTH means listening
for all packets sent and received, NOT_RECEIVE means canceling listening for received
packets, NOT_TRANSMIT means canceling listening for packets sent, and NEITHER means

canceling listening for received and sending packets, that is, canceling the monitored port.

3 Managed Switch Port Mirror Configuration
11 System Configuration

Wirtor Direction Wirror Config info

.......

8 Leam Limit

2 Port Trunking

2 Mirror

E) DDM Information
(21 MAC Binding
(1 MAC Filter
#(1 VLAN Configuration
1 SNMP Configuration
(2 ACL Configuration

Figure 26. Port mirror configuration page

2.5 MAC Binding

2.5.1 MAC binding configuration page

Figure 27 is the MAC binding configuration page. This page is used to bind the port to the MAC
address.

The MAC entry on the page is used to enter the bound MAC address, VLAN ID entry to enter
the VLAN. to which the MAC address belongs.

3 Managed Switch MAC Bind Configuration
() System Configuration '
o] i port: v
123 MAC Binding
E) MAC Bir
B MAC Auto Binding
#() MAC Fitter (MAC Address Format: HHHH.HHHH.HHHH)
#1(1 VLAN Configuration
% SNMP Configuration [ I AC Address I VLANID
(1 ACL Configuration — - , . -
#(] QOS Configuration [Refresh| | Selectall | | Apply | | Delete | Help _

Figure 27. MAC binding configuration page
2.5.2 MAC binding automatic conversion page

[MAC Adress I [vano]fe ]
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Figure 28 is the MAC binding automatic conversion page. This page is used to enable ports to
automatically bind MAC addresses.

Displays the existing dynamic MAC address of the port in the layer 2 hardware forwarding
table and the VLAN. to which it belongs You can select the entries and convert them to static
bindings.

‘3 Managed Switch MAC Auto Bind

#(1 System Configuration
L1 Port Configuration o[ >
53 MAC Binding
2) MAC Binding Configuration will display da d VLAN ID that ‘You can select one or more items and then press apply to bind those mac addresses to that port.)
2 MAC Auto Binding
L1 MAC Fitter
] VLAN Configuration
#L1 SNMP Conflauration

Z [ l WAC Addross l VIANTD ]

[Refrest] [ Selectai | [Appy | [ Fep

Figure 28. MAC binding auto conversion page

2.6 MAC Filtering

2.6.1 MAC filter configuration page

Figure 29 is the MAC filtering configuration page. This page is used to configure port filtering of
MAC addresses.

The MAC entry on the page is used to enter the filtered MAC address, VLAN ID entry to enter
the VLAN. to which the MAC address belongs.

BEEEEEEE [ EEE

=
B EEE &R @EGEGE @@ @

4 Managed Switch MAC Filter Configuration
(1 System Configuration

20 port: | v

(1 MAC Binding

=13 MAC Fiter
5 mac
B MAC Auto Fitter (MAC Address Format: HHHH.HHHH.HHHH)

#(J VLAN Configuration

#{1 SNMP Configuration [ I MAC Address I VLAN D

(1 ACL Configuration

#(11 QOS Configuration

[MAC Address I T v 0][s

[reesn [ Seecian | [Appy| [Dee] [Wep

Figure 29. MAC filter configuration page

2.6.2 MAC filtering automatic conversion page

Figure 30 is the MAC filter automatic conversion page. This page is used to enable ports to
automatically bind MAC addresses.

Displays the existing dynamic MAC address of the port in the layer 2 hardware forwarding
table and the VLAN. to which it belongs You can select the entries and convert them to static
filtering configurations.
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3 Managed Switch MAC Auto Filter

#1] System Configuration

el % |Port: v

#(1 MAC Binding

Sy MACFiter |  (Thelistwill display the MAC addresses and VLAN ID . tofilter
5 MAC Fiter Configuration

l WAC Address I VIAND

) MAC Auto Fiter
#(1 VLAN Configuration
%1 SNMP Configuration

Refresh| | Selectall Apply Help

Figure 30. MAC filtering automatic conversion page

2.7 VLAN Configuration

2.7.1 VLAN information page

Figure 31 shows the current VLAN information page. The page is a read-only page that shows
the status of the current VLAN,VLAN and port members of the VLAN. The drop-down box
displays the VID, status and port members of up to 30 vlan in all current vlan, lists. Selecting a
vlan, list from the drop-down box displays information about up to 30 vlan whose VID is greater
than the vlan. However, if all vlan is not more than 30, no matter which vlan, list is selected
from the drop-down box, all vlan information is displayed.

A port can not be a member of VLAN, can be a tagged member of VLAN or a member of
untagged. The character meaning before the port of the page is as follows:

T tagged the port is a tagged member of this VLAN
U untagged this port is a untagged member of this VLAN

3 Managed Switch VLAN Information

) System Configuration

(Note: The drop-down box displays all current VLANS. The list Displays up to 1000 VLANS. f you selecta VLAN in = L oreater v than 1000 VLANs.)

BQ3 Port Configuration . (t=tagged member, u=untagged member)

(1 MAC Binding [simmi v

%1 MAC Filter L [ VLAN Name 1 State I Port Member_ ]

£163 VLAN Configuration ‘ i | i I e ([ a2 et e = e e g 110 e 12 e 11 14 e 115 g5 e 17
Ml 98916 081118 uige /20 ufge1/21 [ujge1/22 (e 25 (ulge V24 [ulgei 25 ulge1/26 o}ge1 27 [olgen26

2 VLAN Configuration
2) VLAN Port Configuration
#_J SNMP Configuration

Refresn| | Help

Figure 31 VLAN information page

2.7.2 Static VLAN configuration page
Figure 32 is a static VLAN configuration page that allows users to create VLAN.
If you want to create a new VLAN, user entering a VID, range from 2 to 4094.VLAN on the
active line, the system generates it according to VLAN ID and cannot be modified. Click the
application key, and the list box displays the VID and VLAN names of the user-created VLAN.

The switch creates VLAN1, by default and VLAN1 cannot be deleted.

If you want to delete an VLAN, user, you need to click on the corresponding VLAN in the list
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box. The VLAN will be displayed in the active row, and click the delete (Delete) key to delete
the VLAN, and the information for the VLAN will be removed from the list box.

411 IGMP SNOOPING Configuraton|
%1 GMRP Configuration
() EAPS Configuration
L1 RMON Configuration
#4101 Cluster Management

Refresn| | Apply | | Delete Help

Figure 32. Static VLAN configuration page

2.7.3 VLAN port configuration page

Figure 33 is the VLAN port configuration page, which is used to configure VLAN on the port
and display the results of the configuration. The page is mainly composed of eight parts: Port,
mode, all current VLAN, ports belong to the VLAN, button "default VLAN = >", "tagged = >",
"untagged = >" and "non-member < =".

The port is the port that specifies the VLAN to be configured.

The mode Access specifies the port's VLAN mode as the ACCESS mode, in which the port is
the untagged member of the VLAN1, the default VLAN for the portis 1. The VLAN mode of the
hybrid specified port is HYBRID mode, and the port is the untagged member of the VLAN1 in
this VLAN mode. the default VLAN for the port is 1. The VLAN mode for the trunk port is
TRUNK mode, and in this VLAN mode the port is the tagged member of VLAN1, The default
VLAN for the port is 1.

All of the current VLANSs refer to the currently-created VLAN, which can be configured as a
VLAN, and the user can select a VLAN from the list and select multiple VLANSs.

The VLAN to which the port belongs shows the result of the VLAN port configuration. [p]
indicates that the VLAN is the default VLAN, [t] of the port indicates that the port is a tagged
member of the VLAN, and [u] indicates that the port is an unmarked member of the VLAN.
When VLAN is deleted, the user selects VLAN, from the list to select more options.

Press the key "default VLAN =>" to configure the default VLAN, for the port to select a VLAN.
from all the current VLAN.

The key "tagged = >" configuration port is a tagged member of the specified VLAN, selecting
one or more VLAN. from all current VLAN.

20



The key "untagged =>" configuration port is a untagged member of the specified VLAN,
selecting one or more VLAN. from all current VLAN.

Press the key "non-member <=" to remove the port from one or more VLAN specified, no
longer a member of these VLAN, and select one or more VLAN. from the VLAN to which the
port belongs.

B EEEEEEE [ EEE

=
0 EEE &R @EEE @@ E

®3 English
‘3 Managed Switch VLAN Port Configuration
1 System Configuration '
] Port Configuration (p=default VLAN member, t=tagged member, u=untagged member)
(1 MAC Binding [Port JMode ][Current VLAN [Port Members
O MAC Fitter [— [ranr

3 VLAN Configuration
2 VLAN Information
) VLAN Configuration
) VLAN Port Configuration
21 SNMP Configuration
21 ACL Configuration
1 QOS Configuration
‘1 1P Basic Configuration
(1 AAA Configuration
21 MSTP Configuration
1 IGMP SNOOPING Configuration|

[ Defaull VIAN=S |
[ Tagged=>
[ Untagged =>
[ Uniember<=_|

1 GMRP Configuration
1 EAPS Configuration
#11 RMON Configuration
1 Cluster Management
1 Log Management

Reffesh | Help

Figure 33. VLAN port configuration page

8. SNMP configuration

(1) SNMP community configuration page

Figure 34 is an SNMP community configuration page that allows the user to configure the

name and read and write permissions of the switch's community. A total of eight entries can be
configured.

By default, a switch has a union of public names, which is read-only. Correspondingly, there is
only one active entry on the page, the union name is public, and the permissions are read-only.
When the switch needs to perform network management through SNMP, you need to
configure a shared body with readable and writable permissions.

hitpy/152. 10801/

3 Managed Switch
51 System Configuration

(] Port Configuration [ Trem ] Community Name | ReadWiite I Sute ]
L1 MAC Binding [ ] I ] | |
mg MAC Filter [ 3 T “public T Read Only I Active ]
L1 VLAN Configuration

e Refiest] [ Apply | [Delets]| [ Hep

SNMP Community Configuration

2 Community Name
E) TRAP Target
L1 ACL Configuration

Figure 34. SNMP community configuration page

(2) TRAP target configuration page

Figure 35 is a TRAP target configuration page that allows the user to configure the IP address
of the workstation receiving the TRAP message and some parameters of the TRAP protocol
packet.
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When configuring an entry, the name is used to enter the TRAP name, the transfer IP address
is used to enter the destination address, and the SNMP version is used to select the version of
the TRAP package. If the setting is successful, the status in the entry will show as active. If the
configuration is successful, the SNMP TRAP function will work. If a link up or link down occurs,
the switch will automatically send a TRAP packet to the destination address.

~
‘3 Managed Switch . TRAP Target Configuration

(1 System Configurtion

03 Pon Canfgurton e — | A P veror s
;«é MAC Binding [Fee v C_ [ I | 7] |
MAC Fitter Refresn| | Apply | | Delete Help

#L1 VLAN Configuration

43 SNMP Configuration
2 Community Name
) TRAP Target

L1 ACL Configuration

Figure 35. TRAP target configuration page

9. Qos configuration
(1) Qos application page

Figure 36 is the Qos application page, through which users can configure the Qos type of port
and modify the default user priority. The list is the Qos type of the real-time display port and the

user's default priority.

~
‘3 Managed Switch QOS Apply
#1 System Configuration .
®(J Port Configuration port:  |laos Type: \user Priorty:
#4101 MAC Binding
(1 MAC Filter BESCH  [EBpb
#0 V i Port Name GOS Type. Lot
1 SNMP Configuration et NO QoS 0
#1 ACL Configuration o1 W0 a0 0
£ QOS Configuration ) N0 oS 0

2 QoS Apply gel/d NO Q0S 0

2 Q0S Schedule oot N0 QoS 0
#1 I1P Basic Configuration geilb [ 0
#01 AAA Configuration gt N0 oS 0

Figure 36. Qos application page

(2) Qos scheduling page

Figure 37 is the Qos scheduling page, through which users can configure the Qos scheduling
type of ports and modify the priority of queues. The list is the real-time display port scheduling

and the weight of each queue.

3 Managed Switch QOS Schedule &
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1 MAC Binding
1 MAC Fitter
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1 IGP SNOOPING Configuraion ein | WRR | — 5 et Weahameel
1 GMRP Configuration g2 VIRR £
411 EAPS Configuration (o) VIRR o7
1 RMON Configuration getla VIRR S
1 Gluster Management geil5 WRR 7
QL g6 VIRR =

Figure 37. Qos scheduling page
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10. ACL configuration

(1) ACL standard IP configuration page

Figure 38 shows the ACL standard IP configuration page, through which the user can establish
a rule library for the ACL standard IP. The user can select an ACL group number (ranging from
1-99, or 1300-1999) to create one or more rules in that group. The only field that can be
matched in a rule is the source IP address (with mask).

3 Managed Switch ACL Standard IP Configuration
%1 System Configuration !
#L1 Port Configuration
%1 MAC Binding
#1(1 MAC Fitter
#01 ie
() SNMP Configuration (e.g.: If input Source IP Address 192.168.1.2, ACL want to control 192.168.1.0, then Wildcard should be 0.0.0.255)
=<3 ACL Configuration -

%) Standard IP ® eny O permit

[Source 1P Address I [Source witdcard]

) Extended IP (] Group Num I Deny/Permit I Source IP Address I Source Wildcard
2 MACIP
2 MACARP Refresn| [ _Selectal Add Deiete | [ Help

Figure 38. ACL standard IP configuration page

When you configure a rule, the source IP address needs to be masked and the rule can match
the set of IP addresses. The address mask is represented by an inverse code. If the rule
matches the IP address range 192.168.0.0 to 192.168.0.255, the IP address can be
192.168.0.1 and its mask is 0.0.0.255.

When users configures a rule, each rule must have a filtering mode: Allow or Deny.

When users create a rule in a rule group, the system automatically assigns a rule number to
the rule. When you delete a rule in a rule group, the other rules are unchanged. The system
automatically assigns a rule to a rule group. Sort. If the user wants to delete the entire rule
group, you can select all and then click the "Delete" button.

(2) ACL extended IP configuration page

Figure 39 shows the ACL extended IP configuration page. The user can establish a rule base
for ACL extended IP. And users can select an ACL group number (ranging between 100-199
or 2000-2699) to create one or more rules in the group. Fields that can be matched in a rule:
active IP address (with mask), destination IP address (with mask), protocol type (such as
ICMP, TCP, UDP, etc.), source port and destination port (for TCP and UDP only) Protocol is
valid), TCP control flag.
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1 Cluster Management
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Figure 39. ACL extended IP configuration page

When users configure the rules, both the source and destination IP addresses need to be
masked, and the rules can match sets of IP addresses. The address mask is an inverse
representation, and if the rule matches the IP address range 192.168.0.0 to 192.168.0.255, the
IP address can be 192.168.0.1 and the mask is 0.0.0.255.

When users configures a rule, each rule must have a filtering mode: Allow or Deny.
When users create a rule in a rule group, the system will automatically give the rule a rule
number, when deleting a rule in a rule group, other rules remain unchanged, the system will

automatically sort the rules in a rule group. If the user wants to delete the entire rule group, he
can select all of them and then press the"Delete" button.

(3) ACL MAC IP configuration page

Figure 40 shows the ACL MAC IP configuration page. Users can establish a rule base for ACL
MAC IP through this page. The user can select an ACL group number (ranging between 700
and 799) and create one or more rules in the group. Field active MAC address (with address
match bit), source IP address (with address match bit), destination IP address (with address
match bit), and VLAN ID that can be matched in one rule.

1 Managed Switch ACL MAC IP Configure
1 System Configuration
1 Port Configuration [RGL MAC 1P Group Num 700
1 MAC Binding
1 MAC Filter
3 VLAN Configuraton [Source mac Wildeard [ |
21 SNMP Configuration [source 1P [Source 1P Wildcard I ]
3 ACL Configuration — PSR WG [ ]
) Standard IP Dostiation n e
B Extonded P [vian 1 o [(0-4094, 0 means all vLAN)
% aC I (e.g.: 1f input IP Address 192.168.1.2, ACL want to control 192.168.1.0, then Wildcard should be 0.0.0.255; MAC Address is the same, MAC Address and MAC Address Wildcard format: HHHH.HHHH.HHHH)
2 wACARP
2 ACL Information ® Deny O permit
B ACL Reference g
o 5 [ I Group Num I DenyPermit | Source WAC ][ Source WAC Wildcard Profocol Type Source 1P Wildcard Destination P ]| Destination 1P Widcard

23 IP Basic Configuration

Reffesh| [ Selectal | [ Add Deiete | [ Help |
1 AAA Confiauration s ol

Figure 40. ACL MAC IP configuration page

When configuring a rule, the source MAC address, source IP address, and destination IP
address must have address matching bits. The rule can match the set of MAC addresses and
IP addresses. For example, if the rule matches the IP address range 192.168.0.0 to 192.168.0.
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255, the IP address can be 192.168.0.1 and its mask is 0.0.0.255.

When a user configures a rule, each rule must have a filtering mode: Allow or Deny.

When you create a rule in a rule group, the system automatically assigns a rule number to the
rule. When you delete a rule in a rule group, the other rules are unchanged. The system
automatically assigns a rule to a rule group. Sort. If the user wants to delete the entire rule
group, you can select all and then press the "Delete" button.

When configuring a rule, the VLAN ID must be in the range of 0 to 4094, including 0 and 4094,

where 0 is all.

(4) ACL MAC ARP configuration page

Figure 41 shows the ACL MAC ARP configuration page. You can use this page to create a rule
base for ACL MAC ARP. The user can select an ACL group number (ranging between
1100-1199) and create one or more rules in the group. The fields that can be matched in a rule
are ARP operation type, sending MAC address (with address matching bit), and sending IP
address (with address matching bit).

1 Managed Switch ACL MAC ARP Configure

#(1 System Configuration '

#(1 Port Configuration

“(1 MAC Binding

#(1 MAC Fitter

#(1 VLAN Configuration

#(1 SNMP Configuration
uration

I ] [Sender mAC witdcara I ]
I ] |[sender 1p witdcara I ]

2 st 1P
2 Extended IP
T © Deny O permit

2.168.1.2, ACL want to control 192.168.1.0, then Wildcard should be 0.0.0.255; MAC Address is the same, MAC Address and MAC Address Wildcard format: HHHH.HHHH.HHHH)

2 MAC ARP I Group Num I Denypemit I Sender MAC I Sender WAC Widcard I Sonder 1P I Sender o Vildears ]

5 ACL Information
8 ACL Reference Refresf] Selectal | [ Add Delete Help

Figure 41. ACL MAC ARP configuration page

When configuring a rule, the user needs to match the MAC address and the IP address with
the address matching bit. The rule can match the set of MAC address and IP address. For
example, if the rule matches the IP address range 192.168.0.0 to 192.168.0. 255, the IP
address can be 192.168.0.1 and its mask is 0.0.0.255.

When a user configures a rule, each rule must have a filtering mode: Allow or Deny.
When users create a rule in a rule group, the system automatically assigns a rule number to
the rule. When you delete a rule in a rule group, the other rules are unchanged. The system

automatically assigns a rule to a rule group. Sort. If the user wants to delete the entire rule
group, you can select all and then press the "Delete" button.
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(5) ACL resource library information page

Figure 42 is an ACL repository information page, which displays all the rules and reference
information configured in the current ACL.

3 Managed Switch ACL Information

L1 System Configuration
01 Port Configuration Refiesi | Help
#L1 MAC Binding )
%1 MAC Filter
(1 VLAN Configuration
L1 SNMP Configuration
143 ACL Configuration

2 Standard IP

2 Extended IP

2 macie

B MAC ARP

B ACL Information

B ACL Reference
#1(1 QOS Configuration

Figure 42. ACL resource library information page

(6) ACL Reference Configuration Page

Figure 43 is an ACL reference configuration page that allows users to select an ACL group for
a port through the page, and write the rules in this ACL group to port hardware logic to cause
the port to perform an ACL filtering on the received packet in accordance with these rules.

When an ACL group is selected for an interface, you can select the IP standard, IP extension,
MAC IP, and MAC ARP ACL group. The selected ACL group must exist. Select from the ACL
rule group list and press the Add key. When deleting an ACL group, select an ACL group from
the list of referenced rule groups and press the "Delete" button.

‘3 Managed Switch ACL Reference
-1 System Configuration

23 Port Configuration Port AACL Groups Reterenced ACL Groups
(L) MAC Binding
(1 MAC Filter

Add= |

) ACL Reference.

o n
1 MSTP Configuration
1 IGMP SNOOPING Configuration

Refresh| | Help

Figure 43. ACL reference configuration page

11. IP basic configuration

(1) VLAN interface configuration page
Figure 44 is the VLAN interface configuration page, through which users can configure the
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VLAN interface, delete the VLAN interface, configure the interface IP address, delete the
interface IP address and view the interface information. An existing VLAN can be set as an

interface, and the interface address can be configured on the set interface.

3 Managed Switch
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(1 Port Configuration [ o [ vwn P Addross | SubmotPrefix I DHCP Clont I WAC Address ]

%1 MAC Binding [ New ] | o I I Disble v/ I ]
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43 IP Basic Configuratio
E) 1P Address Confic
5) ARP Configuration and Dis
) Host Static Route Configur
(1 AAA Configuration

Figure 44. VLAN interface configuration page

By default, VLAN1 interface that cannot be deleted. Only one interface can be configured for a
VLAN.

(2) ARP configuration and display page

Figure 45 shows the ARP configuration and display page, which can display all the information
of the switch's ARP table. At the same time, users can configure static ARP entries, delete
ARP entries, and change dynamic ARP table entries into static ARP table entries.

When configuring a static ARP entry, the user needs to enter the IP address and MAC address,
which must be unicast MAC address, and then click the "add" button.

When deleting an ARP entry, the user can choose to delete an IP ARP entry, a network
segment ARP entry, all ARP entries, all dynamic ARP entries, and all static ARP entries. For
deleting the ARP table entry of an IP or deleting the ARP table entry of a network segment,
enter the specified IP address or IP network segment in the input box, and then click the
"delete" button.

When a dynamic ARP table is modified to a static ARP table, you can choose to modify the
dynamic ARP table in a network segment or all static ARP tables. For a network segment, you

need to enter the specified network segment in the input box, and then click the "Apply" button.

3 Managed Switch ARP Configure And Display
(1 System Configuration

*{_1 Port Configuration [Static ARP T i
c ir ltp Address I [MAC Address I

Add

[ARP tem Il v [[iP Address ¢ I

) ARP Configuration and Dis Detete
) Host Static Route Configur

[Change Dynamic ARP List Ttem into Static ARP List Ttem: |
[are List rtem I v [[iP Network Segment i

Apply

[ I P Address I WAC Address I Type
[ X 192 168,011 1 434 Tedc d56t 1 Gmamic |

Refresn| | Help

Figure 45. ARP configuration and display page
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(3) Host static route configuration page

Figure 46 is the host static routing configuration page, through which users can add and delete
the host static routing of switches. By default, the switch does not configure host static routing.

Users can configure the default routing through this page, which means the destination
address/subnet prefix is 0.0.0.0/0.

3 Managed Switch . Host Static Route Configuration
(1 System Configuration

#1 Port Configuration [Target Address/Subnet perfix | ext op ]
3 MAC Binding | | |

#L1 MAC Filter
(1 VLAN Configuration Refiesn| [ Appy | [Deltle] [ e
L1 SNMP Configuration
#1 ACL Configuration [ [ select Al [ wem I Next Hop I Distance I stte
#L1 QOS Configuration
143 IP Basic Configuration

) 1P Adress Configuration

2 ARP Configuration and Dis
) Host Staic Route Configur
L1 AAA Configuration

Figure 46. Host static route configuration page

12. AAA configuration

(1) Tacacs+ configuration page

Figure 47 shows the Tacacs+ configuration page. Users can configure information related to
Tacacs+, including enabling Tacacs+ function, configuring the IP address of the Tacacs+
server, certification type, and sharing secret keys.

Before using the Tacacs+ function, you must enable the Tacacs+ function. The default
configuration is not enabled.

Configure the IP address of the Tacacs+ server. This field must be set when using the
Tacacs+ function.

The certification type is PAP and CHAP. The default configuration is PAP certification.
The shared key is used to set the encrypted shared password between the switch and the

Tacacs+ server. This field must be set when doing certification and authorization, and it must
be the same as the setting on the Tacacs+ server.

~
4 Managed Switch Tacacs+ Configuration

#(1 System Configuration

3 Por Configuration e
;E ::g :-;::ng Tacacs+ Server P ||0.0.0.0 |
e e
1 SNMP Configuration Shared Secret ||

#(1 ACL Configuration —l —
#{1 QOS Configuration
© (] IP Basic Configuration
43 AAA Configuration
2) Tacacs+ Configuration
B Radius Configuration
) 802 1 Configuration
) 802 1x Port Configuration
) 802.1x User Auth-Informati
(1 MSTP Configuration

Figure 47. Tacacs+ configuration page
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(2) Radius Configuration Page

Figure 48 is Radius configuration page. Users can configure Radius related information,

including:

® The IP address of the Radius server that must be set when doing certification billing.

® Optional Radius server IP address, this field can be set if there is an alternate Radius
server.

® The default value of the certification UDP port is 1812. Generally, the user does not
need to modify it.

® Billing is initiated by default, and billing is generally initiated when doing certification
and billing.

® The default value of the billing UDP port is 1813.

® The shared key is used to set the encrypted shared password between the switch and
the Radius server. This field must be set when doing certification and accounting, and
it must be the same as the setting on the Radius server.

® Vendor-specific information, users generally do not need to modify.

® NAS port, NAS port type, and NAS service type. These three are generally not
modified.

® \Whether to enable or disable Radius roaming.

4 Managed Switch
] System Config tion
#{J Port Configur
#123 MAC Binding

#(1 MAC Filter

(1 VLAN Configuration
%) SNMP Configuration

(1 MSTP Configuration

WasportType |0

NAS senvice Type |2

Refresn [ Apply Felp

Figure 48. Radius configuration page

(3) 802.1x Configuration Page

Figure 49 is the 802.1x configuration page, through which the user can configure some

information related to 802.1x, including:

® |[s the 802.1x protocol started? Be sure to start when doing certification billing.

® Whether the switch uses universal or extended certification.

® s the recertification function turned on? The default is off, depending on the actual

situation when doing authentication billing. Turning on recertification will make the user

more reliable when using recertification billing, but will increase network traffic slightly.

® The recertification interval is valid only if recertification is enabled, and the default is 3600

seconds. This value should be set according to the actual situation when doing
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authentication billing, but it should not be too small.

Quiet Period, users generally do not need to modify this field.

Quiet Period, users generally do not need to modify this field.

Server timeout, users generally do not need to modify this field.

Supplicant timeout, users generally do not need to modify this field.
Number of "Max Request", users generally do not need to modify this field.
Display the "Reauth Max" size.

Client Version.

Check Client, whether the client timing traffic packet is checked after certification is
passed.

n
1 Por n x [5izsbie v|
1 MAC Binding T
21 MAC Fiter | ]
21 VLAN Conguration npera 00 (e
1 SNMP Configuration Quiet Period Jleo— (Sec)
Txcperiod [F= (sec)]

Server Timeout [ =

Supplicant Timeout |30 (sec

Max Roquest
Reauth Max g

Clent Version o ]

Check Client Eranle v

[Refiesr| [Apply | [ Felp |

Figure 49. 802.1x configuration page

(4) 802.1x port configuration page

Figure 50 shows the 802.1x port configuration page. You can use this page to configure the
802.1x port mode and the maximum number of supported hosts. You can also view the 802.1x
configuration of each port.

The 802.1x port mode includes four types: N/A state, Auto state, Force-authorized state, and
Force-unauthorized state.

When a port needs to perform 802.1x certification, set the port to the Auto state. If you do not
authenticate, you can access the network and set the port to the N/A state. The other two
states are rarely used in practical applications.

~
‘3 Managed Switch 802.1x Port Configuration

1 System Configuration
21 Port Configuration Port Num Poriflode Support Host Num

1 MAC Binding 7| ] [0
1 MAC Fiter geiit NA 3%
3 VLAN Configuration iz WA 2%

1 SNMP Configuration ge13 NA 5%
(1 ACL Configuration
o i

NA 256

NA 256
NA 256
NA 256
028 NA 256
0218 NA 256
get/0 NA 256
getiin NA 256
geti2 NA 256
g1 NA 256

802
) 802.1x User.

Figure 50. 802.1x port configuration page

When doing 802.1x certification, the maximum host number of port access by default is 256.
Users can modify this field, and the maximum number can be supported to 256.
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(5) 802.1x user certification information page

Figure 51 is the 802.1x user certification information page, through which the user can view the
status information of all users accessed under a certain port.

@ @ EE FEOEEE EEEE @

43 Engish
~

‘3 Managed Switch 802.1x User Auth-Information
1 System Configuration .
ZJ Port Configuration [port: & [[port mose: [IAccepted Host num: 0 ]
) MAC Binding
/1 MAC Filter ‘ " ” Applicant State Maching I Back-End State Maching Il Retry Request State ]
= . e ACAdcuecy Rems e [“Swe T ReiyRequestum [ sae ] Requesthum I State 1
1 SNMP Configuration Refresh| | Help

1 ACL Configuration
411 QOS Configuration
/1 1P Basic Configuration
3 AAA Configuration
B Tacacs+ Configuration
2 Rads Configuration
2 802 1x Configuration
B 802.1x Port Configuration
2 802 1x User Auth-Informati
1 MSTP Confiauration

Figure 51. 802.1x user certification information page

13.MSTP configuration

(1) MSTP global configuration page

Figure 52 shows the MSTP global configuration page, where users can configure global MSTP
parameters.

3 Managed Switch MSTP Configuration
(3 System Configuration
#J Port Configuration MsTP Tsable

e I
(1 MAC Filter
#{_1 VLAN Configuration Portfast Bpdu-Filter

L SNMP Configuration Portfast Bpdu-Guard
%L ACL Configuration Forward-Time.

®(1 QOS Configuration Hello-Time 2
#(] IP Basic Configuration —‘\;
Errdisable-Timeout [Disable V|
#{_J AAA Configuration =
3 MSTP Configuration Errdisable Timeout Interval] 200
) MSTP Configuration T
| ForCantgimin e

2 Port Information JPzaete v
%1 IGMP SNOOPING Configurat -
%1 GMRP Configuration [Refresh] [ Apply |

Figure 52. MSTP global configuration page

(2) MSTP port configuration page

Figure 53 is the MSTP port configuration page through which the user can configure the port
MSTP parameters.

&3 Engish
‘3 Managed Switch
93 System Configuration
L3 Port Configuration -
L1 MAC Binding
() MAC Filter Bt
L1 VLAN Configuration
L3 SNMP Configuration Portfast bpdu.guard
©1 ACL Configuration Root Guard
©L1 QOS Configuration P
L1 1P Basic Configuration ok
L1 AA Coniguration
543 MSTP Configuration e
2 MSTP Configuration e
B) Port Confguraton [Fefsn [Fopr]
" B PortInformation a R
L1 IGMP SNOOPING Configural
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Figure 53. MSTP port configuration page

(3) MSTP port information page

Figure 54 is the MSTP port information page, through which the user can view the specific

status of the port MSTP.

~

3 Managed Switch

L1 System Configuration

L1 Port Configuration STP All Port Information

L1 MAC Binding

#(1 MAC Filter Port Postfast Bpdu-Filter Bpdu-Guard Root Guard Link-Type Priority Path-Cost Force-Version

L1 VLAN Configuration et Disable Defaut Default Disable Poin-To-point 28 20000 [503

%1 SNMP Configuration gel2 Disabl Default Default Disable Point-To-point 128 20000 MSTP

L1 ACL Configuration ool efaul Defau Disable 728 20000 WSTP

(1 QOS Configuration getls Disable efaul Defau Disable 128 20000 STP

@3 1P Basic Configuration gl Disable efaul Defau Disable 120 20000 STP

51 AA Configuration getl6 Disable efaul efaul isable 128 20000 STP

=3 MSTP Configuration gelll Disable efaul efaul isable 128 20000 MSTP
[E) MSTP Configuration gells Disable efaul efaul isable 128 20000 MSTP
) Port Configuration geiy Disable efaul efau isable 728 20000 STP
B Port Information gt Disable efau efaut isable 128 20000 STP

1 IGMP SNOOPING Configurat geint Disable efaul efaut isable 128 20000 ST

71 GMRP Confinuation etz Disable efaul efaul isable 28 20000 STP

Figure 54. MSTP port information page
14.IGMPSNOOPING Configuration

(1) IGMPsnooping global configuration page

Figure 55 shows the IGMPsnooping global configuration page, through which the user can

enable IGMPsnooping.

3

‘3 Managed Switch IGMP SNOOPING Configuration

@] System Configuration

meEs
MAC Binding

e [Refiesh| [ Appy |

L1 VLAN Configuration

(1 SNMP Configuration

() ACL Configuration

%1 QOS Configuration

L1 1P Basic Configuration

L1 AAA Configuration

L1 MSTP Configuration

53 IGMP SNOOPING Configurat
£) 1GMP SNOOPING Configu
(5] Muticast Group Informatior

L1 GMRP Configuration

Figure 55. IGMPsnooping global configuration page

(2) Multicast group information page

Figure 56 is a multicast group information page. Users can view igmp snooping multicast

program information through this page.

3 Managed Switch 2 Multicast Group Information

(1 System Configuration

(3 Port Configuration

L1 MAC Binding [vianio I I Wember Ports

L1 MAC Fiter

L3 VLAN Configuration

(] SNMP Configuration

#( ACL Configuration

%L1 QOS Configuration

L3 1P Basic Configuration

901 AA Configuration

@] MSTP Configuration

=<3 IGMP SNOOPING Configurat
£) 1GMP SNOOPING Configu
2] Mulicast Group Informatior

®(] GMRP Configuration

[ Refresh|

Figure 56. Multicast group information page
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15. GMRP configuration

(1) GMRP global configuration page

Figure 57 is the GMRP global configuration page, which allows users to enable GMRP.

 Managed Switch GMRP Global Configuration
1 System Configuration

S ponCntounion
3 MAC Binding

BT [Refresn|  ["Apply |

L1 VLAN Configuration

L1 SNMP Configuration

3 ACL Configuration

3 QOS Configuration

L1 1P Basic Configuration

1 AAA Configuration

L1 MSTP Configuration

L1 IGMP SNOOPING Configurat

3 GRP Configuration
8 GIRP Global Configuratio
8 GMRP Ports Configuration
£ GMRP Stato Machine

L1 EAPS Configuration

Figure 57. GMRP global configuration page

(2) GMRP port configuration page

Figure 58 is the GMRP port configuration page, through which users can enable port GMRP
and view port information.

~
?C’I"”WSW""' GMRP Ports Configuration
93 Port Configuration on: Jlomre staus:
L1 MAC Binding
(1 MAC Filter Refresh| | Apply |
01 VLAN Conturaion e R S o T GERSEGnaE) e TG e TireHGaniReEands)
©L3 SNMP Configuration i sable = = =
501 ACL Configuration S
%L1 QOS Configuration g
L3 IP Basic Configuration % sable =
901 AA Configuration IS sable = = =
L1 MSTP Configuration ge sable = — =
L1 IGMP SNOOPING Configural g sable = = =
53 GMRP Configuration g o = = =
81 GMRP Global Corfiguratio =
81 GMRP Ports Configuration getio
) GMRP State Machine getn1 sable = = =
%1 EAPS Configuration gel/i2 isable = = —

Figure 58. GMRP port configuration page

(3) GMRP state machine page

Figure 59 is a GMRP state machine page, through which the user can view the state machine
information established by the GMRP.
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Figure 59. GMRP state machine page
16. EAPS Configuration

(1) EAPS configuration page

Figure 60 is the EAPS configuration page through which the user can configure EAPS.
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Figure 60. EAPS configuration page

(2) EAPS information page

Figure 61 is an EAPS information page that allows users to view EAPS configuration
information.
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Figure 61. EAPS information page
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17. RMON Configuration

(1) RMON statistics group configuration page

Figure 62 is the RMON statistics group configuration page, through which users can configure
the RMON statistics group. Select a port from the drop-down list to view/configure the RMON
statistics group configuration for that port. When not configured, index number is O, fill in the
correct index number (range 1 to 100), owner is optional, you can configure the RMON
statistics group for this port. The statistics table shows the port statistics from the successful
configuration.

~
‘3 Managed Switch ) RMON Statistics

1 System Configuration

21 Port Configuration port: | >
(1 MAC Binding
21 MAG Fiter [ RHON Siaistics ]
1 VLAN Confiuration [ I T ower I |
1 SNMP Configuration
() ACL Configuration Refiesn| | Apply | [ Delete | [ Help
(1 QOS Configuration
(1 1P Basic Configuration [etherStatsDropEvents
1 AAA Configuration [atherStatsPhis fethert
() MSTP Configuration 3

#(1 IGMP SNOOPING Configurat
(1 GMRP Configuration g
1 EAPS Configuration [etherStatsCollsions ets

Statistics Data

24 RMON Configuration [etherStatsPKis65toT27Octets. 128102550ctets
8 Statistics Configuration 56105110ctets 12010230ctets
B History Configuration 10241015180ctets.

Figure 62. RMON statistics group configuration page

(2) RMON history group configuration page

Figure 63 shows the RMON history group configuration page through which users can
configure the RMON history group. Select a port from the drop-down list to view/configure the
RMON history group configuration for that port. When not configured, index number is O, fill in
the correct index number (range 1 to 100), interval, request Buckets, owner is optional, RMON
history group can be configured for this port. Interval refers to the time interval of data
collection, in seconds, with a range of 1-3600.

The requested Buckets are the allocated storage size, indicating how many records are stored
and the range is 1-100. The statistics table shows the historical data collected since the

successful configuration.

3 Managed Switch RMON History
L) System Configuration &
1 Port Configuration [port: | V|
(31 MAC Binding
1 MAC Fiter [ RMON History ]
3 VLAN Configuraion = | i [ ]
(L1 SNMP Configuration [Reaue I ] [owner I | ]

#1(1 ACL Configuration
SlCo3 Contousen Retresn| [ Apply | [ Delete | [ Heip
1 1P Basic Configuration
21 AAA Configuration
(21 MSTP Configuration
1 IGMP SNOOPING Configurat
{1 GMRP Configuration
1 EAPS Configuration
3 RMON Configuration

2 Statistics Configuration

iy taa
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2) History Configuration

&) Alarm Configuration

) Event Configuration
() Cluster Management

Figure 63. RMON history group configuration page
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(3) RMON alarm group configuration page

Figure 64 shows the RMON alarm group configuration page. You can create or modify a
RMON alarm group on this page. Select a configured alarm group from the drop-down list to
view/configure its information. Select New to create it.

The index number ranges from 1 to 60, and the interval ranges from 1 to 3600. In seconds, the
monitoring object must fill in the MIB node. The comparison mode can be either absolute or
delta. In addition, the upper and lower valves must be filled in. Value, event index, owner is
optional.

The alarm value is read-only and shows the sampled value when the alarm was last issued.
The event index refers to the index number of the RMON event group and must be configured
in advance.

Tal A S B 6 B S B B B B S S |
B EEE B EEE & ®EE

Rising Event index —_
!7

sn| [ Apply | | Delete

Figure 64. RMON alarm group configuration page

(4) RMON event group configuration page

Figure 65 shows the RMON event group configuration page, which allows users to create or
modify RMON event groups.

Select a configured event group from the drop-down list to view/configure its information, or
select New to create it.

The index number ranges from 1 to 60. The description is in the form of a string. You can
select either none (no operation), log (logging), snmp-trap (sending Trap alarm), or
log-and-trap (recording and sending traps). ), the share name does not work in this device, the
owner is optional. The last send time is read-only and shows the time the event was last sent.
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Figure 65. RMON event group configuration page

18. The Cluster Configuration

(1) NDP Configuration Page

Figure 66 is an NDP configuration page that allows users to configure NDP. The information
that can be set includes: selecting a port, enabling the port NDP function, enabling the global

NDP function, the interval for sending NDP packets, and the aging time of NDP packets on the
receiving device.

Port selection, port can be selected as needed, and enable port NDP function. For NDP to
work properly, both global and port NDP functions must be enabled.

Configure the aging time of NDP message sent by this device on the receiving device, the
effective time range is 1-4096 seconds, and the default configuration is 180 seconds.
Configure the time interval of NDP message sending, the effective time range is 1-4096
seconds, and the default configuration is 60 seconds.

LS

‘3 Managed Switch

NDP Configuration
L1 Systom Configuraton

L1 Port Gonfiguration Port: [ 2
L Rndng PortEnable | [dissble v|
i onfiguration
1 SNMP Configuration Hello-time @ ] (1-4096 sec)
UELER T gt Aging-time || [150  (1-4096 sec)

©C1 QOS Configuration
%] IP Basic Configuration Refresh| [Apply | [Help |
(] AAA Configuration
L1 MSTP Configuration
L1 IGMP SNOOPING Configurat
() GMRP Configuration
() EAPS Configuration
1 RMON Configuration
53 Cluster Management

) NDP Configuration

/5 NTDP Configuration

&) Cluster Confguration
L1 Log Management

Figure 66. NDP configuration page

(2) NTDP Configuration Page

Figure 67 shows the NTDP configuration page through which users can configure NTDP.
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The configurable information includes: select port, enable port NTDP function, enable global
NTDP function, scope of topology collection, time interval of timing topology collection, delay
time of forwarding packet on the first port, and delay time of forwarding packet on other ports.

Port selection: port can be selected as needed, and enable port NTDP function. NTDP must
enable both global and port NTDP functions to function properly.

Configure the scope of topology collection: the effective range is 1-6. By default, the farthest
device from the topology collection is 3 hops away.

Configure the interval for collecting periodic topology information. The valid range is 0-65535
minutes. The default configuration is 1 minute.

Configure the delay for forwarding packets on the first port. The valid range is 1-1000
milliseconds. The default configuration is 200 milliseconds.

Configure the delay for forwarding packets on the first port. The valid range is 1-100
milliseconds. The default configuration is 20 milliseconds.

43 Engish

NTDP Configuration

port: S

Port Enable isab

Global Enable || [Gisaie v
Hops B (16)
Interval-time || 1 (065535 min)

Hop-delay (1-1000 misec)|

1200
Port-delay [20” (1-100 misec)

Refresh] [ Apply Help

Figure 67. NTDP configuration page

(3) Cluster Configuration Page

Figure 68 shows the cluster configuration page, which allows users to configure the cluster
and view the cluster member table. The information that can be set includes: enabling the
cluster function, configuring the management VLAN, the address pool of the cluster, the
interval for sending handshake packets, the effective retention time of the device, the name of
the cluster, the method of joining the cluster, and deleting the cluster.

The cluster function is working properly and the cluster function must be enabled first.

Configure the management VLAN. The valid range is 1-4094. The default configuration is
vlan1.

Configure the private IP address range of the member devices in the cluster. The valid range
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of the IP address is 0.0.0.0~255.255.255.255. The valid range of the mask length is 0~32.

Configure the interval for sending handshake packets. The valid range is 1-255 seconds. The
default configuration is 10 seconds.

Configure the effective hold time of the device. The valid range is 1-255 seconds. The default
configuration is 60 seconds.

To establish a cluster, you need to configure the cluster name and the method of joining the
cluster. There are two methods: manual and automatic. After the cluster is established, it can

be automatically switched to manual, but manual cannot be switched to automatic. The cluster
name can be changed manually.

After a cluster is created, member devices and candidate devices can be viewed in the cluster

member table. You can delete member devices or add candidate devices to member devices
based on roles.

Cluster Configuration

L1 MAC Binding

L1 MAC Filter

(1 VLAN Configuration
(1 SNMP Configuration

(1 ACL Configuration

Cluster Enable Gizabie V|

Management-vian

(1-4094)

1P-pool

(AB.CDIM)]

Handshake time 10

(1-256 sec)

#(1 QOS Configuration
#01 1P Basic Configuraion

Handshake hold-time || [60 (1-256 sec)

(1 AAA Configuration Apply
(1 MSTP Configuration
(1 IGMP SNOOPING Configuration
(1 GMRP Configuration
(1 EAPS Configuration
(1 RMON Configuration

t

== Fel

Apply. Delete

Cluster Member List

Sorial l WAC l P I

- Siatus l Name l Role l
(1 Log Management

[Refresn| [ Help

(Press the Button "Refresh” to view the latest information)

Figure 68. Cluster configuration page

19. Log management

(1) Log information

Figure 69 is a log information page that allows users to view logs. Select the priority from the

drop-down list, you can view the log of this level, click refresh to view the log of the latest
record.
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Figure 69. Log information page

20. PoE management
(1) Poe port configuration

Figure 70 shows the POE port configuration page, which can turn on and off the POE function, set
the total power supply power, and restart the POE port separately; You can view the used power,
the percentage of used power, and the usage status of each Poe port.
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1 IGMP SNOOPING Configuratio | geli2 Enable OFF BT NA NA N/A NA
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B PoE Policy Configuration

Figure 70. POE port configuration

(2) Poe Policy Configuration

Figure 71 shows Poe policy configuration, which can set the policy behavior service of each Poe

port.
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Figure 71. POE Policy Configuration

(3) PD Query Configuration

Figure 72 shows the PD query configuration, turn on and off the POE auto check function, view
the IP address of the PD device, and query the POE auto check function status information of each
Poe port.

# {1 System Configuration

PD Query Configuration
# {1 Port Configuration ' Query 9

#{1 MAC Binding
# (] MAC Filter [PoE Port v

{1 VLAN Configuration PoE Watchdog disable v

{1 SNMP Configuration PD IP Address

{11 ACL Configuration PD Query Interval 0 (5-300 Sec)
#{_] QOS Configuration

i , [PD Timeout Number 0 (2~10)

#_] IP Basic Configuration
# {1 AAA Configuration [PD Boot Time 0 (30~600 Sec)

#{] MSTP Configuration
#{J IGMP SNOOPING Configuratio

{1 GMRP Configuration POE Port PoE Watchdog PD IP Address PD Query Interval (Sec) PD Timeout Number PD Boot Time (Sec) PD Reboot Times
{1 EAPS Configuration gel/i Enable N/A 20 3 120 0
{1 RMON Configuration gel/2 Enable N/A 20 3 120 0
#{] Cluster Management gel/3 Enable N/A 20 3 120 0
#(1 Log Management gelld Enable NA 20 3 120 0
=<3 PoE Power Control gel/5 Enable N/A 20 3 120 0
PoE Port C gel/6 Enable N/A 20 3 120 0
PoE Policy C gelr7 E‘nable N/A 20 3 120 0
gel/8 Disable N/A 20 3 120 0

‘Brp Query Configuration

Figure 72. PD Query Configuration
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