i levelone

FCS-5043

Zoom Network camera, 2-Megapixel,
Outdoor, 802.3af PoE, IR LEDs, Day
& Night, 3x

User Manual

Version 1.0

1/56



Net work Camera User 6s Manual

Table of Contents

OV BIVIBW ..ottt e e e e e ettt s e e e e e e e et et s aa e e e e e e e eeeeesbann s neeeeeeeeennes 3
o Tod € To [ 0o ] (= | £ 4
(@] o] g T=Tod 1 0] o FS PSS 5
Hardware deSCrPION .........oooeeeeeeeeeeee e 5
Hardware INStallation ...........cooooiiiiiiiii e 6
Connect to the NetWOrk CamMEIa..........uuuuuuuuiiiiiiiiieiiiiiiiiiiiiiieeeeeeaeaaeeeee e 8
Install the 1P FiINder Programi............ccooieeeeeieiieiieie e e e 8
BONJOUT PrOGIAIM ... 15
C2.mylevell.com (Free DDNS SEIVICE) .....ucieiiieeiiiiieiiiiiii e e ee et 16
Initial Access to the Network Camera ..., 17
Primary wuser.ds..capabi.l. .t y. .. 18
Main Screen With Camera VIEW.........coovvvuiuiiiiiiiee e 18
ClIENt SETHNG ..cooeeeeeeeeee e 21
Definitions in Configuration .............ooouuiiiiii i e 23
SYSIEIM PAFAIMETEIS ...ttt et e e e e e e e e e e e e eeennns 23
Y=o 0 11/ 25
AN 0 SR 26
ACCESS ISt i 29
Audio and Vide0o SEttING ........ccooviiiiiiiiiiii e 32
[V 410 LYo I (= ToT o ] (o TR 36
Y (== T LU PPPRPPP 38
Y o] o] [ T0F= 1110} o PP 40
Y (o] = 1o PSP PP PPPRPPPPPPPPIN 43
Y251 [0 T [OOSR 45
Status and Parameters ........ooeeuiiiiiiiie e e e e e e e e e e e e e eeeene 46
1Y F= U g =] = T L= PP 47
APPENAIX e 49
A. Troubleshooting & Frequently Asked QUESLIONS.............uuuuiiiiiiiiiiiiiiiiinnns 49
B. Technical SpecifiCatioNS ..........ccooeeeiiiiiiiiice e 55
IP Address DHCP
Username root
Password

2/56



Net work Camera User 6s Manual

Overview

Law in your country may prohibit the use of surveillance devices. The Network Camera

is not only a high-performance web-ready camera but also can be part of a flexible
surveillance system. I't is the usero6s responsi bi
devices is legal before installing this unit for its intended use.

It is important to first verify that all contents received are complete according to the list in

the "Package Contents" chapter. Take notice of t
before the Network Camera is installed, then carefully read and follow the instructions in
the Al nstallationod chapter to avoid damages due

also ensures the product is used properly as intended.

The Network Camera is accessible via the LAN or Internet connection. Connect your
Network Camera directly to a computer network or DSL modem, and with a standard
Web browser you get instant, on demand video streams. Within minutes you can set up
the Network Camera to capture a video sequence to a PC. Live video image can be
uploaded to a website for the world to see or made available only to select users on the
network.

The Network Camera is a hetwork device and its use should be straightforward for those
who have basic network knowledge.

The Network Camera is designed for various applications including video sharing,
general security/surveillance, etc. The AHow t
utilize the Network Camera and ensure proper operations.

Minimum System Requirement

Zoom Network camera, 2-Megapixel, Outdoor, 802.3af PoE, IR LEDs, Day
Network Environment

LAN 110/100/1000M Ethernet
Monitoring System Recommended for Internet Explorer
System Hardware Basic requirements

-CPU: Intel® Celeron® DuatCore @2.70GHz or above
-Memory Size: 2 GB or above Recommended
- VGA card resolution: 1024 x 768 or above

System Requirement for Viewer & Recorder Application

Support OS XP, Windows 7

System Hardware 1-4 cameras surveillance application

-CPU: Intel® Celeron® DualCore @ 2.70GHz or above
- Memory Size: 2 GB or above

- VGA card resolution: 1024 x 768 or above
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Package Contents

If any of the above items are missing, please contact your dealer immediately.

Network Camera (Wired or PoE) Software CD

Software CD

Quick installation guide

Wrench/Screws/Wall Mount Bracket Moisture Absorber/RJ45 Female

Note: Using a power supply with a different voltage than the one included with the
Network Camera will cause damage and void the warranty for this product.
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Connections

Hardware description

Plan view panel

Light sensor

High Power Infrared Emitter

/ Zoom lens

Inner View

Reset button

Micro SD/SDHC

General DI
Terminal Block

a Y
U

e

Ethernet 10/100/1000 M
RJ45 Plug

“#<4=— Microphone In

-,
- Power Cord Jack

»

1 Two way audio

> ol

Video Output
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Hardware Installation

1. Attach the Network Camera with the included stand

2. Place the Camera fix it onto ceiling or wall
Use screws to fix the Network Camera onto the ceiling or wall.

—

Fixed it by Screws

3. Power over Ethernet (PoE)

, Using a PoE-enabled switch

The Network Camera is PoE-compliant, allowing transmission of power and data via a
single Ethernet cable. Follow the below illustration to connect the Network Camera to a
PoE-enabled switch via Ethernet cable.

PoE Switch
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R General Connection (without PoE)
1. Connect the camera to a switch via Ethernet cable.
2. Connect the power cable from the Network Camera to power outlet.

Ethernet Switch

4.General I/O Terminal Block
This Network Camera provides a general I/O terminal block which is used to connect
external input devices. The pin definitions are described below.

+ Digital input +
- Digital input -
+12V :
|
|
L+
] ¢Digifalinput *\
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Connect to the Network Camera
Install the IP Finder program

When you installed your Network camera on your
Finderdo to discover N e t whe rAdministtatoremust place theP addr e s
product software CD into the CD-ROM drive of the PC running in Microsoft Windows. An
auto-run program will pop up (If the program is not on auto-run, go to the root directory
of the software CD and click on fAautorun.exeo0).
- ™
E'I LevelOne Metwork Camera =l
B
levelone
LevelOne Network Camera
Explore the CD
Exit
Caopyright {c} 2013 Digital Data Communications Co., Ltd. All Rights Resarved.
Click on ASoftware Utilityo item, after the winc
Findero to run Al P Findero program.
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-
n LevelOne Metweork Camera

kilevelone

LevelOne Network Camera

CamFinder
IP CamSecure (64CH)
IP Cam Secure Pro (trial)

Back
Exit
Copyright { 12 Digital Data Communications Co., Ltd. All Rights Reserved.
AlP Findero is used to search the 1P
servers on a LAN. After searching, Video Servers or Network Cameras will be
located by the IP Finder.
rﬂ CamFinder Y N
kflevelone

The Metwaork Type

LAMN
Use fixed IP address

Internet

\-

Cable/DSL
Modem
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Search Camera

-
“ CamFinder =L

f levelone

The Metwaork Type

() Search
LAM =4,  Camera
Use fixed IP address

iy Setup
5{%{,‘ Camera

! a 6 About us
™~

cable/psL
Modem

Click search Camera button, the program will search for all family network
devices on the same LAN. After searching, the main installer window will pop up.
Click on the MAC and model name which matches the product label on your
device to connect to the Network Camera via Internet Explorer. -

rﬂ CamFinder | =] 2|

ilevelone

e Start Find

Camera List =y
P MAC PORT DESC § INTERFACE SPORT
192.168.0.99 00:11:6B:00:81:B6 80 FCS-5043 fethernet >4
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Setup Camera

Auto Install Wizard will be started and that it can auto guide through the
installation process. Press the i N e xbuttdn execute next process. For more
information, please refer to the Network section on page 31.

p
n CamFinder

levelone

The Metwaork Type
i search

LAN =4  Camera
Use fixed IP address

F50% Setup
5{%{,‘ Camera

! g 6 About us
Cable/DSL
Modem *.Jii\\\

n CamFinder

i levelone

I want to add a new camera to the current environments or I want to add a old
camera to the current environments.

@ Yes
@ LAN connection
) wireless connection
PPPoE connection
) Na

I already know how to connect the camera, skip the picture using manual
settings.

- o et (R
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-
£ CamFinder =R

ki levelone

~ INTERNET

A
fasis .

cable/DSL
LAN modem
=AM
Router
Follow the picture to connect
the Camera, and wait for the
network light flashing, if the
network has been flashing
lights, please click Mext to
continue to set the Camera.
e — '
——

& vex: [

-
£F camFinder =

Eflevelone

(S .
Camera List E-.\ Start Find
IP MAC PORT DESC / INTERFACE SPORT
192.168.0.99 00:11:6B:00:81:B6 80 FCS-5043(ethernet 54

Please use the search button in the upper right and select the camera, press
Mext to continue configuring the camera.

@ = et >

12/56



Network Camera Usé& Manual

-
n CamFinder =]

Elevelone

@ Srmart setup Wizard will help you to setup LAM -~ Wireless...
© Maunal setup Set up their own networks » wireless and other functions
by youselft.

4| vex: [

-
n CamFinder e L]

W Metwork

) Get IP address automatica

@ Use fixed IP address

IP address 192 . 168 . 0 . 253 Test this IP

Subnet mask 235 . 255 . 235 . O You can use thic

button to test this IP

Default router o . 0 . 0 . 0 address is available or
not.

Primary DMS 235 . 2533 . 2535 . 2535

& - vext >
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-
n CamFinder e

ikilevelone

% UPnP Port

[#] Enable UPnP

HTTP Port a0
Stream Port 54
RTSP 554

@ = vex: [

-
n CamFinder . T el =

i levelone

Systermn information Wireless inforrmation

Host name :FC5-5043
Description :FC5-5043 2-Megapiel Day/Might
PoE Qutdoor Network Camera

Mot support wireless.

||
UPRP information |
Enable UPnP |
HTTP Port:80 :
. . Stream Port54
Metwork information RTSP:554 1

Get IP address automatically
Default router:192.168.50.1

4= - we [
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Bonjour program

Safari browser supports Bonjour search program the will search for all family network
devices on the same LAN.
© Bonjour E]@

< + | @ hitpiiipteam18m-7 local ¢ [Q- Goozke O~ £~
o ([T] &=
7| @ Bonjour F ¥

HER

PTCam18M @00:22:60:00:2E:64

Ei 3

@ B5t Bonjour

7 PICam18M@DD06:77:11:11:69

< PICam18M@0006:77:22:22:33

47 PTCam18M@00:09:37:81:76:39

7 PICam18M@00:22:60.00:2E:56
PTCam18M@00:22:60:00:2E:54

47 PTCam18M@00:22:60:00:2E:61
PTCaml3H@00:22.:60.00:2E 64

PTCam18M@00:22:60:00:2E:65

;" PTCam18M @00:22:60:00:2E:67
&7 PTCam18M@00:22:60:00:2E:68
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C2.mylevell.com (Free DDNS service)

1. When you want to connect the network camera over Internet, you can use the

service iC2.mylevell.coma Th-di 8cpvery.como is a free DDV
this camera. Make sure that the router must start UPnP and DHCP server

functions. You can get the domain name which you wish very easily after

registration. In Network paged DDNS settings of this camera, you just input the

host name you wantandyoure-mai | address, and click ARegi
have the hostname for this camera not longer than 20 seconds if the DDNS

registration result is OK. Then you can connect to this ip camera by
*http://XXX.c2.mylevell.com:@@ @ @

*XXX: the host name you type

*@@@@: The HTTP port (get it automatically by c2.mylevell server)

— DDNS setting

Please input the C2.mylevell.com DDNS parameters

Host name .C2 mylevell.com
E-mail

The following port numbers is needed to set up at your routers mapping table
by yourself. Change the port values if needed. Make sure the values must be
the same as that set up at your router's mapping table.

HTTP port 80
HTTPS port 443
RTSP port 554

Video RTP port
Wideo RTCP port
Audio RTP port

Audio RTCP port

| cancel | Prev | | Finish |

User password: Default the password is last six number of the MAC. To change
Arooto password at ASecurity configurationo
AUser passwor do c2nglevelhconePassdord. n t he

Note: You must set the ports between your router and camera manually if the registration
is failed.
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Initial Access to the Network Camera
(1) For the initial access to the Network Camera in Windows, the web browser may

prompt for permission to install a new plug-in for the Network Camera. This plug-in
has been registered for certificate and is used to display the video in the browser.

Users may click on _“—“”_| to proceed.

1. Click Al nstall o and ARuno ActiveX control s

2. The video will be displayed.

Eflevelone FCS-5043

(Remote | Local |

] zoom | +]
| Focu: | +]
I -

% Client Setting
s, Configuration
H Language

EEEDOOPOEPE
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Primary useros capability
Main Screen with Camera View

The main page has three parts:

1. Configuration functions: The camera can be configured using these user
interfaces.

2. Connection control buttons: These buttons provide the remote and local
switching stream.

3. Camera View: What the camera sees.

Click the configuration in the bottom of left column to link to the configuration page.

kllevelone FCS-5043

] Focus | +]
= e

®» Client Sefting
. Configuration
H Language

EEEOOaprmEPE

Configuration functions:

ACI i ent Kkcking an thig witton links you to the client setting pages, please
check the following session for more details.

i Conf i g ufPlease homsthat only the administrator can access it.

i L an g (Cklgtlesdutton to choose a language for the user interface.
Language options are available in: English, traditional Chinese, Simplified Chinese,
Japanese, Spanish, Portuguese, French, German, Italiano.
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Camera view:

On the top of image shows the connecting type of the Network Camera and the current
date/time.

Eflevelone FCS-5043

_Remote| _Local |
= _zoon | +]
(] Focus | +]
= e

®» Client Sefting
, Configuration
H Language

EEEnOapnrEPE

View capabilities:

1. g Click this button to capture and save still images. The captured images will be
displayed in pop-up window. Right-click the image and choose Save Picture As to save it
in JPEG format.

2.@ The button selection lets you open a digital zoom, and to control the window to
enlarge a specified area in the camera view.

3.@ Click this button to switch to full screen mode. PressthefiEsc 0 key to switch
to normal mode.

4. L ﬂ Click on this button freeze the video, and playing when you click again.
5/

6. 1 Use this function you can record video in your PC by browser directly. The files
format will be in MP4.

Click on this button stop video output.

)
7. g Click on this button adjust the audio volume & Latency.
8. @ Click on this button switch Mute On/Off.

Q.M Click on this button to adjust the Function -way audi o0 to be Enabl e/ |
Enable this function, request insert an external speaker. The server can play sound from
the client and receive sound from the environment and send to client.

®
10. g Click on this button to adjust the Microphone volume.
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&
11.ﬁ Click on this button switch Microphone Mute On/Off.

Connection control buttons:

1. i C 0 n n @sertan ahaose Remote or
'Remote | Local Local mode for best connection quality.
Proposal: Internet environment, switch Remote
v )
1 [V e
T T — 2. AVi de oUs& tan chawsa streaml or
stream?2.

(— ] Focus |+
bk 4

1]
4[]

click to zoom telescopically

click to zoom widely and see more clearly

and see more

T
b—1 _Focus | 4.
T e Y

click to focus farer

[click to focus near

[click to set IRIS smaller click to set IRIS bigger|

[click to do auto focus)| [click to set auto IRIS |
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Client Setting

n Client setting
levelone 10.13
+  Home — Internet setting
© UDP
o TCP
@ HTTP
— Intranet setting
© UDP
o TCP
@ HTTP
— Recording options
Folder. 2 \Recond Browse
File name prefix: Video
[#] Add date and time suffix to file name

'_\

o 7 e ' e 1 I

Al ntranet Pr o tSettingdame@pntintranet mxade of protocol.
U D Pselect use UDP protocol connect camera.
T C BSelect use TCP protocol connect camera.
H T T ®etect use HTTP protocol connect camera.
Al nternet Pr o tSettingdamepntintemet made of protocol.
U D PSeélect use UDP protocol connect camera.
T C FSelect use TCP protocol connect camera.
H T T ®etect use HTTP protocol connect camera.
3. AiRecor di ng Users tan ecors five video as they are watching by
clicking @] start MP4 Recording on the main page. Here, you can specify the
storage destination and file name
F o | dSperify the storage destination for the recorded video files.
Fi | e n a mEnteptheaektithat aill be appended to the front of the video
file name.
AfAdd date and ti me Seledtthis option toappendthe datea me 0
and time to the end of the file name.

N

o 7 e ' B Y I

o0 D
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NOTE Protocol Options which allows choices on connection protocol between client and

server. There are three protocols choices to optimize your usage i UDP, TCP, HTTP.
The UDP protocol allows for more real-time audio and video streams. However, some
packets may be lost due to network burst traffic and images may be obscured.

The HTTP protocol allows for less packet loss and produces a more accurate video
display. The downside with this protocol is that the real-time effect is worse than that with
the UDP protocol.

The TCP guarantees the complete delivery of streaming data and thus provides better
video quality. However, the real-time effect is not as good as that of the UDP protocol.

If no special need is required, UDP protocol is recommended. Generally speaking, the
clientchoicewilbe i n t he or de rAfterthe Netddk CémekhTsT P.
connected successfully, AProtocol Optiono wil!/l
selected protocol will be recorded in the user's PC and will be used for the next
connection. If the network environment is changed, or the user wants to let the web
browser to detect again, manually select the UDP and TCP protocol, save, and return
HOME to re-connect.
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Definitions in Configuration

Please note that only the Administrator can access the system configuration. Each
category in the left column will be explained on the following pages.

System parameters

kilevelone

Firmware version

» Home — General setting
Host name
»  System FCS-5043
Led indicator
Turn on
management

»  Network

— Time setting

» Access list Time zone

. . (GMT+08:00) Beijing Chongging, Hong Hong, Kuala Lumpur, Singapore, Taipei

» Audio and video i o

Daylight saving time
Disable

' .
Video record Current Time

2014/04/M15 16:05:58

»  Stream
Setup
»  Application
— DI status
» Storage
Digital input

The active state is "high level"

» System log

The current state detected is "high level”

. Status and
parameters

» Maintenance

w0
1]
=

1. AGener al Settingo
(1) AHost nameo
The text displays the title on the top of the main page.
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3.

1)
Choose a time zone from the down arrow.

(2) ADaylight savingo
For summertime; It will be one hour ahead.

(3) ACurrent Ti meo
Network camera set the current time.

ATi me Settingo
ATi me zoneo

(A) AKeep current date and ti mebo
Click on this to keep the current date and time of the Network Camera. An internal
real-time clock maintains the date and time even when the power of the system is
turned off.
(B) ASync with computer ti meo
Synchronize the date and time in the Network Camera according to the local
computer.
(CMafmual o
Adjust the date and time by the Administrator.
( D)Adjust by NTP servero
Synchronize the time according NTP server over the Internet whenever the Network
Camera is switched on. It fails if the assigned time-server cannot be found.
(a) A NTIP @ssighthe/ll address or domain name of the time-server.
Leaving the text box blank connects the Network Camera to the default
time-servers.
(b) AUpdat Select®~t22howsaigdaie with the time on the NTP
server.

Sitdduso

Please go to Application page for setting the DI.
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Security

unm User management

kilevelone 2.0.0.1

+ Home — Security setting

Users' privilege

v System The operators can use -

(1) Connection selection

The viewers can use © (1) Connection selection

. User
management

Users
There are 0 administrator
There are 0 operator

»  Network

There are O viewer

v Access list

+ Audio and video
v+ Video record

»  Stream

»  Application

» Storage

»  System log

Status and
parameters

» Maintenance

Security setting

The administrator account nameisfir oot 6, whi ch i s
If you want to add more accounts in the Manage User column, please set a password for
the Aroofirst. account

1. AChange
new password identically in both text boxes. The typed entries will be displayed as
asterisks for security purposes. After pressing fi f i n,ithe Wwed browser will ask the
Administrator for the new password to access.

2 . Mafiage privilegeo You can modify the manage privilege of operators or viewers.
Check or uncheck the item, then click finish to enable the settings.

3. Mdnage usero
(1)AAd d a n e wdministratars@an add up to 20 user accounts.
(A) I nput the new userd6s name and
(B) Select the privilege level for the new user account. Click Finish to enable the
setting.
2)AiDel et e
setting.

Seleat an existing user name. Click Finish to enable the
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3)AUpdat e a e x iSsldctiamegisting $s& name. Administrators can
modi fy user 0 spriieges Gligkd-inigh taenathle the setting.

Access rights are sorted by user privilege (Administrator, Operator, and Viewer). Only
administrators can access the Configuration page. Operators cannot access the

Configuration page but can use the URL Commands to get and set the value of
parameters. Viewers access only the main page for live viewing.

Network

Any changes made on this page will restart the system in order to validate the changes.
Make sure every field is entered correctly before clickingonfif i ni s h o
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