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Chapter 1 Introduction

Congratulations on your purchase of this outstanding LevelOne FBR-1415TX Broadband Router. This
product is specifically designed for Small Office and Home Office needs. It provides a complete
SOHO solution for Internet surfing, and is easy to configure and operate even for non-technical users.
Instructions for installing and configuring this product can be found in this manual. Before you install

and use this product, please read this manual carefully for fully exploiting the functions of this product.

Functions and Features

Router Basic functions

1 Broadband modem and NAT Router
Connects multiple computers to a broadband (cable or DSL) modem or an Ethernet router
to surf the Internet.

I Auto-sensing Ethernet Switch
Equipped with a 4-port auto-sensing Ethernet switch.

1 Printer sharing
Embedded a print server to alow all of the networked computers to share one printer.
Built-in USB and parallel host to connect to USB or parallel printer for printer sharing

I WAN typesupported
The router supports some WAN types, Static ,Dynamic, PPPoE ,PPTPR, and L2TP etc.

1 Firewall
All unwanted packets from outside intruders are blocked to protect your Intranet.

I DHCPserver supported
All of the networked computers can retrieve TCP/IP settings automatically from this
product.

I Web-based configuring
Configurable through any networked computer’s web browser using Netscape or Internet
Explorer.

1 Virtual Server supported
Enables you to expose WWW, FTP and other services on your LAN to be accessible to
Internet users.

1 User-Definable Application Sensing Tunnel
User can define the attributes to support the special applications requiring multiple

connections, like Internet gaming, video conferencing, Internet telephony and so on, then
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this product can sense the application type and open multi-port tunnel for it.

1 DMZ Host supported
Lets a networked computer be fully exposed to the Internet; this function is used when
special application sensing tunnel feature is insufficient to allow an application to function
correctly.

1 Satistics of WAN Supported

Enables you to monitor inbound and outbound packets

Security functions

1 Packet filter supported
Packet Filter allows you to control access to a network by analyzing the incoming and
outgoing packets and letting them pass or halting them based on the I P address of the source
and destination.

I Domain Filter Supported
Let you prevent users under this device from accessing specific URLSs.

I  URL Blocking Supported
URL Blocking can block hundreds of websites connection by simply a keyword.

I VPN Pass-through
The router supports vpn pass-through.

ISPl Mode Supported
When SPI Mode is enabled, the router will check every incoming packet to detect if this
packet isvalid.

1 DoSAttack Detection Supported
When this feature is enabled, the router will detect and log the DoS attack comes from the

Internet.

Advanced functions

I Systemtime Supported
Allow you to synchronize system time with network time server.
1  E-mail Alert Supported
The router can send itsinfo by mail.
1  Dynamic dns Supported
At present,FBR-1415TX supports 3 DDNS servers.dyndns, TZO.com and dhs.org.
I  SNMP Supported
Because SNMP this function has many versions, anyway, the router supports V1 and V2c.
1  Routing Table Supported



Now, the router supports static routing and two kinds of dynamic routing RIP1 and RIP2.
1 Schedule Rule supported
Customers can control some functions, like virtual server and packet filters when to

access or block.

Other functions

I UPNP (Universal Plug and Play)Supported
FBR-1415TX &l so supports this function. The applications: X-box, Msn Messenger.

Packing List

FBR-1415TX
Installation CD-ROM with user’s manual

Power adapter
CAT-5 cable
QIG



Chapter 2 Hardware I nstallation

2.1 Panel L ayout

2.1.1. Front Panel

Figure 2-1 Front Panel

LED:
LED Function Color Status Description
mlver . . . .
POWER | = Green On Power is being applied to this product.
indication
System . . . -
STATUS Green Blinking | Thisproduct is functioning properly.
status
On The WAN port is linked.
WAN port
WAN - Green o The WAN port is sending or receiving
activity Blinking
data
To reset system settings to factory
Reset reset
defaults
o An active station is connected to the
n
Link/Act. corresponding LAN port.
Link status | Green
1~4 The corresponding LAN port is
Blinking i o
sending or receiving data.
Datais transmitting in 100Mbps on
10/100 | DataRate | Green On i
the corresponding LAN port.
On The USB printing port is linked.
USB port
usB . Green The USB port is sending or receiving
activity Blinking g
ata

s For details, please refer to Appendix B, Reset to factory default .




2.1.2. Rear Panel

LSB Printer

I

F ! -
B == | ey
LI o ST Lin . P g R
I I '
Farallel 2rinle 10/100BaseT an
LAMN Cannectors
Figure 2-2 Rear Panel
Ports:
Port Description
5vDC Power inlet: DC 5V, 2A
WAN The port where you will connect your cable (or DSL) modem or
Ethernet router.
Port 1-4 The ports where you will connect networked computers and other
devices.
usB USB Portsfor USB printer.
PRINTER Printer Port



2.2 Procedurefor Hardware | nstallation

1. Decide whereto place your Broadband Router
You can place your FBR-1415TX on a desk or other flat surface, or you can mount it on awall.
For optimal performance, place your Broadband Router in the center of your office (or your home)
in a location that is away from any potential source of interference, such as a metal wall or

microwave oven. This |location must be close to power and network connection.
2. Setup LAN connection

a. Wired LAN connection: connects an Ethernet cable from your computer’s Ethernet port to one
of the LAN ports of this product.

Existing

Connectlon

D51/ Cable
Modem

To Printer
To PCs

Figure 2-3 Setup of LAN and WAN connections for this product.

3. Setup WAN connection
Prepare an Ethernet cable for connecting this product to your cable/xDSL modem or Ethernet
backbone. Figure 2-3 illustrates the WAN connection.

4. Connecting this product with your printer
Use the printer cable to connect your printer to the printer port of this product.

5. Power on

Connecting the power cord to power inlet and turning the power switch on, this product will
automatically enter the self-test phase. When it is in the self-test phase, the STATUS Led will be
lighted ON for about 10 seconds, and then STATUS will be flashed 3 times to indicate that the
self-test operation has finished. Finally, the STATUS will be continuously flashed once per second
toindicate that this product isin normal operation.
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Chapter 3 Network Settings and Software | nstallation

To use this product correctly, you have to properly configure the network settings of your computers
and install the attached setup program into your M'S Windows platform (Windows 95/98/NT/2000).

3.1 Make Correct Networ k Settings of Your Computer

The default IP address of this product is 192.168.123.254, and the default subnet mask is
255.255.255.0. These addresses can be changed on your need, but the default values are used in this
manual. If the TCP/IP environment of your computer has not yet been configured, you can refer to

Appendix A to configureit. For example,

1. configure IP as 192.168.123.1, subnet mask as 255.255.255.0 and gateway as
192.168.123.254, or more easier,

2. configure your computers to load TCP/IP setting automatically, that is, via DHCP server of
this product.

After installing the TCP/IP communication protocol, you can use the ping command to check if your
computer has successfully connected to this product. The following example shows the ping procedure

for Windows 95 platforms. First, execute the ping command
ping 192.168.123.254
If the following messages appear:
Pinging 192.168.123.254 with 32 bytes of data:
Reply from 192.168.123.254: bytes=32 time=2ms TTL =64
a communication link between your computer and this product has been successfully established.
Otherwise, if you get the following messages,
Pinging 192.168.123.254 with 32 bytes of data:
Request timed out.
There must be something wrong in your installation procedure. You have to check the following items
in sequence:
1. Isthe Ethernet cable correctly connected between this product and your computer?

Tip: The LAN LED of this product and the link LED of network card on your computer must be
lighted.

2. Isthe TCP/IP environment of your computers properly configured?

Tip: If the IP address of this product is 192.168.123.254, the IP address of your computer must
be 192.168.123.X and default gateway must be 192.168.123.254.
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3.2 Install the Softwareinto Your Computers

Skip this section if you do not want to use the print server function of this product.
Notice: If you are using Windows 2000/XP, please refer to Chapter 5 Printer - 5.3 Configuring on
Windows 2000 and XP Platforms. It is not necessary to setup any program and the print-server can
work.

Step 1: Insert the installation CD-ROM into the CD-ROM drive. The following window
will be shown automatically. If it isn’t, please run “install.exe” on the CD-ROM.

o -

FBR-1415TX User's Manual

FBR-1417TX User's Manual

- -

Step 2: Click on the INSTALL USB and Parallel Print Server Software button. Wait until the
following Welcome dialog to appear, and click on the Next button.

e L R R [/ AT o - THY 1 T
ey am =1 sl i -8 r cnea e cvena e

Hiz 2l =g 1 22z ¢ 231 5oy co L8l o ndcms arcrars
Bave e his el oo e

ule.Useer lngutacl pandhs D Cir & v RO B IVON AT
r.noeg Uiz sCdsdlacamaur cth i S0 2 a0rem

W=t a1z arcorart 4 proeced B cope g ollee 2nd
irrmalen |

Ll cudicrie= s -2 _vud o oo saisadae 200 iz v o s
prIr dlRnae rezullt frers vl 500 o mns penzhzn 5ol
hepresee =it ceamem ARl pras Flands =e

i ket Tz

Step 3: Select the destination folder and click on the Next button. Then, the setup program will begin
to install the programs into the destination folder .Step 4: When the following window is
displayed, click on the Finish button.
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Select the item to restart the computer and then click the OK button to reboot your computer.

To make broadband router workakble for vou, please remember
rebootingyour computer...

% Naes, | want to restart my computer now:

= No, Iwill restart my computer later.

Step 4: After rebooting your compuiter, the software installation procedure is finished.

Now, you can configure the FBR-1415TX (refer to Chapter 4) and setup the Print Server (refer to
Chapter 5).
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Chapter 4 Configuring Broadband Router

This product provides Web based configuration scheme, that is, configuring by your Web browser,
such as Netscape Communicator or Internet Explorer. This approach can be adopted in any MS
Windows, Macintosh or UNIX based platforms.

Printer

N
1 g | —

Switch Broadband Router

Fast Ethernet

| |
N ‘
= -

Windows 1

(L7
“L an

Unlu-llke

=
&
o
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4.1 Sart-upand Login

i ae > WOV Il B - 0% JITange S B!

lawalr

Ehe shu-..i ' Login
O Slatus

System Status

WA Sl

Statigtics of WAR L Dliith el

HOEEI0FEE AM 1021055

alg]| Retacn [

Activate your browser, and disable the proxy or add the IP address of this product into the
exceptions. Then, type this product’s IP address in the Location (for Netscape) or Address (for IE)
field and press ENTER. For example: http://192.168.123.254.

After the connection is established, you will see the web user interface of this product. There are two

appearances of web user interface: for general users and for system administrator.

Tolog in as an administrator, enter the system password (the factory setting is ”admin”) in the System
Password field and click on the Log in button. If the password is correct, the web appearance will be
changed into administrator configure mode. As listed in its main menu, there are several options for

system administration.

15


http://192.168.123.254

4.2 Satus

e e eVl JE - 2% (TR T =
lawal
Tha Etaliil Wit Bk Bating’ Farwandin g Ful e Saed iy ol ng tdanoed Satin g Toakioe: O Lo:goal
O Slalus

Sy=tem Status

WAS Siatus

Safemnin

Statigtics of WAR Dliith el

HER10HSHE AW 102152

This option provides the function for observing this product’s working status:
A. WAN Port Status.

If the WAN port is assigned a dynamic IP, there may appear a “Renew” or “Release” button

on the Sidenote column. You can click this button to renew or release IP manually.

B. Statistics of WAN: enables you to monitor inbound and outbound packets
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4.3 Wizard

e o eVl B - 2% J[TARSE T =
lawal
Tha St Wil Bk Eatings’ Farwardin g Fulead Sad iy el ng tdvanosd Satin g Toakioe: O Lo:goal
O Wizard

Sebup Wizard

Satiip Wizstd will guide you thresigh & baess cealg iiiases pretoduig slop by fhip

2003 101§ M 01 3050

Setup Wizard will guide you through a basic configuration procedure step by step.Press ”Next >”
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Gtat Wizare B Setingl Forsarding RuUlks Dot iy Setting sdvanc s Samnp Toolbe: O Logou

< Wizard

Setup Wizard - Select WAN TYPE

Tuesday, June 01, 2004
12:0425 Al

I [0

Setup Wizard - Select WAN Type: For detail settings, please refer to 4.4.1 primary setup.
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4.4 Basic Setting

SRR BETI T GHE (o8 - = " |

lawal

ona Sty s ¥ra ! st Set T Forsading Fales! Secirl Setingd Adeanoed Seting! Tonibos ' Lggroast

 Baskc Sefling )
Pri ey Seip Bazic Belting

G DHIGE D
Change Paimeare

wPrImary Seisp

X108 PR 132

4.4.1 Primary Setup — WAN Type, Virtual Computers

5490 BUeY - 8 -~ "]

] s ol Al Rl Farmarving R s Ry Srilngl nbovremi el ey Tresn O Logpoas

i Basic B i
ST Premary Setun
FO4CP Swan
FGvang i Fasesd

= (o) T T

AMINGng AW N Al

Press “Change”

19



vo Pnsame D =

Ieswel®

O e Staby# WIZhrdl Basic Seming! Fonvarding Rubes! Secuity Sengr ddvanced Settingl Tooiens © Loagol
r Basic Selting

¢ Primary Selup Choose WAN Type

I OHCP Seevar

b Change Passwond Type

12057003 18.43.44

This option is primary to enable this product to work properly. The setting items and the web
appearance depend on the WAN type. Choose correct WAN type before you start.

1. LAN IPAddress: theloca IP address of this device. The computers on your network must use the
LAN IP address of your product as their Default Gateway. You can change it if necessary.

2. WAN Type: WAN connection type of your ISP. You can click Change button to choose a correct

one from the following four options:
A. Static IPAddress: ISP assigns you a static |P address.
Dynamic IPAddress: Obtain an IP address from | SP automatically.
Dynamic IP Address with Road Runner Session Management.(e.g. Telstra BigPond)

PPP over Ethernet: Some I1SPs require the use of PPPOE to connect to their services.

m o O W

PPTP: Some | SPs require the use of PPTP to connect to their services.

44.1.1 Satic IPAddress

WAN |IP Address, Subnet Mask, Gateway, Primary and Secondary DNS: enter the proper setting
provided by your ISP.
4.4.1.2 Dynamic |IPAddress

1.  Host Name: optional. Required by some | SPs, for example, @Home.

2. Renew IP Forever: this feature enables this product to renew your IP address automatically when

20



the lease time is expiring-- even when the systemisidle.

4.4.1.3 Dynamic IPAddresswith Road Runner Session Management.(e.g. Telstra BigPond)

1

LAN IP Address is the IP address of this product. It must be the default gateway of your

computers.
WAN Typeis Dynamic IP Address. If the WAN typeis not correct, change it!
Host Name: optional. Required by some ISPs, e.g. @Home.

Renew IP Forever: this feature enable this product renew |P address automatically when the

lease timeis being expired even the system isinidle state.

4.4.1.4 PPP over Ethernet

1 PPPoE Account and Password: the account and password your | SP assigned to you. For security,

thisfield appears blank. If you don't want to change the password, leave it empty.

2. PPPOE Service Name: optional. Input the service nameif your 1SP requiresit. Otherwise, leave

it blank.

3. Maximum Idle Time: the amount of time of inactivity before disconnecting your PPPoOE session.

Set it to zero or enable Auto-reconnect to disable this feature.

4415PPTP

1. My IPAddress and My Subnet Mask: the private |P address and subnet mask your | SP assigned
to you.

Server IPAddress: the | P address of the PPTP server.

3. PPTPAccount and Password: the account and password your 1SP assigned to you. If you don't
want to change the password, keep it empty.

Connection ID: optional. Input the connection ID if your ISP requiresit.

4.,  Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to zero or
enable Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this product will
automatically connect to | SP after system is restarted or connection is dropped.

4416L2TP

1. IP Mode: The IP Mode assigned by your ISP. You can select either Static IP Address or Dynamic
IP address.

2. My IPAddress and My Subnet Mask: the private | P address and subnet mask your |SP
assigned to you when your IPMode is Static IP Address.
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3. Server IPAddress: the | P address of the L2TP server.
4. L2TPAccount and Password: the account and password your | SP assigned to you. If you don't

want to change the password, keep it empty.

Maximum Idle Time: the time of no activity to disconnect your L2TP session. Set it to zero or enable
Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this product will automatically

connect to | SP after system is restarted or connection is dropped.

4.4.1.7 Virtual Computers

o ey D b - =
lawal
Tha Etaliil Wit Bk Bating’ Farwandin g Ful e Saed iy ol ng tdanoed Satin g Toakioe: O Lo:goal
O Basie Selling =
Primary. Selp Virtual Computers
DHEP Senver

Chaege Paszwarnd

AR I0F 1 Pl 01 5215

Virtual Computer enables you to use the original NAT feature, and allows you to setup the one-to-one

mapping of multiple global IP address and local |P address.

Glaobal IP: Enter the global |P address assigned by your ISP.
Local IP: Enter thelocal 1P address of your LAN PC corresponding to the global |P address.
Enable: Check thisitem to enable the Virtual Computer feature.

22



4.4.2 DHCP Server

ey eVl I =g BT R R =

Igwar

Tha Etalil Wi Bark: Bating’ Farwendin g Ful e Saeo iy Setling Sdwanoed Sating’ Toakis: CF Lol

Primary Selup DHEP Server

Charege Paseward Hzm Seting

o [ hre>> ] “Ciens it ] P o

2NFFEI0FOH AW 115226

Press “M ore>>”

DHCP Server

Setting

e G Enable

Minutes

™ |P Poal Ending A

.+ Dornain Mame

0.0.0.0

The settings of a TCP/IP environment include host 1P, Subnet Mask, Gateway, and DNS configurations.
It is not easy to manually configure all the computers and devices in your network. Fortunately, DHCP
Server provides a rather simple approach to handle all these settings. This product supports the
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function of DHCP server. If you enable this product’s DHCP server and configure your computers as
“automatic | P allocation” mode, then when your computer is powered on, it will automatically load the

proper TCP/IP settings from this product. The settings of DHCP server include the following items:

1 DHCP Server: Choose “Disable” or “Enable.”
2. Lease Time: thisfeature allows you to configure |P’s lease time (DHCP client).
3. I P pool starting Address/ | P pool starting Address: Whenever there is arequest, the DHCP

server will automatically allocate an unused IP address from the IP address pool to the
reguesting computer. You must specify the starting and ending address of the |P address pool.

4. Domain Name: Optional, this information will be passed to the client.
5. Primary DNS/Secondary DNS: This feature allows you to assign DNS Servers
6. Primary WINS/Secondary WINS: Thisfeature allows you to assign WINS Servers
7. Gateway: The Gateway Address would be the | P address of an alternate Gateway.
This function enables you to assign another gateway to your PC, when DHCP
server offersan IPto your PC.
4.4.4 Change Password
it cnet ™ MEV ™ N B - A JR e | [ - ==
lawal
Tha Etaliil Wit Bk Bating’ Farwandin g Ful e Saed iy ol ng tdanoed Satin g Toakioe: O Lo:goal
© Basic Sl
Primary. Selp Change Password
E::fz:g::fmlﬂ Bem Safling

NOZFI0FSE AW 115322

You can change Password here. We strongly recommend you to change the system password for

security reason.
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4.5 Forwarding Rules
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451 Virtual Server

e = almil I - R T [ -2 <]

Igwar

Tha Etalil Wi Bark: Bating’ Farwendin g Ful e Saeo iy Setling Sdwanoed Sating’ Toakis: CF Lol

O Forwarding
Wirlual Sareer
Special AP
Wircalaneaus

20RO E P 015008

A B E R EEEEEEEEREEREERE®R

Eaww | Undo

This product’s NAT firewall filters out unrecognized packets to protect your Intranet, so all hosts
behind this product are invisible to the outside world. If you wish, you can make some of them
accessible by enabling the Virtual Server Mapping.

A virtual server is defined as a Service Port, and all requests to this port will be redirected to the
computer specified by the Server IP.  Virtual Server can work with Scheduling Rules, and give

user more flexibility on Access control. For Detail, please refer to Scheduling Rule.

For example, if you have an FTP server (port 21) at 192.168.123.1, a Web server (port 80) at
192.168.123.2, and a VPN server at 192.168.123.6, then you need to specify the following virtual
server mapping table:

Service Port Server IP Enable
21 192.168.123.1 Y,
80 192.168.123.2 \%
1723 192.168.123.6 \%
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4.5.2 Special AP

R N - N - o T T [ -5 x|
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E Rl EERERE
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Some applications require multiple connections, like Internet games, Video conferencing, Internet
telephony, etc. Because of the firewall function, these applications cannot work with a pure NAT router.
The Special Applications feature allows some of these applications to work with this product. If the
mechanism of Special Applications fails to make an application work, try setting your computer as the

DMZ host instead.
1. Trigger: the outbound port number issued by the application..

2. Incoming Ports: when the trigger packet is detected, the inbound packets sent to the specified

port numbers are allowed to pass through the firewall.

This product provides some predefined settings Select your application and click Copy to to add the
predefined setting to your list.

Note! At any given time, only one PC can use each Special Application tunnel.
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45.3 Miscellaneous Items

ey eVl I =g BT R R =
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IPAddress of DMZ Host
DMZ (DeMilitarized Zone) Host is a host without the protection of firewall. It allows a computer to be

exposed to unrestricted 2-way communication for Internet games, Video conferencing, Internet

telephony and other special applications.
NOTE: Thisfeature should be used only when needed.

Non-standard FTP port

You haveto configure thisitem if you want to access an FTP server whose port number isnot 21. This

setting will be lost after rebooting.

28



4.6 Security Settings
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4.6.1 Packet Filter
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Packet Filter enables you to control what packets are allowed to pass the router. Outbound filter applies
on al outbound packets. However, Inbound filter applies on packets that destined to Virtual Servers or

DMZ host only. You can select one of the two filtering policies:

1. Allow all to pass except those match the specified rules
2. Deny all to pass except those match the specified rules

You can specify 8 rules for each direction: inbound or outbound. For each rule, you can define the

following:

Source | P address

Source port address
Destination | P address
Destination port address
Protocol: TCP or UDP or both.
Use Rule#



For source or destination | P address, you can define asingle IP address (4.3.2.1) or arange of IP
addresses (4.3.2.1-4.3.2.254). An empty implies al 1P addresses.

For source or destination port, you can define asingle port (80) or arange of ports (1000-1999). Add
prefix "T" or "U" to specify TCP or UDP protocol. For example, T80, U53, U2000-2999. No prefix
indicates both TCP and UDP are defined. An empty implies al port addresses. Packet Filter can work
with Scheduling Rules, and give user more flexibility on Access control. For Detail, please refer to
Scheduling Rule.

Each rule can be enabled or disabled individualy.

Inbound Filter:

To enable Inbound Packet Filter click the check box next to Enable in the Inbound Packet Filter field.

Suppose you have SMTP Server (25), POP Server (110), Web Server (80), FTP Server (21), and News
Server (119) defined in Virtual Server or DMZ Host.
Example 1:

Inbound Packel Filter

fam

Saurca IF : Pans Destination IF

TEE 02800002 DEN D14
B ! BE 158 BAE-1ED 168 B 1K

(5

(192.168.9.1-192.168.9.14) They are allow to send mail (port 25), receive mail (port 110), and browse

your web server as above. (port 80)

(192.168.9.15-192.168.9.100) They can do everything (block nothing)

Others are all blocked.
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Example 2:

Inbound Packet Filter

ltem Setting
Inbound Filter @ Enable

match the fi

Use

Source IP : Ports Destination IP : Ports Enable ;
Rule#

192.168.9.1-152.168.9.14 ﬂ

i
fry

-
—-
w

w3l 192 168.9.1-182 168.9.14

(192.168.9.1-192.168.9.14) They can do everything except read net news (port 119) and transfer files
viaFTP (port 21)
Othersare al allowed.

After Inbound Packet Filter setting is configured, click the save button.
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Outbound Filter:

To enable Outbound Packet Filter click the check box next to Enable in the Outbound Packet
Filter field.

Example 1:

Outbound Packet Filter

Item Setting
™ Quthound Filter

Use

Destination IP : Ports Enable Rule

(. 100-192.165.123.149 I

05 10-192.168.123.20 B

(192.168.123.100-192.168.123.149) They are allowed to send mail (port 25), receive mail (port 110),

and browse Internet (port 80); port 53 (DNS) is necessary to resolve the domain name.

(192.168.123.10-192.168.123.20) They can do everything (block nothing)
Others are all blocked.

Example 2:



Outbound Packet Filter

Item Setting

Use

Source IP : Ponts H Enable Rulet

(. 100-192.168.123.115 B
vl 100-192.168.123.119 B

=

(192.168.123.100-192.168.123.119) They can do everything except read net news (port 119) and
transfer files via FTP (port 21)

Others are allowed

After Outbound Packet Filter setting is configured, click the save button.



4.6.2 Domain Filter
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Domain Filter

let you prevent users under this device from accessing specific URLSs.

Domain Filter Enable

Check if you want to enable Domain Filter.

Log DNS Query

Check if you want to log the action when someone accesses the specific URLSs.
Privilege | PAddresses Range

Setting a group of hosts and privilege these hosts to access network without restriction.
Domain Suffix

A suffix of URL to be restricted. For example, ".com", "xxx.com".

Action

When someone is accessing the URL met the domain-suffix, what kind of action you want.
Check drop to block the access. Check log to log these access.

Enable

Check to enable each rule.



Example:

Domain Filer

Salling
& Lrabic
= Lrabls

Fror [ 1

Darmaln Sufflx Enable
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it o g
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I u
I u
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In this example:

1. URL include “sex.com” will be blocked, and the action will be record in log-file.
2. URL include “girl.com” will not be blocked, but the action will be record in log-file.
3. URL include “erotica.com” will be blocked, but the action will not be record in log-file.

4. |Paddress X.X.X.1~ X.X.X.10 can access network without restriction.
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4.6.3 URL Blocking
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URL Blocking will block LAN computers to connect to pre-defined Websites.

The major difference between “Domain filter” and “URL Blocking” is Domain filter require user to
input suffix (like .com or .org, etc), while URL Blocking require user to input a keyword only. In other
words, Domain filter can block specific website, while URL Blocking can block hundreds of websites

by simply akeyword.

URL Blocking Enable
Checked if you want to enable URL Blocking.
URL

If any part of the Website's URL matches the pre-defined word, the connection will be blocked.
For example, you can use pre-defined word "sex" to block all websites if their URLs contain

pre-defined word "sex".
Enable

Checked to enable each rule.
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In this example:

1.URL include “sex” will be blocked, and the action will be record in log-file.
2.URL include “erotica” will be blocked, but the action will be record in log-file
3.URL include “girl” will not be blocked, but the action will be record in log-file.

4. URL include “game” will be blocked, but the action will be record in log-file



4.6.4 MAC Address Control
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MAC Address Control alows you to assign different access right for different users and to assign a
specific IP address to a certain MAC address.

MAC Address Control Check “Enable” to enable the “MAC Address Control”. All of the
settingsin this page will take effect only when “Enable” is checked.

Connection control Check "Connection control" to enable the controlling of which wired can
connect to this device. If aclient is denied to connect to this device, it
means the client can't access to the Internet either. Choose "allow" or
"deny" to alow or deny the clients, whose MAC addresses are not in the

"Control table" (please see below), to connect to this device.

Control table

at o anon Climn s bl ankad s e 4o bis desic 4, ane PR (PR ¥ 1 e PR

MAC Address IF fddress

"Control table" is the table at the bottom of the "MAC Address Control"
page. Each row of this table indicates the MAC address and the expected

IP address mapping of aclient. There are four columnsin thistable:
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MAC Address

MAC address indicates a specific client.

IPAddress

Expected IP address of the corresponding
client. Keep it empty if you don't careits IP
address.

When "Connection control" is checked,
check "C" will alow the corresponding client

to connect to this device.

In this page, we provide the following Combobox and button to help you to input the MAC address.

DHCP clents | selact one --

You can select a specific client in the “DHCP clients” Combobox, and then click on the “Copy to”

LI Copy to |]:D| vI

button to copy the MAC address of the client you select to the ID selected in the “ID” Combobox.

Previous page and Next Page To make this setup page simple and clear, we have divided the
“Control table” into several pages. You can use these buttons to

navigate to different pages.




4.6.6 Miscellaneous | tems
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Remote Administrator Host/Port

In general, only Intranet user can browse the built-in web pages to perform administration task. This
feature enables you to perform administration task from remote host. If this feature is enabled, only the
specified | P address can perform remote administration. If the specified IP address is 0.0.0.0, any host
can connect to this product to perform administration task. You can use subnet mask bits "/nn" notation
to specified a group of trusted | P addresses. For example, "10.1.2.0/24".

NOTE: When Remote Administration is enabled, the web server port will be shifted to 88. You can
change web server port to other port, too.

Administrator Time-out

The time of no activity to logout automatically. Set it to zero to disable this feature.

Discard PING from WAN side

When this feature is enabled, any host on the WAN cannot ping this product.

SPI Mode

When this feature is enabled, the router will record the packet information pass through the router like
IP address, port address, ACK, SEQ number and so on. And the router will check every incoming
packet to detect if this packet isvalid.
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DoS Attack Detection
When this feature is enabled, the router will detect and log the DoS attack comes from the Internet.

Currently, the router can detect the following DoS attack: SYN Attack, WinNuke, Port Scan, Ping of

Death, Land Attack etc.

VPN PPTP/IPSec Pass-Through
Please enable this feature, if you need to establish a PPTP or IPSEC connection that will pass through

this device.
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4.7 Advanced Settings
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4.7.1 System Time
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Get Dateand Time by NTP Protocol

Selected if you want to Get Date and Time by NTP Protocol.

Time Server

Select aNTPtime server to consult UTC time

TimeZone

Select atime zone where this device locates.

Set Date and Time manually

Selected if you want to Set Date and Time manually.
Daylight Saving

Select and configure the daylight saving period to fit the local environment.

Function of Buttons

Sync Now: Synchronize system time with network time server



4.7.2 System Log
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This page support two methods to export system logs to specific destination by means of syslog(UDP)
and SMTP(TCP). The items you have to setup including:

IPAddressfor Syslog Server

Host IP of destination where syslogs will be sent to.
Check Enableto enable this function.
E-mail Alert Enable

Check if you want to enable Email aert(send syslog via email).

SMTP Server | P/Port

Input the SMTP server IP and port, which are concated with ;" If you do not specify port number, the
default valueis 25.
For example, "mail.your_url.com" or "192.168.1.100:26".

E-mail addresses

The recipients who will receive these logs. You can assign more than 1 recipient, using ;' or ',' to

separate these email addresses.



E-mail Subject

The subject of email aert. Thissetting is optional.
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4.7.3 Dynamic DNS

e e A I ==

I=wvel

ons Stadu/ WAl Basic Semng Fonsarding Rube s/ Sioulty Semng Advanced Setings Tosio: ' Logout

T Advanced Se
¢ System Tame D'jl'ﬂﬂ.[ﬂlﬂ ONS
l System Lag
¥ Dynarmc DNE
L Shhir
I Routing
b Schedse Fils

12092000 19,2044

To host your server on a changing IP address, you have to use dynamic domain name service (DDNS).

So that anyone wishing to reach your host only needs to know the name of it. Dynamic DNS will map
the name of your host to your current |P address, which changes each time you connect your Internet

service provider.

Before you enable Dynamic DNS, you need to register an account on one of these Dynamic DNS

serversthat welist in provider field.

To enable Dynamic DNS click the check box next to Enablein the DDNS field.

Next you can enter the appropriate information about your Dynamic DNS Server.

Y ou haveto define:

Provider

Host Name
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Username/E-mail

Password/Key

Y ou will get thisinformation when you register an account on a Dynamic DNS server.
Example:

Dynamic DNS

Item Setting
~ DDNMS ® Disable © Enable
™ Provider DynONS. org{Dynamic) =
™ Host Marne user.dyndns.org

ername / E-mail USE NG HH. KR, KKK

After Dynamic DNS setting is configured, click the save button.



4.7.4 SNMP Setting
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In brief, SNMP, the Simple Network Management Protocol, is a protocol designed to give a user the
capability to remotely manage a computer network by polling and setting terminal values and

monitoring network events.

Enable SNM P

You must check either Local or Remote or both to enable SNMP function. If Local is checked, this
device will response request from LAN. If Remote is checked, this device will response request from
WAN.

Get Community

Setting the community of GetRequest your device will response.
Set Community

Setting the community of SetRequest your device will accept.
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Example:

SNMP Setting

Itermn Setting
> Enable SNMP M Loc

Camraunity private

1. Thisdevice will response to SNMP client which’s get community is set as “public”

2. Thisdevice will response to SNMP client which’s set community is set as “private”

3. Thisdevice will response request from both LAN and WAN

4. Thisdevice will send SNMP Trap message to 192.168.123.33 (Use SNMP Version V 2c)



4.7.5 Routing Table
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Routing Tables alow you to determine which physical interface address to use for outgoing IP data
grams. If you have more than one routers and subnets, you will need to enable routing table to allow

packets to find proper routing path and allow different subnets to communicate with each other.

Routing Table settings are settings used to setup the functions of static and dynamic routing.

RIP

Routing Information Protocol (RIP) will exchange information about destinations for computing routes
throughout the network. Please select RIPv2 only if you have different subnet in your network.
Otherwise, please select RIPv1if you need this protocol.

Satic Routing: For static routing, you can specify up to 8 routing rules. You can enter the destination
IP address, subnet mask, gateway, hop for each routing rule, and then enable or disable the rule by

checking or unchecking the Enable checkbox.
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Example:

102.

thrId

- g i 1-|1|X?n.\ -
= Router]

[Tientl -
192,168.123.103 192.168.0.2

(42168111

Configuration on NAT Router

Destination SubnetMask Gateway Hop Enabled
192.168.1.0 255.255.255.0 192.168.123.216 1 \%
192.168.0.0 255.255.255.0 192.168.123.103 1 \%

Soif, for example, the client3 wanted to send an IP data gram to 192.168.0.2, it would use the above
table to determine that it had to go via 192.168.123.103 (a gateway),

And if it sends Packetsto 192.168.1.11 will go via192.168.123.216

Each rule can be enabled or disabled individualy.

After routing table setting is configured, click the save button.
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4.7.6 Schedule Rule
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You can set the schedule time to decide which service will be turned on or off. Select the “enable”
item.

Press “Add New Rule”
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You can write a rule name and set which day and what time to schedule from “Start Time” to “End

Time”. The following example configure “ftp time” as everyday 14:10 to 16:20

e e T ==

level
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Schedule Enable

Selected if you want to Enable the Scheduler.

Edit

To edit the schedule rule.

Delete

To delete the schedul e rule, and the rule# of the rules behind the deleted one will decrease one
automatically.

Schedule Rule can be apply to Virtual server and Packet Filter, for example:

Exanplel: Virtual Server — Apply Rule#l (ftp time: everyday 14:10 to 16:20)

lewel®

Sinbu S WITARA! B REHc S0 o IO ron g T e i o5 i G AN e ) 5 el T bl

e [ - x|
< Logou

©r Forwarding f
L Virtual Server Virtual Server
i Special AP
¥ M el s i Semvice Pors T IF Enable L

=

e I ik

|

120572003 184850

M E E N N E N N ENEEN

Exanple2: Packet Filter — Apply Rule#l (ftp time: everyday 14:10 to 16:20).
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4.8 Toolbox
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4.8.1 System Log
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You can View system log by clicking the View Log button
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4.8.2 Firmwar e Upgrade
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You can upgrade firmware by clicking Fir mware Upgrade button.



4.8.3 Backup Setting

File Download X

\::) You are downloading the file:
(]
config.bin From 192, 168.123.254

Wauld pou like to open the fle or save it ta your computer?

L_%pen i [ Save ][ Cancel ] [ Mare Info

[+#] &lways ask before opening this type of file

You can backup your settings by clicking the Backup Setting button and save it as abin file. Once you

want to restore these settings, please click Firmwar e Upgrade button and use the bin file you saved.

4.8.4 Reset to default

Microsoft Internet Explorer Fg]

‘:',‘?() Reset 2l setting bo default?

[ oK ;[ Cancel ]

You can also reset this product to factory default by clicking the Reset to default button.

4.8.5 Reboot

Microsoft Internet Explorer

\:{J Feboot right niow?

[ oK ;[ Cancel ]

You can also reboot this product by clicking the Reboot button.
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4.8.6 Miscellaneous Items
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MAC Addressfor Wake-on-LAN

Wake-on-LAN is atechnology that enables you to power up a networked device remotely. In order to
enjoy this feature, the target device must be Wake-on-LAN enabled and you have to know the MAC
address of this device, say 00-11-22-33-44-55. Clicking "Wake up" button will make the router to send
the wake-up frame to the target device immediately.

Domain Nameor |P addressfor Ping Test

Allow you to configure an IP, and ping the device. You can ping a specific IP to test whether it isdive.



Chapter 5 Printer Server

This product provides the function of network print server for MS Windows 95/98/NT/2000 and Unix
based platforms. (If the product you purchased doesn’t have printer port, please skip this chapter.)

5.1 Configuring on Windows 95/98 Platfor ms

After you finished the software installation procedure described in Chapter 3, your computer has
possessed the network printing facility provided by this product. For convenience, we call the printer
connected to the printer port of this product as server printer. On a Windows 95/98 platform, open the

Printer swindow in the My Computer menu:

B3 Printers =] 3
File Edit “iew Help

= 7

Add Printer  {HF Laserdell HPLaserletl...
i BL[PCL] i  Chinese]

4 ohject(s] v

Now, yon can configure the print server of this product:
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Find out the corresponding icon of your server printer, for example, the HP
LaserJet 6L. Click the mouse’s right button on that icon, and then select the Properties

item:

HF LaserJet 6L [PCL] Properties
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2. Click the Detailsitem:

LPT1: [ECP Prnter Part)

HF'LaserJet'IUUSeriesF'CLSe = l v Diiver...

| el

3. Choose the “PRTmate: (All-in-1)” from the list attached at the Add Port item. Be sure that the

Printer Driver item is configured to the correct driver of your server printer.

4, Click on the button of OK:

| Printer Position

Type in the IP address of this product and then click the OK  button.

1. Makesurethat all settings mentioned above are correct and then click the OK button.



5.2 Configuring on Windows NT Platfor ms

The configuration procedure for a Windows NT platform is similar to that of Windows 95/98 except

the screen of printer Properties:

&F Hewlett Packard Lazer)et 6L Properlies

General Ports IE::hH:ljing] Shasing | Securily | Device Setlings |

@ His it Pacher szesl sl 1

Frint to the: following portz], Documents wil peint ba the first rees

checked port,
_Proat | Diezcrption | Prirker ﬂ
C1LPT3 Local Paet
[ COmM1: Local Pt ____J
] COm2: Local ot
I COM3: Local Poat
[ COM4: Local Post
|| FILE: Local Pexl
PR Trnate Laocal Prost
| Fémate Local Peel Hewl=lt Packaid L. . ;l
AddPot. | DeletePor Configere Part... |

™ Enable bidrectional support
™ Enable minter pooling

| 1] 3 I Cancel

Compared to the procedure in last section, the selection of Details is equivalent to the selection of
Ports, and Port Settingsis equivalent to Configure Port.



5.3 Configuring on Windows 2000 and XP Platfor ms

Windows 2000 and X P have built-in LPR client, users could utilize this feature to Print.

You have to install your Printer Driver on LPT1 or other ports before you preceed the following

sequence.

1.0pen Printers and Faxs.

® Printers and Faxes = l'!lj 3{'_

Bl Edb Miew Faworites Toos Help i

@ 0 ¥ Pseach i Folders -

Aetdress |5 Printers and Fases ~ Bco
Prinber Tasks ..2'.-:56 H-" Lager Jak 2200 Saries PCL G

() s spmter tﬁ
o Set o Facing

bt Flates

3 =aireirami

Wy, Soarversand Camersd
) P Dourerts

2 e

o M Conpubs




2.Select “Ports” page, Click “Add Port...”

HP LaserJet 2200 S

fil}

LA
.

| General || Sharfg | Potts | BHvanced || Color Management |
B

o
E"* Xa HF Lazeret 2200 Seriez PCL B

Frint to the following port[z]. Docurments will print to the first free
checked port.

Port Description Frinker ~
Frinter Fort |
O LPT2: Printer Part
LI LPTZ  Printer Part
O co..  Serial Part = |
O co..  Serial Port
O co..  Serial Part
O oo Sefal Port )
! [ Add Port... m Delete Port l [ LConfigure Part....
Erable bidirectional support
[C] Enable printer pooling
L Ok J [ Cancel ] Apply Help

3. Select “Standard TCP/IP Port”, and then click “New Port...”

ter Ports

Available port bypes:

VoGP

Standard TCPYIP Port

[New Port... ] [ Cancel




4.Click Next and then provide the following information:

Type address of server providing LPD that is our NAT device:192.168.123.254

Add Standard TCP/IP Printer Port Wizard

Add Port
Far which device do vou want to add a port?

Enter the Printer Mame or IP address, and a port name for the desired device.

Frinter Marne or |P gddre@ | 13921668.123 254 ) |

Port Hame: ||_P_1 52.168.123 254 |

< Back ” Mest » ][ Cancel

5. Select Custom, then click “Settings...”

Add Standard TCP/IP Printer Port Wizard \7|

Additional Port Information Required é
The device could not be identified. =
N

The device iz not found on the network, Be sure that:

1. The device is tumed on,

2. The netwark i connected.

3. The device is propery configured.

4. The addrezz on the previous page iz comect,

If wou think the address iz not cormect, click Back to retum to the previous page. Then corect
the addresz and perform another search on the netwaork. If you are sure the address is comect,
zelect the device type below.

Device Type

(%) Custom

< Back ” Mest » ll Cancel
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6.Select “LPR”, type” Ip* lowercase letter in “Queue Name:”
And enable “LPR Byte Counting Enabled”.

Configure Standard TCP/IP P... [2|X]

Faort Settings |

Port Marne: | IP_192 168123254 |

Priniter Mame ar IF gddress: | 192168.123.254 |

Frotocol
() Baw {(®) LPR

R aw Sethings

Fort Murmber | 3100 |

= _--“-"‘"h..
Lueus Mame: |I|:u \ |

LFR Byte Counting EW

[] SHHP Statuz Enabled

N (= T T
Lammuri- N ame | Pl |

L 0] % ][ Cancel ]




7.Apply your settings

Add Standard TCP/IP Printer Port Wizard g‘

Completing the Add Standard
TCP/IP Printer Port Wizard

Yau have selected a part with the fallowing charactenstics.

ShP: Mo

Pratocal: LPA. Ip

Device: 192168.123.254
Port Mame:  IP_192.168.123.254
Adapter Type:

Ta camplete thiz wizard, click Finish.

[ < Back ]| Finizh |[ Cancel l

& HP LaserJet 2200 Series PCL 6 Pro... W

_Generél__ Sharing | Ports | Advanced | tolurHanagemenl |BBE |

@
.\?ﬁ HF Lazerlet 2200 Series PCL B

Frint ta the Following port(z). Documents will print to the first free

checked port.
: Part Dezcription Printer ~
O com4: Serial Port
i : Frint to File
IP_192168123 254  Standard TCPAR Part
[ ] niniiyfula L TE ELC) Loc Auto hp des
O Ik Local Port
» |
[ < [ >
[ Add Port.... l [ Delete Paort l [ Configure Fart....

[ Enable printer poaling
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5.4 Configuring on Unix-like based Platforms

Please follow the traditional configuration procedure on Unix platforms to setup the print server of this
product. The printer nameis“Ip.”
¥ Noticed: If therouter hasUSB and Parallel port at the sametime, Please be careful to setup.
1.UseParallel to print
Queue Name: Ip
2.Use USB to print
Queue Name: IpUSBO

In X-Windows, for example, In Redhat Platforms,
Please follow the below steps to configure your printer on Red Hat 9.0.1. Start from the Red Hat--->

System Setting---> Printing.

“ Printer configuration - amit-test.com - 0 X
z
Z

Action Test Help

(=)

MNew Edit Delete Default  Apply

s,

Trash

|Queue name = |Defau|t |Descr1'prion

& Accessories *

@ Graphics »
Q Internet »
&'—’Q Office

E_{ﬂ Preferences
ﬁ Programming
:ﬂi}‘ Sound & Video

@! System Settings

Q_j Server Settings *
Ig] Add/Remove Applications
j;ﬂ Authentication

Qg System Tools 1 |:C]';' Date & Time
@ Help A pisplay

= ey
L@ Home Folder L.g Keyboard

he
05 Network Servers Q Language
é_ﬁ Login Screen

{E} Run Program... @ v

3 ouse
Search for Files...
[C=y Open Recent 1

@ LOCkiS Creen Configure printars
Log Out E:;&- Security Level

‘ﬂ iﬂ\% Lﬂ Soundcard Detection I
0 @ ;_] Users and Groups

2. Click New---> Forward.

a1 Network

= Printer configuration - amit-test.com

FRTCEN
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Printer configuration - amit-test.com - X

Action Test Help

& @é@

Mew Edit Delete Default  Apply

RXXNN 4

L

|Queue name V|Default |Descn'pti0n

hd Add a new print gueus

Add a new print queue

On the following screens, you will be asked to provide basic
information for adding a new print queue. You will be able to
edit the more advanced options afterwards.

MNathing will be done to \Elur settings until you hit "Apply" on
the last screen.

(x| [ | (e

1. Enter the Pinter Name, Comments then forward.

Rd Addanewprintgueve ™M=k}

Queue name

Please enter a name for this queue. Choose a short
name that begins with a letter and contains no spaces.

Mame: | printertest

About

If you like, you can enter a description of the printer
to help you identify it more easily.

Short description: | test] |

A Help 3 Cancel <] Back > Forward

L =

4. Select LPD protocol and then forward.
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Bd Addanewprintgueve ... _©==Ik3

Select a queue type: | Locally-connected j
Metworked CUPS (IPP)
Metworked UNIX (LFD} .
Wetworked Windows (SMB)
Networked Novell (NCP)

Jdev/lpD

Metworked JetDirect

€3 Rescan devices
1 |

A Help % cancel <] Back [> Forward

B

5. Enter Router LAN IP Address and the queue name "Ip". Then forward.

Rd Addanewprintgueve ™M=k}

Select a queue type: | Networked LNIX (LPD) hd
Server; Queue:;
Router Lan IP Address | |Ip|
3
& Help ¥ Cancel <] Back [ Forward

=l




6. Select the Printer Brand and Model Name. Then Forward.

Rd Addanewprintqueve . BHi=lk3

Printer model

Select the printer manufacturer and model. Depending
on how the remote queue is configured, you may need Motes...
to select the generic PostScript option here.

HP v

Laser et 2000
Laser et 2100

@
LaserJet 2100M Y -
Laser et 2200 -
| & Help ¥ Cancel <] Back > Forward i
7. Click Apply to finish setup.
‘v = [%]

Finish, and create the new print queue

About to create the following queue:

Type: Unix Print Queue
Queue: lp@Router Lan IP Address
Printer: HP Laser et 2200

| A Help % cancel <] Back q‘ Apply

8. At last you must click Apply on the toolbox to make the change take effective.
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In Command Mode:

Linux has built-in LPR client ,You can utilize it for printing.
You can manual set it or via the tool "printtool" in X-windows.
PS: The spool name is "lp"------ all lowercase letter.

Below is my setting.

/etc/printcap

Ip:\
:sd=/var/spool/lpd/Ip:\
mx#0:\

:sh:\
:rm=192.168.123.254:\

Then add the corresponding directory

#mkdir /var/spool/lpd/Ip

Too see the detail ,please refer to the online manual in linux.

#man printcap
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5.5 Configuring on Apple PC

1.Firgt, go to Printer center (Printer list) and add printer

Printer List

"IP Printing 9

Printer's Addrass:

Interner address ar OMS namae

i Use default queue on server

Queys Name:

Frinter Model:  Ceneric

(A

" Cancel * Add

2.Choose IP print and setup printer ip address (router Lan ip address).
3.Disable “Default Queue of  Server.” Andfill in “ Ip © in Queue name item.

4.Printer Model: Choose “Genera” or Printer as bel ow.

Printer List

"IP Printing 9

Printar's Addrass: Rguter Lan IP Address

Interner address ar ONS name
Incomplete or invalid address,
| I Use default queue on server

Queue Name: Ip

Printer Model. | HP &

| Modal Neme 3
HP Laserlet 2100 Series P
HP Laserlet 2200 m
HP Laserjet 32000 a
HP Laseret 3300331043320 v

P w —
[ Cancel MH
. ¥,
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¥ Noticed: If therouter has USB and Parallel port at the same time, Please be careful to setup.
1.UseParallel to print
Queue Name: Ip
2.Use USB to print

Queue Name: IpUSBO
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Appendix A TCP/IP Configuration for Windows 95/98

This section introduces you how to install TCP/IP protocol into your personal computer. And suppose

you have been successfully installed one network card on your personal computer. If not, please refer

to your network card manual. Moreover, the Section B.2 tells you how to set TCP/IP vaues for

working with this NAT Router correctly.

A.llnstall TCP/IP Protocol into Your PC

1

Click Start button and choose Settings, then click Control Panel.
Double click Network icon and select Configuration tab in the Network window.
Click Add button to add network component into your PC.

Double click Protocol to add TCP/IP protocol.

Select Network Component Type EHE

Click the tupe of network. component pou want to instalk

Cligrt
B8 Adapter

Protocal Cancel

B Cervice

\_J}
=i
o

Pratocol is a language’ a computer uzes. Computers
muzt uze the zame protocol to communicate.
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5. Select Microsoft item in the manufactures list. And choose TCP/IP in the Network Protocols.
Click OK button to return to Network window.

Select Metwork Protocol E

Chck. the Metwaork, Pratocal that you want to install, then chck OF. 1F pou have
3 at inztallation disk for thiz dewice, click Hawe Dizk.

Manufacturers: Metwork Protocols:

t Fast Infrared Protocaol ﬂ
4 IF/SPx-compatible Protocol
& Microzoft 32-bit DLC

& Microzoft DLC

4 MetBEUI

o TCRAR

Hawve Disk... |
OF. I Cancel |

6. The TCP/IP protocol shal be listed in the Network window. Click OK to complete the install
procedure and restart your PC to enable the TCP/IP protocol.
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A.2 Set TCP/IP Protocol for Working with NAT Router

1. Click Sart button and choose Settings, then click Control Panel.

2. Double click Network icon. Select the TCP/IP line that has been associated to your network card
in the Configuration tab of the Network window.

MNetwork

Configuration I Identificationl Access Control I

The follawing hetwork, components are installed:

NetBEUI -» PCl Fast Ethemet DEC 21140 B ased Adapter
TERAF -» Dial-Up &dapter

Add. .. | Remowe | Fropertiesz I

Prirnany Metwork, Logon:
ICIient far Microzoft Metwarks ;I

File and Frint Sharing... |

Description

TER/IP iz the protocol pou uze to connect to the Intermet and
wide-area niebwork.s.

Ok, I Cancel

3. Click Properties button to set the TCP/IP protocol for this NAT Router.

4. Now, you have two setting methods:
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a.  Select Obtain an | P address automatically in the IP Address tab.

TCPAIP Froperties

N




c. Choose Disable DNSinthe DNS Configuration tab.

TCP/IP Properties EHE

Bindings | Advanced | MetBIOS
D5 Configuration I Gateway | WINS Configuration | 1P Address

—{" Enable DMS

Hzst: I [amiait: I

& Eenvensearch N der

| . . . | als

Eemowve

[t i Seancyiden

| Eemowe

1L L

]S Cancel

B. Configure P manually

a  Select Specify an IP address in the IP Address tab. The default 1P address of this
product is 192.168.123.254. So please use 192.168.123.xxx (xxx is between 1 and 253)
for IPAddress field and 255.255.255.0 for Subnet Mask field.

TCP/IP Properties K
Bindings | Advanced | NetBIDS |

DS Configuration I G ateway I WINS Configuration  IF Address

Ln IP addrezz can be automatically aszigned to thiz computer.
If pour network. dogs not automatically aszign [P addreszes. ask
pour nebwork, administrator for an address, and then type it in
the space below.

" Obtain an 1P address automatically

' Specify an IP address:

IP Addiess:  [192.168.123.115 |

SubnetMask: | 255.255.255. 0] |

Ok I Cancel
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b. Inthe Gateway tab, add the IP address of this product (default IP is 192.168.123.254)
in the New gateway field and click Add button.

TCP/IP Properties EE3

Bindings | Advanced | MetBIOS |
DM5 Configuration  Gateway | WS Configuration I IP Address

The firzst gateway in the Inztalled G ateway list will be the default.
The address order in the list will be the order in which these
rachines are used.

Mew gateway:

192.168.123.254 | add |

Ingtalled gateways:

Eemnve |

k. I Cancel

c. Inthe DNS Configuration tab, add the DNS val ues which are provided by the ISP into
DNS Server Search Order field and click Add button.

TCP/IP Properties K E3

Bindings | Advanced | MetBIDS |
DM5 Configuration | Gateway | WINS Configuriation | IP ésddress

" Disable DNS
—1{* Enable DM5

Host: IMyCUmputer D omair: I

OMS Server Search Order

[168. 95 .192. 1] | add |
16859511 Hemoye |

Domain Suffis Search Order

| Add

| Eemave

ak. Cancel

0 |
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Appendix B Reset to Factary Default
Reset to factory Default

There are 2 methods to reset to default.
1. Restorewith RESET button

First, turn off the router and press the RESET button in. And then, power on the router and hold the RESET button
down until the STATUS and or M2 LED (or Status LED) start flashing, then move away the hand. If LED flashes

about 8 times, the RESTORE process is completed. However, if LED flashes 2 times, repeat.

2. Restore directly when therouter power on

First, hold the RESET button about 5 seconds(STATUS will start flashing about 5 times),move away
the hand. The RESTORE process is completed.



